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PROCEEDTIN Q S
o 9:00 a.m.
DR. GOLDBERG: This is the third meeting of
this‘panel. 7I see that we have completed the arrival
of the coffee phase. This is the first iteﬁ on the
agenda.

I want to welcome you to this third meeting.

At least one of the members of the panel will not be

preseht} Professor Leffler will not be here. We are
expecting two more; whe apparently haveﬁnotrerrived
yet.

The first order of business will be
Administrative Announcements by Ms. Cynthia Kloss.

AdministrativerAnnouncements

MS. KLOSS: Good morning. On behalf of the
Secretary of Defense for Command, Control,-.
Communlcatlons and Intelllgence, Mr. Pate, welcome>te_

the Third Meetlng of the Third Hlstorlcal Records

~Declassification Advisory Panel.

Administrative announcements include the fact
that you are being taped. The proceedinge‘will result
in a verbatim transcript. All of the panel members
will be idenrified by name in the tranecript.

Observers in the audience, if you wish to be identified

- by name for the record, please_etate your name when you

' EXECUTIVE COURT REPORTERS, INC.
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4

address the panel and speak loudly, since we don't have
any mikes. Otherwise, you'llmbéfreferredﬁto as panel
observer orlaudience observer.

The taped proceedings are available in a
couple of ways. You can e-mailime,rand I will forward
a copy of the verbatim transcripts to you:as an
enclosure. If you have access to DTIG, you may access
a copyrthrough them. | 7

At this time, we still have not posted the
transcripts to our C—SI,Home“Pége. Hopefully that will
come‘shortly.

The restrooms -- please try to limit the
movement while the panel is in deliberation just
because we do pick up extraneous noises. If you do
need to move around, the rest rooms are outside, mens
to this side offthe hall, womens to that side.

| Thére is a telephone in the back of fhéri66m,
You are abie to use that onlyiduring breaks, please.
If you need a pay phone, go all the way doWn to the
basement. Right outside ofrfhe elevator; there is a
pay phone for you. |

We'll be serving lunch at 11:30. If you
would 1ike'torparticipate, it's $8.75.

I do believe that that's all i have for
Administrative Announcements.

EXECUTIVE COURT REPORTERS, INC.
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I do have the copies of the verbatim
transcript in the rear of the'reem, if you would like
to take a look at the transcripts from the first and
second iteration of the HRbAP.

- Thank you.

Opening Comments

'DR. GOLDBERG: The first two meetings of this
penel resulted in recommendations and reports to the
Secretary of Defense. 1In fact, for yourvinformation, I
will tell you that these reports actually go to the
Deputy Secretary of Defense because the Secretary is
not here very often. He seems to be on an airplane to
somewhere in the world most of the time.

Just by way of odd item of information, in
two years, the first two years as Secretary, he
traveled more Often to more countries, made more visits
around the world, than any other Secretary, inclﬁainé |
Secretary Weinberg, who had held the record ﬁp,to that

point, and Weinberg had seven years in which to do

»this.

So, it's understandabie why theASecretary
himself has not been able to pay attehtion to this.
These reports have gone to therDeputy Secretary.

The last report we made inclﬁded six
recommendations from this panel. These were the ones

EXECUTIVE COURT REPORTERS, INC.
(301) 565-0064 '




10
11
12
13
14
15
16
17

18

19

20
21
22
23

24

25 -

6

‘that I had distilled out of the discussion that we held
here, which I thought was a Qefytthorough'discussion of
the issues which finally fgsulted,in these -
recommendations. | 7 |

| These went, as I say, to the Deputy Secretary
of Defense through the Assistant Secretary C-31I, Who is
the Secretary's representative for declassification,
and in‘chargé of the deClassificaﬁion program for the
whole Department of Defense.

He forwarded the report to the Deputy
Secretary, and the Deputy thén requested a revised copy
of the policy statement, of a revised policy statement,
which is being prepared by the Assistant Secretary C-
3I. He wanted to see this before reacting to the
report that we have made.

That'policy statement, which is.in good part
an ouﬁgrowth of the panel's work and recommendatiéné; A
It's the statement which accompanies the DoDA
Declassification Plan, which was prépared by the
Assistant Secretary, and it;does state in some detail
the broad outlines of policfAfor declassification
within the Department of Defense;

It's approaching final form, I have been
informed. 1I've also been informed thatfit's been
through three drafts thus far. Tt has been reviewed by

EXECUTIVE COURT REPORTERS, INC.
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~the Military Services and other agencies, and it's
‘undergone language changes iﬁ»feeponse to criticisms.

All of this is perfectly normal. - This is the
way that the policy statementS'and directives and even
memoranda are often prepared, often evolved, and
finally issued within the Department of Defense, and I
would guess most other departments, too.

It's now being staffed within 0SD. .
Presumably this is the next thingrto final draft.
Staff'officesrand—the Office of the Secretary of
Defense are reviewing it. It has to pass the final
hurdle of review by the Office of the General Counsel.
That's the legal review, and some day, we hope soon, it
will emerge and will then become available to us as to
everyone else.

We eXpect that the policy statement will
incorporate some, if not all, of our recemmendatibhe in
some form.v The language may be somewhat different from
ours, but much of it will be there.

With reference tovour recommendations, I can
report as follows. The fitst one on thereldest first
top—downvpriority was regarded Ey ﬁost of the Services
as unduly'restrictive.

As you know, they all have tﬁeir own
brograms, their own plans and approaches. It is likely

EXECUTIVE COURT REPORTERS, INC.
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it probably will be included in the policy Statement
most likely as a strong reéoﬁﬁendation.r I suspect that
this is how it will emerge finglly, and I would guess
that it Will have a mixed reception.

There are some services and some agencies
will find it impossible to accommodate this priority.
Others will find it more difficult.

- The secondwreéommendétion; having to do with
request for pilot projects, was not happily received
either by the Services, aﬁdfthey'réqnotvcompléted yet.

The Army in fact is not yet in the position
to respond to the request for pilot program. It is
still engaged in organizing its program. It has a lot
of difficulties, but it appears -- something appears to
be happening there, and there may be hope that within a
matter of mohths; the Army may have a going program.
At. least they've assigned the responsibility fdf éher
program‘to the Adjutant General. |

The third recommendation had to do with the
substitution of the organiéational for the approach,
and this was generally acceptable. We had discussed iti
here from the beginning, I think, in our deliberations,
and the Services and agencies didn't appear to have any
trouble with that. N

A recommendation on inter-agency agreement on

EXECUTIVE COURT REPORTERS, INC.
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declassification was not considered hecessafy as of
yet. There are some mechaﬁiémé already in existence
which are providing exchanges for this purpose. It is
possible for agencies and Services to get in touch,
with 0SD and JCS, to get in touch with each other in
order to be able to carry out declassification of the

records of other agencies. —

Some of -- one particular instance, this is

- being done at the -- at the Presidential Libraries. 1Is

Nancy Smith here? 7 -

(No response)

DR. GOLDBERG: No. She had reported on this
to us once before, and she could probably tell us the
progress that's being made there. That seems to be a
rather successful program with participation pretty

much across the board, not only by DoD but by other

' agencies, so that that appears to be p;qceedindraf a

good fate.

The'disposition schedules, which we
recommended, that is the'épeeding up of the disposition
schedules in order to aqhieve faster,trénsfér of
recordé to fhe ~- to NAR as the-approval of the
Services,‘and I think we can see probably a more rapid
movement of records into Suitland ané.perhaps into the
Archives, whether -- the latter dépends on what the

EXECUTIVE COURT REPORTERS, INC.
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Archives is able to do, the resources it wili have, and
you've been hearing the tefm "resources" now at every
meeting we've held, and I'm afraid you're going to
continue to hear it. It'g all a matter of what they
can actually accomplish in the time available.

The Archives is pretty far behind in
accessioning, but it has beén'moving right along, and
the volume of records just keeps on growipg,_

And finally, we had recomﬁendéd the use of
reservists as a poséible resource fqr_speéding up
declassification, providing additional help in
declassifying records, and as we know, some —-- some are
already doing this. Others don't find it necessary or
desirable. At least in one instance that was so, but
it seems likely that reservists will play a role and

probably cont;actors, also, in bringing,about -

carrying forward this declassification program.

That's where we stand as of now 6n our
recommendations. I think that most of tﬁem, in whole
or in part, will carryrsome weight and will actually
result in some action on‘the part of the Department of
Defense. |

i do want to say a few words about the effect
of the reports and recommendations of this panel. I
know that it may seem to some memﬁers that we're not

EXECUTIVE COURT REPORTERS, INC.
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11
having the desired effect, but this is nothing new. Itr
happens inside. It happens éli of the time in large
bureaucracies. You donft make progréss as fast as we'd
like to make it. You doﬁ't get everything that you
want. You often have to settle for less than you asked

for.

But I do think sincerely that this panel is

making a difference. It may not seem so to some

- people. Our recommendations are being weighed, and

they are being considered. I can assure you they have
occasioned thus far a lot of paper work inside the
establishment, and even when they've not been adopted,
they have still caused some kinds of change to take
place in programs, and in the thinking, and in the
attitudes of declassifiers. They're having to consider
other possibilities that they hadn't considered before.
| They are making modifications in theif':

approach. That's not all, but I'm certain that some of

them are. Some of our recommendations have been

accepted in whole or in pért or in some modified form.
As I've indicated, the specific reference to the
recommendations from our lastrméeting.

-I do want our members from academia in
particular to know that they are haviﬁg an impact, and
though it may not seem so at times, and that their time

- EXECUTIVE COURT REPORTERS, INC.
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12
and their efforts are not wasted.

We wanted cutside views and ideas to help us
fashion an effect declassification program, and to help
shake thihgs up a bit. There'éAnot complete agreement
within the Department of Defense, within its elements
or with OSD or even within OSD on all éspects of this
program. There's a lot of flux here, and there's bound

to be, and with as many uncertainties as this one has,

- and the uncertainties, of course, in good part afe with

reference to the availability of'peqple and money to do
the job, and the programs élready underway by the
elements of the department, and in the attitudes and
the culture of the classifiers themselves.

We wanted these outside views, and I think
they have helped. You provided them, sometimes rather

forcefully, and they're influencing what has happened,

and we're having some _successes in making changes and

bringing'about something different.

~The overall picture is ﬁixed; It's going to
continue to be mixed. It never is going to become
completely clear. So, I ask that you n§t sell
yourselves short. o

'Now, we did ask the Director of Information
Security Oversight Office, he's Garfiﬁkel, to give us
an overview of the progress of Executive Order 12958 to

EXECUTIVE COURT REPORTERS, INC.
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date, and we hope that this will -- I hope at any rate
that this would reinforce‘thé note of cautious optimism
with which I've tried to inoculate you.

Unfortunately,rI don't see Steve Garfinkel.

- MS. KLOSS: He'll be here at 9:30.
- DR. GOLDBERG: Beg pardon?

MS. KLOSS: He'll be here at 9:30.

DR. GOLDBERG: He'll be here at 9:30? Oh,
it's only 9:15.

MS. KLOSS: Could I clarify two points,
though, --

DR. GOLDBERG: Yes.

MS. KLOSS: -- on the -- on the minutes from
the last meeting? )

DR. GOLDBERG: All right.

MS. KLOSS: The disposition of records. That
was forwarded to our -- our senior records mahégef 7 ‘
withiﬁ fhe Department of Defense. They afe the office
responsible for identifying retirement échedules, and
that really is your recomﬁendation, to relook the
retirement schedules and disposition schedules.

It has been forwarded. I will check on the
progress énd their acceptance and clarify any questions
that they may have by next meeting. -

The second item is the inter-agency

EXECUTIVE COURT REPORTERS, INC.
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agreements. The example that Dr. Wéinbergvreferred to
at the Presidential Libraries, I wanted to tie that to
your first meeting.

The first HRDAP meeting recommended
endofsement of the Presideq}ial Libraries as first
priority for a standing project, if you will, which was
consistent with the intelligence community's
recommendations.

TheyAhave just finished é jéint teamVScanning
project led by,thé CIA and- the DiA(,reéourced’by the
intelligence community, of the Johnson Libraries. The
material is now forwarded to the owners of the
information for declassification review. It will be
consolidated by the intelligence community and returned

back to the Library, the Johnson Library, with all of

‘the recommendations.

It's a rousing success from the Archives'

perspective, from the intelligence community's

- perspective, and it's an example of referral actions

and inter-agency agreemeﬁt and practice. So, that's
good news.

' DR. GOLDBERG: Weli,AI might point out one
more-thihg, which many of you are acquainted with. The
number of different panels and commiﬁtees that are
involved in declassification thréughout the Government.

EXECUTIVE COURT. REPORTERS, INC.
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We are only one. |

In addition to-ISOd, which has the overall
responsibility, there's the Department of Energy
program. There's the intelligence community program.
There's the Commission on g?otecting and Reducing
Government Security, otherwise known as the Moynihan
Commission, and within -- there are the two overall
commissions, the one that has the review committee
composed of representatives of the-different
departments of. the Government, and_the outside
committee, which I don't -- I don't know has come into
existence yet.

Do you know?

MS. KLOSS: The Information Security --

DR. GOLDBERG: Yeah.

MSf KLOSS: ~-- Advisory Panel has not been
named, and I think Mr. Garfinkel will be covering that,
too. | 7 "

DR..GOLDBERG: All right. Good. Within DoD,
we have also the Defense Declassification Management
Panel, which is composed of records ahd
declassification people and is complementary to this
panel. -

So, we're part of a much iérger program, and
they do affect us. I mean a lot of Energy records are

EXECUTIVE COURT REPORTERS, INC.
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16
befense*records, and a lot of Defenée records are ‘
Energy records, and the samekthing with the
intelligence community, of course.

So that the neéd for more inter-agency
cooperation is evident, and we're hopeful that -- it is
occurring slowly. How much it can be speeded up, I

don't know. It's something we recommended. It's

something that we may want to recommend again and

reinforce. I think it's important;r I think it's
desirable. I think it can be helpful.

Any questions? Dave?

BG. GEN. ARMSTRONG: Could I just ask Cynthia
a question?

DR. GOLDBERG: Yes.

BG. GEN. ARMSTRONG: The CIA DIA at the
Johnson Library, as I understand it, what you described
was basically putting all the papers thrbugh aAmééhihe,
gettingrit on to a computer screen. ‘

MS. KLOSS: Scanning, indexing.

BG. GEN. ARMSTRCNG: How -- could you keep us
updated on how rapidly the actual prodéss of
declassifying or reviewing fof aeclassification goes?

-You know, the mechanics are very simple, but
how rapidly they do it and how much méterial they
actually choose to let out, I think, is what -- what

EXECUTIVE COURT REPORTERS, INC.
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17
interests me as a historian. I really don't -- I'mr
interested, but not vitally? in all the computer stuff.
That just means they have money. That's all.

~ MS. KLOSS: ﬁavy and Air Force have both been
participating with manpower in this project. - Navy has
a representative here, Ray Schmidt. Can you give a |
little bit of a perspective-on the -- the time lines?

| MR. SCHMIDT: I canrtell you from our
perspective. The OMI team spent aAsubstantial amount
of money to sendApeople down to help with the scanning.
So, we did invest heavily in the effort. We received
for those thousands and thousands and thousands of
dollars 225+ documents which belonged to the SNCPAC.
Because of the special érrangements with SNCPAC, Navy

is responsible or can assume responsibility, got their

- verbal permission, to take them on and declassify them

within a couple of weeks, and those have beeh-fétufned.
I think for something like a 160,000 pages

during that six weeks, they were done at the Johnson
Librafy, and I think somethingvlike 90 percent have
been released of those that were compieted.

| It's a pilot projéct; In Seﬁtember, we're
going'té the Kennedy Library to try and do the same
kind of thing. -

. BG. GEN. ARMSTRONG: So, I guess two

EXECUTIVE COURT REPORTERS, INC.
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: 1 questions on-that.. A, do you think it's cost )
2 effective, and, B, does itAféally speed up the process?
3 MR. SCHMIDT: 1It's an effective way of doing.
4 To say whether it's cost effective remains to be seen
5 because nobody really knows whose equities in any
6 quantity are at the Library, but thaf}s a good
7 question. -
s BG. GEN. ARMSTRONG: What about speed? Do
9 you think‘it's speeded up the proéess?
10 S ~MR. SCHMIDT: I-can giv¢ you a personal
- 11 opinion. I think it's the best alternative we have in
12 the circumstances. I agree with Nancy Smith, that I
. 13 think if we didn't have something like this, we could
14 not afford the per diem and the personnel to go around
15 the country and do all of the Presidential Libraries
16 . and~review'them.
17 7i I think we would perhéps overwhelm the
18 Presidential Libraries. That's my'persohal opinion.
19 - When you consider how many different agencies have
20 equities in the Presidential Libraries, it's over-
21 whelming. But Jean can address that better than I can.
22 4 - DR. GOLDBERG: Yoﬁ mentionedrper diem. Where
23 is the ﬁoney coming from?
24 MR. SCHMIDT: Well, in thé case of my tean,
25 it came out of Admiral Crane's Eudget.‘-I don't think
\. ' ’ . | : ‘EXECUTIVE COURT REPORTERS, INC.
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it's a very cost effective return to him yet. This was
a good faith payment in order to get some value out of

it, and I don't think that 225 documents is a good

7 return for his dollars.

BG. GEN. ARMSTRONG: Well, you also got the
assurance that you basically looked at everything there
as far as the Navy's equities.

MR. SCHMIDT: Oh, no. This was just a small

‘sample.

BG. GEN. ARMSTRONG: Oh.

MR. SCHMIDT: This -- this -- these projects
are just samplings. There's a lot of documents left.
Just a drop in the bucket. An eye dropper.

DR. GOLDBERG: Do you know anything about the
experience of the others involved? Do you know
anything about the experience of the.others involved in
doing this? | 7 7

MR. SCHMIDT: I think I would‘feel more
comfortable if Jean would handle that from the
standpoint of the Archives, and the coordinated efforts
that have been done.

MS. SCHABBEL: Well, I understand, and I'm -

not directly involved in this myself, so all I can add

is kind of secondhand information, it went a little

"slower at first than they expected because, of course,

EXECUTIVE COURT REPORTERS, INC.
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20
this is the pilot, and it is a learning experience,rﬁut
also because until we could test standards with an
automatic feed, we had to insist at first that it be

manual standards.

But ‘I think we've now identified standards
with an automatic feed that we can approve for usage to

speed up the scanning process.

I understand that the Air Force did the

"original compilation of the first segment of documents

and sentAthem out to the-equity holders for review and
apparently got them back within two weeks. So, that
was a very quick response on the part of the agencies
involved. It seemed to have been quite successful from
their point of view, from what they said.

I again would endorse what Ray has said and

what Nancy has said, that it really is the only

effective way to deal with the records in the

Preéidential Libraries. We've been comﬁenting that
different ageﬁcy equities are involvéd, and the high
level of the information involved.

DR. GOLDBERG: Jim David?

MR. DAVID: Are ﬁhe documents that are being
released being redacted or what I'11l call traditional -
systematic review? The documents‘réleased in its
entirety or not released at all?
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MS. SCHABBEL: That's up to each agency tov
decide. Some have redacted; Some will do a pass/fail.

MR. SCHMIDT: For the documents that will be
reviewed, there was nd rehash, and everything was
released in its entirety. These were not pre-selected
because they were, you know, -- it was not a set-up
job.  They were not pre-selected because they were

easy. So, that -- from that standpoint, I think the

‘results are going to be very pleasing.

Now, whether they selected-;— we didn't

‘select the documents. They had been selected at the

Libraries because they were likely to be good ones to
release. I think they were almost all Vietnam
documents. But the ones that we released were
unredacted, untouched.

'Qne thing you should appreciate about the
fresidential Libraries, the documents don't.dffénvr
have -- often do not have letterheads'aﬁd often aré not
even marked as to classification. So, determining
whose documents they afé, whose equities they are, is a
time~-consuming effort. But we would have that problemr
no matter how we handled it; | |

DR. GOLDBERG: So, you'don't really have any
estimate of the volume that you miéht be faced with
doing --
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MR. SCHMIDT: 78 pages is the number that |
Nancy sent to me several months ago.

DR. GOLDBERG: That's for the total, though,
isn't it? I'm speaking, for instance, for the Navy.
No way- of knowing. i |

MR. SCHMIDT: There's no way of knowing
except to look, and if you screen and do a surveyrto
find out how many pages you'vé got, you might as well
do the declassification review. As a matter of fact,
that samerpoint hblds for-all the 500 ﬁillion pages
that we think we have. Conducting a detailed survey is
just not a cost-effective way, if we had the resources
to do it in the first case, which we do not. I hope
that's -- that point is clear.

I mean we have --

DR. GOLDBERG: It sounds like a familiar
theme. |

MR. SCHMIDT: I had a turn on fhese yesterday
at a meeting sf our Navy and Marine Corps people. I
said precise estimate, and they said that's én
oxymoron, isn't it?

| DR. GOLDBERG: Weli,.I see that our speaker
is exactiy on time this morning. Would you like to
come up here? |

‘MR. GARFINKEL: Wherever you would like.

EXECUTIVE COURT REPORTERS, INC.
(301) 565-0064




s

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

- 25

23
DR. GOLDBERG: Well, whichever would be |
better for you. I think perhaps -
MR. GARFINKEL: I need to crunch my mint
first, so I don't choke?
DR. GOLDBERG: _Wguld,you want to crunch some
numbers,; too? |
MR. GARFINKEL: Well, not precise ones.
' DR. GOLDBERG: All right.

MR. GARFINKEL: As estiﬁated, precise
estimatesT : - -
EO 12958, brogress to Date

MR. GARFINKEL: My preference for this
morning would be to be open to questions, but obviously

I need to introduce at least a little bit of what we in

the Information Security Oversight feel is working,

~what's not working, in order to stimulate those

guestions.

So, what I would like to do very briefly in
kind of a buliet form is tell you a liﬁtle bit about
what is working, whatrish'f working from our
perception. | 7

| Now, whén I say frbmrour perception, I'm
talking ébout the Information'Security70versight
Office. For those of you who are uhfamiliar with our
office, we are a very small oversight and, I would say
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in that sense, largely a policy ovérsight office, that
has existed since the Carter Administration and was
created by the same Executive Order under which
Preéident Carter issued his security classification

system.

e

We were continued under the Reagan order and
under the Clinton order as well. In each instance, a
couple of additional duties were added. We haven't
gotten any bigger, just like everybody else, and I'm
sure you're heariﬁg that -over and'qvervand over again.

The size of our staff is currently 12 people.

Ordinarily at this time, we would have issued
an annual report to the President for 1995 that would
have provided a number of data that would have been of

some interest to you, and, unfortunately, as everybody

else is falling behind, we are, and we are way behind

on issuing an annual report.

It's just about to go to the printers now. I

~can tell you that it will reflect for 1995 that

classification activity continued to decrease and
reached a considerably lower level in 1995 than it ever
has in any of the other years for which we've recorded
data..

VWhen I refer to classificétion actions, we
are talking about original actions and derivative
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actions. We are not talking about duplications of the
same document. Duplications continue. The fact that
we live in an almost totally automated environment now
means that every time a classified document is created,
ordinarily hundreds, if not_thousands, of replicationsr
of that information may very quickly exist.

What is working with respect to this new
Executive Order? Well, I think what is working is that
there is an unprecedented effort in many gquarters to
declassify older historicai'informatioﬁ.v Certainly in
numbers of documents that are being déclassified as
well as in terms of having established infrastructures
in many agencies where those infrastructures for
declassification never existed before, and I think
that's another aspect of the program that is working.

You had agencies, like the CIA, the FBI, NRO,
NSA, and others, who had never had significanf> -

declassification programs, who now have

~declassification programs in place and have established

infrastructures that will continue to benefit us under
the terms of this order, and simply in the sense that
they are learning how to deciassify.

| Another good thing is that there is -- and I
think this is a good thingrbecause ﬁerdidn't realize
how bad it was before, and that is that there is much
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greater internal communication between the security
staffs or the staffs responsible for the classified
information program and the records management staffs
of the agencies.

This Executive Order has forced that
communication, and I think we benefit in a lot of
different areas, not just in -the declassification
program, from this dialogue.

| Another thing that's working, I believe, I
certainly hope»thaf it continues to be so, is the
newly-created inter-agency classification appeals
panel. That panel has been constituted. It has had
two meetings. We have actually voted to declassify in
our first couple of meetings about a dozen documents.

As a matter of fact, we voted to declassify
every document that we -- that we actually voted on.
It was when we got to the first really difficdit éasé
that the meeting adjourned. »

So, our next meeting will be a -- I think our
next méeting will be a critical one in terms of
continued progress, but actually I hope -- I have hopes

and fears about this panel.

The hopes are that it will function

~effectively, and by that, I mean that it will not only

make good judgments but that it will establish in
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effect the parameters or the cutting edge between what
should be classified and what can be declassified.

I think we often fall into the numbers game
where we think that we have hundreds of millions of
classified documents. I can tell you from having
reviewed thousands of classified documents that there
are far, far, far fewer number of decisions that
actually have to be made in‘tefms of whet needs to be
classified and what doesn't need te be classified.

In other words, once you establish an icon,
it is very difficult to break down that icon, but once
you establish a rule that would call for
declassification of certain information, contrary
perhaps to past practice, that precedent would serve
for tens of thousands of additional classified
documents thet are essentially classified on the same
basis. »

That is especially true for older classified

_information because it is within older elassified

information that we essehtially run into only two or
three reasons why it continues to be classified after
25 or 30 years. Those reasons essentially are a

foreign government information situation or

- intelligence sources or methods.

If you -- if you can deal with those two
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issues effectively, I would say that you can deal with )
the classification decisions with respect to 80 or 90
percent of the older classified information that you
run into. |

What's not work%pg so well? Well, a numbér.
of things. First of all, our dream that the automatic
declassification program would be fairly simple is not
at all true.

Once the decision was méde -- and if you're
interested, I can go through the'}qhg history of how we
arrived at the 25-year time line for automatic
declassification, but if you're not interested, I'll
spare you that, but once we -- once we went to a 25-
year time line, from a 40-year time line, we had to add
exceptions to the rule. At 40 years, we had three
extremely narrow exceptions. Essentiglly, the systen
Would have operated, I believe,rrathep inexpensively.

As soon as we added exceﬁtions) we added the
requirement fér interpretation, and as soon as you have
interpretatipn, you are requiring a far greater degree
of review. So, the system is suddeniy not simple. It
is far more complex than we had hoped, and as a result
is a lot more expensive.

It is not, however; in myrview, nearly --
ultimately, it is not nearly as-expensive as some of
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the exorbitant estimates would have it be.because, asrl
said earlier, I really do believe that once certain
decisions are made, and you establish the cutting edge,
a lot of that can be applied much more efficiently in

future decisions. .
Another problem is the unevenness of the
program among the agencies.- Essentially, I would

divide them into two categories. Where it's working

best is in those agencies that had infrastructures in

place at the ‘time the program began and haven't as a

result had to develop these infrastructures, and those

agencies where there has been from the start top
management support for the program.

In those agencies where top management has
not been involved, the resources have not been made
available, and as a result, their programs are 1ackingi
| What else is not working so well? wWeil,‘
another thing that troubles us are the file series
exemptions. ﬁhen we went from a 40-year time frame to
a 25-year time frame, we introduced the concept of file
series exemptions because a number of the agencies said
veryrloudly at that time frame; we can;t rely
exclusi?ely on individual snippets of»information. We -
have to have some way of separatiné fhose very small
numbers of series that are replete with classified
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information.

I think that we perhaps naively assumed some
knowledge that didn't exist at the time, and that is
that agencies would know or at least know better what
classified series they had, and for the most part, the
first six months or year of this exercise has been for
the agencies to learn just what is the classified
product. 7

As a result of that, a number of agencies or
some agencies faced with the fear of héving to come up
with these file series very quickly simply listed all
their file series or -- or described the file series in
such a way as to create largely a blanket.

That would be terrible if that meant that

nothing was being done in the declassification arena,

- but that is not what's happening. Instead, the file

series exemption has kind of served as a "weii,'we're
going to cover ourselves", and then we'ré,going to do
further review and find out what the real story is, and
-- and, so, what we kind of have developed with this
automatic declassification program is enforced
systematic review. |

| We -- we came to thé conclusion that
systematic review was notvworking,‘ahd therefore we
needed to go to an automatic system, but when we
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lowered the automatic system to the 25-year time framé,
what in effect we created was enforced systematic
review.

So, quite honestly, a lot of the response to
the program is not how we foresaw it, but it's not at‘
all negative. 1It's positive that -- that there are
programs in place, and that-much is actually being
accomplished. “

Other things that aren‘f quite working yet,

that perhaps are not as -important, Ginnie Shaw will

disagree with me here, the agencies have yet to

essentially provide the declassification guidance to
the National Archives that ultimately they are required
to provide, and, of course, the sooner they do that,
the more -- the more quickly NAR can increase its
assistance in this -- in this effort, and, essentially,
what the agencies are saying is that they're 7 |
ovefwhelmed themselves, and, you kﬁow, that is not
their number éne priority at this particular point in
time.

In the long term, it is crifically important‘
that we héve good declassification guidance, and it
would be very worthwhile in the short term. So, that's
another area that -- thatrwe would‘iove to see
improvement in. At the same tiﬁe, I think we recognize
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that there are priorities grabbing the agencies from
every direction.

We had a little flap and maybe we will
continue to have a little flap with the Department of
Energy over the issue of Eestricted data. There was é
difference of opinion between DOE and at least ISOO
over how big a problem we're talking about.

I think we have 1afgely worked that out, anc

‘T hope that it doesn't continue to create a major

prqblem,randrtheh we have also run into the opposition
in some quarters in Conéress to spending a lot of money
on this program, especially within the intelligence
community. So, there have been limitations placed on
the amount of expenditures that could be made in
declassification.

Of course, the irony is that except for NAR,
the classification and declassification programs were f
nevérﬂline items. It was always o&erheéd. So, you
never knew what you were spending on fhe program, and
it was only with the advent of this automatic
declassification program that the Congress said this is
--vfhis is -- what's the term of art they use?
Unfinaﬁced mandate or whatevér. What is it?

MS. KLOSS: Unfunded. N

MR. GARFINKEL: Unfunded mandate. And
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therefore needs a line item, and as soon as you create
a line item, it gets cut.

In other words, I think you have a lot more
flexibiiity to spend money if you can include the money
more generally in your bu%get, but when the budget says
specifically you can only have so muéh money for de-
classification, then it makes things far more difficult

to -- to move money around*among the different

‘accounts.

So, there are-real serious resource problemns.

That doesn't mean the resources that are available

don't permit a very vigorous declassification program.
I -- I think all the evidence we have is that in many
quarters, there is such a vigorous program. We've seen
in the last couple of years -- I don't know what the
precise count is.

In 1995, given the President's Executive
Order on the older NAR documents aﬁdfgiﬁen the
systematic re&iew programs, we declassified 70 million
pages of material. We've never done that before,
unless -- unless we could -- it's possible way back in
the early '70s, when the -- when'the systematic review
program‘was first introduced'that we had years where we
were able to declassify enough rooﬁé in the National
Archives to come out with thosé numbers, but I don't
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think so, and this year, the rate of declassification
has proceeded and actually increased.

So, we don't have the comparable Executive
Order like we had last year from the President, but
certainly the agencies are declassifying at a much

greater rate.

So, that ~- that kind of describes what I

think is going well, what's not going well. I'm

- available to answer any questions that you have.

MR. NORRIS: My name is Robert Norris. You

" mentioned the inter-agency declassification appeal

panel. They've had two meetings.

Could you give some examples of the kinds of
things you made the judgment about that succeeded, and
then what it was that you anticipate at the next
meeting is causing a problem? 7

MR. GARFINKEL: I can only do that generally
because the rules are such that even if we declassify a
document, ageﬁcies have 60 days to appeal our decision
to the President, and those 60 days have only just

begun.

So, the kinds of documents that we've dealt
with aiready, we had one document that was an old
report of aircraft and aerdnautidal-technology. We'vé
had a number of cases involvihg communications between
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other heads of state and one of our presidents.

Those of you who may have been familiar with
how this has worked in the past, our president would
meet with, let's say,-the British Prime Minister, and
15 years later, there would be a request, and every-

thing Eisenhower or Johnson said is declassified.

Everything Anthony Eden said remains classified. So,

you'd have a conversation with the president. "Good
-morning, Mr. Prime Minister." The prime minister

blanked out. "How are you today?" Blanked out and

"that sort of thing.

So, we had a number of documents where we had
to confront the issue of declassifying what the foreign
head of state or his emissary had to say.

We ran into ~- where we hit the snag was not
that we didn't hit intelligence information in the
first caseé, we did, but what -- it Wés‘when'wé'hit
what would have historically been én intelligence icon,"
and I won't séy which one it was, but we hit an
intelligence icon in one of our cases; and that's where
the debate -- that's where we were débating when the
time frame for the meeting'rah out.

BG. GEN. ARMSTRONG: Did you vote on this?
The majority rules?

MR. GARFINKEL:A'The by-laws provide that the
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majérity rules. It has to be a majority of the
agencies represented. E;sentially,,a quorum is five 6f'
the six agencies. I expect that we will get all six
agencies at each of our meetings. So, it essentially
means four votes to overrule an agency head.

DR. GOLDBERG: Where do the appeals come from

mostly? All over?

MR. GARFINKEL: Right now, most of the

appeals are appeals that had existed under Executive

Order 12356 and had not been finally resolved at the

time 12556 was superseded by the new Executive Order.
So, most of those appeals come out of the
Presidential Libraries because it was -- it was under
Executive 12356 that it was only materials in the
Presidential Libraries that could be appealed to ISOO

from an adverse decision.

So, those cases where ISObthad not finally
resolved have gone over to the ISCAﬁ; "We've had two or
three new cases.

When I say I had hopes and fears about --
about this'panel, I didn't get to the fears. Well,
there are two fears. One fear is that it won't work.
Historically, there was the inter~agéncy -- the ICRC,
the inter-agency classification review committee, which
was like this panel in its function back in the '70s,
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and the ICRC had some initial success, but then totally
bogged down in, you know,‘ifli back you if you back me;
and as a result, nothing in the last couple of years of
its existence, almost ncthing got out of it.

That is a -- that's a major fear, but I'm
assuming that won't happe;} The -- the -- a far more

realistic fear is that the ISCAP process will become

very attractive to requesters who will choose to go the

mandatory review group rather than the Freedom of

Information rbute, sensing that they might get a better
déél outrof the ISCAP than they wiil in federal court,
and it's a lot cheaper, and if that happens, I can
see -- we in ISOO are providing at this point the staff
for it, and we are already overwhelmed, and I can just
see us -- I don't know what will happen if that ~- if
that becomes a reality. I'm not sure how we handle it.

bR. WEINBERG: Can you teli;us a little bit
ébout the dating of the documents thét are being
considered by'the appeals board; that is to say, from
what era do these documents originate?

MR. GARFINKEL: The oldest originated from
1943, taken from the Roosevelt Library, and of the
cur;ent appeals, the newest dated fromrthe Nixon
Project. So, we're talkihg aboutjthé early '70s.

DR. WAMPLER: Can you tell me what success
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you've had or what effort you made in getting foreign
éovernments to respbnd? Is therérany -- is there any
program pursuing that?

- MR. GARFINKEL: Wel;,‘wheh we were‘doiﬁg the
Executive drder, when we were working on the Executive
6rder, we met-with representatives,of a‘numbér of -- of
the foreign governments with whom we shared or had the
most information, and eéseﬁfiélly let them know what
the new system was going to look like, and in light>of
their reéction, it”depends who you_ﬁalk to because soﬁe
people say theyAgot horrible reabtioné from%the foréign
government.

The reactions that I generally got were keep
us informed. We appreciate -- we know that your system
is going to be far out in front of our system. As long

as we are informed, we can deal with it. That was the

Now ——'ﬁéw, the big diffefenceris fhat we
have told theﬁ that wé are going ffqﬁ a sys?ém that
'ésséntiélly éaysAﬁe won't declaééify'your sfuff unless
:you teil us we‘éan declassify it to a sYstem where
Vwe're géing to;ﬁéé jhdgﬁent ahd notrnecessarily ask for
:théir permission, and -- and tha£ was at least in one
of the cases that we dealt with in the first ISCAP
meeting, actualiy in severéi of them, we esseﬁtially,
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~are saying we will alert the foreign government Fh§t we

have declassified this very old and, in those cases,

very innocuous information.
DR. WAMPLER: Yeah. You made an interesting

statementrabout how you were seeing the file series

exemption as turning into an enforced systematic review

-process, if I understood you correctly.

That's inteFesting because there's been some

discussion among us that maybe the answer here is just

77 declare everything exempt, and then go through

systematic review, but the question is, under the

'Executive Order, what backs you up to enforce it?

I mean is there a deadline for the file
series exemption?
MR. GARFINKEL: Yeah. For -- what backs us

up is the fact that the file seriesfhave'not been

'acceﬁted yet, and again’when werfifSt did this, tﬁe way -

the file series were presented by the couple of

‘agencies who were advocating them is that we would --

we would get in a couple of file series very, very
precise, very specific, very obvious, and the reaction

was; okay, itvwi11 just be a few'series, and -- and,

- s0, the reaction in the White House was to show how
serious we are'that you limit it, we're going to --

-we're going to make you have to go to the President.
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. The President's going to have to approve,these.’x,

Well, obviously what's come in has been far
less pfecise, far more numerous, and they've all piled
in over to the —-- to the White House. Well, the White

House hés packed them all up _and said we don't know

what to do with these, sent them to ISOO and said here,

‘give us some advice. What do we do with these? Andg,

so, we have them inﬂordér_to advise the National
Securify Coﬁncil of how to-advise the President.

~ What we hope to do iétfo send a letter --
we've just gbt - férmally, we juéﬁ gotvtheaﬁoD file
series. They just came over to us, I guess, last week
in a formal manner. |

We've gotten other file series from other

agencies. Essentially, what we are going to do is send
a letter in the very near future to the agencies,
alérting them,that these aré étiil -- the factvthét
they haven't'heérd from the,President doesn't mean that

they've been accepted, and thatAgenerally they -~ they

- ‘have been received, and they are worded in a far more

broadrfashidh than -~ than had béénAanticipated, and

_that we're going to have to sit down and work with the

agencies in terms of defining them in a better manner

when we have the chance to do that.
DR. WAMPLER: Just one quick follow-up. Once

EXECUTIVE COURT REPORTERS, INC.
' (301) 565-0064 ’




10
11
12
13
14

15

16

17
18

19

20

21

22

23

24

25

~days. It's just'been‘unbelievab1é>how ~- how quickly

: 41

-you accept one, you go through the process,'isrﬁhere

any mechanism for trying to put a deadline on the
review of the materials that are actually éxempted?

I méan some ageﬁéies will apply one; but some
agencieé have not applied one.

MR. GARFINKEL: Yeah.fAfhe_—— the Executive
Order says that the exempted material hasﬁto include a
date for -- a date or e&enf for the declassification of

the information.ﬁ

So, one of the things we've noticed is that
that's missiﬁg on many of the caseé. So, thaf will be
part of the process.

DR. GOLDBERG? But they still have more than
four years, don't they?

MR. GARFINKEL: At the rate the;e five years
are moving, it seems to me like we have three or four
and how ~- maybe I'm just expressing the fact that we
feel éomewhat'overwhelmed,rbut i know thét __,I know --
I héve Ray heré, and Ray calis one of us every day to
tell us he's'oyerwhelmed. | |

| Sg, I knowAthat - .

MR. SCHMIDT: Slighf exaggeration.

MR. GARFINKEL: I know that -- I know that
there are agéncies that are overwhelmed, énd I wish
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~that it could be otherwise, but this is aﬁradicé%,

change from anything we've ever done in the past.
DR. WAMPLER: Well, this is an unfair

question, but are you preparédvﬁo say we don'ﬁ acdept

your file series exception?

MR. GARFINKEL: oh; yeah.

DR.. WAMPLER: I mean --

MR. GARFINKEL: You know, I think it's fair
to sayrthat,we could say we're offhand right noQ -
most of the file series excepti%ﬁs we have don't meet
the standardé that are spelled outrin thét péragraph of
the Executive Order. They don't meet one or more of
its elements. ”

What we haven't had yet is the opportunity to
review them in detail, sit down with the agencies and
work with them. I don't blame them for --

DR. WAMPLER: erahp W

MR. GARFINKEL: -= howrthey did-it. They did
what they could do in the time4ffames thét they had
available toAthem, and -- and I understand why they did
what they did,_and I would»have &dné the same thing,
and I've beénrin their position.

What they did is néf what the Executive Order
calls for. 7

DR;‘GOLDBERG: ~You're not really in the
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position to police successfully all of these"aggncies,
are you? 7 -

MR. GARFINKEL: We're nét in a position to do
the work for them. We're in the position to know where
it seems to be working and where it doesn't seem to be
working, but we certainly aon't;haye thé resources to
substitute for resources that they don't apply.

So, of cburse,‘the Executive Order, unlike

prior executive orders, this Executive Order is rather

- self-policing. - You have this sword hanging over

people's héads with this Executi&e Order, and, so, when
you say we're not in a position to police them, I'm not
sure that you need a'police man that's not already
spelled out in the Executive Order.

What -- what we need is to come up with
reasonable ways of getting the work done.

DR. GOLDBERG: But Exécutive Ordersréré often
observed in the breach by,agenéies, aren}trthey?

'MR. GARFINKEL: I gﬁess the issue is what's
going to happen in the yeaf 2006, when the deadline is
approaching, and the agéncies have not, at least to
their satiSfaction; gone thréugh their material.

I fully suspect tﬁét some time betweén now
and -- and when that happens, we're going to have all
kinds of péople coming in crying to the President-fof
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relief, and I -- and I -- I don't know,whethé;rthat's
going to happen after thisrélection or whether it'é
going to happen as we approach 2000, but I fully
suspect that -- that even those who are acéomplishing a
great deal are going to come in and ask for some
relief,*énd those who aren't\aécomplishing are clearly
going to come in and ask fgrrsqme kind of relief.

_ DR.'WEINBEﬁG{ If I could follow up what you
were explaining a momenf ago, that where thefe are the.
file exemptions,. you will reﬁind them that the dates
are not yét there for declassificatioﬁ. |

What kind of leeway do you think they're
going to -- are you‘going to allow them or are they
going to be allowed to have on those ultimate
declassification dates or review dates in the file
series exemptions? A

MR.'GARFINKEin Riéht now, I don'trkn;w.
We're going tovhave to'negotiéte that.v I think a lot
of that is g&ing to depend ;hrhow well we are able to
ﬂarrow theseAfile series éxemptions. If we're able ﬁo

narrow them considerably, then I think the agencies can

 have a fair amount of leeway because these things are

always susceptible to access demands anyway, and, so,
it doesn't mean necessarily that every file is
classified for a largé number of years.
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However, if we're not able to:achieve that,
then -- then we're going to have to -- we're-goiné to
have to come up with some kiﬁd sf time table. If -- if
the file series are -- are still broad, then we're
going to Have to come'up with some kind of time tables
for their review or someikind'of specific date that is
not way off in the future:A,

DR. WEINBERG: Yeah. Well, is it not
possible to provide the agency with an inceﬁfive, to be
specific; by suggesting that the broader the category,
the shorter the time limit, and the ﬁors specific the -
category, the more willing you are to give them an
appropriately—longér time period?

MR. GARFINKEL: Yeah. That -- that's how I
feel.

DR. TRACHTENBERG: I was intrigued by what

“you said about theAearlier'idéa of a 4O—yearVSYStem

with a relstively automatic ﬁrocess for
declassification, and I jusf want to ssk you about the
possibility of adding thst kind of afrangsment on ts
the arrangement that we now have.

7‘rif it can be dons really virtually
automafically, it seems thatithe costs wouldn't be all
that great, and,you said that.there were a couple of
red flags that would rise even in that system, which
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was some question of foreign governments.

"I don't know how this decision relating to
foreign éévernments is made, buf certéinly one of the
factors ﬁhat should be taken into acdount; and I don't
believe if is, is -- is the actual behavior of foreign
governments to declassifying anyﬂdocﬁments because I
don't think that the people who are sensitive to this
issue on the Americén_side are quite aware of how
extremely liberal,foreign governments, espeéially the .
Britiéh Government, are in %éleasing these materiais.
So, that-whole side of this should also be brought in.

But, basically, I was just wondering whether
a 40-year system cén be, you know, easily superimposed
on this.

MR. GARFINKEL: I'm not sure if there's a
question ip there, but -- |

DR. TRACHTENBﬁRGE How do you feel'about'
that? 7 '

MR. GARFINKEL:  Well, I'm intrigued by your

7statement that the British system is extremely liberal.

I've neVérlnoted them to -- certainly we have had
perhapéiarmore difficult time with that governmenf in
terms of cooperation andAgetting stuff declassified
than with mést other governments with whom I've dealt.
»‘So, that statement kind of intrigues me.ﬂ I
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just -- that has not been my experience,at all. As a
matter of fact, one of,the -= one of the,problemé -
and -- and I'ﬁ too candid when—I speak. Somehow I've
been in this job for a long time. I guess -- I don't
know why. |

But I'll tell"ybufwhat's an interesting thing
with the British Governmegt, wevhavergo many contacts
with the British Government ih different areas and
diffe;ent agencies, people are able to forum shop the
British éovernment on classified information.

7 People in differegt égenciés will have their
points of contact that they can go to in order to get
the decision they want about whether their information
can be declassified or not, and one of the things that

I hope we do and we've talked about in -- in the ISCAP

is having one point of contact through the embassy, the

- U.K. Embassy; so that we don't have this kind of forum

shopping that we've had, that we've ekperienced in the
past, where you can -- if you want an answer to --
we've had some documents, for example, that were dated

from the 1920s, and it was outrageous that there should

be anyudélayrin declassifying these documents, but

someone in an agency thatvwill’go unnamed knew the
right person to go to, his counterpart in that
government, and came back with that person's
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declaration that this information should remain
classified, and it required a lot of extra effort as a
result of that to ultimately get that information

declassified.

DR. GOLDBERG: One of the complications in
using foreign governmeﬁt m@ﬁerials that we hold is that
great volume of them are now cémingiout of -- have been
coming out of intéfnationalVorganizatiéns, such as

NATO, and they require the permission not only of one

" foreign government but a lot of foreign governments,

and it's extremely difficult to do.

It's one of the biggest hold-ups actually
that we have to international organizations.

DR. TRACHTENBERG: My point is that if our
people are in charge of these decisions knew how much
of that material is being released through especially
British;éources,vyoﬁ talked about this, you know, great
detail,rthen that would afféct how we strike that
'balance,-énd bart of the thle prqceés here should be
ourvpeople having contécts,‘not juéﬁ with their 7
equivalents on the British side, but with American
scholars»who can work wifh resources and can teli them
whatvthe story is aboutijuéﬁ how much stuff you can getr
from the British material.

What I keep -- when -- when I get an American
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‘document that's redacted and crucial afeas’are taken

out, one of the first things I would do is go over to
the PRO.outside London and loék up the British
équivalént, and they don't go in for redaction the way
the Unitéd States doés,_and after 30 years, they

basically just release eve;yfhing. It's all there, and

== and if our people don't know that, then we're in

effectmoperating uhnéqessarily with oné hand tied
behind our backs.
| So, let's bringﬁfhe historians inté that
process'at the working lével'on ouf side. That's my
point.
BG. GEN. ARMSTRONG: What was your rationale
for 25 years?

DR. GOLDBERG: Do you have time to answer

that?

MR. GARFINKEL: I -- let me -- you're
essentially -- and -- and you shouldiknow this. We
have been reviewing older documents for a lot of years,

from the Presidential libraries, eésentially, and it

had been our experience working with the NSC and with

the folks in the Archives, it had been our experience

that when we looked at material that was 40 years old
or older, we were ending up .declassifying just about
every bit of it, far more than 99 percent of it.
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-Historically, with the applicapign of 30-year
systematic review, the rate of declassificatioﬁ has
been somewhere between 90 and 95 percent.
Back when the Carter Order was in effect, and
there was some, not much, but there was some systematic

review on 20-year records, the declassification rate

~was only about 60 percent.

So,"wheﬁ Qe went into the process of writing
fhis Executive Order and had decided thatisystematic
review just wasn't gettiﬂg it done because agencies
weren'f going to devote resoﬁrces fo §YStematic review
if they didn't have to, and even if they had to it was
a slow and laborious process, we decided we needed a
drop dead date, and the drop dead date should
approximate that age of the records where just about we
could be fairly comfortable_with'very, very broad scale
multi—classificafion in'ofdér to keep it_dhéép.

The first draft of this Executive Order was

~composed, and it had a 40;year drop dead date. Now, I

want to let ybu know that we thought that there would

be criticism from the historical and media communities,

and, so, we wrote 40 yeafsrin there thinking that we
could certainly get byAQith 35 years.

VfWhat‘we didn't anticipate when the -- when
the first draft was leaked with the 40-year period, the
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folks in the National Security Archive wrb@e an op-ed
piece for the New York Times and for the Washiﬁéton
Post that totally distorted what the provision

Lprovidéd. |

Instead, they -- they talked about it as if
it were systematic refiew_af 40 yeérs rather than
automatic declassification at 4d years, and,

unfortunately, I believe unfortunately, the very first

thing that the President ever saw about this effort to

- revise the-security classification system were these

op-ed bieces, and they were Very clear in the op-ed
piece to say Clinton is worse than Richard Nixon.
Richard Nixon had a 30-year rule, Bill Clinton has a
40-year rule.

Well, Clinton is reading his newsclips, and
he sees that he's being compared unfavorably with
Richard Nixon. He's §oin§7fo say -- he'sﬂéoing to not
be happy about that, and, so, the Pfesident wrote a |
‘note to his nétional,secdfity advisér, and the note
essentially said you got to do better than this, énd
the infe#pretation bf that ‘note which said we've got to
do bettér than this was £hat we had to reduce thé time
frame from 40 years. -

 The NSC folks then decided it should either
be 30 Years or 25 years. That deciéion was aqtually
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brought before the President, and the President checked

off 25 years.
Yes, sir?

MR. HALL: Good morning. I'm Roger Hall.

I'd like to know with respect to foreign government

matefial, are there any gxﬁeptions for governments,

like South Vietnam or former commqnist countries like
Czecposlovakia, and this includes not only classified
material from those countries, but any méterialiwe,may

have collected on them.

MR. GARFINKEL: The rulés don't distinguisﬁ”
among countries.

MR. HALL: These countries no longer exist.

MR. GARFINKEL: Well, then they come into
play in our -- in our deliberations. I think it's fair
to say if you look at what -- at systematic review
that's taken placé in the last few years, the demise of
the chiet Union has had é dramafié impact in )
increasing the rate of déclassifiéation among records
tﬁat you could call Cold War records. | 7

| So, =- so, I think naturally that comes into

play; It's probably anlot easier to declassify, and it
is a lot easier to deéiaésify, a record from the old |
Soviet Uhion than it is from the U.K. because, you
know,‘first of all;, I guess iﬁ's easier to declassify
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the record of an adversary than it is of a friend, and,

second of all, they don't exist.

But -- but as far és the‘rules are concerned,
they don't distinguish, but obviously that has an
impact; I believe,-as people consider whether the
information continueévtoAhéve national security
sensitivity or not. -

MR. HALL: Thankryou.

'DR. GOLDBERG: Jim David?

MR. DAVID: What sort of reports are you
féceiVing from the agenciés'with iesgect to automatic

declassification and systematic review? Are these

publicly available?

MR. GARFINKEL: Well, we got -- we got their
initial declassification plans, and I ~-- most of those
would be -- I think we've had Freedom of Information

requests for those, ahd I think we've released them,

and it's the agencies' documents, and, so, we

- essentially go back to tﬁe'agency"and say we don't have

any reason why we would withhold them, but do you,
and -- and for the most part, the response has been no.

Now, these were the initial plans. We had

not gone back and said, okay, agency, now update where

are you right now, and this has kind of been a
balancing act because we very much would like to get
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such reports, but if we go out and séy powvgive ISO0 a
report on where you are, ﬁhat diverts their reéources
from ﬁorking on their prograﬁ to responding to our
reports, which we already imposed demands on them for
aata aﬁd statisticé and other things.
So, we're kind_pf,doing a balancing act here.

We're -- one of the things we are going to do is we're

going to do our first inspections, if you want to call

them inspections, of agencies in the nextAmonthvor two.

We haven't doné'inspections in three years,
and that used to be one of the primaqy functions of oﬁf
office. We haven't had the opportunity to do them nor
have we wanted to go in and say, okay, agency, shut
down everything else to get ready for our inspection.
We don't want that to be the case either. So, it's
kind of a balancing act. 7 |

Luckily,rI think we have a pretty good

perception through other means and'fhrough constant

" contact with the agencies. We have a pretty good idea

what we're going to find iﬁ these inspections anyway.

DR. GOLDBERG: Ernest?

DR. MAY: Havé you ever done any estiﬁates
for agencies of the méfgiﬁ of cost of not declassifyiné
documents?

MR. GARFINKEL: You mean keeping the physical
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costs? We haven't. We've gotten some numbgrs in the
past that are kind ofrunreliable. We were told‘once
that -—Vand -~ and then when i tried to get the agency
that gave me this number to give it to me formally,
they refused to do it. |

We were told once that it costs about a

~dollar a year to keep unclassified -- a foot -- a foot

of unclassified rebofds could be stored for about a

dollar a year, and a foot of classified records could
berstored for about a $8 6%7$9 a year, and then I said,
hey, yoﬁ know, that is a greét number.” We really need R
that. Could you put that in writing? No way.

So, we know it costs more to keep stuff
secure than it does to keep it non-secure, but the fact
of the matter is most agencies have most of their
classified in long-existing facilitiés and long-
existing containers: » - 7

So, even though néwrcontaiﬁers cost a wholé
1ot of money,.most classifiéd material is kept in
facilities that -- andAcontainers that héve been afound

for a long time. So, how you compare that, I'm not

sure. -

It would be -- you know, it's kind of like
the'queStién we're always asked, what is the total
universe of classified information? We'd love to be
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‘able to know the answer to that because we're asked it

so often, but in order to find out even a reasonable
estimate, we would devote miliions of dollars to the
exercise that we feel we could probébly devote
eisewhere. )
- DR. GOLDBERG; Thénk you very much.

MR. GARFINKELL"_You're welcome.

DR. GOLDBERG: You've got your questions.

Let's take a five-minute break now and resume as

(Whereupon, a recess was taken.)

MR. GARFINKEL: Cynthia has asked one
question about the advisory panel that is set up under
the Executive Order.

Quite honestly, I'm to blame for why that
panel has not been set up. The Whité House Personnel
Office asked us to soiicitwdrganizations,AQef names and
send ovefrthe package to tﬁem. WeA—; we were very
‘disappointed in terms Qf7£he numbersrthat we got, and
the fact that some orgahizations chose nét to nomihate

anybody, and, so, we kept going back asking for more

7 names, and essentially we managed to fool around long

enough and not get the package together, that it kind
of made it -- if we send it.over now, nothing's going
to be done until after the election. Essentially, I
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We have send -- we have, I believe, like 18

names. We still don't have a number of areas that

'perhapsithe President thought would be fepresentative,

and the reason for that is the Civil Libertarians and

the media folks have not given us any names on the

- basis that they will not submit their people to a

security clearance, require a security clearance, and,

so, as a result of that, we've had a lot of -~ a lot. of

-names -- a lot of good nominees among the very few

names that we have, and eventually we will send those
over.

I have a feeling once we send them over, the
White House Personnel Office will find it not numerous
enough or not complete enough, and they will -- however
they might do it, solicit more names-or what have you.

So, that'é what the status is. Vit;s largely
been ourrfault for not getting theﬁ 6ver there. |

DR. GOLDBERG: Thank you.

MR. GARFINKEL: 1In the meantimé, we haverthis
panel,'the CIA panel, the State Department panel, the
Departmént of Energy panél( and a number of nameé that
I have are people that ére on this panel and the other
panels.

So, I think there will be and already is some
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level of duplication in terms of the advisb;y panels,
although I think it is important that the one célled
for in fhe Executive Order beAfulfilled.

DR. GOLDBERG: Just call them interlocking

directors.

MR. GARFINKEL: Almost. Almost. Yeah. Most

~of the names that I have, for example, most of the

names I have are historians or academics and are

already on one of the other agency panels.” So -- and I

‘hope that we do solicit tﬁfbugh this group and those

other groups very similar input that we can anticipate
from the other panels.

DR. GOLDBERG: Thank you.

Panel Discussion - Wampler/David Proposal

DR. GOLDBERG: A major order of business for
us today is consideration of the comﬁunication from Bob
Wampler and Jim David QithAfécommendations for priority
listings ermajor DoD compohent recofds.

The.question is how can DoD implement the

 attached list of recommended priorities? So, we're

really talking questions of:both'procedure and
substaﬁcé here. |

| They recommendéd.DoD components proceed with
systematic review of exempt files series concurrently
with the series of non-exempt files and other thihgs.r
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I'm going to ask Bob Wampler to speak to this
for just a few minutes, so that those of you whb have
not had an opportunity to see the communication and the
listing will be aware of it.

| It is a very substantial listing of files
belonging to the majofvéggnéies of DoD. I said a few
minutes, Bob. Keep that in miﬁd.

DR. WAMPLER: That's no problem.

In essence, what had come to ﬁerand some
other ﬁempers of the -- the outside members of the
péhel after the first coﬁﬁlerof méétiggs -

DR. GOLDBERG: I might interject that this
has also been endorsed by a very large number of the

scholars, in addition to the originators of the

communication.

DR. WAMPLER: We had two meetings focusing on .
the procedure where we wanted to get educated as to how

the process works. But what I was hearing from a

“number of the people who were working with historians'

offices, the Services, the components, is what would

help us most is if you tell us what you want, what are

your priorities and whatéver level of detail yoﬁ want
to provide them. Giverus gomething we can react to,
give us stething we can act on, say yes, this can be
done, or ho, this can't be done, and here's why, so
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that we can get down to specifics. ]

I had worked up a representativealisé that I
submitted at an earlier meeting to Jim David from the
Air and Space Museum, but it's in a much longer list.
We got fogether and with our resources. Jim spent
quite a bit of time oﬁt a;'Suitland beefing up the
Record Group 330 list gpr 0sSD, and then we circulated
this:amongst a number of oﬁtside scholars, saying
here's our idea about the priorities, and how they _
shouldrbe.attacked, give‘ﬁs your comments, and if
possible, allow us to attach your names to the list-of‘
people who approved this recommendation, and in essence
that's what this letter is.

It lays out a very detailed listing of all
the accessions we could determine between Jim and I of
records for 0OSD, Service cqmponehts; that would fgll
under the Executivé Ofder,’that seemed tq>ué to be of
high historical importancé.‘ |

We took the:principle which you say is
encountering some opposition, eariiest first, top.down,
althoﬁgh_there is an interest which makes sense to me
of af'ieast tfying to pfoceéd somewhat in paraliel to
get; say, 1955, if you-éaﬁ get 0OSD but then also you
have"ASD,°AE, if you could try to have a bow way rather
than going forward, going back, goihg forward, but
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that's a coordination problem. As you say! it's always

resources.

I just wanted to get down to a point of

trying to say, okay, in concrete terms,-can'this be

done? Is there any give in the system that would allow
our recommendations te haye'any impact upon what they
can do or are our resources andbthe,existing guidelines
such that really euﬁside input, however well received
by the offices, realiy cannot be implemented because
the system- does not alloﬁlit? And I just hope we can
get doWn to some very basic Eiscueeions here of what
can be done in response to our recommendations.

I want to give Jim just a second, if he has
anything he wants to add to this, because he is the
other co-signer on the cover letter.

MR. DAVID: No.

DR. WAMPLER: No? Okay. That -- that's it.

DR. GOLDBERG: You had some thoughts on this

"matter that yeu wanted,to"bring before us, and they are

difectly relevant to this communication.

DR. WEINBERG: Weil; if I've read this
propoSai correctly, it is a means of making speeific
the concept of oldest first,'top down, and it's an area
on which at least my reading of the last meeting of
this gfoup is there is rather generel agreement,'and,
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so, I don't want to continue with the arggments in
favor of it, but I want to go at it from two ether
aspects. |

At the meeting last time, when we pushed for
this, i thought I ﬁeard from some of the people ih the
field working an objectionAthat I‘think we need to
engage in and which I'd.like te find the way for us
eventually to work into this, and that is that the
people in the agencies, and that maybe the reason that
yourwere told that this i 1s a little out -- the
recomﬁendation is to restrlct 1t, is the people in the
agencies are concerned that if they were to do this,
when the axe fails, very risky records would be opened,
and while it's easy enough to say, as Mr. Garfinkel
said, that when the time comes, everybody will be
running to the White House and saying, oh, but we can't
do this yet, you mgst giQe"us more time, etc., etc.,
and myrguess is that this is a correct -- I don't
frequently agree with;Mr; Garfinkei, but in this time,
I do. I'm sure that's what would happen |

What I'd like to suggest is that we think of
thlS 'in a double track qulte literally. The current
plan calls for percentages in volume. The percentages
in my'judgment can be met only by the approach the
committee has been recommending. You start with the
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cldest records, go from the top dqwn. VThat's where you
have large quantities of records that,cbuld in fact be
safely, spéedily, and, for reasons I'll come to in a
minute, blocked declassified.

At the sémertime, however, agencies are, I
think, justified in éaYipgrwe cannot be sure we will
get the exemptions down the track,ﬁand we have got to
start looking at some of the most-sensitive stuff that
is 25, 26 and 27 years old when the axe falls.

| I think perhaps we ought to therefore
éonsider doing this sort‘of'the ﬁéy Fhe trans-
continental railroad was built, start at both ends.

The fact that by the year 2000, it is not
quite likely that we will arguably come to a promontory
point will be much easier to understand for people when
we get to that, if in factmthe effért from both ends
has beéh made. o

If a serious effort haé been made to meet
what I would call the pulk, that is to say, the
percentage of total records, andrfhat éan only bé done
if one starts withvthe earliest records, and if, at the
sameitiﬁe,,that a good faith effort to meet thé
quantities is made, a determined effort is made
starting:at the other end, so to speak, chronologically

with the most recent ones that would be affected by the
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automatic declassification in theiyeér 2090,/a process
that's obviously going to be much more laboriéus, much
more slow and which is going to prbduce in terms of
volume of declassified records very much less.

It's theh when we get to the year 2000, we --
we -still have serioué érgbiems, at least the scholars
can see that vast quantities of records have been

declassified: Most of the percentage targets will have

Vbeen met, and at the other end, it will be feasible to

demonétrateﬂthat in spiférof a good faith effort, there
are as yet unscreened records thaf require detailed -
review and therefore extensions of classification
authority.

Now, when eventually things meet, that
remains to be seen, but I do think we have to go at it
from both ends simultaneously. »

Now, pné fﬁrther’comment about bo£h ends of
this. The bulk declassificationrwhich I think is |
feasible in the early:yéérs, and the more careful
séreening which is rééuired for the mofe recent ﬁeriod,
and -- and -- and tﬁat observation comes from my
concérh as to the otheriside of this issue; thét is to
say, the protection of'sécurity. |

- The best place to hide a tree is in a forest.
If there are any earlier records, items whiqh might on
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careful examination require classif;catigp,_the only
way that they're going to be protected ié by being
declassified in a very, Vefy iarge bulk.

If in a group of 10 or 20 million pages,
there are 10 that afe pgrhapsrstill in need of
classification, if they apefdeclassified in bulk among
the five, 10 or 20 million pagés beqause that's the
bulk we're talking about to judge by the information
we've been given, you can be certain they will not be
found,xatrleast not for 10 or 20 years, and after 10 or
26 years, they don't need ﬁrotectién anymore, and if
you ask me why do I say this with such a degree of
assurance, it is because of my own experience.

I came to Washington and started dealing with
classified material in 1951, which was shortly before
the first of the Executive Orders oﬁ classification
came froﬁ President‘EiéenhbWer.

We had then first the Eisenhower

classification system. . We then had the Nixon one for

which reference Was made, which weﬁt in-the direction
of more openness, nbt as much as some of us wanted, but
ﬁore opéhness. Then camé the Carter Executive Ofder.
Then the Reagan one, which-reversed the trend
completely; and now the Clinton one.

rNow, there is an aspect of this that none of
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. | 1 you will want to think about, but I suggest you give
2 enormous thougnt to anyway, if not today fhen after
3 you've gotten over the initiai negative reaction.
4 , " If one thinks back over the years that these
5 have been in effect, and asks when did the most serious
6 penetrations of Americénrsecﬁrity take place, it's very
7 interesting to me that tney ali took place when the
8 most restrictive order wes in effect. The Walker spy .
9 ring, the Ames case, e whole batch of others. I could
10 give yen a long list. -
12 W " Then the question is, is that a coincidence?
12 We had earlier the atomic ones, but that's before the
13 systematic orders took effect, but since the Eisenhower
. 14 Order went in effect, the most serious breaks into
15 American security that we know about took place when
16 the Reagan Order, the mostrrestrictiVe, was in effect,
17 ' Vand I wouldrsuggestvthét that is not a coinCidence.r
18 If one stretehes one's resources over a
19 billion pages, the likeiihbodrof protecting them is, in
20 " my opinion, less than if one stretches those resources
21 over a nundred million pages.
22 ’ :The more we attempted to keep closed, the
23 more euccessful those who ﬁanted to penetrate the
24 screen for this, that or the other document, the more
25 successfulithey were.
. : , _ ) EXECUTIVE COURT REPORTERSV, INC.
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It suggests, in other words, that for those
who are in fact concerned about the security files, the

notion that keeping everythihg classified protects

" security turns out on the experience of the last 45

years to be mistakeﬁ.

The concentfatiqn»of security classification
on a smaller rather than a lafger scale leads to the
penetration of fewer secrets, not more. That has been
our egperignce over the last 45 years with this
sequenéeiof presidential orders, and it suggests that
those in the government aéenCies who @ave had very
serious reservations about the new executive order
which went into the opposite direction from 12356,
the -- the Reagan Order, that in fact, the substance of
security which is not keeping stuff from us historians
but keeping stuff from spie§, we'shéuld keep that in
mind, thét that is iikelyrtb be more successful if we

concentrate our protection on things which need

-protecting, and that bringé me back to the concern

about the older records.

The target figures for percentages can only
be réachéd if the oldestArecords are screened aﬁd
looked at first, suggesﬁs fo me at least that agencies
woulq be well advised to include in that program
substaﬁtiél quantities of the older records and
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declassify these in bulk, and the larger the bulk,
although it sounds contradictory, the larger thé bulk

of the older records which are declassified, the less,

‘not the more, but the less likely it is that secrets

that ought to be kept secret will get'out, and that the

-effort to maintain security over the largest possible

~ number of documents, certainly by the experience of the

country, suggests'that the result, the result is the
éxaqt opposite, and it seems to me that if we move
forward as I suggested siﬁdltaneously'at both ends,
recognizing that at one end,:we'rergoing to get the
bulk and get it fairly quickly, meet the percentage
targets, and that at the other end, have a kind of
insurance policy for the agencies, that the secrets
that they really have good reason to believe need to be
kept secret beyond the timeAframeS Qill be identified
at the most sensiti&e poiht} which is thermoét recent,

that will fall under the axe, then i£ seems to me we

“can expect to make some progress, in bulk at one end,

in insurance at the other end.

That's it;

DR. MAY: Bulk; top down.  What if you-wanted
to start bulk, bottom uﬁ; fhat is, you have the |
greatest bulk of stuff that's confidential, records of
one kind or another, that's what you could declassify
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in great quantity?
DR. WEINBERG: Well, I would suggest that --

that we do both; that is to say, the lower level

"records that are old, okay, don't need any more than a

look atrthe general description, and if that's doné,
you know in the first“weekrbf doing it that you've met
your percentage target.i_Okay?

Then, yéufve got éome time in order to do the
toprlgvel ones, and as is very clear, it seems to me,
fromrfhe description, a number of those are in terms of
féotagé quite small, and thereforéiwi;l lend themselveé
to a relatively quick operation as well.

If youive got -- if you look at the first
page of this letter, I -- I -- I'm -- I always take the
worms and review them. My students will all tell you
this. The thing which is very cléaf here is that the
largest group has 25 lineal feet. That's the largest.
Okay? 7 | 7 |

The others areréll two and three and five and
six. They're very important, but they'fe not goiﬁg to
take Véry much time.r If they're accompanied by bulk
decléésificatibn of the iower levels from that eérlier
period, then within a véry'short period of time, the
agencies can meet their percentage targets and get some
high level stuff declassified. |
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I'm looking at this purely froqu very
practical point of view, and if at the same tiﬁé,
they'vé started some peoplé oh the stuff that's going
"to be most sensitive when the axe falls, that is to
éay, which is now 2i and 22 and 23 years old, then they
will be in a positioniin Qraer to make a fair case if
they need more time. .

7 DR. “GOLDBERG: I'm generally in agreement
with you, particularly about starting at both ends, .
becausé I think this wili‘éatisfy both this panel and
the declassifiers who are concerned apoﬁt sensitivity “
of the most recent documents.

On the'other hand, what you regard as very
practical approach, it is possible to allow the
agencies in regards to theoretical one. They will not
necessarily agree with you that theée top priorityA
documents are going'td beras easy to declassify as you
think or can be done as quickly. Tﬁey're mixed.

"They've got a lot of thiégé in them.

» They're going to want to 1ook-at them mést
Vlikely because of that, so -that they may take a much
longef time than you thiﬁk. That's all right. VI just
want.to caution you on’thié, that it's not necessarily
as simple or as easy as it may look to you at this
point.'
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What yourreéard as a practicalrappréach, this
will not céaéé practical. The pedple aféigoiﬁg to have
to do it. VWell, see,ra lot of things that we don't see
are standard.

MR. SMITH: Michael Smith.

DR. GOLDBERé: Sorry. Can't hear you.

MR. SMITH: ngry.v The Secrecy Commission as
part of our actiVitiesidedided torfest assertions, and |
we Wént to Suitland with permission of a’numbef of DoD
agéncies and others to open boxes that fall within the
éurview-of the DO, and one of the things we found thét
we did not expect to find was suppof% for DoD's
assertion that we just never can tell where RD is going
to pop up.

In one instance, we went into a box that
showed itself to be having no more higher than secret
in it, and we found TSRD in it. 1In another that 7 |
purported to bé unclassified, we found secret and top
secret information. 7 7

So, this is supporting Dr. Goldberg's
admonition that it will take a little ionger than it
appears on the surface because of anomalies like this.

DR. GOLDBERG: Jim David?

MR. DAVID: My concern about working
backwards is that I don't think at any time, any DoD
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component is going to consider multi-classifying, for

example, Secretary of the Services' records, Chief of

‘Staff records, etc., and if DoD components haven't

appliéd for exemption of these files from automatic

declassification at this point, they certainly will at

some point before the year 2000.
So, I -- I =-.the bottom line is I think that

lessens the concerhAabout the possible automatic

declassification of these records in 2000 through

gxemptible information Bging released.
DR. WAMPLER: I have a‘question for Mike.
How long did it take you to find the stuff? I mean is
this improperlyFmarked documents that contain the
information or was it properly marked and improperly
filed?
. MR. SMITH: Improperly filed. We simply took
the box, opened it ub, and leafed througﬁ.r
DR. WAMPLER: Soh how loﬁg did -- it wouian't
take very loné to go;thfoﬁgh a similar box to find it,
pﬁll it out, and then‘just'proceed. | 7
” MR. SMITH: As long as —--
‘DR. WAMPLER:“ Thét doesn't take thatrlonger.
DR. GOLDBERGE You've got an awful lot of A
boxes'tqfdo that.
7 MR. DUDLEY: I'd like to ask this question.
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You sound like you're talking aboutva file of folders
rather than individual pages. I would be“ver§
concerned myself that individual documents which are

far more classified hiding in the forest of the trees,

as Dr. Weinberg says, may in fact be released.

This is a serious matter. People can go to
jail for stuff like this. There are penalties to be

paid for failing to find and review the documents.

It's not just a "practical matter".

I think that 6@e has to look for ultimate
resulfs, notrjust in the aﬁailabiiity of documents but
who pays for the release of documentation which should
not be released‘if you go bulk declassification?

MS. McCONNELL: I just want to -- I'm from
the Department of Energy, and we did a more extensive
surveyrat NAR of the DoD_records, and we found them
misffiled as well asruhméfked restrictedﬂdafa mixed
with — 7 -

’DR.'GQLDBERG:‘"Everything's mixed. I think
that in connection with what Bili‘just»said and what he
has ééid does accdunt for-much of the cautious and
conééfvative attitude of the declassifiers. Avlot of
them genuinely fear méking mistakes that will be |
brought home to them and that will cause them some kind
of grief and actual penalties.
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So, whether they're justified in being as
cautious and conservative as they are,and.notAto
question the fact is, I thiﬁk, that that is the case

and accounts for their resistance to the kind of

flexibility and change that we would like to see occur.

It is a cuiturg in the declassification
community, and it has to be dealt with some way or

other, and perhaps we might find some way of reassuring

‘them on this, I don't know.

With reference to your remark about hiding
the tree in the forest, i agree éompietely. Dependiﬁg
on how many trees there are, if it's 10 or 20 documents
in some millions, all right, but if it's hundreds or
even thousands in some millions, that is a lot.

I agree because I know of published works of
documents with things -- plassified things or sensitive
things in them whichrhavé‘ﬁever been found.
Joufnalists haven't iound; the stars haven't found or
nothing has ever beenAméde of them.

So, what you say is esséntiaily true. It's a
mattef of how manyrare to.be found.

Yes?

* MR. SCHMIDT: sir, I think that people have
characterizedvthe reviewers and those who have the
1egal‘reéponsibility for making a recommendation for
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declassifying as cautious, conservative, "afraid of
their shadéwé, whatever you want to say; énd -

DR. GOLDBERG: I didn't say afraid of their
shadows. I said cautious and conservative.

MR. SCHMiDT: But you're talking about real

peoplé - i

DR. GOLDBERG}_‘YeS;

MR. SCHMIDT:A -- with real careers at stake.

DR. GOLDBERG: Correct.

'MR. SCHMIDT: And I think to characterize
them théf way forgets thé experience that they have
had.

Let me just cite a couple of examples. The
bulk declassification executive order a couple of years
ago derived from 50 million pages that were recommended
for declassification as being easyrto do. You go in
and review in only a few déys. It's some'seven,té 10
million pagesrthat were at stake.

Oof that 50 miilion, I think 43 million were
released, seven million were not released. I consider
that én error rate of 14 percent. Is that acceptable
to you? Is that acceptable to the President?, Is that
acceptable to the American people? Just questions for
you to ponder. |

7 Ms. McConnell, a few minutes ago, mentioned
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that she had pointed out that a number of -agencies had
released or had material in their files that were
feplete with RD and FRD.

Reg 272, which was one of those blinded
declassified -- which I think is a better.term to

describe what you're doing, is blind declassification,

“you don't look at it. You're saying oh, yes, we've

gone over this, and it's now releasable to the public.

DoD found substantial quantities of RD and
FRD in that record group that we had blind declassified
in 1994. So, it's experience and the harsh reality
that people are facing, not some theoretical fear of
making a mistake. Not conservatism, not caution, it's
reality. |

I mean the more experience you have, the
better your judgment, I hope.

BG. GEN. ARMSTRONG: Could I ask a question,
though? You're in the business of doing what we're
talking about. Does the proposition that you ought --
that it makes sense to approach your task from two 7
ends; that is, take the oldest documents first and at
the same time putting some effort against the most

sensitive files that you have, i.e. the most recent,

‘most highly~-placed people, does that proposition --

does that general proposition make sense to you in
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MR. SCHMIDT: Whatever the panel recommends,

and whatever 0SD recommends, we will certainly try to

comply;

BG. GEN. ARMSTRONG: Oh, I know that. I
asked the question, does it make sense?

MR. SCHMIDT: But -- well, this is part of
the answer, if I can finish this. We will dertainly --
I mean this is the Department of Defense, the
Department of the Navy. We do fry to comply with
regulations.

It seems to me that you have to appreciate we
have one command, the Naval Sea Systems Command, that
has a 100,000 cubic feet, cubic feet, not pages,
100,000 cubic feet multiplies -~ that's a substantial
part of our 500 million pages.

Thoserpeople are doing the best. They have
declassified and will have declassified something on
the order of 15 million pages by the end of this year.
That's far more than any other agency. I'm sorry that
the people aren't here to publicize this, but it may
not be the material that you want, but they are looking

at all this stuff, and they're following their judgment

| as to what they can accomplish to do the greatest

~quantity in the most useful way from their standpoint.
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In other words, this is a decision they have

to make. There are 14 or 15 other commands in the Navy

tho have that responsibility. So, they do all the top

doﬁn sﬁuff they can, but to tell them -- I can't tell
them to go the most recent first, and I would like to
hear what the DOE and the Marine Corps and other
agencies represented here have to say.

DR. TRACHTENBERG: What you said is fair.
You're saying that the idiosyncrasies of the material
under review will drive how each reviewing agency does
its job. Okay. That makes sense to me.

You said they're using their judgment to
decide what would yield the greatest guantities, that
expression, the greatest quantity, of -- of
classifiable material.

I think that goes to the heart of -- of our

concerns, at least my own personal. concerns, that the

- system that we're working under stacks the deck in

favor of quantitative judgments as opposed to a
qualitative judgment about the value of the material,
and és I understand the whole point of the
Wampler/David effort, what we're trying to do is
redress that balance, so that greater store is put on
allocating, we all know, with limited resources ihto
the areas fhat would give us the -- a better result in
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historical interest as opposed to simply meeting
targets for bulk declassification.
v Do you want to respond? Maybe I
misunderstood what you were -- ]
MR. SCHMIDT: Professor Trachtenberg, people
who are reviewing that 100,000 cubic feet .are not the
people who would review the material that is in this

proposal.

We have no one trainéd, qualified. We have

~-no one, zero resources on hand or in the immediate

future to try to do this. We have no one who can look
at what you're suggesting. That's what I -- that's why
I prefaced my remarks.

Yes, we'll do what we can to comply, but if
we don't have the people qualified to do that, we can't
do if, and we have a recent example of this pilot
project that we did for the ASDC C-3I that illustrates
the point. 7'

DR. TRACHTENBERG: So, -- so, different kind
of training, different kind of people for the high-
quality material than for the --

MR. SCHMIDT: Considering the range of
subjects and the number of original classification 1
authorities and the number of equities from dther

EXECUTIVE COURT REPORTERS, INC.
) (301) 565-0064




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

; : | | 80

commands within the Navy and the other agencies within

Government and other countries and international
organizations, when you consider what a reviewer or -
team of reviewers would have to know, the kinds of
material that you're asking to have produced first -
and I like to read your books about some of these
stories that -- that I know are in the file.

The problem is, we have to have éuch a wide -
range of classification/declassification expertise,
that putting the team togethef,is no small feat, and I
would suggest that Mr. Jean Schabbel is the person in
the room with the most experience in this ~- maybe in
Government on this subject.

DR. TRACHTENBERG: But ihrterms of her
recommendations as a panel, what are the sorts of
things that we should propose in order to get resources
channeledrinto the areas that would enable us to tackle
what's admittgdlyrtﬁe hardest job, and -- and one of
the debates that -- that I really like about this list
is it's a way of translating into very concrete
language the sense of, you know, the academic
historians about what's important, so that in'your
internal -- your diséussions of these issués, people
can kind of wave this list and say this is whatrbeopie
are really interested in.
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We shouldn't be straitjacketed by, you know,

"the requirements of the Executive Order about, you

know, so many, you know, percentage points of documents
thatrwould be released in any particular year, but what
we have to do is balance, you know, two kind of goals.
One, meeting quantitative limits, the other, getting
out the material that's of highest historical --
historical value, and all we're trying to do, I think,
as a panel is -- is to -- to -- to wrap our minds
around this problem and say tﬁings that are of
practical value in terms of pushing the balance more --

MR. SCHMIDT: Sure, and that's why if we had
the resources, we would follow this kind of approach,
but you have to understand that thié takes a long time
to get the resources on hand and to train them and give
them experience.

The last time you heard from the Desert
Shield/Desert Stérm project, and look how long it was
taking them to get prepared to do it, and I heard
Secretary O'Leary some months ago explain how théy were
handling it. I know that Ms. McConnell knows how the
Department of Energy is approaching this, and I doﬁ't
think that they're'féllowing the specifics of top down.

DR. GOLDBERG: Haven't you had any e#périehce
in declassifying top quality records?
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MR. SCHMIDT: Have I?

DR. GOLDBERG: Has your organization, the

Navy?

MR. SCHMIDT: Oh, yes.

DR. GOLDBERG: Hmm?

MR. SCHMIDT: Yes.

DR. GOLDBERG: So, there are people who have

those qualifications.

PANEL OBSERVER: Generally, those people are

also in a job. Their job is something else. "That's

where the real rub is because that's who you have to go

to get the -- the evaluation as to whether something

can be classified or

should be declassified or not.

It's not that it -- it's not the guy in the

trenches; it's the --

DR. GOLDBERG: Well, there have been guys in

the trenches who have done.

PANEL OBSERVER: I'm sure they don't want to

sit around looking through a bunch of boxes.

PANEL OBSERVER: If I might give an example,

we looked through some records on the C&0 level, and

one of the topics we

discovered was plans for the

Russian invasion of Europe, and the apparent response.

Now, there!

s no way that I as a lieutenant

commander can make the decision of whether that falls
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"clearly have to go to a four star and say is this still

intact, even though it was a 40-year old/50-year old

document. So, I can't make that call to declassify it.

DR. GOLDBERG: What makes you think the four
star will know the answer?

PANEL OBSERVER: I can't do it on my own.

| MR. SCHMIDT: A specialist in pians would

have to look at that, andrthat's exactly the point we
were making, that there are é number of different,
people who have to put their lines -- apply their lines
to the decision, and we have written guidelines, but
you cannot empower someone who doesn't know the subject
to declassify things that belong to some other original
classification authority. Therein really lies the
problem, and it's not the percentages as an excuse, and
we're not cautious and conservative, we just don't have

the authority, and T would plead you to ask Ms.

_Schabbel about how they solved the problem.

MS. SCHABBEL: We haven't solved the problem.
We find that our guidelines don't help us when we get
into the policy areas, and, so, if you're talking JCS
or Secretary level,-we have to come back to the
agencies. v
| DR. WEINBERG: Well, let me just make a

EXECUTIVE COURT REPORTERS, INC,
: (301) 565-0064




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

- — : : 84

comment on this. If you don't have the people with the

‘training and experience, you may find that in this

area, you've got to do what in every other area every
government agency and every private employer in the
United States does, and that is, yoﬁ begin to train
people on the job in the areas where they're least
likely to make disastrous mistakes.

.You start people working on the records from
the late '40s and early ‘SQS. There are enorﬁous
quantities currently classified that are included in
the list here and date from the '47 to '53 period.

If you start the people in those records,
then the learning curve hopefully will be great by the
time they get into such sensitive périods as the late
'50s. We're still way before the Vietnam War here, and
asrthey refer, as they will still have to in the late
'40s and éarly '50s, they will develop patterns and
benchmark decision. |

The point that Mr. Garfinkel made when hé
discussed the appeals that they ﬁeard, it seems to me,
applies to this particular kind of thing.

We don't have to take every single document
that pertains to the same thing back to the same
person. You have benchmark decisions made on épécific
documents, and as you start in the late '4oé and early
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'50s, the number of benchmark decisions that you need

will still be relatively small, but then as the people

who are doing this work get them, they learn this kind
of décument is okay; this kind of document is not.
That's the way the people who have allrthe
experience that you don't want to turn to this now, how
they acquired it in the first place. They were not --
the people that took‘top of the offices were not born.

with the knowledge and experience they now have._ They

‘acquired it over a period of years by definition, and

your declassifier people are going to have to acquire
it themselves over a period of time, and the least
risky and most effective way to get them this kind of
training and experience is precisely to start them
where we're suggesting that they start; that is to say,
in the earliest records and at some level at least at
the top two.

DR..GOLDBERG: I don't think there's a
complete picture. Are there not agencies,
organizations, which have had a gredt deal of
experience in declassifying high-level documents and
done it successfully, and they've done it for a
considerable periodrof time?

So, they have people who have this e#periénce
and are doing it. I think there may be more of that
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actually than -- than may appear on the surface. I

‘know that 0OSD, the Joint Chiefs of Staff, and as far as

know now, the Air Force apparently is declassifying a

considerable amount of high-level material, and their
resources are -- are in each classvlim}ted.

It's just that they've been at it for a
considerable period of time now, so they've acquired a
g;eat deal of experience in doing this. -

- It ' may not be as great a problem as thought.
You're never going to getrpafadigms'at this work.
People aren't going to be able to loek at a document
and say, yeah, it can be declassified or no, it can't,
any document. They will be able to look at a lot of
them. There are some they will have doubts about, but
I think the declassifiers are going to have to be given
more leeway, and as has been pointed out obviouslx,
more guidance.

So that this constant need to refer to some

authority who may not really be an authority, and

there's some areas that you're not going to find any
people or who are not going to know very much about it.
Something from 40 or 50 years ago, you can find a great
deal of ignorance oﬁ the part of people who are |
supposed to be authorities on the subject today;

' I found this often. And there's ignorance of
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what's happening outside, and in the JCS, for instance,

" within the past year or so, I've informed the

declassification people that material which they are
still carrying as classified has already been
declassified by the Department of Ene;gy.

So, this matter of information, of keeping
informed of what's happening is fundamental in doing
this work.

| Yes?

MR. DOOLITTLE: I'd just like to say a. couple
of things. I don't have a lot of experience in this
area, but I worked for the CIA, and in terms of their
declassification program, and I think they had a
reasonably aggressive set-up in which they have an
automatic declassification program which is a rather
large program that is going to do the bulk
declassification, and they have sort of a mediumrﬁhat

they're putting in place in which they can handle a

~ large number of documents.

At the same time within the study of
intelligence, we have a historical review group led by
various experienced historians who has a relatively
large group of people, many of whom are new at this,
who are high-level agency people, who are beiﬁg ﬁired
with expertise in a lot of different areas, who are
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handling that declassification, and I think we're

making a lot of progress within the CIA in terms of the

kinds of things we're doing.

We've started to work on documents from DCI's
office. All the documents from the Soviet Cold War
era. The IG is developing this. So, I think they've
done an incredible amount of work.

Where I run into problems is Irhave beenrput
in charge of trying to get the community together for
-- to start these cooperativé efforts, and as I'vé gone
around to some of the other agencies, they're
struggling a little bit relative to the CIA, but I'm
very optimistic in terms of the progress we're making.

Where we're coming up with the difficulties
is in identifying the systematic way of where we want
to concentrate our efforts in terms of systematic.

declassification.

I think maybe you're struggling with that a

~little bit, too.

DR. GOLDBERG: Yes?

PANEL OBSERVER: I have a question. Do we
know that some of these recérds are not already béing
worked on? | |

DR. WAMPLER: It's possible some aré,‘
particularly in the case of the Air Force. That's a
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real moving target. In a lot of cases, they're still

in Suitland, so far as we know. |

PANEL OBSERVER: Okay. And the other thing
is to ask the gentleman from the Navy whether he's seen
-- if he knows whether some of these ideas work.

MR. SCHMIDT: I have seen some of the items
on the list work.

PANEL OBSERVER: Of course, this is only two
recommendations.

MR. SCHMIDT: To give you a partial answer
and a partial answer to Dr. Weinberg, these are
excellent suggestions. It assumes that we have the
funding, that we have the people to do it.

My point was we don't have either. So, you
know, the recommendations that we have made for a year
and two months now are exactly what you're saying,
but -- and what we've been doing is very slowly making

progress. This is an unfunded mandate, and there's no

~line item in the budget to pay for it, and they're

being taken from other tasks which are degrading to
those tasks, and we still have to write and publish
information for that Executive Order for today and
tomorrow and other future processes.

So, I hope that answers your question; I'm
trying to be responsive, but the point is the best
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-recommendations can't go anywhere unless they have the

resources.

PANEL OBSERVER: I'm from the Marine Corps.

I have some experience in declassifying. I spent three
years on the staff of the National Sgcurity Council.
So, maybe if I could describe the process, you'll
understand what the problem is.

Okay. National Security Council document,
presidential document h;s equities from a number of
different agencies or compdhents,'and by custom and
practice, these do not attempt to be declassified by
anybody else's equities. 1It's just not done. You can
make a very serious mistake which will cost you
personally quite a lot and cost the agency quite a lot.

The information has to be sent to the Army,
related information on the SEC DEF document or.the CIA-
related or DOE-related, whatever, has to be sent to
that agency for its review. That might be 40vor 50
years old. We don't have the authority to declassify
another agency's equities, even if these were policy
documents.

So, now you've got not just the declassifier
making decisions,ryou've got a clerk xeroxing these
documents, transmitting them in a classifiedimanner to
the,other agencies, a clerk at the other égencies

"EXECUTIVE COURT REPORTERS, INC.
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- logging these in, going into que, another declassifier

at another agency, who has to review it, has to send it
back to my agency, and then in time, two or three
years, will have responses from these eight or 10
interested agencies, and one of ého§e responses might
say subject to the concurrence of yet another agency I

never thought of because I didn't know they had

equities in the document. I didn't recognize them,

and, so, more time passes while I send the doqument to
that agency for its review; and only then, after this
long process, the high-level policy documents would be
released. That's the problem. That's the resource
problem.

Not having one person review the document and

say this is okay, this is good to go or just strike

it --

BG. GEN. ARMSTRONG: Okay. You know, I'm
probably as mﬁch at the mercy of the process as aﬁybody
else in the stuff I want to publish in an unclaésified
manner, that I have to go to Tony and then to all you
folks to declassify it.

I'd like to get back to what Professor
Weinberg has propbsed, and the Wampler/David letter
specifically and ask the people who have to ab the
work. We're sitting here as historians, and what
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you've heard the academic historians basically say is,
iook, we understand that you've got a percentage
mandate, and you've gotten an opinion on how to meet
the percentage target, which in my personal view would
probably make sense. B

But the academic historians, the people who

are interested in using the material, have said from

~our point of view, we would like to have some attention

paid to the more difficult to look at but much more
valuable in terms of the écholar's approach documents.

Now, does it make sense for this panel to go
back to General Page and say, look, we think that the
agencies who are within DoD who are doing this should
look at a two-track approach to recognize the data
needed to meet the requirements of the Executive Order?

However, what spurred this Executive Order,
at least in part, was a scholarly interest in .
particular maférial, and we think that they ought to
look at putting some effort against the scholarly end
of the problen.

PANEL OBSERVER: That would make some sense,
prbvided we're allowed to meet our 1S—percent
requirement. - You want to say okay, once you've done
your -- your actual requirements, you could-fhen
develop whatever remaining resources you have in doing

EXECUTIVE COURT REPORTERS, INC.
' (301) 565~0064




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

93

-these high-level documents.

PANEL OBSERVER: Don't we have a Catch-22
here, though? I mean isn't it by the year 2000, 1975
énd earlier, we're going to face this automatic drop-
off that leads -- unless they'vé been exempted from the
review? From the automatic declassification? .

So, I think that's what the agencies are
afraid of, 1is that they start working up front and
devoting those resources to '75 and earlier, and then
go way back, and you switéh your assets. If you
started dnly at the bottom and worked your way up, you
can say, hey, we gave it our best shot. We only got to
1972.

But if we've got a buhéh in '75 and nothing

in between '69 and '73, because you're working from

both ends, are you Suddenly going to have a bunch of

stuffryoque got to put out on the street that you
haven't had a chance to review yet?

I don't know. I mean it's -- I think it's a
resource problém. I think the idea of doing>'75, the
later ones at the same time you're doing your old ones,
I think it's a great idea. I think it's just a matter
of resources.: |

DR. TRACHTENBERG: We understand fﬁe
constraints that the agencies are working under. But
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- this whole notion that the letter of the Executive

Order comes first, it's going to eat up all of the
resources, there's going to be nothing left, nothing
left at all directed toward déclassificatioh of the
material that's of real histofica} interest. That's
crazy.

Our complaint is not with the -- with the
agencies. The agencies are bound, but we as a panel
have -- have the possibility of appealing to higher
authority. 7

PANEL OBSERVER: Appeal.

DR. TRACHTENBERG: And -- well, yes, I mean
we can say there's this resource problem. Their hands
are tied. They're doing the best job they can. If
you're serious about spearing the Executive Order, then
what that means isryou have to direct resources in --
you know, in a different way or at least give the
people in the agencies the clear signal thét -- that --
that when the§ are doing this thing, they shouldn't pay
exclusive attention to meeting quantitative targets;
and that they should give equal weight perhaps toward,
you know, providing material that's of real historical
interest. 7 7

PANEL OBSERVER: I really don't-think"anybody
has a problem. If they have the expertise to renew
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that at the same time, I don't think anybody would
argue that that's not a good idea to do it that way.
That's what you want, and also meet our targets.

I don't think anybody has a problem with that
approach, except the fact that t@ey don't have the
money and the resources to do it.

So, your recommendation -should be giye us the
money and resources.

DR. MAY: Let me ask a comment about the
level of_gxpertise., A/ I don't know whefher any four
star in fact knows whether this is still sensitive or
not. That's a very good question. 1In fact, the
chances are he doesn't, and the point that Michael was
making and that the lady from the Department of Energy
was making is that if you need this expertise you're
talking about, why aren't you doing that? ,Bgcause you
need somebody who's got the judgment to know whether --
either your post-graduates or your -- whatever.

You}ve got something that's sensitive. You
require the same expertise for that stuff that you
require for the CIA or the Secretary. I mean in terms
of the talent you require, the judgment you require,
it's the same. So, you're essentially talking about
what task was given to that set of eyes.‘

| Now, the way in which CIA ié theoretically or
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tends to approach this is their bulk records. Now,
they treat all of those things as sensitive. They
assume everything is sensitive, and they've .divided up
two-thirds of it as acceptable to all management
classifications, and the procedure there is to have
each document looked at first by three people, and the
two retired people who -- who take a look at it, the
four eyés, and then somebody who's currentlonn.duty
who has to sign it because it has to be‘aAcurrent
official who signs off on it. -

But that's the way in which it's done. Now,
that's a procedure that -- especially if, as -- as
their advisors have recommended. They do it piece work
rather than paying the retired people by the hour.

MR. DAVID: None of the records on the list
have ever been the subject of automatic 
declassification. What we're asking is if there is any
systematié feview by these DoD offices that they start
with the records that are on the list.

What we're talking about here is systematic
review, no redactions and no coordination. The bottom
line is that none of these records are available to the
public now. éo, if in the declassificationrreview of,

let's say, some SECNAV collection, only 10 percent of

-the documents are declassified in their entirety and
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thus are made available to the public, so be it; None
of the records are available at this point.

MR. SCHMIDT: This is Washington, so I'll use
a Redskins analogy. Coach Joe Gibbs had this
experience, and Norv Turner has_;he problem now. Too
many quarterbacks, and we have that problem because the
Archivist of the United States, who tells us what our
quota is for accession records in the Archives II, this
building, Regional Archives, and in the Presidential
Libraries, sets the sténdard for it. That's one
quartérback, and then we have our own boss as
quarterback.

I mean you can just multiply it. Everybody
wants a piece of the action to tell us what to do and,
again the problem is we can do it, we just need the
people who are trained to handle it.

DR. GOLDBERG: I can understand that the
declassificétion people are uptight about thié. As you
point out, you were being assailed from all quarters.
You were being told what to db, but you're not being
given the resources to do them.

' On the other hand, there's a more realistic
view to be taken, and that is that the Executive order

is not as executive as it sounds. I know. In the

-military, you're given an order. You salute and you do
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i;, but in fact, you often don't do it. It doesn't
happen.

(Laughter)

DR. GOLDBERG: That is what happens with
Executive Orders, also, and orders from agency heads,
even the Archivist of the United States. Things don't
work out the way they are supposed-to, and as has
already been pointed out, when we gét to the year 2000,
it is most likely that most of the agencies are going
to have to ask for extehsions.~‘They're'not going to
have finished, and what this panel fears is that among
the documents which will not have been declassified,
and which will be retained as exempt or for which an
extension will be asked are precisely the ones that we
would like to see declassified.

Many of these high-policy documents that
we've been talking about. This is why they would like
to see sométhing -- something done about them during
these next four years, instead of some time éfter the
year 2000, and it is not only in the interests of these
scholars; it is in the public interest that these
documents be reviewed and as many of them as possible
released for'uée by the public and not simply by
scholars because there are other people ihrour society
who are interested in these records. It's not only the
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scholars. They happen to be the point men here in this
particular panel.

DR. WAMPLER: I'd like to give them two
options to muil over while they're eating, and they're
looking at the food. | .

One is to have them declare everything exempt
and then proceed with systematic review without the
deadline holding over them, under aéreementvthat they
would work out a reasonable deadline for all the exempt
files. |

The other is to say, okay, work out something
with ISOO with our panel's endorsement to say, okay, if
they present, you know, good faith plans to try to
adapt their review schedules fo our recommendations,
IS00 will then give them a waiver on the 15 percent
because they're trying to devote resources to the
hiétorically—important and more difficult stuff in‘v
response tb 6ptside opinion.

We're trying to find a way to getrthem around
this 15~-percent issue, and it;s either get rid of the
exemptions or get rid of the 15 percent.

MR. DUDLEY: I agree with that. I think
that's a good suggestion, and I don't see how you can

fail to come to that conclusion, at least in a

‘recommendation .from this panel.
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i It's the 15-percent thing which is driving
people crazy, and the 2000, year 2000 deadline. If you
don't have resources, you do have time. What is so
sacred about the year 2000? God knows. Push it down,
delay, and then make sure that priorities stay the same
because I know people are going to say, well, if you
move the deadline, the pressure will go off, and the
resources Wili come anyway. |

But even if the resources don't come, this --
this relieves the preséure of -- of failure from the
agencies, and I think that's an excellent suggestion.

DR. WAMPLER: Okay. But there's one thing
that goes with this. If you buy into this, you have to
accept something I think thaﬁ I believe was -- you were
not comfortable with on the basis of what I heard about
the prior meetings, and that is, the panel becomes
soﬁething of a watchdog.

DR. GOLDBERG: Becomes a what?

DR. WAMPLER: A watchdog.

MR. DUDLEY: Instead of an adviéory group.

DR. WAMPLER: I know it's advisory, but I
mean that we can publicize -- say you were going to do
this, you knoQ, we let you offrthe hook‘in résponse to

which -- in return for which you said we're,gding to

now try to adapt our review schedules to meet your
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scholarly interests, but then if we turn around a year
later, and nothing has happened, we -- we say =-- you

know, we come out and say, hey, look, --

MR. DUDLEY: My point is -- fine. If these
things are -- are on the table,‘they should be
discussed here. They should be discussed here.

There's no power here. There's advisory influence, and
if you don't make these recommendafions, you might as
well just fold up.

These panel ﬁeetings,'as I understand it, are
public anyway, --

DR. WAMPLER: Yes.

MR. DUDLEY: -- and if things don't -- if you
reach an agreement, an agreement that is not enforced,
that's the court that you're going to appeal to in any

event.

You know, I mean as Garfinkel said at the
start, that's how the 25 percent or 25-year thing was
arrived at, was basically by going public with some of
this. |

DR. GOLDBERG: We've reached the agreement
on adjourning for lunch at this time.

V(Whéreupon, at 11:42 a.m;, the meéting was

recessed, to reconvene this same day, Friday,vAugust

. 9th, 1996, at 12:30 p.m.)
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A FTERNOON S ESSION

Panel Discussion Continues

DR. GOLDBERG: When we stopped for lunch, we
were in the midst of a discussion, and it seemed to me
it was helping to sharpen some of the issues that have
been present since the beginning of our sessions here
early in the year.

The subject of the discussion is still
basically the commgnication from Wampler and David,
recommending an approéch by declassifiers with specific
priorities for records to be reviewed and declassified.

We had some very interesting suggestions
brought forth during the course of the discussion,
particularly those from Professor Weinberg, relating to
bulk declassification, while at the same time or
immediately after paying attention to the top policy
materials, and also the other recommendation, the other
thought,Aof beginning at both ends and seeing how far
we can get and thereby in effect meeting the objectives
of both the panel and the people who are doing the
declassifying.

There are other issues brotht to the fore,
also, as.usuél. We always have them. There were some
people who had raised their hands in ordér to make some
remarks towards the end of the session. I had to cut
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‘them off.

Is there anybody who does want to speak to
these points now? Jim David?

MR. DAVID: I think what several of the
people have talked about, and that is going in on the
surface relatively low-classified collections and
finding truly sensitive material gives credence to
applying for exemptions for those files and entire
collections and thus spending more effort in systematic

review efforts.

If in fact one goes out to the Washington
Records Center and looks at a 135 for, let's say, Army
Chief of Staff records, an RG-319, and the 135 states
that the -- let's say 60 bdxes are up to and including
secret, yet a sampling of those records indicates that
there's TS, SRD, and whatever else. That- really makes
for a good case for exempting those files or in fact |
the entifercollection, and this seems to be é common
occurrence, which in my mind, if carried through,
should lead to a large-scale systematic
declassification review effort.

DR. GOLDBERG: A much larger effort than
perhaps some originaliy assumed would be required, and
perhaps an effort that nay require moreAfime'than had
been made available.
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MR. DAVID: In -- in.respect to the sampling
or --

DR. GOLDBERG: No.

MR. DAVID: -- the actual review?

DR. GOLDBERG: With respect torthe review.
The sampling would take time, too, obviously.

MR. DAVID: Sure. -

DR. GOLDBERG: An awfhlrlot of those
collections.

MR. DAVID: iBut I think on the bésisrof a
representative sampling of, let's say, the 40,000 feet
plus in RG-338 at the Washington National Records
Center, and there's all sorts of SRD, TS, probably even
some TSRDs, so on and so forth, that gives the basis
for applying for exemption for that entire record.

DR. GOLDBERG: And eventually for extensions
because they're exempted, and they have to be -
systematically reviewed. It's going to take a lot more
time than bulk declassification.

MR. DAVID: Right.

MS. KLOSS: But then would that not equate to
you recommending an exempt record group by mere fact
that there'srmis—filing or mis-identification as
opposed to the classification and naturé‘of
ciassification required for continued protection?
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MR. DAVID: Well, there's two reasons here.
First of all, it's not accurately describing what's in
the collection. The second issue is, as has been the
case, some documents not even being marked in the first
place. For example, the document being marked SI is
really SI and RD.

So, yes, but the -- but the bottom line
answer is vyes. |

DR. GOLDBERG: Ben?

DR. FRANK: rYeah. I''ve been listening all
day,'and I have participated, but I haven't heard any
-- from anyone here who's actually done
declassification of records.

I've been a Marine Corps historian for 37
years. I've been chief historian for seven years, and
with the chief historian's job came the responsibility
fér declassifying Marine - Corps documents from our-r _
Archives,‘ahd I want to assure you that thererwasn't
one single file that I declassified that I wasn't
concerned about because I didn't know for certain. I
had to depend on my archivists or our archival workers
for pointing out that this stuff by léw, by regulation,
is down-gradéble, declassifiable.

But I've always worried, and i'&e done it now
-- I feel certain when you're dealing with more
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~sensitive records, it's not all that easy, and I

haven't heard anybody say that.

DR. GOLDBERG: I thought it had been said. I
thought I have heard people say it.

DR. FRANK: Well, I'm saying it again.

DR. GOLDBERG: All right. Good.

- Yes?

BG. GEN. ARMSTRONG: When we've -- I think
this time, with the concrete proposal that's come
forward, I think tha£ at this point in time, having
been to three of these sessions, we basically have
talked about the same set of problems the entire time;
that is, on the one hand, the academic historians, and
I think it's fair to say official historians, have
interests in certain kinds of documents.

On the other hand, the people who have to do
the declassification who are not historians have a set
of requifements which (a) they by and large do not have
adequate resources to meet, which caused them to do
their jobs 'in a way that prdbably is going to result in
the -- in the interests of the academic historians not
being addressed or not being addressed to the degree
they would iike.

It seems to me we've heard tﬁaf three times
now. We've heard it in some detail, and at this point
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in time, as an advisory panel, I think it wouid be
responsible to go back to General Page and say, look,
this is what we've heard. The declassifiers are acting
according to the mandate of the Executive Order.
They're acting in most cases without sufficient
resources. -Because of that fact, they are doing their
work in ways that they believe are the best way to get
the best job done. |

However, the academic historians find that
most of these_approaéhes do not in fact result in the
declassification of particular documents that they
think they would most like to see and are most in the
public interest to get reviewed for declassification.

And we ought to make some recommendation,
maybe along the lines of what Bill said, of -- of a way
out of this box because we've now had the bottom and
the top and all four sides of this box described‘fo ﬁs,
and -—'ahd we ought to be able to go back ana say this
is what the box is, and we recommend that maybe more
time -- that DoD go back to ISO0 and ask for more time
now or something else bureaucratic be done to address
the problem.

'Ibdon't think it's responsible to wait three
yvears from now and then address the»prébiem{

DR. GOLDBERG: I have heard the view
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expressed it may be too soon to ask for an extension on
the basis of the limited experience. However, it's
quite clear that that experience is pointing very 7
clearly in that direction.

On the other hand, it might not be too soon

to address the problem of these percentages, these

numbers. ’ ) -

BG. GEN. ARMSTRONé: But the percentages are
the box. = Percentages aré intended;to p?oduce a hundred
percent declassification, aren't they?

DR. GOLDBERG: Right. But we can address-
those without addressing the qgestion of an extension
yet at this point. I think we will come to that
eventually because it's becoming clear that both the
percentages and the terrible date are just not doable.

, PANEL OBSERVER: I would submit-to you from
the Navy's point of view that if this panél would go
and say give them the funding, because you-have the
military out there doing what it has to do within its.
budget. They have therPresident signing bff on the
budget, sailing along smiling. -

In the meantime, my organization, ONI, has
got a group of reservisté together. They are running

out of time. As best they can to do what little we

~think they'll do, and we've accomplished quite a bit of
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the stuff. The CIA spoke. earlier. They got $25
million.

MS. KLOSS: No. That's incorrect. They.are
capped at $257miilioﬁ¥ They did nbt get anything.r |
Now, there is an opportunity to address resources on

the table right now, and you can communicate that to

your resource people.- -

Like it or not, the money is going to come

- from some other program within DoD. The likelihood of

getting a windfall from Congress pulled from some other
federal agency is nof very likely. | -

DR. GOLDBERG: I might mention that the first
recommendation made by this panel was to provide more
resources.

MS. KLOSS: That's right.

DR. GOLDBERG: Precisely that. .

Yés? ‘

MR. HALL: It appears to me ghat,in the
tendency to eér on the side of cautién,-and not ‘
foilowing thfcugh on"security resourées, the
depaftments aren't appropriatiné the mqnéy from
Congfess. -They're nbtimaking the request. The only
Way toiéet the money from Congress is to demand it from
them. They're passing 1égislation to have material
deciassified from thé'FOIA as is the Executive Ordér,
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but they're also cutting your budgét.

If you instruct them that they are tieing
your hands and know they're doing this ;; but if YOu go
to somebody from the—Military PerSonnei Subcommittee-
and tell them of your problems and requirements, you
may be able to get some influence to get some money for
that, and I realize the problems of the Government.

We dQn't,want micro-manégement of the FOIA
problems or the declassification pfoblems, but unless
they're aware of it, they're not going ﬁo give you the
extra money, but if you point it out to tﬁem or find a
way to do it through the Secretary of Defense, you
might be able to get it.

The second proposal was -- point I wanted to
make was -- is that these documentation involve more
than one agency, and I'm speaking ip particulaf of NSA
aﬁa'CIA, wﬁere you have DoD personnelrwhdse unit

records or individual records may be under the

custodial -- in the custody of NSA or CIA, and these

records at this late date be transferred back to the
departments of whiqﬁrthey'originated ﬁr&ﬁ.r

' You have'ﬁeople that fought in Laos who CIA
and;NSA pulled those reéords, and they will not release

them under their speéial‘privileges, but "this has to do

- with personnel that fought in certain areas, and their
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records are still being maintained as exceptions, and
if they would identify this to you, and if they still
won't declassify it, at least they'll bé able to make
mandatory deélaésifiéation review;at a later date, bﬁt
right now, we don't even know where they are, and the
branches of Service don't know where they are.

So, those agencies could be requested to
notify the branches of the éervicé. It might make
future declassification of material easier.

| DR. TRACHTENBERG: I basically agree a

hundred percent with the point that was made before.

Yes, we can call for additional resources, but we could

" also say that within the -- whatever budgetary

constraints that there are going to be, there are
problems that have to be dealt with.

We should outline the problems as théy
deveipp. The -~ the business of the 1975 documents not
being subject to this whole procedure of being
exemptible atfthe time, the necessary distortion
resource allocation that's avalled by that, the great
emphasis placed onr—— on gettlng certaln quantltles
of -- of classified documents declassified during that
five-year period, and sé on, and how this pulls
resoufces away from fhe sorts of materials that are of
greatest interest td‘historiéns; and I also agreei
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getting them declassified is--- 7

DR. GOLDBERG: Speak up.

DR. TRACHTENBERG: And -- and -- and thaﬁ
what we should do is hot call for an extension of
deadlines but refer specifically to what Mr. Garfinkel
said ﬁefore about how the process is working de facto,
how in effect it's negotiated process; and that we ask
that in that process, a much-greatér weight be given to
issues of quality than is natural, given the kind of |
bureaucratic imperatives that have been released by --
by the Executive Order in the ways that we've all been
talking about.

The other point that we should maybe discuss
a bit is given those constraints on resources, are
there any other things that we can suggest of a
constructive positive nature that might be helpful?

Ivthink one thing has to do with this whole
business of the training of the péople who -do
declassification,rthe structure within éhe Pentagbn of
that training process and of the declassification
process, and a numbefﬁqf thoughts came_—;icame -— canme
to mind here. )

One thing is the material that is really old,
40 years old, 50 yearé old, maybe something could be
done on an all-DoD bésis for the:poolihg of equitiés,
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subject. to guidelines written by the different
agencies, but where people can be trained on a DoD-wide
basis as professionals who would be able to deal with
this process much more efficiently.

The key term in a situation dominated by
resoufce constraints is efficient allocation_of ﬁhose
kinds of resources. - _ |

This whole issue of tfaihing is something
that I think deserves a certain amount of attention.
One of the things you want are people wﬁ§ are real
professionals and whd have some sort of understanding
of -- of -- of the broader historical context.

You don't want the déclassifiers to be a
real, you know, just simple machines who kind of apply
a set of guidelines as far as they're concerned,
plucked from the -- from the air,iand --_and ——Aand
lodk at documents without any real undérstanding of --
of what these documents mean, what's historically‘
important, whgt's already known by histérians. |

Inrother words, you want these people to be
professionals, also in the sensé of beinévbfought into
contact with, you know, with their target audience,’
historians. | |

So, let me givé you an example of this

because this came up before with the whole issue of --
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. , 1 of who's to judge whether a war plan should be
2 - declassified.
3 I keep thinking of the Berlin crisis '58 to
4 '62. After yéars and years until the unification of |
5 Germany, we said, oh, we can't release any material
6 abouf contingency planning for dealing with the Berlin
7 crisis because who knows, it may happen again, or all
8 plans will reveal too much about eéisting plans and so
9 on and so on.
10 ] - And, so, for a long time, non;,of thisrstuff
11 was coming out. Thié was the sufficient réason for -
12 preventing it. Then it turns out that we made a point.
. 13 U.S. Government made a point of making sure that the
14 other side knew where our war plans were and the
15 strategies. We permit them to know. We briefed NATO
16 in such a way that different NATO delegations that we
17 .knéw to be penetrated by Soviet intelligeﬁce were_privy
18 to our war plans. This was a conscious, deliberate
19 | polidy. The Qar plans, the essence of fhe war plan --
20 of the contingency plans for the defense 6f Berlin also
21 became kind of clear in Variousvother Wafé fo the press
22 and so on, famous NeWsweek 1961 and so bn.
23 : If the people Who were in charge of
24 declassification had a sense what historians already
25 knew, what I could héve learned through British |
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sources, - for example, which is quite considerable, with

—-- with what could be learned from all these other

sources, their whole attitude towards declassification
would have been very different.

Their sense would not have been, oh, I can't
risk réleasing this"étuff. My career is on the line.
It would be much more tilted in the direction of all

this stuff is already known. It's no big deal.

So, the professionalization of the process

-means getting people much more closely tuned in with

professional historians. So, that's like a whole other
area in which our deliberations can move. Accepting
resource constraints, looking af the process and trying
to figure out how that process can be made more

efficient.

DR. GOLDBERG: Perhaps we could-get stars to
come in here on their sabbaticals. |

DR. TRACHTENBERG: I'll say this,_if anybody
who does decléssification is interested in talking
about these things, all they have to do is‘pick up the
phone. Any historian would be mére than ﬁépby to just
kind of chat about -- about these kinds of things, and
if you feel there's like é need for a meeting, they'd
be more'than happy to do it.-

But there'sr—— I guess what I'm saying ié
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there's too much of a gap between these two worlds.
It's as though we're not in the same business, when in
fact basically it should be the same business, you
know. It's not like hiétorians can't see things
through the eyes of people who do declgssification work
or viceAversa. ’ - |

So, we need institutional structures to pull

these two worlds together.

DR. GOLDBERG: Well, this ié such an enormous
and suchra complex area, that agencies dogft Xnow what
other agencies are deciassifying, and they méintain in
their own records as declassified -- as classified
records that have been declassifiéd years ago.

Now, it's -- part of it is really the sheer
size and scope of this thing, and how can one penetrate
all this and set up a rational scheme that will sérve
the éurppses fhat we would like to see sérvéd, and
that's -- it's a big job, and a difficult one to do.

DR..TRACHTENBERG: We can make éertain |
specific --

DR. GOLDBERG: Yes, things can»bé done.

PANEL OBSERVER: I think the issge of
recommendations is an impoftant one. Fof several
meetings; we have asked thé public historians to give

us, the military services, their recommendations about
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what we should do.
DR. GOLDBERG: About what?
PANEL OBSERVER: What we need to do. Give us
- they said we want policy documents. We said okay,
go ahead and cite the specific extensions you want

done. They've done it. Okay. The ball is in our

court. ) ' ) -

- What do we need now to recoﬁmend to the
Secretary of Defense? I don't think we need an
instruction or guideline telling us how to do the job.
That, we don't need. We don't need a top down first- -
in/first-out, any of that kind of guidance.

What we need is an instruction from the
Secretary of Defense or the Deputy Secretary of Defense
to the military services to get this job done and to
provide some resources to.us to get it done.

L The example, the Gulf War. As Dr. Dudley
knows, as Bill Epley knows, when the time came to do
the Gulf War, millions of dollars were doné this |
calendar year. We prograﬁmed the money to db the Gulf
War. This is an even bigger prqject. -

MR. EPLEY: th without a lot of pain.

PANEL OBSERVER: A lot of pain. A lot of
effort. But if you wantVto‘get the resdurces, the
money has‘to be reprogrammed. Somebody at a very high
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level -- and -- telling the military services,‘get this
done, and get it done byrthis,date, and if the
Secretary of Defense, the Deputy Secretary of Defense
Will instruct the Secretaries of the Army,'Navy and Air
Force to get it done. The resources simply'will be

found.

'DR. GOLDBERG: Suppose they tell you do it.
but don't provide the resources?

PANEL OBSERVER: Well, the Presiqent told us
to do it. That's not - o

MR. EPLEY: But he's right. You need to --
you need to get somebody at the Seqretariat level to
sign a -- sign his name on the line, I think, to direct
the Services to execute the Executive Order, and -- and
to provide the resources out of hide because that's
where they'll come to make it happen.

But I will say another thing. In»éhe Gulf
War decléss, pecause it was a DoD effort coordinated by
the Army, we did éet_up a -- a -- we called it an
inter—agency clearinghouse} clearinghouse, where each
of the Services had other service equities,véhd
sometimes -- in some céées, out of DoD activities.

This clearinghousé, you submit the paper in
there, and the Navy says, well, we've already
declassified that. So, right there; you have the thing
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already declassified, and --

DR. GOLDBERG: Not right there. It takes a
little longer.

A MR. EPLEY;' Well, it takes a little bit
longer, but I mean it's -- it's -- it's more than
sending it over through channels, and it sits in an in
box for two weeks or two months before somebody looks
at it, and, so, you have the clééringhouse that meets
once a month, I think, that goes -- that reyiews all
these equities from at least within DoD, and it
helped -- it has helped expedite the declassification -
process.

So, I think that's a good suggestion for the
Executive Order, and perhaps e?en at the DoD --
correction -- at the -- at the inter-government level,
where you have CIA and NSA involved, to have a central
clearinghouse that would meet and somebody woﬁld say,
represenfing FIA, say we have already cleared that or -
-~ or we haven't cieared that, and we'll Jook -- we'll
have to take a look at it, but at least you've got
their attention. -

I mean on the other'suggestion_ﬁhat Fred just
made, on training, on training, I agree with Fred. You
don't -- you simply can't tell the agencies how to suck
eggs, you know. You can't -- the agency knows how to
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train its people. It does.
Now, whether or not they make the same kinds

of jﬁdgments you're looking for is another question,

“but -- but they have»other considerations to make, too,

and -- and -- and I'm sensitive to -- to what you're

talking about.

‘I think that each of these orgahizations, and
-- and our deputy chief of staffrof personnel in the
Army has that -~ the Executive Order missiopAright now,
not the Center of Military History, where I'm from, but
I think the -- I think a historian ought to be within
each of those organizations to assist in issues just
what you're talking about.

MR. DOOLITTLE: Maybe I'm obtuse here. I
don't understand why, if it's old enough, those
equities can't be delegated to kind of a centralized
authority. Can someohe explain that? '

7 PANEL OBSERVER: Let me give you an examplé
of what happened with the Gulf War declassification,
When the Gulf War issue was put on the Internét,
somebody declassified a CIA document. Okay;_

MR. EPLEY: DoD, I'm very familiar with that.

PANEL OBSERVER: So, all of a sudden, the
accusaﬁions started flowing;‘ The CIA said you
shouldn't have declassifiéd that, and a whole bunch of
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people now are worried about getting their heads
chopped off, and it tookrthe intervention of the DCI to
say, no, no, it's okay, that's what we wanted to haver
done, and a wholé bﬁnch 6f people then bfeéthed a sight
of relief. |
V'And as a declassifier myself, that's what I

worry about. That's why I worry about equities. Am I

going to declassify somebody else's document, and then

find my name being put on the evening news because I
released'something that somebody else had.

PANEL OBSERVER: Let me cite you an exact -
case that happened. I'm sitting in court representing
the National Security Council in a FOIA litigation
case. Plaintiff walks in, says Your Honor, this case
is moot. I have just gotten most of this information
from the Department of State. We lost the case. The
plaintiff has substantially prevailed. It cqét the
Government a $149,000 in penalties, and it cost the
employeerhis job;i He declassified our equifies. He‘
declassified information about the location 6f nuclear
weapons in the Southwést Pacific. rBoom. _Héaé gone.

| DR. TRACHTENBERG: I'm not saying that --

PANEL OBSERVER: That's the problem.r He
didn't know what he was doing. He went beyond what he
was allowed to do.
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DR. TRACHTENBERG: I wouldn't defend that,
and I'm sure there are people even within DoD who are
incompétent and would do things like this.

I'm notrsuggesting that your agency should
allow some other agency to do it. I'm saying should
there be some sort of centralized group where if .
material is old enough and the risk is low-enough, and
you feel comfortable enough that"you can give out clear
guidelines stating what from the standpéintvpf your own
agency shquld noﬁ be,relegéed; then why not takg the
risk if our goal is efficiency?

PANEL OBSERVER: Well, there aren't many
written guidelines in the agencies. Jean Schabbel can
tell you. She works with them all the time. They
cover much of this hearing.

~ DR. TRACHTENBERG: So, if you're willing to
delegate it to the National Archivés, why not delegate
it to an organization within the Defense Department
proper so that we éanvget a much more efficient system
in place for this real old stuff that -- that Garfinkel
says 40 -- you know, stuff that's 40 years pid; nobody
had problems with declaséifying it in a virtually
automatic way. | |

‘Why not-set sométhing like that up?

DR. WEINBERG: Well, this géts to a point
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which makes it in my judgment very unwise to draw in
the Gulf declassification because there byrdefinition
we're dealing with events a few years in the past.
We're dealing with events thch are pafﬁly cﬁfrently
sensitive. We're deéling with matters that inyolve

real or alleged use of weapons of mass destruction, a

whole host of issues. ' -

As I was suggesting eariier, We start with
the easiest} not the hardest, and the suggestion of
Professor Trachtenberg, that is to say, that there be
some centralization or coordination of declassification
in the area which is the chronologically earliest, not
the chronologically latest, is -- is one that it seems
to me is worth thinking about.

When we're talking about the late '40s and
the early '50s, when several of the agencies that now
claim to have eqﬁities didn't even exist, it méy be
possible to have some kind of a coordihation_where
things can be done a little bit more rapidly énd
specifically. |

Now, I do want to make the comment £ﬁat-goes
in another direction, andVI'm afraid not in accord with
what several people both on aﬁd off the panel seém to
fhink, and that concerns- the percentage issue. -

I am not as convinced as a number here in the
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room that the percentage inclusion is necessarily such
a bad thing. Okay? It was obviously deéigned to
provide an incentive or enforcement mechanism built
info the Executive Order to begin with,fand while it
may well have as a by-product for scholars the less
desirable effect of putting a premium on doing lower
level materials in order to meet bulk -- bulk targets, -
I would be very, very leery about-dropping them or

encouraging that they be removed.

I guess i take the old 1line, better;sqmething
than nothing. I would rather frankly have the agencies
declassify huge quantities of records, much of which is
not of that great exciting interest, than to drift away
from doing that.

Furthermore, having worked in lots and lots
and lots of lower-level records myself where the
higher-leVel records either had been destroyed in World
War II or Werg still classified, one cah often get
clues, though it's a little more painful and time-
consuming, to higher-level choices and decisiops by
working through vast bulk of low-level materiéi.

Having spent many months doing just that, I
-- I think occasionally I came up with something. So,

I would be frankly very leery of recommending either an;
ébandonment or substantial attenuation of the
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percentage requirements that they give the Services a
push, and part of that push, I will agree, is not quite
in the direction we might want them to go, but I think
an effective push, which the quantitative requirements,
the percentage‘requirements necessarily involve, has a
lot to be said for it. |

DR. GOLDBERG: Yes?

DR. MAY: I wanted to -- I agree with the
thrust of what Dr. Weinberg is saying, but for a
slightly different reason. I think there are two --
two public interests thaf are involved that are in
conflict with one another.

One is the interest of accountability, which
is the one essentially being stressed in the argument
for releasing material that is through us and partly
throughrjournalists in the larger intgrest of the
public.

But there's another public interest, which is

the cost of this stuff, and there is a real point in

" getting a lot of this declassified because we save

money.
_ So, those are -~ I think it's important to --

that both of those public interests be -- I would make
two other comments. o |
~ One is that your poinﬁ is certainly it's true
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that we're not going to sqgggst here's a manual for how
it ought to be done, but I would reiterate the point I
was making earlier, illustrated by the-CIA program, in
what you really want afe people with the capacity to
make these judgments theméelves.

You don't put this responéibility, whether
it's bulk declassification or systematic, in -- confide
it in people who cannot --—

| DR. GOLDBERG: Absolutély. The agencies know
that. The agencies know -that. -

DR. MAY: Thaf's -- that is crucial.

DR. GOLDBERG: Absolutely.

DR. MAY: And if they've got that, they know
that they can call a historian or call somebody who
knows something, if they have that background, and just

the lést point, is there point in following Mark's

‘suggestion?

Is there a possibility tﬁat —;rthat the --
obviously with the agreement among thé Services, the
Secretary of Defense could simply transfer the
ownership of records 40 years out tdzyou or somebody.

| (Multiple conversations)

DR. MAY: Surely the first Wworld War
referencé, they can't assert equitiés in those matters;
There must be some cut-off poinf at which it could be
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-transferred --

DR. GOLDBERG: The Archives -- I mean when

‘these records are accessioned by the Archives, they

presumablyrhave good guidelines from the departments
which permit them to do ?his., This brings us to this
whole question of some central clearinghousés and
inter-agency agreements and all the rest of it.

The central clearinghouse business can be a

- very difficult thing. Who's going to establish it?

Who's going to bay for it? And—hpw.far do you go? 1Is
it inter-departmental? Is it intra—departmental in DoD
or what?

I still like the idea of inter-agency
agreements, which will permit this, and if they provide
decent guidelines, which they don't do at the present

time, and presumably those guidelines can be improved,

_they provide such guidelines, and it seems to me the

most efficient way of doing it woﬁld be to have inter-
agency agreeménté}

But it's very difficult to get. Agencies
don't like to give authority to others tb declassify
their récords. 'They hang on to them, even though

they'vé been in the possession of another agency or

agencies for decades, still belongvto them.

But that's -- that's something that could be
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pursued. We did make that rgcommendatioh. It didn't |
get very far apparently, but fhe central clearinghouse
thing, I think; is more difficult to accomplish because
it involves people, it involves money, and it involves
the establishment of éom%>larger authority which lesserr
ones might be reluctant to accept. V
DR. TRACHTENBERG: How we're proposing'it

puts the -- makes the respohsibilities clear. It says

- to the people -- you know, the Secretary of Defense,
‘the Deputy Secrétary of Defense; are you serious about

- this? Do it at the 0SD level. Allocate the money for

it yourself if you're going to be setting it up. If
you don't want to do this kind of thing, then get off
everybody's back.

DR. GOLDBERG: He's not on the back anyhow.

" DR. TRACHTENBERG: They don't feel that way.

) I mean -=-

MR. SCHMIDT: If I could add something to
what I hope ié the growing awareness of what is going
on, it's hard even for those of us who are involved in
this to keep current, and I must admit that this -- I
haﬁe'arreal job. -This is not my primary

responsibility, although I spend half of my time, most

of it after hours, on this, and I would ask Cynthia

Kloss and Jean Schabbel to correct anything that I say,
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~but the external referral working group started out in

the intelligence community effort initiated by the
Central Inteliigence Agency -- am I correct so far,
Cynthia?

MS. KLOSS: Correct.

MR. SCHMIDT: It was focﬁsed initially on a
Presidential Library, as you-heard Nancy Smith explain.

It has grown way beyond that because obviously you

can't keep presidential libraries combined between

_intelligence communications, and it has become this

referral mechanism that you keep talking about and
wanting to establish.

It's taken all of our resources and all of
the agencies, except CIA, to provide people to handle
that task. 1In other words, it's already there, but if
you're going to talk about establishing another one,
it's with your money, and I say exqept for'CIA’becauSé
I have a voice mail from another CIA fellow who says I
am handling Séction 3.5 of the order, the ERWG handles
Section 3.4 of the order, and we would love to have
that kind of specialization, but when we do a review,
we automatically do a classificationbreview and so on
with the resources that we have, and I say that tonQue
in cheek because we don't have the fesources. *

I mean this is all étolen from other people,
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. and we have -- as Tony Pastarelli said, well, you know,

you understand it's the State Department, the National
Security Council, the DOE, FBI, CIA and the other IAs
around town, we have equities that we cannot address.
They will never transfer authority to us.

We have been working togéther for years
within the military departments on exactly the kind of

thing that you're recommending. This is not ~- you're

not telling us something we haven't been hearing. We

~ discovered the wheel. .

MR. DAVID: I just want to make clear that --
I've asked this in previous meetings. What we're
talking about here is again what I'l1l call traditional
systematic review.

An agency looks at records it owns, and if it
can be classed -- declassified in their entirety,

without obviously redactions, without coordination,"

- they go ahead and do it. If they can't, a pull card

goes in the file, and anybody who wants to see that
document without the requisite cleérances can go to
FOIA, butrwith the volume of records we're talking
about here, that's -- that's in my opinion the only way
to approach it.

MR. DOOLITTLE: This is practical as well.
The stgff that hasn't béen reﬁiewed, we don't know what
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it is. Bo, you have an accounting file with tons of
boxes of stuff that we don't know what's in the boxes.

MR. DAVID: Well, that gets back to an
earlier point that was made, and that is just take the
Navy record groups at WNRC. There's hundreds of
thousands of feet in thé eight—lo—iz record groups.
Again, I think you can legitimately apply for exemption
of many of the files and in some cases entire
collections on the basis that ﬁhese ére records from
the '50s, in fact have RD, the-l}é,éo indicated. We
samplea some boxes, and there'smsome documents that
clearly also ought to be, so on and so forth, and then
you get on with systematic review.

DR. GOLDBERG: Is this pretty much what
happened?

MR. DOOLITTLE: Yes.v

MR. DAVID: Well, I don'trknow what -~

DR. GOLDBERG: Exempted, already exempted
most of the récords. Presumably othhe basis of some
presumptions that we've been talking about.

MR. SCHMIDT: I would just ask you to use the
~- I think, the most valuabie resourée we have in the
room, and that's Jean SChabbel. The National Archives
has the most continuity in this kiﬁd of area. »

| You do surveys to determine whether there are
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good prospects or bad, ;s that correct?

MS. SCHABBEL: Weil, we do surveys hopefully
to actually declassify records and decide that once we
do the survey, we're going to sit down and do the page-
by—page. Basically, what we're trying to do, based on
what we know about the ;écords, eiﬁher from finding

aids or having reviewed similar records in past, is

that we can pinpoint areas within the records, for

- example, particular file categories, where we know we

are likely to find still sensitivé information.

| | Those areas we'll look at in detail. Other
areas, where in the past we have not found still
sensitive information, we will look at in lesser
detail, unless we find something in there which would
lead us then to look at it more closely.

In other words, we aren'@wexpending the same
amounf of effort on every single page of the records!
We try to tailor our level of examination to what we
expect to find and then look more carefully if we find
somefhing where we don't expect to find it.

DR. GOLDBERG: 1In taking over records from
the departments and accessioning them or evaluating
tﬁem fbr accession, most of them presumably are
discarded, is that qorrect? '

. MS. SCHABBEL: Presumably.
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DR. GOLDBERG: Only a small percentage of the
total are actually accessioned by the Archives?

MS. SCHABBEL: I'd say about three percent of
the records are permanently valuable and 97 percent are
temporary. I think thaﬁ percentage is probably a
little higher for more recent records than it used to

be, but still the vast majority of records are

) temporary valuable.

MR. SCHMIDT: Dr. Goldberg, that's not three

percent of the records presented to them for accession,

isn't that right, Jean? 1It's three percent of all
records presented during the year?

DR. GOLDBERG: Of all records that are what?

MR. SCHMIDT: Three percent or so already is
created during a year, not three percent of what is
offered for accession.

BG. GEN. ARMSTRONG: You could also say that
the list that Wampler put together has much higher
percentage. Almost all of those records are kept.

MS. SCHABBEL: Well, a lot of those records
have already been determined to ber—-

MR. DAVID: In fact, there are a couple of
sections and a couple of records at WNRC that are
unscheduled, that are listed, bﬁﬁ fhere's no question
that they're in fact permaneht records. They just
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haven't been appraised as such.

MR. DOOLITTLE: We don't know if they're
temporary or permanent. That's what we're ~- that's
part of the process for going through because when they
were filed, -the SSIC put into storage all 3800 code
SSIC, and we'd open a box and it éould be anything.

So that part of our problem as we go over the

" records at the center, we believe that with the 12,000

cubic feet over there, 7,000 of them have been

identified by the records center as temporary, but I'm

not even sure of that. We need to look at that to make
sure that they haven't mis-identified temporary records
-- permanent records as temporary records.

MR. DAVID: Well, I was referring to the
various collections in the letter. The overwhelming
majority have been appraised permanent. Those that
haven't been appraised at all are -- when they are
appraised willrbe appraised as permanent.

DR. WAMPLER: I'd like to come back to the
box .General Armstrong was talking about in terms of
this list, and I think I take a different tack from
Professor Weinberg because I'm not quite sure we're
going to -- I mean if you've got a box that's being
framed by the dictates and the iﬁcéntives of the
Execu#ive Order, and the wayrin which your resources
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are allocated, one of the two has got tb give or else
they don't have a lot of room, it seems, to be able to
adapt to anything we recommend.

DR. GOLDBERG: Not necessarily. I mean
things of this sort‘havg happened before, where either
one gave and it just -- things just didn't happen. |

DR. WAMPLER: That's what I'm saying.

" Nothing will happen. That's what I mean. I'm saying

unless --

BG. GEN. ARMSTRONG: That's not true.
Garfinkel said this morning that what has happened now
is a working systematic declassification, so that with
the -- the drought of the Reagan years and the maybe
pie in the sky of the current Executive Order, in fact,
have resulted in a system where a large amount of work
is beingAdone.

However, that -- that amount of work (é)
doesn't meet what you want, and (b) méy not meet other -.
requirements.. It may not all be done in the mandated
time, so forth and so on.

That's the reason you have guys like Tony
Péstarelli who basically says what are you people
worriéd about? 1In five years, you'fe going to have an
amazing amount of work done. .

Tony's a classifier}declassifier. He's not a
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historian, and I understand why he feels that way, but
it's not true to say that there's nothing being done.

What it is true to say is that the particular
things that you want done are not being done in the way
you want them.

MR. DUDLEY: I would like to add to that. I
would like to suggest a linkage because I think if you
want archives items done according to your particular
disciplines, then there must bé a gi&e in the time
frame, okay, the way I see things; and I cannot support
a priofitized list, such as thé one you have put
together, unless our recommendations include a
loosening of the time frame. That's the way I look at
it.

BG. GEN. ARMSTRONG: I think that any --
anybody -- there are a lot -- we've made a lot of --
heard a iot of proposals here. They're good idéas, but
they're postulated on resources becoming available from
somewhere, ei£her each agency gives up some resources
to work for you in a central agency or -- which he is
not likely to do, but bureaucrats just don't behave
that way, or we get more money.

The Gulf War thing has been cited. The Gulf
War thing is a red herring becaﬁsérthere is enormousi——
was enormous political pressﬁre to get that done, and
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it wasn't DCI, it wasn't Mr. Deutch, he wrote the
order, but the -- his impetus to give the order came
from a much higher authority than he.

So, that's not a comfortable circumstance. I
really do think that you need to think about making
some recommendations that accept the fact that yeu're
not likely to get additional resources.

DR. WAMPLER: I think that, thinking pretty
pessimistically and realistically, you're right, which
drives yourtoﬁard the deadlines errthe percentages, and
I'm bringing that up for other people to shoot it down,
to say, okay, you have to find some way to reallocate
the resources you do have to try to find some means to
at least partially try to address our recommendations,
but to give them political cover, which means you've
got to work with Garfinkel's office in some way and
say, look, DoD is trying to implement their
declassificatiqn plans in a way which is responsive to
recommendatiohs from the outside community.

This means that it is likely we will not make
our 15 percent the way ycu define'it, but is this an
equitable trade-off between quantitative criterion and
qualitative criterion, like Mark was talking about, and
do you in some way then, you knew;rmake use of this |
panel to help get that cover, and perhaps other
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agencies will pick up on it to the degree that you get
other panels giving you advice to do things and try to
make the Executive Order work in the way that some
people thought it would work.

MR. HALL: Aren't you looking too soon, és
Dr. Weinberg was saying awhile ago, looking too sooﬁ
for extensions and not --

DR. WAMPLER: These are nqt’extensions.
These are ways of reallocating what you do within the
15 percent. 7

MR. HALL: Well, you have to -- you have to
find the resources you need, and if you don't go
through the 0SD or through the executive office and ask
for them, we'll get somebody through your departments
to go to Congress and get the money, you won't get done
what we need to get done, and if they don't hear from
you through a panel or through DoD that you don't ha§e
the resources to do the job, they won}t hear about it,
but I've mentioned it to more than one congressman, and
they said they haven't heard anything from anybody.
They don't know you peoplie are having a problem about
declaséifying anything.

' Congressman Dornan raised hell about it. I

mentidned it to his staffers, aﬁd they hadn't heard
anything from anybody. So, i suggest you do a bottom
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up complaint.

BG. GEN. ARMSTRONG: I don't think it's the
-- first of all, this is an 0SD paﬁel. I don't think
it's our business to go talk to Congress. I certainly
will not do that. ‘

MR. HALL: DoD says we ﬁeed aircraft. If you
need rescurces to declassify DoD, let's say we need

resources to declassify. It's as simple as that. If

they don't hear from you, they'll think you don't need

it. , , .

BG. GEN. ARMSTRONG: rIt's not quite that
simple.

MR. HALL: That may sound all simplified, but
that is as simple as it is. If they don't hear from
you, they don't know. Excuse me.

MS. KLOSS: Mr. Smith?

MR. SMITH: VYes. DOE's example might seemr
reasonable. They went to the NSC and said that we
believe what is most interesting in:our material is in
the RD section, not in the National Security
Information sector of materials we have, and they
receivéd from the NSC a green light to concentrate
their resources on that information as opposed to what
to them would be the easier to deélassify national 7
security information, so that there is some precedent
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to what Bob was suggesting.

DR. GOLDBERG: But you've got the special RD
law out there which gives us something more to lean on.

MR. SMITH: That's true. But at least they
got the people who didrthat, to acknowledge that, yes,
there can be some discrimination in how you approach |
it.

DR. TRACHTENBERG: As Garfinkel in fact told"
us this morning. _

,DR; GOLDBERG: All right. We've had a lot of
talk. I'd like to hear some nominations for specific
recommendations to the Secretary of Defense. We talked
about a lot of things here.

What is it? You've already said resources
before. They know themselves what the score is. Do we
now say»please ask Congress for aniappropriation? Is
that the sort of thing we ask the Secretary of Defense
to do? 7

DR..WEINBERG: Well, I wéuld think that what
we could say is phrase this in a somewhat different
plan, and that is to say that by this time, on the
basis of what we have been hearing, we are more
conVinced than before that the Secretary of Defense
must make clear to the componeﬁté of the department the
high priority that he attaches to this in terms of
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their internal allocations of resources to it, and the
reason I phrase it that way rather than suggest that he
go to the Congress is that the most recent experience
with the Congress in this regard is in the opposite
direction.- A |

"So, the likelihood of éoing to Congress is
that you end up with less resources, not more. So, --
but it does not seem to me inappropriate for us to say
on the basis of what we have been hearing and learning,
this originai notion seems even more urgent to us than
it did before, and that it is important for the
Secretary's office to make this clear to the components
of the department.

DR. GOLDBERG: That's a possibility.

BG. GEN. ARMSTRONG: Can't you state the fact
that it is an unfunded mandate, and it's a mandate
which the Services -- the responsible agéhciésvarer
seeking to implement by divertihg resources from other
areas, and thén why all these efforts all appear in

good faith and so forth and so on, we -- they still do

leave several residual concerns.

First of all, Wampler's list. That's the

concrete concern. Now, it may be a concrete concern to

"the guys, I don't know, but that}s what we ask for,Aand

that's what we got.
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DR. GOLDBERG: There's more people than just

two guys.
BG. GEN. ARMSTRONG: Yeah. But the point is

that every -- everybody here understands there's a

resource problem. }

DR. GOLDBERG: The Ser&ices understand it.
better than anybody else.

BG. GEN. ARMSTRONG: Sure, sure. And the
resource problem could get fixed or it may not get
fixed. |

MR. DUDLEY: 1I'd like to add -- I think the
word linkage comes up again =-- that resources where
they should come forward might assist in completion of
this in the time limit assigned, and it might enable us
to hit some of the prioritized items on the list, but
if the'resources don't come forward, then time has to
give. There must be an extension of time down the
road. You can argue about how ﬁuch time is necessary}r
but it seems £o me you're coming to a stalemate in what
is attainable in a practical sense if you don't put
that in there.

BG. GEN. ARMSTRONG: And speaking from a DoD
bureaucrat's point of view, I have some concern that we
go to the Secretary and say, reééurcé allocation is not

adequate, the Secretary or his 37th-ranked minion turns
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around and says, all right, historian, I want one of
your people or whatever, you know. That -- in a
situation where you don't get additional funding or
something, something has to givé, and recent experience
within the‘DbD histor%cal community indicates that one
of the places they look for resoﬁrces are the
historians. CMH is facing that right now.

DR. GOLDBERG: They look elsewhere, too. The
current experience in the Arﬁy pow,,for instance, is
it's allocating people. Theyfre not getting money, but
they are getting pedple, which is the-same thing,
really, and they're taking them from different parts of

the Army.

BG. GEN. ARMSTRONG: They're also at the same
time going after CMH to the tune of about 30 percent of
their folk for something else.

DR. GOLDBERG: Well, then --

BG. GEN. ARMSTRONG: All i'm saying is that I
-=- I'm part of the target. I have resources. Dudley
has resources. Epléy has resources, and if you say to

DoD additional resources are needed for this, it's

 quite possible that some of those resources will come

out of my hide, speaking as a low-bellied bureaucrat.

DR. GOLDBERG: How do you feel about taking
things out of his hide?
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BG. GEN. ARMSTRONG: Fortunately, they can't.

DR. GOLDBERG: Well, observing things being
taken out of his hide.

BG. GEN. ARMSTRONG: Ask Bill Holley, he
already did that. '

- DR. TRACHTENBERG: Wercould stéte there's a
resource problem, and point out and reiterate that
there's a resource problém. I think you have to be a
little realistic here and say, bﬁt given this resource
problem, we have an allocation problem. These -- these
- if is quite clear that the -- that given the fact
that resources are not adequate to meet the -- all of
the goals set by the Executive Order, what's going on
here is that resources are being allocated in such a
way to contravene the spirit of the Executive Order,

and that this is a fundamental concern of ours, that we

take note of the important information we got this

‘morning from Garfinkel about how the process is working

in practice.

Our concern is that in these negotiations,

setting up what amounts to be the real declassification

system, adequate weight is given to the priorities

“about quality, not -- as -- as translated into weight

-- kind of a precise agenda kihdrof'by the Wampler and

‘David letter, which I -- I have to say that -- that it
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should be understood that that letter‘does reflect, I
think, what has to be viewed as a consensus of the
academic historians working within.

They have hit all the really important stuff,
and, so, == so, -- sohijust kind of, you know, raise
those concerns because I don't tﬁink it's -- it's éll
that likely that they're going to open up to Congress,
and we have to give him pfactical advice about specific

things that they can say within what are going to be

- realistic ranges.

DR. GOLDBERG: I am still looking for
specific recommendations to make. We did very well
last time, at least in the number we submitted.

MS. KLOSS: Remember quality over quantity
should be our buzz words.

DR. GOLDBERG: All right. Anything else we
want to say? |

DR. TRACHTENBERG: Can we say something to -
the effect thét attention should be given to the -- the
streamlining of the system and to the training of
declassification people on an all-DoD basis, and ~--

DR. GOLDBERG: What do you mean by an all-DoD
basis? |

DR. TRACHTENBERG: Méahing'the pooling of
equitieé for very old material, historical material
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that's 60 years old, 70 years old. I don't -- I don't
care. Whatever people feel they're comfortable with,
just to see Whether it's possible to break away from
what strikes me as an outsider is rather an
inappropriate use on the part of agencies that have
resulted in an unnecessarily inefficient system |
because, as I say, the argument to be made is that in a
-- in a structure characterized by very sharp resource

constraints, one has to give a great deal of attention

to how the syétem itself can be made more efficient,

and just -- just review some of the descriptions of how
-- how the multi-equity system works, and -- and the =--
the inefficiencies that that entails and just raise the
issue, could it =-- could these equities be called for
material that's like 50-60 years 0ld? Consideration
should be given.

DR. GOLDBERG: Yeah. There is a basic
problem here. You don't have a centrélized
organization éf control for this sq?t of thing within
DoD. C-3I has a policy responsibility, pfesumably can
out put a directive which is generél in tone, and it
can suggest a lot of things.

Now, is it possible to get all of these
Services and agencies together ﬁo-work on this, to
streamline the system, set ué some kind of a central
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apparatus? It!s an extremely difficult thing to do.

It hasn't worked in a lot of other areas
where it's been attempted.

DR. WEINBERG: Well, let me make a suggestion
on that particular point then, and that is to suggest: |
that the agencies themselves may find it in the
interest of the efficient utilization of their own
resources for certain periods to combine some of the
declassification teams in areas where the equities are
mixed. A

After all, under the present system, each
agency's people are using a great deal of time trying
to find out which one to consult whom on and doing it
and collecting it and collating and checking whether
they've gotten the Xs and Os, so on and so forth.

It's not just simply the outsider who has
some interest in having this done, and if some bf the
agéncies are prepared to experiment Qith this, and if
they can, get everybody to agree. That's not a
problem.  They can at least get some increased
efficiency of the operation, and then for those that
insist on still being consulted, then they just have a

little less correspondence than théy used to have, that

‘they have under the present system, and make clear in

our recommendation that we're suggesting this, not for
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things as recent as the Gulf project, which I think is
inappropriate, as I said before, but, rather, at the
other end chronologically of the whole period.

That is to say that there be pooling of
resources for the late L40s and 1950s. It is a
recommendation, in other words, nof simply to the

Secretary of Defense but through the Secretary to the

'operating portions of the department that they consider

doing this. They're the ones ﬁhoiare going to save
time, trouble,ﬁenergyeand money by doing it this way.

DR. GOLDBERG: Somebody has to take hold of
that and push it and see that it gets done, and the
question is, where is that going to be done? 1Is 0SD
going to do it? One of the Services step forward in
Dod, Army or Navy or whoever, you act as executive
agentrin doing this. That's a possibility.

On the other hand, historically, the Services
afe‘usually reluctant to commit éeople.and resources to -
joint efforts.of this kind, despite all the jointness
that we hear about, because they would much rather do
their own internal business and take cafe of that.
That takes priority. Service, your own organization,
your own agency, takes priorityrovef almost everything
else here in the military servicee, and to a certain
extent in the agencies. |
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DR. WAMPLER: Joint Operatioﬁs is a new
mantra now. They were leaning toward joint operations,
I thought. That's --

BG. GEN. ARMSTRONG: The law specifically
tells the Services to do that. If you look at Title
10, that's what they're mandated to do. Approve, |
train, equip, blah-blah, .and that's the administration
which is what we're talking about, is definitely their
function. |

.The'fact of the matter is if you want to
create a body like that, you have to have somebody like
a deputy secretary of Defense turn and say do it, and
he then has to appoint a doer, and the doer has to be
either an executive agent or out over the circuit,
whoever. Just -- cooperation sounds great, but I'm
sitting here looking at the Service guys, and I don't
believe any one of you will stand up and say‘thét it's
a realistic expectation. Prove‘me,wfong.

DR.'GOLDBERG: As I sit here and listen to
these suggestions, retirement becomes more attractive.

(Laughter) |

DR. GOLDBERG: All right. I'm still looking
for a constructive suggestion.

MR. DUDLEY: I‘*11l maké‘arccnstructive
suggestion because I haven'trheard anyone make it. I
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would like to see wording in a recommendation that
requests an extension of the deadline to the year 2005,
and it should be in the form of an amendment to the
Executive Order, in order to enable the Services to use
the resources that theylyave to focus on both quality
and quantity.

This was the phrase used earlier. I just
heard it used again. I submit it is impractical to use

this as a goal, unless we have more time and/or more

- resources.

DR. GOLDBERG: All right. 1I'd like to hear
reaction to that suggestion. Where did that come from?

MR. HALL: I'm going to echo what I said
before, is that -- I'm building on what you said. You
said they're looking too soon for extensions and not

quick enough for solutions. There's enough brain power

~ here that I think that they'd be coming up with more

ideas and approaches instead of how to‘postpone it.

The'Executive Order, its intent was to get
rid of the bulk of the declassification acfivities, and
you're still procrastinating, wantiﬁg to do it the same
old way.

‘ MR. DUDLEY: That's not true.

MR. HALL: Well, I mayibé a little severe in

saying that, but I'm not far from the truth.
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MR. DUDLEY: You are far from the truth.

MR. HALL: Well, you have a concern with
classified material. I recognize that. But the
release of the material is as important as most of it
that is still classified. A lot qf it doesn't neea to
be classified. It just stands as such, and that youv
have to find a way. There's enough brain power. You
people ought to be able toAcome up with something.

I'm not trying to dismiss it that easily.

You need the résources; You need the manpower. You
need the money. I understand that. You ought to be
looking for a way to do it instead of more time. You
still have a couple of years. Don't look for an
extension now. Find a way to do it more efficiently.
I know that sounds sarcastic, but it isn't meant to be
that way. This is just the way I see it.

DR. GOLDBERG: Gerhard, you had-éomé thoughts
oﬁ this, didn't you?

DR. WEINBERG: Well, my concern is that while
I think that more time is going to be needed, I don't
see this as a very good point in time to make that.

It seems to me that we ought to make that
point‘at a time when one cén demonstrate substantially
more progress than has been demohétrated up to now, and
when one can show, if you will, a kind of a -- a
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progression and an effort to do the things and to
comply with the Executive Order, and to show that at
this pace, which, after a slow start, seems now to be
adequate, then under those circumstances, at that
point, the judgment is‘made an additional three yéars,
four years, five years. |

I'm not wedded to a number of years, and I
don't quite see how we can tell them now what that
number should be, but until one can point to not just
an initiafioﬁ and a good faith beginning, that a
substéntial effort and substantial progress, which
however substantial, is clearly not going to meet the
final target, okay, then we can say, it seems to me,
this is going in the right direction. A good faith
effort is underway after a slow start. It will lead
into this, that and the other productivity, whatever we

can say. At this rate, it is reasonable to assume that

the progress -- that the project can be completed in

the year, and'at that point, we'll:say 2003 or 2004.
We'll say it when the time comes, when we can in fact
point to it.

To suggest now when the thing is really just

getting underway, and when there are still major

"differences as to how it is torgb and where it's going,

to_say, well, we can now tell there's not enough time,
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there's not enough money, there should be another five
years, that to me is -- is -- is, Number 1, not likely
to accomplish its purpose because it's much too soon
and therefore sounds defeatist, and -- and, Number 2,
is not founded on a suﬁficiently close analysis of
experience, with a running operation, its experience
within initiation of an operation, but when we can say
this is the way it's goinq, it looks like this, at this
particular rate, and with thesé problems and resources,
it cénnot be accomplished by the year 2000, but we
think it's reasonable that it can be accomplished in
the year whatever we think at that point.

Then at that point, I think I'd certainly be
prepared to support the extension notion because I
think we're going to have to have it.

DR. GOLDBERG: I would like to have the sense
of the panel on this particular issue. Do you want £o
speak to this?

DR.'WAMPLER: Yes. Okay. We've heard a lot
from the Services. We haven't heard from 0SD, which is
where the bulk of these materials are located.

The sense that I got, which makes me sort of
concerned about the appreoach you take, is that undér
current funding they will spendrfhe next four years
looking at the non-exempt material only. They won't
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even look at anything that's exempt until after the .
year 2000, and who knows when after that. They just
don't have the resources and the manpower to do it,
which means there is no leeway at all in there for them
to even look at one thipg we recommend that falls
within their exempt materials between now and the year
2000. So, there will be -no progress.

DR. GOLDBERG: You're speaking of 0SD?

DR. WAMPLER: OSD, yés(

DR.rGOLDBERG: I don't think that's correct.

DR. WAMPLER: I mean that's what I was told.

DR. GOLDBERG: By whom?

DR. WAMPLER: Do you really want names?

DR. GOLDBERG: Yes.

DR. WAMPLER: I'm not trying to cast
aspe;sibps. I'm just trying to say this is what I was
told. Someone in the office there. Okay;r |

DR. GOLDBERG: But, you know, in fact, they -
have had the éystematic review program underway for
years. They are well into the '60s. They have
declassified most of the records of that whole peridd
into the mid-'60s, and they're'continuing that same
apprdach. | 7 ,
| DR. WAMPLER: Well, whaf I was told was that
they were going to spend all of their resources looking
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at the non-exempt materialrto make sure nothing
filtered in there that should have been kept out.

DR. GOLDBERG: That's -- that's the cautious
conservativism that I was speaking --

DR. WAMPLER:_ Yes.

DR. GOLDBERG: -- of before.

MR. DAVID: You're talking about an issue

that has been raised in previous editions, and it's

also raised in this letter, that is, which one or which

~ones of these statutes and the various record groups of

WNRC have systematically reviewed or reviewed for
declassification, and some other procedure in the most
recent decade, and if there have been suggestions made
previously, and it's made again in this particular
letter, that those accessions be sent over to --

DR. GOLDBERG: Archives has most of this
material through the '50s and intg the early"6bs.

MR. DAVID: For example, ail the docﬁments
from 1954, thé Secretary of Defense correspondence and

subject files are all out at WNRC. Virtually all the

'assistant secretary of Defense is there and their files

ébout '52 or '53.
DR. GOLDBERG: That doesn't mean that they've
not been reviewed and declassifiéd. |
MR. DAVID: Well, what I'm saying is if they
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have been reviewed under systematic review or any other
review, and they're still at WNRC, what has been
suggested previously and is suggested again is that
those accessions be moved to College Park.

DR. GOLDBERG: Well, is that because O0SD has
not done it or becausékArchives is not prepared to
accession them yet?

MR. DAVID: Well, I -- I assume before
Archives II was built, the Archives didn't have the
room, but‘théy certainly have tﬂe room now, and even if
they;ve been reviewed for declassification, of course,
they're inaccessible. Declassified materials have not
been pulled, so on and so forth.

DR. WAMPLER: And the question was raised
again by someone in the office about whether they had
to go back and rereview it under the new guidelines.
Rerevie@ the material they reviewed under the old
guidelines - "

DR.'GOLDBERG: A very spécial problem there,
which I hope to deal with some time soon.

| Did you want to say something?

MS. SCHABBEL: Just let mé comment on that.
-The"Archives did put off the accesSioning of a lot of
records while they were in thevpfécesS of building |
Archives II. |
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Everything that was scheduled to be
accessioned in the Archives through 1995 has now been
moved in to Archives II, with the exceptioh of some Air
Force records, which the Air Force and I agreed would
be better left in centers so-they could deal with
declassification. -

Anything that is scheduled that is still in
the center was scheduled for accessioning at dates
later than 1995. If, for some reason, to accelerate
the accessioning of those recogas, that has to be a
matter of agreement between the agency concerned and
the Archives.

Some agencies have approached us about early
transfer of records once they have been reviewed for
declassification, but that's not something the Archives
is going to initiate. It has to be a éuggestion that
comes from the agencies. | |

DR. GOLDBERG: I am still interested in
gettihg the sénse of this panelion this particular
recommendation that has been‘made. I'd like to know if
the panel supports the recommepdéfion to extend the
deadline for declassification to the year 2005. If
necessary, I'll poll you.

MR. HEIMDAHL: My only concern -- I agree
with Bill that I think theAyear 2000 was a non-
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.~ realistic date to set to begin with.

My only'feeling,’though,iif we do it so soon,
and Professor Weinberg has alludéd to this, I think
some parts of the Defense:Department simply will fail
to steprup to what's being required of them. Some of
them are not doing it already. 7 |

So, if we give them a five-year extension,
not that we're giving ié,rbut we recommend it, I think
some will,just take that as further excuse to délay.

DR. GOLDBERG: I think the real question is

should we make this kind of recommendation now or

later?

MR. HEIMDAHLQ Wait.

DR. GOLDBERG: Now, this is what I'd like to
get some -~ some sense from you.

DR. TRACHTENBERG: Wait.
DR. GOLDBERG: Wait.
DR. MAY: That is my view, too.
DR. GOLDBERG: Wait. Dave?
| BG. GEN. ARMSTRONG: First of all, before I

give you an answer on that, I'd lTike to say something.

The fact the -- the fupdamental thing we're

trying to address here is a conflict between the lack

of resources or limited resources and desires for

specific information.
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If we don't take this suggestion,:youfstill
haven't addressed that conflict, and I -- I frankly —;
Professor Weinberg, I think, is Quite correct in his
analYéis'of Qhen we oughtttormake a recoﬁmendétion
concerning extending the time period. So, I agree
with these gentlemen. - |

However, you then get yourself back to the
fact that Wamplér has givéh you a list of things that
he wants done, and the peoﬁle who have to do it-have
séid; hey, given the structure %f the Executive Order
and resourceé we have, we can't do:that. We're not
going to do that, and you then have to go back and
address what Wampler hés laid out in front of us.

DR. WAMPLER: But is it useful to take this
to the process where we make the recommendation, and it

elicits a more detailed response on the other side as

~ to why we can}t do it, which thenvgivesryou more --

BG. GEN. ARMSTRONG: Just carry that
recommendation forward and say this is what we've
received, and we would like an inAwriting response from

the various agencies as to what their assessment of

-that really-is}

DR. WAMPLER: How do you do it, and if you
can't, youﬂkhow,}you explain why, and you get on the
record then, okay, here, we have the details. Here's
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_ the crunch. Here's why it can't be done.

BG. GEN. ARMSTRONG: Bill's -- Bill's
proposal about time, I think everybody agrées, it's
probably'goiﬁg to be the Way yoﬁ have to‘go. | |

| DR. GOLDBERG: It{srgoing to happen
regardlessrat some point or other, perhaps not until
the year 2000. Everybody's going to say, well, we're
fairly close, we're‘getéiﬁg close, and we hope to
finish, but we need more time. |

BG. GEN. ARMSTRONG: %éuld it,pe fair to --
to say to thé -- to say to Mr. Paige, you're not saying
this to the Secretary, you say it to Mr. Paige, that
all of our discussion has basically illuminated the
fact that given current resources, we expect that at
the closure of this five-year process, we will be
coming back to the Secretary and asking for an
exfension of time or, if we -- if that is not going to
happen, then we need more resources now to get --
you'vé made tﬁe resource pitCh énce, but I think you
basically could get away with going back and saying,
all right, béés, we told you opcé.there are not enough

resources, now let us tell you what we think is going

to happen at the end of this five-year period, if we

don't get more résources. You're either going to have
to go back and say I haven't done the job, and I need
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DR. GOLDBERG: Of course, that was implicit

in the original statement and request for resources.

DR. MAY: Really, it's not just those two.

That is, you could either vary the time
vary the -- the percentages and-say no,

going to release the kinds of.- documents

or you could
you're not

that are there,

but your goal is to try to achieve the quantitative

targets, and I think you can say certainly very clearly

that within the resources visibly available, the two

targets of this, which are percentage -- in.terms of

percentage of documents that are declassified and in

terms of supplying material illustrated

here which is

required for plugging in accountabilities for the

Defense Department, you're not going to

get those.

So, one of those three.. You either have to

have more resources or you have to give
percentage target, which is a way of --
get it in thaf time, or you're éoing to
qualitative -- |

DR. WAMPLER: Well, ‘;hé’ré was

which was to say based on an assessment

on the
you might not

give them a

the fourth one,

of the file

descriptors, plué the risks that there's material’

hidden in seemingly innocuous files, you seek and

receive a file exemption:for everything, and then you
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develop a systematic review schedule, either fér,the_
percentages or the year 2000.

BG. GEN. ARMSTRONG: Basically éaying we're
not going to‘do what the Executive Order reqﬁires,
which i don't think people pere'want to say.

"DR. GOLDBERG: I ~-- I-sense from gathering
the sense of:the panel that we should not make this
specific recommendation bﬁt make it perhaps in some way
in which that thought willrbe implicit and may be
inferred. |

PANEL OBSERVER: I mean I like the idea of
saying these are our recommended priorities. What do
you need to do this? Or in essence, you're trying to
establish a different set of requirements that you want
to co-exist with the Executive Order requirements, and
then that underscores the way in which what you need

isn't there.

BG. GEN. ARMSTRONG: Has Mr. Paige ever come
back énd»giveﬁ a response to the recommendation for
increased resources?

MS. KLOSS: Yes, and_ﬁﬁé response far and way

-- if this goes all the way forward to Dr. Wright, so

please understand it doesn't stop at C-~3I, and the

response waerr.iPaige applied resources to developing
some extensive issue papers to get into the PRG. -

EXECUTIVE COURT REPORTERS, INC.
(301) 565-0064




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

) 163
DR. GOLDBERG: Explain the PRG. |
MS. KLOSS: The Program Review.
BG. GEN. ARMSTRONG: Oh, it's gdtten into the
budgét proceés? - |
| MS. KLOSS: Absolptelyiin the budget process.

" BG. GEN. ARMSTRONG: TFive years from now, we

may see it. - ] a

MR. SCHMIDT: 2005.

- DR. GOLDBERG: Realistic estimate of the
possibilities in the budget process.

MS. KLOSS: Well, based on my phone calls
from offices that have competing interests, it doesn't
look good, and they're very articulate on their needs
for funding for their priority projects. It's a tough
one to swallow. You're not getting a new plane out of
this. You're getting documents; and it is very
difficult to generate a lot of sﬁpport. It's in the
system. It is forwardedrto the PRG from Mr. Paige.

MR. EPLEY: For all the Services or just for
the 08D?

MS. KLOSS: boD—wide.ﬁA

MR. EPLEY: DoD—wide., Okay.

DR. TRACHTENBERG: Do I take it that the

Wampler/David list is going to bé somehow appended to

this --
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DR. GOLDBERG: ©Oh, I see no reason why itA
shouldn't be. Certainly.’ 7

DR. TRACHTENBERG: Then the question is, how
areAwe'goinQ to introduce it in the repért. | 7

7 DR. GOLDBERG: Yeah, and I would assume we
would introduce it in the report, yes.

DR. TRACHTENBERG: - By saying that this is a
concrete representation 6f what we have in mind by --

DR. GOLDBERG: Yes.

DR. TRACHTENBERG: —Af high-quality material,
that it wili effectively serve as a yardstick for
judging --

DR. GOLDBERé: That's -- that's the way I
view it, yes. So, it's a much larger pilot project
than the one we originally proposed.

DR. TRACHTENBERG: And there was kind of a
ldose end that was hanging fr§m discussion before which
threw me back to square zero, I have to say, because it
suggested tha£ this is just a purely teéhnical problem,
getting access to these matériais. '

Yoursaid thét 0SD matéfials have been
reviewed through the early 1960s?

DR. GOLDBERG: Most of the 0SD records.

fDR. TRACHTENBERG: And all the stuff that

we're interested in?
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DR. GOLDBERG: Similarly in the"Archives.

DR. TRACHTENBERG: They've already been
processed. They haven't been sent to the new Archives?

DR. GOLDBERG: Most of them have béen
proceésed. I don't know whether they're still at
Suitland or not. Jim David says they're still there.
Are they still at Suitland, the 0SD records?

DR. TRACﬂTENBEéG: The only reason that they
haven't been sent to College -- to College Park is that
the Archives doesn't want to éék for th?m, and the 0SD
doesn't wanf to call up the Archives and say let's --
why don't you take them? 1Is it as simple as that? I
mean am I -- is this Qhat's going on?

MS. SCHABBEL: The appraisal and scheduling
process establishes dates when records should be
transferred to the Archive;. It.does not really
address the issue of whether we Ean make thoseriecordé
immediately available orrnot.” The records are -- the
schedules are.based on categories of information.

For example, the records of the Office of the
Secretary of Defense will be tféﬁsferred to the
Archives when they reach a qeftain age, whether they
then are revieWed for declassification or not because
that's the Way~the schedule sets it up.

We don't know whether these reéords have been
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reviewed for declassification systematicaily»Within the
agencies, unless somebody tells us. You're --"Dr.
Goldberg says they have been reviewed. That does not
neCessarilf mean even if they come to the AfchiVes,

that we can make them immediately available because

there is other =-- typically when records have been
reviewed by an agency, first-of all, -- and I'm not
saying this is true for 0SD -- 0SD or not because I

don't know, but typically they've only been réviewed
for their own agency equity,Athch means the Archives
has to go back through and review for any. other agency
equity that we can declassify using guidelines, and
then withdraw everything that can't be released.

So, it is still ordinarily going to be some
considerable amount of time even after we bring them
into the Archives, given all of the 6ther records we
Have to review, before we can ﬁake the recordé |
available. |

So,'to us, it ddesn)t make sense to go out
looking for records that cén't'be made immediately
available anyway and>bringiqg>fhem in early.

DR. TRACHTENBERG; But to get that process
started, to gét this'stuffAin the que, because this is
the most,impoffant material you're going to get -- I
mean this is really a gold mine of matefial. To get
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that started, the-work -- 0SD's work has alréady been
done. Why can't -- I mean who's —- who's making the
decision to kind of have the stuff sentrover so that we

can get this process in motion? Because it's crazy if

‘all this work has been done for it to just be hanging

like thié.

MS. SCHABBEL: Well, like I say, we don't --
we ordinarily don't know what's being done out in the
agencies. Theragency doesn't tell us, hey, these

records have been reviewed. They can be made available

to researchers with a minimal amount of effort on your

part. We don't know that.

DR. TRACHTENBERG: So, it's the 0SD --

MS. SCHABBEL: We have -- we have -- well, we
started out with over 450 million pages in our own
possession already that we had-to deal with. We didn't
ﬁeed to‘go out looking for moré, and assuming, you
know, not knowing what records they reviewed and what
théy haven't, as I said before, our brénchvdoesn't deal
well at all with policy level records. So, again, I'm
not goihg to go out éasing regérds that we can't
declassify them ourselves,_and then try and get the
agencies to cbme in and do the work because I certainly
don't havevthe time to xerox it and send it all back to

then.
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MR. HEIMDAHL: I really think'itlé too soon
for us as a committee to Start mucking in to specific
agency records disposition schedules. We may want to

look at that down the line. 1I'd like to just submit, I

- think this particular list is a very exhaustive and, I

think, well thought-out list. I personally have some
druthers about the Air Force section, but I haven't
gotten any specific input from our declassifiers asrto
Whéther they ‘looked at éome Qf the series or not.

I think this should go into our report with a
recommendation that the Services look at this and give
us feedback, hopefully by our next meeting in November,
indicating what they've done with some of these series
and what they intend to do with some of these series,
and we can even say that we would recommend that the
agencies, if they have actually examined theseiseries
and made determinations, that‘they look at the recofds
disposition aspect of the series, but I really think we
- we get too'buried in -- in -- in the -- as someone
said eariiér, we -- we get buried in the forest, and we
can't see the foresf for the ifees, if we start to say,
ﬁell, whét about the 0SD records disposition schedule
or what abouﬁ the Navy records disposition schedule.

-I,fhink it's too soon to reaily consider some
of those issues. |
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DR. GOLDBERG: And that turned afound, it's
not finding the tree in the forest.

Jim David?

MR. DAVID: Well, first of all; some of the
accessions listed in 340 and 341 in my April 15th
submission have been deleted from this.

MR. HEIMDAHL: -Right, right, and I've looked
at that. o

| MR. DAVID: Your colleagues have feviewed

them, and many of them have been transferred to College

Park. -

‘

Just a real quick question on what RD-330
records and WNRC ﬁave been reviewed. Would that be Mr.
Neeley, who has the information on that?

DR. GOLDBERG: Neeley and Brian Kinney.

‘MR. DAVID: Okay. .

DR. GOLDBERG: Kinﬁey, specificaliy.

MR. DAVID: And the last -- Mr. Kinney.

DR. GOLDBERG: - We can ask for that

information.

MR. DAVID: Some séft of listing. And the
last thing I'd like to throw out is since we're talking
about possible modificatibns of the EO, I would just
ask simplyvdispensing with the automatic
declassification requirement and makiﬁg mandatory
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systematic review top down.
BG. GEN. ARMSTRONG: I don't think you'll --

I don't -- personally, I doh't think that would work.

"I think that the one hammer the thing has in it is at

the end_bf 25 years, unless you say put an X on this
file-group or whatever; it{s»declassified. That's
what's driving the Services.

MR. DAVID: But —- but, again, none of the
questions or records listed in this 1etter‘are ever
going té be subject to auf%ﬁatic declassification. If
they're‘not exempted now, that appiication will go in.

BG. GEN. ARMSTRONG: Yeah. But remember,
this is a specifié set of concerns, and I recognize
that it's probably for scholars the most important
group of records. But as Professor Weinberg has said
several times, there's an enormous amount of other
stuff that's being looked at and declassified as a
result of that hammer, and I-got to‘fell you, the --

MR. DAVID: I'm not saying that -- that

' they're not valuable, but they're not nearly as

Valuablé as these particulaf'récords.

BG. GEN. ARMSTR&NG: Well, what I would like
to see is a system that éddresses both concérns, that
doesn{t'do'away with automatic declassification, but
gets at some of the more difficult td:declassify
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materials.

MR. DAVID: "Well, the latter asks for

systematic and automatic at the same time, which you

realize is like, you know, asking for, you know, a

gfeat big Christmas tree full of stuff. It ain't going
to happen, but still you've to find some way to have
both these going if you're going to have both of them

mandated.

MR. DOOLITTLE: Mandatory systematic review

‘was already in the Navy guidelines prior to the

Executive Order. It just waén't being. done.

(Multiple conversations)

MS. SCHABBEL: The Executive Order for the
Archives to do it.

MR. DAVID: Under the Reagan Order, and it
had all agencies under the,CarterVOrder.

MS. SCHABBEL: And it still wasn 't getting
done. |

DR.‘WAMPLER:: Woﬁld you consider it getting
down and mucking too much with disposition schedules to
make a recommendation thgt'ééch component make timely
notifiéation that they've done their bit?

MR. HEIMDAHL: I don't see any problem with
that.

DR. WAMPLER: I mean as yoﬁ say, it doesn't
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hurt.

MR. HEIMDAHL: Agency -- agency SChedules

obviously vary considerably. -

 DR. GOLDBERG: We've already asked that. We
had that recommendation last time, to speed up these
disposition schedules. 7 |

DR. WAMPLER: -I'm curious. When you get
them, we don't‘do-aﬁything until you've finished your
coordination in termé of making them avaiiable? .I mean
you say you get them in, éut there's material in there
which ﬁhe Navy didn't declaséify because there were
other agency equities involved, and then you have to
coordinate those‘or else you have to act on your own
guidelines.

MS. SCHABBEL: We act on our own guidelines.

DR. WAMPLER: Can't you make what you can
make available with full éafts and then put fhe stuff
in as you review it? ) ’

MS.'SCHABBEL; That's what wevdo, but there's
no -- we're trying to do this very efficiently. We
don't want to look at thgéérrecords two or'threeror
four times. So, we want to go through, look at -- the
agencies that say they éan't; declassify it ourselves,
if the guidelines allow us to do so and put full carts
in as we are going:through and doind that process.
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DR. GOLDBERG: Let me summon you to
recapitulation of a possible recommendation. ' First, it

is recommended that we ask the Secretary to make clear

" to the components the high priority that he'attaches,

énd that they should -- to this program, to
declassification, and hiskfequest fhat they allocate
resources for this unfunded mandate.

Is there ény objection to that as a
recommendation? It's a rather general stétement, but I
think it conveys the senéé of the panel.

BG.-GEN. ARMSTRONG: Requestrthat they -
allocate additional resources because they're already
giving resourcesp The problem is they're not giving
enough.

DR. GOLDBERG: How about adequate resources?

BG. GEN.AARMSTRONG: Wéll, because they --
they'll look at you aﬁd say the resources are adequate.

DR. GOLDBERG: All right.v Well, we don't
know what the? allocated‘already. VSo, we don't know
about the additional either.

BG. GEN. ARMS?RONG:Y No. Well, if you're not
happy'with the resource level that currently exists,
then you 6ught to just éay that. Additional resources
above thoée that the Services are --

DR. GOLDBERG: All right.i
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BG. GEN. ARMSTRONG: -- currenﬁly allocating
should be given.

DR. GOLDBERG: How does that sound?

BG. GEN. ARMSTRONG: The historians when they
éome back. ]

DR. GOLDBERG: -Exactly.

(Multiple conversations) -

DR.”GOﬁDBﬁRG: Some statement stressing the
importance of giving'additional weight torquality in
reviewing the records, tﬂat quantity is important, it's
underétood, but quality is also important, and some
additional weight should be given by the declassifiers
to reviewing reéords of the kind that we are listing in
this annex to the report.

BG. GEN. ARMSTRONG: I wouldn't say of the
kind. I would say specifically list.

DR. GOLDBERG: Specifically these -- these
records as a start. —Hmm?

MR.'DAVID: -As a start.

DR. GOLDBERG: Yeah. All right. As a
beginning, and the sugggstibnbwas made concerning
streamlining 6f the system, which is a rather vague way
of putting it. We have to be a little bit more
specific. -

| The matter of training of‘declassifiers and
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the pooling of equities. I've been pondering that a
little bit to try to see where I could --

BG. GEN. ARMSTRONG: I think you're mixing
apples and oranges. If you -- you knowz training is
one issue, and, frankly, the -- some sort of a
centralized or consolidated way to look at equities is
another issue.

I mean in terms of getting this across to the
departments, because I think it's been brought up here,
I think we'll get no actionrif we infer that there
should be a centralized kind of a group that has to be
specially trained to handle all DoD records. I just
think it will get ignored like some of our other
recommendations in earlier sessions.

I think we may have to stress training, don't
get me wrong, to train declassifiers who are essential,
but I don't think we should tie it into the fact that
we need some sort of a clearinghouse for the agency
interests or éhe equities.

I think you tie it to the fact that
additional resources are required for the specific
reason that the trestle of this kind of material
requires people with specific training. It cannot be
done by a GS-7.

DR. WAMPLER: You're saying in essence a
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linkage between the first general reiteration of the
resources recommendation, saying we're driven to
reiterate and stress this because we now have more
details on the extent and the --

BG. GEN. ARMSTRONG: We can aévise the
declassification community that in -- that to address
the specific materials that have been identified by the
scholars, they require people with training, special
training to get at that material.

DR. TRACHTENBERG:r Can I make a suggestion?

I think that there's a lot of stuff here we could talk
about. 1It's a whole complex of issues, streamlining,
professionalization, centralization and so on, and I
think we should talk about it more in another meeting
before we agree to anything.

It's in a sense -- it doesn't quite go with
the main thrust of what we're doing here because it's
like a level of specificity down. I think that we can
keep this repért limited to the sorts of things that
you are laying out, adding to -- to the list the report
about more attention to work quality as opposed to
quantity, and a very weak explanation of how the
existing procedure tends to step in the opposite
direction.

DR. GOLDBERG: I 1like that suggestion. 1Is
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there any objection to following this up and trying to
clarify exactly what it is -- more exactly what it is
that we have in mind in this matter?

I don't think it is entirely clear at this
point, and I would have trouble wording‘it in the way
that would satisfy everybody, I think.

All right. The suggestion was made to have
-- that the agencies might find it desirable to combine
declassification teams in areas where equities are
mixed. This has to do once again with the centralizing
in some form or other of a procedure to make
declassification available across the board or more --
more across the board than it is now.

Is there any reaction to that? 1Is that
satisfactory? 1Is that an appropriate recommendation
for us to make?

MR. HEIMDAHL: I think we'd get farther if we
recommended that guidance be some way centralized so
teams like, séy, for instance, in Navy can apply
guidance that's been given by the Air Force, by the
Army, by O0SD. If we -- my -- my gut feeling is if we
recommend combined teams,VI just don't think it's going
to get very far.

DR. GOLDBERG: He's having a lot of trouble,
isn't he?
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MR. HEIMDAHL: It is, it is, because while as
we speak, the Air Force's declassification team is
receiving the Vice President's Hammer Award for the
efficiency and effectiveness that's being presented by
the Secretary of the Air Force at this ;ery moment.

We have had some experience in this, and I'm
just saying that, you know, this is based on our
experience. Perhaps I shouldn't say gut feeling. Our
experience.

DR. GOLDBERG: All right. Well, the guidance
point is important. There's no question about that.
This is one of the problems of how do you really create
meaningful, useful guidance for people to use,
especially people who may not be particularly
experienced as declassifiers to begin with, and there
is a lack of such guidance, and there's a lack of
exchange of such guidance.

So, I think we may be able to construct
something uséful along those lines, and I'll make that
effort.

DR. WEINBERG: Well, and when you do so, I
still think that in the phraseology, reference should
be specifically made to the coverage of the records.

We may find the components more willing to cooperate if
they know that the records that are being looked at
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under these combined guidelines, if you préfer that,
are ones which antedate 1955, in other words, wﬁich are
40 years old or over.

 DR. GOLDBERG: All right. And, finally, some
thought about the relationship between lack of
resources and the time consfraints built into the
Executive Order and all .that comes -- should we address
this? 7

It's been suggested that it's beéome fairly
clear that given current ggsources, at the end of five"
years,‘it might well be neceésary to come back and ask
for more time, more resources or whatever. Simply a
general remark td that effect.

It might not even have to be a
recommendation. I'd like to be able to say something
to that effect in the preliminary paragraphs to the
recommendations. V |

DR. WAMPLER: You could just say given

current information and assumptions, no one will be in

compliance by the year 2000.
7 DR. WEINBERG: _Yéﬁ have to say at least that
because that's probably what's going to happen.
BG. GEN. ARMSTRONG: I think Professor
Weinberg made a very good point in that we will be able
over time as additional work is done; as more
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experience is gained, to -- to make —~rwe7Will be able
to make more specific recommendations concerniné the
amount of additional time and so forth and so on.

DR. WEINBERG: And if we do that down the
track, it is entirely possible that that would be the
framework within which we miéht»suggest one or two
other amendments or changes in the Executive Order.

In otherrwerds, that on the basis of several
years' experience, this is the series of "
recommendations. The timeilimit needs to be pushed to
whatevef. This or that other-provision does not appear
to have worked out quite as well as people expected,
etc., etc., and phrase this not in terms of, oh, it
can't be done, we've got to have another five years,
but rather on the basis of the experience, here are two
or three or four, whatever the number is at that time,
recommendations which experience suggests afe called
for, that it's in that kind of a fraﬁework, it seems to
me, we can be.both more,heipful and'likely to be
slightly more effective because, after all, that kind
of change is going to come ffom the White House and not
from the-Secretary of Defenee, and that means it would
be advisable to have a very strong case, it seems to
me.

DR. GOLDBERG: All right. iIt seems to me
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that my cup overfloweth on that. _  ' .7,

Are there any other suggestions, any other
thoughts about what might be included here?

MR. HEIMDAHL: Just one question. You had
méntioned earlier, Dr.iGoldberg, at the very beginning
of the meeting that our reqﬁest on pilot projects had
been sort of put off. Do-we have any idea when any of
the Services may 5e able to come forward and talk to us
about their experiences? |

-MS. KLOSS: We ﬂave results from a couple of
the pilot projects. We are pending results on another
one. As we stated, the Army was not in a position to
participate in the pilot program.

If it is all right with you, what I would
propose to do is a recap assessment,vcombining the
results of all of the pilot projects in a memorandum to
you, if that's sufficient.r> o

MR. HEIMDAHL: I think a mémorandum would be
helpful, but i also thinkrthat it might help us if
indeed we could get some of the personnel who have
worked>the pilot project; tbrcome talk with us so we
can aék them questions aboqt some of the difficulties
that they may have experienced, the problem with
equities and the various agencies.

| So, certainly we should ha&e at your
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convenience something in writing, but'I.wbuld think --
and it may not be the November meeting, perhaps a later
meeting, we -- we really, I think, should talk, because
then wé've got something'éoncrete to stért asking
qﬁestions about what needs to be done to improve the
process, not that we're great experts, but at least we
may be able to make some -suggestions that can be
brought forward uﬁ the line.

BG. GEN. ARMSTRONG: Bill makesra point that
I think is very good. WélVe talked to the fact that as
this thing goes on, we are going to get more experience
with how the process is working, and I think it would
be good to thinkvabout how we get that experience.

Unless we go out asking people on a sort of
periodic basis how things are going and try to define -
- I don't know. Some way of judging how things are
going because different agehcies are going to go at
different rates.

The'one at the Air Forceris going very fast.
Various Army --

MR. HEIMDAHL: _Bfithe seat of the pants.

BG. GEN. ARMSTRONG: These kinds of things, I
think, if -- if we seek that information and try to --
try to assemble it in a -- in a useful way, will enable
the panel two years, three years frém now, be able to
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go back and say, look, this is what's up/ and not only
leverage with 0SD but leverage with the scholafly
community because I think that's so far a function that
has not -- that therpanei has that has not really
étarted out yet, and that is, when things get done, I
think it's important to teil the séholarly community
what's been done, and where things stand.

DR."GOLDBERG: Let us review these pilot
projects before deciding to have a briefiﬁgrbecause»l
think that we probably di@ not get a lot of what we
asked for from these pilot projects. _

Beg your pardon?

MR. HEiMDAHL: That in itself may be a
telling situation, and that's why we want to ask the
people working them what happened. _Why did it -~

MS. KLOSS: If I pouldA——

MR.AHEIMDAHL: Why was it successful, why did
it go wrong. |

MS.'KLOSS: If ircould suggest that November
istnotra good time. As Steve Garfinkel mentioned, he's
going to be doing an inspéétién of guess who, all the
military departments. Ce;tainly calendared for the
first meeting of the neit iteration is appropriate with
us owing you a written assessment recapping the
results. If that's okay, we can li?e with that.

EXECUTIVE COURT REPORTERS, INC.
(301) 565-0064




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

) ' 184

DR. GOLDBERG: That's fine. ,

MR. HEIMDAHL: I think the written aésessment
is very good. It's just thaf I ——VI -~ for instance, I
found out things today with Ray Smith talking from the
audience, informedvme of some things I wasn't awaré of,
and, so, I just thinkrthatiif_we can down the line
speak with -- are able to speakrwith the people who are

'DR. GOLDBERG: Well, of course, you must .
realiée this is our third meeting, and we have heard a
lot of these things repeated. ” )

MR. HEIMDAHL: Right.

DR. GOLDBERG: So, a lot of this is not new.
We're hearing again what we've heard before, which
maybe perhaps brings it home to us even more forcefully
than otherwise. _

So, we hévercovéfed a lot of thisrground
already; I was hopeful that the bilot projects wouid
get us some sbecifics_abﬁut costs ahd time and that
sort of thing, but I don't think that Qe have. If
takes something bigger. This is -- these are
micrbcésms. A

| 'MR. HETMDAHL: Sure.
DR. GOLDBERG: Is there anything else? .
(No response)
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DR. GOLDBERG: All right. -

MS. KLOSS: Could I -~

DR. GOLDBERG: Yeé.

MS. KLOSS: I just have an admin
announéement. Next meeting will not be held here. We
would like to delay éhe méeting by one week to Friday,
November 15th, because of a conflict within the
histqrian community. Location to be determined, but I
will try to keep it at a Metro stop. Whérever there is
a Metro, I will look fof:space there.

The second comment, if i could piggyback on
Professor Weinberg's statement on making
recommendations'for changes of Executive Orders, there
are several historical panels currently in existence,
and I'm observing a lot of them, and you all are going
toward the same trail.

Would ydu be oéen to extending invitations
for the other panels to address yoﬁ and see if there is
consensus within the ad&iéory -- historical advisory
channels for broad recommendations to the Executive
Order? That would be the intell community, the State
Department, the Departmént of Energy, probably half a
dozen panels I don't kﬁow about, but there's that many .
historical panels.

BG. GEN. ARMSTRONG: Sure. They deal with --
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my take isrthe same basic scholarly éommﬁnity.

MS. KLOSS:. rExactly. Exactly.

DR. GOLDBERG: Considering our talk about
centralizing this process and inter-agency, etc., etc.,
I don't see how we can say no. So, we say yes.

MS. KLOSS:r Okay; Well/ that's good.

DR. WAMPLER: Would this essentially go up to
thatragency which Hasn't béen named yet, the one that
Garfinkel is still putting the numbers tdgether?

| DR. TRACHTENBERG: That's just the DoD.

MS. KLOSS: No.

DR. WAMPLER: A higher one.

MS. KLOSS: I understand what you're saying.
This is certainly an attempt to consolidate
recommendations on changes to the Executive Order, so
we can see if DoD is an anomaly. if we're coming up
with recommendatioﬁsrthat are similar to broblems and

challenges that DOE is facing or at the Department of

~ State, and we can couch our recommendations, your

recommendations, as members of the historian
population, both civilian -and government historians,
have l6§ked at your Exeéutive Order for severalrmonths
now, and we see a cerféin-trend occurring. It is our |
recommendation. KXeep it away from the DoD and make it
to the ISO0 via National Security Council and so fofth.
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ISCAP may not be in place yet.
DR. GOLDBERG: Yeah. The -- having a

government-wide advisory committee recommendation, I

"~ think, would carry a lot more weight than an individual

one, unless you're familiar with the others. It's a
step in the right diréctipﬁ.
MS. KLOSS: I will ﬁotifyryou then on the
November meeting location.
A DR. GOLDBERG: We stand adjoufnéd.

(Whereupon, at 2:29 p.m., the meeting was

adjourned.)
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