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Chairman Chaffetz, Mr. Cummings, and members of the Committee, 1 want to thank you for 
holding this hearing on the costs of overclassification on transparency and security and for giving 
me the opportunity to testify. The ability and authority to classify national security information 
is a critica\ tool at the disposal ofthe federal government and its leaders to protect our nation and 
its citizens. However, when negligently or recklessly applied, overclassification of information 
can undermine the very integrity ofthe system we depend upon to ensure that our nation's 
adversaries cannot use national security-related information to harm us and can place at 
increased risk truly sensitive information. Overclassification also creates needless impediments 
to transparency that can actually undermine our form of government and the constitutional 
system of checks and balances intended to prec\ude, among other objectives, overreach by the 
executive branch. 

1 have over 40 years of experience in dealing with c\assified national security information. This 
includes overseeing the implementation ofthe president's executive order goveming the 
classification of information within the Department ofDefense (DoD) as a Deputy Assistant 
Secretary in the Clinton and Bush administrations and within the entire executive branch as 
Director ofthe Information Security Oversight Office in the Bush administration. As a result of 
this experience 1 have come to the conc\usion that on its own, the executive branch is both 
incapable and unwilling to achieve true reform in this area. 1 also believe it is unreasonable to 
expect it to do so. 

With respect to the executive branch's incapability to achieve self-reform in this area, 1 believe 
most observers would agree that absent extemal pressure from either the legis\ative or judiciary 
branches of our government, true reform within the executive branch when the matter involves 

y be achieved with direct leadership emanating from the נnthe equities of multiple agencies can o 
White House at the most senior level. Over the last 40 years, we have seen only one White 
House-led attempt at classification reform and that was in the 1990's during the Clinton 
administration. Having been involved in the process during that period, 1 can assure you that the 

-bureaucracy's response to these attempts at reform were typical. Specifically, delay and foot 
drag because agency officials know that sooner or later every administration eventual\y goes 



away, a reality that will provide new opportunities to rollback attempts at reform. I know ofthis 
because I was a part ofthe bureaucracy at that time and was involved in the subsequent 
classification reform rollbacks that occurred during the Bush administration. As a DoD official I 
participated in this pushback effort. There were a number of classification reform issues that 
were problematic for the department, especially from a budgetary perspective. Other agencies, 
such as the CIA, had different issues that were troublesome for them. Thus, absent White House 
leadership, the interagency process is reduced to mere consensus and the process becomes one of 
horse-trading and logrolling. The outcome is thus inevitably reduced to the lowest common 
denominator among multiple agencies with differing imperatives. When I became ISOO 
Director and in my new role attempted to resist further rollback efforts, my effectiveness in 
doing so was likewise hampered absent strong White House support. 

With respect to the executive branch's unwillingness to implement real classification reform, I 
believe it is unreasonable to expect it to do so, primarily since the unconstrained ability to 
classify information is such an attractive tool for any administration in order facilitate 
implementation ofits national security agenda. In this regard, especially in the years since 9-11, 
we have seen successive administrations lay claim to new and novel authorities, and to often 
wrap these claims in classification. This can amount to unchecked executive power. I 
acknowledge that it bas long been recognized that the president must have the ability to interpret 
and define the constitutional authority ofthe office and, at times, to act unilaterally. However, 
the limits of the president's authority to act unilaterally are defined by the willingness and ability 
of Congress and the courts to constrain it. Of course, before the Congress or the courts can act to 
constrain presidential claims to inherent unilateral powers, they must first be aware ofthose 
claims. Yet, a long recognized power of the president is to classify and thus restrict the 
dissemination of information in the interest of national security - to include access to certain 
information by Congress or the courts. The combination ofthese two powers ofthe president 
that is, when the president lays claim to inherent powers to act unilaterally, but does so in secret 
- can equate to the very open-ended, non-circumscribed, executive authority that the 
Constitution's framers sought to avoid in constructing a system of checks and balances. 

Thus, absent ongoing congressional oversight or judicial review of executive assertions ofthe 
need to restrict the dissemination of information in the interest of national security, no one 
shouJd ever be surprised that the authority to classify information ends up being routinely 
abused, either deliberately or not, in matters both big and small. For example, over the years I 
have seen agencies improperJy deny information in response to access demands under the 
auspices of either the Freedom of Information Act (FOIA) or the executive order governing the 
decJassification of information. Even more disturbing is when agencies abuse the classification 
system in order to attain unfair advantage against a fellow citizen. 

In the years since my retirement from public service, I have personalJy been involved as a pro 
bono expert for the defense in three criminal cases in which the prosecution uJtimately did not 
prevail in large part due to govemment-overreach in its claims that certain information was 

these instances I made it clear to defense counsel that I wouJd become involved in מI. cJassified 
their case not as an advocate for the defendant but rather as an advocate for the integrity of the 
classification system, which I saw being undermined by the govemment's own actions. In each 

1, US. v. Drake, and the special court-martiaJ of a former Marine וofthese cases - US. v. Rose 
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Captain who faced charges arising out of an operation in Mghanistan during which four Marines 
were videoed urinating on enemy corpses - the government abused the classification system and 
used it not for its intended purpose of denying sensitive information to our nation's enemies but 
rather as leverage to carry out an entirely different agenda. The opaque nature ofthe 
classification system can give the government a unilateral and almost insurmountable advantage 
when it is engaged in an adversary encounter with one of its own citizens, an advantage that is 
just too tempting for many govemment officials to resist. 

1 have attached to this statement a number of documents that provide greater detail for each of 
the above cases. Included as attachment 2b is a copy of the actual email from the Drake case that 
the government asserted had been properly classified and, in fact, served as the first count of its 
felony indictment and for which the government was prepared to send Mr. Drake to pri son for up 
to 35 years. There was no doubt in my mind that had this matter gone to trial, 1 would have been 
able to convince ajury ofMr. Drake' s peers that they could use their own common sense and 
judgment in coming to the conclusion that the information contained therein did not meet the 
govemment' s own standards for classification. 

In the face ofthis long history offailure by the executive branch to effectively deal with the issue 
of overclassification 1 believe there are steps that the Congress can and should take in order to 
address this matter, an issue that this committee aptly points out impacts both transparency and 
security. This morning I' d like to focus on two such steps. 

The first is the issue of accountability. Over the past several decades, tens of millions of 
individuals have been afforded access to classified information. Although comparably small, the 
number of individuals during this same period who have been rightly held accountable for 
improperly handling, possessing or disclosing classified information is nonetheless significant. 
Many have been subject to criminal sanctions, countless others to administrative sanctions. 
During this same period, the number of individuals who have been held accountable for 
improperly classifying information or otherwise abusing the classification system is likewise 
countless. However, in the latter instance, the number is countless because to my knowledge no 
one has ever been held accountable and subjected to sanctions for abusing the classification 
system or for improperly classifying information. This is despite the fact that the president's 
executive order goveming the classification of information treats unauthorized disclosures of 
classified information and inappropriate classification of information, whether knowing, wil1ful, 
or negligent, as equal violations ofthe order subjecting perpetrators to comparable sanctions, to 
include "reprimand, suspension without pay, removal, termination of classification authority, 
loss or denial of access to classified information, or other sanctions in accordance with 
applicable law and agency regulation."] 

". Sec. 5.5, E.O. 13526, "Classified National Security Information Memorandum ] 
2 "Audit Report - Withdrawal ofRecords from Public Access at the NationaJ Archives and 

: Records Administration for Classification Purposes," April 26, 2006. See 
https:llfas.org!sgp/isoo/audit042606.pdf 

. 3 Sec. 5.3, E.O. 13526, op. cit 
. 3.5 . 4 Ibid, Sec 

5 ISOO "2015 Report to the President," p. 28. See: https:llfas.org/sgp/isoo/2015rpt.pdf 
. 6 Ibid 

Section 311 ofthe Intelligence Authorization Act for Fiscal Year 2014, Section 365 ofthe ך
Intel1igence Authorization Act for Fiscal Year 2010, Section 2 ofthe Public Interest 
Declassification Board Reauthorization Act of2012, Section 602 ofthe Implementing 



Thus, although intended as a safeguard against overclassification and abuse ofthe classification 
system, this provision ofthe current and prior president's orders goveming classification has 
proven over the decades to be utterly feckless. As such, it is no surprise that overclassification 
occurs with impunity. From the perspective of the typical individual with a clearance, such an 
outcome is understandable. Everyone with a clearance knows that if he or she improperly 
discloses or otherwise mishandles information that should be classified, even inadvertently, he or 
she will be subject to sanction, perhaps even to criminal penalties. However, cleared individuals 
likewise know ifthey overclassify information, whether willfully or negligently, there will most 
likely be no personal consequences. Given this disparity, its no wonder that the attitude "when 
in doubt, classify" prevails, not withstanding any admonition to the contrary. The proven lack of 
accountability in this regard within the executive branch is one area worthy of legislative 
attention. 

Another area worthy of possible legislative attention is that of providing a mechanism for 
independent expert review of agency classification decisions; especially as a potential tool to be 
made available to the executive's two coequal branches of government when exercising 
congressional oversight and judicial action. Both Congress and the courts are frequently overly 
deferential to assertions of classification by the executive branch. This is understandable since 
there is ofien an unwillingness to override the judgment of executive branch subject matter 
experts. Furthermore, since the order governing classification is permissive and not prescriptive, 
the decision to originaIly classify information is ultimately one of discretion - the order clearly 
states what can be classified, not what must be classified. Nonetheless, it is also important to 
note that when deciding to apply the controls ofthe classification system to information, 
govemment officials are in-turn obligated to follow the standards set forth by the president and 
not exceed the governing order' s prohibitions and limitations. Thus, it is not only possible but 
also entirely appropriate to conduct a standards-based review of classification decisions, one that 
does not necessarily second-guess the discretion of an original classification authority. 1 have 
attached to this statement (Attachment 4) an updated methodology for such a review that 1 had 
originally developed when 1 was the ISOO director. This standards-based methodology can be 
emp]oyed to evaluate the appropriateness of classification decisions, both original and derivative. 
A fundamental point ofthis methodology is that agencies cannot simply assert classification; 
they must be abJe to demonstrate that they have adhered to the governing order's standards. 
Most notable is the need to be able to identify or describe the damage to national security that 
could be expected in the event of unauthorized disclosure, a standard that the govemment failed 
meet in the Drake case as evidenced by the government's own declarations included at 
Attachment 2. 

, lr ןIt is worthy of note that when independent review of agency classification decisions does OCC 

. the results clearly highlight the extent of rampant overclassification within the executive branch 
hen 1 was at ISOO, 1 oversaw the audit2 of all re-review efforts undertaken by a ~ For example, , 

number of agencies in their belief that certain records at the National Archives and Records 
Administration (NARA) had not been properly reviewed for declassification, but had been made 
available to the public. The audit found that these agency efforts resulted in the withdrawal of at 

2 "Audit Report - Withdrawal ofRecords from Public Access at the National Archives and 
: Records Administration for Classification Purposes," April 26, 2006. See 

https:llfas.orgl8gp/i800/audit042606. pdf 
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least 25,315 publicly available records. In reviewing a sample of the withdrawn records, the 
audit concluded that nearly one third of the sampled records did not, in fact, contain information 
that clearly met the standards for continued classification. What this meant is that even trained 
classifiers, with ready access to the latest classification and declassification guides, and trained in 
their use, got it clearly right only two thirds of the time in making determinations as to the 
appropriateness of continued classification. This is emblematic of the challenge confronting the 
millions of cleared individuals who are confronted daily with the ability to label information as 
being classified. 

Equally revealing are the actions ofthe president's own Interagency Security Classification 
Appeals Panel (ISCAP). The President created the ISCAP by executive order in 1995 in order 
to, among other functions, decide on appeals by persons who have filed classification challenges 
under the governing order. It is also responsible to decide on appeals of agency decisions by 
persons or entities such as researchers, the media and other members of the public who have 
filed requests for mandatory declassification review (MDR) under the governing orde(3. The 
permanent membership is comprised of senior-level representatives appointed by the Secretaries 
of State and Defense, the Attomey General, the Director ofNational Intelligence, the Archivist 
of the United States, and the Assistant to the President for National Security Affairs. The 
President selects the Chairperson. 1 served as both the DoD member ofthis panel in the early 
2000's and as its Executive Secretary from 2002-2007. 

Under the governing order, the:MDR process requires a review of specific classified nationa! 
security information in response to a request seeking its declassification4. The public must make 
:MDR requests in writing and each request must contain sufficient specificity describing the 
record to allow an agency to locate the record with a reasonable amount of effort. Agencies must 
also provide a means for administratively appealing a denia1 of a mandatory review request. 
MDR remains popular with some researchers as a less litigious altemative to requests under 
FOIA. It is also used to seek the declassification ofPresidential papers or records not subject to 
FOIA. 

After being denied both the initial request and an appeal to the agency itself, requestors have the 
further ability to appeal to the ISCAP. Particularly noteworthy is that in FY 2015 (the most 
recent year for which data is available) agency decisions to retain the classified status of 
requested information were overridden by the panel, either entirely or in part, 92% ofthe time5

. 

Since the ISCAP's initial decision in 1996 through the end ofFY15, agency decisions to retain 
the classified status of requested information has been overridden by the panel, either in whole or 
in part, 75% ofthe time6

. 1 believe these numbers speak for themselves. In essence, even when 
specifically asked to review information in order to ascertain if it still meets the standards for 
continued classification, agency officials specifically trained for this task get it wrong far more 
often than not. Based upon personal experience, 1 can attest that even as effective as the ISCAP 
is, the typical interagency horse-trading and logrolling occurs there as well and even more 

3 Sec. 5.3, E.O. 13526, op. cit. 
4 Ibid, Sec. 3.5. 
5 ISOO "2015 Report to the President," p. 28. See: https:llfas.org/sgp/isoo/2015rpt.pdf 
6 Ibid. 
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information would be determined not to meet the standards for continued classification ifthe 
information had been subject to a truly independent review. 

With respect to the mechanics and effectiveness of an independent panel of experts to review 
classification decisions of the executive, 1 believe that Congress can look to entities such as the 
already existing Public Interest Declassification Board7

, which has members appointed by both 
the president and congressional1eadership. Potential enhancements to this Board's role and 
authority are one place to start. 

There is one fina1 point 1 would like to make. 1 have been an ardent supporter of agency 
Inspectors Genera1 (IGs) becoming more involved in auditing the appropriateness of agency 
classification decisions as one means to address the critica1 issue of overclassification. IGs, of 
course, have dual reporting responsibility to both the executive and legislative branches. In the 
"Reducing Overclassification Act" of2010 (public Law 111-258), IGs were assigned specific 
responsibilities in thi s area. 1 believe with the proper training and direction, they can accomplish 
much more and prove to be an effective tool in the exercise of congressional oversight in this 
area. Potential enhancements to the role and responsibilities of agency IGs in combatting 
overclassification are another area worthy of congressional attention. 

1 applaud this committee for focusing on this critica1 topic to our nation 's well-being and I again 
thank you for inviting me here today, Mr. Chairman. 1 would be happy to answer any questions 
that you or other committee members might have. 

7 Section 311 ofthe Intelligence Authorization Act for Fiscal Year 2014, Section 365 ofthe 
Intelligence Authorization Act for Fiscal Year 2010, Section 2 ofthe Public Interest 
Declassification Board Reauthorizati on Act of 2012, Section 602 of the Implementing 
Recommendations of the 9/11 Comrnission Act of 2007, and Section 1102 of the Intelligence 
Reform and Terrorism Prevention Act of 2004 extended and modified the PIDB as established 
by the Public Interest Declassification Act of2000 (p.L. 106-567, title W, Dec. 27, 2000, 114 
Stat. 2856). 
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Secrecy News 
AIPAC Case: New Ruling May Lead to Acquittal 

Aftergood ךPosted on Feb.19, 2009 in Secrecy by Stevel 

William Leonard, the former director of the ז.A federal court this week ruled that 
-Information Security Oversight Office, may testify for the defense in the long 

running prosecution oftwo former officials ofthe American Israel Public Affairs 
Committee (AIPAC) who are charged with illicitly receiving and transmitting 

. classified information that prosecutors say is protected from disclosure 

Prosecutors had sought to prevent Mr. Leonard, a preeminent expert on 
classification policy, from testifying for the defendants, on grounds that he had 
briefly discussed the case with prosecutors while he was still in government. They 
even suggested that he could be liable to a year in jail himself ifhe did testify. To 
protect himself against such pressures, Mr. Leonard (represented by attorney Mark 
S. Zaid) moved to challenge the subpoena in the expectation that the court would 
order him to testify, thereby shielding him from any potential vulnerability. ("To 
Evade Penalty, Key AIPAC Witness Seeks to Quash Subpoena," Secrecy News, 
September 2, 2008). The court has now done so. 

opinion (pdf), Judge T.S. Ellis, 11I affirmed the רdun רIn a February 17, 2009 memoral 
. subpoena and directed Mr. Leonard to testify for the defendants 

The ruling's consequences for the AIPAC case are likely to be momentous, because 
government secrecy policy has become a central focus of the proceeding and 
because Mr. Leonard is the strongest witness on that subject on either side. 

More than almost any other litigation in memory, the AIPAC case has placed the 
secrecy system itself on trial. In Freedom of Information Act lawsuits and other 
legal disputes, courts routinely defer to executive branch officials on matters of 
classification. If an agency head says that certain information is classified, courts 
will almost never overturn such a determination, no matter how dubious or illogical 
it may appear to a third party. 

But in this case, it is a jury that will decide whether or not the information in 
question "might potentially damage the United States or aid an enemy ofthe United 
States." Far from granting automatic deference on this question, Judge Ellis wrote 
that "the government's classification decision is inadmissible hearsay"! 

The dispute over whether or not the classified information that was obtained by 
defendants Steven J. Rosen and Keith Weissman qualifies for protection under the 
Espionage Act will be "a major battleground at trial," Judge Ellis observed, and it will 
be addressed at trial "largely through the testimony of competing experts." 

/ eY)f זןt~ 

 ()·כ· /).rןוו~



While the prosecutors naturally have their own classification experts, including 
former CIA Information Review Officer William McNair, none ofthose experts have 
Mr. Leonard's breadth of experience and none ofthem reported to the President of 
the United States on classification matters as he did. 

Judge Ellis wrote with perhaps a hint of admiration that the defense 
Leonard's experience and expertise as נunderstandably characteriz[es " 

".' unsurpassed ' 

As noted in the new opinion, Mr. Leonard will testify for the defense on the 
pervasive practice of over-classification ofinformation," "the practice ofhigh level " 

officials of disclosing classified information to unauthorized persons (e.g. journalists 
whether the classified information in this case qualifies for ",כand lobbyists 

protection under the Espionage Act, and "whether ... the defendants reasonably 
". could have believed that their conduct was lawful 

In other words, the prosecution probably just lost this case. 

The new memorandum opinion has not been posted on the court web site for some 
reason, but a copy was obtained by Secrecy News. Other significant AIPAC case files 
may be found here. 

A nominal trial date has been set for April 21, 2009 but that date is likely to slip as a 
. pre-trial appeal by the prosecution remains pending at the Court of Appeals 

 ) Update: The trial has been rescheduled for June 2 , 2009כ.

https:llfas.org/blogs/secrecy/2009/02/aipac case-21 
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P. O. Box 2355 
Leonardtown, MD 20650 

July 30, 2011 

Mr. John P. Fitzpatrick 
Director 
Information Security Oversight Office 
700 Pennsylvania Avenue, NW 
Washington, DC 20408-0001 

Dear Mr. Fitzpatrick: 

I am writing to you pursuant to Section 5.2(b)(6) of Executive Order 13526, "Classified 
National Security Information" (the Order) which assigns to you the responsibility to 
consider and take action on complaints .. . from persons within or outside the " 

Government with respect to the administration of the program established under this 
. homas Andrews Drake (Case No ז. order." Specifically, in the matter of United States v 

10 CR 00181 RDB) I am requesting you to ascertain if employees of the United States 
Government, to include the National Security Agency (NSA) and the Department of 
Justice (DoJ), have willfully classified or continued the classification of information in 
violation of the Order and its implementing directive and thus should be subject to 

. appropriate sanctions in accordance with Section S.S(b)(2) of the Order 

In count one of an indictment dated Apri I 14, 2010, the United States Government 
charged that Mr. Drake, "having unauthorized possession of a document relating to the 

,' national defense, namely, a classified e-mail (attachment 1) entitled 'What a Success 
did willfully retain the document and fail to deliver the document to the officer and 

, 29 employee of the United States entitled to receive it." In a letter dated November 
2010, (attachment 2) the Department of Justice informed Mr. Drake's counsel that this 

because the information contained therein זdocument is classified overall as SECRE 
reveals classified technical details of NSA capabilities. As a plain text reading of the 
What a Success" document reveals, this explanation is factually incorrect -- it contains " 

he aforementioned DoJ letter went on to ז. absolutely no technical details whatsoever 
. state that the document also revealed a specific level ot ettort and commitment by NSA 

Notwithstanding that as a basis for classification this notion is exceedingly vague, it is 
also factually incorrect in view of the fact the the document is absolutely devoid of any 
specificity. AII that is revealed in this otherwise innocuous "rally the workforce" missive 
is multiple unclassified nicknames with absolutely no reference to the classified 
purposes, capabilities, or methods associated with the programs or other events or 

. initiatives represented by the unclassified nicknames 

In a letter dated March 7,2011, (attachment 3) the DoJ provided supplemental 
information to Mr. Drake's counsel. In this letter, the Government belatedly informed 
counsel that the "What a Success" document "no longer required the protection of 
classification," ostensibly because the classification guide for this information was 

-1: dc:4" t!.ו) m ~ fJU; 
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his letter went on to state that one of the unclassified 30 .ז, 2010 updated on July 
nicknames revealed in the document related to a malicious attack on a U.S. government 

he letter goes on to rightfully state the reasons why specific ז. computer system 
information associated with a malicious attack attack on a U.S. government computer 
system could be classified; however, as supported bya plain text reading of the 
document, no such information is contained therein. Obviously, if it did contain such 
information, it should rightfully continue to be classified to this day and its difficult to 

. understand how the update of a classification guide would change this 

Various government officials affiliated with this case have publicly stated that cleared 
individuals do not get to choose whether classified information they access should be 
classified, the government does. Nonetheless, when deciding to apply the controls of 
the classification system to information, government officials are in-turn obligated to 
follow the standards set forth by the President in the governing executive order and not 
exceed it's prohibitions and limitations. Failure to do so undermines the very integrity of 
the classification system and can be just as harmful, if not more so, than unauthorized 
disclosures of appropriately classified information. It is for that reason that Section 5.5 
of the Order treats unauthorized disclosures of classified information and inappropriate 
classification of information as equal violations of the Order subjecting perpetrators to 
comparable sanctions, to include "reprimand, suspension without pay, removal, 
termination of classification authority, loss or denial of access to classified information, 
or other sanctions in accordance with applicable law and agency regulation." 

1 have devoted over 34 years to Federal service in the national security arena, to 
include the last 5 years of my service being responsible for Executive branch-wide 
oversight of the classification system. During that time, 1 have seen many equally 
egregious examples of the inappropriate assignment of classification controls to 
information that does not meet the standards for classification; however, 1 have never 
seen a more willful example. Failure to subject the responsible officials at both the 
NSA and DoJ involved in the inappropriate classification and continuation of 
classification of the "What a Success" document to appropriate sanctions in accordance 
with Section 5.5(b)(2) of the Order will render this provision of the Order utterly feckless. 

1 look forward being informed of the results of your inquiry into this matter and any 
action you take in response to this formal complaint. 

Sincerely, 

l~ 



cc: 

om Donilon זHonorable 
Assistant to the President for National Security Affairs 

Honorable Eric H. Holder, Jr. 
Attorney General of the United States 

General Keith B. Alexander, USA 
Director, National Security Agency 
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U.S. Department of Justice 
Criminal Division 

Washington, D.C. 20530 

UNCLASSIFIEDIIFOR OFFICIAL USE ONL Y 

November 29,2010 

. James Wyda, Esq 
. Deborah Boardman, Esq 

Office ofthe Federal Public Defender 
100 South Charles Street 

Ninth Floor ,זBankAmerica Tower I 
21201 Baltirnore, MD 

Re: United States v. Thornas Andrews Drake 
Case No. 10 CR 001811-RDB 

Rule 16(a)(1)(G) Expert Surnmary Disclosure 

Dear Counsel: 

(U) Pursuant to your request for expert disclosures, the written discovery agreement, and 
our obligation under Rule 16(a)(I)(G), this letter is a written surnmary of the testirnony of 
Catherine A. Murray, an Original Classification Authority (hereinafter "OCA") for the National 
Security Agency (hereinafter "NSA"). This letter does not set forth each and every fact about 
which Ms. Muuay will testify, but rather sets forth her qualifications and a written surnmary of 
her testirnony, including the bases and reasons for her opinions. 

(U) We hereby request production of any and all discovery relating to your experts 
pursuant to Rule 16(b). 
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Qualifications 

(U) Ms. Murray has been employed at NSA for approximately 28 years in a variety of 
positions primarily within the signals intelligence mission. While assigned as the Chief S02 
(SID Policy), she was also a designated Agency OCA. Ms. Murray's OCA-specific duties and 
responsibilities include mandatory annual training in the basis of classification in accordance 
with Executive Order 13526; reviewing and determining the proper level of classification for 
NSA documents and infonnation; reviewing the work of other NSA classification advisory 
officers; and serving as an expert in federal court. 

Summary of Testimony 

(U) Ms. Murray will testify that the authority of an OCA generally derives ffom 
Executive Order 13526 and its predecessors. The purposes of the Executive Order are to 
prescribe a unifonn system for classifying, safeguarding and declassifying national security 
infonnation, and to protect infonnation critical to national security while also balancing an 
interest in an open government. Ms. Murray will define some of the tenns and phrases important 
in understanding original classification, including, but not limited to, "national security 

and other tenns and phrases necessary and helpful to the jury's י,יinfonnation " י,יinfonnation 
understanding of the process of original classification. Ms. Murray also will testify that the 
original classification authority is non-delegable, and that the unifonn system of classification 
would fail if others could make their own independent determination of the proper classification 

. of information 

(U) Ms. Murray also will testify regarding what conditions must be met in order for 
infonnation to be classified. By way of example only, these conditions include that: the 
infonnation must be classified by an OCA, the infonnation must be owned by, produced by or 
for, or under the control of the U.S. Government, the infonnation must relate to intelligence 
activities, and the unauthorized disclosure of information reasonably could be expected to cause 
damage, and the OCA can identify or describe that damage. 

(U) Ms. Murray will testity about the different levels of classification. She will define 
and "Top Secret" infonnation, as well as "Sensitive י,יSecret " י,יand discuss what is "Confidential 

Compartmented Information ("SCI") information. "Confidential" information is infonnation 
that, if subject to unauthorized disclosure, can reasonably be expected to cause damage to the 
national security of the United States. "Secret" information is information that, if subject to 
unauthorized disclosure, can reasonably be expected to cause grave damage to the national 
security of the United States. ''Top Secret" infonnation is infonnation that, if subject to 
unauthorized disclosure, can reasonably be expected to cause exceptionally grave damage to the 

. national security of the U nited States 

Ms. Murray will describe some of the factors that go into a classification decision. These 
factors can include, but are not limited to, foreign government information, intelligence activities 
to include sources, methods, and means, resource commitment or investment, compromise, 
safety, equity considerations of partners, and foreign relations. Ms. Murray will explain how 

UNCLASSIFIED/IFOR OFFICIAL USE ONLY 



UNCLASSIFIED/IFOR OFFICIAL USE ONL Y 

docurnents containing classified information are marked, including header and footer markings, 
portion markings, and the methods required to disseminate classified information. 

(U) In addition, she wilI define and discuss markings and acronyms that may appear on 
. FOUO," and other similar types of markings. Ms " י,יcertain docurnents, such as "COMINT 

Murray also will testify about other aspects of the Executive Order, such as what to do if there' is 
significant doubt about the need to classify information (i.e. not classify) or the appropriate level 
of classification (i.e. adopt the lower leveI of classification), or inappropriate reasons for 

.). classification (e.g. concealment ofviolations oflaw, prevention ofagency embarrassment, etc 
In addition, Ms. Murray will testify about the procedures to review classification decisions to 

. detennine if classifications need to be modified 

(U) Ms. Murray will testify about tbe general restrictions on access to classified 
information, including the requirements of appropriate security clearances, non-disclosure 
agreements, and the ''need to know." She will testify about how NSA is a closed system, and 
each NSA employee's responsibility to safeguard classified information, including the tools and 
guides available to each and every employee to assist them in making an initial classification 
when creating a docurnent. She will testify that no NSA employee may remove classified 
information from NSA without proper authorization. 

(U) Based upon her training and experience, as a twenty-eight year NSA employee and as 
an OCA, and consistent with the classification guide(s) relevant to the documents and 
information at issue in this case, Ms. Murray will testify as follows: 

1. "Collections Sites" Docurnent 

because the י,י(UIIFOUO) This docurnent is classified overall as "Top Secret 
information contained therein reveals physical locations of col1ection activity, including 
undeclared and potentially single source coIlection activity; the forward deployment of 
employees; and classified technical details ofNSA capabilities to a degree that adversaries could 
design or employ countermeasures. ln addition, the classified information in this docurnent 

. docurnents, and these docurnents are classified at a similar level ייappears in other "source 

2. "Trial and Testing" Document 

because the יי(UIIFOUO) This document is classified overall as "Top Secret, 
information contained therein reveals classified technical details of NSA capabilities to a degree 
that adversaries could design or employ countermeasures. In addition, the docurnent contains 

information, because the information contained therein reveals classified technical ייSecret " 
details of NSA capabilities, but not to a degree that adversaries could design or employ 
countermeasures. In addition, the classified information in this document appears in other 

. source" documents, and these docurnents are classified at a similar level " 

3. "Volurne is our Friend" Docurnent 
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(UIIFOUO) This docwnent is classified overall as "Top Secret," because tbe 
infonnation contained tberein reveals c]assified technical detai]s of NSA capabilities to a degree 
that adversaries could design or employ countenneasures. In addition, the document contains 
"Secret" infonnation, because the infonnation contained therein reveals classified technical 
details of NSA capabi1ities, but not to a degree that adversaries could design or employ 
countenneasures, and classified budget infonnation that demonstrates a specific level of e:ffort 
and commitment by NSA. In addition, the classified infonnation in this docwnent appears in 
other "source" documents, and tbese documents are classified at a similar level. 

4. "What a Success" Document 

(U//FOUO) This document is classified overall as "Secret," because the 
infonnation contained therein reveals classified technica1 details of NSA capabilities and a 
specific level of effort and comrnitment by NSA, but not to a degree that adversaries could 
design or employ countenneasures. In addition, the classified infonnation in this docwnent 
appears in other "source" documents, and tbese documents are classified at a similar level. 

"Regular Meetings" Document 5. 

(U//FOUO) This document is classified overall as "Secret," because the 
information contained therein reveals covered operations and sources and methods, but not to a 
degree that adversaries could design or employ countenneasures. In addition, the classified 
infonnation in this docwnent appears in other "source" documents, and these documents are 
classified at a similar level. 

6. "Shoestring Budget" Document 

(U//FOUO) This document is classified overa11 as "Top Secret," because the 
information contained therein reveals classified technica1 details ofNSA capabilities to a degree 
that adversaries could design or employ countenneasures. In addition, the c]assified information 
in this docwnent appears in other "source" docwnents, and these docwnents are c]assified at a 
simi]ar ]eve]. 

7. "BAG" Document 

(U//FOUO) This document is classified overal] as "Confidential," because the 
information contained therein reveals a connection between classified technical details of NSA 
and a specific program. In addition, the classified infonnation in this document appears in other 
"source" docwnents, and these docwnents are classified at a similar level. 

8. "Buy vs. Make" Docwnent 

(U//FOUO) This document is classified overall as "Top Secret," because tbe 
information contained therein reveals classified technical details ofNSA capabilities to a degree 
that adversaries could design or employ countenneasures. In addition, the document contains 
"Secret" information, because the information contained therein reveals c]assified technical 
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details of NSA capabilities, but not to a degree that adversaries could design or employ 
countermeasures, and classified budget information that demonstrates a specific level of effort 
and commitment by NSA. Finally, the document contains "Confidential" information, because 
the information contained therein reveals personnel strength and a specific level of e:ffort and 
commitment by NSA. In addition, the classified infonnation in this document appears in other 
"source" documents, and these documents are classified at a similar level. 

9. "9-11 Commission" Document 

(U//FOUO) This document is classified overaIl as "ConfidentiaI," because the 
infonnation contained therein reveals personnel strength and a specific leveI of effort and 
commitment by NSA. In addition, the classified information in this document appears in other 
"source" documents, and these documents are classified at a similar Ievel. 

Notes" Document "10 .זז 

(U//FOUO) This document is classified overalI as "Secret," because the 
information contained therein reveals classified budget information that demonstrates a specific 
level of e:ffort and commitment by NSA. Finally, the document contains "Confidentia1" 
information, because the information contained therein demonstrates personnel strength and a 
specific Ievel of e:ffort and commitment by NSA. In addition, the classifi.ed information in this 
document appears in other "source" documents, and these documents are classified at a similar 
level. 

1 1. ''Terrorism Threat" Document 

(U//FOUO) This document is classifi.ed overall as "Secret," because the 
information contained therein reveals classified technica1 details ofNSA capabilities, but not to a 
degree that adversaries could design or employ countermeasures, and classified budget 
information that reveals a specific level of e:ffort and commitment by NSA. Fina11y, tbe 
document contains "ConfidentiaI" information, because the information contained therein revea1s 
sources and methods associated with a specific program of NSA. In addition, the classified 
information in this document appears in otber "source" documents, and tbese documents are 
classified at a similar level. 

12. "Note Card 1" Document 

(U//FOUO) This document is classified overall as "Secret," because the 
information contained therein revea1s classified budget information that demonstrates a specific 
level of effort and commitment by NSA. In addition, tbe classified information in tbis document 
appears in other "source" documents, and these documents are classified at a similar level. 

13. ''Note Card 2" Document 

(U//FOUO) This document is classified overall as "Secret," because tbe 
information contained therein reveals classified budget information that demonstrates a specific 
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level of effort and commitment by NSA. In addition, the classified information in this document 
appears in other "source" documents, and these documents are classified at a similar leveI. 

(U//FOUO) The United States reserves the right to supplement this expert 
summary. You may schedule an appointment at the NSA to review Ms. Mucray's classification 
review of the aforementioned documents. 

' J ~ Verytrulyyours, 

~/.(jן(f w«i! 
Senior Litigation Counsel 
Criminal Division 
United States Department of Justice 

By: 
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Criminal Division 

U.S. Department of Justice 

fVashinglon. D_C_ 20530 

March 7, 2011 

VIAEMAIL 

James Wyda, Esq. 
Fedel'al Public Defender 
Debol'ah Boardman, Esq. 
Assistant Federal Public Defender 
100 South Charles Street 
BankAmerica Tower 11, Ninth Floor 
Baltimorc, Maryland 21201 

Re: United States v. Thomas Andre\vs Drake 
Case No. 10 CR 00181 RDB 

: an ןDear Attorneys Wyda and Boardn 

This letter shall supplement the previous unclassified Rule 16(g) expert surnmary of 
Catherine Murray. 

4. "What a Success" Document 

(U//FOUO) This documcnt is classified ovel'all as "SECRET," because tbe information 
contained thel'ein reveaIs classified technical details ofNSA capabi]ities and a specific leveI of 
effort and commitment by NSA, but not to a degree that adversaries could design or employ 
countermeasures. More specifical]y, the combination ofthe cover terms for this network 
architecture implied a level of effort, scale, and scope by NSA, and a level of activity and 
commitment by NSA, to this network architecture such that the information was classified as 
"SECRET. " 

(U//FOUO) On July 30, 2010, the classification guide fOl' this information was updated 
by NSA in accordance with the Executive Order, and NSA determined that this information no 
longer required the protection of classification. The information, however, was appropriately 
classified as "SECRET" through tbe time ofthe defendant's possession, which ended on 
November 28, 2007, and through the date ofthe indictment, April 14,2010. 

(U//FOUO) In addition, this document also discussed NSA effolis related to a malicious 
computer attack by an external actOl' or third party on a. U.S. government computer system. This 
fact was classified as "SECRET//REL TO USA, FVEY." Additionally, the document included a 
specific cover term that had been assigned to this instrusion in order to protect the sensitive 
nature ofthe discovery and vulnerability to U.S. government computer networks. The fact that a 

 F)t6 ~ןe/1t n;ג ~
k:! ~ U. s· 1/. f}; 



specific malicious computer activity had been found on a U.S. government computer system or 
network, and the U.S. 's identification of and/or response to the malicious activity, was classified 
as "SECRET." Unauthol'ized disclosure of exposul'e ofthe success or failure of a malicious 

ined nרcomputer activity against a U.S. govemment computer system would provide a detel 
adversary insight jnto the strengths and/or vulnerabilities ofU.S. government computer systems 

. or networks and allow a n10re focused intrusion 

(U//FOUO) On July 30,2010, the classification guide for this information was updated 
by NSA in accordance with the Executive Order, and NSA determined that this information no 
longer required the protection of classification. Tbe infolmation, however, was appropriately 
classified as "SECRET" through the time ofthe defendant's possession, which ended on 
November 28,2007, and through the date ofthe indictment, Apri114, 2010. 

Very truly yours, 

____ .....:ls/ _______ _ 
William M. Welch II 
Senior Litigation Counsel 
John P. Pearson 
Trial Attorney 
Public Integrity Section 
United States Department of Justice 
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December 26, 2012 

VIA E-MAIL J. William Leonard 
P.O, Box 2355 
Leonardtown, MD 20650 

Dear Mr. Leonard, 

1 am responding to your letter o[ July 30, 2011, in which you asked that 1, in accordance with my assigned duties 
under Executive Order 13526, "Classified National Security Information" ("the Order"), consider and take action 
witll regard to what you viewed as a violatiOl1 ofthe Order. Specifically, you requestcd 1 "ascertain i[ employees 
of the United States Governrnent, to include the National Security Agency (NSA) and the Department o[ Justice 
(DOJ), have will[ul1y classified or continued the classification ofinformation in violation ofthe Order" in tbe 
matter of Unifed States v, Thomas A. Drake, 1 have concluded my inquiries into this matter, having consulted 
with the above-mentioned agencies, drawn upon the Order, its implementing Directive, and examined relcvant 
portions o[ each agency's security regulations, and now share with you my findings and observations. 

With regard to your complaint, 1 conclude that neither employees of the Departmcnt of Justice nor of the National 
Security Agency willfully classified or continued the classification ofthe "Wllat a Wonderful Success" d.ocument 

le matter of United States (ןin violation of the Order. 1 wish to note tllat your complaint suggests this was done "in 
v. Thomas A. Drake. "1 think it is important to point out that my process in addressing your complaint examined 
and distinguished between) the classification ofthe document in its first instance and any continuation ofits ( 

fact, as מI. classification "in tlle matter of United States v. Thomas A. Drake," 1 find no violation in either case 
materials you provided with your complaint make clear, NSA discontinued the classification ofthe document in 

", question and represented tbe same to the court "in the matter of United States v. Thomas A. Drake 

d that the NSA did not violate the Order's שIn examining tlle "What a Wonderful Success" docurnent, 1 f 
equirements f01' appropriately applying classification at document creation, nor did the agency vioiate tbe Order's ין

expectation that information shall be declassified wllen it no longer meets tbe standards for classification. While 
my examination o[ the matter has led to my conclusion that tbe content and processing of the document fall within 
the standards and authority for classification under the Order and NSA regulations, that does not make tllem 
immune to opinions about how substantial the document's content may or may not be, 1 find, simply, that those 
opinions do not rise to the ievei ofwillful acts in vioiation o[the Order, That said, such comrnentary on the 
culture of ciassification fits weii in discussions of policy reform. In such fora, including the work of the Public 

. Interest Deciassification Board, your experience and observations would continue to be weicome 

Separate and apart .&om the specifics of tlle Drake matter, there are important aspects o[ the classification system 
worth noting in fuis larger discussion of the scope of classification guidance, As you are aware, section 1.1 of tbe 
Order grants both responsibility and latitude to Executive branch officials with original ciassification authority. 
These officials are tbe chief subject matter experts in governrnent conceming information that could be damaging 
to national security if compromised or released in an unauthorized manner. 

In light ofthis, scction 2.2 oftbe Order directs officials witll original classification autl10rity to prepare 
classification guides to facilitate tlle proper and uniform classification ofinformation. A well-constructed 
classification guide can foster consistency and accuracy throughout a very large agency, can impart direction 
conceming tbe duration of classification, and ensure that in[ormation is properly idcntified and afforded nccessary 
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protcctions. Throughout the Executive branch, officials strive to impart proper classification guidance that is 
accurate, consistent, and easy to adopt in workforces that operates under tig11t time constraints. It seems quite 
clear, however, that the system would benefit from greater attention of senior officials in ensuring that their 

' guidance applies classification only to information that clearly meets all classification standards in section 1.1 of 
Section 1.1 (a)(4) " ... that the unauthorized מithe Order. For emphasis, 1 draw specific attention to language 

d be expected to result in damage to the national sccurity ... " and, ןdisclosure oftllc information reasonably cou 
". 1.1 (b) "Ifthere is significant doubt about the need to classify inforrnation, is shall not be classified 

1 11avc a [ew observations about tllese mattcrs in tlle context in which you raised them, namely, the matter ofthe 
United States v Thomas A. Drake. 1 have no basis to comment about the disposition oftile case i11 the courts; that 
is not my purview. Tbe conduct ofthe casc did, however, bring to light actions and behaviors 1 will comment on 
briefly, for emphasis. Tbe Order does not grant any individual the authority to safeguard ciassified information in 
a manner that is contrary to what t11e Order, its implementing directive, or an agency's security regulations 
require. The Order does not grant authorized holders of classified information the authority to make their own 
decisions conceming the classification status of that information. Furthermore, individua[s are provided the 
means to challenge classification either formal1y or informally. Section 1.8 ofthe Order provides all authorized 
ho[ders of classified information with the authority to issue chaLlenges to classification actions. lt explicitly states 
that individua[s are "encouraged and expected" to challenge the classification status ofthe information through 
appropriate channels, and every agency is required to implement procedures whereby any authorized holder may 
issue a cllallenge without fear ofretribution. 1 know, through the work ofthis Office, that tbe National Security 
Agency is well practiced in the Order's requircments concerning c\assification chal1enges. lt is my 
understanding that Mr. Drake made no attempts to cllallenge the c[assification status ofthe information in 
questi.on. 

29 ( 13526 1 note that neither version oftbe Order in force during the Drake case's time frame [Executive Order 
December 2009) and its predecessor Executivc Order 12958 (17 April1995)] provides much in the way of 
guidance or direction, on its own, to influence the use of classified information in building prosecutions such as 

general, thc Department of Justice defers to the j udgment of tbe "victim" agency as to what constitutes מI. this 
classified information. In building a case, victim agencies, for their part, tend to provide evidence that tlley deem 

le hopes of protecting their most sensitive information and activities from ןt to obtain a conviction with t םsufficie 
release during court proceedings. Tbe Dircctive (32 CFR 2001.48) requires only tl1at agency heads "use 
establisbed procedures to ensure coordination with" the Departrnent of Justice and other counse\. Allofthis 
assumes that other influences will be at work to pursue only worthwhile prosecutions, but one interpretation ofthe 
Drake case outcome might suggest that this "coordination" was not sufficient. 1 would welcome your thoughts on 
whetller therc is ro[e for policy to provide clearer, more effective guidance in the manner in which such cases are 

. built 

on matters. You 1ן thank. you for your diligent, care-filled observations and comments conceming classificat 
the dia\ogue around ilie use of secrecy by the מicontinue to serve the public well by remaining engaged 

. government. 1 can assure you iliat we take these viewpoints to heart 

Sincerely, 

1Cd> וgSi < 

JOHNP. FITZPATRICK 
Director, Information Security Oversight Office 
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[!] 

From: Bill Leonard 
Date: December 31,2012,4:10:23 PM EST 
To: John Fitzpatrick 
Subject: Re: Complaint 

John: 

Thanks very much for your ~IliY-. While 1 appreciate the time, effort and consideration you put 
into this matter,I am nonetheless disappointed in the substance o[ your reply. Some of my fina1 
thoughts on this matter include: 

1. It took a1most one and a half years to respond to a rather straightforward yet serious 
~~. 1 recognize the need for coordination; nonetheless, irrespective of the nature o[ the 
reply, responsiveness is essential for a system to be able to bc self-correcting. 

2. As we discussed when we met in August 2011,1 have never taken rea1 issue with the 
classification of the "What a Success" document in the first instance, which a1though 
improper was, by all appearances, a refiexive rather than willful act. Nor did 1 take isslle 
with its eventua1 "declassification," which 1 regarded as NSA simply coming to the proper 
conclusion, albeit belatedly. What 1 did and continue to take issue with is that in between 
those events, senior officials of both the NSA and DoJ made a number of deliberate 
decisions to use the supposed classified nature of that document as the basis for a criminal 
investigation of Thomas Drake as well as the basis for a subsequent felony indictment and 
criminal prosecution. Even after NSA recognized that the document did not meet the 
standards for continued classification and made the unprecedented decision to declassify 

, an evidentiary document while an Espionage Act criminal proseclLtion was still pending 
er ןlly persistcd and made yet anotl ןגsenior officials of both the NSA and DoJ still willf 

deliberate decision to stand by the document's origina1 classification status. 1 cannot 
imagine a clearer indication of willfulness on the part of senior govemment officials to 
continue the classification of information in violation" of the governing order through " 

numerous deliberate and collaborative decisions made over the course of years. Based 
upon my extensivc expcricnce, 1 find the provcnance of this document's classification 

. status to be unpara11eled in the history of crirninal prosecutions under the Espionage Act 

3. You ascribe the merits of my complaint as constituting a mere honest difference in 
opinion. However, this cornplaint is more than a question of the document failing to pass 
what 1 ca11 the "guffaw test" (i.e. common sense) . Rather, as 1 pointed out in my origina1 
complaint and yet you did not address, at the heart of this issuc are matters of fact . In 
justifying the deliberate decision to represent during the Drakc prosecution that the "What 
a Success" email was a legitimately classified document, NSA and DoJ officials did not 
cite some amorphous classification standard or classification guide - rather they made 

erently ןfactua1 representations which simply were not true and, in one instance, inl 
contradictory (i.e. "information contained therein reveals ... a specific level (emphasis 
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12/3/16,6:15 PM Comments of Bill leonard in Reply to the ISOO Response to his Complaint 

added) of effort ... " and that the same information "implied a level (emphasis added) of 
effort ... "). Keep in mind that these determinations were not made on the fly by NSA and 
Do] but were in fact deliberate representations made over a period of time and 
subsequently further qua1i6ed but never disavowed. They were intended to demonstrate 
that the document met the standards o[ classification that require the original classification 
authority to identify or describe the damage to national security that could reasonably be 
expected to result from the unauthorized disclosure. A familiarity with classification 
standards is not required to determine that these official representations were on their face 

. 1at a Success" email נfactually inconect when compared with a plain text reading of the "W 
All too often, representatives of the Executive branch believe all they need to do is simply 
assert classification rather tl1an adhere to the president's own standards, as apparently was 
the situation in the Drake case. That attitude must change and I will continue to do all I can 

. to help make it foster change 

4. You comment on the fact that the Order does not grant any individual the authority to 
handle classified information in a manner contrary to the Order and other pertinent 
regulations . While reference to alleged actions taken or not taken by Mr. Drake are 
gratuitous and have no bearing on the merits of my complaint, I nonethelcss agree with 
your sentiment. However, allow me to add my own observations, not only as one of your 
predecessors but also as the only individual who has played an integral role for both 
de[ense teams in the only two Espionage Act prosecutions (Drake and AIPAC) not to 

ch I provided my iןresult in either a conviction or a plea of guilty. In both instances (in wl 
services pro bono) my decision to get invo1ved was not to defend the actions of tl1e 
accused but rather to defend the intcgrity of the classification system, a highly critical 
national security too1. I have long held that when govemment agencies fai1 to adhere to 
their responsibilities under the governing order and imp1ementing directive , they in turn 

. compromise their ability to hold cleared individuals accountable for thcir actions 
Accountability is crucial to any system of controls and the fact that your determination in 
tl1is case preserves an unbroken record in which no govemment official has ever been held 
accountable for abusing the classification system does not bode well for the prospect of 
rea1 reform of the system. This phenomenon, the readily apparent inclusion in the Order of 
a feckless provision which infers that accountability cuts both ways has once again been 
proven to be a major source o[ why most informed observers both inside and outside the 
government recognize that the classification system remains dysfunctional due to rampant 
and unchecked over-classification. It is disappointing to note that a genuine opportunity to 

. e system has been forfeited in this instancc רinstill an authentic balance to tl 

As to your request for my recommendations as to the potential for clearer guidance when the 
classification status of information is integral to a criminal prosecution, I would recommend 
requiring coordination with an independent body such as the Interagency Security C1assification 
Appeals Panel. In the two cases I referenced above, the fact that the government did not obtain a 
criminal conviction under the Espionage Act actually bode wel1 for the integrity o[ the 
classification system -- otherwise, the perceived wisdom in the refiexive over-c1assification of 
information would have been codified in case law. 

Finally, I stand ready to share my experiences and observations with the Public Interest 
Dec1assification Board and other fora as seen 6t. 
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Thanks again for the reply, John. While 1 admire the job you do and the challenges you face, 1 
obviously disagree with the content of your reply. Nonetheless, 1 am appreciative of the courtesy. 

Best wishes for the New Year. 

jwl 
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cation Abuse Leads to Manipulation 0.' UCMJ Process וfHo\v Classi 
) 4 ] 20 (Unpublished Op-ed, AugtlSt 

When llsed properly, the system to classify national security information can protect service members 
to the enemy on the battlefield, In tbe bands of ca\cu\ating superiors מfrom halm by denying informatio 

willing to undermine the system's integrity, classification can be used to manipulate the military jllstice 

pl'ocess and deny service members the dlle proccss to which they are entitled, Such was the case in a 
martial of fonner Marine Captain James Clement who faced cbarges, which wel'e -ןrt special cOl 

subsequently dismissed, arising out of a Ju.ly 201] operation in Helmand Province, Afghanistan dll1'ing 
, Marines were videoed urinating on enemy corpses 'סש[ wbich 

The use of classification in this case was problematic from the very beginning, With legal counsel fOl' the 
g mistreatment of corpscs םg tbc Icad, unofficial images depicti םt of the Marine Corps taki מCommanda 

t Obama's םand other violations of the law of armed conflict were classified notwithstanding Preside 
goveming executive order which clearly prohibits the use of the classification system to conceal illegal or 
embarrassing conduct, Additionally, use of classification in this instance was contrary to the clear 
precedent that was established in the wake of the Abu Ghraib torture and prisoner abllse scandal. ln that 
instance, as director ofthe Information Security Oversight Office, 1 was instrumental in getting the 

to the abuse מof the Article 15-6 Investigation i מDepartment ofDefense to acknowledge that classificatio 
was required to ensure that similar misuse of the םwas inappropriate and that con'ective actio 

system did not occur in the future. Furthermore, as recently as five years ago, all tnree םclassificatiO 
tly believed that the llse of classification to conceal similar םbranches of our Federal govemmen.t evide 

formation Act םappl·opriate. Specifically, facing a court ol'der under the Freedom ofl םimages was i 
gress מdisclosed images of abuse at Abu Ghraib and elsewbere, Co םdil'ecting the release of a trove of u 

special authority to ban the release םfelt compelled to pass legislation in October 2009 giving tbe Pentago 
. of thcsc or similar images without the use of classification 

Aftel' a lengthy internal debate within the Marine Corps, the preponderance ofthe images as well as most 
diog the urination םs ioto the circumstances surrou םd crimioal investigatio םof the attendant command a 

video, were declassified. Not declassified were a number of critical exculpatory swom interviews which 
Captaio Clement's defense team sought to use in his Article 32 hearing. However, the proseclltioo 

availability under tbe military's rules for the use of classified information in UCMJ םobjected claimiog u 
proceedings, thus denying Captain Clement the benefit of critical testimony. His couosel was further 
adviscd that critical portions of the testimony at anothcr Marinc's Artic]e 32 bearing were classified and 

. se d.espite the fact that the beariog itself was public םtloavailable for Captain Clement's defe 
, Notwithstand.iog having tbe requi site security clearances and officiaI access to the acttlal statements 

ever advised as to why the statements were classified; a clear םCaptain Clement's defense counsel was 
violation of President Obama's order that information must be uniformly and coospicuously marked so as 

ot םto leave no doubt about the classified starus. Thus, exculpatory sworn statements could o.ot be used, 
even as the basis for interviews of other witnesses. 1 was thus brougbt 0 0 as a pro-bono expert consultant 

meot to adhere to its own responsibilities uoder םfor the defense io order to assist in compelling tbe gover 
tbe classification system. Sbortly thereafter, the criminal charges against Captain Clemeot were 

. d instead he was subjected to an administrative proceeding םdismissed a 
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While I was neve1' provided access to the purportedly classified statements c1'iti.cal to Captain Clement's 

s, it מd dec\assification decisio מapplying classification a מdefense, due to tbe Marine Corps' ineptitude i 
, readi\y became apparent to mc thc specific informat1on the government was claiming to be classified 

Specifically, a section ofthe unclassified version ofthe command investigation 1'eport details wbat 
-s center was able to observe of the ill-fated operation in real מanother Marine back at the combat opcratio 

time, Thc investigative report thcn gocs on to state in the very next paragrapb "that (original statcmcnt is 

, classifi.ed technology SECRET//NOFORN) can provide persistent video stlrveillance of an area," T11us 
ccs to how the combat opel'ations center was able מcOl1tained refel'e נts wbicJ מlpatory swom stateme ןןexc 

the field were placcd beyond defense counseJ's usc מto maintain real-time video surveiJJance on events i 
ce platforms was מthe bogus claim by thc govemment that reference to such surveilla 1מPO ן. based 

, ed וfclassi 

al security is contained מin the interest of natio מEvidence of the falsity of claims to legitimate classificatio 
in the tlnclassified version of the command investigation report itself which includes a number of 

ame (i,e, "Aerostat" and "ScanEagle"), For example, while םs by דמl'efel'ences to the sUI'veillance platfol 
ame ofthe platform was redacted from the body ofthe report, the enclosure rcfcrenced when טthe 

was not removed from the report, This enclosure is a fact sheet תןdiscussing tbe unnamed platfol 
lblic ןactor Raytheon and approved by the Department of Defense for p זtpreparcd by the defense con 
sor suites מrelease, It provides details ofthe "Rapid Aerostat InitiaI Deployment (RAID) system and it se 

d acoustic detectors) (that) provide unprecedented elevated persistent מ(EOIIF sensor, radar, flash a 
 surveiJJancc (EPS)", It goes on describe the Aerostat's capabilities and how it is deployed in-theater iח

, ol'mation containcd in the purportedly classified statements fמfar greater detail than any oftbe i 
' the command investigation repolt include references, fOI מFurtbermore, unclassified statemel].ts incJuded i 

example, as to how the Aerostat is used to counter indirect fire and how ScanEag\e (which is actually an 

ts, In addition, the מunclassified commercial drone) is used to conduct battle damage assessme 
classification guide eventually cited by the govemment as justification for c\assification does not 

" g "Aerostat" or "ScanEagle מspecifically address these surveillance plat[orms, Finally, by simply Googli 
and "Afghanistan" anyone, to include the enemy, can access numerous articles, photographs and videos 

-s are employcd in mזl'eleased by Department of Defense eLements as to how these two surveillance platfo 
, tbeater 

Clearly, ineptitude permeated almost evcry classification and declassification decision associated with 
, ans ןthis investigation, For example, an official in tbe office ofthe Marine's Deputy Commandant for P 

tbat the DC, PP&O ncver even reviewed the ןemai מPolicies and Operations (DC, PP&O) stated in a 
video which was cited more than any other video in tbe command investigation report and which 

awful acts to include mistreatment of enemy cOI'pses; thus the video ןcontained evid.ence ofmultiple un 

 twith the most iומ ammatory images second to urination video was never "considered in his classificatioס

c for classifying the images and videos in the ןdecision," This despite the fact that the purported rationa 
, theater -מifirst place was that their dissemination could encourage attacks against servicc mcmbers 

, this matter, For example מiassification was invoked ןHowever, more than ineptitude was entailed when c 
 the legal advisor to the Consolidated Dispositioס iAuthol'ityמ Captain CJement's case indicated in aמ

sel "to let those DC's (defense counsel) k:now who bcLve been םcou ןemail that direction was given to tria 
that ifthey aLlow this investigation to go ן. a חnishment) deal pre-prefe ןןextended the NJP (non-judicial p 

cd חis declassified), their clients will probably be looking at prefc סlDclass (i,e, wait until the investigatio ן
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charges, This needs to be moving and right now the only way to move this is through the pre-pl'efe\'ra l 

NJP deals, That will no longer be the case once the investigation becomes unclassified," Clearly, Mal'ines 

were being prcssured to accept plea deals before an investigation that contained exculpatory information 

and w hich never should have been c lassified in the first place became dec1assified, 

Fina11y, the Commandant ofthe Marine Corps himself gave vcry clear insigbt into the real intent for the 

nc ןl .זclassification ofthese images and the attendant investigation when he addressed fcllow Marines in 

2012 at the M.arine Barracks in. Washington, DC duri.ng his "Heritage Toul'," Wben specifically 

ation video, the Commandant does not botbe\' to מaddressing the issues of images associated with the uri 

, mention even in passing the ostensib1e reasons why tbc Marine Corps initia11y cJassifi ed these images 

He did not, for example, say tbat tbe Marine's conduct and the public dissemination ofrelated images 

es by potentially inciting violence, He did not say that the מjeopardized the lives of fel10w Mari 

tially damaged foreign מdissemination ofthe images undermined the military objectives ofthe war or pote 

relations, Rather, in talking about all the various images ofthe inevitable consequences ofwar that tbe 

Ame\'ican public is exposed to, be states: "But we a\'e \'ight smack in the middle of it, We're lumped I'ight 

, in tbere with evelybody, 1 don't want to be lumped in with anybody else, We are United States Mal-ines 

; We'\'e different, Our DNA is different, 1 don't want to be lumped in with anyone else, We've got issues 

we'11 solve it, We'll take care of it ow'selves, And we will police ourselves"," Thus, from the 

Commandant's perspectivc, thc ability to bold otbers accountab1e ends with him, Tbe Congress and the 

public, for example, have no right to the images and other information necessary to assess not only his 

accountability but the accountability ofsociety as a whole in acknowledging rcsponsibility for somc of 

a מthe inevi.tab1e consequences of rcpeatedly sending the same men and women off to wal' for mOl'e tb(1 

, decade 

Classification is a critical too1 that is intended to be used for the benefit, not detriment, of service 

ce of Captain Clement where the classification systcm is deliberately abused מmembers, Yet, the experie 

in ordel' to maniptl1ate the UCMJ process is not lmique, While military rules goveming the use of 

rportedly classified ןclassified information in UCMJ procedures require trial cotmsel to first ensure that pl 

anisms to ensure thi.s i.s ןthe first place, the mccl מation relevant to the case is propel'ly classified i ךןגinfol 

, ate and lacking the impartiality required in the in.terest of justice ןdone propel'ly al'e woefully inadeqt 

Thus, Congress must step in and act, For example, tbe UCMJ could be revised in order to provide 

dependent and impartial review ofpurported classified inforrnation integral to an UCMJ מavenues for the i 

action, exercised perhaps by an entity such as the a lready existing Public Intcrest Declassification Board 

wbich has members appointcd by both the president and congressionalleadership, Such a reform is 
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Official Backs Marines' Move to Classify Photos 
of Forces With Taliban Bodies 

10, 2011 NE טBy CHARLIE SAVAGE J 

W ASH1NGTON - 1n an apparent expansion of the government's secrecy powers, 
the top official in charge of the classification system has decided that it was 
legitimate for the Marines to classify photographs that showed American forces 
posing with corpses of Taliban fighters in Mghanistan. 

President Obama's executiv~ order governing secrecy bars use ofthe 
classification system to cover Up illegal or embarrassing conduct. But the official, 
John P. Fitzpatrick, the director ofthe 1nformation Security Oversight Office, 
accepted the Marines' rationale for classifying the photographs: that their 
dissemination could encourage attacks against troops. 

Mr. Fitzpatrick laid out his conclusion in a May 30 letter to a Marine lawyer who 
had filed a whistle-blower complaint saying that the secrecy violated the 
executive order. 1t could be an important precedent for allowing the military to 
keep future war-zone photographs depicting abuses by American soldiers hidden 
from the public. 

The decision stands in contrast to the government's position in a legal fight over 
hundreds of photographs depicting the abuse of detainees in 1raq, which the 
American Civil Liberties Union sought in a long-running Freedom of1nformation 
Act lawsuit. 

1n that case, military officials raised similar concerns that disseminating the 
photographs could cause significant harm, provoking attacks on forces in the war 
zone. But neither the Bush nor the Obama administration claimed they were 
classified. 1nstead, Congress passed a speciallaw in 2009 allowing the secretary 
of defense to block the photographs' release. 

J. William Leonard, a former director of tbe information office, called the move 
"a significant and disturbing shift" in the government's secrecy policy. 

"As recently as five years ago, all three branches of government agreed that the 
executive did not have power to classify such images," Mr. Leonard said. 

Mr. Fitzpatrick said in an email that his decision did not amount to a broad new 
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executive branch policy, and that questions about classifying war-zone 
photographs showing wrongdoing by American troops had to be evaluated on a 
case-by-case basis. 

"Because a decision was found to be permissible in one instance does not require 
it to apply in al}, or even in any other instance(s)," he wrote. "In the U.S.M.C. 
matter, the temporal nature of the decision as relates to a specific set of 
circumstances in that threat environment at that point in time is key." 

The White House declined to comment on whether it agreed with Mr. 
Fitzpatrick's interpretation of Mr. Obama's executive order. 

The dispute traces back to January 2012, when a video was posted online 
showing four Marines urinating on three dead Taliban fighters. A military 
investigator obtained several dozen other so-called trophy images, which were 
not made public, showing troops posing with corpses. 

The Marines decided to classify the photographs, along with other materials 
gathered in the investigation. But several military officers argued that there was 
no legaJ basis for doing so. Among them was Maj. James Weirick, a Marine 
lawyer who was advising the generaJ overseeing the investigation. 
Major Weirick later filed whistle-blower complaints about the case, making 
several aJlegations, among them that the classification decision was illegal. Mr. 
Fitzpatrick handled that question and concluded that the Marines' rationale for 
classifying the photographs fell within the rules . 

While Mr. Obama's executive order explicitly bars the use of classification to 
prevent the public from learning about a criminal or embarrassing act, Mr. 
Fitzpatrick pointed in his email to another section that aJlows information related 
to military operations to be classified, saying that it implicitly encompassed 
"force protection" concerns. 

"That reaction to the material would make coalition forces vulnerable, perhaps 
even to actions by Mghan forces fighting with the coaJition, was an immediate 
concern," he wrote, calling the classification of the photographs "a tacticaJly 
oriented decision meant to prevent immediate backlashjharm." 

The Marines later asked for a second opinion from the United States CentraJ 
ere declassified, although they have not been יV\ Command, and the photos 

. published 

Major Weirick said he was disappointed with Mr. Fitzpatrick's decision, which 
was first reported on Tuesday on the Secrecy News blog. "That would aJlow every 
bad thing to be covered up," he said. 

In a related twist, the dispute brought to light a CentraJ Command regulation that 
says information about past operations is to be kept unclassified if it meets 



severa1 criteria, including that it "does not embarrass any coa1ition members." 

Asked on Tuesday how that regulation squared with the executive order's 
prohibition on classi:fying information because it is embarrassing, a military 
spokesman said he was researching the question and had no immediate answer. 
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METHODOLOGY FOR DETERMINING APPROPRIATENESS 
OF AN ORIGINAL CLASSIFICATION DECISION 

• Who made the decision? 
- Was the individual an original classification authority (OCA)? (§l.l (a) (1), 

Order*) 
Was the individual properly delegated the authority? 

o By the President (§ 1.3 (a), Order); or 
o IfTop Secret, by an official designated by the President (§1.3 (a) (2), 

Order) 
o If Secret or Confidential by an official designated by the President 

pursuant to § 1.3 (a) (2), Order or by a Top Secret OCA designated 
pursuantto §1.3 (c) (2), Order(§1.3 (a) (3), Order) 

o Was the delegation in writing; did it identify the official by name or title? 
(§1.3 (c) (4), Order) 

• Is the information owned by, produced by or for, or is under the control ofthe US 
Govemment? (§ 1.1 (2), Order) 

• Does the information fall within one of more of prescribed categories of § 1.4, Order? 
- military plans, weapons systems, or operations 
- foreign govemment information 
- inteJligence activities (including covert action), intelligence sources or methods, 

or cryptology 
- foreign relations or foreign activities of tbe United States, including confidential 

sources 
- scientific, technological, or economic matters relating to the national security 
- United States Government programs for safeguarding nuclear materials or 

facilities 
- vulnerabilities or capabilities of systems, installations, infrastructures, projects, 

plans, or protection services relating to the national security 
- the development, production, or use weapons of mass destruction 

• Can the OCA identify or describe damage to national security that could be expected 
in the event ofunauthorized disclosure? (§ 1.1 (4), Order) 
- If Top Secret, can its unauthorized disclosure be reasonably expected to cause 

exceptionally grave damage to the national security? 
- If Secret, can its unauthorized disclosure be reasonably expected to cause serious 

damage to the national security? 
- If Confidential, can its unauthorized disclosure be reasonably expected to cause 

damage to the national security? 

" ty Infolmation ןExecutive Order 13526, " C1assified National SecuI • 
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• Is the information subject to prohibitions or limitations with respect to classification? 
(§1.7, Order) 
- Is the information classified in order to conceal violations of law, inefficiency or 

administrative error? 
- Is the information classified in order to prevent embarrassment to a person, 

organization, or agency? 
- Is the information classified in order to restrain competition? 
- Is the information classified in order to prevent or delay the release ofinformation 

that does not require protection in the interest of national security? 
- Does the information relate to basic scientific research not clearly related to 

national security? 
- Ifthe information had been declassified, released to the public under proper 

authority, and then reclassified: 
o Was the reclassification action taken under the personal authority of the 

agency head based on a document-by-document determination by the 
agency that reclassification is required to prevent significant and 
demonstrable damage to the national security? 

o Was that official ' s determination in writing? 
o Was the information reasonably recoverable without bringing undo 

attention to the information? 
o Was the Assistant to the President for National Security Affairs (National 

Security Advisor) and the Director ofthe Information Security Oversight 
Office notified ofthe reclassification action? 

- Ifthe information had not previously been disclosed to the public under proper 
authority but was classified or reclassified after receipt of an access request: 

o Does the classification meet the requirements of this order (to include the 
other elements ofthis methodology)? 

o Was it accomplished on a document-by-document basis with the personal 
participation or under the direction ofthe agency head, the deputy agency 
head, or the senior agency official? 

- If the classification decision addresses items of information that are individually 
unclassified but have been classified by compilation or aggregation: 

o Does the compilation reveal an additional association or relationship that 
meets the standards for classification under this order? 

o Was such a determination made by an OCA in accordance with the other 
elements ofthis methodology? 

o Is the additional association or relationship not otherwise revealed in the 
individual items of information? 



METHODOLOGY FOR DETERMINING APPROPRIATENESS 
OF A DERIV ATIVE CLASSIFICATION DECISION 

• Who made the decision? 
- Does the decision relate to the reproduction, extract or summation of classified 

information, either from a source document or as directed by a classification 
guide? (§2.1 (a), Order·) 

- Is the person who applied the derivative classification marIGngs identified in a 
manner apparent for each derivative classification action? (§2.1 (b) (1), Order) 

- Is the decision directly attributable to and does it accurately reflect an appropriate 
original classification decision by an OCA, to include the level and duration of 
classification? (§2.1 (b) (2), Order) 

• Is the information owned by, produced by or for, or is under the control ofthe US 
Government? (§1.1 (2), Order) 

• Does the information fal1 within one ofmore ofprescribed categories of § 1.4, Order? 
- military plans, weapons systems, or operations 
- foreign government information 
- intelligence activities (including covert action), intelligence sources or methods, 

or cryptology 
- foreign relations or foreign activities ofthe United States, including confidential 

sources 
- scientific, technological, or economic matters relating to the national security 
- United States Govemment programs for safeguarding nuclear materials or 

facilities 
- vulnerabilities or capabilities of systems, installations, infrastructures, projects, 

plans, or protection services relating to the national security 
the development, production, or use weapons of mass destruction 

• Can damage to national security be expected in the event of unauthorized disclosure? 
(§ 1.1 (4), Order) 
- If Top Secret, can its unauthorized disclosure be reasonably expected to cause 

exceptionally grave damage to the national security? 
- If Secret, can its unauthorized disclosure be reasonably expected to cause serious 

damage to the national security? 
- If Confidential, can its unauthorized disclosure be reasonably expected to cause 

damage to the national security? 

• Is the information subject to prohibitions or limitations with respect to classification? 
(§1 .7, Order) 
• Is the information classified in order to conceal violations of law, inefficiency or 

administrative error? 
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• Is the information classified in order to prevent embarrassment to a person, 
organization, or agency? 

• Is the information classified in order to restrain competition? 
• Is the information classified in order to prevent or delay the release of information 

that does not require protection in the interest of national security? 
• Does the information relate to basic scientific research not clearly related to 

nationaJ security? 
• Ifthe information had been declassified, reJeased to the public under proper 

authority, and then reclassified: 
o Was the reclassification action taken under the personal authority of the 

agency head based on a document-by-document determination by the 
agency that reclassification is required to prevent significant and 
demonstrable damage to the national security? 

o Was that official ' s determination in writing? 
o Was the information reasonably recoverable without bringing undo 

attention to the information? 
o Was the Assistant to the President for National Security Affairs (National 

Security Advisor) and the Director of the Information Security Oversight 
Office notified ofthe reclassification action? 

• If the information had not previously been disclosed to the public under proper 
authority but was classified or reclassified after receipt of an access request: 

o Does the classification meet the requirements of this order (to include the 
other elements ofthis methodology)? 

o Was it accomplished on a document-by-document basis with the personal 
partici pation or under the direction of the agency head, the deputy agency 
head, or the senior agency official? 

• If the classification decision addresses items of information that are individually 
unclassified but have been classified by compilation or aggregation: 

o Does the compilation reveal an additional association or relationship that 
meets the standards for classification under this order? 

o Was such a determination made by an OCA in accordance with the other 
elements of this methodology? 

o Is the additionaI association or relationship not otherwise revealed in the 
individual items ofinformation? 



J. WILLIAM LEONARD 

ently serves as the chief operating officer of a private nonprofit חMr. Leonard cU 
. dedicated to the advancement of human rights 

Mr. Leonard retired from 34 years ofFederal Service (to include 12 years as a member of 
the Senior Executive Service) in 2008. His most recent Federal position was as the 
Director ofthe Information Security Oversight Office (ISOO). As such, he was 
responsible to the President ofthe United States for policy oversight ofthe Government
wide security classification system and the National Industrial Security Program (NISP). 
ISOO receives its policy and program guidance from the National Security Council 
(NSC) and is an administrative component ofthe National Archives. 

Before his most recent Federal appointment, Mr. Leonard served in the Office ofthe 
Deputy Assistant Secretary ofDefense (Security and Information Operations) as both the 
Deputy Assistant Secretary as well as the Principal Director. As such, he was responsible 
for programmatic and technical issues relating to the DoD' s information assurance, 
critical infrastructure protection, counterintelligence, security and information operations 
programs. 

Prior to coming to the staff ofthe Secretary ofDefense in 1996 as Director of Security 
Programs, Mr. Leonard served as an Assistant Deputy Director at the Defense 
Investigative Service (DIS). In that capacity, he was responsible for a wide range of 
policy and operational matters pertaining to the DOD's administration ofthe NISP, both 
within the U.S. and overseas. Mr. Leonard was instrumental in the estabIishment ofthe 
DIS Counterintelligence Office. 

From 1989-1992, Mr. Leonard served as the Director, Office of Industrial Security 
International in Brussels, Belgium. Previous assignments included additional tours at 
Headquarters, DIS, as well as serving as an Instructor at the Defense Industrial Security 
Institute in Richmond, V A. He was also a Command Security Officer at a DoD activity, 
as well as an Industrial Security Representative in the New York City area. He joined the 
Federal service in 1973. 

Mr. Leonard holds aBachelor of Arts degree in History from St. John's University in 
New York City and a Master of Arts degree in Intemational Relations from Boston 
University. Noteworthy awards that he has received include the DIS Exceptional Service 
Award (1987 & 1996), the DIS Meritorious Service Award (1989 & 1993), the Office of 
the Secretary ofDefense Medal for Meritorious Civilian Service (2000), and the 
Department ofDefense Medal for Distinguished Civilian Service (2001 & 2002, with 

ed upon Mr. Leonard the rank of חBronze Palm). In 2002, the President confe 
. Meritorious Executive 
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