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Figure |. Electric Power System Elements
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Source: Congressional Research Service, based on graphic found at https://reports.energy.gov/BlackoutFinal-
Web.pdf (p. 5).

Note: kV = kilovolts (or 1,000 volts).
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Figure 2. SCADA System General Layout
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Notes: WAN = Wide Area Network; MTU = Master Terminal Unit (server for SCADA system); I[ED =
Intelligent Electronic Device; RTU = Remote Terminal Unit.
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Figure 3. Concept of a Smart Grid Network
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7 J8134<#)-JI8!"D*LDS TAHG/SI(H) (5458, 106+SI90(, IHFAL 1 +/(+#51431_(+52S#8/ . 11(, 141, 685(+0!
BAH5E/H#1;85+<, 8I(S1(, 1+1O4) <04/ O+ 7 +/815+6+; 08104 (# . IS/ A< . WHES 7 4/213(08, 14#541/89 4+ 08!
$4/+.8198) (+4)

0AP16(5+)! QH7+/&! )&B04198#5,! Ut z&! (#50<)&)! O4)<0&,! SW+S! ,&+/5%! 4<S! +#1! #8§74/2L
BAH#R5R)! 308! ,%+/&, | +)! /D4 1 +;0&! O&) (+1 3471 +)) (§(4#+0! 01+88/+0! O4:&O&HS! 7 (SUo(! $&!
+338588.) !&#i (/AHOBHBIANRIOHIT+/8)(, (. 01O 4) <0+/ 1) ASHINB<HES(4#-+0(511(, ) £60418) 54!
+0!: (58(9,8E"

=+528/, 1+/81/AB4/$6) 18410+ 1<, &) 18%8)_ 0+52SH&/ . LIA/AM#I%A/ &ISAN)&0(:8/160< . L(#IO4) <08, 1<, &)!
34/1, 88/ +016</64, &, - (H50<) (. 1281004 . _(#.-1+<) (ABSAT) (# .-+ [+7 3 (.1, 5/88# %48, 8

T8, /508, 0442(H . 1+8ISH8]_0+52SH8/ . 110417 +/81+/81/&BAISE) 54100+ 810) &H(3(&) 1+160< . L(AISH+§15+41
Y&, SALIHN))(, 2, -4 15 80(& - &ISh+SIS0681 +6+528/ |1 7 (001+58( - +9819%81 O4) 08I AH5EISHE LI +/8)
)(,54:8/8) (HIA1) &/1SAH() &5&(/16/8 , 845857

D\ IAKRIOA, $1)HE . &IA<, 1 QHTHESIAI AN, 1+181 T /($3841 7 (SISHEI6</64,81431) (54 - &/ (# . | LA</I3(H+H5(+01(H3A/ O+3(AH-15+2(# .
4:8/114</15496<86/0,1,1,58.9V/8, A</58.,-14#) [(#10+/ .&/1, 1,589, I5/8+$(# . 1+1m) & (+0L43L, &/  (5RAICNINWEI+§5+52831 HI) &#(+0L
431,87 = (5R1485+521(, 1+#1+350.O6S1S41 O+ 281+ O +5U(HEIA/HES T 412118, A</58I<#+ 2 +(0+ 08IS415%4 , I+ OBS(H . 1541/8+531 (S81*E&)
USSBEFF7 7 78O+07 +/88/<SHI5AORNELI(, $LA3LO+ 7 +/8L$168, fi!

Zbyxg81"D*LDS TAMH/S+$14836,, 6FF(5, L58/88<, L5&/85. 4= F+08/8, FD*LHAS TALX[LYJXLCX _BIC=8/&(#+358/1"D* _(+52E4!

2 1*6+O1(, 1<, A0(5(58) 18 O+(0- 1A/ O+INLI 7 (S0 +41+) 1875, (# . |15AHIGHS!, &H814<S+, 1+1O+ | 1O+(0(# .8J1*88&!

US$6eFf 7 7 786+#) +,85</($1854 OfhAO8<, &/, f, 85</(S1L(#341$168,LO+07+/&f, 6+Off!

D> (452!

11 H) 1 +458) IF&/, (L S8H8IA/&+S, ICHF A, E1+/&1+151 ; &/5/(O8&I5+88 . 4/11) (/&588) 1481 ; <, (#8, , 1+#) 16 40(8(5+018+/ . &8, BIHF A, !
JRB(/&I+1%( . %1) & . 1881431, S8+0N(H&,, , 14 &/1+16/ 4044 . &) 1) </+5(AHIA3NABRI+5(A4#1(#141) 811341 5 &1, <558, , 3<08 AY&I +$$+52!
4785828, 19%8/834/81516 (5+HOLIRRIEH) | ; §14#) (D) (+$813(#+#5(+0! . +(#-1+#) 15496/49(,&)!, 1,589 , I54#5(#<&!54! ; &143!
&2 (58182 81 +30&/12811, 1,889, W+ 2 &1 ; R&H! 5 /8+5%8) 1+4) | (F#(S(+01 . 440, /&+5%&)8J1*&&I%SS6 e 7 7 78) +9 ; +1)+854Of

+) +#5&) L6/, (,S&H#SL/&+S, L+L; /(83L) &, 5/ (BS(4#f8!

X1ga6081= , (801 +#) 1H/+ 2 (H) 1= 7 +Q(#+80+#-1 1 0+52S#8/ . 1 M407+/&1=(.%0( . %5, 1*6&5(+0I DA#3() &#H(+0(51IDA#, ) &/+5(4#, !
(#ID/(S(5HI"#3/+,8/<58</8!_[&+5%1"#:8&,8(. +§(4#,-I1JD Supra-1G4:89 ; &/X]-IYCX[-1%$36¢ff7 7 787) ,<6/+54Of0& . +}4& 7, f
; 0452848/ . 1LQ+07+/8L%( . %0( . %8, L, 6&5(+0L5LADV\CTIC=8/&(#+358/1aN*Ef!

DimD*_g+5281

[21aNg!
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HAVEX

ARI=HUSQIOHI7+/8)(, HASHET-1; <SS+, 15 84#1O4) (3(8)!, & &/+018(O&, !, (#581(5, 13(/, $1/864/58)!
)&B041O8HBI"SI00+, 15+/ . 838 1SU&IEHE/ . 11, 8584/1, (#58! 148108+, SIH< . <, $1YCXYBILLIW/( . (#+001-1=HUSQ!
7+ <8812 (+1,6+O18O+(014/1, 6&+HLB%( Yk . 1+$5+52, 8L IAN(, 14671 -8/, (441431 =HUS 14668+,
S41+ 815 8&H) &, (L#E) 1+, +IAJAM#1%4/ ), BE5(3(5+IDLISAI(H(00/+581+£) 1O4) (311108 . ({(O+§8J!, 4B 7 +/8!
3/491"D*1+#) I*DHNHI!, <660(&/ ,-1+) ) (# . 141 (#, $/<58(4#1841/<#154) &IC(888-18%&! | mbcheck. dI1J13(0GE!
SAHH(H(H . I98I=HUS QIO+ 7 +/851!

"HISHGI(#, $+#581) (, 54 :8/8)1=HUS ! QH7+&I 7 +,1<, &) 1+, 1+1/8Q 4814558, , 1844010 T HAEISA14RS/+58!
YH5+13/4OIW<SI4421+) ) /&, , 15 442, 1+#) I"D*L/G0+E)!, 4387 +/813(08, 1<, &) 134/1/8O 43814558, , 13/491$%8!
(#38558) I5496<88/184148%&/1(#) <, 8/ (+01, &/ - &/ SOIAU&IS] ; &/+45+52108+ - &, IS%&I54O6+#14, 1, 1,560 (#
TUHS14668+ , 1541 ; &I+ A/ O+0IABRI+$(# . |I5AH) (S(A#-1; <SISURIHSH+528/HA 7 10+, 141 +52) 44/15414558,, |
+#)164, ,(; 0115445/ 4018%815406+#10, "D*14/*DHNHIA68/+$(4#, 8

ANI=HUSQ!O+)7+/8164, ,(;01!6#36/8) 1$%&!54#58/40!,1,89,14315+/ . &38) 154 96+#(&, I<, (#. 14#&!4/!
O<($(606!106.2&0,1431+$5+52¢!

X8+ SO+(1ID+O6+(. #eISRES<H(:&, 1+#)!, &#(4/16O604188, 1 78/815+/ .888) 1 7 (SHO+)(5(4<, !
FN ™ 4$$+5%O8#8, (1 & ; /<+/ LLa<#&IYCXZ8!

Y8+ 1Q#S8/(H . |1 =A08IHS+5261Q8 5 , (56, 10(28011841 ;812 (, (56) ! ; 116846081 7 4/2(H . | (#1S%8!
88/ . 1), 8584117 &/8)(HI858E) !, <SUISHh+SISUELI/&) (/8596 IS8, (58! = (, (47154144581
5406/49(,&)108.. ((O+$&I 743 , (581%4, $(# . L+#1&R604(SI2(SHAKEIGREIA(S12(SI58!
(#,5+0, 18981 T HABIA(, 1O8SHAY 1431 (,$/(; <S(4#!; & +#1(#Hla<H&I Y CXZ8!

Z8+ *ART7 +QINAT#04+)8) 13/401"D*LT&0+8&) \Us#) 4/, eIHS0&+, $18%/8&!"D*! - &#) 4/, (!
ABTHE)ATHIA) 1 78/81%+528)!, A150+818%8 11 (#50<) &) 1$%&! THAI Q+07+/881!

=HUSQ!(, 140, 4154008)!1_+52)44/BW0)/8:+JICA/ 9481 1 SHE/ . 88(5!_&+/'THAJE-1+, |(SI54H5+(#, 1808
OH7+/&I2HA7 1+, K+ I/ A48k + +#IRI=HUSQ, 116/4)<SSIAISHUIN+ 443111 /4<6)
C+2+ISH/ 88(5) &+/E-170(SUI+668+ 18415 &1+11 $+S8L, 64#, 418) IV 1<H) &/5+2(# . 1345< &) 14#!

&, B(4H+ 81T (S, +;45+. &1+, 1+ 1) BI(H(S8! , 8544) +/115+6+; (S LI IAULI O+ 7 +/&1+0047 | 1+45+528/ , 184!

tD/47) ,8/(28-\Global Threat Report\YCXZ-WSGeff77 TI5/47) ,3/(28540F 48 7L5/4T) ,$/(28L/864/5L4338/ L
<H6/858)GHSE)L(E, (. ISLAHLT AN ,LO4 5L, A6%(,8(5+88) 51 ; &/+§5+528/ , LZfH!

DI} = 40(281/&.. <OH/GH( (.- TH(E!, &) , 0+/ . QIH< D3 &/, 14318O+(0, 54104/ _814<D 3 &/, 14316846081, B&:+/LBM(, % . 1/838/ 134!
B (# . 1HIBH(, Yt 18 O+{0ISA1+16+/5(5<04/168/ , 4#14/1/30+3( 801!, O+ . /4<BRIHS$+528/ , 1O +1140, 41%&+ 2 (1115<, 54O (>&I&(/!
BRHILBU((# . 18O+(0,-I<, (#.16<: 0(5I(H34/ O +5(4H) . 08:+#8) 13/ AOISHRIQR;-1S41 O+ 28ISKRIRO+(, |, 4O O4/&1+<SH&H (584!
HSSGEF7 7 78)+/2/8+) (# 054 OF+$5+52 L)L /&%, F, B8:+/L6%(, (# . LH$$+52, LAHLIEL/(, &F) H)LOFXCATXT I8!

DIN++: O'=8HS<H&#1+#) IHHB(|A(22+#8#-11=+:&RI=<#§, !~ 4/I"D*f*DHNH!*1,$89,-J\F-Secure-la<#8!YZ-IYCX[-!
%$$6,6ff7 7 783L,85</88549F7& ;04 . f+/5%( - &, fccccYbX] 8%$O0s!

B

Oy =g+%8.! M+5KE#>(&-IN/+ . A#NLIM+07+/81A+] .&$,!"D*1*1,8&9,-J! Tofino Security-!H<.<,$1]-IYcX[-!

%$$6,6ff7 7 78843(#4 ,85</($1854Of ;04 _) /+ _ 4#N1LO+0 7 +/&L5+/ . &3,L(5,L, 1,889, 81IC=8&/& (#+386/IN/+ . 4430 1 ES!

PP, 15 80(8: &) IUHISHEIN/+ . 443011 JA<BI(, 15+, &) (HIS+ S8/HIS</ABE1+4) I96+91(51(, 164, , (;011; &(#. 1) (/8588) 1 11T, , (+]
7 (81, $+58), 64, 4/ 54(B1(#: 40: 883" )8!

Verx 1 Q+#985-1 “Emerging Threat: Dragonfly / Energetic Bear — APT Group-J1a<011Zc-1YCX[-10886eff3a/s<st+, 54/#6/854 Of
YCX[fcbfcXfO+, ,(:8L51; &/+§5+52L) /+. 4#1L5496/49(,8) LX2L64 7&IL6I+HS, LT4/0) 7()&f!
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<B04+) 1+ ) AT HIA+) 13(08:, 13/ 4O IS8 (H38588) 154 O6<$8/1+#) /< HIGRES<S+ ; 0813(08,, 81"81 7+, 140, 4!
1864/58) 184 &15+6+; 0143154008584 . 16+, , TA1) -1+ 2(# .1, 5/88#,14S, 1+#) 15+6+04 < (# 1) 45< O&#$, 11

Sandworm

*+#) 74/9\(, 1+1$16&143IA/AM+#1%A/] , &-1+#) (31 7+, 14/ (. (H+0011345< , &) 14#1+] = <O#8/+; (0(S 11 (#1998
QAT ,1468/+5(#.1,1,56910/864/58) 1+,16+55%8) | ; 1IM(5/4, 4381 (HIW584 ; &/1YCX[E8"1"61 7+, 1<, 8) 194!
Y&0(8/1QH7 +H&ISU/A< “WIFAT &/BARHSIB(08&, 141I%< D ; 1)/(:&, 1<, (# . 1+<S4 O+§(5+00L1/<#13(0&,, -1 ; <§15V+$!
1 &584/14314+85+521%+ , 1 ; &&H0+/ . 011504, & )8 “IAUSI6/(Q+/1194) &1431*+#) 7 4/ Q1+85+521 7+, 1, 68+/L

B6U(, (. -I<, (#.1 . [+ O O+§(5+NLI 7 &AL 7 /($88#1&O+(0, 1 7 (%1$46.(5, 1431 (498/&, $15418%&I5+/ . 8B AUE!

O+ 7+/8I54#5+(#8) 1+#1+38+5% O8HSIS+SIGRB04 (58 19%&! = <O#&/+; (0(S1I$41) &0( = &/! = +/(+#5,14318%&!
_0+52S#8/ . 1IA/4+# L1

AURIIA5<, 1 A3IEI*+#) 74/ O14§5+521) (,54 :8/8) 17+, *DHNH!, 1,889, -1+, 9681 O+07+/818+/ .836)!
,685(3(5!, 4357 +/81<,8)134/15%8., &), 1,549 , 8!

Wi W584 5 8/) X[¥-1 +1 /86418 7+,1 6<;0(501! /80&+,8)! /& . +1) (#.! 08! *+#) 74/O! $8:+O8! H3%6/!
J& (B (1 HE (128, 8 +S(A4H) (541998 +33(0(+$8) | O+07+/8) , +OB0&, 1 +#) 1) 4O+(#,-| 78! B<(5201!
5+ ORI &+0(>+(AHIN+19%(, ! . /4<61(, 1 &/110(280115+/ . &3(# . 1*DHNHLE&#8/ (5! (58(9, | 7%41+/&!
<, (#. VK S!"H#800( . &8I F0+$34/90, ID"MFA "D "A T 1=M"1, 40<§(4#! , <S8! D"MFd"D"A i I(, 1 +#!
+660(5+8(4#!, <(S&18%+51(, 1<, &) (HISA#I<HEY (4417 (SW*DHNH!, 1,389, 8IHI28 1154 Q6 448451431+#1!
*DHNH!, 1,869!(, $%&!=M"8IA%I=M"IC7%(5%!,$+#) , 134/1=< Q+#LM+5%(#&!(#58/3+58EIS+#!; &!
(87&)!+, 1+ ABR/ 54/ 1544, ADRISN+S1(,1<,8) 1941 QAH(SA/1+#) 154/ 40 ) & 2 (B&, | (# +# (#) <, 8/ (+0!
& (/4#98#8"!

*44) 7 4/ OV5+HBASEHS(HOVL 105+ - &) . /4+96/1(O6+58, 1A#IHHI8HIG/6/(, 8-+, 1881 O+0 7 +/8154<0) |5 &!
§/+#,38//8) 1SA1 488/ 15416414385 <, (#&, !, 1,589 B!

A%&,81)&2 (58, 15+ ; 8118, 64#, (;0&134/1+<S4 O+ (4HI5AHSI A0+, 178001+, 1, +38$ 11468/ +3(4# 888151, !
(OBA/SHISAHASRISH+I 7 &1+/815</ /88011, 8&(# . ID"MFA"D"A T 1; &(#. 1<, &) I+, H#1+§5+521 - 8584/
U4 782 &/-17 8%+ 1 &IBA<H) HEAN(#) (S+§(A45+815%(, 1O+0 7 +/&1(, 1O +HH(B<U+§(# . H#1+58<+)* DHNH!
,1,989, 14/1) +§+81 % (#581 =M", 1 +/&1045+88) | (#! ; AS%1$%&! 54/6.4/+$81 +) I5ALS/ AN HRST 412 ,-1$%(,!
+5+52154<0) 1 81<, &) 8415+/ . 8B (SUE/HES T 412!, & . O&HS-1A/1<, &) BAI5/4 | 13/ AOWNEI5A/64/+$8154!
SRISAHS/ ANHES 7 4/ 28

VXIN/+_4#3018!

VL AR +$5+521/80(8., 14#1+1 1 <O#&/+; (VLI Q) 47 , 12#4 7 #1+ , IDUSLYCX [LIXX[-16+85%8) | (#__<00&$(# M*X[Lc\ch!!

VI 10APU&IH85+521<, &)1 ; 11*+#) 74/ Q141 4L5+008) 1>8/4L) +11&RBI4(5-1 ; 85+<, &180&! 1 <0#&/+; (0811 7 +,13(/,$I&RB04(5) | ; &34/81+!
B+§5%1 7+, 1+ +(0+ ; 088 F+<0IN<B20(#-! H AUIT*+#) 74/ QB Q+) 7 +/8IL1 7%+$114<I48&) 1841244 7 -1 Sophos-W584 ; &/1XV-YCX [ -
06896, eff#t+28) , &5</(518,46%4 , 854 OFYCX [FXCIXVIUEL, +#) 74/ OLOH 7 +/8L 7%+ 14<L#E&) LS4L2#4 713!

VOH)+O1K/8&# ; 8/ .- I*+#) 74/ O A&+ORIGRE04(S, 1>8/4L) +11; < . (#1&, 6(4#+ . &15+O6+( . #-J\SCMagazine-\W554 ; &/ X[ -
YCXV-1068366ff 7 7 78,59+ . +>(#EI54OF , +#) 74/ OL8&+OLERO0A(S, L>&/AL) +1L; <. L(#L&, 6(4#+ . 8L5+O6+( . #F+/5(50&fZbbYZ] f!

Wik 2081 Q(%4(51+#) 1a(OIKA . 40(#, 2(-11*+#) 74/ O184]_1+5284| Aw&I*DHNHIDA4##85%(44-\ TrendLabs Security
Intelligence Blog-\W54; &/1Xb-IYCX [-14896¢ff; 04 .8/6#) O(5/4854 OF8/8£) 0+ 7 , L, 85</(SLL(#3800( . &H5&F , +#) 74/ OLSAL ; 0+5284L
S8L,5+) +L5A4HHE5S(A4HRI!

08
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18=98*.%"+0(12+3.4$%+!"#$%8&S$' (%)*"+5*8=08%9&+

ARG <02180858/(5164 7871, 1,36 P16+, 10+#) 4§47 11+#) 18434158+ 3 18], $+#) +1) ,134/151 ; &/ , 85</($181A%&!
S#8/ . 1IFAN(51IH5$1431YcCVICSFHDAEICRASIXCALV]EL .+ &IS8! &) &/+0ISHE/ . 11 T4 <0+84/11

DAQO(, , (A#1+<S4/(S114: &/181/80(+; (AS114318%8) . /()-1 7 (ShIS8I64 7 &/1841+66/4 - 81O+#) +$4/1!
51;8/,85</($1!,$+#)+1) ,16/464,8)!; 11481S0858/ (51 T&I(+ ; (0(SLIW/ . +#(>+(4#1CS TWEBID<//84501- 158!
GA/SHHO’/ (5+#1S0858/ (51 T&I(+ ; (0($1!DA/64/+3(4#ICGSTDE! &/ &, 1+, IS8 STWHIGS T D!8$%&/834/8!
61464, /&0(+; (01!, S+ +1) , 134115/ (S(5+01(#3/+ ,$/<5$</816/ A58 A#I0D"FEI 7 %(5%!+/81<6) +§&)!

Sa#, )&/ (#1881, $+8<, 1431/80(+ ; (0S11+#) 151 ; &/ , 85</(SLI5AH58/4, 1341158 /()3

SSTD!:(87,1./()), 85</(S11+, 14196 16/ (4/($1-1+#) 1, &6+/+$80118., $+ 3 0(, &) S&IW33(581431S#8/ . 1!
"H3/+,$/<59</8I*85</ (SLIOWS *EISA ) &+01 7 (151 ; &/14#) 16% 1, (5401, &5</(SIBIWS " * 104+, 1+1O(, , (441541
6/4:()&IGRB&/S(, 154 18%&IDAO O, , (4#15411 ()&#S(31- 154 O<H(5+38+#) !, 882154O6/8&#, (18!, M<$(4#,
SA16ASGHS(+01/(, 2, 1841~ STDLI/(, ) (58(4#-+013+5(0(5(&, 13/4 9151 ; &/+85+52, 1+4) 1, <SUHIEUL , (5+0IS/&+S, 1+,
80858/40+_#83(516<0, 8,80 NN=478:8/-" STD!,$(00+, ,&/3, 190+$1(S1) 48, 44100+ - &ISIE 1 +<8064/($11841+58!
B<(5201!(#1S%&1& - &#51431+1O+74/151 ; &/18 - 848!

F$-)=)=>+*/$+DL*$=*+.-+ @D 7MB(*/.%)*"+. 2$% " #$% &S (%6)*"+

GSTDI4/( . (#+01)8S8/O(#8) | 7H(5%80858/ (51 (#) <, $/ L13+5(0(S(&, 1 74<0) ! ; &1, < ; B5S18410+#) 484/ 1!
180(+5 (0(SL!, S+ +1) 13 +,8) 14418, 1) B3(H(S(A#1 431508156/ O | 5 <02180858/(5!, 1,$69JIC_ S*ERI=478:&/-!
$U081/& . (444013 4) (&, 1O+2(# . 1<6IGSTDIG+) 1) (, 5/88(4#1 (1) 888/ O (H(# .| 7h(5%13+5(0(8(&, 1 74<0)! ;!
< 28581341908, &1/80(+ ; (0(S11, $+#) +/) , I<H)&/IGSTDE, 1. <) &0(HE, 134/19H81) &3 (H(S( 444!

S STDWh+, H+<S4/(S114:8/1 7%A08, HBIGAT &1, +08, 1+#) 98I/ +#, O, , (A#143180858/(5(S1! (1 (#96/ , $+68!
549 Q&/58-1+#)1(81(,1/8&, 644, (; 08134/1%8&/80(+ ; (0(5114318%&) ; <02180858/(5!, 1,96 D8 1*4+48., /& . <0+$&l
80858/(51)(,$/(; <S(4#1,1,589 81" STDI 7+, I54H58/#8) I90h+8158/5+ (H13+5(0(3(8., H88) &) 184184, </8) ; <02

VoI~ STDIW/)&/IGAIODZIE, $+50(, %8, 113 /(. USLOGHEIISH/&, %A0) &, , &HS(+0LI544, )&/ (#. H08/+#, O(, , (A#I3+5(0(8(&, 1+#)!
180488 13+5(0(S(8, 146&/+5(# . HSIXCCI2(04 - 405, 14/1+; 41 81841 ; &16+/314318%8! ; 02180858/ (51647871, 1,88 98IH 1, <5%-18%., 8!
3+5(0(5(&, 1+/8!, < 285813415%81+660(5+ ; 0IGSTDI/&I(+; (01!, S+4) +/) 81

V1% gIUSSBEFT 7 7 7838758 . 4 - F+ ; A<§FA33(58, FA&( b+, 68!

VN=478:8/-1+,10+,1; 88#1,$+88)1; 117 STD!, $+331+#) 1989 ; &/, 1431%&IDAQ O, , (4 (#I94&!16+,8- 189818440, STDI5<//&#§01!
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Eneray SectorilS\A<SI(#8)+1,§/+38. . (513/+O& T 4/21841: &) & 80468) s 11(#)<,8/1- :8#) 4/, -1+5+)4O(+!
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Tepx gRISSGerfa#a/ . 18. 4+ F4&F, &/ - (58, f51; &/, 85</($1151; &/, 85</($1L5+6+ ; (A($1LOH</($1LO4)&ILEY OYL6/4 . /+OB!

g1 | SIREY/(5(S11%<; ,&584/1D 18/, 85</(SLID+6+ 3 (0(SLIM+</(SLIM4)8AIURS , (A#IXEX+$104536¢ a8/ . 18. 4+F, (58, T6/4)F
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Figure 4. Draft List of Top Potential Failure Scenarios

AMILL

AMIS Irvalid Access Used to Install Malware Enabling Remaote Internet Control
AMI23 Meter Authentication Credentials are Compromised and Posted on Internet
AMI24 Weak Encryption Exposes AMI Device Communication

AMI 25 Known but Unpatched Vulnerability Exposes AMI Infrastructure

DER.1

DER 16
WAMPAC.1

WAMPAC.2 Metworking Equipment used to Spoof WAMPAC Messages

WAMPAC.3 Improper POC Configuration Interferes with Relay of Measurement Data
WAMPAC 4 Measurement Data Compromised due to PDC Authentication Compromise
WAMPACS Improper Phasor Gateway Configuration Obscures Cascading Failures
WAMPAC.G

DR1 Blocked DR Messages Result in Increased Prices or Qutages

DR.4 Improper DRAS Configuration Causes Inappropriate DR Messages

DGM.3 Malicious Code Injected into Substation Equipment via Physical Access
DGM.S Remote Access used to Compromise DMS

DGM.13 Poor Account Management Compromises DMS and Causes Power Loss
Generic.l

Generic.2

Generic.3

Source: Table 4. NESCO, 4.%3'#3&0%3'(,&5-#.",%&03%*- #(+& *$&)2658& 7*-. 1+%+
http://assets.fiercemarkets.com/public/sites/energy/reports/300200-NESCORFailureScenariosA-9- | 3Final.pdf.

Note: See 4.9%3" #3&0%3'(,&5-#.",%&03%*- #(+&-*$&)2Ged'&ifthdrt@éscriptions of failure scenarios.
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Integrating Electric Subsector Failure Assessments into a Risk
Assessment Methodology
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Figure 5. Example of a NESCO Failure Scenario Path and Its Mitigation

AMI.24 Weak Cryptography Exposes AMI Device Communication

Description: An AMI vendor implements weak cryptography that is easy to crack,
allowing access to and modification of configuration or data on that interface.

Relevant Vulnerabilities:

« Implementation of weak or unapproved cryptography.

Impact:

« Cost to upgrade or to replace all devices, if upgrade is not feasible. This impact is
expected whether or not a threat agent ever uses this vulnerability to launch an
attack,

« Loss of customers’ private information, and associated costs,

« Mass disconnect of meters potentially causing circuit breaker trips, resulting in
temporary outages until power on the grid can be rebalanced.

Potential Mitigations:

e Require approved cryptographic algorithms,

o Define procedure in change and configuration management policies and
procedures to allow future cryptographic changes,

« Define procedure to include security, including cryptography, in the purchasing
process,

« Perform security testing of security controls during system acceptance testing.

Source: NESCO, 4.%3'#3&0%3'(,&5-#.",%8&03%*- #(+&-*$&) 2658&841ctp 1 h36dts. fiercemarkets.com/public/
sites/energy/reports/300200-NESCORFailureScenariosA-9- | 3Final.pdf.
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+<§hA/ 45541 ) (# . 18416+/5(5(6+, | (HISW816/4 . /+9), |
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Resilience and Recovery

T&HET +; 08180858/ (LI (,8/(; <8)! . &/ +§(AF X1 (# , SH0+8(4# , 1+#)1O(5/4 . 10) ,“Lioh+ - 815048
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51;8/+85+528/8!

A%USIN&G+/$O8H#S143IN&3&H, &104428) 1+81%4 7 1) (,8/(; <88) . &#&/+8(4#15+#1%+/) &#!(§,15+6+; (0(8(&, 194!
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Using Distributed Computing for Grid Security
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Liability from a Potential Major Cyber Event
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F<;0(GIFA78/H, , A5(+$(4#ICHFFHE!, <QO+/(>8) 1§%&)(, , <&+, 134004 7 ¢!
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<HERB858)154,8, 134/1<S(0(8(&, 1+/(, (# . 13/4O1+16438H#5(+01 O +74/151 ; &/18. - &4$0)
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Cybersecurity Insurance
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Table |I.Pending Legislation | 14th Congress

Date Latest Major
Bill No. Title Committee(s) Introduced Action Date
H.R. 1731 National Homeland April 13,2015 Referred to the April 13,2015
Cybersecurity Security House
Protection Committee on
Advancement Homeland
Act of 2015 Security
H.R. 234 Cyber Armed Services,  January 8, 2015 Referred to the February 2, 2015
Intelligence Homeland Subcommittee
Sharing and Security, on the
Protection Act Intelligence Constitution and
(Permanent), Civil Justice.
Judiciary
H.R. 85 Terrorism Homeland January 6, 2015 Referred to January 23,2015
Prevention and Security Subcommittee
Critical on
Infrastructure Cybersecurity,
Protection Act Infrastructure
of 2015 Protection, and
Security
Technologies.
S. 456 Cyber Threat Homeland February 11, Referred to the February 11,
Sharing Act of Security and 2015 Committee on 2015
2015 Governmental Homeland
Affairs Security and
Governmental
Affairs.

Source: Compiled by the Congressional Research Service from Congress.gov.
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