CIA Files Relating to Heinz Felfe, SS officer and KGB Spy
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Heinz Felfe was an officer in Hitler’s SS who after World War 1l became a KGB
penetration agent, infiltrating West German intelligence for an entire decade. He was
arrested by the West German authorities in 1961 and tried in 1963 whereupon the broad
outlines of his case became public knowledge. Years after his 1969 release to East
Germany (in exchange for three West German spies) Felfe also wrote memoirs and in the
1980s, CIA officers involved with the case granted interviews to author Mary Ellen
Reese.!

In accordance with the Nazi War Crimes Disclosure Act the CIA has released
significant formerly classified material on Felfe, including a massive “Name File”
consisting of 1,900 pages; a CIA Damage Assessment of the Felfe case completed in
1963; and a 1969 study of Felfe as an example of a successful KGB penetration agent.?
These files represent the first release of official documents concerning the Felfe case,
forty-five years after his arrest.

The materials are of great historical significance and add detail to the Felfe case in
the following ways:

e They show in more detail than ever before how Soviet and Western intelligence
alike used former Nazi SS officers during the Cold War years.

! Heinz Felfe, Im Dienst des Gegners: 10 Jahre Moskaus Mann im BND (Hamburg: Rasch & R6hring, 1986); Mary
Ellen Reese, General Reinhard Gehlen: The CIA Connection (Fairfax, VA: George Mason University Press, 1990), pp.
143-71.

2 Name File Felfe, Heinz, 4 vols., National Archives and Records Administration [NARA], Record Group [RG] 263
(Records of the Central Intelligence Agency), CIA Name Files, Second Release, Boxes 22-23; “Felfe, Heinz: Damage
Assessment, NARA, RG 263, CIA Subject Files, Second Release, Box 1; “KGB Exploitation of Heinz Felfe:
Successful KGB Penetration of a Western Intelligence Service,” March 1969, NARA, RG 263, CIA Subject Files,
Second Release, Box 1.



e They show the operational details of a Soviet penetration of Western intelligence
agencies through former officers of Hitler’s SS.

e They demonstrate difficulties between US and West German intelligence
concerning issues of control and security during the Cold War

Background:
Heinz Felfe was born in Dresden in 1918. He joined the Hitler Youth in 1931 before the
Nazis came to power, he joined the SS in 1936 at age 17, and he became a commissioned
SS officer in 1943. During the war Felfe did criminal police work in eastern Germany
and in 1943 he joined the SS Foreign Intelligence branch, the SD (Sicherheitsdienst),
stationed first in Switzerland and toward the end of the war in the Netherlands. His
superiors stated that he had fine capabilities (he was fluent in English) and a strong work
ethic. And there was, said one SS report, “no doubt concerning his political reliability.”
On the other hand Felfe had egoistic tendencies, often stating that he was destined for
greater responsibilities.® After the war in July 1945 he straightforwardly told his British

captors in the Netherlands that he had been “an ardent Nazi.”*

Recruitment into the KGB:

From 1947 to 1950 Felfe worked for British intelligence, reporting on communist party
activities in the Cologne area. The British dropped Felfe on the well-founded suspicion
that he was also working for the Soviets. Later statements to the CIA by Soviet defectors

and by Felfe’s own colleagues suggested that the Soviets after the war systematically

3 Beurteilung tber den SS-Unterstirmfiihrer Heinz Felfe, 3 November 1943, NARA, RG 242, Microfilm Publication
A3343 SSO (Records of the Berlin Document center, SS Officer Files,) Roll 201, Frame 257-58.

4 Tactical Interrogation Report, July 14, 1946, NARA, RG 226, Entry 190, Box 36, Folder XX8560-8577.



hired former SS officers for intelligence purposes, using their criminal records against
them for continued leverage. The 1969 CIA report posited that:
The spotting of people like Heinz Felfe by the Soviet Union was not accidental,
but the result of a well-targeted, well-developed recruitment campaign directed
against former police and intelligence officers of the Nazi Reich. The thesis was
simple.... Some of these people might be susceptible to a Soviet approach
because of their general sympathies. Others, such as former Elite Guard (SS)
and Security Service (SD) members, many of whom were now war criminals
able to make their way only by hiding a past which had once put them among
the elite, would be vulnerable to blackmail.

Felfe and other former SS colleagues from Dresden seem to have been easy
recruits thanks partly to their bitterness toward the Allies for the firebombing of that city
in February 1945. One of Felfe’s Dresden colleagues from the SD, Hans Clemens, began
working for the Soviets in 1949. Felfe had given Clemens reports from the West while
still working for the British, but seems not to have become a full blown Soviet agent until
September 1951 when he received the code-name “Paul.”

In November the same year, Felfe secured a job in the Counter-Intelligence
section of the Gehlen Organization — the West German Intelligence agency under the
command of former Hitler general Reinhard Gehlen, originally sponsored by the US
Army and then by the CIA. Felfe quickly moved up the ladder in the Gehlen

Organization, taking charge of counter-intelligence against the Soviets in 1955. Thus the

head of the West German office charged with countering Soviet espionage in West

Germany was himself a Soviet agent. Felfe’s superiors in the Gehlen Organization, many

of whom had also worked for Nazi criminal organizations such as the Gestapo and Secret
Field Police, were themselves Soviet agents, thus making it easier for Felfe to advance in

the organization.



Damage Caused by Felfe:

Felfe remained a Soviet penetration agent from 1951 until his arrest by West
German authorities in 1961. There had been suspicions for years. The US Army Counter-
Intelligence Corps (CIC) noted (based on sources from within the Gehlen Organization)
Felfe’s dubious role as the leader of an “SD clique” within the Gehlen Organization as
early as 1953; in 1954 CIC learned that it was highly likely that he was leaking
information to the Soviets; and in 1955 CIC noted that “the suspicion that Heinz FELFE
and the SD clique ... are “‘enemies’ is growing steadily.”™ The CIA suspected by 1957
that Felfe was a security risk. Aside from clues from Soviet defectors and information
belatedly garnered from CIC, the CIA noted that Felfe enjoyed a higher living standard
than most people at his pay grade and that Felfe had often expressed bitterness to his US
contacts over the destruction of Dresden and impatience with “the fuzzy ways of

democracy.”

CIA sources within West German intelligence also has their suspicions as
to Felfe’s loyalties, but Felfe had the confidence of Reinhard Gehlen himself. Gehlen had
always been lax concerning the presence of former SS officers within his organization,
and Felfe was one of Gehlen’s favorites. “[For] many years,” read one report, [Felfe]
“had had the privilege of personally briefing [Gehlen] on especially interesting and
sensitive Soviet matters.””’

The damage that Felfe caused to western intelligence was compounded by lax

West German security which allowed Felfe to get information from a variety of West

®NARA, RG 319, Felfe,Heinz, File XE220949-1.

® Chief Munich Base to Chief, EE, EGMA-47248, Feb 10,1960, NARA, RG 263, CIA Name Files, Second Release,
Box 22, Felfe Name File, vol. 1. See attached document.

" Attachment A to EGMA-54025, March 23, 1961, NARA, RG 263, CIA Name Files, Second Release, Box 22, Felfe
Name File, vol. 1. See attached document.



German offices, not only within the Gehlen Organization but within the BfV (West
Germany’s equivalent of the FBI) and the West German Foreign Ministry. Thanks to the
cooperation between the Gehlen Organization and the CIA, Felfe also had become the
West German official most knowledgeable about CIA operations in Eastern Europe. The
CIA estimated in its 1963 damage assessment that roughly15,000 individual items were
either blown completely or compromised by Felfe. In addition, Felfe was able from his
position within the BND to sabotage most West German counter-espionage operations
against Soviet agents in West Germany including arrest operations against Soviet spies
and attempted surveillance of Soviet posts in the West.?

One example of the many projects compromised by Felfe concerned CIA
operations run from its Berlin Operations Base against the Soviet compound in Karlshorst
— Moscow’s military and intelligence headquarters in East Germany. Felfe personally
lobbied for West German involvement in CIA operations during his visit to CIA
headquarters in 1956. At this time Felfe shared with the CIA low grade intelligence
deliberately provided by the Soviets as bait, the aim of which was to inspire CIA
confidence in him. By 1958 the CIA shared details of its operations against Karlshorst
with Felfe directly and through a newly placed West German liaison officer to the CIA’s
Berlin Operations Base. Felfe soon revealed CIA operations against Karlshorst to his
Soviet handlers. The CIA as a rule did not reveal the identity of its sources in Karlshorst,
but Felfe was able to smoke out the identities of some, including a long-time asset who
provided monthly status reports on Soviet agencies there. The Soviets, with Felfe’s help,

also planted “dummy” sources within Karlshorst, who then fed disinformation to their

8 David E. Murphy, Chief, East Europe Division to Deputy Director (Plans), February 7, 1963, “Felfe, Heinz: Damage
Assessment, NARA, RG 263, CIA Subject Files, Second Release, Box 1. See attached document.



CIA handlers. Some CIA assets in Karlshorst were allowed to escape to the West so that
the CI1A would not become suspicious of Felfe. Others were arrested or simply
disappeared after the construction of the Berlin Wall in 1961. “As a result of such
aggressive manipulation by Felfe and the KGB,” the CIA’s 1969 study reads, “the
hitherto unilateral Berlin Base program against Karlshorst was largely compromised.’
Conclusion:

The new CIA files are extraordinary in that they chart the postwar career of an
especially prolific SS intelligence officer. It illustrates to a greater extent than ever
before the level at which former SS officials with any intelligence expertise were hired
and exploited on both sides of the Cold War divide, as well as the extent to which such
figures were tremendous security risks.

The released files also offer unparalleled insight into intelligence operations
during the Cold War. Many of the operations in which Felfe was involved are described
in great detail in these files precisely because the damage that Felfe caused was so
extensive. In addition, the files offer a particularly harsh indictment of the Gehlen
Organization itself, which not only hired former SS officers without proper background
checks, but which compounded its mistakes through such lax security that a penetration

agent could feed information to the enemy for an entire decade.

S“KGB Exploitation of Heinz Felfe: Successful KGB Penetration of a Western Intelligence Service,” March 1969, p.
57, NARA, RG 263, CIA Subject Files, Second Release, Box 1.
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1. Attached for the record are copies of an assessment of @FRIESEN (Attach-
: rnent A) and an account of[‘ farewell meeting with him at the Bruecke on
29 January 1960 (Attachment B). “Both items were written by shortly before
His departure from Munich, . The assessment of @FRIESEN contains nothing particu-
~larly uew, but does provide additional 1ns:Lght into his character and personality.
The account of (T :)farewell meeting, on the other. hand, contains several
very. interesting points. In terms-of [ _{ revelations and the suspicions
generated concern @RIESEN, the points could be quite significant.

2,. If one assumes the worst about @FRIESEN, 1t would make very good sense
‘for him to make a pitch to go to the States in order to learn how to do bigger
and better things against the RIS and to get the benefit of our superior experi-
ence, It would meke equally good sense for him to talk up the idea of his spend-
ing & year in Moscow for the purpose of orientation ahd to learn the Russian
mentality. The fact that @FRIESEN "dropped" both of these ideas at his farewell
uweeting with Tseems a ratheér noteworthy occurrence. @FRIESEN is not naive
nor does he talk just for the sake of talkiung. It wust be assumed that he is
quite serious about both ideas. KUBARK obviously is in.a position to control any
trip by @FRIESEN to the States. A year's sabbatical in tlie USSR would be a some-
what different matter. Horedver, in the wake of @LUECKRATH's recent and remark-

.- able sales job, one must assume that if @FRIESEN played his cards properly he

wight well be able to sell his idea- to the UPSWING hierarchy.

3, The fact that @FRIESEV saw it to drag @BORG along to the farewell meet-
ing is somewhat mystifying. Regardless of the thoughts one may entertain about
@FRIESEN, the presence of @BORG seems to have served no purpose and the reasons

¥

.. that prompted @FRIESEN to .invite him appear obscure,
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" - ) Comments ‘Regarding @FRTESEN
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"1, T have read the comments other KUBiRKers have made nbout @FRIESEY wnd
find I. am in general agréement. On.the score of his professional ubility,‘there
is mot much doubt that he sbould be ranked high., Of course, the tendeacy o
give him very good marks is affected to some extent by the fact that we cowpare
or coutrast him with his UPSWINGYcolleagues, and a falr number of these would be
quite easy “to beat on any rating test given anyvhere, Even 50, @FRIESEN comes
out well on'such points as clarity of ‘thought about operational possibilities, a
certain amount of imagination (but one kept within check), determination to get
on with a Job- despite cousiderable bureaucratic red tepe, etc. He certainly
glves the impression of a mature, seasoned officer who can be expected not to
80 off the deep end.but who is not’ so cdutious as to-be content with the appear-
ance of, success. I have long . felt that the cultivation of e close relationship -
by a KUBARK .opposite number would be highly réwarding. As a real pro, @FRIESEN,
1 think, can be induced to talk a good bit-about his work and that of UPSWING CE
because he likes shop talk, If the KUBARKer, on the other hand, ‘simply wunts to
get information'and notgive any (even-if it is 'only sound operational opinion or
observation or talk about‘sqme‘experience, appropriately sanitized), he won't get
too far with @FRIESEN, He is too busy a man to waste time on idle chit-chat.

And he is too suart = man not to see through deliberate but unrefinéd fishing ex-
peditions, While T think he can be ang is-at times devious, I .feel that a
straight.apprOagh by the KUBARKer dealing with him is best calculated to get re~
sults,from:him. -@FRIESEN has a sound respect for savvy people who get quickly

to their point; Any other effort by a not too artful opposite will be met by im-
patience and imdefisfactory results, T think @FRIESEN, more than any other
UPSWINGer‘I:knqw, will let a person know if he isn't cutting the mustard. He
.definitely is capable Qf foregoing politeness for politeness's seke. If I were
to pick one .person in,U?SWIL 15 -CE Section to develop for the sake of zetting the
best available product, it would be @FRIESEN, - Not only is . his particular field of
greater importance, but @FRIESEN himself is undoubtedly a man who will be around
a.long time and a person vho can be reasonably well counted on to develop some
Tair produet he would bve willing to discuss with the right kind of opposite.

The case of{__ o j:Iis one in poiht. He worked hard on @FRIESEN and got
something for his efforts, " ) : C

2, Hot only do I think a closer professionali-and if possible personale-
Telationship is worthwhile for the sake of Iearning wore of what UPSWING is
doing in the RIS field, but I also think such might be useful in frying o et
closer to the bottom of the so far unresolved question about the men's allegiance,
Reams have been written about his standard of 1ivihg, the source of his income,
ete,~~all with a view of trying to assess the chances that he repreeents a penc-
tration of UPSVING, I have thought a fair amount- about this problem, and like
everyone else, I have no answer. A1l the 1ittle items about his performance in
Berlin, his being there alone Tor a day or more without anyone else in his com
pany, the famous ticket—dﬁb'incident, the fact that his country house is con-~
veniently close to the Austrian border, that he has u big apartment, that his
son attends an Internat which is no cheap proposition, that he has a good car,
ete., ete,, ‘could mean he his Bistern contucts. ''hey cduld meun nothing, or
that his rich uncle pays the Lills, nr

e = Vs “.
7714/ AT7 1 70 Eéﬁk’/zzm S &{H

C ]



: o~ SECRET
i o

3. More important than the tangible factors in his attitude, his motivation,
or call it what you will, Elsevhere I have written about such evidences as I
have seen which suggest that he is a lover of authority and probably impatient
with the fuzzy ways of democraby;é:: ' has expressed his opinion thet

Att. A to EGMA-LT248, Page 2

iC JJalways ‘considered him an unreconstructed Nazi, andr— \con=
siders him a cold fish, I recall vividly his showing me pictures of his home
town, Dresden, before and aftér the war, and higs strongly pointed remark that
the Americans were largely responsible for the ruin of the city, I have hnever
seen him before or siace in quite s0 sentimental and at the same time irritated
mood, le is an-unusually materialistic berson who likes to talk about bargaiuns,
values, and will ask such questions as. "how much did that cost?" T have seen
him feel materinls in American houge_furnishings, and he carefully looks over
whatever surroundings he finds himself in as though ltie were measuring the quality
of the place and.perhaps thereby the typé of person who is'his host., HNow
frankly I don't think all this is the sort of thing that wdds up to the point
Where oue could say he is a natural candidate for suspicion., Obviously, he bears
sowe sort of close vatching, and I think every effort should be made to g0 as
far as possible in c]éring up such doubts as we individually or éollectively may
bave regarding the man, '

L, For my part, I tend to concludé, at least on the basis of What we now
have to go on (or do not),"that @FRIESEN is not a penetration agent, This is:
intuitive;-however, simply because the bits and pleces we have gathered could

- mean something sinister is a long vay, of course, from saying he's the wman, 1I.
will Picture @FRIESEN as o competent, ambitious man who is every bit the realist
and will serve that cause which makes most seuse to him and will Provide him with
the best -1iving, He's no starry ideulist and seldonm if ever goes into political
Subjects. T realize this opportunisnm could be interpreted to wmean thet he might
like insu;ance on both sides of* the curtzin in the event some greut change takes
Place and wight thus have a little Plan in effect with the East now, T doubt it,
however, because although I cannot See him a5 a passionate advocate of Bonn, T
think he is smart enough to sense that Bonn will probably outlast and uttimately

overcome Pankow, To say more would be to take speculation into the realm of
phuntasy, i

5« I have advocated a cloger Personal and professional tie to OrRIESEY pri-
marily for the sake of intelligence yeild; a by-product of this closer associ-
ation could be clues or Supporting evidence to the proposition it he might ve
“ penetration agent, I ap very skeptical on this latter score, Certainly if he
18 such an agent, it must pe Presumed that lie is g very good one and thut only
the most extraordlnnry circumsteonces would vermit a KUBLRKer, through closer
social or professionu] connection, to come to o Tirm conclusion that hets it,
Actually, it will not be easy to develop close- social contact with EFRIESEY,

His home is definitely not easy to get lnside, and he is bardly lush with invi-
tations, Some sort of a test, it seems to me, is the only way in the last analy-
sis to prove or disprove the hypodesis,
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CONTACT REPORT
Subject: Meeting with @FRIESEN on 29 January 1960

) 1. I asked @FRIESEN if He had any particular Commenté,:recommendations, ete.,
he would like to make’ about.dur lisison, or more broadly,”KUBARK/UPSWINQ relations
in the CE field, .After he finished his. list of persons he would like 0 bhe re-
membered to-in Washington, T said that while I would be glad to convey his regards,
I actually meant something more by. my original guestion, i.e., something more in
the professional line. @FRIESEN thought for a minute and said that there vere two
things. on his mind which he ¢onsidered important and pertinent to my question.

The first concerned the subject which{ ™ , __Yrad discussed with him in
Boun on b4 June 1959, .  @FRIESEN asked we if I remembered this, and I said yes. .e
vent on in a very. general vein to say that he is greatly concerned about the over-
lap of" functions and activities of UPSWING, CAVATA, and KUBARK. As an example, he
cited the [ ——Joperation and said that where.three organizations have sometimes
similer and sometimes conflicting goals all involved in one -operation, only chaos
can. be expected, He said that he thinks. good operational results can only be ex-
pected from those undertakings where one or at the maximum two outfits are sSponsor,
Aside from these observations, @FRIESEN never got down to brass tacks and made no
Pproposals regarding the Americans. The fact that @BORG was ‘elso with us (uninvited

by . T way have inhibited @FRIESEN, Op the whole, howeve; - I doubt that he

Plenned to make this an occasion for outlining his philosophy on how to run or how
not to run the intélligence business in Viest Germany. I think he merely took the
opportunity I offered him to underscore his now rather well-known line that there
are simply too many outfits running haphazardly all over- the place and causing con-
fusiop., While I think he would greatly welcome the conditions permitting a major
pull-back by the AIS from the Federal Republic, I 4did not get the impression frouw
his remarks that he considers KUBARK to be.a major cause for the confusion. On
the contrary, @FRIESEN's real gripe is directed primarily toward the Germans, and
Just as he had indicated to L_ 7 he feels that the German CE effort should all
be under one roof,(a Phrase which he. used more than once on this occasion),

2. Progressing logically from his first point to the second, @FRIESEN said
that he personally would like to get-into a wmuch closer relationship with KUBARK
on certain specific operational 8ctivity, The example he used was that of audio
Ops. Ie saild that there is & great deal he does not know, not only about such
operations but, about other operational possibilities against the RIS. It wes at
this poitt that he said he felt deficient in his work for not knowing a word of
Russian--g major handicap in his estimation, and one exceeded only by his lack of
understanding frpm actual experience of something of the Russian mentality (he
contrasted himself in this Tegard with a man such as @Dr.:ALZERTI). Ris observa-
tions wandered around a bit and.came to the point where. he said he thought it
would be a good idea if he could be ‘sent to the USSR under diplomatic cover for g
tour, at least one year of whith would be ‘devoted to his cover work and getting the
feel of Soviet culture, etc, I asked him if his own background would permit this
since I assumed it would not be long before the KGB would have him tabbed., He
seemed to think this would be ‘no problem because he vould go under a new name and
any old pictures the KGB might have of him would be unrecognizable--~"I've changed
so much", (An altogether incredible display of naivete, or sometihing!) As far as
I could judge, @FRIFSEN does not apparently tH;n?loﬁ,this assiynment in Hoscow as
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-& means of trying to run operéfions'agéihst the Soviets--it would be almost ex~

clusively an "orieuntation" for him and he ussumes he would have some security
type ops ag well. It should be noted that at no time did @FRIESEN say or suggest
that he actually hed some firm plans, or that anyone else in UPSWLNG. was Planning
this for him. It was more like wishing out loud.. One other point: he said of
course he. would have to. leave his family at home~~school problems, etci--but he
felt'this would be no great difficulty for him, for a year Or S0 anyway.

3. @FRIESEN then returned to the point about cooperation with KUBARK. He
said he feels that there is much our two organizations_can do together in working
against the KGB and the RU. He fully realizes that each of us will always have
our separate interests but there are many areas where he ‘thinks we can profitably
get together, Again, however, he said he feels rather on the short end of
things because hisexperience and that of UPSWING is so limited, He said that, for
instance, he would very much like to talk to some of the wore important type de~
fectors we have had.. He said he knows of course that these people are in the United

He said he would most like to come over and talk about and learn about how to do
bigger and better things against' the RIS, He sald he ‘believes we are very ade
vanced 1n technical ‘methods for such operations’ and he would like the benefit of
our help and experience. GFRIESEN said that quite .apart from -the KUBARK reaction
to such a trip, the problen of . getting the necessary UPSWING blessings is a big

feel that they should go before he should have a second crack, (NOTE: @FRIESENts
remarks vere not very precise on this score because where before he seemed to ir-
dicate that he wuld Lke to travel at UPSWING expense, he now seemed to be back to
UJDRACO sort cf.concept_. I therefore asked him if he thought it would really be
so tough to get UPSWING clearance to B0 because if they would send @Dr, LUECKRATH
to. Squaw Valley, it would seem- that what he, @FRIESEN, was Proposing was a more
tangible matter ang therefore more salable. @FRIESEN said that as- he understands

. L, By way of commenting on the above, I think it should be pointed out that
@FRIESEN never directly asked me for my reaction to his thoughts or asked me to
Support his plan, if such it is, The best word I can think of to describe the

tone of the discussion (wnhich word is somevhat inaccurate because @FRIESEN was
dolng almost all of the talking ) is the @FRIESEN was ruminating. Of course, there
is no doudbt but that he knows it would have been a\poor tack to do anything more at
this stage than to runinate, and he probably knows that I would repeat his observa-
tions both here and in Washington., And from his point of viev, that is Drobably
Just what he wvants, One other comment: @FRIESEN did not have long to prepare him-
self for this talk because I arranged for the Meeting only an hour before it took

place.’

-:3 Comment: FBORG also attended this mecting., It was AFRIESEN who nrought

" @RORG v thout bothering to ask [T SXf this was desired on Dossible. “#BORG .ap-

parently had little or nothing to suy during the neeting,
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{COMMENT: Wnen BERNHARDT first menticned the ocase, he olaimed that the French
" agent ‘hid committed suicide. (_:_ ~ T )said that if the agent really hed been
murdersd by the U3, it was no doubt the same case that{ neard about
in general detall during his recent hooe: leave,  BERNHARDT then said that he
belleved( ~ -)was right and that the ageat hxd been mirdered; although _
newspaper. reporting on the incident had listed the cause of death az suicide, .

he how Are()illled' the Prench had been Gefinite in saying.their double agent had been

ered. ‘ . o .

-12. OFRIESEN, BERNHARDT talked about FRIESEN at various times and at _
considerable length during the meeting, He made’ 1t quite clear that he has had .. AN
‘his eye on FRIRSEN for a considerable pericd of time - at lsast gince some point j

_in 1957, BERNRARDT noted that thare were obvious flaws in FRIESEN'S boakground which I\

“hrd coma to the attention of UPHILL and which had necessitated a thorough anc¢ quiet
check—out. - BERNHARDT indicated that he had still been working on the FRIESEN case
before the{_  _ Jinformation had mede niz investigation take on much added .
significance. . RARDT indicated he had FRIRSEN better tapped than we probebly . L
imagired and =zaid that if ‘there was anything.wrong with PRIESEN, he thought there :
was a reasonably good chance to get to the bottom of 4t, BERNHARDT noted in general
‘that hethought FRIESEN was a dangsrous men because he was an inordinately :skillful- -
manipulator -and elicitor, was much sharper than moat of the people around him, -and
wa3 the sortiof guy wio oould reslly, without being too obviocus, get his hands on
almost snything. ‘BERNHARDT noted that even UTILITY had succumbed to FRIESEN'S-
charm and. that PRIESEN, unlike mlmost any other officer of his level in UFHILL,

~for. many years had had the privilege of personally briefing UTILITY on especizlly
‘ntevesting and sensitive Soviet matters. BERVHARDI.noted that in most other osses

. tne. "Abteilungsleiter” would do the briefing with ‘somsone of FRIESEN's level present,
“1£:gt, all, sitting in the bsokground to provide facts upon request, BERNSARDT saic

|7 #tuat,in PRIESEN'S many personal ocntacts with UTILITY, he no doubt had picked. up

"|i 2 great dsil of géneral backgpound informktion, ineluding information of UTILITY's

~. intelligence. and countérespionage philosophy, in the course of UTIIITY's ruminaticns

- on specific cages. being discussed. In the course of the mesting, the rollowing
specific points on FRIESER came up: ’ .

TS ' ‘pg.;e_mmmm results of our BIC chetk on FRIESEN.
.BERNHARDT did not appeer to be in the least interested and it seemed
apparent -that he had obtainad this mromtion long. ago.

b. .BEANHARDT manticohed that a surveillanse of FRIESEN was partiocularly
tough pecauss FRIESEN, in his prezent job, knew practieally every UPHILL
surveillant in the fisld as well as members of the "Hauskapelle". BERNHARDT
satd it would be dimastrous to surveil. an officer such as FRIE3ERN with
personnsl he would immediately recognize.

c. BERNHARDT went on to s&y that he was particularly interssted in
PRIESEN's choloe of & country residances in Oberadorf, where FRIESEN spent
all of his weekends. HERNHARDT noted that if anything was wrong with
2RIESEN, he was napplly located to.cerry out contacts with the East with
relative simplioity since he wes located praotically on the Austrian border.
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CERNHARDT: aaid um. he was so mt.nrt-d in FRIESEK's weekend activities

R “that" BERNHARDI‘ ‘had’ nloot.d ong of his very good ard spesciul sesurity
typ.s (uhon F'RIESEN has never aum-officlllly) who had obtained quartars
C.in Obomdorr. BKRNHARDI‘ sald his man's looation’ wis suoh that he oould
.ea81ly gurveil FRIESEN'S house and ‘BIRNHARLT thought getm pretty good

_.'Nading ~on; ,}ust "how - "RIESEN spent’ ma weokends - how often he wandered
'mto Auatri . etc. .

HZRNHARDF nid hc &lso had eriistad the. hnlp of GARNOLD, Chief

‘ot tho Dienststello handling index mattcn, in an effort to Xeep an eye

: “onFRTESEN. BERHHARDI‘ said ARNGLD was & gpod &nd reliable frtd4nd of his

.oand 'sald 1t had besn mcossary only to tell ARNOLD that. BERNRARUT was .

~oworTied, lbout FRIESEN's security. PERNHARDT said ARNOLD, thus far; had °
“‘come up ‘with the ‘fact that FRIESEN had access to. an apartment In Cologne
“located . on - Zuclpicher Platz. BERNHARDT aid the ' apartmsnt apparently
belong!d to an unknows friénd of PRIESEN's and FRIESEN had his own key.

\to the apartment. ‘BERIGARDT said ARNOLD also had Nportod that FRIESEN
quiath/ was making noises in the field about the raw deal hisz old friend
Dr. KLAUSNER was getting from UPHILL, PRIESEN had mentioned to several

" people that he lad celled KLAUSNER over the Christmas hiolideys tc express

“his sympathy. TERNHARDT -s81d this was allg")tlj odd since until recently

' AFHIRAE}- had- oponly du'\ised KIAUVNER ’

BE}DHM.RDT said his beat line on THRIESEN was providad by one of

"EERNHARUI"I special sources, who now works on index mattars under @ARNOLD.

“BERNBARDT 5a1d the officer in question got the index Job more or less '
ortuitoual, over the sbjections nf FRIESEN, L‘though FRIESEN recently

has - warued up considcnbl:; g far as BERNHARDT's friend is concerned,

’KSHM{AR}JI' said he had selected his man Sdme time ago. to play into FRIESEN

.bécauze:he has. an attrective background from FRIESEN'S polnt of view,

. bsosuse:he 1s-an extremely skillful elicitor and con man, and because

-:"EIRMARDT truats him completely. 'BERNHARDT sai{d his man had joined the
‘8D Avery enrly age. SERVHP"I s8id hiz man also had ~ on BERNHAFDT's

instruetiocns; - socnt&y Joined the German Commmnist Party years agc.

; ,_Wnid ‘He ‘had thought at me time that the main's XPD membership

e 'might come in ‘handy, ‘and he thought parhaps the time had come.

f. BERN‘-&RDI‘ said that during a thres-and-half-hour discussion
betwean his source and FRIESEN at the Munich Dundesbahr on 28 Pebruary, .
FRIESEN had lst.down his hair and becons extrsmely friendly with BERNHARDT's

source. PRIESEN, in the oourss of this discussion. nad mentioned numsrous

facts that were unMmown <o IEFNFARET:  Among other things SEN mentloned
that he has a small phots lab in the cellar of hia housa at Dberedorf; at
~ne point during the war nhis intelli{gence assignment wis in a section called
Aurklneruﬁg Schweiz - apparently werking nn Rote FKapelle matters; during the
{m2 in 1947 when FRIE3ZN was worklnz for the Rritizh, he made varicus trips
on their behalf to the DCR and on one cccasion was picked up by the VoPos:

in 19%8 the British ordered FRIZSEN tn travel no more to the DDA becmugs they
had learnsc from cne of their s>irces tnat he would be arrested - howsver
PRIESEN made =everal other trips: iater waen FRIESEN was working for the LTV

OESHemns /s ECRZT
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in Dueuseldors ne was Involved in some sort of raid on a XFD installation;: -
FRIESEN clalmed that between October 1960 and Pebruary 1961 he saved .
3,000 Dt{ on his "Dienstrefsenkosten”; FRIESEN tolked At some length ...
2bout the raw deal persons like himself and SERNHARDT'S friend with 8D & -
backgrounds got in present-~day Germany; etc. - o ST e

. BERNAARDT 3aid that slthough he was not sure of the timing
‘b0, Btage ‘a;low—key provocation against FRIESEN,  BERNHARDE
be was!planning to bave his source revesl in grezi ccAfidencs and & otly
off the record to FRIESEN the faot of his 11legal KPD-membérship; BEENHARIT's
maniwould 4o this while requeating advice from FRIESEN as a.-friend &nd former
follow Sp officer, with considerable intelligence experience ; BERNHARDT s
friend would explain he wasa " bacoming incressingly concerned that his pabty
membership would be discovered by UPBILL. with disaxtrous ‘consequences. - -
- 'BERNHARDT maid he .would to very interestsd in seeing how PRIESEN reasted

“to ‘this.revslation and whether or not the revelation to PRIESEN would be

i followed by &ti~'5ppm:bh"f:‘dm ‘the East to BERNHARIT's sourge. .

h,  As regards FRIESEN's houze in Uberadorf, BERNHARDT zadd he had
done .as much checking as possitle within obvious secirity limitations and
had been . able to plece tcgather information indicating that the finanoing ,
of the house had been such thet it logioally could have besn managed ikhout
any significant outside income. SERMNHARUT said.he also had determined that
/8€YVeral parsocns wera living in the house on a gub-~lease baziz and ‘thereby
providing FEERSEN with. funds that could be used to pey off the mortgage.

1. BERNHARDT ss1d he had confide in OSTURM, to some extent his doubts
about the sequrity of FRIESEN. SZRNHARDT- said that S'I'U}N"l initial reaction
had been one of skeptioism, but after YERKHARDT had related various aspects
of FRIESEN's. background, especialiy in 1ight of [ T information about
the UJDRACO trip, STURM had decided there must be something really wrong with
PRIESEN. BERNHARDT. saidthat when STURK had reashed this point, hs was eager - I
to trensfer FRIRSEN immsdiately to some relatively harmleas fisld sasignment.-
BERMHARDT said,that among other tiings,STURM wes very soncerned about FRIZSEN's

orledge of KUBARK activities, especially in Perlin. '‘BERNHARDT said he had

worked hard to convince STURN Tt SISOEN could have dismaatrous
consequences and really would sclve —olhing. .EERNHARDT Eaid STURM inmlly -
bad agreed and BERNHARDT hoped we toc agreed with nis thinking. = —

se1d our thoughtson the matter were completely in line with EERNSARDT's

J. - BERNHARDT conecludad his comsents on YRIESEN by saying that he
wanted us to know that, as should be clear trom hizs varicus comments,
he held PRIESEN under extrems suspioton, SERN{ARDT added that in spite of
this, ay far as he was concerned, ons had to ‘be fair and proceed on the
basis that FRIKSEN was innocent uatil proved to be gullty. ’

7//13. GHEIMANN. EGRNAARDT saild that 1t was diffioult to coma to grips with
the problem posed by HERMANN and noted  that the only rignifioant olus was the fegt
tha® he was a2 menber cf the Index jraff when it was founded and ~lso one of the
relatively few cfficers who presudably could have passed the defection instruotion
on to the Kast, SENIARDT made 2 guick review of HERMANN's background cnd stressed

L ;,n\',a}z,':g(s':;cﬁi-”l"
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MEMORANDUM FOR: Deputy Director (Plans) E

VIA: Assistant Deputy Director (Plans@ a%’
. | ' K29
SUBJECT: Heinz FELFE Damage Assessment 29
<L
| MO &

1. This memorandum is for your information and requires no Qéa

action. It represents a synopsis of the detailed damage assessment E

attached covering the actiyity of Heinz FELFE, a KGB penetration of z

the West German Intelligencé Service (BND) from 1951 to 1961.

2. From June 1959 until his arrest on 6 November 1961 Heinz
FELFE was the most knowledgeable of all BND officials on CIA opera-
tions against the Soviet targets in East and West Germany, With'already
some 8 years of experience as a KGB penetration of the BND, consider-
ably more as a counter-intelligence officer, and a high degree of natiye
intelligence and cunning, the KGB could only have evaluated his agent
performance from that date as of the highest calibre. From the time of
his entry on duty with the BND in Neyvember 1951, FELFE began to build
with KGB assistance a reputation within the German Service as a Soviet
operations expert. This reputation grew as he rose in BND ranks until
he was able to so deeply ingratiate himself with the BND that he attained
a position whereby he could initiate, direct, or halt any BND operations
and later some of CIA's to the ultimate advantage of the Soviets,

3. As a result, the degree of compromise of operations, personnel
and facilities in Germany has been very heavy. The details of more than
65 CIA REDCAP and LCIMPROVE operations and a few of the REDSKIN
type are known to the opposition as is much of their related M/Q. The
extent and depth of our liaison relationships with West German intelligence
and police organg is known to the Soviets, FELFE has provided the KGB
with information which makes both CIA and the BND vulnerable to intengive
CA attacks from the East, Over 100 CIA staffers were exposed in either
true name or alias. The damage is not confined to the approximately
15,000 recorded individual items of kmnown or possible compremise, but
includes the more difficult to document loss occasioned by FELFE's man-~
ipulation of certain operations on behalf of the KGB in eithér the planning
stage or during actual execution. His influence on some members of the
BND was of such degree as to permit him at times to dictate liaison policy
vigs~a=-vis the Americans with respect to Soviet operations,

, GROTF | 7}
SEGRET Excluded from aviomatjc
dewngrading and
EYE% ﬂiﬂ%‘? feclassiiication ¢
ba) A Bl A% e

Date:




4. FELFE became so intimately concerned with CIA/BND operations
against the Soviet installations and personnel in Bonn, Cologne, and
Karlshorst that he was able to keep the Soviets sufficiently current on
CIA strengths and weaknesses to allow the KGB wide latitude in countering
mogt of our efforts. Frankfurt Operations Base formalized its joint
operations with the BND in June 1959 for the primary purpose of obtaining
BND support for audio~surveillance operations in the Federal Republic,
Success should have been realized in a fair number of the many audio
ventures, however, FELFE's timely reporting to the KGB and occasional
blocking of planned action resulted either in their complete failure or a
worthless product, Berlin Base entered into joint Karlshorst operations
with the BND in July 1959 under a system which would have provided BOB
with reasonable contxjol oyer BND ac‘tivity and maximum security for the
Basels own assets. Again FELFE was able to provide the KGB with such
extensiye data on CIA Karlshorst targets, intentions, and M/O that in time
the Base suffered virtual neutralization of its efforts in Karlshorst.

5. CIA's losses were not confined to the period after June 1959
although they did reach their peak from that date until Spring 1961 when
‘the FELFE investigation became intense, For several years prioer to the
inception of the joint operations for which FELFE was the respougible BND
officer, he had received periodic briefings and CIA reports on the Soviet
Intelligence Services and their activities in East and West Germany., He
had been privy to several operations on a case by case basis, FELFE had
also been the guest of CIA at Headquarters for a week's briefings and a tour
of the United States in September 1956. It does appear, however, that the
earlier stages of his hostile career were devoted primarily to the collection
of data on the BND and other West German governmental agencies with
which he wag in liaison,

6. Damage to the BND caused by FELFE's betrayals is of the broad-
est scope because of his deep insight into BND operations, policy, and
administrative procedures. Here he was assisted by his fellow KGB. agent
and BND colleague, Hans CLEMENS, Although he has failed to admit much
of what both CIA and the BND believe he compromiged, what is known
indicates that all major BND CE operations were compromised. To this
mugt be added the compromise of all k.e'y BND headquarters personnel as
well as a relatively high number of field officers.

7. FELFE easily crossed BND compartmentation lines using the
weapon of elicitation with skill to obtain information not exclusive to the
Soviet sphere, Mimich Liaison Base received an "off the record' report
from a responsible BND officer that the BND front office is convinced the
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majority of the Service's tactical sources in East Germany were compro-
miged and under hostile control as a result of FELFE's actiyvities, BND
officers were warned that these East Zone sources may possibly be used
as channels for Eastern deception operations, MLB was also informed
~unofficially that a number of BND agents reporting with high speed trans-
mitters had been lost in recent months and other determined beyond
reasonable doubt to be under hostile control,

8., Although admittedly intangible, the I;zs_ycho_logical damage within
‘the BND created by the arrest of a to~worker is significant. . It may be-

come difficult to restore esP@#t de gorps at all levels, FELFE!s treachery

likewise, and possibly more significant, created a confirmed distrust on
the part of outsiders both within the German goyernment and foreign ser~
vices which presumably will manifest itself in official transactions.
)

9. As one of the senior and most actiyve BND liaison officers in
contact with almoest all West German Internal Security and Police services
and several Federal Republic ministries and departments, the KGB in
effect algo gained through FELFE a valued penetration of these groups
inflicting considerable damage on most of them, The American military
intelli_.'gence services also suffered losses particularly in the revelation of
operational interest in indiyiduals traced with the BND and brought to
FELFE!s direct attention,

10, The assessment makes no attempt to gloss over the extensive
damage done tp CIA and the BND by FELFE. Continued investigation of
leads to pos sible additional penetrations and follow-up on all aspects of the
damage report now occupies most of the time of our Liaison Staff in Munich.

11. Despite this evidense of serious compromise, we cannot with~
draw from liaison with the BND, It remains the Foreign Intelligence
Service of the Federal Republic of Germany and as such provides us with .
a valuable channel to the German Goyernment and a means for monitoring
the attitudes, concepts and plans of that (loyernment, particularly with
respect to foreign and security policies. We intend to shape our liaison in
the future with this in mind while conducting ourselves in a way which will
avoid the depth of operational involvement and personnel compromise which
- characterized much of the past relationship. ‘

[ 3

"David E. Murphy
Chief
Eastern Europe Divigion
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