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Mr. Chairman, Ranking Minority Member, and Members of the
Subcommittee:

I appreciate the opportunity to appear before you this
morning to discuss (1) some of the principal recommendations in
our reports on personnel security clearances during the past 10
years; {2) the status of those recommendations; and (3) our
current thoughts on some of the issues raised by those
recommendations. With me is Irv Boker, who is our manager for
the security area.

I would like to submit for the record, and as part of my
prepared statement, (1) a listing of GAO reports containing
recommendations and observations concerning personnel security
and suiltability; (2) a summary and status of principal recom-
mendations from GAO reports from 1974 to 1984; (3) a listing, by
agency, of the number of government and contractor employees
with security clearances as of December 31, 1983; (4) copies of
Executive Orders 10450 and 10865, which govern personnel
security in government and industry, respectively; and (5) a
glossary of terms and acronyms relative to the personnel
security program. Copies of the GAO reports included in the
listing can be.furnished if the Subcommittee would like to have
them.

The personnel security program has improved in a number of
ways during the past 10 years. Nevertheless, we believe that
improvements are still needed in the following six areas.

—-Legislation or a new executive order,

--Consistent standards for investigations and
adjudications,

--Centralized adjudication at the agency level,

--Continuous monitoring and periodic reinvestigation of
cleared employees,

--Timely investigations, and
~~Control of the number of requests for investigations,

- Background

Since the first executive order was issued in 1940
prescribing policy and procedures for security classification,
various orders have been issued defining the levels of classifi-
cation. The current executive order, 12356, issued in April
1982, like several orders before it, prescribes three levels of
classification--top secret, secret, and confidential--depending
upon the level of sensitivity of the information and the
pctential damage that would result from its disclosure.



The type of security clearance an individual needs is
determined by tne classification level of the information to
which the individual will have access, For example, if infor-
mation is classified top secret, the individual must have a top
secret clearance to be given access. However, having a top
secret security clearance does not automatically give the
individual the right of access to classified information. The
overriding general rule is still "need to know." That is, the
individual must have an official need toc know or see the
information.

Most government and industry employees with security
clearances have either secret or top secret clearances. A
secret clearance can be granted if a National Agency Check and
Inguiries (NACI) produces no serious derogatory information.

The National Agency Check (NAC) portion consists of searching
the records of certain federal agencies such as the QOffice of
Personnel Management (OPM) and the Departments of Defense,
Justice, and State to determine the existence of any previous

" investigations or a criminal record and to verify citizenship
and any military service. The inguiries portion involves send-
ing written inquiries covering specific areas of the subject's
background during the past 5 years or since the individual's
18th birthday, whichever is shorter. A top secret clearance
reguires the same information but, in addition, it reguires a
favorable background investigation which covers the same period.
The background investigation, among other things, includes
personal interviews with people who know the individual being
investigated and a verification of his or her birthdate, ;
education, and employment. 3

In addition to a regular security clearance, the intelli-
gence agencies, including some components of the Department of
Defense (DPOD)} involved in intelligence activities, require that . ?
a more extensive background investigation be conducted before an
individual is granted access to intelligence information,
methods, or sources. Such information is referred to as sensi-
tive compartmented information (SCI). The minimum standards for
the special background investigation are prescribed by the
Director of Central Intelligence.

The latest figures that we have on security clearances are
more than a year old, but they nevertheless are useful to pro-
. vide some perspective about the size of the personnel security
clearance program. At the end of calendar year 1983, there were ‘
approximately 5,116,000 civilian and military personnel, of ;
which 2,725,000, or about 53 percent, had security clearances. :
The number of clearances increased about 7.5 percent from 1982,
In addition, about 1,500,000 contractor employees have security
clearances, That means about 4,200,000 individuals have .
security clearances. At the end of calendar year 1983, DOD
accounted for 94 percent of the government employees and 87
percent of the contractor employees with security clearances.



Executive Order 10450 makes OPM responsible for conducting
all competitive service investigations used in determining the
suitability of individuals for government employment and as a
basis for insuring that the employment of the individual is
clearly consistent with the interests of national security. Some
agencies, such as the Departments of Defense, State, and
Treasury, are authorized by law, or agreement with OPM, to con-
duct investigations of competitive service positions. Excepted
service positions, however, are not covered by Executive Order
10450 and agencies are free to use whatever means they choose to
investigate applicants for these positions. ’

OPM and DOD, through the Defense Investigative Service
(DIS), perform the majority of the personnel investigations made
each year. These investigations are needed because of new
employee hiring, changes in jobs, retirements; military enlist~
nents, promotions and discharges; new programs; and periodic
reinvestigations. 1In calendar year 1984 OPM performed 245,000
investigations, including a large but unknown number that
involved investigations to determine suitability for government
employment. During this same period, DIS performed 1,071,000
investigations involving DOD and industry personnel. Ten other
agencies also performed personnel investigations on some or all
of their employees last year. Some examples are the Department
of State, Central Intelligence Agency, Federal Bureau of
Investigation, and Secret Service.

Legislation or New Executive Order Needed

Executive Order 10450 entitled Security Reguirements for
Government Employment, issued April 27, 1953, is the basic
authority for the federal government's personnel security clear-
ance program. However, there has been a continuing debate over
the applicability of the order's provisions concerning personnel
suitability and security clearances. 1In our December 1977 and
August 1979 reports, we recommended that the Congress consoli-
date into one law the authority to investigate and judge the
suitability of federal employees, including the potential of
employees in sensitive positions to impair national security.

We believe that legislation would be helpful primarily
because it could address certain matters which cannot be dealt
with by executive order. For example, an executive order cannot
require local law enforcement authorities to provide information
needed by the government for security or suitability investi-
gations. However, in the absence of legislation, we would
support efforts to replace or revise Executive Order 10450.
Other studies have recommended replacement or revision of the
order. '



Need for Consistent Standards
for Investigations and Adjudications

In our December 1977 and August 1979 reports, we identified
the need for consistent standards for conducting investigations
and adjudications. For example, in our 1979 report, we recom-
mended that the Director of OPM work with other agencies to
develop definitive standards for reporting costs and determining
the scope of investigations. We concluded that, once this was
done, OPM, as part of its monitoring process, could make more
accurate comparisons across agencies and determine the most
effective program.,

Our recent inguiries at several larger agencies indicated
that inconsistent standards and procedures still exist. For
example, DOD uses different procedures to grant secret clear-
ances to government and contractor personnel. A favorable NACI
is required for government perscnnel, but only a favorable NAC
is required for industry emplovees. '

A DOD official explained the rationale for this inconsis-
tency as follows. Executive Order 10450, which governs only
federal employees, reguires the NACI. Executive Order 10865,
issued February 20, 1960, which pertains to safeguarding classi-
fied information in industry, does not require the NACI. 1In our
opinion, this illustrates why the two executive orders need to
be rethought. :

Another inconsistency in DOD is that some individuals with
secret clearances are provided access to information while
others with top secret clearances, and a "need to know" are
denied access. This inconsistency was pointed out in ocur
February 1983 report on special access contracts awarded by
DOD. DOD's special access programs are supported by several
thousand special access contracts. These programs and
supporting contracts are controlled by the military service or
DOD component responsible for .the programs. At the time of our
review, some of these nonintelligence-related contracts were
classified only at the secret level. BHowever, in many cases,
DIS inspectors, with top secret clearances, were unable to make
periodic security inspections of the contracts in accordance
with DOD's Industrial Security Program because of limited access
requirements. On the other hand, of about 39,000 contractor
employees who had been cleared for access to nonintelligence-
related special access contracts, 13,500 had only secret
clearances. Some of those employees with only secret clearances
had access to contract information. It seems inconsistent to
allow access for contractor employees whose clearances were
based on only a NAC, while denying access to a DIS inspector
with a top secret clearance based on a background investigation.

In defense of this practice, DOD stated that it believed
that a program security officer, with program familiarity, is
better equipped to make inspections than a DIS inspector would



be. DOD also said that access by DIS inspectors would cause the
number of individuals with access to proliferate beyond the

minimum number of individuals necessary to meet the objectives
of providing extra security protection.

As noted in our report, we believe that a knowledge of
security regquirements is required to make security inspections
and that DIS inspectors, who must receive formal training before
being allowed to make inspections, may be better qualified than
a program security officer., Further, when the number of con-
tractor employees with special access authcorizations is at least
39,000, it does not seem unreasonable for a small number of DIS
employees to have such access.

We believe that the establishment of consistent standards
for investigations and adjudications can not be fully effective
unless the investigators and adjudicators are properly trained.
Although useful guidance on personnel investigations and adjudi-
cations is available, we believe that personnel involved in
these activities still need formal training government-wide.
Such training would provide greater assurance that the investi-
gative and adjudicative processes are performed in a profession-
al and consistent manner that protects the interests of the
government and the interests of the subjects of the investig-
ations in a fair and equitable manner.

DIS has a 4-week course at its Defense Security Institute
-in Richmond that is mandatory for all DIS investigators, but few
investigators from other agencies attend. The Institute

currently has no adjudication course. The intelligence agencies-

have a course on adjudicating cases involving access to SCI, and
some of the agencies do send representatives to that course,
OPM ran an adjudicator training class until 1983. OPM is now
replacing that course as part of its establishment of three
training courses. These courses, based on work done by a
private contractor, are to be coffered government-wide. The
courses deal with investigations, security, suitability,
position sensitivity, and adjudications. Such courses could be
useful to those investigators and adjudicators who have not had
formal training or recent training in these areas. We believe
that there is a need for a government-wide training program for
both groups.

Need for Centralized Adjudication at the Agency Level

In our December 1977 report, we recommended that OPM assign
adjudicative responsibility for all sensitive positions, which
includes security clearances, to the employing agencies. This
has been done. We recently surveyed six of the larger
agencies—--the Departments of Defense, Energy, Justice, State,
and Treasury, and the Postal Service. Excluding DOD, only the
State Department said that it had a centralized adjudication
process. The othér four agencies were decentralized by bureau



or field office, as the case may be. At some of the agencies,
adjudication is a part-time function of the employees assigned
that duty:

Centralized adjudication provides uniformity and consist-
ency in the application of standards and criteria for granting
access to national security information. Since full-time
adjudicators spend all, or a significant part of their time
performing that function, they become more proficient, which
meang that fewer adjudicators are required. <Centralization also
means that adjudications can be more closely monitored to ensure
that clearance decisions are uniformly made.

Centralized adjudication also reduces the potential for
bias in an adjudicative decision. If the adjudication is made
at a level low enough so that the adjudicator has personzal
knowledge of the individual, the decision might be influenced
(either favorably or unfavorably) based on that knowledge rather
than the criteria that are supposed to be used. As noted in a
1982 DOD report on its personnel security program, another
factor that could influence an adjudicative decision, made at a
lower level, is the immediacy of need for someone to occupy a
position. Again, it is fossible that the adjudicative decision
could be influenced by that need rather than by strict adherence
to the required criteria.

As far as the executive orders governing the protection of
national security information are concerned, DOD is considered
to be comprised of more than one department. The Office of the
Secretary of Defense is responsible for establishing security
policy throughout DOD, and current regulations reguire the heads
of the military services, to the extent practicable, to
establish a single adjudication facility. The Army and the Air
Force have complied., All three services have their own
centralized adjudication process for handling SCI accesses. The
Navy has a centralized adjudication process for civilian
personnel, but not for military personnel.

In May 1983, we, like others before us and others sSince,
recommended that the Navy centralize the adjudication activity
for its 3,000 commands and over 500 thousand military personnel.
Because the adjudicative process is not centralized, data is not
readlily available on how many adjudications were performed. in
fiscal year 1984; however, there were 26,000 background investi-
gations of Navy military personnel during that year by DIS. The
Navy has not responded to our recommendation.

Need for Continuous Monitoring and
Periodic Reinvestigation of Cleared Emplovyees

The granting of security clearances to government or
contractor employees is the first step in the protection of
national security information. Monitoring previously cleared



individuals to ensure that their access to classified infor-
mation remains in the best interest of national security is, or
should be, a continuing process. Policies and procedures for
providing that assurance differ among agencies.

The Federal Personnel Manual, issued by OPM, which applies
only to government employees, requires a reinvestigation every 5
years after an individual is placed in a position designated
"special sensitive” or "critical sensitive". These terms are
equivalent to an SCI access and top secret clearance,
respectively.

In June 1981, DOD placed a moratorium on periodic
reinvestigations for individuals with SCI access, because of the
investigative backlog resulting from an increased number of
initial investigations. 1In April 1983, because of improvements
in the backlog and turnaround time, DOD resumed periodic rein-

vestigations for persons with SCI access and expanded the scope
" of its periodic reinvestigations of individuals with top secret
clearances. To ensure that the periodic reinvestigations would
not adversely impact the overall backlog and case completion
time for all investigations, DOD established an annual guota of
40,000 periodic reinvestigations. With over 100,000 individuals
with SCI access and about 500,000 with top secret clearances in
DOD and industry, it may be several years before DIS can get the
reinvestigation process back on schedule, considering its heavy
work load of requests for new investigations.

The continuous monitoring of employees who have security
clearances is also important. Government agencies and contrac-
tors need to pay close attention to employees with emotional,
alcohol- or drug~related or severe financial problems. We have
found that, when derogatory information on a indaividual is
reported, agencies are reluctant to revoke security clearances
because such revocation might be considered an adverse action.
Agencies prefer to reassign the employee t0o a position that does
not require a clearance.

DOD requires its contractors, operating some 14,000 cleared
facilities that may have access to classified information, to
report any adverse information about an employee with a security
clearance, This is a formalized reporting process, with the
reports being sent to the Defense Industrial Security Clearance
Office, which is the central adjudication facility for
contractor employees, During fiscal year 1984, the Clearance
Office received 2,400 reports with adverse information and,
based on these reports, suspended 24 clearances, on an interim
basis, until the adverse information could be resolved.

DOD regulations covering military and civilian personnel
regquire the immediate reporting of adverse information, by the
most expeditious means possible, to the commander or security
officer of the organization to which the subject individual is
assigned. '



OPM has not established a similar adverse reportind
requirement for all agencies, although some may have established
such a requirement,

Timely Investigations are a Significant Factor

Delays in the processing of security clearances result in
significant costs to the government. 1In our September 1981
report, we identified some of the causes and problems ‘associated
with the delayed processing of clearances. In industry, a
contractor is required to hire an employee before submitting a
reguest for a security clearance. If the individual does not
have a clearance, or is cleared at a level lower than what is
needed for the job, the individual is not given- access to the
classified information for which the clearance is requested
until the clearance request 1s processed favorably. In May
1981, DIS was processing top secret and secret clearances for
contractor employees in an average of 220 and 103 days,
respectively, well above its standard of 90 and 30 days,

respectively.

Based on an earlier industry study that identifed the costs
of the lost productivity of individuals awaiting clearances, and
not being able to do the classified contract work for which they
were hired, we estimated that such costs could have totaled
about $340 million in fiscal year 1982, Using the industry
study as a basis for DOD in-house costs, we estimated that such
productivity losses within DOD for both civilian and military
personnel could have run as high as $580 million a year.

On the basis of this work, we supported a DIS request for
additional investigators to help reduce the backlog and
processing time of clearance requests. Additional investigators
were authorized, and the backlog and processing time were both
reduced. By August 1984, the average processing time for top
secret and secret clearances for contractor employees had been
reduced to 82 and 51 days, respectively. However, continuing
increases in the number of requests for investigations and
periodic reinvestigations are causing delays and increasing the
time for processing clearances. In January 1985, the average
processing time for top secret and secret clearances for
contractor employees had increased to 114 days and 63 days,
respectively.

For several years, OPM has experienced similar delays in
processing the investigations that are a prerequisite for the
granting of security clearances. In many cases; the government
cannot hire or place an individual in a sensitive position until
a favorable investigation is completed. 1In January 1985, the
Department of Energy, the largest user of OPM, told us that the
average processing time for background investigations was 217
days, or about 7 months. The State Department said that when
it started using OPM for background investigations 3 years ago,
the agreed turnaround time was 60 days. Bowever, after the



cases started taking 6 months, State began to conduct its own
investigations, using personal service contracts with ex-FBI

agents. The Justice Department also told us that OPM
investigations were being completed in about 6 months.

Need to Control the Number of Reqguests
for Security Clearance Investlgations

Excessive requests for security clearances is a contri-
buting factor to backlogs and processing delays and the incur-
rence of unnecessary costs. In our February 1983 report, which
pertained only to DOD special access contracts, we recommended
that instructions be issued that would require DOD's advance
approval of a contractor's nominee for a special background or
regular background investigation. We also recommended that the
LIS return to contractors any requests not containing the
advance approval. DOD took steps to implement our
recommendations.

Some contractors said that it was possible to circumvent the
system and that they were submitting more requests than they
needed. Two contractors who acknowledged requesting a few more
special access authorizations than they needed said that delays
by DOD in completing investigations forced them into an
untenable situation. If they received a new contract or needed
additional employees for an existing contract, they could
transfer appropriately cleared employees from other contracts
(which would delay that work), hire other contractors' employees
who already had special access authorizations (which was
costly), or submit requests in anticipation of need.

DOD officials have told us of.cases where contractors'
employees had security clearances that were in excess of the
number needed to perform on classified contracts. Over the
years, audit reports by the military services have identified
situations where an excessive number of security clearances were
being requested for military personnel. DOD recognizes the '
problem and has considered a number of options to control the
preliferation of security clearances, such as authorizing a
specific number of clearances to each major defense component,
and charging each component and its constitutent contractors for
each investigation requested. DOD has also emphasized to
military commanders and program managers their responsibility to
keep clearance requests to an absolute minimum.

This concludes my prepared statement. If you have any.
guestions, we would be pleased to answer them.



ATTACHMENT I

Date

12/02/74

12/16/77
01/36/79

08/31/79
09/25/79

.09/15/81

07/08/82

10/07/82

02/18/83

05/18/83

10,/18/83

06/11/84

ATTACHMENT I

GAO Reports Containing Recommendations and Observations
Concerning Personnel Security and Suitability

Number

B-132376

FPCD-77-64
GGD-78-91

FPCD-79-79
FPCD-79-92

GGD~-81-105

GAO/GGD-82~56"

GAO/GGD-83-15

GAO/GGD~B3-43

GAO/GGD-83-66

GAO/NSIAD B4-26

GAO/NSIAD 84-134

Title
Personnel Security Investigations:
Inconsistent Standards and Procedures
Proposals to Resolve Longstanding Problems in

Investigations of Federal Employees

IRS Inspection Service Functions: Manage—
ment Can Further Enhance Their Usefulness

Costs of Federal Personnel Security
Investigations Could and Should Be Cut

Status of the Investigative Program

Faster Processing of DOD Personnel Seéurity
Clearances Could Avoid Millions in Losses

The Department of Justice Needs to Address the
Problem of Two Perscnnel Investigations Being
Conducted on All Bureau of Prisons Employees

Review of Department of Defense Investigation
of Leak of Classified Information to

"The Washington Post

Further Improvements Needed in Department of
Defense Oversight of Special Access (Carve-out)
Contracts

Need for Central Adjudication Facility for
Security Clearances for Navy Personnel

Effect of National Security Decision
Directive~-84, Safequarding National Security
Information

Polygraph and Prepublication Review Policies of
Federal Agencies



Report

Number & Date

B132376
1272714

FPCD~77-64
12/16 /77

Summary and Status of Principal Recommendations
From GAO Reports 1974-1984

Recommondation

Wa racommend that Civil Service Commisslion (CSC)
(OPM)

--assume a more active role In providing direction and
guldance regarding the classiflcation procedure and
the adjudication process,

~~axamlne exlsting classification criteria to see If
they are as ambiguous as agencles clalm,

~-conslder the possibllity of establishing a central
adjudlication body to review derogatory cases,

--assume complete responsibility for the investigative
function of all civil agencles.

We recommend that the Congress consoildate Into
ona law the authorlty to Investigate and judge the
suftabliity of fedoral employees, including the poten-

*tlal of employees In sensltlive positions to Impair

national security. The Congress should conslder:

--Rastrictions imposed on personnel investigations by
other laws, such as the Pnl&acy Act of 1974, and
court declstons protecting iIndividuals constitutional
rights,
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Report

Number & Date

Status as of February 1985

Partialty

Not
I mplemented

No Longer
Applicable

Recommendation fmplemeﬁfed Imp lemented

=-Whether CSC (OPM) should investigate occupants of
nonsensitive positions only to determine prior
criminal conduct, leaving to employing agencies the
responsibllity for assessing applicants' etflclency.

~-Nged to define, In a manner acceptable to the courts,
disloyal acts which should bar tederal empioymant.

-=S5cope of Investigation needed for the seven levels of
securlty clearances granted federal oemployeeas.

~-Whether there Is a need In the legislatlion for pro-
visions to ald CSC (OPM) in gathering local, faw
enforcement information; e.g., reimbursing local law
enforcemant agencles for supplylng information,
receiving assistance from federal law enforcement
agencles, or clarlfying CSC's (OPM's) lega! authority
to have local arrest Information.

We recommend that CSC (OPM):

=-Establish criteria which will provide agencles clear
Instrbcflons on how to classlfy positions Into three X
categorles based on whether the position duties would
enables an occupant to have (1) a materially adverse
effect on national security and/or a materially
advarse effect on other national interests, (2) »
materlally adverse effect on agency operations, or
(3) no materially adverse effect on agency or
national Interest.

~-Assign more people to the review of agency classlifl-
cations to bring about conslstent use of the X
categorles and thus appropriate investigations,
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Status as of February 1985

Report ’ ’ Partially Not No Longer
Number & Date Recommendatlon Implemented Implemented Iimplemented Applicable
FPCD-79-79 We recommend that the Director, OPM, work wilth

8/31 /19 other agencles to )
—davalop deflinitive standards for reporting costs and X

determining the scope of investigations;

--reach agreements to use these standards; X
--share resources when appropriate; and X
--encourage the use of improvements made by other X

agencies,

Once standards have besen establlished and
improvements made, OPM, as part of its monitering
process, should use the reported costs and other
opaerational data to determine the most effective
program, Including assessing the potential savings that
cotld result from consolldation, This would Include
iqenflfying

~iwhich agencles willl conduct or assist In personnsl X
Iinvestigations; '

--an estimate of the workload which could be transfer-
red, the number of statf years to make Investiga- X
tions, and the cost of these linvestigations; and

~—potential beneflits which would resuit from X
consolidation.,

We also repeat our previous recommendation that
the Congress consolldate Into cone law the authority to X
investligate and judge the sultabllity of Federal
employeas, [ncluding the potential of employees in
sensitive positions to Impair national security. (See
p. 1)
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Report

Number & Date

GGD~81-105
9/15/81

GAO/GGD B83-66
5/18/83

. Recommendation

We recommend that the Secretary of Defense repro-
gram the 1982 budget to provide the Defense Investig-

" ative Service authorlty to hire the additional person-

nel needad to expedite the Investigation and processing
of personnel security clearances,

We recommend that the Attorney General request,
and that the Director, Offlce of Management and Budget,
approve authority for the FBl to increases the number of
perscnnal in the ldentification Division,

We further recommend fhéf the Attorney General
oxpedite Implementation of the proposed automation
program [n that division,

Wo recommend that the Secretary of the Navy estab-
lish a central adjudication facllity for civilian and
miiitary personnel, in accordance with thae requlirement
of DOD Regutlation 5200,2-R, "Personnel! Securlity
Program."

Status as of February 1985

Partiatty Not No Longer
Implemented Implemented Implemented Applicable
X
X
X
X
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Department /Agency

Defanse

Postal Service .

Veterans Adminstration

Health & Human Services
Treasury

Agriculture

Transportation

Interior

Justice

Tennesseo Yalley Authority
Conmer ce

General Services Administration
State

Na‘flonal Aeronautics & Space Administration

Labor

Gov't £mployees

Total Mo, of

3,317,086
675, 000
239, 355
144, 526
124,287
120, 000

99, 750
74, 462
60, 490
36,229
35, 104
30, 252
24,016
22,000

19,484

Government and Contractor Emptoyees
With Security Ciearances and SC# Access

As of Docember 3!, 983

Number of Contractor Employees with Clearances

Number of Govarnment Employees with Clearances
Top Secret  Secret  Confldantial  SCI Access'

. 480,360 2,066,643 28,160 11,167

5 100 0 3

‘ 201 1,523 0 0

941 318 279 0

6,671 2,993 214 1,733

750 1,500 2, 900 155

530 15, 000 266 55

596 1,658 104 229

25,406 4,905 794 3,220

35 455 157 0

1,265 1, i50 100 215

1,800 4,500 200 200

13,938 3 0 4,350

523 15, 106 719 280

100 175 0 18

Top Secret Secret Confldantlal SCl Access

114, 000 900, 000 304, 800 IO,BQB
0 Q Q Q

0 0 o 0

] [+] 0 . 0

183 Q 0 2

0 T 0 0

0 0 ] 0

0 3 ] 0

28 9 80 [y

0 ¥ 2 ¢

G 25 4] )]

44 0 0 o

0 [ 0 200

0 ] 0 29

0 1] 1] 0
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Energy

2

Housing & Urbon Davelopment

Environmental Protectlon Agency

Unjted States information Agency

*Oftice of Persoanel Management

Agency tor International Deveiopment.

Educatlon

Smati Buslness Administration

Others (24 with under 3,800 amployees)}

NOTES:

TOTALS

lEmo!oyeos with sensitive compartmented Irformation (SCt) access are required to have a top secret clearance. Thersfore, the number of such Individuals Is Incliuded in the number

Total Mo, of
Gov't Employees

17,057
12,648
11,368
8,200
6,827
5,232
5,2'50
5,020

21,9617

—

5,115, 660

EETTTTTET b

of Individuals with top secret clearance:,

2The Departmant of Energy uses "Q" and "L" clearances which are comparable to the top sucret and secret clearances used by other agen :ies.

Stntormation was not requasted from the Cuntral Intelllgence Agency and Natlonal Security Agency.

requesting the datal

Executive Oftice of vhe Prasident
Office of Management and Budget

United States Arms Control and Disarmament Agency
Unlted States Trode Hepresentative.

Number of Goverament Empioyeas with Clearances

Top Secrst Secret Confldential

SC1 Accass!

10,885 1,832 o 260
"1 202 o ¢

54 823 7% 14

3, 162 852 () 1
0 4us 0 25
1,875 1,923 ¢ 100
82 53 20 0

53 1,595 24 0
4,326 5,888 103 301
553,935 2,137,142 34,156 122,396

Number of Contractor Employees wlth Clesarances

Top Secrat Secret Confidential SCi Access

164,634 21,038 .0 330
0 1] 4] 0

[} 18 3 ?

0 a 0 0

1 0 0 0

0 72 50 0

.0 0 o Q

0 g 0 a

728 4,440 ' 2
276, 989 925, 605 504,935 1,388

3
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Furthermors, the following offices never respondad to the April 1984 quesilonnalie
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ATTACHMENT IV

Executive Order 10450

| Security Requirements For Government Employment

WHEREAS the interests ol the national
security require that all persons privileged to
be employed in the departments and agencies
of the Government, shall be reliable, trust-
worthy, of good conduct and character, and of
complete and unswerving loyalty to the Unite!
States; and

WHEREAb the A.rnencan tradition that all
persons should receive fair, impartial, and
equitable treatment at the bands of the Govern-
. ment requires that all persons seeking the
privilege of employment or privileged to be
employed in the departments and sgencies of
the Government be adjudged by mutually
consistent and no less than minimum standards
and procedures among the departments and
agencies governing the employment and reten-
tion in employment of persons in the Federsl
sej’vioe:

.NOW, THEREFORE, by virtue of the
authority vested in me by the Constitution
and statutes of the United States, including
section 1753 of the Revised St.at.utm of the
United States (5 U. S. C. 631); the Civil Service
Act of 1883 (22 Stat. 403; 5 U. S. C. 632, et
seq.); section 9A of the act of August 2, 1939,
- 53 Stat. 1148 (5 U. S. C. 118 j); and the act of
August 26, 1950, 64 Stat. 476 (5 U. S. C. 22-1,
et seq.), and as President of the United States,
and deeming such action necessary in the best
interests of the national security, it is hereby
ordered as follows:

Secrion 1. In addition to the departments
and agencies specified in the said act of August
26, 1950, and Executive Order No. 10237 of
April 26, 1951, the provisions of that act shall
apply to all other departments and sgencies of
the Government.

Sec. 2. The head of each department and
agency of the Government shall be responsible
for establishing and maintaining within his
department or agency an effective program to
insure that the employment and retention in
employment of any civilian officer or employee
within the department or agency is clearly con-
sistent with the interests of the pational
security.

Sec. 3. (&) The a.ppomtment of each civilian
officer or employee iz any department or agency
of the Government shall be made subject to
investigetion. The scope of the investigation
shall be determined in the first instance accord-
ing to the degree of adverse effect the occupant
of the position sought to be filled could bring
about, by virtue of the nature of the position.
on the national security, but in no event shall
the investigation include less than & national
agency check (including a check of the finger-
print files of the Federal Buresu of Investiga-
tion), and written inqmries to appropriate
local lsw-enforcement agencies, former em-
ployers and supervisors, references, "and schools
attended by the person under investigation:
Provided, that upon request of the head of the
department or agency concerned, the Civil
Service Commission may, in its discretion, su-
thorize such less investigation as may meet the
requirements of the national security with
respect to per-diem, intermittent, temporary,
or seasonal employees, or aliens employed out-
side the United States. Should there develop
at any stage of investigation information indi-
cating that the employment of any such person
may not be clearly consistent witk the interests
of the national security, there shall be conducted
with respect to such person a full field investi-
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gation, or such less investigation as shall be
sufficient to eneble the head of the department
or agency concerned to determine whether re-
tention of such person is clearly consistent with
the interests of the national security.

(b) The head of any department or agency
shall designate, or cause to be designated, any
position within his department or agency the
occupant of which could bring about, by virtue
of the nature of the position, a material adverse
effect on the national security as a sensitive
position. Any position so designated shall be
filled or occupied only by a person with respect
to whom a full field investigation hes been con-
ducted: Provided, that a person occupying s
sensitive position at the time it is designated
as such may continue to occupy such position
pending the completion of a full field investiga-
tion, subject to the other provisions of this
order: And provided. further, that in case of
emergency & sensitive position may be _filled
for a limited period by & person with respect
to whom a full field preappointment investiga-
tion hes not been completed if the head of the
department or agency concerned finds that such
action is Decessery in the nationa) interest,
which finding shall be made a part of the
records of such department or agency.

Sec. 4. The head of each department and
agency shall review, or cause to be reviewed,
the cases of sll civilian officers and employees
with respect to whom there has been conducted
a full field investigation under Executive Order
No. 9835 of March 21, 1947, and, after such
further investigation as may be appropriate,
shall rendjudicate, or cause to be readjudicated,
in accordance with the said act of August 26,
1950, such of those cases as have not been ad-
judicated under a security standard commen-

surste with thet established under this order.

- Sec. 5. Whenever there is developed or re-

ceived by any department or agency inforpa-

tion indicating that the retention in employ-
ment of any officer or employee of the Govern-
ment may not be clearly consistent with the
interests of the national security, such informa-
tion shall be forwarded to the head of the
employing department or agency or his repre-
sentative, who, after such investigation as may
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be appropriete, sball review, or cause to be
reviewed. and, where necessary. readjudicate,
or cause to be readjudiceted. in accordance
with the said act of August 26, 1950 the case
of such officer or employee.

SEc. 6. Should there develop at any stage of
investigation information indicating that the
employment of any officer or employee of the
Government roay not be clearly consistent with
the interests of the national security, the head
of the department or agency concerned or his
representative shall jmmediately suspend the
emplovment of the person involved if he deems
such suspension necessary in the interests of
the national security and, following such inves-
tigation and review as he deems necessary, the
head of the depertment or agency concerned
shall terminate ‘the employment of such sus-
pended officer or employee’ whenever he shall
determine such termination necessary or advis-
able in the interests of the national security; in
accordance with the said act of August 26, 1950.
- Sec. 7. Any person whose employment is
suspended or terminated under the authority
granted to heads of departments and agencies
by or in accordance with the said act of August
26. 1950, or pursuant to the said Executive
Order No. 9835 or any other security or loyalty
program relating to officers or employees of the
Government, shall not be reinstated or restored
to duty or reemployed in the same department
or agency and shall not be reemployed in any
other department or agency, unless the head
of the department or agency concerned finds
that such reinstatement, restoration, or reem-
ployment is clearly consistent with the interests
of the national security, which finding shall be
made a part of the records of such department
or sgency: Provided, that no person whose
employment hes been terminated under such
authority thereafter may be employed by any
other depertment or agency except after a de-
termination by the Civil Service Commission
that such person is eligibie for such employment.

Sec. 8. {(8) The investigations conducted
pursuant to this order shall be designed to de-
velop information as to whether the employ-
ment or retention in employment in the Federal
service of the person being investigated is clearly
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consistent with the interests of the nations]
security. Such information shall relate, but
shall not be limited. to the following:

(1) Depending on the relation ol the Gov-
ernment employment to the national security:

(i) Any behavior, activities, or associations
which tend to show that the individual is not
reliable or trustworthy.

{ii) Apy deliberate misrepresentations, falsi-
fications, or omissions of material facts.

(i) Any criminal, infamous, dishonest,
immoral, or notoriously disgraceful conduct,
hebitual use of intoxicants to “excess, drug
addiction, or sexual perversion.

(iv) Any illness, including any mental condi-
tion, of a nature which in the opinion of compe-
tent medical authority msay cause significant
defect in the judgment or reliability of the
employee, with due regard to the transient or
continuing effect of the iliness and the medical
findings in such case.!

(v) Any fects which furnish reason to be-
lieve that the individual may be subjected to
coercion, nfluence. or pressure which may
cause him to act contrarv to the best interests
of the national security.

(2) Commission of any act of sabotage,
espionage, treason, or sedition, or attempts
thereat or preparation therefor, or conspiring
with, or aiding or abetting, another to commit
or attempt to commit any act of sabotage,
‘espionage, treason, or sedition.

(3) Establishing or continuing a sympathetic
essociation -with a saboteur, spy, traitor.
seditionist, anarchist, or revolutionist, or with
an espionage or other secret agent or representa-
tive of o foreign nation. or any representative
of a foreign nation whose interests may be
inimical to the interests of the United States.
or with any person who advocates the use of
force or violence to overthrow the government
of the United States or the alteration of the
form of government of the United States by
unconstitutional megns.

'(4) Advocacy of use of force or violence to
overthrow the government of the United States.

! As amended by Executive Order 10548 of August 2,
1954.
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or of the alteration of the form of government
of the United States by unconstitutional means.

(5) Enowing membership =>with the specific
intent of furthering the aims of, or adherence
to and sctive participation in; any foreign or.
domestic organization, association, movement,
group, or combination of persons (hereinafter
referred to as organizations) which unlawfully
advocates or practices the commission of acts

. of force or violence to prevent others from

exercising€= their rights under the Constitution
or laws of the United States or of any State, or
which seeks to overthrow the government of
the United States or any State or subdivision
thereof by unlawful means.?

(6) Intentional, unsuthorized disclosure to
any person of security information, or of other
information disclosure of which is prohibited
by law, or wiilful violation or disregard of
security regulations.

(7) Performing or attempting to perform
his duties, or otherwise acting, so as to serve
the interests of another government in pref-
erence to the interests of the Upited States.

(8) Refusal by the individual, upen the
ground of constitutional privilege against self-
incrimination, to testify before & congressional
committee regarding charges of his alleged
disloyalty or other misconduct.?

(b) The investigstion of persons entering or
employed in the competitive service shall
primarily be the responsibility of the Civil
Service Commission, except in cases in which
the head of & department or agency essumes
that responsibility pursuant to law or by
agreement with the Commission. The Commis-
sion shall furnish & full investigative report
to the department or agency concerned.

(c) The investipation of persons (including
consultants, however emploved), entering em-
ployment of, or employed by, the Government
otber then in the competitive service shall
primarily be the responsibility of the employing
department or agency. Departments and agen-
cles without investigative facilities may use the

1 As amended by Executive Order »»11785 of June 4
1974.

? As amended by Executive Order 10491 of Octo-
ber 13, 1953.¢=
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investigative facilities of the Civil Service Com-
mission, and other departments and agencies
may use such facilities under agreement with the
Commission.

(d) There shall be referred promptly to the
Federal Buresu of Investigation all investiga-
tions being conducted by any otber agencies
which develop information indicating that an
individual may have been subjected to coercion.
influence, or pressure to act contrary to the
interests of the natiopal security, or informstion
releting to any of the matters described in sub-
divisions (2) through (8)* of subsection (a) of
this section. In cases so referred to it, the
Federal Bureau of Investigation shall meke a
full feld investigation.

‘S8gc. 9. (8) There shall be established and
maintained in the Civil Service Commission &
security-investigations index covering ell per-
sons as to whom security investigations have
been conducted by any department or agency
of the Government under this order The cen-
tral index established and maintained by the
Commission under Executive Order No. 9835 of
March 21, 1947, shall be made a part of the secu-
rity-investigations index. The security-investi-
gations index shall contain the name of each per-
son investigated. adequate identifying informa-
tion concerning each such person, and a refer-
ence to each department and agency which has
conducted an investigation concerning the per-
son involved or has suspended or terminated the
employment of such person under the authority
granted to heads of departments and agencies
by or in accordance with the said act of August
26, 1950. -

{(b) The heads of all departments and agen-
cies shall furnish promptly to the Civil Service
Comn.ission information sappropriate for the
establishment end maintenance ol the security-
investigations index.

-{c) The reports and other investigative ma-
terial and information developed by investiga-
tions conducted pursusnt to any statute, order,
or program described in section 7 of this order

¢ As amended by Executive Order 1053} nf May 27,
1954.
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shall remain the property of the investigative
agencies conducting - the investigations, but
meay, subject to considerations of the national
security, be retained by the department or
agency concerned. Such reports and other
investigative material and information shall be
meinteined in confidence, and no access shall be
given thereto except. with the consent of the
investigative agency concerned. to other de-
partments and agencies conducting security
programs under the authority granted by or in
accordance with the said act of August 26, 1050,
8s may be required for the efficient conduct of
Government business.

Skc. 10. Nothing in this order shall be con-
strued as eliminating or modifying in any way
the requirement for any investigation or any
determination 8s to secumy which may be
required by law.

Sec. 11. On and after the eﬁect:ve daté of this
order the Loyalty Review Board esteblished by
Executive Order No. 9835 of March 21, 1947,
shall not accept agency findings for review, upon
appeal or otherwise. Appeals pending before
the Loyelty Review Board on such date shall be
heard to final determination in accordance with
the provisions of the said Executive Order Nao.
9835, as amended. Agency determinations
favorable to the officer or employee concerned
pending before the Loyalty Review Board on
such date shall be acted upon by such Board,
and whenever the Board 1s pot in agreement
with such favorable determination the case shall
be remanded to the department or agency con-
cerned for determination in accordance with
the standards and procedures established pur-
suant to this order. Cases pending before the
regiona] loyalty boards of the Civil Service
Commussion on which hearings have not been
initiated on such date shall be referred to the
department or agency concerned. Cases being
heard by regional loyalty boards on such date
shall be beard to conclusion, and the determina-
tion of the board shall be forwarded to the head
of the department or agency concerned: Pro-
vided, that if no specific department or agency
is involved, the case shall be dismissed without
prejudice to the applicant. Investigations pend-
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ing in the Federal Buresu of Investigation or
the Civil Service Commission on such date shall
be completed, and the reports thereon shall be
made to the appropriate department or agency.
Sec. 12. Executive Order No. 9835 of
March 21, 1947, as amended.’ is hereby revoked.

Sec. 3. The Attcrney General is requested
to render to the hends of departments and
agencies such advice as may be requisite to
enable them to establish and maintain an
appropriate employee-security program.

Sec. 14. (a) The Civil Service Commission,
with the continuing advice and coilaboration
of representatives of such departments and
agencies as the National Security Council may
designate, sholl make & continuing study of
the manner in which this order is being imple-
mented by-the departments arnd agencies of the
Government for the purpose of determining:

(1} Deficiencies in  the depsrtment and
agency security programs established under this
order which are inconsistent with the interests
of, or directly or indirectly weaken the national
security.

(2) Tendencies in such programs to deny to
individua) employees fair, impartial, and equ-
table treatment at.the hands of the Govern-
ment, or rights under the Constitution and
laws of the United States or this order.

Information affecting any department or
agency developed or received during the course

of such continuing study shall be furnished’

immediately to the head of the department or
agency concerned. The Civil Service Com-
mission shall report to the National Security
Council, at least semiannually, on the results of

¢ As amended by Exccutive Order =»11785 of June 4
1974, which revoked Executive Order 11605 of July 2
1971, 4=
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such study, shall recommend mesns to correct
any such deficiencies or tendencies, and shall
inform the Nationel Security Council immedi-
ately of any deficiency which is deemed to be of
major importance.®

(b) All departments and agencies of the
Government are directed to cooperate with the
Civil Service Commission to facilitete the
accomplishment. of the responsibilities assigned
to it by subsecrion {a} of this section.

{¢) To assist the Civil Service Commission
in discharging its responsibilities under this
order, the head of each department and agency
shall, as soon as possible and in no event later
than nincty days nft.cr receipt of the final
investigative report on a civilian officer or
employee subject to & full field investigation
under the provisions of this order, advise the
Commission as to the action taken with respect
to such officer or employee. The information
furnished by the heads of departments and
agencies pursuant to this section shall be
included in the reports which the Civil Service
Commission is required to submit to the
National Security Council in accordance with
subsection (a) of this section. Such reports
shall set forth any deficiencies on the part of the
heads of departménts and agencies in taking
timely sction under this order, and shall men-
tion specifically any instances of noncompliance
with this subsection.®

Sec. 15. This order shall become effective
thirty days efter the date hereol

Dwicer D. ErsENEOWER

Trne Waire Housk,
April 27, 1958.

® As amended by Executive Order 10550 of August 5,
1954.
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EXECUTIVE ORDER 10865

SAFEGUARDING CLASSIFIED INFORMATION
WITHIN INDUSTRY

WHEREAS it is mandatory that the United States protect
iteelf against hostile or destructive activities by preventing
unauthorized disclosures of classified information relating to

the national defense; and

WHEREAS it is 2 fundamental principlé of our Government
to protect the interests of individuals against unreasonable or
unwarranted encroachment; and '

WHEREAS I find that the provisions and procedures
prescribed by this order are necessary to assure the preser-
vation of the integrity of classified defense information and to

protect the national interest; and

WHEREAS I find that those provisions and procedures
recognize the interests of individuals affected thereby and provide

maximum possible safeguards to protect such interest:

NOW, THEREFORE, under and by virtue of the authority
vested in me by the Constitution and etatutes of the United States,
and as President of the United States and as Commander in Chief
of the armed forces of the United States, it is hereby ordered as

follows:

SECTION 1.{(a) The Secretary of State, the Secretary of
Defense, the Commissioners of the Atomic Energy Commission,
the Administrator of the National Aeronautics and Space Admin-
istration, and the Administrator of the Federal Aviation Agency,
respectively, shall, by regulation, prescribe such specific require-
ments, restrictions, and other safeguards as they consider neces-
‘sary to protect (1) releases of classified information to or within
United States industry that relate to bidding on, or the negotiation,
award, performance, or termination of, contracts with their
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respective agencies, and (2) other releases of classified infor-
mation to or within industry that such agencies have responsibility
for safeguarding. So far as possible, regulations prescribed by

- thermn under this order shall be uniform and provide for full
cooperation among the agencies concerned,

(b) Under agreement between the Department of Defense
and any other department or agency of the United States, including,
but not limited to, those referred to in subsection (c) of this section,
regulations preecribed by the Secretary of Defense under subsection
{a) of this section may be extended to apply to protect releases (1)
of classified information to or within United States industry that
relate to bidding on, or the negotiation, award, performance, or
termination of, contracts with such other department or agency, and
{2) other releases of classified information to or within industry
which such other department or agency has responsibility for safe-
guarding. |

(¢) When used in this order, the term "head of a department"
means the Secretary of State, the Secretary of Defense, the Com-
missioners of the Atornic Energy Commission, the Administrator
of the National Aeronautics and Space Administration, the Admin-
istrator of the Federal Aviation Agency, and, in sections 4 and 8,
includes the Attorney General. The term ''department’ means
the Department of State, the Department of Defense, and the Atomic
Energy Commiesion, the National Aeronautics and Space Admin-
istration; the Federal Aviation Agency, and, in sections 4 and 8,
includes the Department of Justice.

SECTION 2. An authorization for access to classified
information may be granted by the head of a department or his
degignee, including, but not limited to, those officiale named in
section 8 of this order, to an individual, hereinafter termed an
"applicant", for a specific classification category only upon a
finding that it is clearly consistent with the nationzl interest to
do so.

SECTION 3. Except as provided in section 9 of this order,
an authorization for accees to'a specific classification category may
not be finally denied or revoked by the head of a department or his
degignee, including, but not limited to, those officials named in
section 8 of this order, unless the applicant has been given the
following:

ATTACHMENT V
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(1) A written statement of the reasones why hie access
authorization may be denied or revoked, which shall be as
comprehensive and detailed as the national security permits.

(2) A reasonable opportunity to reply in writing under
cath or affirmation to the statement of reasons.

(3} After he has filed under ocath or affirmation a written
reply to the statement of reasons, the form and sufficiency of which
may be prescribed by regulations issued by the head of the depart-
ment concerned, an opportunity to appear personally before the head
of the department concerned or his designee, including, but not
limited to, those officials named in section 8 of this order, for the
purpose of supporting his eligibility for access authorization and to
present evidence on his behalf.

{4) A reasonable time to prepare for that appearance.
(5) An opportunity to be represented by counsel,

(6} An opportunity tc cross-examine persons either orally
or through written interrogatories in accordance with section 4 on
matters not relating to the characterization in the statement of
reasons of any organization or individual other than the applicant.

(7) A written notice of the final decision in his case which,
if adverse, shall specify whether the head of the department or his
designee, including, but not limited to, those officials named in
eection 8 of this order, found for or against him with reapect to
each allegation in the statement of reasons.

SECTION 4. (a) An applicant shall be afforded an oppor-
tunity to crose-examine persons who have made oral or written
staternents adverse to the applicant relating to a controverted issue
except that any such statement may be received and considered
without affording such opportunity in the circumstances described
in either of the following paragraphs:

(1) The head of the department supplying the statement
certifies that the person who furnished th€ information is a confiden-
tial informant who has been engaged in obtaining intelligence infor-
mation for the Government and that disclosure of his 1dent1ty would
be substantially harmful to the national interest,

.ATTACHMENT V'
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. (2) The head of the department concerned or his special
designee for that particular purpose has preliminarily determined,
after considering information furnished by the investigative agency
involved as to the reliability of the person and the accuracy of the
staternent concerned, that the statement concerned appears to be
reliable and material, and the head of the department or such special
designee has determined that fajlure to receive and consider such
statement would, in view of the level of access sought, be substan-
tially harmful to the national security and that the person who
furnished the information cannot appear to testify {A) due to death,
severe illnees, or similar cause, in which case the identity of the
person and the information to be considered shall be made available
to the applicant, or {B) due to some other cause determined by the
head of the department to be good and sufficient.

(b} Whenever procedures under paragraphs (1) or (2) of
subsection {a} of thie section are used (1) the applicant shall be
given a summary of the information which shall be as comprehensive
and detailed as the national security permits, (2) appropriate considera-
tion shall be accorded to the fact that the applicant did not have an
opportunity to cross-examine such person or persons, and (3) a
final determination adverse to the applicant shall be made only by
the head of the department based upon his personal review of the
case.

SECTION 5. (a) Recorde compiled in the regular course of
business, or other physical evidence other than investigative reports,
may be received and considered subject to rebuttal without authen-.
ticating witnesses, provided that such information has been furnished
to the department concerned by an investigative agency pursuant to
its responsibilities in connection with assisting the head of the de-
partment concerned to safeguard classified information within
industry pursuant to this order.

(b} Records compiled in the regular course of business, or
other physical evidence other than investigative reports, relating to
a controverted issue which, because they are classified, may not
be inspected by the applicant, may be received and considered pro-
vided that: (1) the head of the department concerned or his special
designee for that purpose has made a preliminary determination
that such physical evidence appears to be material, (2) the head of
the department concerned or such designee has made a c_ieterminatioﬁl ‘

]
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that failure to receive and consider such physical evidence would,
in view of the level of access sought, be substantially harmful 1o
the national security, and {3) to the extent that the national secu-
rity permits, a summary or description of such physical evidence
is made available to the applicant. In every such case, information
a6 to the authenticity and accuracy of such physical evidence fur-
nished by the investigative agency involved ehall be considered. In
such instances a final determination adverse to the applicant shall
beé made only by the head of the department based upon his personal
review of the case.

SECTION 6. Because existing law does not authorize the
Department of State, the Department of Defense, or the National
Aeronautics and Space Administration to subpoena witnesges, the
Secretary of State, the Secretary of Defense, or the Aiministrator
of the National Aeronautics and Space Administration, or hie repre-
sentative, may issue, in approprizte cases, invitations and requests
to appear and testify in order that the applicant may have the oppor-
tunity to cross-examine as provided by this order. So far as the .
national security permits, the head of the investigative agency involved

" shall cooperate with the Secretary or the Administrator, as the case
may be, in identifying persons who have made statements adverse
to the applicant and in assisting him in making thern available for
cross-exarination. If a person so invited is an officer or employee
of the executive branch of the Government or a member of the armed
forces of the United States, the head of the department or agency
concerned shall cooperate in making that person available for cross-~
examination.

SECTION 7. Any determination under thie order adverse ‘o
an applicant shall be a determination in terms of the national interest
and shall in no sense be a determination as to the loyalty of the
applicant concerned.

SECTION 8. Except as otherwise specified in the preceding
provisions of this order, any authority vested in the head of a
department by this order may be delegated to the ‘

{1) Under Secretary of State or a Deputy Under Secretary
of State, in the case of authority vested in the Secretary of State;

(2) Deputy Secretary of Defense or an Assistant Secretary
of Defense, in the case of authority vested in the Secretary of
Defense;
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(3) General Manager of the Atomic Energy Commission, in
the case of authority vested in the Commissioners of the Atomic
Energy Commission;

{4) Deputy Administrator of the National Aeronautics and
Space Administration, in the case of authority vested in the Admin-
istrator of the National Aercnautics and Space Administration;

(5) Deputy Administrator of the Federal Aviation Agency, in
the case of authority vested in the Administrator of the Federal
Aviation Agency, or

(6) Deputy Attorney General or an Assistant Attorney General,
in the case of authority vested in the Attorney General.

SECTION 9. Nothing contained in this order shall be deemed to
limit or affect the responsibility and powers of the head of a depart-
ment to deny or revoke access to a specific classification category if
the security of the nation so requires. Such authority may not be
delegated and may be exercised only when the head of a department
determines that the procedures prescribed in sections 3, 4, and 5
cannot be invoked consistently with the national security and such
determination shall be conclusive.

DWIGHT D. EISENHOWER

THE WHITE HOUSE
February 20, 1960
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EXECUTIVE ORDER 10909

AMENDMENT OF EXECUTIVE ORDER NO, 10865,
SAFEGUARDING CLASSIFIED INFORMATION
WITHIN INDUSTRY

By virtue of the authority vested in me by the Constitution and
statutes of the United States, and as President of the United States,
and as Commander in Chief of the armed forces of the United States,
Executive Order No. 10865 of February 20, 1960 (25 F.R. 1583),
1s hereby amended as follows:

Section 1. Section l{c) is amended to read as follows:

'""(c) When used in this order, the term 'head of a department’
means the Secretary of State, the Secretary of Defense, the Commis-
sioners of the Atomic Energy Commission, the Administrator of the
National Aeronautics and Space Administration, the Administrator of
the Federal Aviation Agency, the head of any other department or
agency of the United States with which the Department of Defense makes
an agreement under subsection (b} of this section, and in sections 4 and
8, includes the Attorney General. The term ‘department' means the
Department of State, the Department of Defense, the Atomic Energy
Commission, the National Aeronautics and Space Administration, the
Federal Aviation Agency, any other dcpartment or agency of the
United States with which the Department of Defense makes an agree-
ment under subsection (b) of this section, and, in sections 4 and 8,
includes the Department of Justice. "

Section 2. Section 6 is amended to read as follows:

"Sec.- 6. The Secretary of State, the Secretary of Defense,
the Administrator of the National Aeronautics and Space Administration,
the Administrator of the Federal Aviation Agency, or his represen-
tative, or the head of any other department or agency of the United
States with which the Department of Defense makes an agreement
under section 1(b), or his representative, may issue, in appropriate
cases, invitations and requests to appear and testify in order that
the applicant may have the opportunity to cross-examine as provided
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by this order., Whenever a witness is 80 invited or requested to

appear and testify at a proceeding and the witness is an officer or
employee of the exe~utive branch of the Government or 3 member

of the armed forces of the United States, and the proceeding

involves the activity in connection with which the witness is em-

ployed, travel expenses and per diem are authorized as provided

by the Standardized Government Travel Regulations or the Joint

Travel Regulations, as appropriate. In all other cases (including
non-Government employees as well as officers or employees of the
executive branch of the Government or members of the armed forces

of the United States not covered by the foregoing sentence), transportation
in kind and reimbursement for actual expenses are authorized in an
amount not to exceed the amount payable under Standardized Govern-
ment Travel Regulations. An officer or employee of the executive
branch of the Government or a2 member of the armed forces of the
United States who is invited or requested to appear pursuant to this
patagraph shall be deemed to be in the performance of his official
duties, So far as the national security permits, the head of the
investigative agency involved shall cooperate with the Secretary, the
Administrator, or the head of the other department or agency, ae the
case may be, in identifying persons who have made statements asdverse
to the applicant and in assisting him in making them available for cross-
examination. If a person so invited is an officer or employee of the
executive branch of the Government or a member of the armed forces

of the United States, the head of the department or agency concerned
shall cooperate in making that person available for cross-examination, "

Sec. 3. Section 8 is amended by striking out the word "or' at
the end of clause {S), by striking out the period at the end of clause
(6) and inserting "; or" in place thereof, and by adding the follcnrmg
new clause at the end thereof: -

"(7) the deputy of that department, or the principal assistant
to the head of that department, as the case may be, in the case of

authority vested in the head of a department or agency of the United

States with which the Department of Defense makes an agreement under
section 1(b}."

DWIGHT D. EISENHOWER

THE WHITE HOUSE

January 17, 1961
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Glossary of Terms and Acronyms

Adjudication - The determinaticon, based on specific criteria and
past behavior, of the probability of a person's
future behavior having an adverse affect on
national security.

+ BI - Background Investigation = Includes all the elements of a
NACI plus a credit check and personal interviews with
selected sources covering specific areas of subject's
background up to the past 7 years but not less than 5 years.

)
I

CONFIDENTIAL - The designation applied to information or
material the unauthorized disclosure of which could reason-
ably be expected to cause identifiable damage to the
national security.

CS - Critical Sensitive - A position designation based on the
‘ assessment that an individual, by virtue of occupancy of the
position, could cause "exceptionally grave damage" to the
national security.

DIS - Defense Investigative Service - DOD component responsible
for, among other things, conducting personnel security
investigations for DOD military, civilian and contractor
personnel.

DISCO -~ Defense Industrial Security Clearance Office - The office
responsible for initiating investigations, issuing clear-
ances and maintaining clearance records for DOD contrac-
tor personnel.

E.0. 10450 - Executive Order 10450 (Security Reguirements for
Government Employment) is the basic authority for
the. Federal Civilian Personnel Security Program., It
reguires that investigations be conducted on all
persons entering the Federal civilian service, and
makes agency heads responsible for maintaining
within their agencies an effective personnel secur-
ity program to insure that the employment and
continued employment of each civilian in their
agencies is clearly consistent with the interests of
national security.
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E.O. 10865 - Executive Order 10865 (Safeguarding Classified

' Information Within Industry) is the authority for
agency heads to grant access to contractor person-
nel, for a specific classification category, only
upon finding that it is clearly consistent with
national interests to do so.

NAC - National Agency Check - Consists of record searches of
selected agencies for information bearing on the loyalty,
trustworthiness and suitability of individuals under
investigation. A NAC may include checks of records at
any or all of the following: Defense Central Index of
Investigations; Federal Bureau of Investigation (both name
and fingerprint checks); 0Office of Personnel Management,
Immigration and Naturalization Service; and the State
Department. '

NACI - National Agency Check and Inquiries - Consists of a NAC
plus written inguiries covering specific areas of the
subject's background during the past 5 years.

WCS - Noncritical Sensitive - A positicon designation based on the
assessment that an individual, by virtue of occupancy of
the position, could cause "serious damage" to the national
security.

OPM - Office of Personnel Management, formerly the Civil Service
Commission,

PR - Periodic Reinvestigation - Consists of at least an updated
Personal Information Questionnaire and a review of related
personnel and security files. 1In addition, a NAC, subject
interview, record searches, credit search, and resolution of
issues raised since the last background investigation is
ordinarily warranted.,

PSI - Personnel Security Investigation - Any investigation
reguired for the purpose of determining an individuals
eligibility for access to classified information.

S - SECRET - The designation applied to information or material
the unauthorized disclosure of which could reasonably be
expected to cause serious damage to the national security.
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SAP - Special Access Program - Any program imposing "need-to-

SBI

SCI

know" or access controls beyond those normally provided for
access to CONFIDENTIAL, SECRET or TOP SECRET information.

Special Background Investigation - Consists of the same
components as a BI, however, the period of investigation is
the past 15 years or to the subject's 18th birthday, which-
ever is shorter, '

Sensitive Compartmented Information - Includes all
information and material that require special controls for
restricted handling within compartmented intelligence
systems and for which compartmentation is established.

SS - Special Sensitive - A position designation based on the

T$

assessment that an individual, by virtue of occupancy of
the position, could cause "inestimable damage” to the
national security.

TOP SECRET - The designation applied to information or
material the unauthorized disclosure of which could reason-
ably be expected to cause exceptionally grave damage to the
national security.





