
Via E-Mail 

Mr. John P. Fitzpatrick 

Director 

Information Security Oversight Office 

700 Pennsylvania Avenue, NW 

Washington, DC 20408-0001 

P.O. Box 2355 

Leonardtown, MD 20659 

October 18, 2013 

I am writing you in ndorsement of Major James Weirick's complaint detailing the intentional 

improper classification of information by various members of the United States Marine Corps 

and/or other government officials. Specifically, the complaint deals with the classification of a 

personal video depicting Marines urinating on human remains in Afghanistan and which had 

been made widely available to the public when posted to YouTube and other online sites, along 

with the improper classification of ancillary reports and investigations. As Major Weirick 

accurately points out, since this video is not owned by, produced by or for, or is otherwise 

under the control of the United States Government, it cannot be classified under any 

circumstances per Section 1.1 (2) of Executive Order 13526, "Classified National Security 

Information." This is not a matter of agency judgment or discretion. 

As indicated in my public writings and comments, as well as my spoken and written discussions 

with you, I am extremely concerned that the integrity of the classification system continues to 

be severely undermined by the complete absence of accountability in instances such as this 

clear abuse of classification authority. Equally important, the many security professionals 

within the Marine Corps who stood up to improper command pressure and whose highly 

professional and entirely proper guidance was willfully ignored by Marine Corps leadership are 

due the support of your office, having been established by the President to oversee 

implementation of the classification system. 

I am available to discuss further if you wish. In the meantime, I look forward to learning of the 

disposition of Major Weirick's complaint. 

J. William Leonard 



Major James W. Weirick, USMC 
108 Gibbon Street · 
Alexandria, VA 22314 
Ph: 619.208.3681 
Email: weirick@weirick.com 

VJ:.~- EMAIL 
~~·:~ 
~ 

Mr:\,John P. Fitzpatrick 
Director 
Information Security Oversight Office 
700 Pennsylvania Avenue, NW 
Washington, DC 20408-0001 

Subj: COMPLAINT CONCERNING INACTION ON REPORT OF INTENTIONAL 
IMPROPER CLASSIFICATION 

Ref: (a) Executive Order 13526, Classified National Security 
Information 

Encl: (1) Report of Intentional Improper Classification of 
Information, 18 Apr 13 

INDV 14 2013 

(2) Email, Report of Intentional Improper Classification of 
Information, 19 Apr 13 

(3) Email, from Bridged A. DelGrosso, 16 Aug 13 
(4) Email, from Bridget A. DelGrosso, 24 Sep 13 
(5) Email, Reporting Question (Unclassified), 26 Feb 12 

Mr. Fitzpatrick, 

1. I am filing this complaint pursuant to the reference (Order), Sec . 
. 5. 2 (b) ( 6) . As Director, Information Security Oversight Office ( ISOO) , 
you are empowered to "oversee agency actions to ensure compliance with 
this order." Specifically, I am requesting you to ascertain if members 
of the United States Marine Corps and/or other officials of the United 
States Government have willfully classified and/or continued the 
classification of information in violation of the Order and its 
implementing directive and thus should be subject to appropriate 
sanctions in accordance with Section 5.5(b) (2) of the Order and, if 
so, why appropriate agehcy action has not been taken to date. 

2. I originally reported this intentional improper classification on 
18 April 2013, enclosure (1). The original report was filed with the 

·Department of the Navy Central Adjudication Facility (DONCAF), 
enclosure (2), who forwarded the complaint to the Department of 
Defense Central Adjudication Facility (DODCAF) on 19 Apr 13. Despite 
repeated requests for information regarding this matter, enclosures 
(3) and (4), I have yet to receive any information concerning the 
actions taken to address this intentional improper classification. 
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3. As I fully explained in my original complaint, enclosure (1), the 
classification of the video depicting Marines urinating on·human 
remains in Afghanistan was clearly in violation of the Order. Every 
security professional in the Marine Corps consulted on this matter 
opined that it was impermissible to classify the video and associated 
investigation. Among the numerous reasons the urination video could 
not be classified is that the information was never "owned by, 
produced by or for, or under the control" of the U.s. Government a 
clear prerequisite for classification as set forth in Sec. 1.1(2) of 
the reference. This video was captured on a personal video recorder 
and only became known to the U.S. Government after it surfaced on 
YouTube, and other media outlets, in January 2012. The Government 
could never account for all the copies of this information. and made no 
attempt to account for this information. Moreover, it is clear that 
the intent behind this intentional improper classification was to 
conceal violations of law and prevent embarrassment, both prohibited 
under the Order, Sec. 1.7. 

4. Due to the sheer volume of documents involved in this matter, I 
omitted an email that appears to have set this intentional improper 
classification in motion, enclosure (5). This email, of 26 Feb 12, is 
from Col Donald J. Riley, USMC, who was at the time serving as the 
Staff Judge Advocate for Gen John R. Allen Jr., USMC, then the 
Commanding General International Security Assistance Force and U.S. 
Forces Afghanistan. That the Staff Judge Advocate was handling this 
matter, vice a security professional, is indicative of the common 
thread throughout this intentional improper classification, i.e., 
intentionally removing security professionals for the process. This 
was intentional, because as detailed in my original report, enclosure 
(1), no competent security professional would ever countenance the 
classification of this information. 

5. As is clear from the use of quotation marks around "Classified" in 
enclosure (5), it is obvious that there was a question about the 
propriety of classifying this information. Further, in the email 
there is a clear intent to classify information depicting "US Forces 

. engaged in misconduct." It could not be more clear in the Order 
that the classification of "violations of law" or to "prevent 
embarrassment" is prohibited. Reference (a) , Sec. 1. 7. (a) ( 1)- (2) . 

6. The 2012 report of the Public Interest Declassification Board 
begins with sentiments similar to many other introductory paragraphs 
of classified information, "A democratic society is grounded on the 
informed participation of the citizenry, which in turn requires access 
to Government information . . government must act to ensure openness 
and should have to justify any use of secrecy." If this pronouncement 
is to have any substance there must be accountability for failing to 
justify the use of secrecy. The original attempt to classify the 
information in this case justifies the use of secrecy with the words 
"national security," as though the recitation of these two words is 
all that is required. No additional justification. No detailed 
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explanation. Just two words and the classification of any information 
is perfectly justified. 

7. This is not the system the President envisioned when he enacted 
Executive Order 13526. To allow this flagrant abuse of the 
classification system to go unchecked undermines the entire purpose of 
the classification system. 

8. I await your response to this complaint to include the results of 
your inquiry and any action taken in response to this formal 
complaint. Please advise if you need any additional information. 

9. As should be abundantly clear from the content of this complaint, 
the views expressed in this communication are offered in my individual 
or personal capacity, and do not reflect the official policy or 
position of the Department of Defense, Department of the Navy, or the 
United States Marine Corps, or any other U.S. Government entity. Use 
of my rank and Service is in accord with JER 3-300a(l). 
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From: 
To: 

Subj: 

Ref: 

Encl: 

5520 

APR 18 Z013 
Major James W. Weirick XXX XX XXXX/4402 USMC 
Department of the Navy Central Adjudication Facility 

REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF 
INFORMATION 

(a) 

(b) 
(c) 
(d) 

(e) 

(1) 
( 2) 

(3) 

( 4) 

( 5) 
( 6) 

( 7) 

( 8) 

( 9) 

(10) 
. (11) 

(12) 

(13) 
( 14) 
(15) 
(16) 
(17) 

DoD Manual 5200.01 Volume 1 
SECNAV M-5510.36 
SECNAV M-5510.30 
11JAN12-CALE-0032:-7XMA (INTERIM) 27JAN12 
Executive Order 13526, 29 Dec 09 

Classification Timeline 
Complaint of UCMJ Violation Article 37 Unlawful 
Command Influence Involving Marines From 3/2 
Urinating on Human Casualties, dtd 14 Mar 13 
Email "Time?" dtd 27 Feb 12 
Email "CLASSIFICATION ISSUE" dtd 27 Feb 12 
Email "OCA AUTH" dtd 27 Feb 12 
Email "ORIGINAL CLASSIFICATION AUTHORITIES" dtd 27 
Feb 12 
Email "M-5510.36" dtd 29 Feb 12 
Email "M-5510.36" dtd 29 Feb 12 
Email "classification" dtd 29 Feb 12 

.ACTION MEMO HQMC, dtd 29 Feb 12 
Email "ATTORNEY CLIENT PRIVILEGED INFORMATION 
11JAN12-CALE-0032-7XMA Classification Memo" 
dtd 6 Mar 12 
Email "ATTORNEY CLIENT PRIVILEGED INFORMATION 
11JAN12-CALE-0032-7XMA Classification Memo" 
dtd 6 Mar 12 
Email "Afghanistan Investigation" dtd 8 Mar 12 
Email "CLASSIFICATION OF VIDEO" dtd 14 Mar 12 
Email "CLASSIFICATION OF VIDEO" dtd 14 Mar 12 
Email "CLASSIFICATION OF VIDEO" dtd 21 Mar 12 
Email "Continued Classification" dtd 2 Apr 12 

1., Nothing in this document or enclosures ls classified. As 
detailed in this memorandum, all security personnel involved in 
this matter acted in a processional and ethical manner at all 
times. Nothing in this report should be construed to question 
their actions, or to suggest inaction. They all tried to the 
best of their abilities to caution against this course of 
action. Also note, an associated and overlapping matter is 
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Subj: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF 
INFORMATION 

currently being investigated by the Office of Inspector General, 
United States Department of Defense. Enclosure (2). This 
report is being made to satisfy my reporting requirements 
pursuant to 4-6, paragraph 4. (e) and (f) of reference (c). 

2. Administrative Matters. 

a. I do not wish to remain anonymous. 

b. I want this to remain confidential, though I understand 
that if that is not possible I am still willing to participate. 

c. I am willing to be interviewed. 

d. I have contacted the Inspector General, United States 
Department of Defense. I am not requesting that your office 
open an additional investigation, this report is related, but 
deals mainly with the continued security clearance of the listed 
individuals. The assigned investigators are: 

(1) Peter Schmid, Ph: 703.604.9033 
Email: peter.schmid@dodig.mil 

(2) David A. Core, Ph: 703.604.8836 
Email: david.core@dodig.mil 

e. Name: James William Weirick 
Address: 108 Gibbon Street 

Alexandria VA 22314 
Home: 619.208.3681 
Work: 703.432.8669 
Home: weirick@weirick.com 
Work: james.weirick@usmc.mil 

3. Individuals involved: 

a. Subjects: 

(1) Col Joseph G. Bowe, Deputy Staff Judge Advocate to 
the Commandant· 
Ph: 703.693.7713 
Email: joseph.bowe@usmc.mil 

(2) SES Robert D. Hogue, Counsel for the Commandant of 
the Marine Corps 
Ph: 703.614.2150 
Email~ robert.d.hogue 
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Subj: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF 
INFORMATION 

(3) SES Peter L. Delorier, Deputy Counsel for the 
Commandant of the Marine Corps 
Ph: 703.614.2150 
Email: peter.delorier@usmc.mil 

b. Witnesses: 

(1) Col Jesse L. Gruter, former Staff Judge Advocate, 
Marine Corps Combat Development Command 
Ph: 703.784.4853 
Email: jesse.gruter@usmc.mil 

j 

(2) Col Gregg W. Brinegar (Ret.), former Chief of Staff, 
Marine Corps Combat Development Command 
Ph: 703.535.5597 
Email: gregg.brinegar@gmail.com 

(3) SES Raymond F. Geoffroy Jr.; Assistant Deputy 
Commandant (Security), Plans, Policies, and 
Operations Department 
Ph: 703.614.1068 
Email: raymond. geoffroy@u.smc. mil 

(4) Civ William T. "Chip" Potts, Manager, Information & 
Personnel Security Program 
Ph: 703.695.7162 
Email: william.t.potts@usmc.mil 

(5) Civ Robert J. Hanson, Command Security Manager, 
SCMSRO CA (169090) 
Ph: 703.784.6260 
Email: robert.hanson@usmc.mil 

(6) Civ Leslie Bethune, Security Manager, HQMC 
Ph: 703.614.9464 
Email: leslie.bethune@usmc.mil 

(7) Civ Timothy R. Roy, Marine Corps Base 
Quantico/Marine Corps Combat Development Command 
Supervisory Security Specialist 
Ph: 703.784.6270 
Email: timothy.roy@usmc.mil 
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Subj: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF 
INFORMATION 

4. Subject of wrongdoing 

At the outset, it must be noted that all of the security 
personnel - Mr. Hanson, Mr. Potts, Ms. Bethune, and Mr. Roy -
acted in a thoroughly processional and ethical manner at all 
times. They all gave accurate and professional advice about the 
proper classification of this information and tried to the best 
of their abilities to thwart this improper classification. 

This complaint concerns the purposeful and wrongful 
classification of information in order to conceal violations of 
the law, prevent embarrassment to an organization, and to delay 
disclosure, in violation of references (a), (b), and (e). The 
purpose of this complaint is to inform your organization of the 
intentional misuse of classification for a wrongful purpose and 
to question the continued security clearance of the individuals 
involved in this intentional wrongful classification. 

The subject matter of the improperly classified information are 
video recordings, one of which appears to depict four Marines 
urinating on the human remains of three males in Afghanistan 
(urination video). The urination video was uploaded to YouTube 
in January 2012. This was one of a number of videos taken by 
Marines of 3rd Battalion, 2nd Marines while deployed to 
Afghanistan in 2011. From interviews with the Marines, their 
testimony at courts-martial, and the seizure of the videos by 
Naval Criminal Investigative Service (NCIS), it is clear that 
that these videos were taken using personally-owned video 
cameras. The vid~os were not recorded at the direction of the 
U.S. Government. The videos were downloaded to personally-owned 
computers and other storage devices. The videos were freely 
exchanged amongst the Marines, as remembrances of their time in 
Afghanistan. And, it is impossible to account for all of the 
dupli~ates of the videos, especially the urination video. See, 
Reference (d) and Enclosure (4). 

The videos were never in the possession of, or the property of, 
the U.S. Government until the personal computers of the Marines 
were seized by NCIS. See, Reference (d) The urination video 
remains on YouTube, and other Internet sources, to this day. 
There was never any attempt to recover this information before 
classifying it. The urination video was first discovered on 
YouTube on 10 Jan 12. Thereafter investigations were initiated 
by the command and NCIS. 

It was not until approximately 27 Feb 12 that there was any 
mention of classification. There were no facts discovered that 
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Subj: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF 
INFORMATION 

would justify the classification and no event that occurred that 
indicated the videos qualified for classification. Rather, the 
investigation reveled the private nongovernmental production of 
the videos and that it was impossible to account for all the 
copies of the video, as mentioned in reference (d) . Note, the 
interim NCIS investigation, reference (d), was unclassified FOUO 
as of 27 Jan 12. Similarly, the command investigation was 
unclassified. See, Enclosure (4). The investigators, both 
command and NCIS, where in the best position to determine the 
necessity to classify the information, and both investigations 
were unclassified. 

5. Rule or regulation violated. 

a. DoD Manual 5200.01 Volume 1 

b. SECNAV M-5510.36 

c. EO 13526 

6. When did the incident occur. 

See Timeline, enclosure (1). 

7. Where the incident took place. 

Various offices at the Pentagon. 

8. Why I believe the incident occurred. 

To prevent or delay the disclosure of information before court­
martial, to conceal violations of law, and prevent embarrassment 
to the United States Marine Corps. 

9. How I have tried to resolve the problem. 

As illustrated in the enclosures, from the outset of this matter 
I consulted security personnel and attempted to pass accurate 
information to the subjects, in order to prevent this improper 
classification. I contacted Judge Advocate Division, Col Bowe's 
office, to inform that office of the impropriety of the 
classification. See, Enclosure (16). That office took no 
corrective ation. After the improper classification, I 
eventually arranged to have the information reviewed by an 
independent OCA at CENTCOM, who promptly declassified the 
urination video. 
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Subj: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF 
INFORMATION 

10. Requested action. 

Determine if the subjects of this report meet the national 
security standard for personnel security clearance eligibility 
in light of the information contained in this report and if the 
subjects still posses the requisite reliability and 
trustworthiness such that entrusting them with access to 
classified information is clearly consistent with the interests 
of national security. Given President Obama's commitment to 
transparency and an open Government, see Attorney General 
Memorandum of 19 Mar 2009 and reference (e), and his guidance 
that, "[t]he Government should not keep information confidential 
merely because public officials might be embarrassed by 
disclosure, because errors and failures might be revealed, or 
because of speculative or abstract fears," and the intent and 
actions of the subjects of this report, their actions do not 
appear to be in keeping with this guidance. At minimum, 
safeguards need established, or fortified, to ensure the 
subjects are not free to commit this type of misconduct in the 
future. 

11. Additional information. 

a. Background of classification 

This was, in no way, an unintentional misclassification or 
simple mistake. This is was a coordinated effort to circumvent 
the proper classification procedures. The words of Mr. Potts 
best illusttate the intentional actions of the subjects, "We 
weren't consulted on this process ... the primary problem is 
that lawyers were engaged to try and make or advice the 
Commandnat [sic] and PP&O on classification issues instead of 
our office." Enclosure (12). This improper classification was 
done knowingly and willfully, or at a minimum negligently. I do 
not bring this charge lightly or ~ithout ample evidence. 

This was a concerted effort between Col Bowe, Mr. Delorier, and 
Mr. Hogue to knowingly circumvent the appropriate classification 
procedures. These individuals purposefully avoided any input or 
advice from security personnel in order to wrongfully classify 
this information. Moreover, they attempted to influence 
individuals after the fact to further this improper 
classification. "The Counsel to the Commandant [Mr. Hogue] 
spoke with Mr. Geoffrey this Friday." Enclosure (12). 

6 

(FOUO) 
FOR OFFieiAL USE-()NLY 



Subj: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF 
INFORMATION 

The first individual to mention classification was Col Bowe. 
This occurred during a VTC I attended along with Col Gruter, Mr. 
Roy, and Col Brinegar on 27 Feb 12. Before the meeting I 
contacted Mr. Roy for advice about security classification, and 
he attended the VTC. During the VTC Col Bowe stated that we, 
Marine Corps Combat Development Command (MCCDC), were being 
directed to classify the investigation and that we were to 
"classify now and declassify later for trial." This is improper 

·classification to delay the release of information. Reference 
(b), 4-11, 1, d. 

I demurred, on numerous grounds, inter alia, CG, MCCDC is not 
one of the four Original Classification Authorities (OCA) in the 
Marine Corps, and that classifying the video would violate EO 
13526, specifically, Sec. 1.7, which prohibits classification in 
order to "prevent embarrassment . . . delay the release of' 
information that does not require protection in the interest of 
the national security." The directive, from Col Bowe, to 
classify the investigation remained. After this meeting Mr. Roy 
cautioned about the problems with classification and advised 
that the information remain "controlled unclassified 
information." Enclosure (5). 

Later in the same day, 27 Feb 12, I att~nded a conferende call 
along with Col Gruter and Col Brinegar, again at the direction 
of Col Bowe. Col Bowe iterated that the investigation was to be 
classified by CG, MCCDC and that this direction was coming 
directly from Gen J. F. Dunford, then Assistant Commandant of 
the Marine Corps. I again attempted to explain that CG, MCCDC 
was not an OCA, but Col Bowe insisted CG, MCCDC was an OCA and 
CG, MCCDC was to classify the investigation and videos. I had 
confirmed with Ms. Bethune at Plans, Policies, and Operations 
(PP&O) before the conference call that LtGen Mills, CG, MCCDC, 
is not an OCA. I also attempted to explain the various 
problems with classifying the urination video, including that 
the classification would constitute a direct violation of EO 
13526; to no avail. These conversations were one way. Any 
questioning of the legality or advisability of this decision to 
classify was not entertained by Col Bowe, even when mentioned by 
SJA, MCCDC, Col Gruter. Col Gruter was a lieutenant colonel at 
the time. 

' Despite my warnings and the collective warnings of the security 
personnel, the subjects continued the process to improperly 
classify the information. I received the attached action 
memorandum "Request for Original Classification Authority, of 29 
Feb 12" signed by LtGen R. T. Tryon, DC, PP&O. This document 
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Subj: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF 
INFORMATION 

was from Mr. Hogue and prepared by Mr. Delorier. Enclosure 
. (10) . 

b. Actions and advice by security personnel 

From the outset, each of the security personnel advised against 
the classification of the urination video and associated 
investigation. They advised the information remain "controlled 
unclassified" enclosure (5) or "FOUO at best" enclosure (11). 
Mr. Hanson warned, "I believe that EO 13526 Sec. 1.7. has 
relevance in ca~es where a definitive reason for a 
classification decision is not established by an OCA in the 
preservat{on of National Security." Enclos~re (11). Similarly, 
Ms. Bethune stated, "the information that is being classified 
falling in the area if EO 13526 Sec 1.7 ... and the 
information . . . was not classified usirig any classification 
guides." Enclosure (11). Mr. Potts echoed these concerns, "We 
weren't consulted on this process but we're engaged trying to 
get it fixed ... No effort to turn anything into a class guide 
and . it was done improperly. I prepared an Info Paper for 
DC, PP&O to let him know. The primary problem is that lawyers 
were engaged to try and make or advice the Commandant [sic] and 
PP&O on classification issues instead of our office." Enclosure 
(12). Further, Mr. Potts related that Mr. Houge, Counsel for 
the Commandant had spoken with SES Raymond F. Geoffroy, Jr., 
Assistant Deputy Commandant (Security), Plans, Policies, and 
Operations Department about this matter, but provide no details 
about the conversation. Enclosure (12) 

c. Process of improper classification 

During the original classification decision, there was never an 
attempt to (1) determine that the information is owned by, 
produced by or for, or is under the control of the U. S. 
Government; (2)determine the information falls within one or 
more of the categories of information listed in paragraph 1.b. 
of this enclosure; (3) determine that there is a reasonable 
possibility that the information can be provided protection from 
unauthorized disclosure; or to document the classification 
decision and clearly and concisely communicate it in writing, 
per reference (a) . 

This classification way done solely to (1) conceal violations of 
law; (2) prevent embarrassment to an organization and (3) to 
delay the release of information that does not require 
protection in the interests of the national security. All of 
which are prohibited. References (a), (b), and (e). 
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Subj: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF 
INFORMATION 

This all illustrates the central thesis of this report: that 
there was a coordinated effort between Col Bowe, Mr. Hogue, and 
Mr. Delorier, to circumvent security regulations in order to 
impermissibly classify this information. This situation appears 
to falls within the area of sanctions contemplated under 
reference (a). Specifically, "DoD military and civilian 
personnel may be subject to criminal or administrative sanctions 
if they knowingly, willfully, or negligently: (b) classify . 
information in violation of this Volume." Reference (a) and Sec. 
5.5 of reference (e) .. 

Feel free to contact me if you have any questions or require 
additional documentation or information. The listed security 
personnel are also a good source of information along with the 
investigators from IG, DoD. 

12. Signature 

I certify that all of the statements made in this complaint are 
true, complete, and correct, to the best of my knowledge. I 
understand that a false statement or concealment of a material 
fact is a criminal offense (18 U.S.C. §1001; Inspector General 
Act of 1978, As Amended, §7) 

J. IRICK 
APR 18 2013 
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James Weirick

Subject: Email, Report of Intentional Improper Classification of Information, 19 Apr 13

‐‐‐‐‐Original Message‐‐‐‐‐ 
From: DelGrosso, Bridget A CIV DepUnSecNav [mailto:bridget.delgrosso@navy.mil]  
Sent: Friday, April 19, 2013 8:52 
To: Weirick Maj James W 
Cc: Kline, Carl CIV DepUnSecNav, Security; Ulate, Stephen O CIV DepUnSecNav 
Subject: RE: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF INFORMATION 
 
Good morning Maj Weirick, 
 
Just wanted to advise you that your email w/attachment was forwarded to the DoDCAF this a.m. 
 
r/Bridget 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Weirick Maj James W [mailto:james.weirick@usmc.mil]  
Sent: Thursday, April 18, 2013 5:26 PM 
To: DelGrosso, Bridget A CIV DepUnSecNav 
Subject: RE: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF INFORMATION 
 
Ma'am, 
 
Thank you for the help with this.  Not being an expert in the intricacies and interrelationships of the various security 
authorities I was not able to target this as precisely as I would have wanted.  Thank you for your assistance.  Please 
advise if I can provide you any additional information or answer any questions. 
 
VRS, 
Maj Weirick     
 
James W. Weirick 
Maj, USMC 
Deputy Staff Judge Advocate 
Marine Corps Combat Development Command 
Ph: 703.432.8669 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: DelGrosso, Bridget A CIV DepUnSecNav [mailto:bridget.delgrosso@navy.mil]  
Sent: Thursday, April 18, 2013 16:57 
To: Weirick Maj James W; DONSECURITYOTA@NAVY.MIL; DON_SECURITY_INFO_PERS_US; DONSECURITYPOLICY; 
DONSECURITYCLASSMGT 
Cc: inspector.general@dss.mil; iscap@nara.gov; isoo@nara.gov 
Subject: RE: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF INFORMATION 
 
All (including those cc'd); 
 



2

We have reviewed the email and the contents that were attached, and have been in touch with the sender (Major 
Weirick) irt this matter.  It was explained that the basis for submission of the report was to have specific individuals 
(identified in the report) assessed for continued clearance eligibility, based on subject.  It is our intent to pass the 
information provided by Major Weirick to the DoD Central Adjudication Facility, for further review.   
 
Additionally, Major Weirick advised during the phoncon that the information addressed in the attached report, which 
was the basis for the investigation, was declassified by CENTCOM (determined to be the appropriate OCA) and  the 
USMC is no longer handling the information as classified.   
 
v/r Bridget DelGrosso 
DUSN PPOI/SD 
Deputy Branch Chief, DON Info&PerSec Policy  
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Weirick Maj James W [mailto:james.weirick@usmc.mil]  
Sent: Thursday, April 18, 2013 4:05 PM 
To: DONSECURITYOTA@NAVY.MIL; DON_SECURITY_INFO_PERS_US; DONSECURITYPOLICY; DONSECURITYCLASSMGT 
Cc: inspector.general@dss.mil; iscap@nara.gov; isoo@nara.gov; James Weirick 
Subject: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF INFORMATION 
 
UNCLASSIFIED 
 
Encl: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF INFORMATION 18 APR 13 
 
None of the information in this email or the attached documents is classified.  This is a report about the improper 
classification of information.  Please contact me at the below if you have in questions or require more information. 
 
VRS, 
Maj Weirick  
 
 
James W. Weirick 
Maj, USMC 
Deputy Staff Judge Advocate 
Marine Corps Combat Development Command 
Ph: 703.432.8669 
 
UNCLASSIFIED 
 



1

James Weirick

Subject: Email, from Bridget A. DelGrosso, 16 Aug 13

‐‐‐‐‐Original Message‐‐‐‐‐ 
From: DelGrosso, Bridget A CIV DepUnSecNav [mailto:bridget.delgrosso@navy.mil]  
Sent: Friday, August 16, 2013 13:03 
To: Weirick Maj James W 
Cc: Fodor, Catherine; James Weirick 
Subject: RE: Out of Office AutoReply: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF INFORMATION 
 
Good afternoon Maj Weirick, 
 
We don't have the requested information at this time, but we are working on it.  We will contact you once we have the 
requested information or refer you to the appropriate office to obtain the information. 
 
v/r 
Bridget DelGrosso 
DUSN PPOI/SD 
Deputy Branch Chief, DON Info&PerSec 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Weirick Maj James W [mailto:james.weirick@usmc.mil]  
Sent: Friday, August 16, 2013 12:41 PM 
To: DelGrosso, Bridget A CIV DepUnSecNav 
Cc: Fodor, Catherine; James Weirick 
Subject: RE: Out of Office AutoReply: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF INFORMATION 
 
Ma'am, 
 
Are you back in the office?  I am still looking for a point of contact and status of my complaint.  Thank you. 
 
VRS, 
Maj Weirick  
 
James W. Weirick 
Maj, USMC 
Deputy Staff Judge Advocate 
Marine Corps Combat Development Command 
Ph: 703.432.8669 
The views expressed in this communication are offered in my individual or personal capacity, and do not reflect the 
official policy or position of the Department of Defense, Department of the Navy, or the United States Marine Corps, or 
any other U.S. Government entity.  Use of my rank and Service is in accord with JER 3‐300a(1). 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: DelGrosso, Bridget A CIV DepUnSecNav [mailto:bridget.delgrosso@navy.mil]  
Sent: Tuesday, August 06, 2013 16:44 
To: Weirick Maj James W 
Subject: Out of Office AutoReply: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF INFORMATION 
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I will return Friday, 9 August 2013.  If you need immediate assistance please contact Carl Kline at carl.kline@navy.mil or 
703‐601‐0558. 
 
r/Bridget DelGrosso  
DUSN PPOI/SD 
Deputy Branch Chief, DON Info&PerSec Policy 
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James Weirick

Subject: Email, from Bridget A. DelGrosso, 24 Sep 13

‐‐‐‐‐Original Message‐‐‐‐‐ 
From: DelGrosso, Bridget A CIV DepUnSecNav [mailto:bridget.delgrosso@navy.mil]  
Sent: Tuesday, September 24, 2013 2:33 PM 
To: Weirick Maj James W 
Cc: Ulate Stephen O; Kline CIV Carl 
Subject: RE: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF INFORMATION OF 18 APR 13 
 
Good afternoon Major Weirick,  
 
I've been attempting to coordinate a response irt to your inquiries, but 
I'm still waiting on feedback.   Sorry for the delays. 
 
I will send you a follow‐up email once I obtain information from the appropriate office(s) or they  may contact you 
direct, since the adjudicative matter and any potential IG complaints are not under our AOR.  Our preference is the 
appropriate office(s) contact you direct.   
 
r/Bridget DelGrosso 
DUSN PPOI/SD 
Deputy Branch Chief, DON Info&PerSec Policy 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Weirick Maj James W [mailto:james.weirick@usmc.mil] 
Sent: Friday, September 20, 2013 9:52 AM 
To: DelGrosso, Bridget A CIV DepUnSecNav 
Cc: bill@theleonardgroup.net; Fodor, Catherine; James Weirick 
Subject: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF INFORMATION OF 
18 APR 13 
 
Ma'am, 
 
I just wanted to set expectations and provide adequate notice of the actions I will be taking.  As of 18 Oct 13 it will be six 
months since I submitted my report of intentional improper classification of the video, from YouTube, depicting four 
Marines urinating on human remains.  I thank you for forwarding the report to DoDCAF as promptly as you did. 
See attached email. 
 
If no action is taken on this matter before 18 Oct 13, I will be filing a complaint regarding the inaction on my report, 
pursuant to Section 
5.2.(b)(6) of Executive Order 13526, with the Information Security Oversight Office.  In this matter every Marine Corps 
security professional consulted about this classification resoundingly advised against the classification, yet the principles 
‐ Marine Corps general officers and members of the SES ‐ ignored these warnings and intentionally improperly classified 
the video.  
 
Failure to hold any of the classifiers accountable for this intentional violation undermines the integrity of classification 
system.   
 
VRS, 
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Maj Weirick  
 
James W. Weirick 
Maj, USMC 
Deputy Staff Judge Advocate 
Marine Corps Combat Development Command 
Ph: 703.432.8669 
The views expressed in this communication are offered in my individual or personal capacity, and do not reflect the 
official policy or position of the Department of Defense, Department of the Navy, or the United States Marine Corps, or 
any other U.S. Government entity.  Use of my rank and Service is in accord with JER 3‐300a(1). 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Weirick Maj James W 
Sent: Tuesday, September 17, 2013 12:58 
To: DelGrosso CIV Bridget A 
Cc: Fodor, Catherine; James Weirick 
Subject: RE: Out of Office AutoReply: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF INFORMATION 
 
Ma'am, 
 
We last discussed this on 16 Aug 13.  Have you received any information on the progress of this report?  I will need to 
incorporate the results of the intentional‐improper classification report into another report I must file.  If possible, I 
would like to give an estimate on when I will be able to complete my report.  Thank you for the assistance, it will help 
me to shape expectations. 
 
VRS, 
Maj Weirick    
 
James W. Weirick 
Maj, USMC 
Deputy Staff Judge Advocate 
Marine Corps Combat Development Command 
Ph: 703.432.8669 
The views expressed in this communication are offered in my individual or personal capacity, and do not reflect the 
official policy or position of the Department of Defense, Department of the Navy, or the United States Marine Corps, or 
any other U.S. Government entity.  Use of my rank and Service is in accord with JER 3‐300a(1). 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: DelGrosso, Bridget A CIV DepUnSecNav [mailto:bridget.delgrosso@navy.mil] 
Sent: Friday, August 16, 2013 13:03 
To: Weirick Maj James W 
Cc: Fodor, Catherine; James Weirick 
Subject: RE: Out of Office AutoReply: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF INFORMATION 
 
Good afternoon Maj Weirick, 
 
We don't have the requested information at this time, but we are working on it.  We will contact you once we have the 
requested information or refer you to the appropriate office to obtain the information. 
 
v/r 
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Bridget DelGrosso 
DUSN PPOI/SD 
Deputy Branch Chief, DON Info&PerSec 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Weirick Maj James W [mailto:james.weirick@usmc.mil] 
Sent: Friday, August 16, 2013 12:41 PM 
To: DelGrosso, Bridget A CIV DepUnSecNav 
Cc: Fodor, Catherine; James Weirick 
Subject: RE: Out of Office AutoReply: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF INFORMATION 
 
Ma'am, 
 
Are you back in the office?  I am still looking for a point of contact and status of my complaint.  Thank you. 
 
VRS, 
Maj Weirick  
 
James W. Weirick 
Maj, USMC 
Deputy Staff Judge Advocate 
Marine Corps Combat Development Command 
Ph: 703.432.8669 
The views expressed in this communication are offered in my individual or personal capacity, and do not reflect the 
official policy or position of the Department of Defense, Department of the Navy, or the United States Marine Corps, or 
any other U.S. Government entity.  Use of my rank and Service is in accord with JER 3‐300a(1). 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: DelGrosso, Bridget A CIV DepUnSecNav [mailto:bridget.delgrosso@navy.mil] 
Sent: Tuesday, August 06, 2013 16:44 
To: Weirick Maj James W 
Subject: Out of Office AutoReply: REPORT OF INTENTIONAL IMPROPER CLASSIFICATION OF INFORMATION 
 
I will return Friday, 9 August 2013.  If you need immediate assistance please contact Carl Kline at carl.kline@navy.mil or 
703‐601‐0558. 
 
r/Bridget DelGrosso 
DUSN PPOI/SD 
Deputy Branch Chief, DON Info&PerSec Policy 
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James Weirick

Subject: Email, Reporting Question (Unclassified), 26 Feb 12

‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Riley, Donald J USMC COL COMLEG LEGAD HQ ISAF [mailto:donald.j.riley@afghan.swa.army.mil]  
Sent: Sunday, February 26, 2012 04:16 
To: Gruter LtCol Jesse L 
Cc: Weirick Maj James W 
Subject: RE: REPORTING QUESTION (UNCLASSIFIED) 
 
Classification: UNCLASSIFIED 
Caveats: FOUO 
 
Jesse, 
 
FYI, but you may already know... 
 
Over the course of the last week I back briefed Gen Allen regarding the general details of your update last Tuesday.  I 
told him that there were some other videos uncovered and that the Investigators were trying to determine if any of 
these or other related videos had been uploaded to YouTube or any other site. 
 
This morning he told me that he had gone to Gen Mattis to express his concerns about another video getting out in the 
public domain. 
Accordingly, this went rapidly from Gen Mattis ‐> Gen Amos ‐> Gen Dunford ‐> LtGen Mills to ensure that the 
investigation got "Classified" 
so that someone did not leak the video.  
 
Of course, I see some leak like that as low risk, but right now things are very tense here and are hanging by a thread w/ 
the double tap of the Koran burning and the murder of the two officers at the MOI.  Gen Allen's concern is that another 
video, especially one showing that US Forces could have done engaged in misconduct would definitely push this over the 
edge.   
 
I'm sorry if this one rose up and bit you in the ass.  I have held onto the email/info paper and did not expect him to make 
that call, but yesterday was pretty rough. 
 
Let me know if you want to discuss.  BTW ‐ Bobbi Shea says you've been helping one of the enlisted folks out here w/ a 
LA issue. I appreciate the support. 
 
s/f 
 
DJ 
 
Donald J. Riley Jr. 
Colonel, U.S. Marine Corps/ NATO OF‐5 
Legal Advisor to Commander ISAF 
Staff Judge Advocate, U.S. Forces Afghanistan 
DSN: 318‐237‐1989 
IVSN: 686‐2129 
VOSIP: 308‐237‐1530 
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Tandberg: 22.40.14.12 
Afghan Cell:  0702245169 
NIPR email: donald.j.riley@afghan.swa.army.mil 
SIPR email: donald.j.riley@afghan.swa.army.smil.mil 
ISAF SECRET email: CGHQLEGADSENIORLEGALADVISOR@hq.ms.isaf.nato.int 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Gruter LtCol Jesse L [mailto:jesse.gruter@usmc.mil] 
Sent: Thursday, February 23, 2012 6:52 PM 
To: Riley, Donald J USMC COL COMLEG LEGAD HQ ISAF 
Cc: Weirick Maj James W 
Subject: REPORTING QUESTION 
 
Sir, 
 
In the event the previously discussed incident is in fact a LOAC violation, how do you foresee reporting?  Us because of 
our current position as the CDA?  Or through the previous operational chain starting with you?  Your thoughts? 
 
V/r 
Jesse 
 
 
Classification: UNCLASSIFIED 
Caveats: FOUO 
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