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L4 a ALV sty 13l nalﬁg),e gege%/yzgérzegct)z accept ags & prior condilion of my
I0yed By, or otherwise retained to perform sexvices for, the Centra] Intelligence Agency, or for staff elements of
the Office of the Director of Central Intelligence (hereinafter collectively referred to as the “Central Intelligence Ageney™),
the obligations contained in this dgreement, C ' .

& information which is classified pursuant to Executive Order and which I haye obtained during the course of my
employment or other service with the Central Intelligoncs Agency; .
v i
b. information, or materjals which revea] informaﬁon, classifiable pursuant to Executive Order and obtained by me
in the course of my em _}oyment or other service “with " the Central Intelligence Agency but which_. because of
epérational circumstanee of oversight, is not formally marked as classified in accofdance with such Executive Order
and which I know or béve?e§son. to know has not been publicly acknowledged by the Agency;
e ' ' K LS T
¢. informatis 6btgi‘néi-b&,m,gin the course of my employment or;ﬁl;g; service it’h”i;e- C‘en‘cra] Intellizgence
Agency that ideﬁfgfies"inx persos pr,‘qggagization that presently hag ar-irrierly has had a-relgtionship with e United
States foreign infelligence ‘@mixs@gﬁ:; which relationship the J‘Jh'itetl.-/ Statés.C overnment has taken affirmative
measures to concealr. . SRRy /ﬂ-'\ U e .
o N, - N A . P ) . )
- 4. I understand that-\\:fhe burden will be upon TS Ieg;,r?‘gi;héthé&mfgrmation or materials within my control are
considered by the CentralIntelligence Ageﬁqx\tb’ £ the |
authorized to receive it & , : o PR U . y:

Legd” *0 0 vl T \

. .

classified piusuant’%c‘) Execuﬁvé;_Order. which Iﬁntemplate disclosing puklicly or which I kave actuslly brepared for public

disclosure, either QUtﬁxg my employment or other service with the Central InteHigence.g{gency z;z;'/ataa".wl'jfygitjme thereafter,
prior to discussifig.jt 4 v access+o it, fé?;hé}‘;a’gﬂfe‘& that T will not

take any steps towdrd’ pub}}.c d.iscléstf\i;e' until T have received ;Wri'ttég'permis_sioz;zwfé" do so ffom.}ft:@;’;g?ﬁfral Intelligence

- Ve S T K R
: - c g AN Iyl Gl TR ) . it .',',/-‘Iﬁf .
B I un,derst\ﬁ\nd that"‘;thé__'gpufrpose of the review desgnl?éd In paragraph5.4s to give the Cenirdl Helligence Agency an .

~

opportunity to. detSrmes '/ar‘-h;theﬂ- the information or' materials which I contemplate*d}s‘tf.qsifi’gppubh‘cly contain any

: g NN ' ) oy e : ‘ . ; T
information which‘I“I;ave_agr;g‘ ot to disclose. {furthér unde rstand that the Agenﬂgy;_(s:fil@'éirﬁpon the materials I submit
T e 1Y ‘

. e L - o Xal . . |  ————,
-and make a responss tomiie Withity a réasongble-tis Lo oo g LS

2 . S -‘. nfy, o A F:-\ . . '--"('6‘. r—‘
7. Iunderstand th&T all '!Jnfc'irmaffon or matenalﬁ,’v,aﬂ}dhl mey dcquire in the cours:e,;' . my employment or other service
ol e TRich £t the Qeeil sl 1t b ot - )
with the Central Intelligenge Agency which fit the descriptions set outin paragfarh $ of this agreement are and will remain
the property of the United States Government. Taereeta surrender g “materialsteflecting such information which may

~

have come intd my possession o for which I am re§ﬁcix§3blé,;1$éc;a‘g§seldf my employmiett or other service with the Centrs]

Intelligence Agency, upon demand by an abpropriafe"'o"ffi}:ia'.l;df‘ ‘t\he‘ ‘Central Intelligerice Agency, or upon the conelusion of
my employment or other service with the Central Intelligence Ageney,

9. I understand that nothing contained in this agreement prohibiis me from reporting intelligence activities which T
it

“.consider to he unlawfyl ¢

© FORM' OHSOLETE PREVIQUS ' . _ o,
779 348  Eonons .- ) - v

dgs‘cript{o\'hs s’{ejfa‘nﬂ: in naragraph’éﬁand whom the Agency has -
S i . .




v + onaerstand that any breach ‘of this sgreement by me may result in the Cént e Agency taking.
e s SR ST i in ooty 13 I of £ e G s
service with the Central Intellicence Agency. T also understand that if T violste the terms of this agreement, the United
States-Government may fnstitute 2 ofyil proceeding to seek compensafory damages or other apDropriste relief, Furths, [
tnderstand thet the disclosure of information which I have agreed hepein not to disclose can, in some circurmstances, -
constitute a criminal offense, o _ T o

11. T'understand that the United States Government Ay, priof to eny unsutherized disclosure which is 'threa{:ened'by .
~ me, choose to apply to any approprate ecourt for an order enforcing this agreement. Nothing in this agreement conshtutes &
waiver on the part of the United States to insHtute civil or etiminal proceeding for any breach of this agreement by me,
Nothing in this agreement constitutes & waiver on my part o any possible defenses I may have in connection with either.

civil or criminal ‘proce¢dings which may be brought against me,
12. In addition to any other remedy to which the United States Government may become entitled, I hereby assign to .

the United Stdtes Government ajl rights, titlé, and interest in any and all royalties, remiunerations; and emoluments that . - -

have resulted or will result or may result from any divulgence, publication or revelation of information by me which is
- carried out in breach of paragraph 5 of this agreement or which involves information prohibited from. disclosure by the

terms of this agreement. -
18.-I understand and accept that, unless I am provided a written relesse from this agreement or any portion-of it by the

. Director of Centrel Intelligence or the Director’s representative, ol the conditions and obligations accepted by me in this
‘agreement apply both during.my employment or other servies with the Central Intelligence Agency, and at all Hmes

theresfter,

Act of 1947, as amended. ' . _ _ - . _
" 15. In any civil action which may be brought by the United States Government far breach of this 'a‘greemerit_, I

understand and agree that the law of the Commonwealth of Virginia shall govern the interpretation of this agreement,

16. Each of the numbered paragraphs and lettered squaragra'phs of this sgreement is sebergble. If a court should find
. any of the paregraphs or subparagraphs of this sgreement to be unenforceable, I understand that all remaining provisions
will continue in full force, : . o A

17. T make this agrcemeh‘l; in géod faith, and with.no putpose of evasion.,

81
| D

The executon of this agreement was witnessed by.the undersigned, who accepted it oni behalf of the: Central Intelligence
Agency as & prior condition of the employment or other service of the person whose signature appears gbove,

WITNESS AND ACCEPTANCE:

Signsture

R gPijiﬁteﬂ Name '

| Date
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" 2. AGENCY REVIEW OF MATERIAL INTENDED FOR NONOFFICIAL

PUBLICATION

"SYNOPSIS. This regulation. sets forth ppllicy'and procedures that gdvern ‘the -

submission and review of material intended for nonofficial publication by current
and former Agency employees and others obligated to protect from unauthorized .
disclosure certain informationi they obtain as a result of their affiliation with CIA.

It also reflects the responsibilities for prepublication review of the Publications -

Review Board ("PRB"S or "Board") and other Agency components.

AUTHORITY. The National Security Act of 1947, as amended: the CIA Act of | 949, as

amended; - and Executive Order 12333 requiré the Director of Central Intelligence to .
protect intelligence sources and methods from unauthorized disclosure.  Executive Order.
12356 requires ‘protection of classified information from unauthorized disclosure. .
Employees and others who have been authorized access' to, information the public

. disclosure of which could harm the national security incur special obligations to protect
-such information. These obligations have been embodied in Secrecy agreements.

GENERAL

(1) Based on the above Gbligations and responsibilities, this regulation requires all current

and former Agency employees, and others obligated by contract, to submit for prior
review by CIA all materials (defined in paragraph f(1) and (2) below) intended for
nonofficial publication.* This regulation also establishes standards for review. .

(2) It is the Agency's policy to adbpt and irﬁpiem;:nt all lawful measures to protect from
" unauthorized disclosure information which, if disclosed, could damage the national

security, and to ensure that individuals given access to such information understand
and comply with their cbligation not to disclose it. Prior. review by the Agency of.
material intended for nonofficial publication is a key component of efforts to prevent
unauthorized disclosures. ' The purpose of prepublication review is twofold: to assist’
individuals in meeting their obligations and to ensure that.information damaging to the
national security is not disclosed inadvertently. Prior restraint of publication imposed

- by the Agency in implementing this policy has been judicially upheld where the

3

Agency acts without undue dela; , as a general rule meaning ‘within 30 days of receipt’
of the material to be reviewed. ' e

In conducting prepﬁblibaﬁon reviéw, the. Agency's policy is to:

(a) Identify information for deletion or revision only to the éxte,nt necessary to protect ‘
information the disclosure of which could harm national security; Co

) (b) Respond in a timely manner to-specific inquiries from individuals as to whether .

- particular material must be submitted for review or about any other aspect of the
Teview process orthe Agency's substantive determination; and ’ o

(c) - Provide for administrative appeal of the iniﬁz;l determinations.

Revised: 14.March 1995 (0036) SR : 1
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. AUTHOR RESPONSIBILITIES . - o ool

(1) Current and former Agency employees are obligated to submit material intended for
nonofficial publication for prepublication review: Agency contractors and others who *
sign secrecy agreements with the Agency must also submit such material for
prepublication review in accordance with their secrecy agreements. _ :

(2) Submission to the Agency must be.made prior to disclosing such information to
anyone who is not authorized by the Agency to have access to it. The responsibility
rests with the author to- learn from the Agency whether the material intended for
publication fits the description set forth in this paragraph. “Prepublication review
obligations cannot be aveided by causing another person, such as a ghostwriter; .
spouse, friend, or associate, to prepare. the material. Revelation of information

- damaging to thé national security to any person not authorized to receive it is .
.. prohibited. T : ' ‘ o

(3) Current employees must z;ls‘b submit material thiat could, reasonably be expected to’
* impair the performance of their duties, interfere with the authorized functions of the
.Agency, or have an impact on the foreign relations or security of the United States.

(5) Authors of material submitted to the Agency- are expected to cooperate with and assist
the review process. When an author claims that information.intended for nonofficial
publication is unclassified because it has already. appeared in public; the author may -
be called ‘upori 't identify any open sources for information that, in the Agency's .
judgment, originatés:from classified sources. Failure or refusai to identify such public- -
sources or otherwise to cooperate may result in refusal of authiorization to publish the
information in question. The author also may be requested to cite thé .source in a
footnote. . : e T
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d. PROCEDURES FOR SUBMITTING MATERIAL FOR REVIEW

( K
(1) Current employees must subrmt material intended for nonofﬁcral pubhcauon through

- their supervisory chain of command to their Deputy Director. or Head of Independent

- Office. However, current employees may elect first to make submissions directly to -
the Chair of the PRB only for determination of the necessity for any Agency review.
(Note: Employees are also’ required to notify the Office of Personnel Security and the
Public Affairs Staff of. the proposed pubhcauon by submrttmg- Outside
Activity Approval Request.) ‘ ‘

@ Upon receipt of material from a cument employee as descnbed in paragraph c(’%) any

supervisory official in the author's chain of command may submit the material to the
Board for decision under paragraph i(1), below. Altematlvely, a Deputy Drrector or
- Head of Independent Office (or desigriee) may

(d) Determine that pubhc release of the material is authonzed based on’ paragraphs
i(D or (2) below, or ' .

(b) Approve pubhcatlon of the material with deletlons and/for’ changes or dxsapprove
pubhcatlon based on paragraphs 1(1) or'(2), below.

The. Board acts as the Agency's ofﬁce of record for all component—approved material. -
Thus, the author should ensure- that the’ Boa.rd receives a copy of the approval -

. memorandum signed by his or her Deputy Director or- Head of Independent Office and -

“d copy of the manuscnpt

(3) DepUty Directors and Heads of Independent Offices shall submit material intended for.

nonofficial pyblication to the Board (see paragraph (8) for address). . The' Chair will
notify them of the- ‘Board's findings and act as primary spokesperson for the Agency in
all commumcatrons concemmg prepubhcatlon review. :

(4) Former employees and others not currently afﬁhated w1th the Agency must subnut .
. matefial mtended for nonofficial pubhcahon to” the- Board. (see paragraph ® for:

" address). - The Chair will noufy them of the .Board's findings and act as primary
spokesperson for the Agency in all commumcahons concermng prepubhcatron revxew.

(6) Authors” who are dlrected fo delete matenal in accordance ‘with ttus regulatlon are .

requlred to submlt their revisions o the Agency for ﬁnal review.

Revised: 14 March 1995 (0036) =~ = . . .3
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(7) Persons preparing ‘material for nonofﬁcxal pubhcauon are. rnvrted at any- stage to
. discuss their plans with the Chair, PRB, the PRB legal ady‘lser or an authorized
representative specifically-designated. for this’ purpose, The views of the Agency may
be -given only by one of these mdlvrduais Anyone acting in. reliance on views
Aexpressed by any person other than’ such’ authorized Agency representahve must " -
assume responsrbxllty for the.consequences of that action.-

i

- Filed 07/_2'0/2"007'

e. AGENCY ORGANIZATION AND RESPONSIBIL'ITIES

(1) The Board consists of a Chair desrgnated by the Director of Informahon Technology
and senior representatives from the Directorate of Operations, the Directorate of .

@

" Intelligence,  the .

" appropriate channels.

Administration, the Directorate of- Science and Technology, the ‘Directofate of
Office~ of _the Associate - Deputy Director for
Admmnstratron/lnformatlon Services, the Office of Personnel Security, and the

cover unit. The Board members are nominated by the appropriate Deputy Director or K

Operating Official for- the concurrence of the Director of Inforrhation Technology.
The Office of General Counsel provides a legal adviser. The Board will meet as
requxred at the call of the Chair to ensure that the provrsrons of this regulatron are met

Thie Chzur ‘will ensure that appropnate reviewers are’ assrgned to ‘review submitted
material. If the reviewers unanimously decide that. it is unobjectionable under the
standards and eriteria listed above, the' Chair will notify the author threugh the
If any reviéwer objects to publication, ‘the rnatIer will be

resolved upon consultanon w1th the Chzur or at a Board meeting.

A (3)

@

S

The' ' Chair is authonzed unﬂatera]ly to represent ‘the Board when dlsclosure of .

submitted material so.clearly would not harm national. secunty that -additional review

is uhnecessary or. when time constraints or other unusual crrcumstances make. it -

impractical or impossible to convene or consult the Board. The Chmr thay also.

(determine that the subject of the material is $0 narrow, or technical that only certam g

Board members need be consulted.

The. Agency will make every effort to complete the initial review .of submitted material -

and respond to authors within 30 days of recerpt by the 'PRB or other revxewmg.
official.. : .

MATERIALS TO BE SUBMITTED FOR: PREPUBLICATION REVIEW

Matenal whrch must be submrtied for prepubhcatlon Teview consists of all wrrtmgs ’
and scripts or outlines. of oral presentations intended- for nonofficial publication,
mcludmg ‘works of fiction, whlch contaln any mention of the CIA, intelligence data or

Revised: 14 March 1995 (0036)
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mtelhgence activities, or matenal on any subject about which the author has had:
access, to classified information in the course: of his or her employment or other CIA .
affiliation. : :

The. prepublication review. obligation is not limited to any particular category of
materials or methods of presentation or publication. It applies to both oral and written
materials. With respect to. written matenals, it applies not only to books bt to all-
other forms of written materials or prepared statements intended- for - public
dissemination, such as (but not limited to) newspaper -columns, magazine .articles,

letters to "the editor,” book reviews, pamphlets, -scholaily papers, and nonofficial
testimony prepared in advance of presentation, whether it is before a Federal or state
investigative commission, a Congressional body, a judicial forum (unless the witness
is a defendant in a criminal case in the Umted States), or any other similar proceeding.

(Current employees who must make court appearances and respond to subpoenas.

should contact the Office of General Counsel) Because works of fiction are often

based upon and/or can be used to convey factual information, fictional ‘accounts of the
Agency or of intelligence activities are also covered.. Material created or mssemmated‘

. through electronic or other media also is subject to thls regulallon

g MATERIALS NOT SUBJECT TO REVIEW

The Vp’republication review requirement does not apply to material that is totaily

- unrelated to intelligence or employment matters, such as cooking, gardemng, or purely

domesﬂc polmcal matters.

Mziten'al that consists'solely' of personal views, opinions, or judgments on matters of
public coricern and does not ‘contain or purport to contain any miention of the CIA,
intelligence activities or data, or information on any topic about which the author had
access to classified information, is not subject to the prepublication review
requirement. For example, a person with prepublication review obligations is free
without prior review-.to submit téstimony to Congress to make public speeches or
publish articles on such topics as proposed leglslatmn as long as the material prepared
for public use is not classified, does not State- or imply facts about intelligence
activities or substantive intelligence-information, or, in the- case of currént employees
or contractors, impair the performance of their duties or the authorized functions of .

the Agency or adversely affect forelgn relations or mmonal secunty

In some urcumstances the. expressxon of what purports to be 'an opxmon may in fact
convey information ‘subject to prior review. For example, a former intelligence
analyst's oplmon that the United States can or cannot verify compliance with strategic
arms limitation agreemients is an implied stdtement of fact about Agency activities and

* substantive intelligence information and would be subject to'prior review. This does

not mean that such a statement would necessarily require deletion, but merely that the

. subject matter requires review by the Agency before publication. However, dlscussmn

limited to the desirability of a proposed arms Himitation agreement based solely. on
analysis of its provisions, without any discussion of intelligence information or
activities, would not require prior review.

‘Revised: 14 March 1995 (0036) - o S »
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@ Descnptlons of Agency acuv1t1es w111 require prior review. A person subject to the

prepublication review obligation wWho writes or speaks about areas of national policy
as an observer outside the government, without relying or purporting to- rely on
. classified information, intelligence.information, or other similar information” does not
have to submit such materials for prior review. . While some “gray, areas" may exist,

pefsons preparing material intended for nonofficial pubhcauon are expected to err on

the side of prepubhcauon review.

i STANDARDS OFREVIEW ~ - - R

1y The Agency may deny permxssmn for nonofﬁcml pubhcauon of any mformatlon
. obtained during the course of employment or other service with the' CIA that has not :

been placed in the public domain by the U.S, Govetnment and if- dlsclosure reasonably.

. could be expected to harm the natlonal secunty interests of the United States:

Pemussmn to. publish will not be demed solely because the statement may be(
embarrassmg to or critical of the Agency .

Where mformalzon contamed in material mtended for nonofﬁcxal publication’ is

-available to the author from classified sources and also mdepenclently from open
‘sources, the author may be permitted to repubhsh the information if he or she can cite

an adequate open source publication and if republication of the information- by that
author at the time of review will not cause additional- damage to the national security
through authoritative confirmation of prewous publications. The Board will exercise
due care and discretion in making thesefdetennm‘mons on a case-by—case basis and
include as factors in its decision the follomng the sensitivity of the information from.

- classified sources, the number and cunency of these previous pubhcatons, the level of .

detail previously exposed, the source of the previous disclosures (whether authoritative
and acknowledged or an ‘anonymous “leak"), the new authors accéss to classified-

'sources, and the authority and credibility his or her Agency experience brings to a )
confirmatory statement.” The Board. may give perrmssmn to publish contingent on the

author's 01ta,t10n of open sources in a footnote.

Revised: 14 March- 1995 (0036)
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: . (4) For current employees and oontractors the Agency may also deny permission to

"publish statements or expressions of opinion that -could reasonably be expected to -
impair the author's performance of duties, inferfere with the authorized functions of

-. the CIA, or have an adverse impact on the forelgn relations or.security -of the Uruted :

. o

States.

'Appro'val for publication does not represent Agency endorsement or veﬁﬁcatﬁon of, or
agreement with, the subject matter. Therefore, consistent with cover status, authors

“are encouraged (current employees are required, unless waived by supervisors) to

- publish thé following disclaimer: -“This material has been reviewed by the CIA. That-

S a.
.

(l)

BREACH

review neither constitutes CIA authentication of Lnforrnauon nor “implies CIA
endorsement of the author's views." An employee's supervisors may also amend the -
wording of this dlsclzumer, when appropnate provided the Chair, PRB 1s nouﬁed of
the va.nance -

'

Prepubhcaﬂon review allows the' Agency to determine whether matenal contemplated .

. for nonofficial pubhcauon contains information which, - if disclosed, could harm

national security, and gives the Agency an.opportunity. to prevent the public disclosure

of such information. Prior review means that written materials are submitted to the .~

‘Agency before being circulated to publishers, editors, literary agents, coauthors,
reviewers, or the public at each stage of their development. This prior review
requlrement is intended fo prevent comparison of different versions of such- material,.

. which would revéal what items had been deleted by the Agency. For this reason,

review of the material after it has been submitted to publishers, reviewers, or other
outside partles .does not satlsfy an author's prepubhcaﬂon Treview obhgauon - The
Agency. réserves the right to review any such material in"order. to take necessary
protective action to mitigate damage caused by disclosure. Such review and action

-doees not preclude .the U.S. Govemment and the Agency fnom exerc1smg the legal '

nghts otherwxse avzulable.

k. APPEAL

(D)

Authors who wish to appeal demsxons should address- such appeals in wntmg to the
Executive Director of thé Agency; accompanied- by the * material intended for

_-nonofficial publication and any supporting materials the author wishes the Executive

Revised: 14 March 1995 (0036)

Director to” consider. On behalf of the Executive Director, the Chair, PRB will
forward the appeal and relevant documentauon through the-senior Operating Officials
of the affected component to each: Deputy D1rector* or Head of Independent Office




PR

: (25

67-ciz:00430 TR Document4-5  Filed 07/20/2007 .PagePWdefFAIRS

whose representauve on the Board obJected to mformatwn in the material at issue.

The Deputy Director or Head of Independent Office will affirm or recommend revision

of the Board's decision affecting his or her equities and will forward -that
recommendation to the General”Counsel. The General Counsel will review. the
recommendations for legal $ufficiency and will make a recommendation to ‘the

Executive Director for a-final Agency decision. Evely effort w111 be made to complete

the appeal process within 30 days

This regulaﬁion is intended to provide: direction and guidance for those persons who
have prepublication review obligations and those who review material submitted for

»nonofﬁcml publication. Nothing contained in-this regulation or in any procedures
promulgated to implement this regulation is intended to° confer, and does not-confer,.

any substantive or procedural right or privilege on any person or organization.

¢

*"Pubhcatlon" in’ thls context means commumcaﬂng mformauon to one or more persons
“Nonofficial publication" is a work prepared by the author as a private individual, not as a
4 government employee or contractor acting in an official capamty

Revised: 14 March 1995 (0036)
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