
IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

MAHMOUD M. HEGAB,

Plaintiff,

v.

LETITIA A. LONG, Director, National
Geospatial-Intelligence Agency,

and

NATIONAL GEOSPATIAL-
INTELLIGENCE AGENCY,

      
           Defendants. 

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

Civil Action No. 1:11-cv-1067
(JCC/IDD)

MEMORANDUM OF LAW IN SUPPORT
OF DEFENDANTS’ MOTION TO DISMISS

Having moved to dismiss this action pursuant to Federal Rules of Civil

Procedure 12(b)(1) and 12(b)(6), defendants the National Geospatial-Intelligence

Agency (“NGA”) and its Director, Letitia A. Long, respectfully submit this

memorandum of law in support of their motion.

INTRODUCTION

This is a challenge seeking judicial review of the Executive Branch’s

revocation of a federal employee’s national security clearance.  The plaintiff,

Mahmoud Hegab, is an NGA employee whose clearance was revoked because of

security concerns related to him and his family, which arose pursuant to a

reinvestigation of his clearance following his marriage.
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On November 2, 2010, NGA made the preliminary determination to revoke

Hegab’s clearance.  Hegab appealed this determination to the NGA’s Personnel

Security Appeals Board, which issued a final agency decision on July 27, 2011. 

Relying upon Executive Order 12968 and federal intelligence-community

regulations and policies, the Board found that Hegab’s access to classified

information would not be “clearly consistent with the interests of national security.”

On October 4, 2011, Hegab instituted this judicial action challenging NGA’s

revocation decision.  In his six-count complaint, he alleges that the Government

violated (1) his First Amendment freedom of religion, expression, and association

(Counts I & II); (2) his right under the Due Process Clause of the Fifth Amendment

to employment and reputation (Counts III, IV & V); and (3) his right under the

Equal Protection Clause of the Fifth Amendment to non-discrimination in

employment (Count VI).   More fundamentally, however, all six of the counts arise1

out of a single purported constitutional violation:  the agency’s revocation of his

clearance “based solely on plaintiff’s wife’s religion, Islam, her constitutionally

protected speech, and her association with, and employment by, an Islamic faith-

based organization.”  See Compl. ¶¶ 60, 63, 66, 70, 76, 79 (prefacing each of the six

counts with this alleged constitutional violation).

Plaintiff also asserts various other, and sometimes irrelevant, sources of1

constitutional authority to state his claims, e.g., the Fourteenth Amendment which
does not apply to the Federal Government.  See Compl. Counts I-VI.  But in the
main his claims—relating to freedoms of religion, association, and expression; to
liberty and property interests; and to employment discrimination—plainly arise
under the First and Fifth Amendments of the Constitution.  In any event, here the
legal analysis is unaffected by which particular constitutional provision gives rise to
the claims. 
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Because this court lacks jurisdiction to review the merits of the Executive

Branch’s national-security clearance determinations, and moreover because

plaintiff fails to state a claim for relief in any event, this court should grant the

Government’s motion and dismiss this action with prejudice.

SUMMARY OF ARGUMENT

First and foremost, the complaint must be dismissed for want of subject

matter jurisdiction.  The complaint’s indispensable, core allegation is that the

agency’s revocation determination “was based” upon a violation of the Constitution. 

To assess the validity of this allegation—which in truth is nothing more than a

routine charge of unlawful employment discrimination cloaked as a constitutional

challenge—unavoidably requires that the court review the actual bases of the

revocation determination itself, i.e., the merits of a security clearance decision.  But

such a course has been squarely foreclosed by the Supreme Court’s decision in

Department of Navy v. Egan and its progeny in the Fourth Circuit.  Accordingly,

controlling law requires that the court dismiss this action for lack of jurisdiction.

Second, even assuming arguendo that this court had jurisdiction to review

plaintiff’s claims, his complaint still must be dismissed for failure to state a claim

for which relief may be granted.  To begin, plaintiff has improperly brought this

case under the Administrative Procedure Act (“APA”), a vehicle that does not

provide a cause of action for his challenge; rather, Fourth Circuit precedent

mandates his cause be brought pursuant to federal-employment anti-discrimination

laws.  Moreover, plaintiff’s First Amendment and Equal Protection claims fail
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because Egan remains an insuperable bar to plaintiff being able to prove his claims,

even assuming the court’s jurisdiction to hear them.  Finally, plaintiff cannot state

a valid due process claim for a multitude of reasons, but ultimately because he has

no protectable legal interest under the Due Process Clause in the grant of a

national-security clearance and the privileges thereof.

BACKGROUND

A. Executive Order 12968 and Related Laws

1. “The President” of the United States, as “‘Commander in Chief of the Army

and Navy of the United States,’ U.S. Const., Art. II, § 2,” has “authority to classify

and control access to information bearing on national security and to determine

whether an individual is sufficiently trustworthy to occupy a position. . . that will

give that person access to such information.”  Department of Navy v. Egan, 484 U.S.

518, 527 (1988).  Thus, the “Presidents, in a series of Executive Orders, have sought

to protect sensitive information and to ensure its proper classification throughout

the Executive Branch by delegating this responsibility to the heads of agencies.”  Id.

at 528.

As the Supreme Court has noted, “[i]t should be obvious that no one has a

‘right’ to a security clearance.”  Id.  Rather, “[t]he grant of a clearance requires an

affirmative act of discretion on the part of the granting official,” and “[t]he general

standard is that a clearance may be granted only when ‘clearly consistent with the

interests of the national security.’”  Id.  The President, through Executive Order

12968, 60 Fed. Reg. 40245 (Aug. 2, 1995) (attached hereto as GEX 1), has
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“establishe[d] a uniform Federal personnel security program for employees who will

be considered for initial or continued access to classified information.”  60 Fed. Reg.

at 40245.  This Executive Order explains that “[t]he national interest requires that

certain information be maintained in confidence through a system of classification.” 

Id. at 40245.  “The unauthorized disclosure of information classified in the national

interest can cause irreparable damage to the national security.”  Id.

Under Executive Order 12968, a determination of eligibility for access to

classified information “is a discretionary security decision.”  E.O. 12968 § 3.1(b). 

“Eligibility shall be granted only where facts and circumstances indicate access to

classified information is clearly consistent with the national security interests of the

United States, and any doubt shall be resolved in favor of the national security.” 

Id.  Individuals with access to classified information “shall be the subject of periodic

reinvestigations and may also be reinvestigated if, at any time, there is reason to

believe that they may no longer meet the standards for access.”  Id. § 3.4(b).

The Executive Order sets out internal agency review procedures for

“[a]pplicants and employees who are determined to not meet the standards for

access to classified information established in . . . this order.” E.O. 12968 § 5.2(a). 

This review process is designed to provide meaningful review while protecting the

interests of national security.  See id. § 5.2(a), (d).  An individual subject to a

clearance revocation is allowed, with certain exceptions, several procedural

protections.  Id. § 5.2(a).  However, the Executive Order makes clear that it “is not

intended to, and does not, create any right to administrative or judicial review.”  Id.
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§ 7.2(e).

2. The provisions set forth in Executive order 12968 are reflected in

Congressional enactments as well.  Title 50 U.S.C. § 435(a) provides that the

President shall “establish procedures to govern access to classified information

which shall be binding upon all departments, agencies, and offices of the executive

branch of Government.”  Such procedures shall “provide that, except as may be

permitted by the President, no employee in the executive branch of Government

may be given access to classified information by any department, agency, or office of

the executive branch of Government unless, based upon an appropriate background

investigation, such access is determined to be clearly consistent with the national

security interests of the United States.”  Id. § 435(a)(1).

3. In addition, the Government’s intelligence community (“IC”), a federation of

federal agencies designated as such by Congress, see 50 U.S.C. § 401A(4), has issued

directives (“ICDs”) and policy guidances (“ICPGs”) concerning, among other things,

access to classified information.  See generally ICD 101 (describing the intelligence

community policy system).  Relevant here, ICD 704 lays out the IC’s personnel

security standards and the procedures for access to sensitive compartmented

information (“SCI”), and ICPGs 704.1, 704.2, and 704.3 elaborate on the

requirements of ICD 704, providing guidance on the investigation, adjudication, and

administrative procedures for an SCI clearance.  Finally, NGA, as a component of

the Department of Defense (“DoD”), also is subject to the personnel security

program promulgated by DoD, see DoD Directive 5200.2 (establishing a personnel
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security program applicable to all Defense Agencies).2

B. Factual and Procedural Background

NGA is a combat-support and intelligence agency for DoD whose mission is to

provide timely, relevant, and accurate geospatial intelligence in aid of national

security objectives.  See GEX 2.  Due to the agency’s national security objectives, all

NGA employees are required to possess a Top Secret/Sensitive Compartmentalized

Information (“TS/SCI”) security clearance, regardless of their employment function

within the agency.  GEX 3.

On December 11, 2008, NGA’s Human Resources recruitment specialist sent

Hegab, a dual citizen of Egypt, a conditional offer of employment, requiring, among

other things, that he obtain and retain a TS/SCI security clearance.  GEX 4; see

GEX 7 (Encl. 2).  On June 26, 2009, the agency’s internal personnel security branch

favorably concluded that Hegab should be awarded a TS/SCI security clearance. 

GEX 5.

Hegab began working for NGA on January 4, 2010.  Compl. ¶ 10.  Shortly

thereafter, he notified an NGA employee in the agency’s personnel security branch

that, two months earlier in November 2009, he had married a United States citizen

with a dual citizenship in Jordan.  See id.; GEX 7 (Encl. 2).  This marriage occurred

between the time Hegab had been granted his initial security clearance and the

beginning of his employment with NGA.

All relevant ICDs and ICPGs are available at2

http://www.dni.gov/electronic_reading_room.htm, and the DoD directives at
http://www.dtic.mil/whs/directives/# (visited Nov. 18, 2011).
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As a result of this significant new information, consistent with protocol, NGA

initiated a counterintelligence risk assessment on his TS/SCI clearance.  See ICPG

704.1(K) (stating that periodic reinvestigations may be initiated by the IC agency to

resolve personnel security concerns).  Following the completion of the risk

assessment, on November 18, 2010, in a memorandum dated November 2, 2010,

NGA notified Hegab of its intent to revoke his TS/SCI clearance, because of

concerns related to the “foreign influence” adjudicative factor in ICPG 704.2.  GEX 7

(Encl. 4).  The unclassified statement of reasons for this action concluded:

The risks associated with you and your family members
holding dual citizenship with another country other than
the United States; your possession of a foreign national
passport; your family members residing in Egypt; your
continuing contact with multiple foreign nationals; your
spouse being or having been publicly affiliated with one or
more organizations that are reportedly active in
advocating political issues that support governments
other than the United States; and your publicly known
affiliation with NGA significantly heighten the risks of
you being a target for foreign intelligence or security
services.

Id. (Encl. 2).  The statement proceeded to inform him of his due process rights to

respond and contest the preliminary revocation, rights of which Hegab, through

counsel, availed himself.  See id. (Encl. 3)

After reviewing and considering Hegab’s written response disputing the

revocation, on March 4, 2011, NGA’s security office decided to issue a final

revocation of his TS/SCI clearance.  GEX 8.  Hegab appealed the revocation through

the final step of the agency’s security clearance adjudication process by requesting a

personal appearance before NGA’s Personnel Security Appeals Board (“PSAB”),
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which reviews all written materials prepared by the agency’s security personnel and

counterintelligence branch.  GEX 6.  PSAB is comprised of three voting members: 

one permanent member of the agency’s personnel security office, one rotational 

term member of the agency’s human resources department, and one member of the

department to which the employee belongs.  Id.  Pursuant to this protocol, none of

the voting members of the PSAB were involved in the risk assessment leading to

the final revocation of Hegab’s security clearance.  Id.  Moreover, NGA’s office of

general counsel attends the PSAB meetings in an advisory capacity and reviews all

of PSAB’s decisions before they are released to the employee.  Id.

On July 26, 2011, Hegab, with counsel, personally appeared before the PSAB

after making a second round of written responses to NGA’s revocation decision.

Compl. ¶ 52.  After considering all the classified and unclassified materials before it

and the oral responses of Hegab and his attorney, PSAB voted to uphold the

previous decision to revoke the clearance.  GEX 9.  PSAB’s determination issued on

July 27, 2011, and notified Hegab of the agency’s final decision to revoke his TS/SCI

security clearance based upon the “foreign influence” adjudicative guideline in ICD

704 and ICPG 704.2.  Id.  PSAB’s final decision concluded the agency’s

administrative procedures for challenging the revocation decision.  Id.

On October 4, 2011, Hegab instituted this civil action.

ARGUMENT

Legal Standards

Rule 12(b)(1).  On a motion to dismiss pursuant to Federal Rule of Civil
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Procedure 12(b)(1), the plaintiff bears the burden of proving the court’s subject

matter jurisdiction.  See Evans v. B.F. Perkins Co., 166 F. 3d 642, 647 (4th Cir.

1999).  The Rule 12(b)(1) motion should be granted if the jurisdictional facts are

undisputed and the movant is entitled to prevail as a matter of law.  Id. at 647.  In

ruling on such a motion, the court may consider evidence beyond the pleadings

without being required to convert the motion into a Rule 56 motion for summary

judgment.  See id.; cf. Fed. R. Civ. P. 12(d). Because judicial review of the Executive

Branch’s security clearance determinations concerns the court’s subject matter

jurisdiction, Reinbold v. Evers, 187 F.3d 348, 357-58 (4th Cir. 2005), this court may

consider matters outside the pleadings in ruling on the defendants’ motion to

dismiss under Rule 12(b)(1) (such as the Government’s exhibits to this motion)

without converting it to a Rule 56 motion for summary judgment, see Evans, 166

F.3d at 647.

Rule 12(b)(6).  To survive a Rule 12(b)(6) motion to dismiss, a complaint

must satisfy the “plausibility standard” announced by the Supreme Court in

Ashcroft v. Iqbal, 129 S. Ct. 1937 (2009).  Under this standard, the “complaint must

contain sufficient factual matter, accepted as true, to state a claim to relief that is

plausible on its face.”  Id. at 1949 (quotation marks omitted).  The plausibility

standard “asks for more than a sheer possibility that a defendant has acted

unlawfully.  Where a complaint pleads facts that are merely consistent with a

defendant’s liability, it stops short of the line between possibility and plausibility of

entitlement to relief.”  Id. (citation and quotation marks omitted).  Thus, a court
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need not accept as true “a legal conclusion couched as a factual allegation,” and

“[t]hreadbare recitals of the elements of a cause of action, supported by mere

conclusory statements” cannot withstand dismissal.  Id. at 1949-50.  The court also

should not credit “unwarranted inferences, unreasonable conclusions, or

arguments” in ruling on a Rule 12(b)(6) motion.  Nemet Chevrolet, Ltd. v.

Consumeraffairs.com, Inc., 591 F.3d 250, 255 (4th Cir. 2009) (quotation marks

omitted).  “In other words, the complaint’s factual allegations must produce an

inference of liability strong enough to nudge the plaintiff's claims ‘across the line

from conceivable to plausible.’” Id. at 256 (quoting Iqbal, 129 S. Ct. at 1952).

I. THE COMPLAINT SHOULD BE DISMISSED BECAUSE THIS COURT
LACKS SUBJECT MATTER JURISDICTION TO REVIEW THE
UNDERLYING MERITS OF THE EXECUTIVE BRANCH’S SECURITY
CLEARANCE DETERMINATIONS

First and foremost, this entire action must be dismissed because this court

lacks subject matter jurisdiction to review the merits of plaintiff’s clearance

revocation under the holding of Department of Navy v. Egan, 484 U.S. 518, 527

(1988).  Plaintiff founds each of his six counts upon a single, indispensable, core

allegation:  that the agency’s revocation of his clearance “was based” upon a

violation of the Constitution.  See Compl. ¶¶ 60, 63, 66, 70, 76, 79.  To rule on

whether a security clearance determination “was based” upon an unconstitutional

reason necessarily and unavoidably requires the court to review the actual bases of

the revocation decision, i.e., the merits of the security clearance decision.  But such

a course has been squarely foreclosed by the Supreme Court’s decision in Egan. 

Accordingly, plaintiff’s cause must be dismissed.

-11-

Case 1:11-cv-01067-JCC -IDD   Document 11    Filed 12/05/11   Page 11 of 27 PageID# 60



A. Applicable Law

The President as Commander in Chief and head of the Executive Branch has

constitutional authority “to classify and control access to information bearing on

national security and to determine whether an individual is sufficiently trustworthy

to occupy a position in the Executive Branch that will give that person access to

such information.” Egan, 484 U.S. at 527.  Based on eligibility standards prescribed

by the President’s Executive Order 12968, federal agencies grant security

clearances only where “facts and circumstances indicate access to classified

information is clearly consistent with the national security interests of the United

States, and any doubt shall be resolved in favor of national security.”  E.O. 12968 §

3.1(b).

The Judiciary has “traditionally shown the utmost deference” with regard to

the “authority of the Executive in military and national security affairs.”  Egan, 484

U.S. at 530.  In view of such deference, the Supreme Court in Egan held that the

Merit Systems Protection Board (“MSPB”) lacked authority to review the Executive

Branch’s decision to deny a newly hired employee a security clearance even though

the employee then lost his job.  Id. at 520.  Notwithstanding the strong presumption

in favor of judicial review of agency action, the Supreme Court held that the

presumption “runs aground when it encounters concerns of national security, as in

this case, where the grant of security clearance to a particular employee, a sensitive

and inherently discretionary judgment call, is committed by law to the appropriate

agency of the Executive Branch.”  Id. at 527.  
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The Court explained that a security clearance determination was essentially

an act of “[p]redictive judgment” that assesses only the likelihood that classified

information may be compromised by granting an individual a clearance, but it “does

not equate with passing judgment upon [the] individual’s character.”  Id. at 528.

The Executive Branch’s denial of a security clearance may “be based upon concerns

completely unrelated to conduct, such as having close relatives residing in a country

hostile to the United States.”  Id. at 528-29.  Thus, to be “denied [a] clearance on

unspecified grounds in no way implies disloyalty or any other repugnant

characteristic.”  Id. at 529 (original alterations and quotation marks omitted).

By “attempt[ing] to define not only the individual’s future actions, but those

of outside and unknown influences,” the Government performs in its security

clearance determinations what is “an inexact science at best”: 

Predictive judgment of this kind must be made by those
with the necessary expertise in protecting classified
information.  For reasons too obvious to call for enlarged
discussion, the protection of classified information must
be committed to the broad discretion of the agency
responsible, and this must include broad discretion to
determine who may have access to it.  Certainly, it is not
reasonably possible for an outside nonexpert body to
review the substance of such a judgment and to decide
whether the agency should have been able to make the
necessary affirmative prediction with confidence.  Nor can
such a body determine what constitutes an acceptable
margin of error in assessing the potential risk.  . . .  As
noted above, this must be a judgment call.

Id. at 529 (citations, original alterations, and quotation marks omitted).  Therefore,

the Court held, “unless Congress specifically has provided otherwise,” the MSPB

could not intrude on that judgment.  Id. at 530. 
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  Given the Executive’s primacy in national security and the discretionary

nature of security clearance decisions, all the courts of appeals have uniformly held

that federal courts, like the administrative board at issue in Egan, have no

authority to review the merits of agency decisions to withhold, revoke, or suspend

security clearances.  See, e.g, Guillot v. Garrett, 970 F.2d 1320, 1325-26 (4th Cir.

1992); El-Ganayni v. U.S. Dep’t of Energy, 591 F.3d 176, 182 (3d Cir. 2010).  As the

Fourth Circuit has held:  “[U]nder our circuit precedent, in the absence of a specific

mandate from Congress providing otherwise, Egan deprives the federal courts of

subject-matter jurisdiction to review an agency’s security clearance decision.” 

Reinbold, 187 F.3d at 357-58.

B. Analysis

1. This case presents a straightforward application of the Supreme Court’s

ruling in Egan.  The entirety of plaintiff’s complaint rests upon the agency’s

allegedly unconstitutional “base[s]” for revoking his security clearance.  Not only is

this the foundational allegation for each of the six of the counts in the complaint, see

Compl. ¶¶ 60, 63, 66, 70, 76, 79, but the vast majority of all of the complaint’s

factual allegations concerns the merits of plaintiff’s specific clearance decision, i.e.,

whether the agency’s unclassified concerns regarding his wife’s affiliations were

factually supportable, see, e.g., id. ¶¶ 16-55 (arguing in detail why, in plaintiff’s

view, NGA’s concerns with respect to his wife’s citizenship, schooling, associational

memberships, and employment were unwarranted, as demonstated by the various

exhibits and arguments he submitted during his administrative proceedings). 
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Plaintiff cannot dispute that for this court to rule on any of his claims, it would

necessarily be required to delve into the merits of NGA’s revocation decision.  This

is precisely the sort of judicial intrusion that the Egan ruling prohibits, and under

well-settled precedent, this court lacks jurisdiction to review the agency’s merits

determination on the revocation of plaintiff’s security clearance.  Reinbold, 187 F.3d

at 357-58.

Recently, this court rejected a challenge very similar to plaintiff’s on Egan

grounds.  In Ciralsky v. CIA, No. 1:10-cv-911, 2010 WL 4724279, *1 (E.D.Va. 2010)

(Brinkema, J.) (unpublished), appeal docketed, No. 10-2414 (4th Cir. Dec. 15, 2010),

the plaintiff also alleged constitutional violations relating to a revocation decision,

specifically violations of his due process rights, his right to exercise his Jewish

religion, and his right to equal protection based upon religion and ethnicity.  This

court observed that, “as the case law in this Circuit and the Supreme Court make

clear, the . . . revocation of a security clearance is a sui generis act over which the

federal courts have no jurisdiction.”  Id. at *3 (noting that Ciralsky was unable “to

cite a single case in which a court reviewed the merits of a security clearance

decision and found for the plaintiff”).  Like Hegab, “[a]ll of Ciralsky’s claims and

damages relate to the same act:  the revocation of his security clearance.”  Id. 

Therefore, the court concluded, it lacked jurisdiction over all of Ciralskly’s claims,

including his constitutional claims, and dismissed the action.  Id. at *4.  So, too,

should this court.

In fact, the Fourth Circuit consistently has rejected every attempt to have a
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federal court review the merits of a security clearance decision.  See, e.g., Reinbold,

187 F.3d at 357-59; Becerra v. Dalton, 94 F.3d 145, 148 (4th Cir. 1996) (no

jurisdiction to review Title VII claim arising out of security clearance

determination); Guillot, 970 F.2d at 1321 (no jurisdiction to review Rehabilitation

Act claims arising out of security clearance determination); Romero v. Gates, 431

Fed.Appx. 246, 247-48 (4th Cir. 2011) (unpublished) (no jurisdiction to review

Rehabilitation Act, Title VII, or Age Discrimination in Employment Act claims

arising out of a security clearance determination).  In view of this settled law,

plaintiff cannot seriously dispute that Egan forecloses judicial review of a federal

agency’s reasons for revoking a particular individual’s security clearance.

2. The uniformity of the Circuit authority related above raises an additional

point regarding this action.  Because plaintiff’s claims arise out of his belief that his

security clearance was revoked and that he was effectively terminated in retaliation

or discrimination for exercising his religious freedom, Title VII of the Civil Rights

Act of 1964, not the Constitution, is his exclusive remedy.   Brown v. GSA, 425 U.S.3

820, 829 (1976) (Title VII represents the “exclusive, preemptive administrative and

judicial scheme for the redress of federal employment discrimination.”); see also

In Reinbold, the Fourth Circuit noted—but declined to adopt—an “arguable”3

exception to Egan “in the limited circumstance” where the clearance determination
“violated an individual’s constitutional rights.”  187 F.3d at 358.  The Fourth
Circuit declined to reach this issue because the plaintiff there had failed to state a
constitutional claim in any event, and thus could not avail himself of the alleged
exception.  Id. at 359.  Likewise, plaintiff here also fails to state a constitutional
claim, as explained infra Part II, and this court need not break new ground on this
issue for the same reasons as the Fourth Circuit in Reinbold.

-16-

Case 1:11-cv-01067-JCC -IDD   Document 11    Filed 12/05/11   Page 16 of 27 PageID# 65



Bush v. Lucas, 462 U.S. 367, 368 (1983) (declining to permit a First-Amendment

Bivens remedy for a federal employee in view of the regulatory regime governing

such claims in federal employment).  As the Fourth Circuit held in Middlebrooks v.

Leavitt, if a federal employee has a cognizable claim against the Government under

Title VII, he cannot bring suit directly under the Constitution “based on the same,

allegedly discriminatory conduct.”  525 F.3d 341, 349 (4th Cir. 2008).

In view of these and many additional precedents, this court should decline to

treat plaintiff’s purported constitutional challenge as such, when in fact it is

nothing more than a grievance arising out of the federal employment relationship

for which Title VII is the exclusive remedy.  Hall v. Clinton, 235 F.3d 202, 205-06

(4th Cir. 2000); accord Pueschel v. United States, 369 F.3d 345, 348 (4th Cir. 2004)

(finding that Title VII establishes the “exclusive and preemptive” scheme under

which federal employees can seek redress for employment discrimination).  Seen for

what it truly is, this action is simply a routine Title VII case of the sort that Egan

clearly forecloses under long-settled Circuit law.  Reinbold, 187 F.3d at 357-59;

Becerra, 94 F.3d at 148; Guillot, 970 F.2d at 1321.

* * *

In sum, to address whether the specific reasons underlying NGA’s revocation

of plaintiff's security clearance were constitutionally sound, the court would

unavoidably need to weigh the merits of NGA’s specific reasons.  This the court

cannot do under Egan and its progeny in the Fourth Circuit, and this action must

be dismissed for lack of jurisdiction.
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II. AT ALL EVENTS, PLAINTIFF HAS FAILED TO STATE A CLAIM FOR
WHICH RELIEF MAY BE GRANTED

Even assuming arguendo that this court had jurisdiction review plaintiff’s

claims, his complaint still must be dismissed for failure to state a claim for which

relief may be granted, Fed. R. Civ. P. 12(b)(6).

A. The Cause of Action

As a threshold matter, plaintiff’s complaint is legally deficient because it is

brought pursuant to the wrong legal vehicle, the APA, 5 U.S.C. §§ 702 & 706(2)(B). 

See Compl. ¶ 4.  As the D.C. Circuit has explained, the APA “provides no cause of

action to review [a federal agency’s] decision . . . to revoke [a] security clearance

because that decision is an ‘agency action . . . committed to agency discretion by

law.’  [APA, 5 U.S.C. § 701(a)(2)].”  Oryszak v. Sullivan, 576 F.3d 522, 526 (D.C. Cir.

2009).   Therefore, the complaint “fail[s] to state a claim upon which relief can be4

granted” and must be dismissed.  Id.  In addition, the APA does not permit relief for

money damages, 5 U.S.C. § 702, yet plaintiff seeks, among other things, back pay

and benefits in his prayer for relief.  The APA does not vest the court with

jurisdiction to award such relief, in the absence of a claim that the plaintiff is

seeking pay due for work already completed.  See Hubbard v. EPA, 982 F.2d 531,

533 & n.4 (D.C. Cir. 1992); M.K. v. Tenet, 99 F. Supp. 2d 12, 24-25 (2000),

reconsideration granted in part on other grounds, 196 F. Supp.2d 8 (D.D.C. 2001).

In Oryszak, the D.C. Circuit also held that Egan was not a jurisdiction-4

stripping case.  Such a ruling, however, is contrary to the controlling case law of the
Fourth Circuit which expressly holds that Egan is jurisdiction-stripping.  Reinbold,
187 F.3d at 357-58.
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Moreover, as explained supra Part I.B.2, as this case is, in fact, a routine

employment discrimination case cloaked as a constitutional challenge, plaintiff

further has failed to state a claim because he cannot bring suit directly under the

Constitution “based on the same, allegedly discriminatory conduct” that otherwise

could, and so must, be challenged under Title VII.  Middlebrooks, 525 F.3d at 349. 

B. First Amendment Claims (Counts I & II)

Plaintiff claims that NGA has deprived him of his First Amendment right to

freely associate with others, including by marriage to his spouse, regardless of their

religion or protected speech.  See Compl. Counts I & II.  Even assuming arguendo

the court’s jurisdiction over the claim despite a lack of authority, Reinbold, 187 F.3d

at 358-59, Egan would remain an insurmountable barrier to plaintiff stating a

claim to relief.

In this regard, this First Amendment challenge is similar to the claim raised

by the plaintiff in El-Ganayni, 591 F.3d at 180-86.  There, the plaintiff claimed that

the Government had revoked his security clearance in retaliation for his First

Amendment activities.  Id. at 184.  The Third Circuit upheld the district court’s

dismissal on the ground that El-Ganayni failed to state a claim, reasoning that to

prove his First Amendment claims, the plaintiff would need to show that his

“political speech was a substantial or motivating factor in the decision to revoke his

clearance.”  Id. (quotation marks omitted).  But such a showing “would inevitably

require review of the merits of the [agency’s revocation] decision”:

There is simply no way to prove or disprove what was—or
perhaps more importantly for this case, what was not—a
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substantial or motivating factor in the decision to revoke
[the] clearance without demanding some explanation of
that decision from the [agency].  It would require
discovery of [] officials and documents concerning the
various factors that led to the decision to revoke the
clearance . . . .  We can discern no difference between that
inquiry and the review of the merits that is forbidden by
Egan.

Id. (quotation marks omitted).  Thus, the court of appeals held, the agency could not

be held to a “burden” of justifying the decision to revoke the clearance “because the

[agency] has no duty to justify the decision, period.”  Id. at 186.

Likewise, under Egan and the President’s expansive authority over national

security affairs, NGA has no duty to justify its clearance revocation decisions.  Cf.

E.O. 12968 § 5.2(d) (providing that the administrative procedures for security-

clearance decisions, at the discretion of the agency head, may be revoked in the

interests of national security and that this decision is unreviewable).  Because

plaintiff cannot make out his claims in Counts I & II without showing that NGA’s

revocation decision was motivated by impermissible reasons under the First

Amendment, he cannot state a claim to relief, and the counts must be dismissed

under Rule 12(b)(6).   El-Ganayni, 591 F.3d at 185-86. 5

C. Due Process Claims (Counts III, IV & V)

Egan also is a barrier to plaintiff stating claims under the Fifth Amendment

that he was deprived of his property and liberty interests in his employment and

Here the Government hastens to add that despite plaintiff’s inflammatory5

accusations, and despite the Judiciary’s inability to review the merits of the issue
under Egan, NGA of course did not render Hegab’s revocation decision for an
impermissible anti-religion reason, a charge belied by the fact that the agency hired
and initially granted him a clearance knowing full well his religious affiliation.
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reputation without due process of law, see Compl. Counts III, IV & V.  In fact,

“every court of appeals,” including the Fourth Circuit, “which has addressed the

issue has ruled that a person has no constitutionally protected liberty or property

interest in a security clearance or a job requiring a security clearance.”  Stehney v.

Perry, 101 F.3d 925, 936 (3d Cir. 1996); see Jamil v. Secretary of Defense, 910 F.2d

1203, 1209 (4th Cir. 1990).

1. With respect to plaintiff’s due process claim that the agency deprived him of

his right to continued employment, Compl. Count III—and to the extent that the

agency’s placing of Hegab on administrative leave may be construed as depriving

him of a continued-employment property interest—he has been given all the process

he is due inasmuch as the agency provided him multiple levels of administrative

review, with “notice and an opportunity to respond,” Jamil, 910 F.2d at 1209, prior

to the revocation that required his placement on administrative leave.  See Compl.

¶¶ 12, 22, 33, 38, 52 (describing the administrative procedures provided to

plaintiff).  In this Circuit, “notice and an opportunity to respond” to a termination

based upon a clearance revocation is all that is required for constitutional due-

process purposes, and the fact that plaintiff “protests the propriety of the revocation

of his security clearance [and] dispute[s] . . . the merits of that decision does not

render the procedure inadequate.”  Jamil, 910 F.2d. at 1209.

2. Plaintiff’s claim concerning a due-process liberty interest in future

employment opportunities, Compl. Count IV, also must be dismissed.  As a

threshold matter, the fact that plaintiff was denied a security clearance does not
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mean that he is automatically precluded from positions with other federal agencies. 

Cf. Croddy v. FBI, 2006 WL 2844261, *4 (D.D.C. 2006) (unpublished) (individuals

denied positions with the FBI and Secret Service because of failed polygraph

examinations failed to show they were denied a protected liberty interest, as they

thereafter had obtained law enforcement positions with the Department of

Homeland Security and Drug Enforcement Administration).

Furthermore, even if the revocation of his clearance may preclude him from

obtaining a job which requires one, plaintiff could not establish a deprivation of a

liberty interest because an individual has no right to employment in the national

security arena or to a security clearance.  While the Supreme Court has stated that

a liberty interest includes “the right . . . to engage in any of the common occupations

of life,” Board of Regents of State Colleges v. Roth, 408 U.S. 564, 572 (1972)

(emphasis added), a position requiring a security clearance is not such a job.  To the

contrary, the courts specifically have held that an individual has neither a property

nor liberty interest in such a job.  Egan, 484 U.S. at 528; Stehney, 101 F.3d at 937;

Jones v. Department of the Navy, 978 F.2d 1223, 1226 (Fed. Cir. 1992); Dorfmont v.

Brown, 913 F.2d 1399, 1403-04 (9th Cir. 1990).  In Dorfmont, the court of appeals

rejected a plaintiff’s claim that the revocation of her security clearance deprived her

of the ability to practice her chosen profession, since without it she could no longer

obtain employment with a defense contractor.  Id. at 1403.  The court found that

“[t]he ability to pursue such employment stands on precisely the same footing as the

security clearance itself.  If there is no protected interest in a security clearance,
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there is no liberty interest in employment requiring such clearance.”  Id.  Therefore,

even if a plaintiff was precluded from obtaining employment in the area of national

security, he has not been deprived of a liberty interest to pursue his chosen career. 

Here, plaintiff’s claim is especially hollow, since Hegab’s chosen career at NGA was

as a financial/budget analyst, Compl. ¶ 8, a line of work that does not normally

require a TS/SCI security clearance.

3. Plaintiff’s claim that his reputation has been impugned likewise must be

dismissed for failure to state a claim.  Compl. Count V.  “To state this type of liberty

interest claim under the Due Process Clause, a plaintiff must allege that the

charges against him: (1) placed a stigma on his reputation; (2) were made public by

the employer; (3) were made in conjunction with his termination or demotion; and

(4) were false.”  Sciolino v. City of Newport News, Va., 480 F.3d 642, 646 (4th Cir.

2007).  Plaintiff has not, and cannot, allege that (a) the agency has made any public

accusations with regard to him or his reputation; or that (b) the revocation of a

security clearance impugned his moral character.

First, plaintiff has failed to “plead that the allegedly stigmatizing

information was ‘published' or otherwise disseminated by the [agency] to the

public.”  Chabal v. Reagan, 841 F.2d 1216, 1223 (3d Cir. 1988) (quoting Bishop v.

Wood, 426 U.S. 341, 348 (1976)); see M.K., 196 F.Supp.2d at 15 (“loss of security

clearance and termination of employment . . . does not sufficiently damage a

plaintiff’s reputation without ‘public accusations that will damage [the plaintiff's]

standing and associations in the community’”).  Moreover, even if NGA had made
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statements that his security clearance had been denied or revoked, plaintiff still

could not establish a liberty interest because such statements do not impugn his

moral character or reputation.  To repeat Egan, “[a] clearance does not equate with

passing judgment upon an individual’s character.  Instead, it is only an attempt to

predict his possible future behavior and to assess whether, under compulsion of

circumstances or for other reasons, he might compromise sensitive information.” 

484 U.S. at 528; see Jamil, 910 F.2d at 1209 (“because of the inherently

discretionary judgment required in the decisionmaking process, no one has a right

to a security clearance, and revocation does not constitute an adjudication of one’s

character” (emphasis added; quotation marks omitted)); Jones, 978 F.2d at 1226

(“loss [of security clearances] did not reflect upon their characters”).

D. Equal Protection Claim (Count VI)

Finally, plaintiff’s equal protection claim of “discrimination in employment”

is patently non-actionable under well-settled law.  Compl. Count VI.  The Fourth

Circuit, time and again, has held that employment discrimination claims

challenging a security clearance revocation are non-actionable under the

jurisdictional ruling of Egan.  Reinbold, 187 F.3d at 357-59; Becerra, 94 F.3d at 148;

Guillot, 970 F.2d at 1321; Romero, 431 Fed.Appx. at 247-48.  To the extent that

plaintiffs’s Count VI, styled as a “discrimination in employment” claim, is in fact an

employment discrimination claim, the court is without jurisdiction to review it, see

supra Part I.B.2.  Moreover, assuming arguendo that Egan and its progeny in this

Circuit did not bar plaintiff’s discrimination claim, additional circuit precedent
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makes clear that Title VII, not the Constitution, is the exclusive remedy for such a

claim.  Id.; see Middlebrooks, 525 F.3d at 349.

Even assuming arguendo that plaintiff’s labeling of an employment-

discrimination claim as arising under the Equal Protection Clause were sufficient to

create this court’s jurisdiction and overcome all the precedent stating otherwise, the

claim still would fail under Rule 12(b)(6) for the same reasons plaintiff’s First

Amendment claims fail, see supra Part II.B.  Specifically, to state a valid equal

protection claim and find, as plaintiff alleges, that revocation of Hegab’s clearance

was “an unreasonable classification” because it was allegedly “based on”

impermissible reasons, Compl. ¶ 80, the court must delve into the actual reasons

underlying the revocation.  Indeed, in the same case in which the Third Circuit

found that the plaintiff’s First Amendment claims failed under Rule 12(b)(6) on this

ground, it also found that his equal protection claim—that the agency’s clearance

revocation was based upon his religion and national origin—failed:  Adjudicating

the claim “would inevitably require review of the merits of [the agency’s] decision”

to revoke the clearance, in violation of Egan.  El-Ganayni, 591 F.3d at 186.

CONCLUSION

For the foregoing reasons, the court should dismiss this action for lack of

jurisdiction or, in the alternative, for failure to state a claim upon which relief may

be granted.

Respectfully submitted,
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NEIL H. MACBRIDE 
UNITED STATES ATTORNEY
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Bernard G. Kim
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DATED:  December 5, 2011
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Sheldon I. Cohen (VSB# 652)
2009 N. 14  Street, Ste 708th

Arlington, VA 22201
(703) 522-1200 (ph.)
(703 522-1250 (fax)

sicohen@sheldoncohen.com 
Attorney for the Plaintiff
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Bernard G. Kim
Assistant United States Attorney
Attorney for the Defendants 
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