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course that normally takes ten weeks. (Medical Records — PFC Bradley E. Manning
(Encl L); MFR FLW VTC, 28 Jan 11 (Encl O7)).

a. (U/=64J0) Medical Issues. On 12 October 2007, PFC Manning began basic
training with C Company, 82d Chemical Battalion. (ERB, 29 May 10 (Encl J)). On 23
October 2007, less than two weeks after heninnina his training, PFC Manning was
laced in a medical hold status due tc

PFC Mannrng was not transferred to the Medical HoId Company. Instead he remalned
in C Company, 82d Chemical Battalion (MFR FLW VTC, 22 Jan 11 (Encl O7)) pending
a command decision on whether PFC Manning should be allowed to complete his
training, be recycled (i.e., transferred) to another Basic Training Company to restart his
training, or be medically separated. (MFR FLW VTC, 22 Jan 11 (Encl O7)). During his
security clearan~= intan:ians DEC Manning indicated he was being separated from the
service because . (SF 86/Investigator Notes, 6 Dec 07 - 7 Dec
07(Encl N1)). However, there is no documentation to show that a separation action was
initiated. PFC Manning’s medical records show medical issues, but these were
resolved on 12 December 2007 when he was medically released without limitations for
continued duty at basic training. (Medical Records — PFC Bradley E. Manning (Encl L)).

b. (U/OUYO)} Pencil Stabbing Incident. On 1 November 2007, while in a medical
hold status, PFC Manning allegedly stahhed another trainee in the stomach several
times with a pencil (NA Form 2823 | 9 Sep 10 (Encl E37-1)). According to
Specialist (SPC | the other tra. << was mocking PFC Manning and had placed,
contrary to PFC w:aruung's wishes, objects on PFC Manning's bunk. A verbal
altercation turned physical when PFC Manning charged the other trainee, striking him in
the stomach with his head and stabbing him with a pencil several times. Although PFC
Manning made contact with the other trainee's person, the pencil did not break the skin
and did not result in any injury to the trainee. The situation was resolved in short arder
when other trainees stepped in to separate the two Soldiers. (DA Form 2823, | 9
Sep 10 (Encl E37-1)). According to SPC | the Drill Sergeants were not wuuiimned
by the trainees because "if one persen h-.. yuuen into trouble, everybody would have
gotten into trouble." (DA Form 2823 r,g Sep 10 1cl 137-1)). A review of Fort
Leonard Wood records failed to revea: aiiy law enforcement, disciplinary, or other
record of the 1 November 2007 incident. (MFR FLW VTC, 22 Jan 11 (Encl O7)).

c. (U040 March 2008 Command-Referral to Behavioral Health. PFC Manning
was reassigned from C Company, 82d Chemical Battalion to C Company, 2d Battalion,
10th Infantry on 22 January 2008 in order to resume basic training. After his
reassignment, PFC Manning’s basic training was unremarkable until 28 March 2008,
five days before graduation, when he was command-referred to Behavioral Health for
“tantrum fits of rage.” (Behavioral Health Records, SF 600, pages 3-5, 28 Mar 08 (Encl
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6. (U//FOUYS) PFC Manning’s Time at Fort Drum, August 2008 — October 2009.

a. (U//FeU03 August 2008 — April 2009. After graduating from AIT, PFC Manning
reported to Fort Drum, NY on 28 August 2008. PFC Manning was assigned to the S-2
Section of the 2d Brigade Combat Team. Both PFC Manning’s arrival and assignment
to 2d Brigade were unremarkable. On 11 September 2008, SSC provided
PFC Manning with his “Initial / Integration Counseling.” During thc vounssing, PFC
Mannini; was advised that Staff Sergeant (SSG) (now Warrant Officer One (WO1) l

wae hie nlatngn eernegnt and that all issues were to be handled by either 5
5C . (DA Form 4856, 11 Sep 08 (Encl K)). Master Sery.nt
| Wus wie NCOIC of the S-2 section. On 26 September 2008, PFC

Manning received his first adverse counseling for failing a Diagnostic Army Physical
Fitness Test (APFT). (DA Form 4856, 26 Sep 08 (Encl K)). PF(: Manning was ordered
to conduct remedial PT and passed his APFT. (Interview MFR | 29 Jan 11
(Encl E8-4)). On 1 November 2008, PFC Manning was given his monthly counseling for
October. While praised for his attitude “entirely devoted towards the S-2 shop success,”
his inabilities to get to work on time and maintain situational awareness at all times were
noted as areas of weakness where he could improve. (DA Form 4856, 1 Nov 08 (Encl
K)). Between 1 October 2008 and 5 April 2009, there was no documented evidence of
misconduct or failings on PFC Manning'’s part. (Counseling Packet (Encl K)). In March

2009, MSC I changed the supervisory responsibilities of the Nanrammissioned
Officers (No s, o1 the S-2 section due to the upcoming « . PFC
Manninn wase njaced under the direct supervision of SPC \ Form

2823 l 19 Jan 11 (Encl E78-5)).

b. (U/QY0) 6 April 2009 Incident. On 6 April 2009 PFC Manning failed to report
to physical training (PT). His direct supervisnr SPC, went to his barracks
rnnm to wake him up and escort him to MSC ile walking to see MSG

PFC Manning lost his composure anu 1.mndry bearing by waving his arms and
prueeed[ing] with an unruly outburst of screaming to the extent of expellina anit,
clenching [his] fist, and shaking in a fury.” Observing this behavior, MSC
intervened, caimed PFC Manning down and eventually convinced him to vuiunarily visit
a behay al health provider (i.e <elf-referral to Behavioral Health) /DA Form 4856, 7
Apr09  clK); DA Form 2823 . * Jan 11(Encl E78-5) | MFR, 21
Dec 09 (E1-1)). On 7 April 2009, anning was given an adve:sc vuunseling for
failure to report to PT on time (Failure to Repair - FTR) and disrespect. (DA Form 4856,
7 Apr 09 (Encl K)). Behavioral health records indicate that PFC Manning was first seen
by Behavioral Health at Fort Drum on 30 June 2009. (Behavioral Health Records, 30
Jun 09 (Encl M1-2)). Since PFC Manning self-referred, the evaluation by behavioral
health providers was not given to the chain of command. During the 30 June 2009 visit,
the behavioral health provider did not note any psychiatric abnormalities and did not
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a) (U// Evaluation. CP1 diagnosed PFC Manning with I
determined PFC Manning w T
continued service, and provided some precatinnarv findings and recommendauuiio

regarding danger to others. Specifically, CP’ found PFC Manning to be
“potentially dangerous” and recommended “rciiiuvas v Weapon (or bolt from weapon)
and increased monitarina and supervision.” (Behavioral Health Records, 25 Dec 09
(Encl M1-1)). CP1 also found that “(c)hapter separation is not recommended
at this time but may ve vuiisdered if his outbursts persist or if he fails a course of
treatment.” (Behavioral Health Records, 25 Dec 09 (Encl M1-1W  After that incident,
PFC Manning began regular psychotherapy. (DA Form 2823 | 18 Jan 11
(Encl E17-2)).

(b) (U/=QYO) Lack of Security Clearance Finding. CP1 filled out a
“MEDCOM Form 4038°,” report of behavioral health evaluation uon 1y anr unapproved
form. Block 7 under “Fitness for Duty and Continued Service permits the behavioral
health provider to indicate the Soldier “is not suitable for continued access to classified
material and any security clearances should be rescinded.” This box was nnt charkar]
on PFC Manning’s 25 Dec 09 “MEDCOM Form 4038” completed by CP’

(Behavioral Health Records, 25 Dec 09 (Encl M1)). When interviewed, |
stated that he did not remember PFC Mannina as he only saw him one tuic aiu uias

was over one year ago. Additionally, CP’ could not recall the facts and
circumstances regarding the lack nf anv ..., <.try on PFC Manning’'s 25 Dec 09
“‘“MEDCOM Form 4038.” (Email 1 Feb 11 (Encl E92-1); Behavioral Health

Records, 25 Dec 09 (Encl M1-1,,.

(2) (U/Fed) No Further Company Command Action. Other than the
command referral to behavioral health and the verbal counseling by the First Sergeant,
the command took no other action in regards to the 20 December incident.
Notwithstanding the alleged disrespect, insubordination, destruction of Government
property, and assault by offer, no UCMJ or disciplinary artinn was pursued against PFC
Manning. This investigation found no evidence that MA. Econducted any
commander’s inquiry or investigation of any sort to ensuic uiad he understood the full
extent of PFC Mc__.ling’s .__sconduct and behavioral health issues. Further, the
command did not suspend PFC Manning’'s acc s to classified information and did not
submit a Report of Unfavorable Information for Security Determination (DFROGY (DA
Form 5248-R) to the CCF. (JAMS, 28 Dec 10 (Enci N2); DA Form 2823. 18
Jan 11 (Encl E82-1)).

® Although MEDCOM Form 4038 was unapproved, it was used for three command referred evaluations
for PFC Manning. This report will continue to refer to the MEDCOM Form 4038. A greater discussion
regarding the form appears in the Behavioral Health discussions which follow.
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my career . . . . | don’t know what to do anymore, and the only ‘help’ that
seems to be available is severe punishment and/or getting rid of me. All |
do know, is that fear of getting caught has caused me to go to great
lengths to consciously hide the problem. As a resuit, the problem and the
constant cover-up has worn me down to a point where it's always on my
mind, making it difficult to concentrate at work, difficult to pay attention to
whatever is going on, difficult to sleep, impossible to have any meaningful
conversations, and makes my entire life feel like a bad dream that won'’t
end. (Email, Manning, 26 Apr 10 (Encl 013)).

(2) (U//=OUB) Referral to Chaplain. Following tha ahnua nntad email, MSG

' referred PFC Manning to Chaplain (CH) (CPT ! on 25 April 2006.

i a wlemorandum for Rarnrd (MFR), dated (mistakenly pri (the correct year
was 2010), MSC ences PFC Manning’s bizarre behavior and PFC

Manning’s email ut he does not specify the gender issues that PFC
Manning discuss Prepared MFR, 26 Apr 09 (Encl E1-2)).

(3) (U/I=OUO) Failure to Notify Command. MSC did not inform anyone
in the ~hain of command about the 24 April 2010 email L = Jiine 2010, (DA Form
4856 I 7 Jun 10 (Encl 47-5)). No action was taken by MSC I to inform the
chain v, command about PFC Manning's situation, thus preven...y .. chain of
command from taking action to command-refer PFC Manning to behavioral health,
suspend PFC Manning’s access to rlassified information, initiate a separation action, or
submit a DEROG. (DA Form 2823 l 2 Jun 10 (Encl E47-5); JAMS, 28 Dec 10 (Encl
N2)).

f. (U//=0YOS) 8 May 2010 Assault on Female Siinensicor, On 8 May 2010, PFC
Manning assaulted his former team leader, SPC l in the 2/10 MTN SCIF.
(PFC Manning Article 15 Packet, 24 May 10 (Erivi v 1y,.

(1) (U/=0Y0s Prior to the Accanlt, On 7 May 2010 around 1830, PFC Manning
left an informal section meal. MSC | found PFC Manning an hour later in a
storage room in a fetal position. Pl ¢ w.aning was sitting upright with his knees tucked
u " r his chin obviously anitated about som: 1ing. He was clutching his head with his
eyes clenched shut. MSC I noticed a folding chair with cut marks on the padded
seat with the words “l wan. <...2d on the seat. There was an open knife at PFC
Manning’s feet and <,vera| cut pieces of vinyl. Initially, PFC Manning was not
responsive to MSC I Eventually, PFC Manning began to respond and stated that
the calm person wl.. o Speaking was a personality independent of the person sitting
on the floor in obvious pain. PFC Manning drew the analogy of him being a turtle with a
core personality, and several layers of hardened shell, fragmented and designed to
protect the core personality, and funrtinning in different situations as the need required.
After spending time with him, MSC | determined that PFC Manning had recovered
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(4) (UIIFBYHO) S-2, MA. As the S-2 Section Ol had
eumansienns raengnsibilities ove, . wuw€rs in the section. MA. that
)k care of enlisted issues, but kept him informed 0,1 1iivod 1voucs. MAJ
ad that he knew that PFC Manning had anger management issues and
’! had heaan {rying to get him behavioral health assistance nrinr tn the
uSpIUyIIGIL v | does not remember ever discussinn with MSC F
whether PFC Mar. iy <ould be deployed. (DA Form 2823 19 vau + 1 (Encl
E15-1)).

(5) (U/fAHm Chajn of Command. The chain of command began with MAJ
F and 1§C The Battalion Commander was C:OL (then Lieutenant Colonel
oy J . v w.gade Commander was COL | This AR 15-6
Investiyauu did not reveal any evidence that any mei..... .f the chain of command
was notified about any derogatory information, misconduct or behavioral health issue
pertaining to PFC Manning during the period of Senteamhar 2008 thraiah October 2009

(i.e., the pre-daninyment period). (DA Form 2823 1 E15-1); DA
Form 2823 iZ“ 1an 11 (Encl E23-2); DA F n 11 (Encl
82-1); DA Fuinn 2323 J] 5 Jan 11 (Encl E85 120 Jan 11

(Encl E56-1)).

b. (U//=GUY065 Deployment. During the deployment, PFC Manninn’s supervisory
chain changed frequently. However, the one constant was MSC who continued
to serve as the NCOIC of the S-2 Section. Figure 3 below proviucs a pictorial of PFC
Manning’s deployment technical and UCMJ/Administrative Action chains of command.
Figure 4 provides an organizational chart depicting the entire S-2 Section during the
deployment and all other periods relevant to this investigation.
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c. (U/FeYJ) BCT Commander’s Efforts at Understanding the Unit.

(1) (U249} COL mplemented several methods of obtaining information
about Soldiers within 2/10 \l command directed behavioral health referrals were
required to he hriefed to C by battalion commanders as a matter of routine (DA
Form 2823 \ 20 Jan .. il ES6-1)). In fact, during the deployment, there were

a total of 24 ......nand referred behavioral health evaluations, resulting in
“approximately 16” Soldiers being returned to the United States or dalayed from
returning to Iraq from EML in the United States. (DA Form 2823 TZO Jan 11 (Encl
E56-1)).

(2) (U//F=Q4Q) Additionally, in January 2010, COL . conducted a 100-day
review of 2/10 MTN in order to understand his unit and ai.y .ssues that impacted the unit
personnel. COL . was seeking knowledge and information about his unit so that he
could have bette.: o..Uational awareness of unit stressors, unit stress relievers, Soldier
recommendations to their leaders, Soldier climate assessments and the prevalence of
depression symptoms among the unit personnel. (DA Form 2823 20 Jan 11
(Encl E56-1)).

(3) (U/F=2YOQ) Finally, COL . was engaged and involved with 2/10 MTN
staff primaries during nightlv nindaic,, and received more in-depth staff updates
biweekly. (DA Form 2823 20 Jan 11 (Encl E56-1)). He put into place a
leadership structure that gave uie executive officer direct oversight and supervisory
raennngibility for staff sections, including the S-2 and S-6 sections. (DA Form 2823,

| 20 Jan 11 (Encl E56-1); DA Form 2823 | 10 Jan 11 (Encl E45-1)).
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§~~¢9n IC* ™~-30nnel Security (Security Cle~-~=-~~ ]

1. (U//ROUY0O) Regulations and Policies Pertaining to Personnel Security (Security
Clearances). The starting reference for the Army’s Personnel Security Program is AR
380-67, Personnel Security Program, dated 9 September 1988. AR 380-67 parallels
DoD 5200.2-R, Personnel Security Program, January 1987. In addition to these two
policies, the national investigative and adjudicative standards found in DCID 6/4,
Personnel Security Standards and Procedures Governing Eligibility for Access to
Sensitive Compartmented Information, 2 July 1998 (Encl Q28) and Intelligence
Community Directive (ICD) 704, Personnel Security Standards and Procedures
Governing Eligibility for Access to Sensitive Compartmented Information and Other
Controlled Access Program Information, 1 October 2008 (Encl Q62), are applicable to
the security clearance process. The following paragraphs discuss the standards set out
by these policies.

a. (U//=0UQ) Overall Process. Once an applicant has been deemed suitable for
military service, there are five important steps in obtaining access to classified
information. First, the applicant must submit an application for security clearance using
an electronic questionnaire (e-QIP) which electronically produces an SF 86. Second, a
security clearance investigation must be conducted by the Office of Personnel
Management (OPM). Third, adjudication and determination of the individual’s eligibility
is conducted by the U.S. Army Central Clearing Facility (CCF). Fourth, access is
granted by the local command. Finally, evaluation of eligibility continues—Soldiers and
leaders have the responsibility to report derogatory information for individuals with
security clearances. (Army G-2 MFR, 28 Jan 11 (Encl O4); AR 380-67, 9 Sep 88 (Encl
Q23)). The first three steps determine whether a person is eligible to have access to
classified information. The last two steps are critical to ensuring that access is given to
the right individuals. The granting of access by the local command requires
commanders and supervisors to determine, based on what they know about the
individual and the duties assigned, whether the person should be granted access to
classified information.

b. (U/FOUO) Security Clearance Process.

(1) (U//mGUYO) Application. As a general rule, an applicant applies for a security
clearance after it is determined there is a need for the applicant to have one. Every 35F
Intelligence Analyst is required to have a TS/SCI clearance. To apply, the applicant
completes the electronic questionnaire (e-QIP). The applicant must answer all
questions on the e-QIP honestly and completely to the best of his knowledge. Like ali
applicants, PFC Manning completed an e-QIP questionnaire. (Manning’s e-QIP Form
(Encl N-3)).
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(2) (U/IFGY6S, Investigation. Because PFC Manning’s MOS of 35F required a
TS/SCI, the investigation process included a Single Scope Background Investigation
(SSBI). (DA Pam 611-21, Chapter 10, 22 an 07 (Encl Q32)). The SSBI is conducted
by OPM, which applies the National Investigative Standards. The SSBI can cover a
period up to 15 years and no less than two years. (AR 380-67, appendix B-4a, 9 Sep
88 (Encl Q-23)). Three notable limitations regarding SSBls are: (1) a prohibition on
investigation into a person’s activities prior to his 16th birthday; (2) a prohibition against
investigation in a foreign country outside of a military installation; and (3) a prohibition
against non-consensual review of an individual's cyber behavior (e.g., use of social
networking websites) as part of the security clearance process. (Army G-2 MFR, 28
Jan 11 (Encl O4)). Currently, an individual's cyber behavior is not checked during the
security clearance investigative and adjudicative nrncass because legal and privacy
limits have not been clearly defined. (Email | 1 Feb 11 (O19)). Because the
Army’s demographic includes many young Suwaisi s, s€curity clearance investigations
often cover a shorter period of time. (Army G-2 MFR, 28 Jan 11 (Encl O4)). While this
poses some risks, the overwhelming majority of these Soldiers have proven that they
are not a security risk.

(3) (U//=BUHO) Adjudication. Once the investigation is completed, it is forwarded
to the Army CCF for adjudication and determination of the individual’s eligibility for
TS/SClI access. “The adjudicative process is an examination of a sufficient period of a
person’s life to make an affirmative determination that the person is an acceptable
security risk. . . . The adjudication process is the careful weighing of a number of
variables known as the whole-person concept.” (Intelligence Community Policy
Guidance Number (No.) 704.2, Annex A, part Il, 2 Oct 08 (Encl Q49)). CCF must follow
the National Adjudicative Guidelines along with their associated mitigation factors.
Mitigation is a part of the adjudication process where the nature and extent of a “red
flag” is examined in order to determine whether the “red flag” should be considered in
determining a person’s eligibility for a security clearance. (Army G-2 MFR, 28 Jan 11
(Encl O4)). The 13 adjudicative guidelines and the mitigation factors are listed in the
Intelligence Community Policy Guidance No. 704.2, dated 2 October 2008 and an
Under Secretary of Defense Memorandum, SUBJECT: Implementation of Adjudicative
Guidelines for Determining Eligibility For Access to Classified Information (December
29, 2005), dated 30 August 2006. (Encls 49 and 48, respectively). Mitigation factors
include offsetting a person’s debt if the amount of debt does not exceed a certain
threshold amount. The DoD acceptable debt standard is $7,500. (Army G-2 MFR, 28
Jan 11 (Encl 04)).

(4) (U//ROUO) Granting Access. Notwithstanding the granting of a security
clearance, the local command must still decide whether to grant access to a person with
a security clearance. The command obligation regarding access is a continuing duty.

faced with credible derogatory information, commanders must decide whether to
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suspend an individual's access to classified information pending the resolution of the
issue or the final adjudication of a formal derogatory report to CCF. The decision to
suspend is within the commander’s discretion. (AR 380-67, paragraph 8-102(a), 9 Sep
88 (Encl Q23); Army G-2 MFR, 28 Jan 11 (Encl O4)).

(5) (U//=eY0O, Evaluating Continued Security Eligibility. DoD 5200.2-R and AR
380-67 establish continuing security responsibilities for commanders, supervisors,
individuals and co-workers. Both regulations state “the issuance of a personnel security
clearance or the determination that a person is suitable for assignment to sensitive
duties cannot be considered as a final personnel security action . . . . [T]he individual’s
trustworthiness is a matter of continuing assessment.” (DoD 5200.2-R, paragraph
C9.1.1, 2 Feb 96, as amended by OSD Memo “Personnel Security Investigations and
Adjudications, 10 Nov 98 (Encl Q31); AR 380-67, paragraph 9-100, 9 Sep 88 (Encl
Q23)).

(a) (U/=0403 Reasons for Derogatory Report. AR 380-67, paragraph 2-200,
provides a list of potential behaviors that could result in derogatory reports. These
include criminal conduct; acts of omission or commission that indicate poor judgment,
unreliability, or untrustworthiness; and any behavior or iliness, including any mentai
condition, which, in the opinion of competent medical authority, may cause a defect in
judgment or reliability with due regard to the transient or continuing effect of the illness
and the medical findings in such case. (AR 380-67, paragraph 2-200, 9 Sep 88 (Encl
Q23)).

(b) (U/EQYO) Requirement for Personnel and Commanders to Report.
“Whenever derogatory information relating to the criteria and policy set forth in
paragraph 2-200 and appendix | (the Army adjudication policy) is developed or
otherwise becomes available, it shall be referred by the most expeditious means to the
commander or the security officer of the organization to which the individual is assigned
for duty.” (AR 380-67, paragraph 8-101, 9 Sep 88 (Encl Q23)). Appendix | of AR 380-
67 lists the old adjudication criteria for security clearances which were updated in 2006.
Guideline A of the current adjudication policy references an individual’s allegiance to the
United States. “When the commander learns of credible derogatory information on a
member of his or her command that falls within the scope of paragraph 2-200, the
commander will immediately forward DA Form 5248-R (See Encl Q34) to the
Commander, CCF.” (AR 380-67, paragraph 8-101, 9 Sep 88 (Encl Q23)). Neither DoD
5200.21-R nor AR 380-67 make a failure to report derogatory information a punishable
offense under the UCMJ.

c. (U//FOYQ) Training Requirements. DoD 5200.2-R, paragraphs C9.1.3 (Encl
Q34) and AR 380-67, paragraph 9-101, 9 Sep 88 (Encl Q23) require commanders to
ensure that all personnel assigned to sensitive duties are initially indoctrinated and
periodically instructed on the national security implications of their duties and on their
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individual responsibilities. Both regulations establish that “security programs shall be
established to insure supervisory personnel are familiarized with their special
responsibilities in matters pertaining to personnel security with respect to personnel
under their supervision.” (DoD 5200.2-R, paragraph C9.1.3, 2 Feb 96 as amended by
OSD Memo “Personnel Security Investigations and Adjudications, 10 Nov 98 (Encl
Q31); AR 380-67, paragraph 9-102, 9 Sep 88 (Encl Q23)).

d. (U/=QUG) Insider Threat Indicators. Prior to October 2010, AR 381-12 (Encl
Q16) covered the topic of Subversion and Espionage Directed Against the Army
(SAEDA) and mandated an annual training session on the subject for every Soldier.
However, SAEDA never adequately addressed the “insider threat.” In October 2010,
AR 381-12 was revised to include indicators of the “insider threat” and renamed “Threat
Awareness and Reporting Program.” Table 3-1 of the regulation, titled “Indicators of
Espionage,” sets out seven behaviors to be considered. Mental instability or other
behavioral health issues are not included in the regulation. AR 381-12, Chapter 3 was
also revised to strengthen the requirements to report “threat-related incidents.”
Specifically, the regulation provides that failure to comply with reporting requirements
may result in “punishment under UCMJ, as well as adverse administrative or other
adverse action.” (AR 381-12, paragraph 3-1(a), 4 Oct 10 (Encl Q16)).

2. (U//=BYO) Facts Pertaining to PFC Manning's Security Clearance.

a. (U/=0U0o) Application. As previously noted, PFC Manning’s MOS was 35F,
Intelligence Analyst, an MOS which required a TS Clearance. (DA Pam 611-21). On
26 September 2007, PFC Manning electronically submitted his OPM SF 86, Security
Clearance Application via e-QIP. (SF 86, 26 Sep 07 (Encl N1)). This investigation
discovered that PFC Manning made three false statements on his SF 86. These false
statements took the form of PFC Manning’s failure to acknowledge a debt, having been
fired from a job, and having received behavioral health care.

b. (U/F=GU0G) Single Scope Background Investigation (SSBI). PFC Manning's SSBI
was conducted from 10 October 2007 through 15 January 2008 and covered a period of
time from September 2005 (PFC Manning’s return to the U.S. from the U.K.), through
the end of 2007. (JAMS, 28 Dec 10 (Encl N2)). During the SSBI, several issues were
noted by the investigator: PFC Manning’s mother was a citizen of the U.K. and he had
approximately $2,500 in debt ($1472.51 owed to a previous landlord and three other
collection accounts totaling $929.00). (SF 86, Investigators Notes (Encl N1)). The
investigation does not reveal any follow-up investigation regarding the debt or the fact
that PFC Manning failed to answer truthfully all questions on his SF 86. Furthermore,
during his personal interview, PFC Manning disclosed that he was fired from a job and
that his stepmother had called the police accusing PFC Manning of threatening her.
The investigation did not reveal any follow-up on the fact that PFC Manning had
indicated on his SF 86 that he had never been fired from a job. In regard to PFC
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Manning's statement about his stepmother, the investigator ran a check of police
records and found no mention of the alleged assault. (Army G-2 MFR, 28 Jan 11 (Encl
04)). The investigation does not reveal any other follow-up by the investigator (the
stepmother was not interviewed). When asked about these issues, personnel from the
Federal Investigative Services (OPM) stated that it was determined that there was no
need to interview the stepmother because there was no police report. Further, the debt
did not exceed the threshold amount ($7,500) that would allow the investigator to initiate
an additional contact to confront PFC Manning. (Email Federal Investigative System, 1
Feb 11 (Encl O18)).

c. (U//FBUO) Adjudication. Once completed, the investigation was forwarded to the
Army CCF for adjudication. Both Manning’s foreign influence (i.e., mother a UK citizen)
and his debt were mitigated in the adjudication phase. His mother’'s UK citizenship (i.e.,
“foreign influence”) was mitigated ecause of the nature of the relationship to the foreign
citizen (i.e., familial-mother) and the lack of susceptibility to coercion (i.e., a
determination that the foreign influence would not make PFC Manning susceptible to
coercion due to foreign national conflict). The debt was mitigated because it was
determined to be a minor amount below the DoD acceptable debt standard of $7,500. If
the total debt is less than the DoD standard, it is not considered in the adjudication
process. (Army G-2 MFR, 28 Jan 11 (Encl O4); SF 86, Investigators Notes (Encl N1)).
On 6 October 2008, PFC Manning was granted a Top Secret/Sensitive Compartmented
Information (TS/SCI) level clearance. (OPM File (Encl N4); JAMS, 28 Dec 10 (Encl N2);
Army G-2 Memorandum, 28 Dec 10 (Encl Q-42)).

d. (U/=OUS) Issues Not Considered During Security Clearance Process. The
following are issues that were either not known by the investigators and adjudicators
assigned to PFC Manning’s case, or known to them, but not fully considered. Each of
these issues raises concerns regarding PFC Manning'’s trustworthiness and reliability.

(1) (U/FBY8) PFC Manning’s Time in the UK. As OPM does not have
jurisdiction to conduct background investigations in a foreign country, no one in the UK
was interviewed. In a newspaper interview conducted after the Wikileaks incident
became public, one of PFC Manning’s UK high school classmates described PFC
Manning as a “troublemaking, authority-hating, computer geek.” (UK Telegraph Article,
29 Jul 10 (Encl 021)).

(2) (U//FSUY) Pre-Army Behavioral Health Issues. Section 21 of the SF 86
asks: “In the last 7 years, have you consulted with a behavioral health professional
(psychiatrist, psychologist, counselor, etc.) or have you consulted with another health
care provider about a mental health related condition?” PFC Manning answered this
question, “No.” The security clearance investigation did not discover any information
regarding PFC Manning’s previous behavioral health concerns or prescription for
behavioral health related drugs, and therefore these issues were not considered during
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the security clearance process. Although the Section 21 question was subsequently
revised by an 18 April 2008 Secretary of Defense Policy Memorandum, Subject: Policy
Implementation - Mental Health Questions, SF 86, Questionnaire for National Security
Positions, PFC Manning would have been required to answer the questions truthfully.
The 2008 Secretary of Defense policy states an individual can answer “no” to the
behavioral health questions if they received counseling or were hospitalized for “strictly
marital, family, grief, not related to violence [by the individual]” or “strictly related to
adjustments from service in a military combat environment.” PFC Manning sought
assistance for anxiety issues not related to any military deployment, and therefore the
2008 Secretary of Defense policy would not have excused him from answering
Question 21 in the affirmative and disclosing the nature of his previous treatment.
(SECDEF Policy, 18 Apr 08 (Encl 024)).

(3) (U//=OUO) Nature of Debt. From the adjudication process, it appears that
the nature of PFC Manning’s debt to the Coopermill Apartments was not considered
because the amount of debt was less than the DoD acceptable standard of $7500.
Rather than satisfying his financial obligations, PFC Manning “skipped out” on the lease
by abandoning his apartment without telling the landlord. The manner in which the debt
was accrued raise questions about PFC Manning’s reliability and trustworthiness that
should have been considered during the adjudication process. (SF 86, 4 Oct 07 (Encl
N-3)).

(4) (U//=OUJ0O) Military Incidents. By the time his security clearance was
awarded on 6 October 2008, PFC Manning had at least three notable incidents: alleged
assault of another Soldier in November 2007; command referral to Behavioral Health in
March 2008; and potential security violations while at AIT between April and September
2008. The first incident occurred during the SSBI investigative stage and the latter two
during the adjudication phase of PFC Manning’s clearance application processing. The
OPM investigators (and the command) were unaware of the first incident. As no
derogatory reports were forwarded to the CCF (JAMS, 28 Dec 10 (Encl N2)), none of
the incidents were considered during the adjudication phase of PFC Manning’s security
clearance process.

e. (U/fFBUO)J Failure to Evaluate Continued Eligibility.

(1) (U/IFG40) Reporting Requirements. Despite PFC Manning's conduct and
behavioral health issues, his supervisors failed to tie or link his actions to his security
clearance. Regulations require that derogatory information within the scope of
AR 380-67, paragraph 2-200, be immediately forwarded to the commander or security
officer. (AR 380-67, paragraph 8-101, 9 Sep 88 (Encl Q23)). Further, commanders are
required to immediately forward credible derogatory information to the CCF. (AR 380-
67, paragraph 8-101(b)(1), 9 Sep 88 (Encl Q23)).
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(2) (U/=BYy Misconduct within the Scope of AR 380-67, Paragraph 2-200. A
review of PFC Manning’s conduct since entering active duty indicate that there were no
less than fourteen discrete events, occurring on different dates and times, prior to his 25
May 2010 apprehension, which individually, or in the aggregate, should have resulted in
a DA Form 5248-R, Report of Unfavorable Information for Security Determination, being

forwarded to CCF:
1. NOV 2007

2. MAR 2008

3. JUN 2008

4. APR 2009

5. APR/MAY 2009

6. APR/MAY 2009

7. AUG 2009

PFC Manning allegedly assaults another Soldier at basic
training (not reported by Soldiers, no action taken),

PFC Manning is command referred to Behavioral Health
for “tantrum fits of rage” (no further action, “not abnormal
for basic training”);

PFC Manning posted videos on YouTube discussing his
access to classified information and left computer
terminal unsecured. (Possible UCMJ action, counseling
and corrective training; no records available, no
DEROG),

PFC Manning counseled for failure to repair resulting in
an emotional outburst and a self-referral to Behavioral
Health (command not informed by supervisor, no UCMJ
or DEROG report);

PFC Manning makes statement that he has “no loyalty”
to the United States and that the patch (i.e., American
Flag) on his shoulder “meant nothing to him” (command
not informed by supervisor, no UCMJ or DEROG report);

PFC Manning states to another Soldier that he had
erased his internet blogs before he joined the Army or he
wniild not have received a security clearance (MSG

| informed; command not informed, no UCMJ or
oG report);

Negative counseling at JRTC for FTR followed by
emotional outburst where PFC Manning shoves chair
(command not informed by supervisor, no UCMJ or
DEROG report),
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from SPC to PFC and forfeiture of $446 pay for one
month, separation initiated (behavioral heailth evaluation
conducted), DEROG filed).

f. (U/FBUYO) Command Awareness. While MSC was aware of the great
majority of these events, it does not appear that he ir.vcd the command about each
of these incidents or the full nature of PFC Manning’s conduct and behavinra!l haalth
issues. With the exception of the December 2009 outburst related to SPC it
appears the chain of command was uninfarmed of all others. (DA Form 2¢
20 Jan 11 (Encl E23-2); DA Form 2823 | 18 -lan 11 (Fncl E82-1); um 1 viin
2823 | 20 Jan 11 (Encl E56-1); D~ 1 uiin <823 y Jan 11 (Encl E85-1)).
With . cyaius to the December outburst involving SP | the econmmandq did refer
PFC Manning to behavioral health and counsel him (o~ « w1 2823 | 18 Jan 11
(Encl E82-1)), however, no action was taken in regard to his security vicaiance. (JAMS,
28 Dec 10 (Encl N2)). The company commander also failed to condurt anv further
inquiry to determine the exact nature of the situation. (DA Form 2823 I 20 Jan
11 (Encl E23-2)).

g. (U/=oUD Mav 2010 Derogatory Information. Only after PFC Manning
assaulted SPC !Iand received a formal Company Grade Article 15 was a DA
Form 5248-R, . \«ui wr Unfavorable Information for Security Determination, completed.
(DEROG, 9 May 11 (Note —erroneously dated in original as 2011, however, actual date
was 2010 (Encl N5)). Due to administrative issues in theater, the report was not
forwarded to CCF uintil 18 June 2010. (Army G-2 Memorandum, 28 Dec 10 (Encl Q42),
DA Form 2823 | 20 Jan 11 (Encl E56-1)).

h. (U//=GUO) Behavioral Health Issues and Security Clearance.

(1) (U/FOUJ) PFC Manning. PFC Manning’s behavioral health issues
prompted no action related to his security clearance at the 2/10 MTN level until May
2010. Prior to May 2010, PFC Manning’s supervisors and those aware of his behavioral
health issues believed that PFC Manning might be a threat to himself or others, but
never considered him a security threat.

(2) (U/=OYO) Division Process. According to LTC I United
States Division-Central (USD-C) G-2, command referrals to Behavioral Health for
Division-level Soldiers would be reviewed by the G-2 and G-2 SGM for purposes of
determining whether a Soldier's clearance should be suspended. There was no such
process at 2/10 MTN. Depending on the nature of the situation, a suspension of access
may or mav nat have been followed up by a derogatory report to the CCF. (Interview
MFR 24 Jan 11 (Encl E39-1)).
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m&:-_ ");th__P_b‘"‘h‘-. securig!
1. (U/FQUYB) SCI Physical Security and 2/10 MTN SCIF Operations.

a. (U//FeUe) Applicable Regulations. The following section sets out the applicable
regulations in the area of SCI Physical Security.

(1) (V=406 Intelligence Community (IC) Hierarchy. In the area of physical
security for SCIFs, regulatory guidance is provided at the national level. The Director of
National Intelligence (DNI) is the head of the United States Government Intelligence
Community (IC), having replaced the Director of Central Intelligence (DCH), who held
that position until 2005. DNI policies are implemented by the various government
agencies through Cognizant Security Authorities (CSAs). The IC CSA for all agencies
under the DoD, including the Department of the Army, is the Defense Intelligence
Agency (DIA). As the DoD CSA, DIA promulgates the DoD Sensitive Compartmented
Information (SCI) physical security policy set by the DNI.

(2) (U/I=oUJQy Office of the Director of National Intelligence (ODNI) Policies.

(a) (U/=ed) DCID 6/9 (Encl Q25). The Director of Central Intelligence
Directive (DCID) 6/9, Physical Security Standards for SCI Facilities, was the DNI policy
in place at the time of the that PFC Manning is alleged to have disclosed classified
material. DCID 6/9 was published in 2002 under the authority of the DCI. When DNI
replaced the DCI as the head of the IC, the DCID 6/9 was adopted as a DNI policy.
(Army G-2 Memo, 28 Jan 11 (Encl O4)).

(b) (U040} DCID 6/9 Amended 1 December 2005. On 1 December 2005,
ODNI published ICP Memorandum No. 2005-700-1, which superseded Annex D, Part |
of DCID 6/9. Annex D, Part | pertained to electronic equipment in SCIFs. (ICP Memo
2005-700-1, 1 Dec 05 (Encl Q61)).

(c) (V=" DCID 6/9 Rescinded 26 May 2010. On 26 May 2010, Intelligence
Community Directive (ICD) Number 705 rescinded DCID 6/9, but provided that “IC
elements may continue to operate SCIFs accredited as of the effective date of this
Directive in accordance with physical and technical security requirements applicable at
time of the most recent accreditation or re-accreditation.” (ICD No. 705, Sensitive
Compartmented Information Facilities, paragraphs B.2. and _.3., .3 May 10 (Encl
Q57)). Further, paragraph D.2. of ICD No. 705 states new guidance will be published
within 90 days. (ICD No. 705, paragraph D.2, 26 May 10 (Encl Q57)). According to
Department of the Army G-2 personnel, DIA has stated that DCID 6/9 is the standard for
all current SCIFs until the ICD policy has been signed. (Email, Schoch, 2 Feb 11
(029)). ICD No. 705.1 was signed on 17 September 2010; however, it refers to the
Technical Specification for Construction and Management of Sensitive Compartmented
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Information Facilities, which is still in draft form. (ICD Memorandum Number 705.1, 17
Sep 10 (Encl Q58); Technical Specification for Construction and Management of
Sensitive Comn=rtmented Information Facilities, v. 10, January XX, 2011 (draft) (Encl
Q60); (Email l 7 Feb 11 (Encl 034)).

(3) (U/SUB) DoD 5105.21-M-1 (Encl Q24). DIA’s guidance for SCIFs is
provided in DoD 5105.21-M-1, often referred to as simply the “M-1” by those in the IC.
In a deployed theater, the Combatant Command’s Special Security Officer (5SO) also
has security cognizance. (DoD 5105.21-M-1, Chapter 1, paragraph D.3, Aug 98 (Encl
Q24)). The M-1 predates the DCID 6/9 by four years.

(4) (U/I=oJ8) Army Regulations. AR 380-28, Department of the Army Special
Security System is classified CONFIDENTIAL and implements DoD 5105.21-M-1 (Encl
Q24)). AR 380-28 requires the establishment of an Entry and Exit Inspection Program
to deter removal of classified materials from a SCIF without authorization. AR 380-5,
Department of the Army Information Security Program (Encl Q11) was published on 29
September 2000 and provides specific guidance for the SCIF Entry Exit Inspection
Program and Two Person Integrity for TOP SECRET Information. (AR 380-5,
paragraph 6-36, 29 Sep 00 (Encl Q11)). AR 380-5 predates DCID 6/9 by 2 years. An
ODCSINT (now Army G-2) Memorandum dated 4 June 2001, states that any conflict
between AR 380-28 and the M-1 would be resolved in favor of the policies and
standards set out in the M-1. (ODCSINT Memo Re: DOD 5105.21-M-1, 4 Jun 01 (Encl
Q43)).

b. (U/FOUO) Regulatory Requirements.

(1) (U/H=e4Y9) SCI Physical Security Personnel. DoD and Army Regulations set
out the roles and responsibilities of SCI physical security personnel. These include:
Senior Intelligence Officer (SIO); Special Security Officer (SSO); and the Special
Security Representative (SSR). Figure 5 below captures pictorially the SCI physical
security layout during 2/10 MTN'’s deployment.
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(5) (U//FOUQ) T-SCIF® Approval Authority. T-SCIF approval authority was
delegated to U.S. Central Command (CENTCOM) for T-SCIFs deploying in support of
Operations ENDURING FREEDOM, IRAQI FREEDOM, and NEW DAWN. (DA G-2
Memorandum, Subject: T-SCIF Guidance for Army Units Deploying in support of
Operation Enduring and IRAQI Freedom (OEF/OIF), 27 Feb 06 (Encl Q53)).

(6) (U/=oJQ) CENTCOM. CENTCOM published guidance on SCI physical
security that was consistent with the M-1. It complied with DCID 6/9 with the exception
that it did not require procedures to be established for SCIF entry/exit inspections.
(CCR 380-12, 4 Aug 10 (Encl Q44)).

(7) (U/=0U) USF-I. USF-I published a USF-I J2 SSO Operating Procedures
which focused solely on personnel security (USF-1 SSO SOP, undated (Encl Q63)).
USF-I did not have any SSO/SSR training program in place because units are required
to ensure SSOs/SSRs have attended appropriate training prior to arrival in theater
(USF-I J2 Memorandum, 21 Jan 11 (Encl Q46)). While USF-I did not mandate formal
SSO/SSR training, training and reference materials were available via the USF-I
command security website. (USF-l J2 Memorandum, 21 Jan 11 (Encl Q46)).

(8) (U//=0U6 Policy on Rewriteable Media in a SCIF. Annex D of DCID 6/9, as
amended on 1 December 2005 by ICP No. 2005-700-1, sets out the policy on Personal
Electronic Devices (PED). The amended Annex D also provides guidance regarding
the need to establish mitigation policies for high and medium vuinerability electronic
devices. (ICP No. 2005-700-1, 1 Dec 05 (Encl Q61). On 25 August 2006, DIA
published the DIA SCIF PED Policy, with an effective date of 1 November 2006. The
DIA SCIF PED Policy lists “hardware/software associated with PEDs and removable
magnetic/optical media, storage devices, thumb drives, etc” as high-vulnerability PEDS
and states that only government owned devices are allowed in SCIFs. (DIA SCIF PED
Policy, 25 Aug 06 (Encl Q18)). Annex D was updated in 2005. Further, the Security
Safeguard section states “. . . electronic media such as floppy disks, CDs etc . . . Must
be closely controlled by the SSO.” (DIA SCIF PED Policy, 25 Aug 06 (Encl Q18)).

(9) (U//FOY0) Entry/Exit Inspection Programs. DCID 6/9 states that the CSA
“st *| prescribe procedures ~ - inspecting n their property, and vehic -the
entry or exit points of SCIFs, or at other designated points of entry to the building,
facility, or compound. The purpose of the inspection is to deter the unauthorized
removal or classified material, and deter the introduction of prohibited items or
contraband. This shall include determination of whether inspections are randomly

6 (U) The 2/10 MTN Sensitive Compartmented Information Facility was a Tactical SCIF which is properly
referred to as a T-SCIF. For purposes of this investigation, the relevant polices are the same for both T-
SCIFs and SCIFs, except for the approval process. Because the overwhelming majority of references to
the 2/10 MTN Facility is as a SCIF, this report references the 2/10 MTN facility as a SCIF.
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(Encl R1)). PFC Manning referred to the circumstances in the SCIF as “a perfect
storm.” (USF-l AR 15-6 (Encl R1)).

2. (U//=0YJB) Comprehensive Security Resiliency Concept. During this investigation,
the investigative team was briefe on the Army G-2's “Comprehensive Security
Resiliency” concept. As explained to the team, the Army G-2's current "Comprehensive
Security Resiliency" concept aligns the DA Personnel Security, Counterintelligence, and
Security Education Training and Awareness Program in a comprehensive program that
will address program shortfalls and ensure a Security Resiliency Posture in the U.S.
Army. “Comprehensive Security Resiliency” is relevant to this investigation and the
shortfalls it identifies. Key elements of "comprehensive security resiliency” include:
leveraging the personnel security program authorities, which establish a model for
Soldier standards and accountability; security education, training, and awareness
programs; leveraging automation and technology to implement a continuous evaluation,
monitoring, identification and reporting of security and counterintelligence concerns; and
use or implementation of a security risk rating tool to aid commanders and others in
security decisions. (Army G-2 MFR, 28 Jan 11 (Encl O4)).
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(2) (U/2Y0O) Harm to Self. The provider believes there is a serious risk of self-
harm by the member.

(3) (U//=0YB) Harm to Others. The provider believes there is a serious risk of
harm to others. This includes any disclosures concerning child abuse or domestic
violence consistent with DoDI 6400.06 (Encl Q40).

(4) (U//=0UYO) Harm to Mission. The provider believes there is a serious risk of
harm to a specific military operational mission. Such risks may include disorders that
significantly impact impulsivity, insight and judgment.

(5) (U//=OUJB) Special Personnel. The member is in the Personnel Reliability
Program (DoDI 5210.42 (Encl Q41)) or is in a position that has been pre-identified by
Service regulation or the command as having mission responsibilities of such potential
sensitivity or urgency that normal notification standards would significantly risk mission
accomplishment.

(6) (U//=EYL) Inpatient Care. The member is admitted or discharged from any
inpatient behavioral health or substance abuse treatment facility.

(7) (U//FOUYO) Acute Medical Conditions Interfering With Duty. The member is
experiencing an acute behavioral health condition or acute medical regimen that impairs
the member’s ability to perform his or her duties.

(8) (U/=OUJO) Substance Abuse Treatment Program. The member has entered
into a formal outpatient or inpatient treatment program consistent with DoDI 1010.6 for
the treatment of substance abuse or dependence. Those who seek alcohol-use
education, who have not had an alcohol referral incident (such as arrest for driving
under the influence) do not require command notification unless they aiso choose to be
formally evaluated and are diagnosed with a substance abuse or dependence disorder.

(9) (U//FeUYS) Command-Directed Behavioral Health Evaluation. In the case of
a command-directed behavioral health evaluation, a commander can request that the
behavioral health care provider address specific concerns about and observations of a
Soldier by describing those concerns and observations as part of the process that
occurs before the provider sees the Soldier (MEDCOM Reg 40-38, Commander-
Directed Behavioral Health Evaluations, 1 Jun 99 (Encl Q35)). After evaluating the
Soldier, a behavioral health care provider gives the chain of command the Soldier’s
prognosis, diagnosis and the provider's recommendations for the Soldier, recording
these elements of information on DA Form 2822 (AR 40-66, paragraph a(3)(c), 4 Jan
10 (Encl Q 64)). However, recall that CP evaluated PFC Manning using
“MEDCOM Form 4038.” (DA Form 2823. 18 Jan 11 (Encl E17-2). Although
“MEDCOM Form 4038 provides a detaileu cvaiuauon of the Soldier, MEDCOM never
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formally approved this form for official nea throughout the Behavioral Health community
(MEDCOM Email from Ms F 21 Jan 11 (Encl O43)). Unlike the
“MEDCOM Form 4038,” the orm contains no reference whatsoever to the
suitability of the Soldier for continued access to classified information. Because
“MEDCOM Form 4038” remains an informally generated, unapproved form and it has
never been generated in a fillable format, behavioral health care providers can delete
blocks and the accompanying information at their discretion. Note that | did not attempt
to determine the extent to which the “MEDCOM 4038” is currently being used in the

field—clearly it was used by the behavioral health care providers who treated PFC
Manning, however.

(10) (U/=Q4Y0O) In the case of a command-directed Behavioral Health
evaluation, the chain of command must ask the provider specifically to opine on the
security clearance of the Soldier in question; otherwise, the behavioral health care
provider is not obligated to advise the chain of command on that issue. Some examples
of questions commands may pose include:

(a) (U/=e40) Does the Soldier have a behavioral health condition that is
contributing to current difficulty?

(b) (U/=BUO) What is the potential for the Soldier to return to full functioning
given successful treatment?

(c) (U//FOUJ0) Is the Soldier suitable for carrying a weapon at the current time?

(d) (U/=240) Is it appropriate for the Soldier to have access to classified
information?

(e) (U/=BUO) Is the Soldier qualified for deployment?

2. (U//FOUO) Behavioral Health Issues and Security Clearances. A review of the
references cited in DTM 09-006, as well as other regulations, policies and information
papers related to behavioral health evaluations and treatment reveals that only one
source addresses access to classified information, DoDD 5210.42. (DoDD 5210.42,
June 2006 Incorporating Change 1, (10 Nov 09), Nuclear Weapons Personnel
Reliability Program (PRP), paragraph. 3.7. (Encl Q41)). That said, this Directive’s
discussic __ of classified info.__ation occurs in the context of requiring a clearance to
perform nuclear weapons duties, and fails to otherwise address the relationship
between the findings of a behavioral health evaluation and the award of, or continued
access to, a clearance. (DoDD 5210.42, paragraph 3.7. (Encl Q41)).

a. (U//=0U0o) Review of Regulations and Policy. The statutes, Code of Federal
Regulations (CFR), Directives, Instructions, Regulations and policies applicable to
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determining the nature and quantity of information that may be disclosed to the chain of
command by a behavioral health care provider at the conclusion of a Soldier's
behavioral health evaluation are consistent in one respect — they are silent on the issue
of a Soldier’s access to classified information after undergoing a behavioral health
evaluation, whether self- referred or command-directed. Beyond a limited discussion of
classified material in DoDD 5210.42, none of the references reviewed by this
investigative team and cited in the footnote below, establish a requirement for a
behavioral health care provider to assess, or, in the alternative to recommend that the
chain of command assess, whether the Soldier undergoing evaluation should be
permitted to access classified information.®

b. (U//FOUYO) Serious Risk.

(1) (U//=BY0B) With regar to self-referrals for behavioral health evaluation, the
provisions of DTM 09-006 (Q-39), Attachment 2, focus on whether the Soldier is a
serious risk to self, others or the mission, with the degree of mission risk being a
discretionary call on the part of the provider. Also of note is that the risk posed by the
Soldier to self, others or the mission must be “serious” to warrant reporting to the
Soldier's chain of command. Thus, only when the behavioral health care provider
deems the risk posed by the Soldier to be “serious” will the command be informed and
afforded the option under AR 380-5 to suspend the Soldier's access to classified
information and to determine whether a derogatory report should be forwarded to CCF
for a determination of whether the Soldier remains suitable for access to classified
information.

(2) (U/=0YO) Behavioral lealth Care Provider Report to Command. When a
provider believes the Soldier presents a “serious” risk, the provider reports that finding
to the command. The command, not the provider, has the authority to take action to

8 (U) These references include Title 10, United States Code, § 1034 (Protected communications;
prohibition of retaliatory personnel actions); Public Law 102-484 (HR 5006), National Defense
Authorization for Fiscal Year 1993, October 23, 1992; DoD 6025.18-R, DoD Health Information Privacy
Regulation, January 2003; DoDI 1010.6, Rehabilitation and Referral Services for Alcohol and Drug
Abusers, March 13, 1985; DoDI 6025.18, Privacy of Individually Identifiable Health Information in DoD
Health Care Programs, December 2, 2009; DoDI 6400.06, Domestic Abuse Involving DoD Military and
Certain Affiliated Personnel August 21, 2007; DoDI 6490.1, Mental Health Evaluations of Members of the
Armed Forces, 1 Oct 1997; DoDI 6490.4, Requirements for Mental Health Evaluations of Members of the
Armmed Forces, 28 Aug 1997; Directive-Type Memorandum (DTM) 09-006, Revising Command
Notification Requirements to Dispel Stigma in Providing Mental Health Care to Military Personnel, July 2,
2009; AR 40-66, Medical Record Administration and Health Care Documentation, 17 June 2008;
MEDCOM Regulation No. 40-38, Command Directed Mental Health Evaluations, September 2001,
OTSG/MEDCOM Policy Memorandum 10-042, Release of Protected Health Information (PHI) to Unit
Command Officials, 30 June 2010; and MEDCOM CJA information Paper, HIPAA and Commander’s
Access to Soldier's Protected Health Information, 15 September 2010.
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b. (U/=0UG) “MEDCOM Form 4038” (Encl Q26). As stated above, the DA Form
3822, Report of Mental Status Evaluation, is the official DA Form approved for use by
behavioral health care providers. “MEDCOM Form 4038" was developed a few years
ago at Trinler Armv Madjcal Center, Hawaii and was used locally. (MEDCOM Email
from Ms , 21 Jan 11 (Encl O43)). Of the above listed behavioral
health-related events, only three were documented in a completed “MEDCOM Form
4038." Of the three “MEDCOM Forms 4038,” only th~ Iast in time, completed on 28
May 2010, following PFC Manning’s assauit on SPC ' noted that PFC
Manning lacked suitability for continued access to classified information and that he
should not have a clearance.
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and protection against unauthorized access. (FM 6-02.71, paragraph 3-53, 14 Jul 09
(Encl Q6)). The responsibilities for a G-6/S-6 do not appear in AR 25-1 or AR 25-2.

(1) (U//FOUQ) The 1CD G-6 was LT v MFR,
|, 24 Jan 11 (Encl E34-1)). The 1AD I (UsF
s wuu-5, Enclosure 13 (Encl R1)).

(2) (U/FQUB) The 2/10 MTN S-6 was MA. (USD-C 380-5,
Enclosure L (Encl R2)).

e. (U/=0U) Information Assurance Manager (IAM). Both CENTCOM and the
Army require IAMs to be appointed on orders. The IAM is responsible to execute an
organization’s |A security program on behalf of the DAA. Organizationally, the IAM
.reports directly to the DAA in executing his IA duties. The IAM must be a U.S. citizen,
an employee of the U.S. Government, hold a U.S. Government security clearance, and
possess access approvals commensurate with the level of information processed by the
system under his or her jurisdiction. |AM training and certification requirements vary
with the size and scope of the network and systems under their purview. (CCR 25-206,
paragraph 7-5.c., undated (Encl Q2); AR 25-2, chapter 3, paragraph 3-2.d., 24 Oct 07
(Encl Q3)). The IAM is responsible for developing and enforcing a formal IA security
and training program. (CCR 25-206, paragraph 7-5.c., undated (Encl Q2); AR 25-2,
paragraph 3-2.d., 24 Oct 07 (Encl Q3)). For Army units, the IAM is required to conduct
security inspections, assessments, tests, and reviews, including subordinate units (CCR
25-206, paragraph 7-5.c., undated (Encl Q2); AR 25-2, paragraph 3-2.d., 24 Oct 07
(Encl Q3)). For Army units, the IAM is required to identify data ownership (including
accountability, access, and special handling requirements) for each IS or network within
their authority (CCR 25-206, paragraph 7-5.c., undated (Encl Q2); AR 25-2, paragraph
3-2.d., 24 Oct 07 (Encl Q3)). For Army units, the IAM is also required to verify that all
the computers under their oversight are properly certified and accredited in accordance
with DoD Information Assurance Certification and Accreditation Process (DIACAP) and
USF-| configuration management policies and practices. (CCR 25-206, paragraph 7-
5.c., undated (Encl Q2); AR 25-2, aragraph 3-2.d., 24 Oct 07 (Encl Q3)).

(1) (U/=eJ9) CENTCOM allows the DAA or the commander to appoint an IAM.
Army regulation allows only commanders to appoint IAMs for their designated networks.
(CCR 25-206, chapter 7, paragraph 7-5c, undated (Encl Q2); AR 25-2, paragraph 3-2d,
24 QOct 07 (Encl Q3)). The Army’s IAM training standards refer back to the standards in
DoD 8570.01-M. (DoD 8570.01-! chapter 4, 19 Dec 05 (Encl Q7)); AR 25-2, chapter
4, paragraph 4-3.a.(3), 24 Oct 07 (Encl Q3)).

(2) (U/FBUYES) CENTCOM had two IAMs. The CENTCOM IAM with specific

responsibilities for the CENTCOM headquarters (CCHQ) at MacDill AFB, FL, and the
CENTCOM Forward Headquarters (CFH) at Al Udeid Air Base, Qatar, at the time of
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Army IASO duty position is equivalent to the DoD information assurance officer (IAQ)
duty position. (AR 25-2, chapter paragraph 3-2.f., 24 Oct 07 (Encl Q3)).

(1) (U/I=SYO) Nothing in CENTCOM Regulation 25-206 mandates appointment
of an IAO, although the regulation refers to IAOs in places. USF-I Directive 25-1
mandates appointment of IASOs as required. (CCR 25-206, paragraphs 7-10 and 7-13,
undated (Encl Q2)); USF-I Directive 25-1, paragraph 6.4.5, undated (Encl Q5)).

(2) (UIBY) USD-C. Mr. was designated a< tha USD-C 1ASO,
and performed duties at the directivii ui wic 1~wvl. (DA Form 2823, I 24 Jan 11
(Encl E91-1)). The IASO implements the command’s |A program «v ocuure network
infrastructure in compliance with IAM guidance, including identification of vulnerabilities,
reporting security violations and incidents, network monitoring, and analysis of audit
data. (AR 25-2, chapter 3, paragraph 3-2.f., 24 Oct 07 (Encl Q3)).

(3) (U/=0UY6) 2/10 MTN. 2/10 MTN had two IASOs. CW: . a MOS
250N Network Management Technician, was appointed an IASO Levausc e Neld the
required CompTIA Security+ credential. (DoD 8570.01-M, Table AP3, 19 Ner 05 (Encl
Q7)). However, he did Juties as an IASO. (Interview MFR 23 Jan
11 (Encl E25-1)). CWz¢ was on orders as an IASO and performed IASO
duties, but had no formg, uauny, wiher than completion of the on-line SkillPort training.
(Interview MFR , 23 Jan 11 (Encl E48-1)).

h. (U//e40) System Administrator (SA).

(1) (U/=0Jy Each SA is appointed on orders by the commander and must be
trained, experienced, |A certified, and currently certified on the IS they are required to
maintain. The SA should be a U.S. citizen and must hold a U.S. Government security
clearance and access approval commensurate with his or her level of responsibility.
Training requirements for SAs are found in AR 25-2, paragraph 3-3a. (AR 25-2, 24 Oct
07 (Encl Q3); DoD 8570.01-M, Table AP3, Dec 05 (Encl Q7)).

(2) (U//FOUO3 There were two SAs appointed at 2/10 MTN, both of whom
performed administrative tasks including, but not limited to IA scanning and vulnerability
assessmante and maintaining or suspending user acrnints at the direction of the IAM.

SG1 , IANCOIC, served as a SA. SG' nerability scans and
repoiwcu = —=ulte waakly to USD-C. (DA Form 2 21 Jan 11 (Ennl F13-
6)). SG1 ] was another SA with the caiiic icopui-<ihilitias a5 SG .
(DA Forn , 18 Jan 11 (Encl ES-1); DA Form 2823 . 6 Jan 1.

(Encl E16-o,,.

i. (U/EQUYO) Information owner/data owner. Each USF-I Major Subordinate
Command (which included USD-C) has information owner requirements, similar to the
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data owner responsibilities described in AR 25-2. Those requirements include
establishing information classification, sensitivity, and access requirements for DoD
component-specific information. Information owners are also required to ensure that
access to all DoD IS and specific types of information (e.g., intelligence, proprietary)
under their purview is granted only on a requirements basis in accordance with DoDD
8500.1. Finally, information owners are required to ensure that DoD component-owned
or component-controlled IS are assessed for |IA vulnerabilities on a regular basis, and
that appropriate IA solutions to eliminate or otherwise mitigate identified vulnerabilities
are implemented. The USF-I Major Subordinate Commands were required to report IA
issues to USF-I. (MNF-I Directive 25-1, paragraphs 6.3.5., 6.4.10., 6.7.3., and 6.7 4.,
undated (Encl Q5); USF-I Directive 25-1, paragraphs 6.3.5., 6.4.10.,6.7.3., and 6.7 4.,
undated (Encl Q4)).

j- (UIIFeJ6) All users, regardless of echelon, were required to sign an Acceptable
Use Policy and complete the same DoD Information Assurance Training required at
their home stations. (USD-C IA Policy Letter 6-1, paragraph 6a, 13 Jan 10 (Encl Q8)).
All SAs, network/system managers, and IA personnel were required to undertake
training commensurate with DoD 8570.01-M, CCR 25-206, USD-C IA Policy Letter 6-1,
and AR 25-2. (DoD 8570.01-M, 19 Dec 05 (Encl Q7); CCR 25-206, undated (Encl Q2),
MNF-I Directive 25-1, paragraph 6.7., undated (Encl Q5); USF-I Directive 25-1,
paragraph 6.7., undated (Encl Q4), USD-C IA Policy Letter 6-1, paragraph 6a (Encl Q8);
and AR 25-2, paragraph 2-8, 24 Oct 07 (Encl Q3)).

3. (U) Information Assurance Training.

a. (V) Institutional training. Each IA workforce position requires specific training
course:  iome by distance learning and some in resident training courses.

(1) (U//=04e) Designated Accrediting Authority (DAA). The Defense
Information Systems Agency (DISA) hosts a two-hour DAA training package available
via distributed learning. National Defense University also hosts a DAA training course
embedded in the CIO certification course taught at Fort McNair. Either of these courses
fulfills the minimum training requirement for appointment as a DAA. (DoD 8570.01-M,
chapter 5, paragraph. C.5.3., 19 Dec 05 (Encl Q7)).

(2) (U/=0QUO) Information Assurance Manager (IAM). The only Army course of
instruction teaching IAM-type dul ; the FA 53 cour: (Information Systems
Management), a 30-week course administered by the Signal Center of Excellence at
Fort Gordon, Georgia. This course provides instruction geared to attaining the Certified
Information Systems Security Professional (CISSP) certificate, and offers students the
opportunity to test for the CISSP certifirate dijring the course. The course also teaches
some provisions of AR 25-2. (Emai I 19 Jan 11 (Encl O9)).
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(3) (U//=0UYO3 Information Assurance Network Manager (IANM). The Warrant
Officer Basic Course and Warrant Officer Advanced Courses for MOS 250N (Network
Management Technician) qualify graduates in network management skills and offer
some training relevant to IA tasks. However, most instruction focuses on securing Wide
Area Networks rather than on |A tasks related to server management. These courses
do not adequately address the specific requirements outlined in AR 25-2 paragraph 3-
2e (Encl Q3). (Emai l 19 Jan 11 (Encl O9)).

(4) (U//=0H0O) Information Assurance Security Officer (IASO). The Signal
Center of Excellence offers training for the Security+ and CISSP commercial credentials
at Fort Gordon (and, through mobile training teams at several remote training sites
affiliated with Fort Gordon as well). These courses are both stand-alone courses as
well as embedded in most Signal Officer and Warrant Officer training, but are also
offered as stand-alone courses. All of the MOS 25B (Information Systems
Operator/Analyst) Non-Commissioned Officer Education System (NCOES) courses
include Security+ training, as does the MOS 25B AIT. The MOS 25B courses, even in
conjunction with a Security+ or a CISSP certificate, do not teach sufficient skills to
perform IASO responsibilities in accordance with AR 25-2. The only training pipeline
that adequately addresses both the regulatory and knowledge requirements for an IASO
is the MOS 2558 transition course. However, Warrant Officers do not access directly
into MOS 255S. There is no other training that meets all IASO requirements.

(NETCOM IA Training BBP, Tables 1 and 4, 6 Aug 10 (Encl Q10)).

(5) (U//=eY93 System Administrator (SA). The MOS 25B NCOES and AIT
courses at Fort Gordon include SA training focus on the Microsoft Server and Client
operating systems. Limited security training is included in these courses. Fort Gordon
also hosts several stand-alone functional courses focused on the Microsoft model.
MOS 25B training for SA duties is adequate for entry-level soldiers completing AlT.
(NETCOM I|A Training BBP, Tables 1 and 4, 6 Aug 10 (Encl Q10)).

b. (U) Individual (Unit) Training.

(1) (U//=0Y8) There is no Army-mandated IA individual training for units
deploying to combat theaters. (F - RSCOM G-6 Training Guidance, 17 Aug 09 (Encl
Q29)). There is no unit-level individual certification or sustainment training for DAAS,
IAM, or IANMs. Those individuals holding commercial certifications required by DoD or
Army Regulations are responsible for renewing them as required. (DoD 8570.01-M,
paragraph C2.3.7. (Encl Q10); M TCOM IA Training BBP, paragraph 16b, 6 Aug 10
(Encl Q10)).

(2) (U/F=BY For IASO and SA positions, the Army ClO/G-6 leases instruction

for the Service as a whole throu¢ a computer-based instructional website. This site,
called SkillPort, offers initial and sustainment training for individuals in IASO and SA
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positions, particularly with respect to specific manufacturers’ (e.g., Microsoft, Cisco)
hardware and software. SkillPort instruction meets the regulatory requirements for
individual sustainment training for IASO and SA positions. (NETCOM IA Training BBP,
paragraph 16b, 6 Aug 10 (Encl Q10)).

(3) (U/=240Q) Collective Training. There is no Army-mandated |IA collective
training for units deploying to combat theaters. (FORSCOM G-6 Training Guidance,
paragraphs 2.A through 2.L.13, 17 Aug 09 (Encl Q29)).

4. (U) Information Assurance (1A) Implementation.

a. (U//=o49) CENTCOM has overall responsibility for its theater information grid,
which includes the certification, accreditation and approval of any changes to the Tier 1
(theater) network of the Global Information Grid (GIG). All network traffic coming out of
the CENTCOM AOR goes through CENTCOM to the Tier O (global) network controlled
by U.S. Strategic Command. CENTCOM mandates that units operating in the
USCENTCOM AOR follow their Service’s (Army, Navy, Air Force, Marine Corps) IA
policies governing network operations and maintenance of command, control,
communications, and computers (C4) assets. As a result, Army units deploying into
theater were required to implement IA policies and procedures as set forth in AR 25-2.
(CCR 25-206, paragraph 7-2, undated (Encl Q2)).

b. (U/OUO) USF-| operates and maintains the Tier 1 (theater) network within the
IJOA. USF-I also has responsibility for the portion of the Tier 2 (Iraq) network, or
internal communications infrastructure for the IJOA, which provides access to the Tier 1
(theater) network and the Defense Information Systems Network (DISN). The USDs
and other forces in the IJOA seeking access to the rest of the AOR or outside the AOR
(to include the DISN) go through the Tier 2 (Iraq) network for access to the Tier 1
(theater) network. (CCR 25-206, paragraph 2-1d, undated (Enc! Q2)).

c. (U/=eY6) The division-level networks were independent networking
environmente ninder the certification and accreditation authority of the USF-1 DAA. (DA
Form 2823 l 24 Jan 11 (Encl E91-1)).

(1) (U/=BY0) When 1CD deployed into theater in December 2008, MND-B
(under its predecessor, 4th Infantry Division) renewed its Authorization to Operate
(ATO) unc the D¢, artment of Defense Infi ion Technology wurity Certification
and Accreditation Process (DITSCAP). The ATO was approved prior to transfer of
authority to 1CD and the MND-B domain was integrated into the USF-| enclave, as nart
of a larger consolidation of networks within the CENTCOM AOR. (Interview MFR
24 Jan 11(Encl E21-1)).
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(2) (U/FY8) The 1st Armored Division (1AD) assumed responsibility for the
MND-B domain on its TOA with 1CD in January 2010. Brigadier General (BG) Jeffrey
G. Smith who commanded 5th Signal Command and served as the DAA for all Army
units in Europe, approved the DIACAP package for the 1AD tactical network prior to
deployment.'® Rear Admiral (Lower Half) Simpson, the USF-| DAA, reviewed the
signed DIACAP approval and supplemented it with his swn NAA memorandum
approving the 1AN NIACAP for use at USD-C. (Ema , 20 Jan 11, attached to
Interview MFR ,23Jan 1 (E86-1)). USF-I hau icopunsibility for tactical
extensions fror.. «.« JSF-I Tier 2 (Iraq) enclave. (CCR 25-206, paragraph 2-1d.,
undated (Encl Q2)).

(3) (U/SU6y)~ e Host-Based Security System (HBSS), a program that
monitors, detects, and counters against known cyber-threats, was fielded to the
1AD/USD-C division headquarters and most of its subordinate brigades in July-August
2010, after PFC Manning’s apprehension. 2/10 MTN did nnt receive HBSS as it was
pendinn redeployment out of theater. (Interview MFR | 23 Jan 11 (Encl E36-1);
(Emai , 20 Jan 11, attached to Interview MFR 23 Jan 11 (E86-1)).

d. (U//BH) 2/10 MTN deployed to the IJOA in October 2009 and was placed
under the operational control of MND-B. They operated their tactical network in theater
as an extension to the USF-I Tier 2 network infrastructure. The MND-B information
assurance staff eaverrised oversi¢ t of the brigade networks subordinate to MND-B.
(Interview MFR , 24 Jan 11 (Encl E21-1)).

(1) (U//=eU63 Prior to deployment, 2/10 MTN operated its tactical network
during two mission rehearsal exercises at the Joint Readiness Training Center (JRTC)
at Fort Polk, Louisiana and for several weeks at Fort Drum. During 2/10 MTN’s 2009
JRTC rotations, they wera nnt nravided training scenarios specifically relating to IA.

According to the COL , the FORSCOM G-6, JRTC focuses on
“individual tasks” and “[n]Jot miich enllective IA training tasks.” (Email, FORSCOM G-6,
27 Jan 11 (Encl O15)). COL | added that the training was “kinda embedded in

some of the IOM (install, op¢&iawe, ae Maintain) tasks.” (Email, FORSCOM G-6, 27 Jan
11 (Encl O15)).

(2) (U//FSYS) 2/10 MTN :ployed to the IJOA in October 2009. The brigade
under the direct command an control of MND-B with MNF-I and CENTCOM acting

1% (U) In 2007, DIACAP replaced the DITSCAP process as the established method for the certification
and accreditation of IS and  work in DoD.
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as the next two higher headquarters.” 2/10 MTN inherited the network structure from
3/82 ABN, the outgoing unit. (Interview MFR , 23 Jan 11 (Encl E34-1)).

(3) (U/IFGUYOy 2/10 MTN operated without the certification and accreditation of
its network in theater, in violation of CCR 25-206, MNF-I Directive 25-1 and USF-|
Directive 25-1. The brinade tactical network was under the authority of the DAA for the
IJOA. (DA Form 2823 I 24 Jan 11 (Encl E91-1)). 2/10 MTN did not prepare the
DIACAP package requ.<u i certification and accreditation of its network, and did not
have an authorizatinn tn nperate (ATO) or interim authorizatinn tn nperate (IATO).
(Interview MFR 23 Jan 11 (Encl E13-7)). CP the Brigade 1AM,
was unaware ot uic puna@S governing submiseinn nf a D, o~ package and had no
experience in preparing one. (DA Form 2823 l 6 Jan 11 (Encl E13-5)).

(4) (U//=GYO) Brigades in the IJOA commonly connected to the Tier 2 (Iraq)
grid and operated their tactical extensions on the network withnuit formal certification
and accreditation by the MNFE_I/IISF-1 DAA, (DA Form 2823 24 Jan 11 (E91-
1)). According to LTC , the current USD-I 1A, w.~o Jhief, brigades were
allowed to connect to the grid without having submitted the required DIACAP package
due to operational mission necessity. The brigades did not submit proof of assurance,
and did not respond to requests to s1inniv such documentation once they were
established on the network. (Email | 9 Feb 11 (Encl O45)).

(5) (U4 2/10 MTN never received a formal IA certification and
accreditation inspection during its tour, contrary to the guidance in MNF-| Directive 25-1,
paragraph 6.4.8. and USF-| Directive 25-1, paragraph 6.4.8. (MNF-I Directive 25-1,
undated (Encl Q4); USF-I Directive 25-1, undated (Encl Q5)). 1CD, as MND-B, was
preparing for relief in place with 1AD when 2/10 MTN deployed to the 1JOA.
Accordingly, 1CD did not conduct IA inspections of 2/10 MTN. MND-B did conduct a
staff assistance visit to ensure that the brigade had the right tools and proces<e< in
place, but the visit was short of a formal DIACAP inspection. (Interview MFR
31 Jan 11 (Encl E34-2)). 1AD, as USD-C, planned an inspection of 2/10 MTI\ uuiniy
Easter weekend, 2010, but when the flight slated to transport the inspection team was
cancelled, the inspection too fell by the wayside and was never rescheduled. USD-C
became focused on an upcoming Department of the Army Inspector General (DAIG) IA
inspection and did not condiirt an inspection of 2/10 MTN prior to the brigade denarting
the IJOA. (Interview MFF , 23 Jan 11 (Encl E36-1); Interview MFR I 23
Jan 11 (Encl E86-1)). Newuc: wuw -l Directive 25-1 nor USF-I Directive 25-% .1.aiuated

" (U) 1st Cavalry Division (1CD) was the unit serving as Muliti-National Division-Baghdad (MND-B) from
January 2009 to January 2010. United States Division-Center (USD-C) was established from the former
MND-B and Multi-National Forces-West (MNF-W). In January 2010, 1st Amored Division (1AD) relieved
1CD in place as USD-C and inherited MND-B policies and procedures. References to MND-B are to
1CD, while references to USD-C are to 1AD. USF-I succeeded MNF-| at the end of Operation IRAQI
FREEDOM.
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b. (U//=OUYO) Higher Headquarters Deficiencies.

(1) (U/-OJ03 A= eurressive Division G-6s for 2/10 MTN, both LTC ]
and subsequently LT( , had overall responsibility for the tactical netwuin. €Y
were responsible for €..ouiniy that all subordinate units, to include 2/10 MTN, certified
and accredited their networks prior to operating on the theater network. They were aiso
responsible tn enaiire that their enshardinate IAMs conducted full IA inspections of 2/10
MTN. LTC \ and LTC failed to exercise proper supervisory responsibility
to ensure tiiaw uic /10 MTN wicuwvuin Was certified and accredited in accordance with
applicable regulations and to ensure that 2/10 MTN was properly inspected.

(2) (UI=0403 As the Division IAMs for 2/10 MTN, both MAL ! and MAJ

| were directly responsible for verifying that all subordinate u....., to include 2/10
wi i, vertified and accredited their networks prior to operating on the theater network.
They were also responsible for conducting full IA inspections of 2/10 MTN. They failed
to exercise their responsibility to ensure that the 2/10 MTN network was certified and
accredited in accordance with applicable regulations and that 2/10 MTN was properly
inspected.

(3) (U/=0YO) Institutional Deficiencies. Army regulations and doctrine do not
adequately address knowledge management and IA requirements for tactical units. The
responsibilities of a tactical unit (corps, division, brigade, battalion) G-6/S-6, as
enumerated in FM 6-02.71, paragraphs 3-53 and 3-54, 14 Jul 09 (Encl Q6) are
authoritative but not prescriptive, leading to confusion over the actual responsibilities
associated with these positions. The guidance in AR 25-1 and AR 25-2 is prescriptive
but is oriented primarily at the Institutional Army.

c. (U//=BUQ) Training Deficiencies.

(1) (U/=SUY6, Institutional training in 2/10 MTN was inadequate. A recurring
trend in |A personnel in 2/10 MTN was a lack of formalized training for their positions.
Figure 8 illustrates in graphic form the many deficiencies in the scope and breadth of
institutional training provided to |A personnel.
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Section IVC: Findings and Recommendations Pertaining to SCl Physical Security

1. (U//FOYS) Findings.
a. (U/=0J0) Regulatory Issues.

(1) (U/l=e-d6y DoD and Army regulations are outdated. DoD 5105.21-M-1 (Encl
Q24) predates DCID 6/9 (Encl Q25) by 4 years. AR 380-5 (Encl Q11) predates DCID
6/9 by 2 years. Both the DoD and Army regulations fail to implement DCID 6/9 policy
regarding entry/exit inspections, even in the face of DCID 6/9 instructions to Cognizant
Security Authorities (DIA for DoD) to establish such policy and procedures. Although
DCID 6/9 has been rescinded and will shortly be replaced by Office of Director of
National Intelligence, Technical Specifications for Construction and Management of
SCIFs, the new ODNI policy contains a similar requirement to incorporate “personnel
and package inspection procedures” in SCIF SOPs. (ODNI Draft Tech Spec, paragraph
D.7, xx Jan 11 (Encl Q60)).

(2) (U/I=2Y) Army regulations fail to address the impact of modularity and the
proliferation of SCIFs at the BCT-level and below. The physical security regulations
were written prior to Army modularity and do not account for the number and
sophistication of intelligence assets and capabilities located in a BCT. Further, the
regulatory oversight provisions that set out duties and responsibilities of security
personnel are focused on the senior intelligence officials (SIO) for each unit. By
regulation, the SIO should be an O-5 or O-6, which would generally preclude a BCT S-2
(usually an O-4) from being an SIO and executing the corresponding responsibilities.
This sets up a situation in which a BCT SSR would report to the DIV SSO, who reports
to the DIV SIO; the BCT S-2, who is generally the BCT SSR'’s supervisor, is nowhere to
be found in the SCIF physical security chain of responsibility. The regulations also do
not account for BCTs deploying separately from their organic division headquarters, and
the corresponding challenges that presents to a Division G-2 charged with providing
requisite oversight to his functional counterpart in the BCT.

b. (U//FEUJO5 Unit Issues.

(1) (U/QUY8) This investigation did not uncover any evidence that PFC
Manning accessed, downloaded or made an unauthorized disclosure of TS/SCIl. While
we do not believe that SCI was a part of any unauthorized disclosure, the rules and
policies regarding SCI are relevant because PFC Manning is alleged to have
downloaded other classified information in a SCIF. This prompted an examination of
the physical security measures implemented within the SCIF. Further, although PFC
Manning could have downloaded classified information from any SIPRNet computer
outside the SCIF, the amount of access (measured in terms of time spent on the
SIPRNet computer) that PFC Manning had was directly related to his MOS as an
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(1) (U/=2Y0) DA Form 3822 should be modified to include a discrete block
requiring the behavioral health care provider to provide his or her assessment of
whether the Soldier should have or retain access to classified information. Mandating
such an assessment in each and every case would highlight the importance of
addressing the “insider threat” and the security of classified information.

(2) (U/=eJ0) Providers should assess the potential impact of a Soldier’s
diagnosis or condition on continued access to classified information in ail behavioral
health evaluations, whether self-referred or command-directed. Nothing in MEDCOM
Reg 40-38 or on DA Form 3822 mandates use of that form for self-referrals. Thus,
there is no mechanism requiring a care provider, in the context of a self-referral, to
consider questions that the Army and MEDCOM have deemed critical in eontext of a
Command-Directed Behavioral Health Evaluation. (Interview MFF I 25 Jan
11 (Encl E17-3)).

b. (U//=GYO) A finding of serious risk to self, others or mission should resulit in
command notification in accordance with DTM 09-006, July 2, 2009 (DTM 08-006) (Encl
Q39), a command assessment of the Soldier’s suitability for access to classified
information and an affirmative determination as to whether a derogatory report should
be forwarded to CCF.

c. (U//=BHO) Behavioral Health Regulations Training Deficiency. Our finding is that
the Directive Type Memorandum (DTM) 09-006, Subject: Revising Command
Notification Requirements to Dispel Stigma in Providing Mental Health Care to Military
Personnel is adequate in its identification of the conditions necessary for behavioral
health providers to notify commanders when there is a risk to self, others, or the
mission. The issue is in training both the behavioral health providers and the
commanders. Recommend the Army review the training on and implementation of DTM
09-006 to ensure behavioral health providers and commanders understand the policies
regarding commanders’ access to mental health information. This information can be
critical for commanders in making decisions regarding individuals’ access to classified
information.

d. (U/QYQ) Training.

(1) (U/=e40) Behavioral Health Care Providers. Army and MEDCOM must
develop enhanced training to heighten awareness within the medical community of
indicators of an “insider threat.” For example, behavioral health care providers should
consider the frequency of the visits by a Soldier, whether that Soldier has prior
deployments, what the Soldier does on- and off-duty, whether the Soldier has engaged
in prior acts of violence or substance abuse, the Soldier's MOS and whether the Soldier
has access to classified information.
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the extent to which a particular design and implementation meets a set of specified
security requirements. (CNSSI 4009)

Certification and accreditation
The standard DoD approach for identifying information security requirements, providing
security solutions, and managing the security of DoD information systems. (AR 25-2)

Collateral

(DoD) All national security information classified Confidential, Secret, or Top Secret
under the provisions of an Executive order for which special systems of
compartmentation (such as SCI or SAPs) are not formally required. (DoDI 5200.01)

Computer Network Defense (CND)
(DoD) Actions taken to protect, monitor, analyze, detect and respond to unauthorized

activity within Department of Defense information systems and computer networks. Also
called CND. (JP 1-02)

Computing environment
(USG) Workstation or server (host) and its operating system, peripherals, and
applications. (CNSSI 4009)

Confidentiality

(USG) The property that information is not disclosed to system entities (users,
processes, devices) unless they have been authorized to access the information.
(CNSSI 4009) '

Denial of authorization to operate (DATO)

(USG) DAA determination that an information system cannot operate because of an
inadequate 1A design or failure to implement assigned IA controls. If the system is
already in use, operation of the system is halted. (CNSSI 4009)

Designated approving authority (DAA)

(USG) Official with the authority to formally assume responsibility for operating a system
at an acceptable level of risk. This term is synonymous with authorizing official,
designated accrediting authority, and delegated accrediting authority. (CNSSI 4009)

(Army) A general officer (GO), SES or equivalent official appointed by the Army CIO/G—-
6 with the authority to formally assume responsibility for operating a system at an
acceptable level of risk. This term is synonymous with Designated Authorization
Authority and Delegated Accrediting Authority. (AR 25-2)
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Host Based Security System (HBSS)

The HBSS baseline is a flexible, commercial off-the-shelf (COTS) based application.
The system can detect and counter, in real-time, against known cyber-threats to
Department of Defense (DoD) enterprise. Under the sponsorship of the Enterprise-wide
Information Assurance and Computer Network Defense Solutions Steering Group
(ESSG), the HBSS solution will be attached to each host (server, desktop, and laptop)
in DoD. The system will be managed by local administrators and configured to block
known-bad traffic using an Intrusion Prevention System (IPS) and host firewall. (DISA)

Identity-based access control

(USG) Access control based on the identity of the user (typically relayed as a
characteristic of the process acting on behalf of that user) where access authorizations
to specific objects are assigned based on user identity. (CNSSI 4009)

Information Assurance (lA)

(DoD) Measures that protect and defend information and information systems by
ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.
This includes providing for restoration of information systems by incorporating
protection, detection, and reaction capabilities. (DoDD 8500.01E, 24 OCT 02) (JP 1-02)

(Army) The protection of systems and information in storage, processing, or transit from
unauthorized access or modification; denial of service to unauthorized users; or the
provision of service to authorized users. It also includes those measures necessary to
detect, document, and counter such threats. Measures that protect and defend
information and I1Ss by ensuring their availability, integrity, authentication, confidentiality,
and non-repudiation. This includes providing for restoration of ISs by incorporating
protection, detection, and reaction capabilities. This regulation designates IA as the
security discipline that encompasses COMSEC, INFOSEC, and control of
compromising emanations (TEMPEST). (AR 25-2)

Information Assurance Manager (I1AM)

(USG) Individual responsible for the information assurance of a program, organization,
system, or enclave. Listed under Information Systems Security Manager (ISSM)
(CNSSI 4009)

Information Assurance Officer (IAO)

(DoD) An individual responsible to the |1AM for ensuring that the appropriate operational
IA posture is maintained for a DoD information system or organization. While the term
IAQO is favored within the Department of Defense, it may be used interchangeably with
other |A titles (e.g., Information Systems Security Officer, Information Systems Security
Custodian, Network Security Officer, or Terminal Area Security Officer). (DoDI 8500.02)
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(NIST) Guarding against improper information modification or destruction, and includes
ensuring information non-repudiation and authenticity. (NIST 800-53).

Intelligence Community (IC) and elements of the Intelligence Community.

(USG) Consistent with section 3.5(h) of Executive Order 12333, as amended, the Office
of the Director of National Intelligence; the Central Intelligence Agency; the National
Security Agency; the Defense Intelligence Agency; the National Geospatial Intelligence
Agency; the National Reconnaissance Office; other offices within the Department of
Defense for the collection of specialized national foreign intelligence through
reconnaissance programs; the intelligence and counterintelligence elements of the
Army, the Navy, the Air Force, and the Marine Corps; the intelligence elements of the
Federal Bureau of Investigation; the Office of National Security Intelligence of the Drug
Enforcement Administration; the Office of Intelligence and Counterintelligence of the
Department of Energy; the Bureau of Intelligence and Research of the Department of
State; the Offices of Intelligence and Analysis of the Department of the Treasury and the
Department of Homeland Security; the intelligence and counterintelligence elements of
the Coast Guard; and such other elements of any department or agency as may be
designated by the President, or designated jointly by the Director and the head of the
department or agency concerned, as an element of the Intelligence Community. (DoDI
5200.01)

Interim authority to operate (IATO)

(USG) Temporary authorization granted by the DAA to operate an information system
under the conditions or constraints enumerated in the Accreditation Decision. (CNSSI
4009)

Interim authority to test (certification and accreditation) (IATT)

(USG) Temporary authorization granted by the DAA to test an information system in a
specified operational information environment (usually a live information environment or
with live data) within the timeframe and under the conditions or constraints enumerated
in the Accreditation Decision. (CNSSI 4009)

IT Position Category

(DoD) Applicable to unclassified DoD information systems, a designator that indicates
the level of IT access required to execute the responsibilities of the position based on
the potential for an individual assigned to the position to adversely impact DoD missions
or functions. Position categories include: IT-I (Privileged), IT-Il (Limited Privileged) and
IT-IIl (Non-Privileged), as defined in reference (0). Investigative requirements for each
category vary, depending on role and whether the incumbent is a U.S. military member,
U.S. civilian government employee, U.S. civilian contractor or a foreign national. The
term IT Position is synonymous with the older term Automated Data Processing (ADP)
Position. (DoDD 8500.01E)
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(NIST) Protection against an individual falsely denying having performed a particular
action. Provides the capability to determine whether a given individual took a particular
action such as creating information, sending a message, approving information, and
receiving a message. (NIL ., 800-53)

Personally Identifiable Information (Pll)

(USG) Information which can be used to distinguish or trace an individual's identity,
such as their name, social security number, biometric records, etc. alone, or when
combined with other personal or identifying information which is linked or linkable to a
specific individual, such as date and place of birth, mother's maiden name, etc. (CNSSI
4009)

Plan of Action and Milestones (POA&M)
See IT Security Plan of Action and Milestones (POA&M).

Principle of least privilege

(Army) The principle of least privilege requires that a user be given no more privilege
than necessary to perform a job. Ensuring least privilege requires identifying what the
user’s job is, determining the minimum set of privileges required to perform that job, and
restricting the user to a system or domain with those privileges and nothing more. (AR
25-2)

Privileged access

(Army) Authorized access that provides a capability to alter the properties, behavior, or
control of the information system or network. It includes, but is not limited to, any of the
following types of access:

a. “Super user,” “root,” or equivalent access, such as access to the control
functions of the information system or network, administration of user accounts, and so
forth.

b. Access to change control parameters (for example, routing tables, path
priorities, addresses) of routers, multiplexers, and other key information system or
network equipment or software.

c. Ability and authority to control and change program files, and other users’
access to data.

d. Direct access (also called unmediated access) to functions at the operating-
system level that would permit system controls to be bypassed or changed.\

e. Access and authority for installing, configuring, monitoring, or troubleshooting
the security monitoring functions of information systems or networks (for example,
network or system analyzers; intrusion detection software; firewalls) or in performance
of cyber or network defense operations. (AR 25-2)
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