
Case 1:10-cv-02119-RMC   Document 51-1   Filed 01/24/13   Page 2 of 27

DEPARTMENT OF DEFENSE 
OFFICE OF SECURITY REVIEW 

1155 DEFENSE PENTAGON 
WASHINGTON, DC 20301·1155 

Lieutenant Colonel Anthony Shaffer, USAR (Ret) 
 

Springfield, VA 22152 

January 18, 2013 
Ref: I 0-S-271 011 

Re: Request for Prepublication Review of Operation Dark Hearl Manuscript 

Dear Colonel Shafler: 

On August 3, 2012, you submiUed a request for a formal security review of your 
Operation Dark Heart manuscript pursuant to Department of Defense (DoD) Instruction 
5230.29, Security and Policy Review qf DoD Jn.formationfor Public Release (Jan. 8, 2009). The 
request stated that you intend to have new editions of the book published in Turkish and other 
languages. 

The U.S. Government has completed its security review of the manuscript, including the 
433 passages that were redacted f'i·om the Thomas Dunne Books/St. Martin's Press edition of 
September 2010. The Government determined that information contained in 198 of the redacted 
passages has been properly dcclassiJicd in accordance with Executive Order 13526. The other 
redacted passages, however, were found to contain classified information. 

On October 17,2012, you met with DoD personnel with the common goal of producing 
an unclassified version of the book. You received temporary clearance to access the unredacted 
manuscript and discuss each passage at issue, line by line. The discussion included consideration 
of unclassified substitute language that our personnel suggested for various passages, and open 
source materials that you presented to show that certain classi f1ed information had been officiallv . . 
released to the public or otherwise properly declassified. As a result, we were able to reach 
resolution on a large majority of the passages. You accepted the classification status of212 
passages, agreeing to replace 73 of them with our suggested substitute language and delete 
altogether the other 139. 

Only 23 passages remained unresolved after the meeting, as you asked tor time to gather 
and submit additional open sotlrce materials showing the oflicial release of the two specific 
pieces of information relevant to these passages. You mentioned that the first piece of 
infom1ation, contained in 18 passages, was released during congressional hearings; the second 
piece of informt1tion, contained in Jive passages, was obtained from the nanative supporting your 
Bronze Star Medal (BSM) award in 2004. You added, though, that you would agree to delete the 
passages if upon review of the materials. we ultimately found the inforn1ation to remain 
classified. 
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On December 10,2012, you submitted the source materials, which included Internet 
links, titles of certain publications, and copies of several personnel documents in your 
possession. Because the submission failed to identify the specific relevant information in the 
publications, I wrote to you on December 19 and asked you to supplement the submission by 
January 4 with pinpoint citations to the relevant page numbers. I also asked you to provide any 
other materials showing that your BSM narrative has been officially released. 

You responded on December 20, 2012, asserting that you were unable to provide pinpoint 
citations to the source materials because you did not have access to the unredacted manuscript. It 
was your understanding that our personnel would be responsible for matching your source 
materials to the passages still in contention. With respect to the BSM narrative, you asserted that 
it was a personal document given to you as part of your award and that you had personally 
supplied copies to Congress in connection with the ABLE DANGER hearings. You further 
asserted that prior to testifying in those hearings, you had provided to my office your prepared 
testimony and the narrative for clearance. Concluding that nothing more was needed 
("Respectfully, it is unclear what more you need from me on this matter beyond that," you 
stated), you chose not to supplement your December I 0 submission. 

In any event, none of the source materials show a relevant official release of any kind. 
The Internet links do not lead to congressional testimony by Government officials, and the 
information at issue does not appear in any of the personnel documents. Moreover, while you 
did submit your prepared testimony for review prior to testifying in the ABLE DANGER 
hearings, the testimony was never cleared for public release and neither was the BSM narrative. 
The Government's determination must therefore stand, and the 23 passages must be deleted prior 
to publication. 

Accordingly, Operation Dark Heart is CLEARED AS AMENDED for public release. 
This determination is based on the text of the September 2010 edition of the book. The enclosed 
spreadsheet-which lists the 433 redacted passages, identified by the page and line numbers 
where they appear in that edition-provides the agreed upon amendments for each classified 
passage (i.e., deletion or the specific substitute language) and the unredacted text for each 
passage that has been declassified. The publication also must include the following disclaimer: 
"The views expressed are those of the author and do not reflect the official policy or position of 
the Department of Defense of the U.S. Government." All amendments are binding. 

To avoid public disclosure of classified information, we remind you that all paper and 
electronic copies of classified documents that might be in your possession, such as the 
unredacted manuscript, the Bronze Star Medal narrative, and your deployment orders to 
Mghanistan, must be destroyed. 
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If you have any questions, please contact Mr. Darrell Walker at (703) 614-4913 or 
darrell.walker@whs.mil. 

Sincerely, 

Enclosure: 
As stated 

cc: 
Mr. Mark S. Zaid 
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UNClASSIFIED 

ITEM [U) PAGE[U) UNE[U) 
STATUS(U) 

XYI 1 
1 Shaffer accepts that the redacted Information Is classified and agrees to delete It from the text. 

XYI lS 
2 Shaffer accepts that the redacted Information Is classified and agrees to delete It from the text. 

XYII 9 
3 Shaffer accepts that the redacted Information is classified and agrees to delete It from the text. 

XYil 11-12 
4 Shaffer accepts that the redacted Information is classified and agrees to delete it from the text. 

XYil 14-lS 
5 Shaffer accepts that the redacted Information Is classlfted and agrees to delete lt from the text. 

2 18-19 
Shaffer accepts that the redacted Information Is classified and agrees to delete it from the text. The materlal[s) plaintiff has 

6 
provided failed to demonstrate that the redacted Information has been officially disclosed. 

7 2 20 
"Bagram Air Basen- no longer classified 

3 lQ-14 
Shaffer accept$ that the redacted Information 1s classtfled and agll!@S to use "war fighter" In place of the redacted claSSified 

8 Information. 

3 18 
Shaffer accepts that the redacted lnformatlonls classified and agrees to use "'weir fighter" In place of the redacted classlfted 

9 Information. 

10 5 13 "Hekmatvar"' -no longer classified 
11 6 1-3 Shaffer accepts that the redacted information Is classified and agrees to use •war fighter" in place of the redacted classified 

Information. 
12 6 5 Shaffer accepts that the redacted Information Is classified and aR:rees to remove "MJ:han"ln this sentence. 
13 6 7-8 Shaffer accepts that the redacted information Is classified and agrees to use "war fighter" In place of the redacted classified 

lnfonnatton. 
14 6 34 Shaffer ar:c:epts that the redacted information ls dasslfled and agrees to "'1099"'1n place of the redacted classlfled 

Information throughout the book. 
15 8 3-7 Shaffer accepts that the redacted Information Is classified and a.,.... to delete It from the text. 
16 13 19-21 Shaffer accepts that the redacted Information Is classifled and agrees to use "air force controlled unit- the Air Force Special 

Activities Center IAFSACl"ln olace of the r-cted classified Information. 
17 13 21 Shaffer accepts that the redacted Information is dasslfled and agrees to use .. In a rural area of VA"'In place of the redacted 

classified Information. 
18 13 30 •stx months"- no lo~r classified 

UNCtASSIFIEO 
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UNCLASSIFIED 

ITEM (U} PAGE(U) LINE (U) 
STATUS(U) 

19 14 22-23 Shaffer accepts that the redacted information Is classified and agrees to remove '"air force's controlled unit, based at Fort 
Belvoir in Virginia " In olace of the redacted dasslfied information. 

20 14 23-28 Shaffer acceots that the redacted Information is classlfled and aJ!rees to delete It from the text. 
14 29-33 

21 Shaffer accepts that the redacted information Is dassJfled and agrees to delete it from the text. 

15 8-10 

22 Shaffer accepts that the redacted information Is classlfled and agrees to delete lt from the text. 

15 2D-22 
23 Shaffer accepts that the redacted information Is class!Hed and agrees to delete it from the text. 

15 24-28 
24 Shaffer accepts that the redacted Information is classified and agrees to delete It from the text. 

15 29-31 
25 Shaffer accepts that the redacted information is classified and agrees to delete it from the teKt. 

16 4-5 
Shaffer accepts that the redacted information is dassifled and agrees to use "I began overseeing the army's controlled 

26 human Intelligence program (HUMINT)." In place of the redacted classified Information. 

16 1D-U Shaffer accepts that the redacted information is classified and agrees to use "My job as head of the anny's controlled 
27 HUMINT program ended'" in place of the redacted classified Information. 

17 16-20 
Shaffer accepts that the redacted information ls classified and agrees to use "At OIA, In 1999 and 2000, 1 was director of Task 

28 Force Stratus Ivy.'" ln place of the redacted classified Information. 

17 24-25 
29 Shaffer accepts that the redacted information is dasslfled and agrees to delete it from the text 

17 26-29 
30 Shaffer accepts that the redacted lnformat1on Is classified and agrees to delete it from the teJCt. 

18 3D-33 Shaffer accepts that the redacted Information Is classified and agrees to use "Operating Base Alpha conducted antiterrorism 
31 operations" in place of the redacted classified Information. 

19 5-9 Shaffer accepts that the redacted Information Is classified and agrees to use "I was feeding Information about possible 
32 weapons of mass destruction (WMD) locations to war flghters." in place of the redacted dasslfied Information. 

UNClASSIFIED 
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UNCLASSIFIED 

ITEM (U) PAGE(U) LINE(U) 
STAlUS (U) 

23 10 
Shaffer accepts that the redacted information ls classified and agrees to delete it from the text. The materfal(s) plaintiff has 

33 provided failed to demonstrate that the redacted lnfonnatlon has been officiaUy disclosed. 

24 6 
34 Shaffer accepts that the redacted Information Is dasslfted and agrees to delete it from the text. 

24 27-30 
Shaffer accepts that the redacted information Is dasslfled and agrees to delete it from the text. The material(s) plaintiff has 

35 provided failed to demonstrate that the redacted information has been offldally disclosed. 

25 2Q-29 
36 Shaffer accepts that the redacted information Is dasstfied and agrees to delete it from the text. 

26 1-2 
Shaffer accepts that the redacted infonnatlon Is classified and agrees to delete it from the text. The materlal{s} plaintiff has 

37 
provided failed to demonstrate that the redacted Information has been officially disclosed. 

26 13-14 
38 Shaffer accepts that the redacted information is classified and agrees to delete it from the text. 

26 15-24 
39 Shaffer accepts that the redacted Information is classified and agrees to delete it from the text. 

26 25-26 
40 Shaffer accepts that the redacted Information Is dasslfled and agrees to delete it from the text. 

26 28-33 
41 Shaffer accepts that the redacted Information Is classified and agrees to delete it from the text. 

26-27 34 and 1-4 
42 Shaffer accepts that the redacted information Is classified and agrees to delete It from the text. 

30 16 
43 Shaffer accepts that the redacted information is classified and agrees to delete it from the text. 

30 22-23 
44 Shaffer claimed a source that remains classified. 

30 28 
45 Shaffer claimed a source that remains classified. 

UNC.ASSlFIEO 
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UNClASSIFIED 

ITEM (U) PAGE (U) UNE (U) 
STATUS(U) 

30 29 
46 Shaffer claimed a source that remains classtfied. 

30 30 
47 Shaffer claimed a source that remains classified. 

32 17 
48 Shaffer claimed a source that remains classified. 

33 23 
Shaffer accepts that the redacted information is classified and agrees to use "targeting a terrorist group." in place of the 

49 
redacted dassified infonnatlon. 

34 2 
Shaffer accepts that the redatted information is classified and agrees to delete it from the text. The material(s) plaintiff has 

so provided failed to demonstrate that the redacted Information has been officially disclosed. 

38 16 
51 Shaffer accepts that the redacte:d Information ls classified and agrees to delete It from the text. 

38 17 
52 Shaffer accepts that the redacted information ls classlfled and agrees to delete it from the text 

38 18 
53 Shaffer acceptS that the redacted lnformatfon ls classified and agrees to delete it from the text. 

38 19 

54 Shaffer accepts that the redacted Information is dassffied and agrees to delete it from the text. 

38 21-22 
55 Shaffer accepts that the redacted Information is classified and agrees to delete It from the text. 

38 24-25 
56 Shaffer accepts that the redacted information 1s c:lasslfled and agrees to delete it from the text. 

38 28 
57 Shaffer accepts that the redacted Information Is dassified and agrees to delete It from the text. 

38 30 
58 Shaffer accepts that the redacted Information ls dasslfled and agrees to delete lt from the text. 

UNClASSIFIED 
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UNCLASStFIEO 

ITEM(U) PAGE(U) UNE (U) 
STATUS(U) 

39 2 
59 Shaffer accepts that the redacted Information Is classified and agrees to delete It from the text. 

41 6 Shaffer accepts that the redacted infonnatlon ls classified and agrees to use *in an old building with interesting architecture" 
60 in place of the redacted classified information. 

41 7-12 Shaffer accepts that the redacted infollTl(ltion is classified and agrees to use "that used to be known as a pthertng place•tn 
61 place of the redacted classified information. 

41 13 
Shaffer accepts that the redacted Information Is classified and agrees to use "CIA Station .. In place of the redacted dasstfled 

62 Information. 

41 17 
Shaffer accepts that the redacted Information Is classified and agrees to delete it from the text. The material(s) plaintiff has 

63 provided failed to demonstrate that the redacted lnformatlon has been officially d1sclosed. 

41 19 Shaffer accepts that the redacted information is dassified and agrees to delete it from the text. The materlal(s) plaintiff has 
64 provided failed to demonstrate that the redacted Information has been offlclally dlsdosed. 

41 23 
65 "'chief of base"- no longer classlfled 

42 2-4 Shaffer acrept:s that the redacted Information Is dassffied and agrees to use "Operating Base Alpha~" I told him. "It was near 
66 a CIA office. tl in place of the redacted classified lnformiJtlon. 

43 &-1 

67 "Talfbar _.for three letter agencies"- no longer dasstfled 

43 23 
68 Shaffer accepts that the redacted information ls classified and agrees to delete it from the text. 

43 26 
69 Shaffer accepts that the redacted information is classified and agrees to delete it from the text. 

46 13 Shaffer accepts that the redacted lnforiTICition is classified and agrees to use MCIA Station a in place of the redacted classified 
70 information. 

52 25 
71 Shaffer accepts that the redacted information is classified and agrees to delete it from the text. 

UNO.ASSIFIED 
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UNClASSIFIED 

ITEM(U) PAGE(U) LINE (U) 
STATUS(U) 

55 12-13 
72 Shaffer accepts that the redacted Information Is classified and agrees to delate tt from the text. 

55 28-29 
73 Shaffer accepts that the redacted infonnatlon Js classified and agrees to delete It from the text. 

55 32-33 
74 Shaffer accepts that the redacted Information 1$ classified and agrees to delete It from the text. 

56 1-4 
75 Shaffer accepts that the redacted information is classified and agrees to delete It from the text. 

56 10-11 
76 Shaffer accepts that the redacted Information Is classified and agrees to delete It from the text. 

56 14 
77 Shaffer accepts that the redacted information Is claSisified and agrees to delete it from the text. 

56 17-19 
Shaffer accepts that the redacted information is classified and agrees to use ""Clarendon {DIA Operations SUpport Center)'" in 

78 
place of the redaeb:!d classified Information. 

56 32-33 
79 Shaffer accepts that the redacted Information is dassified and agrees to delete it from the text. 

57 9-12 
so Shaffer accepts that the redacted Information Is classified and agrees to delete it from the text. 

59 19-20 
Shaffer accepts that the redacted Information 1s classified and agrees to use .. Ray was the Kandahar case officer" in place of 

81 the redacted classified information. 

59 22-25 
Shaffer ao:epts that the redacted information is classified and agrees to use "'The Safe House was our Kabul detachment 

82 headquarters for our officers."'ln place of the redacted classified Information. 

59 31 
Shaffer accepts that the redacted Information ls classified and agrees to use a identified• In place of the redacted dasslfled 

83 information. 

62 21-24 Shaffer accepts that the redacted information is classified and agrees to use •(Safe House). We're going to walk through It 
84 and figure out how we can fulftll some of the intelllgence requirements you need."' In place of the redacted classified 

information. 

UNO.ASSIFlED 
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UNCLASSIFIED 

11CM (U} PAGE (U} UNE(U} 
STATUS(U} 

62 25-30 Shaffer accepts that the redacted information 1s classified and agrees to use •They-d never had this level of access to human 
85 Intelligence before or this degree of Iteration. I also sent a copy of the Concept of Operations directly to one of our officers". 

in olace of the redacted classified Informatton. 
63 16 

86 Shaffer accepts that the redacted Information is classifled and agrees to delete It from the text. 

65 14 
87 Shaffer accepts that the redacted information is classified and agrees to delete it from the text 

65 29-32 
88 Shaffer accepts that the redacted Information Is classlfled and agrees to delete it from the text. 

66 7 
8~ •Kabul" • no longer classified 

67 28-29 
90 Shaffer accepts that the redacted Information ts cla.sslfled and agrees to delete It from the text. 

69 16 
91 Shaffer accepts that the redacted information is claSSified and agrees to delete It frDm the text. 

6~ 21-22 
92 Shaffer accepts that the redacted information Is dassiHed and agrees to delete it from the text. 

76 13-15 
"Dawn was an awkward time of day when night-vision goggles were not effecttve, and It was hard to distinguish anything 

93 more than gray and purple shapes." - no longer classified 

81 30 
94 "Gardez"- no longer classified 

86 26-27 
95 "claiming to be a U.S. citizen, holding a Virginia driver's license" -no longer classified 

86 27 
96 ''Gardez _.Gard2Z" ~ no longer dasslfled 

86 34 
97 "Gardez" -no longer dasslfied 

UNCLASSIFIED 
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UNClASSIFIED 

ITEMIUJ PAGE (U) LINE(U) 
STATUS(U) 

87 1 
98 PU.S. Citizen'"- no longer classlfled 

87 3 
99 '"U.S. Citizen•- no longer classified 

100 87 4 Shaffer aetepts: that the redacted lnformatlon is classified and agrees to use "John Doe" tn place of the redacted classffied 
information. 

101 87 7 
"VIrginia" -no longer classified 

102 87 9 
"Northern Virginia"~ no longer classlfled 

103 87 1D-11 
"driver's license_Springflekl"- no longer classlfted 

104 87 15 
"Springlleld" - no longer classified 

105 87 17 
"driver's license" -no longer classified 

106 87 21 
-vA OMV'' -no longer classified 

107 87 29 
"Vlrslnia driver's licenses" - no longer classified 

108 87 34 
"'GardezQ - no longer classified 

109 88 3 
"$65,000 to Gardez" -no longer classffled 

110 88 10 "was Iran" -no longer classified 

111 88 19 
"'United States of America" - no longer classifted 

112 88 23 
"U.S. Citizen"- no longer classified 

113 88 34 "Springfield"- no longer classified 

114 90 21 
'"Gardez" ~ no longer classified 

115 91 16 
"Gardez"- no longer classified 

116 91 30 "Gardez" -no longer classified 

UNQASSIAEO 
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UNClASSIFIED 

ITEM(U) PAGE(U) LINE (U) 
STATUS(U) 

117 91 34 
"Gardez"- no longer classified 

118 92 s 
"Gardez" - no longer classified 

119 92 34 
"Special Forces"- no longer classified 

120 93 16 1Wife, sons, daughters, lndudlng one who was pregnant They had not been detained." - no longer classified 

121 93 17 
'"Gardez" - no longer classified 

122 93 2Q-21 
"United States"- no longer classlfied 

123 93 21 
"'$65,000" - no Ienger classified 

124 93 23 
'"$65,000" -no longer classified 

125 93 24 
"to the United States• • no longer dasslfled 

126 93 27 
"Special Forces" - no longer classtfied 

127 95 19 "GardezM - no longer classified 

128 95 20 
"Gardez" - no longer classified 

129 95 30 
•an American citizen• - no longer classified 

130 96 20 
"A"'- no longer classltle:d 

131 97 6 
"$6SK"- no longer classified 

132 97-911 32-34& 1-3 "We wanted to set up a baseline of them and get his answers. Those answers could serve as a foundation for further 
questioning to see how and where he changed his answers. Any changes would indicate he was not being truthful or that his 
story was falllng apart. Then we could zero In on specifics, foRowlngthe rabbit tralls until we found a real one."- no longer 

classified 
133 98 4-5 "Springfield, VIrginia" -no looser classified 

134 98 16 "Sprrngfield" -no longer classified 

135 98 25 "Gardez" ·no longer dasslfied 

UNClASSIFIED 
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UNClASSIFIED 

ITEM (U) PAGE (U) UNE (U) 
STATUS (UJ 

136 98 25 '"American• ·no longer classified 

137 98 26 "$65,000" • no longer classified 

138 98 32 
"$65,000" - no longer classified 

139 98 33 • American. I love America. a~ no longer classffled 

140 99 2 •tram Afghanistan to Tehran In 1979" • no longer classified 

141 99 4 
"than his Brother by 7 years'"- no longer classified 

142 99 8 "United states• • no longer classified 

143 99 9 ''Tehran to Amerlca1
' • no longer classified 

144 99 10 "Iranu ·no longer classified 

145 99 11 "Springfield• ·no longer classified 

146 99 11·12 '"Wde and two children a- no longer classified 

147 99 15 
•Virginia" -no longer classified 

148 99 18 •Virginia" • no longer classified 

149 99 31-32 
"Springfield" -no longer classified 

150 100 3 
a America"' ~ no longer dasslfled 

151 100 5 
nllove Amerlta-America"' • no longer classified 

152 100 10 "United State:i'"- no longer dassifred 

153 100 12 "Springfield" ·no longer cla5slfled 

154 100 13 "United States"- no longer classified 

155 100 17 
a Americau - no longer classified 

UNOASSIFIED 
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UNC!.ASSIF!EO 

ITEM(UI PAGE(UJ UNE(UJ 
STATUS(UI 

156 100 20 
"Immigration and residency" -no longer classified 

157 100 33 
"A"- no longerdassifled 

158 101 s ••springfield" -no longer classified 

159 101 9 "Springfield" • no longer classified 

160 101 18 
"America'"- no longer classified 

161 101 23 
"Springfield" • no longer classified 

162 101 23 "Gardez .. - no longer classified 

163 101 33 .. $651000" -no longer dasslfled 

164 102 4 
.. America. I love my life there."- no longer classlfted 

165 102 6 
"America"- no longer classified 

166 102 15 
"His younger brother. Their parents"- no longer classified 

167 102 17 
"Younger brother' -no longer classified 

168 102 21 
'"America"- no longer classified 

169 102 25·26 
"'United States" - no longer classified 

170 102 31 
"$6SK" -no longer dassified 

171 102 33 "Springfield" • no longer classified 

172 102 33 
"Springfield" - no longer classified 

173 103 7 "money" -no longer classified 

174 103 8 "Springfield'" - no longer classified 

175 103 12 
"Springfield" - no longer classified 

UNCLASSIFIED 
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UNClASSIFIED 

ITEM (U) PAGE(U) UNE (U) 
STATUS(U) 

176 103 14 
"case officers'' ·1"0 longer classified 

177 103 17 
"United States" - no longer classified 

178 103 29 
"U.S. Citizen" ~ no longer classified 

179 103 32 
"Springfield" • no longer classified 

180 104 3 
"SF" - no longer classified 

181 104 33 
"U.S."- no longer classlfled 

182 105 5 
"Gardez" - no longer classlfied 

183 105 7 
"Unjted States"- no longer classified 

184 105 9 
"Springfield" • no longer classified 

185 105 10 
"Springfield" - no longer classified 

186 105 13 
"U.S. Citizen"' - no longer classified 

187 105 24 .. United States• ·no longer classified 

188 105 30 
Shaffer actEpts that the redacted informatlon is <:lassffied and agrees to delete it from the text. 

189 105 31 
Shaffer accepts that the redacted information 1s dassifled and agrees to delete it from the text 

190 106 1 
Shaffer accepts that the redacted informatlon Is classified and agrees to delete it from the text. 

191 106 2 
Shaffer aa:epts that the redacted information Is classified and agrees to delete It from the text. 

192 106 11 
"United States" - no longer classified 

193 106 15 .. HIG". no longer classified 

194 106 16 
Shaffer accepts that the redacted Information is classified and agrees to delete it from the text. 

195 106 31 
"American• -no longer classified 

UNQ.ASSIFIED 
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UNCLASSIFIED 

ITEM (U) PAGE (U) UNE (U) 
STATUS(U) 

196 107 6 
"To the FBI headquarters In D.C." - no longer classified 

197 107 7 
Shaffer accepts that the redacted Information Is classified and agrees to delete it from the text. 

198 107 8 
•An lntelllsence officer"'- no longer classlfted 

199 107 9 
Shaffer accepts that the redacted Information Is class! fled and agrees to delete it from the text. 

200 107 10 
"Springfield"- no longer classified 

201 107 11 
•money"- no longer classified 

202 107 16 
"Springfield"- no longer classified 

203 107 18 
"'United States .. - no longer classified 

204 107 21 
• !love America .. - no longer classified 

205 107 23 
Shaffer accepts that the redacted Information is classified and agrees to delete It from the text. 

206 107 25 
"United States"'- no longer classified 

207 107 26 
"'I love America" • no longer classified 

208 107 27 
•America ·······---clt1zen"- no longer dasslfled 

209 107 29 
"American" -no longer classified 

210 107 33 
"money" - no longer classified 

211 107 34 "United States"' -no longer classified 

212 108 1 
"American"- no longer dasslfled 

213 108 12 
"United States"- no longer classified 

214 108 17 
"Springfield"~ no longer classified 

215 108 27 
"Tehrann -no longer classffied 

UNCLASSIFIED 
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UNCLASSIFIED 

ITEM(U) PAGE (U) LINE (U) 
STATUS(U) 

216 108 28 "Brother _.Tehrana - no longer classified 

217 108 29 Shaffer accepts that the first Instance in this .sentence of redacted Information is classified and agrees to delete it from the 
text. The .second Instance has been declassified and the text may read 11America ... 

218 108 30-31 Shaffer accepts that the redacted Information is classified and agrees to delete it from the text. 

219 108 32 •erother• -no longer classified 

220 108 33-34 
"'Amerka. I have never been aslce:d to do anything. Alii want to do Is be with my famfty ... - no longer classified 

221 109 6-7 
"Brother or America"- no longer classlfled · 

222 109 10 .. Iranian border" -no longer classified 

223 109 16-17 
"Oath as a citizen of the United States"- no longer clas:iffied 

224 109 29-30 •Gardez" -no longer classffied 

225 109 34 .. United States" -no longer dasslfied 

226 110 2 "Gardez" -no longer classified 

227 110 8 "America"- no longer classified 

228 110 9 "American•- no longer classffiecl 

229 110 13 •orother the martel(- no longer dasslfied 

230 110 14 
Shaffer accepts that the redacted Information Is classlfled and agrees to delete It from the text. 

231 110 15 "'The SOviets were here" -no longer classified 

232 110 19 •arother In Tehran•- no longer classified 

233 110 20 "States" -no longer classified 

234 110 21 Shaffer accepts that the redacted information is classified and agrees to delete it from the text. 

235 110 22 "'Soviets'" - no longer classified 

UNClASSIFIED 
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236 110 22 
"Brothe(s" • no longer classified 

237 110 26·27 uunle bra' to the United States" • no longer classified 

238 110 29 
"the money across the border?" - no longer classified 

239 111 2 
"American"- no longer classified 

240 111 7 
"money"- no longer classified 

241 111 10 
"$65,000"- no longer dassifted 

242 111 20 
.,American"- no longer classified 

243 112 5 
"United States" - no longer classtfled 

244 112 8 
"In the United States~- no longer classified 

245 112 9-10 
"Iranians"- no longer dasslfled 

246 112 10 
"$65,000" - no longer classified 

247 112 29 
"America and your brotller"' • no longer classified 

248 113 3 
"Brother"'- no longer dassiflecl 

249 1l3 4·5 
Shaffer accepts that tne redacted information Is classlfled and agrees to delete It from the text. 

250 1l3 5 
"U.S. soldiers in Gardez• -no longer dasslfied 

251 113 7-9 
Shaffer accepts that the redacted Information is dasslfled and agrees to delete It from the text. 

252 113 23 
'"money"' - no longer classified 

253 113 27 11$65.000"- no longer classified 

254 113 32 
"female". no longer classified 

255 114 5 ·s"' -no longer classified 

UNClASSIAED 
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256 114 7 
"Gardet' -no longer classifled 

257 114 8 
"Tehran• - no longer classified 

258 114 10 
"Intelligence agents"~ no longer classlfled 

259 114 13 
"In the United States• • no longer classified 

260 114 20 
"Ufe In America" ~no longer classified 

261 114 24 
"If you want me to spy for you, twill do lt." - no longer classified 

262 114 26 
"In the United States"' ~ no longer classified 

263 114 27 
"Domestic law enforcement issue" - no longer classified 

264 114 34 
"Tallban In Pakistan• -no longer classified 

265 115 3 
"Springfield" • no longer classified 

266 115 5 
"United States" • llO longer classtfi:ed 

267 115 9 
"$65,000'"- no longer classified 

268 115 10-11 
"Americans" ·no longer dasslfled 

269 115 16 
"American" - no longer dassffied 

270 116 28 
''$6S~ooow- no longertlassified 

271 116 29 
"Her In Gardez and its environs" - no longer class1fled 

272 116 31 
"$65,000" • no longer dasslfled 

273 116 33 
"'Gardez" - no !anger dassified 

274 117 1-3 "'FBI to catch up with him In Springfield and see haw he could be useful to the country he cared so much about- and had 
chosen over his brother and his famlfv."- no loner classified 

275 119 1 "Gardez"' • no longer classified 

UNClASSIFIED 
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276 119 12 
Shaffer accepts that the redacted information is classified and agrees to delete It from the text. 

277 119 14-16 "We got this phone from the OSOTF (pronounced cee--jay.-so--tif) guys after they killed a low-level HVT, she said, but we're 
havln< a hard time Rettin< Into it."- no lon .. r classified 

278 120 4-5 
Shaffer accepts that the redacted Information is classified and agrees to delete It from the text. 

279 120 8 
Shaffer accepts that the redacted information Is classified and agrees to delete it from the text. 

280 120 29 
Shaffer accepts that the redacted lnformatlon Is dasslfied and agrees to delete it from the text. 

281 12D-121 33-34 and 1-2 
Shaffer accepts that the redacted lnfurmatlon Is classified and agrees to delete it from the text. 

282 121 8 
Shaffer accepts that the redacted Information Is classified and agrees to delete it from the text. 

283 121 13 
Shaffer accepts that the redacted lnformatlon Is classified and agrees to delete it from the text. 

284 122 23-25 
Shaffer accepts that the redacted lnforrnat!on Is classified and agrees to delete it from the text. 

285 122 27-29 
Shaffer accepts that the redacted information Is classified and agrees to delete It from the text. 

286 124 5 
Shaffer accepts that the redacted information Is classified and agrees to delete It from the text. 

287 126 7 Shaffer accepts that the l'edacted Information Is dasslfled and agrees to use •OA Station• In place of the redacted classified 
information. 

288 126 14 Shaffer accepts that the redacted information is dasslfled and agrees to use •aA Station" In place of the redacted dassifle.d 
Information. 

289 126 16 Shaffer accepts that the redacted inFormation is classified and agrees to use "OA Station" In place of the redacted classified 
information. 

290 132 23 
"Garclez" - no longer classified 

291 137 4 
Shaffer accepts that the redacted Information Is classljied and agrees to delete~ from the text. 

292 137 34 
Shaffer accepts that the redacted lnfo.-mation Is classified and agrees to delete it from the text. 

293 140 11 Shaffer accepts that the redacted Information Is classified and agrees to delete it from the text. 

294 140 16 Shaffer accepts that the redacted Information ls dass1fled and agrees to use "She probably knew who I was; I had been 
attached to a forel•n Force In Julv 2001" In place of the redacted classified informaUon. 

295 140 17 
Shaffer accepts that the .-edacted Information is dassifled and agrees to delete It from the text. 

UNClASSIFIED 



Case 1:10-cv-02119-RMC   Document 51-1   Filed 01/24/13   Page 22 of 27

UNClASSIFIED 

IT£M (U) PAGE (U) LINE (U) 
STATUS(U) 

296 140 18 Shaffer accepts that the redacted l11formatlon is tlasslfted and agrees to delete it from the text. 

297 140 20 
~~"Quetta" - no longer classified 

298 140 22-23 "Peshawar" ·no longer classffied 

299 141 12 
Shaffer accepts that the redacted lnfonnation Is classlflod and agrees to delete k from the text. 

300 142 2 
Shaffer accepts that the redacted Information Is classified and agrees to delete it from the text. 

301 142 12 
Shaffer accepts that the redacted information is classified and agrees to delete it from the text. 

302 142 21 Shaffer acceptS that the redacted information Is classified and agrees to use "Joint Task Force .. In place of the redacted 
classified Information. 

303 142 33 
Shaffer accepts that the redacted information is classified and agrees to delete it from the text. 

304 143 27-28 
Shaffer accepts that the redacted information Is classified and agrees to delete It from the text. 

305 147 7-10 
Shaffer accepts that the redacted Information Is classified and agrees to delete it from the text. 

306 147 23-26 
Shaffer accepts that the redacted information Is classified and agrees to delete tt from the text. 

307 149 2 
Shaffer accepts that the redacted information Is classtfied and agrees to delete it from the text. 

308 149 3 Shaffer accepts that the redacted 1nformatlon Is classffled and agrees to use aaA Station a in place of the redacted classified 
Information. 

309 149 16 Shaffer acceptS that the redacted information is classified and agrees to use actA Station" In place of the redacted classlfled 
information. 

310 149 24 Shaffer accepts that the redacted information is classified and agrees to use "Joint Task Force a in place of the redacted 
classified Information. 

311 150 4 
Shaffer accepts that the redacted information Is classified and agrees to delete it from the text. 

312 150 15 Shaffer accepts that the redacted Information Is classtfled and agrees to use "Joint Task Force a In place of the redacted 
classified Information. 

313 150 21·22 "'It lnvofved turning prisoners and maldng them double agents convlro::lng them to go back and spy on the bad guys.• -no 
lonRer classlfled 

314 151 12 Shaffer accepts that the .redacted Information Is classified and agrees to use "Joint Task Force" In place of the redacted 
classified lrtformatlon. 

315 151 15 "Task Force 180" ~no longer classtfted 

UNCLASSIFIED 
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316 151 29 Shaffer accepts that the redacted Information is classlfled and agrees to delete it from the text. 

317 152 3-6 Shaffer accepts that the redacted Information is classified and agrees to use "We would use multiple lntelllgence disciplines 
to tackle this ODeratlon."ln place of the redacted classified Information. 

318 152 11-19 
Shaffer accepts that the redacted Information is classified and agrees to delete it from the text. 

319 152 34 Shaffer accepts that the redacted lnforrnCJtion Is classified and agrees to use "OA Station a in p~ce of the redacted classified 
tnforrnatlon. 

320 153 4 
Shaffer accepts that the redacted information Is classified and agrees to de Jete it from the text. 

321 153 9-17 Shaffer accepts that the redacted information is classified and agrees to use "Compared to Bagram, the DIA Safe House was a 
cushier existence. They had the~ own cook and French cable 1V with all its attendant pleasures -including X-rated stuff. 

lnvltes to their parties, which Included poker games and doing shots, were hotly sought after. Later, after 1 accompanled the 
war fighter on the air assault. the guys held an "awards ceremony" for me and presented me with a flag for •being the 

coolest officer In a hot LZ."' Of course they couldn't fly the flag outside since it was a house~ so one of the case officers flew it 
over his bed with his dirty laundry." In place of the redacted classified Information. 

322 153 23-28 Shaffer accepts that the redacted information Is classified and agrees to use "At the sate House. we sat down in the •ops 
room," that was the operatklns nerve center of the entire house•s. work. We started figuring out how to do ops In Wana in 

order to do enham:ed collection". 
323 153 29 Shaffer accepts that the redacted Information Is classified and agrees to use •Joint Task Force" In place of the redacted 

classified lnfonnatlon. 
324 153 30 

Shaffer aa:epts that the redacted Information is classified and agrees to delete it from the text. 

325 154 6 
Shaffer accepts that the redacted lnfonnatlon is classffied and agrees to delete it from the ten. 

326 154 9 
"OA's~ • no longer classffied 

327 154 21-23 
Shaffer accepts that the redacted Information is classified and agrees to delete It from the text. 

328 154 26-28 
Shaffer accepts that the redacted Information is classified and agrees to delete 1t from the text. 

329 155 12-13 
'"'"Randy knew 1 conducted a similar mission when I ran Task Force Stratus Ivy"•- no longer classified 

330 155 18 Shaffer acceptS that the redacted Information is classified and agrees to delete It from the text. 

331 155 29 Shaffer accepts that the redacted information is clclssffied and agrees to use "Joint Task Force" in place of the redacted 
classified 1nformatlon. 

332 155 27-28 Shaffer aca!pts that the redacted Information Is classtfled and agrees to delete lt from the text. 

UNOASSIFI£0 
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333 157 15-16 Shaffer accepts that the redacted Information Is classified and agrees to use "'Joint Task Force" In place of the redacted 
classified Information. 

334 158 27-28 
''Two other major safe havens we now know of -~me near Quetta and the other near Peshawar" ·no longer classlfre:d 

335 159 5-6 
Shaffer accepts that the redacted information is classified and agrees to delete it from the text. 

336 159 &-7 Shaffer accepts that the redacted Information is classified and agrees to use "Joint Task Force will support our Wana op11 ln 
olace of the redacted classified lnfonnation. 

337 160 34 Shaffer accepts that the redacted information ls classified and agrees to use '"Joint Task Force" in plaee of the redacted 
classtfted Information. 

338 161 7-8 Shaffer accepts that the redacted information is classified and agrees to use "Roppongi Prince Hotel in Tokyo while traveling 
In Japan" In place of the redacted classlfled Information. 

339 165 5-6 Shaffer accepts that the redacted informatlon is classified and agrees to delete it from the text. The materialls) plaintiff has 
provided failed to demonstrate that the rede~cted lnfonnation has been offlclally disclosed. 

340 165-166 23-34andllne 1 Shaffer aCcepts that the redacted Information Is classified and agrees to delete it from the text. The material(s) plaintiff has 
orovlded failed to demonstrate that the redacted Information has been offlclallv disclosed. 

341 168 3 Shaffer accepts that the redacted information is dassifled and agrees to delete it from the text. 
342 168 12-16 Shaffer accepts that the redacted Information is classified and agrees to use "Part of my Job was to pull from the data fresh 

leads to launch new operations to enhance our knowledge of organizations and personnel within them. Also to combine 
data with ongoing Intel operations that focused on al Qaeda." In place of the redacted dasslfled Information. The material(s) 

plaintiff has provided failed to demonstrate that tile redacted information has been officiaUy disdosed. 

343 168 17-19 Shaffer accepts that the redacted Information is classified and agrees to use '"One of our key assets• In place of the redacted 
classified infonnation. The materlal(s} plaintiff has provided failed to demonstrate that the redacted Information has been 

offlclallv disclosed. 
344 168 22-27 Shaffer accepts that the redacted blformatlon ls classified and agrees to delete It from the text. 

345 170 29-34 Shaffer accepts that the redacted Information Is classified and agrees to use "The Intelligence support team established to 
work With Able Danger was sent to Fort Belvoir to work directly with UWA to do more robust mapping and to look at 

creating options down the road- kill, capture. or monitor. !launched an effort to recruit more assets to penetrate al Qaeda" 
In place of the redacted classified lnfonnatlon. The materlal(s] plaintiff has provided failed to demonstrate that the redacted 

1 has been offlclallv disclosed. 
346 171 29-30 Shaffer accents that the redacted Information ls classified and aRrees to delete it from the text. 
347 178 5 Shaffer accepts that the redacted Information Is classified and agrees to use "my source" in place of the redacted classified 

1rlformation. 
348 179 4-5 Shaffer accepts that the redacted information is classified and agrees to delete it from the text. The material(s) plaintiff has 

provided failed to demonstrate that the redacted lnfonnatlon has been officially disclosed. 
349 18D-181 2·17 and 1~5 Shaffer accepts that the redacted information Is dasstfied and agrees to delete it from the text. 
350 186 7 Shaffer accents that the redacted information Is classified and aRrees to delete it from the text. 
351 186 19 Shaffer accepts that the redacted information Is classJfied and agrees to use •both OTF 180 and JoJnt Task Force .. In place of 

the redacted classified infonnation. 

UNUASSIFIED 
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redacted 

accepts that the redacted information 

redacted 

UNCLASSIFIED 
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Shaffer accepts that the redacted Information is dasslfled and agrees to use "Doubling In size of the DoD HUMINT footpr1nt 
In Afghanistan- a detail upward of twenty five folks." In place of the redacted classified information. 

UNCLASSIFIED 
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416 265 8 Shaffer accepts that the redacted Information is classified and agrees to delete tt from the text. The materlal{s} plaintiff has 
proulded failed to demonstrate that the redacted informa~on has been officially dlsclosed. 

417 267 2·3 Shaffer accepts that the redacted Information is classified and arrees to delete It from the text. 
418 267 15-16 "including four Iridium phones with a top-secret CIYPtO kev" • nc longer classHied 
419 268 1-2 Shaffer accepts that the redacted lnforma~n o classified and ~ees to delete it from the text. 
420 268 5-10 Shaffer accepts that the redacted Information o classified and agrees to delete It from the text. 
421 268 12 Shaffer a~pts that the redatted Information Is classlfted and agrees to delete It from the text. 
422 268 23 Shaffer acceDts that the redacted lnfonmatlcn Is classified and ""rees to delete It from the texL 
423 269 2 Shaffer accepts that the redacted inlonm~on Is classified and agrees to delete It from the texL 

424 272·273 23and 1-2 Shaffer accepts that the redacted lnfonma~n Is classified and agrees to delete It from the text. The material(s) plaintiff has 
proulded failed to demonstrate that the redacted Information has been officially disclosed. 

425 291 Index Shaffer accepts that the redacted information Is dasslfied and agrees to use "Ai=SAC (Alr Force Special Ar:tfvities Center), 13-
14" in plac:e of the redacted classified informati011- The materlal(s) plaintiff has provided failed to demonstrate that the 

redacted Information has been offlclal!'t_dlsclosed. 
426 292 Index Shaffer accepts that the redacted Information is classified and agrees to use "CIA Station, Jolnt Task Force, Task Force 1099, 

Baltimore-Washington International Airport; and all accompanvlng page numbers" In place of the redacted classified 
lnrormation. 

427 293 Index 
Shaffer accepts that the redacted Information Is classified and agrees to use "CJSOTF {Combined Joint Special Operations 

Task Force, Joint Task Force; and all accompanying page numbers" in place of the redacted classified information. 

428 294 Index Shaffer accepts that the redacted information is classified and agrees to use "Fort Belvoir, Forward Operating Base {FOB) 
Gardez, Gardez; and all accompanying page numbers'• In place of the redacted classified 1nfon'l\iltlon. 

429 295 Index 
Shaffer aca!pts that the redacted Information ls classtfled and agrees to use "Joint Task Force. See Joint Task Force, l<abul 
Safe House; and all accompanying page numbers" In place cf the redacted classified information. The material(s) plaintiff 

has provided failed to demonstrate that the redacted Information has been offlctally disclosed. 

430 296 Index Shaffer accepts that the redacted information is classified and agrees to use ~Morrison, Mo; and all accompanying page 
numbersu In place of the redacted classified Information. 

431 297 Index Shaffer accepts that the redacted information is dassJfied and agrees to use "Peshwar, Quetta. Roppongi Prince Hotet and 
all accompanying page numbers" In place of the redacted dasslfted lnformatlon. The materlal(s} plaintiff has provided failed 

to demonstrate that the redacted information has been offlci;Riy_disclosed. 
432 298 Index Shaffer acceots that the redacted informatlon ls classified and agrees to delete It from the text. 
433 299 Index Shaffer accepts that the redacted information Is classified and ~ees to delete tt from the text. 

UNQ.ASSIFIEO 
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