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The American Civil Liberties Union, a non-partisan organization of
over a half-million members dedicated to the defense of civil liberties
guaranteed by the Constitution and the Bill of Rights, welcomes the
opportunity to respond to Attorney General Michael Mukasey’s March 31,
2008 letter opposing the “State Secrets Protection Act” (S. 2533).
Attorney General Mukasey’s letter shows a shocking disregard for
the co-equal branches of government, the Congress and the Judiciary; a
disregard for the rights of persons harmed by government misconduct; and,
most dangerously, a disregard for the constitutional system of checks and
balances that the Framers so carefully crafted to keep our nation both safe
and free for over 230 years. By claiming powers that neither the legislature
nor the judiciary can properly regulate, the Bush administration has
endeavored to upend this delicate balance. In Federalist No. 47 James
Madison warned, “The accumulation of all powers, legislative, executive,
and judiciary, in the same hands, whether of one, a few, or many, and
whether hereditary, self-appointed, or elective, may justly be pronounced the
very definition of tyranny.” Attorney General Mukasey’s letter reflects the
expansive view of executive power that the Bush administration has used to
justify the most onerous programs and policies, including extra-judicial
detention, warrantless domestic surveillance, and torture. Ironically, it also
serves as the most compelling argument for Congressional reform of the
state secrets privilege to reign in the administration’s misuse of executive
power.
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1. Procedural and substantive requirements regarding state secrets are insufficient
protections against abuse.
Contrary to Attorney General Mukasey’s letter, experience has demonstrated that
the current procedures and substantive requirements regulating the invocation of state
secrets have not been sufficient to prevent abuse. Over the last several years we have
seen the state secrets privilege mutate from a common-law evidentiary rule allowing the
government “to block discovery in a lawsuit of any information that, if disclosed, would
adversely affect national security,”1 into an alternative form of outright immunity used to
shield the government and its agents from accountability for systemic violations of the
Constitution. Since September 11, 2001, the Bush administration has fundamentally
altered the manner in which the state secrets privilege is used, to the detriment of the
rights of private litigants harmed by egregious government misconduct, and at the
expense of the American people’s trust and confidence in our judicial system.2
It has been more than half a century since the Supreme Court formally recognized
the common-law state secrets privilege in United States v. Reynolds, a case that not only
established the legal framework for a state secrets claim but also now serves as
cautionary tale for those judges inclined to accept the government’s assertions as valid on
their face.3 In the intervening years, the privilege has become unmoored from its
evidentiary anchor. No longer is the privilege invoked solely with respect to discrete
secret evidence; rather, the government now routinely invokes the privilege at the
pleading stage, before any evidentiary disputes have arisen.4 Indeed, Reynolds’
instruction to weigh a plaintiff’s showing of need for particular evidence in determining
how deeply to probe the government’s claim of privilege is rendered wholly meaningless
when the privilege is invoked before any request for evidence has been made. Moreover,
the government has invoked the privilege with greater frequency5; in cases of greater
national significance6; and in a manner that seeks effectively to transform it from an
evidentiary privilege into an immunity doctrine, thereby “neutraliz[ing] constitutional
constraints on executive powers.”7
In particular, since September 11, 2001, the government has invoked the privilege
frequently in cases that present serious and plausible allegations of grave executive
misconduct. The current administration has sought to foreclose judicial review of the
National Security Agency’s (NSA’s) warrantless surveillance of United States citizens in
contravention of the Foreign Intelligence Surveillance Act (FISA), to foreclose review of
the NSA’s warrantless data mining of calls and e-mails, and to foreclose review of
various telecommunication companies’ participation in the NSA’s surveillance
activities.8 It has invoked the privilege to terminate a whistleblower suit brought by a
former FBI translator who was fired after reporting serious security breaches and possible
espionage within the Bureau.9 And, of course, it has invoked the privilege to seek
dismissal of suits challenging the government’s seizure, transfer, and torture of innocent
foreign citizens.10
The proliferation of cases in which the government has invoked the state secrets
privilege, and the lack of guidance from the Court since its 1953 decision in Reynolds,
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have produced conflict and confusion among the lower courts regarding the proper scope
and application of the privilege. In Tenet v. Doe, the Supreme Court clarified the
distinction between the evidentiary state secrets privilege, which may be invoked to
prevent disclosure of specific evidence during discovery, and the so-called Totten rule,
which requires outright dismissal at the pleading stage of cases involving
unacknowledged espionage agreements.11 As the Court explained, Totten is a “unique
and categorical . . . bar – a rule designed not merely to defeat the asserted claims, but to
preclude judicial inquiry.”12 By contrast, the Court noted, the state secrets privilege deals
with evidence, not justiciability.13 Nevertheless, some courts have permitted the
government to invoke the evidentiary state secrets privilege to terminate litigation even
before there is any evidence at issue.
There is substantial confusion in the lower courts regarding both when the
privilege properly may be invoked, and what precisely the privilege may be invoked to
protect. The Reynolds Court considered whether the privilege had been properly invoked
during discovery, at a stage of the litigation when actual evidence was at issue.14
Consistent with Reynolds, some lower courts have properly rejected pre-discovery,
categorical assertions of the privilege, holding that the privilege must be asserted on an
item-by-item basis with respect to particular disputed evidence.15 Other courts, however,
have permitted the government to invoke the privilege at the pleading stage, with respect
to entire categories of information – or even the entire subject matter of the action –
before evidentiary disputes have arisen.16
There is also a wide divergence among the lower courts regarding how deeply a
court must probe the government’s claim of privilege, and what, exactly, the court must
examine in assessing a privilege claim and its consequences. Notwithstanding Reynolds’
clear instruction that the judge has a critical and authoritative role to play in the privilege
determination, many courts have held that the government’s state secrets claim must be
afforded the most extreme form of deference.17 Other courts properly have scrutinized
the government’s privilege claim with more rigor – adopting a common-sense approach
to assessing the reasonable risk of harm to national security should purported state secrets
be disclosed.18
This confusion as to the proper judicial role plays out with particularly dire
consequences when a successful claim of privilege results in dismissal of the entire
lawsuit. Some courts correctly have held that where dismissal might result from a
successful invocation of the privilege, the court must examine the actual evidence as to
which the government has invoked the privilege before making any determination about
the applicability of the privilege or dismissal.19 Other courts have refused or declined to
examine the allegedly privileged evidence, relying solely on secret affidavits submitted
by the government.20
Legislative action to narrow the scope of the state secrets privilege and
standardize the judicial process for evaluating privilege claims is needed to clear up the
confusion in the courts and to bring uniformity to a too often flawed process that is
increasingly denying justice to private litigants in cases of significant national interest.
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2. Congress has the constitutional authority to alter the manner in which the courts
state secrets privilege
Attorney General Mukasey’s letter suggests Congress is impotent to regulate the
executive branch’s exercise of the state secrets privilege because the privilege is “rooted
in the Constitution and is not merely a common law privilege.” This analysis is wrong on
both the facts and the law. As law professor Robert Chesney made clear in his recent
testimony before your committee:
As a historical matter, there is little doubt that the privilege emerged as
a common law evidentiary rule, very much as did the attorney-client
privilege and similar rules that function to exclude from litigation
otherwise-relevant information in order to serve a higher public
purpose.21
The Supreme Court has never held, as Attorney General Mukasey suggests, that the state
secrets privilege is rooted in the Constitution. To the contrary, the Reynolds Court called
it “a privilege which is well established in the law of evidence.”22 The only Supreme
Court decision Attorney General Mukasey cited to support this argument, United States v.
Nixon, regarded an invocation of executive privilege rather than the state secrets
privilege.23 Moreover, the lower court decision Attorney General Mukasey cited to
support the contention that the state secrets privilege “has a firm foundation in the
Constitution,” El-Masri v. United States,24 is the sole outlier among many other Circuit
Court of Appeals decisions and congressional reports that clearly indicate a consensus
view that state secrets privilege arises from federal common law.25 But Professor
Chesney contends that even if one were to assume for the sake of argument a
constitutional basis for the state secrets privilege, “Congress would have authority at least
to regulate the process through which assertions of the privilege are to be adjudicated.”26
Indeed, the Constitution grants Congress “near plenary” powers over the
jurisdiction of federal courts, which arises “logically from its control over the very
existence of the lower federal courts.”27 Congress has the power to police executive
branch activities through judicial oversight, and by conferring authority to hear cases
challenging the use of executive power Congress has empowered courts to act as a check
against executive abuses. Despite Attorney General Mukasey’s statements to the
contrary in the letter, the Department of Justice has recognized the legitimacy of
Congress’s role in regulating the executive’s use of the state secrets privilege. In
pleadings seeking dismissal of the ACLU’s challenge to the National Security Agency’s
warrantless wiretapping program on state secrets grounds, the Department of Justice
argued:
This is not to say there is no forum to air the weighty matters at issue,
which remains a matter of considerable public interest and debate, but
that the resolution of these issues must be left to the political branches
of government.28
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What this argument misses, of course, is that the “political branch” – Congress – did
speak when it conferred jurisdiction to the courts to hear constitutional challenges to
executive branch actions.29 Congress obviously then retains the power to regulate the
manner in which courts exercise such authority.
Attorney General Mukasey seems to accept Congress’s power to regulate the
manner in which courts handle secret evidence in his discussion of the Classified
Information Procedures Act,30 which established procedures the courts would use to
handle classified evidence in criminal prosecutions. Attorney General Mukasey argues
that CIPA is somehow more legitimate than the Manager’s Amendment because in the
criminal context the executive retains “the discretion to protect classified information by
dropping a prosecution if necessary.” Attorney General Mukasey alleges the Manager’s
Amendment would force the executive into a “Hobson’s Choice” of either disclosing
information or losing cases, which is exactly the choice required in a criminal case under
CIPA. The argument in fact would be much stronger in the reverse, especially since
classified information in criminal cases primarily arises in espionage and terrorism
prosecutions. The decision to disclose information or forego prosecution of a suspected
terrorist must be more difficult than a decision to accept liability for monetary damages.
Underneath Attorney General Mukasey’s specious argument, however, is the acceptance
of the notion that Congress does have the authority to regulate the measures courts must
take to protect national interests, which include both the national interest in protecting
properly classified information and the national interest in allowing private litigants
harmed by executive abuses of power to have their day in court.
3. Courts have long had both the authority and the institutional expertise to resolve
evidentiary issues that pertain to national security information, and have never
jeopardized our security in the meantime.
The discussion of CIPA reveals another fault in Attorney General Mukasey’s
logic. Courts are plainly competent to review cases implicating even the most sensitive
national security issues, and have done so routinely.31 In fact, the administration’s
consistent overreaching since the attack of September 11,2001, has given the courts
ample opportunity to adjudicate national security programs and authorities: courts have
decided whether the President can detain enemy combatants captured on the battlefield in
Afghanistan and whether those captured are entitled to due process;32 whether individuals
detained at Guantanamo Bay can challenge their detention,33 and whether the trial of
detainees by military commissions passes constitutional muster.34 Courts have required
access to the testimony of enemy combatant witnesses;35 decided whether, consistent
with the Constitution, the FBI can unilaterally demand that internet service providers turn
over customer records related to national security investigations and gag them forever
without judicial review;36 whether the government can require closure of all post-9/11
deportation hearings for national security reasons;37 and whether the government must
disclose information about the treatment of detainees in Iraq, Afghanistan, and
Guantanamo Bay.38 Yet through all of this litigation, the administration cannot point to a
single incident where the courts erred and jeopardized our security.
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Further, even before the attacks of 9/11, our courts regularly fulfilled their
constitutional role through times of emergency, war or other danger. In the past, courts
have determined whether the military can try individuals detained inside and outside
zones of conflict, during times of hostility and peace;39 whether the government could
prevent newspapers from publishing the Pentagon Papers because it would allegedly
harm national security;40 whether the executive branch, in the name of national security,
could deny passports to members of the Communist Party;41 whether U.S. civilians
outside of the country could be tried by court-martial;42 whether the President could seize
the steel mills during a labor dispute when he believed steel was needed to fight the
Korean War;43 whether the Executive could continue to detain a loyal Japanese-American
citizen under a war-related executive order;44 whether the President could block southern
ports and seize ships bound for Confederate ports during Civil War;45 and whether the
President could authorize the seizure of ships on the high seas in a manner contrary to an
act of Congress during a conflict with France.46 One cannot put too fine a point on it: for
over two hundred years courts have played a crucial role as an independent branch of
government, even when national security issues are involved. If courts were able to
decide these cases without once jeopardizing national security, nothing should preclude
Congress from setting statutory guidelines about how evidence shall be presented,
received and used by those very same courts in the current age.47
Courts not only have the ability to handle sensitive national security cases but an
obligation. Indeed, courts have a special duty to review executive action that threatens
fundamental liberties. As the Supreme Court recently emphasized, the Constitution
“envisions a role for all three branches when individual liberties are at stake.”48
Ultimately, legislation such as the State Secrets Protection Act helps facilitate this most
important role for the courts by realigning the executive and judicial branches as co-equal
partners in defending our security and our liberties.

CONCLUSION
The framers carefully and deliberately distributed power among the three
branches of government, creating a system of checks and balances that prevents any one
branch from becoming powerful enough to threaten individual liberty. Our democracy is
strongest when the three branches operate together in mutual respect for one another, and
in respect for the rights of the governed. In his concurring opinion in Youngstown Sheet
& Tube Co. v. Sawyer, Justice Jackson warned of the threat to “the equilibrium
established by our constitutional system” when a President acts against the expressed will
of the Congress. But that equilibrium is equally threatened when Congress and the courts
fail to exercise their essential roles as checks on executive power.
Sadly, the last seven years have seen a retreat by both the legislative and judicial
branches, which have relinquished ever greater power to the executive. In the name of
fighting the so-called “war on terror,” the fundamental balance created by our
Constitution has been thrown askew and sorely needs to be righted. S. 2533 makes great
strides towards rebalancing government power -- in one honorable sweep it reasserts
6

Congress’ authority and preserves a meaningful role for the courts in protecting our civil
liberties. We strongly urge all members of the Judiciary Committee to support this
important bill.
Sincerely,

Michael W. Macleod-Ball
Chief Legislative and Policy Counsel

Michael German
Policy Counsel
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