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STATEMENT OF JURISDICTION

This Court has jurisdiction pursuanﬂ to 18 U.S.C. § 3731 over the first and
second 1ssues raised by the Appellant in this interlocutory appeal.

This Court docs not have jurisdiction to hear the third i1ssue raiscd by the
Appellant. Neither 18 U.S.C. § 3731 nor the Classified Information Procedures
Act, 18 U.S.C. App. 3 (“CIPA™), § 7, grants the Appellant the right to an
interlocutory appeal of the third 1ssue.

STATEMENT OF THE FACTS

From late 1998 through May 2000, Jeffrey Sterling was one of a number of
Central Intelligence Agency (“CIA™) employees working on a classified
operation referenced in the Indictment as Classified Program No. 1. Indictment §
16; JA 31. In March 2003, with war against lraq dominating the news, Mr.
Sterling lawfully met with members of the staff of the Senate Select Committee on
Intelligence to voice various concerns he had with Classified Program No. 1. /d. al
136;5A 37 In April 2003, the Government learned that certain information about
Classified Program No. | had been provided to a reporter for the New York Times,

James Risen. /d at 4 39-41; JA 38-39 (the [ndictment refers to Rusen as Author

A). The Government immediately commenced an investigation into this “leak.”
In carly 2006, Mr. Risen published a book, State of War, which included a chapter

discussing, among other programs, Classilied Program No. 1. See Gov’s Motion
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in Limine £Ex. A (Docket Entry (“DE”) 105-1); JA 154

During the many years of the Government’s investigation, Mr. Risen rcfused
to speak with the Government about his sources. Hc did not testify before the
grand jury. Appellant Brict pp. 17-19.

On December 22, 2010, almost ten years after his last day at work at the
CIA, Mr. Sterling was indicted by a federal grand jury in the Eastern District of
Virginia for unauthorized rctention and communication of national detense
intformation, unauthorized conveyance of government property, mail fraud and
obstruction of justice. Indictment §Y 55-75; JA 18-29. The Government obtained
that indictment based on what it now concedes i1s ennurely circumstantial evidence.
Appellant Briel, p. 38.

On January 14, 2011, Mr. Sterling was arraigned, entered a plea ot not guilty
to all the charges, and requested tnal by jury. Arraignment (DE 13). A discovery
order was also cntered in the case on January 14, 201 1. That order required tnc
Government to disclose all Giglio matcnial “no later than” five calendar days
before trial. Discovery Order (DE 14) p. 4; JA 536-061.

On January 25, 2011, the district court scheduled the jury trial 1n this matter
for September 12, 2011, meaning that Giglio material had to be produced no later
than September 7, 2011. Minute Entry (DE 21); JA 4. The Government thus had

more than eight months to prepare for trial, an unusually lengthy pertod of time to
)

r
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nreparc for any trial in the Easiern District of Virginia, much less in a case that the
Government had investigated for over secven ycars prior to bringing the indictment.

The Government, which had issued a irial subpoena to Mr. Risen, moved ir
limine for a pre-trial ruling on the scope of the privilege it anticipated Mr. Risen
would invoke at trral. DE 105; JA 124-153. The court heard argument on that

motion, and the multiple subscquent motions by the Government for clarification

and reconsideration, and granted the Governiment’s motion in part and denied 1t in
part. The district court ruled that while Mr. Risen would be compclled to provide

certain testimony, he would not be compelled to reveal his source or sources.
Memorandum Opinton (DE 148); JA721-752; Order (DE 261); JA 953.

On July 7, 2011, the district court, upon the joint request of the United States
and Mr. Sterling, continued the trial of the case from September [2, 2011 to
October 17, 2011. Order (DE 128); JA 663-64. Accordingly, the production of
Giglio material under the court’s prior order was now required to be produced, at
the latest, by October 12, 201 t, nine months after the indictment was returned.

On October 13 and 1[4, 2011, on the eve of trial and after the court's
deadline, the Government disclosed to thc defense significant Giglio matenal
pertaining 1o six of the Government’s proposcd trial witnesses. Letters of William
M. Welch Il to Edward B. MacMahon, Jr. (Oct. 13, 2011) (hereinafter “Oct. 13
Letters™); JCA 560-563; Government’'s £x Parte and Sealed Motion Regarding

o
J
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Witnesses (filed October 13, 201! and ordered producced to the defendant on
October 14, 2011); JCA 557-363. Because the Giglio material the Government
had produccd at the eleventh hour involved classified information and related to
covert CIA cmployees, the defcnﬁc coul.d not make mcaningful use ot it. Carefully
weighing the nature of the Giglio material and the clear prejudice to the defense,
the court struck the two Government proposed trial witnesses to whom the most
significant material penained, while allowing the Government to proceed to trial
and to call the other four witnesses for whom it had belatedly produced Giglio.
Oct. 14, 2011 Transcript (heretnafter “Oct. 14 Tr."); JCA 564-599.

Leading up to the trial, the Government had proposed, and the district court
approved over the defendant’s objection, numerous security measures with respect
lo a large number of the Government’s trial witnesses. These measures included: a
ban on courtroom skctch artists, a screen to prevent the public from seeing the
witnesses, the use of a non-public entrance to the courtroom by the witnesses, the
assurance that the witnesses would not be publicly identificd and authorization for
them to be referred (o 1n open court under pseudonyms. Order (DE 278); JCA
600-604. However, the courn ruled that the actual identity of the witnesses must be

disciosed to Mr. Sterling and the jury. Oct. 14 Tr.; JCA 597-598.
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SUMMARY OF THE ARGUMENT

| Mr. Sterling takes no position on whether a “reporter’s privilege”
exists and, if so, whether Mr. Risen would have been entitled 10 invoke the
privilege at trial.  The Government repcatedly moved in limine to admit Mr.
Riscn’s testimony at trial without being able to make any proffer of what his trial
testimony would be, having never spoken to Mr. Risen. The Government presents
an interlocutory appeal to this Court based, again, on pure speculation rcgarding
Mr. Risen’s testimony. The Govemment's appeal serves to highlight the
evidentiary gaps in its casc against Mr. Sterling. Indeed, the Govermment concedes
that without Mr. Risen’s testimony, it cannot even establish venue. Accordingly,
with respect to this portion of the Government’s appeal, Mr. Sterling states only
that the Government does not have any actual knowledge of what Mr. Risen’s
testimony would be werc he compelled to reveal his source or sources, nor does it
know how important such testimony would be in the context of the evidence
adduced at trial, including the defenses, if any, put on by Mr. Sterling. This Court
must consider the interlocutory appeal (n that context.

2. The district court properly exercised its broad discrction In striking
wo of the Government's witnesses after the Government produced significant
classitied Giglic material related to those witnesses only three days and four days

before the start of trial. This belated disclosurc was a clear violation of the court’s
3
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discovery order, which required production of such material no later than five days
before tnal. More significantly, the Government was also bound by the due
process requirements of the United States Constitution to disclose this matertal to
Mr. Sterling in sufficient time for its effective use at triai. Independent of the
court’s discovery order, the Government's last minute disclosures were 1n blatant
violation of this consututional obligation.

As the court with the greatest famliarity with the procedural history of this
case, the entire factual record and its own docket, a district court has wide
discretion 1n fashioning the appropriate sanction when a party violates a discovery
order. Hcre, the Government belatedly disclosed Giglio material about six
covernment witnesses. The Government offered no reason for its delay. Mr.
Sterling, in turn, was greatly prejudiced by the delay. Duc to the necessary and
time-consuming process required by the classified nature of the Giglio material,
Mr. Sterling could not possibly have fully investigated and developed the
belatedly-disclosed evidence prior to the start of trial, three to four days later. The
court took all of these factors into consideration and applied the most appropriatc
sanction: it struck the two government witnesscs about whom the most significant
Giglio material related, and as to whom, thercfore, the untimely disclosure was
most prcjudicial. Conversely, the court imposed no sanction whatsoever related to

the late disclosure of Giglio pertaining to four other witnesses, whom, despite the
6
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Government’s violation of the court’s discovery order, the Government remained

”

free to call as witnesses at trial.  This Court should defer to the district court’s
substantial discretion 1n making such rulings and uphold the court’s decision.

3. Therc 1s no basis for the Governiment’s assertion of jurisdiction for
Sectron [l of tts interlocutory appeal. Neither 18 U.S.C. § 3731 nor CIPA § 7
grants this Court jurisdiction to cntertain an interlocutory appeal of the distnict
court’s order that, while the Government could call witnesses without disclosing
their tdentity o the public, 1t would be required to disclose the true names of the
witnesses to Mr. Steriing and to the jury. None of the individual provisions of
S 3731 apply to this ruling. And, CIPA grants inlérlocutory appeal rights only to
decisions rclaied to a defendant’s attempted use of classified information. Here,
the court’s order did not pertain to such a request. Rather, the Government seeks
appeliate review of a pretrial decision related 1o its own election to call witnesses
at trial that would result in a limited disclosure of classified information by the
court to the defendant and the jury alone. As this Court has previously held in
United States v. Moussaoui, 333 F.3d 509, 514 (4th Cir. 2003), CIPA applies 1o the
disclosure of classified information by the defendant to the public at trial. And
when CIPA 1s not direcily apphlicable, § 7 does not authorize an interlocutory

appeal.  /d. at 515. Accordingly, this Court lacks jurisdiction over the

Government's interlocutory appeal of this issue.
7
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Lven were the Court to determine it could exercise jurisdiction over this

issue, it should uphold the district court’s ruling. Having ruled that 1t was going to
permit five government witnesses to testify without their identities being pubhicly
disclosed, the district court was well within its discretion to order that the regl
names of these witnesses be disclosed to the Defendant and to the jury. The court
had already granted the vast majority of the Governments security measure
requests, over the defendant's objections and then cxercised tts discreuon in
making this ruling, balancing the need to preserve Mr. Sterling’s constitutiona!
rights 1o a fair trial with the Government’s need to protect the identity of certain
witnesses o the extent possible consistent with a public tnial. The district court
had wide discrction to make such a determination, ahd this Court should aftirm.

ARGUMENT

L. MR. STERLING TAKES NO POSITION AS TO WHETHER MR.
RISEN PROPERLY INVOKED ANY PRIVILEGE IN THIS CASE.

The Government has not interviewed Mr. Risen, and the grand jury that
returned the indictment in December 2010 did not hear from Mr. Risen
Regardless of how many times the Governmeni claims to know that Mr. Risen’s

testimony will nculpate Mr. Sterling, the fact 1s that the Government cannot
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credibly or properly proffer Mr. Risen’s imagined tesimony.! However, that has
not restrained the Government from purporting 10 do precisely that. For example,
on page 3 of the Appeliant Brief, the Government proffers that Mr. Risen 1s “the
only eyewitness to the crime and the only person who could identify Sterling as the

?

perpetrator.” This statement merely summarizes the Government’s aspirations as
to what Mr. Risen might say. The Court must be careful to avoid beheving that
there is any basis in the record for this or the many other statements or claims the
Government atiributes to Mr. Risen and testimony that has never been provided.
Indecd, all the Court nceds to do is note that there are no record cites 10 ¢ven a

single profter of Mr. Risen’s testimony. In short, (0 the extent the Government's

Statement of Facts relies upon such assertions, it should be disregarded by this

Court.
Throughout the trial proceedings in this case, Mr. Sterling has consistently
declined to take a position rcgarding whether Mr. Risen properly invoked any

“reporter’s privilege” in the district court. While Mr. Sterling recognizes that this

- el s — o - L PEerep———

L Mr. Sterling takes exception to many of the “facts” set forth by the Government
in the Appellant’s Statement of Facts, but identifies them with particularity only to
the cxtent they are maternial to the resolutton of this appeal.  Mr. Sterling
specifically objects to the Government providing any ex parte information to the
Court including the information apparently provided in the ex parre classified
appendix. Appellant Brief p. 5, 0.2,

REDACTED / CLEARED FOR PUBLIC RELEASE
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1s an issue of first impression n this Court, his view 1s simply that the privilege
issue i this case should be resolved between Mr. Riscn and the Government, as
adjudicated by the courts. In the district court, the Government moved on several
occasions to admtt, in /imine, the unknown testtmony of Mr. Risen. See, e.g., DL
1057; JA 124-153. In various oppositions, Mr. Sterling focused on the absurdity of
moving (n limine to admit the testimony of a witness when the Government could
not proffer what the testimony of that witness would be.  See, eg., Def's
Opposition (DE [87); JA §90-896.

In this appeal, the Government is forced to concede how many elements of
the charged offenses 1t believes 1L simply cannot prove without Mr. Risen’s
imagined testimony. For example, it admits that “there are no recorded phone calls
or recovered emails in which Sterling discloses classified information to Risen.
The Government has evidence that Sterling and Risen called onc another, but the
contents of their conversations are unknown.” Appellant Brief p. 41. Remarkably,
the Govermnmment admits that without Mr. Risen’s testimony, il cannot even prove
venue. [d.atp. 38

The Government’'s practical problem, however, 1s that Mr. Risen has
publicly indicated that he will not answer any of the questions that the Govermment
thinks he can answer. Thus, while Mr. Sterling takes no position on the privilege

or birst Amendment issues poscd by this case, the record i1s clear that the
i O
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Government is speculating about Mr. Risen’s anticipated testimony In a vain

attempt to fill a gaping evidentiary void that has existed throughout 1ts

mvestigation and attempted prosecution of 1ts case against Mr. Sterling,

And, because the Government cannot proffer Mr. Risen’s testimony, it seeks

to attribute the need for such evidence to defenses that have not yet been raised and

may not ever be raiscd. For example, the Governiment posits that it may need Mr.

Riscn to rebut what it fears is the defense in the casce. /d. at pp. 43-44. At the same

time,

it fails to acknowledge that Mr. Sterling 1s not obhgated to put on any

defense at all; the mere fact that he might put on a defense provides no support 1o

the Government's position in this appeal. In this regard, the Court should bear in

mind again that the Government is raising this issue 1n a complete factual vacuum.

The Court should be refuctant to decide an 1ssue on interlocutory appeal with no

factual record, bascd purcly on the Government’s supposition about what a witness

with whom it has never spoken might say, and how those statements may rcout a

defense that may or may not ever be raised.

11,

THE DISTRICT COURT PROPERLY EXERCISED TITS
DISCRETION IN  STRIKING PROPOSED GOVERNMENT
WITNESSES FOR WHOM THE GOVERNMENT HAD FAILED TO
TIMELY PRODUCE SIGNIFICANT GIGLIO MATERIAL.

A.  Relevant Factual and Procedural Background

Duc to the targe volume of classified materials produced in discovery and

| |
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ine covert status of many of the government’s proposed trial witnesses, the case
presented signiticant CIPA issues and other legal and practical hurdles to then
defense in investigating the case. In May 2011, the Government wrote to defense
counsel sctung forth the parameters as to how the defensc could interview
witnesses as part of its investigation of the case. Letter of William M. Welch 11 10
tdward B. MacMahon, Jr. (May 9, 2011), 4 4; JA 1016-18. Pursuant to that letter,
prior to speaking 1o any winess, the defense would need to determine from the
Classified Information Security Officer (CISO) assigned to the casc whether the
witness possessed a current clearance sufficient to be interviewcd about the
classified 1ssues in the case. /d. [f not, the detense could ask the CISO whether or
not the witness could be cleared specifically for the purpose of a defense interview.
[d. It and when an appropriate clearance was confirmed, the defense could
interview a witness, only if the witness agreed to mcet with the defense in a
Secured Compartmentatized Information Facility (SCIF). /fd.  Even f the
terview took place in a SCIF, 1t was the Govemment's position that the defense
could not ask about the 1dentity or background of a covert agent of the ClA. /d
Due to the lengthy pre-indictment investigation of the case by the
Governmeni, as well as the substanual period of tume the Government had to
prepare for trial (which was then extended by over a month), the Government had

an nordinate amount of lead time in 1dentifying its trial witnesses. Two of those
12

e

REDACTED / CLEARED FOR PUBLIC RELEASE



7  Date Filed: 02/27/2012 Page: 19 of 81

REDACTED / CLEARED FOR PUBLIC RELEASE

®
WiNEsses were and - Oct. 14 Tr,; JCA 592 (court
noting that the Government had known {or some period of tme that was

going to be a witness; the Govermment did not disagree with this observation).
[ndeed, the Government knew at least from the time it indicted this case that 1t

would call these two witnesses. The Government has characterized aS

b L LI

Classificd Program No. 1" who would lay

the toundation for half of the Government's trial exhibits and as Mr.

Sterling’s on Classificd Program No. 1. See¢ Appellant Brief at p. 53 n.
| 7. Not only did the Government vicew each witness as an important fact witness,
but 1t had also designated each of these wilncsses as an expert witness for the
Government.

Since each witness had served as a covert CIA agent, each had held a
secunity clearance.  Accordingly, it was well known to the Govemment's
experienced counsel that each would therefore have an extensive security file at the
CIA that would need to be reviewed for potential Brady/Giglio matcrial.  Ihe
Governmert also k;nf:u.f_that the CIA files would be classified, which would add an
additional layer of delay occasioned by the need of the appropnate classification
zuthority to review the information before it could be released, even to cleared
counsel. Finally, the Government must also have known that, given the nature of
the Information at issue, once it was produced 1o the defendant, it would take a

| 3

REDACTED / CLEARED FOR PUBLIC RELEASE



Appeal: 11-5028 Document: 47  Date Filed: 02/27/2012 Page: 20 of 81

REDACTED / CLEARED FOR PUBLIC RELEASE

considerable period of ume before the defense would be able to make meaningful
usc of it

On October 13, 2011, the court held a hearing relating to cenain security
measures for tnal. October 13th was the day afrer the absolute latest deadline
taced by the Government for producing Giglio material and more than a month
atter s original latest possible deadline for doing so. Minutes before the hearing
was to commence, the Governiment handed letters to the defense disclosing, for the
st time, certain Giglio information with respect to six of its trial witnesses,
inciuding 1 . and . . Oct. 13 Letters; JCA 560-63. Spccifically,
the correspondence stated that a review of the respective sccurity files

demonstrated that had , had -

. and that

[d. One went so far as to

ld.  Additionally, one

Id.  With
respect (e .‘ the Government’'s review of his security file revealed he had
been ' _ ,and it was concluded that he had
potentially r _3 used his

, and - - -

| 4
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ﬁ

the detense had no opportunity prior 10 the October 13, 2011 hearing
meaningfully to review the Government’s correspondence.  After the hearing had
concluded, the defense did so and immediately recognized the importance of the
information disclosed. [t promptly wrote to the Government asking 1t to provide
the defense wuith a copy of the respective security files. Letter of Edward B.
MacMahon, Jr. to Witham M. Welch I (Oct. [3,2011); JSA 333.

Unbcknownst to the defense, on October 13, 2011, the Government had also
filed an ex parte motion with the court disclosing additional potential impeachment
malterial about both - and . which it had not disclosed to the
detense. Gov's Ex Parte Motion:; JCA 337-563.

On October 14, 2011, the court held another hearing. This was the first
opportunity the defense had 1o address the court regarding the disclosures made to
the defense on October 13th; it was also the last business day before trial was
scheduled to commence on Monday, October [ 7th. Unbeknownst to the defense,
minutes before the October {4th hearing was to commence, the Government had
sent an e-mail to the defense disclosing that, while 1t had reviewed the security
tiles for the witnesses who were the subject of its October 13 disclosure, it had not
been permitted by the CIA 1o retain a copy of those files and therefore could not
produce a copy to the defense. Letter of William M. Welch [ to Edward B.

MacMahon, Jr. (Oct. 14, 2011); JSA 332, After the hearing began, the court
[ 5
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alerted the defense (0 the existence ol the Government's ex parte filing and denied
the Government’s rcequest that the motion be enteriained ex parte, ordening the
Government o serve a copy of its motion on the defense. Oct. 14 Tr.; JCA 571

The information the Government had (iled ex parte revealed that the security files

also demonstrated Lhat; 0 hada - , had -
Motion; JCA 557-563. The Government’s review of DS security file had
2150 revealed | | hzwi’ng%

e

Mr. Sterling objected to the late disclosures, specifically noting that not only
did they violate the fi v&day limitation in the court’s discovery order, but also this
incomplete information was not produced sufficiently in advance of tnial for the
defensc to make meaningful use of 1. Oct. 14 I'r.; JCA 574, The district court
asked counsel for the defendant what remedy was appropriate, given that 1t was
now 115 p.m. on Friday afternoon for a trial scheduled to begin on Monday
morning. /d.; JCA 575. The defense responded by noting two possible remedies: a
continuance or striking the witnesses at issuc. /o

The Government’s brief inaccurately suggests that Mr. Sterling did not
object to the untimely disclosure, belatedly sought a continuance as the oniy
remedy for the late disclosure, and that the court sua sponte proposed striking the

16
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witnesses.  Appellant Brief pp. 51-52.  In fact, given the tinung of the

Government’s disclosure, the defense did not have the opportunity to review tt
antil after the conclusion of the hearing on Octoper 13th. Even afler that hearing,
the defense remained unaware of the Government’s additional disclosures tn its ex
parte filing or the Government’s refusal to produce a copy of the security files. At
the hearing the following day, the court, when informing the defense of the
Government’s ex parte filing, noied the impropriety of the Government’s eftort to
proceed in that fashion on the eve of trial. Oct. 14 Tr.; JCA 568-569 (“[T]here's
no reason why this motion would not have been provided to defense counsel,
because you are asking the Court to restnct defense counsel’s ability to raise
certain ssues. . . . [ T]hat’s not the proper process, not a motion litke this, not on
the cve of tnal™).

The defense, at the first opportunity to be heard about the prior day’s
disclosures (still not privy to the ex parte disclosures) argued that those disclosures
¢id not occur sufficienty in advance of trial, because the defense would need 1o
interview the sources of the negative tnformation about the proposed government
witnesses. /d; JCA 571-572. Defense counscl explained that while “I'm glad that
we got 1t” the defense was stuli severely prejudiced because, “l mean, we've got to
investigate more of this.” /d. [t was only after the defense lodged the complaint
about timeliness, that the court observed that the defense was being “awfully nice.”

|7
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ld . JCA 573 (quoted in Appellant Brief at p. 51). When the court asked the
defense about remedies, the delense noted that there were nwvo possible remedies,
stating one, which the court would not like, was a continuance; before noting that
the other was striking the witncsses, the court itsclf interjected 1o staie that striking
witnesses was the other possible remedy. /Id.; JCA 575. Thus, the Government’s
suggestion that the delense did not object at the first nossible opportunity to the
late disclosurce or that the defense offered only a continuance as a possible remedy,
much less the most appropriate remedy, 1s simply inaccurate.

The district court, upon reviewing the material produced 1o Mr. Sterling on
October 13th and 14th, concluded, particularly with respect to and

, that the mmpcachment material was sigﬁiﬁcam. /d.; JCA 576-577 (With

respect Lo

I mean that's very bad. [t certainly relates to among other things truth
and veracity, reliabihity, and to be getting that kind of information at the last
ritaute 1§ a real problem.” With respect to - is very significant].]
L mean 1L 1s not impressive at all, and 1t undercuts a lot of the credibility of the
Jovernment’s case. ).

The October 13th letters also disclosed significant impeachment material

related 1o other proposed government witnesses. For example, the letter disclosed
|5
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that had taken
Oct. 13 Letters: JCA 361 Similarly,; | 's security file revealcd Lhat?
Id: JCA 563. As the trial court well
knew, in the context of this case, these disclosures were particularly important.
The Government had moved in limine 1o admit evidence at trial that it had found
classified personnel records in Mr. Sterling’s home. The records were from 1993,
when My, Sterling first joined the CIA. Gov’s Motion in Limine (DE 181); JA
367-889. None- of these records related to Classified Program No. | or any other
operation of the CIA, nor did the Government claim that any contained
national detense information. /4. The Government argued, however, and the court
aceepted, that evidence that Mr. Sterling failed to secure a classified document was
evidence under Rule 404(b) that he intentionally retained or disclosed the unrelated
national defense information at issue in the indictment. Order (DE 225); JA 93 1.

What the Court did not know when ruling on this motion, and what the

The of the Government’s
witnesses would certainly have been relevant in assessing the reasonableness of the
interence (hat the Government had already asked the court to draw and would ask
the jury to draw: namely, if Mr. Sterling at one point mishandled classified non-

operational material that was not nztional defense information, it is more likely that
19 .
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he would have intentionally retained and disclosed national defense information.

See Oct. 14 Tr.; JCA 588-89 (The court understood that the belatedly produced

Giglio was not just impeachment material going to the witnesses’ truth and
veracity; the court specitically expressed its agreement with the delense argument:
“The government is going to ask the jury to draw an inference of disclosure of
national defense information against Mr. Sterling based on his procedures for
handling information that does not relate to any classified program that 1s not
national defense intormation, and yet they want to call somebody as one of their

most crucial witnesses who's , and we have no
opportunity io investigate any of that.”).

The court stated that it was inclined to strike '. ‘andi : ,
“because those are the two with the most significant amount of Giglio material,
and vou just don’t have cnough time o, to research 1.7 Jd; JCA 577, After
hearing further argument, the court ordered these witnesses stricken. /d.; JCA 389-

90.

The court noted that while preparing for trial in a case involving classified
intormation presents complexities for the Government, it “brought this case in this
court, you know the ruies, and this case has becn continued before. There s no

reason thus stuff was left unul the last minute by the agency or wnoever else gave

vou clearance.” [Id; JCA 578-579. The court reiterated that the five-day deadline
20
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in its discovery order was “the last point, but a smart prosecutor gets that stult out
carlier . . . to avoid this tvpe of problem.” /d.; JCA 578-579; see also id.; JCA 592
(“And the uming problem i1s not the defendant’s fault.  You-all have been on
notice. This case was originally set for September, as I recall. | mean, iU’s been
continued. So tnere’s been plenty of time to get this stuft in order.”).?

The derense argued the belated disclosures were “cxactly the kind of
matertal  that separate and apart from the Court’s discovery order, as a
constitutional matter, we have every right to set in enough ume to make
meamngful usce or 1t in advance of trial, and | don’t understand how under any
conception getting the information on Friday afternoon before a Monday tnal can
qualify.” fd.; JCA 589. The Court agreed with this argument and ruled that the
Giglio materials “should have been given o the defense way before this ume.” Jd;
JCA 390, Accordingly, the court struck and as witnesses.
I JCA 589-390. In its exercise of 115 discretion, the court also weighed the
Government's Giglio violations pertaining to the other four witnesses for whom it

made belated disclosures, but concluded that the Giglio with respect to those

e e e i ny - T e il Mgy

gl

* The court bricfiy explored whether a continuance would both allow for efifective
nvesitgation by the defense and could be accommodated on the court and
counse: s trial catendar, but rejected the notion that a continuance could resolve the
problem the Government had created by 1ts late disclosure. /d.; JCA 594-593.

2]
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witnesses was not significant enough to warrant any further sanction.
I3. The Government’s Belated Grglio Disclosures Violated Both the

Trial Court’s Discovery Order and the Government’s
Constitutional Obligations.

The district court, more than eight months before the original trial date set in
this case, ordered the Government to produce Giglio material “no later than five
calendar days before tnial[.]” DE 15; JA 59 (emphasis added). This order did not,
and could not, reheve the Government of 1ts constitutional obligations to producc
exculpatory material suffliciently in advance of trial to allow the defensc to make
meaningful use ol it. Accordingly, the court’s order could only be read to state that
Giglio material must be produced in sufficient time to be of meaningful use to the
defendant, and, in any event, no later than five days before trial. Despite the tact
that the court granted a more than one-month continuance of the original tnal date,
the Government nonetheless failed to comply with either ils constitutional
obligation or the court’s deadline of production five days before tnial. Ignoring the

former obligation altogether, and arguing that it did not violate the latter deadline

by much, the Government asks this Court in an interlocutory appcal to usurp the
broad discretion ot the trial court to enforce its own orders, manage its tnal
calendar and hold the Government to its constitutional and other obligations.

The Supreme Court has again recently forcefully reiterated the fundamental
orinciple of constitutional law that the Government must disclose to the defense

22
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information that 1s favorable to the defense, inctuding material that :mpeaches &
govemnmment witness. Smith v, Cain, 565U S, 132§ Cu 627 (2012). Or, as
this Court just stated, “{elvidence tending to impeach a witness for the State must
be disclosed to the defendant if known to the prosccution.” Smith v. Branker, No.
10-7417, 2012 U.S. App. LEXIS 799, at *4 (4th Cir. Jan 13, 2012); citing Giglio v
United States, 405 U.S. 150, 154-55 (1972) (The government is constitutionally
obligated to producc to the defense information that would tend to impeach a
govemment WItNEss). There is no difference betwecen the prosecution’s
constitutional obligation to disclose impeachment evidence and its obligation o
disclosc exculpatory evidence. United States v. Bagley, 473 U.S. 667, 676 ("The
Court of Appeals treated impeachment evidence as constitutionally diffcrent from
exculpatory evidence . . . This Court has rejccted any such distinction belween
impeachment evidence and exculpatory evidence”); see also United States v. Noel,
No. 3:08cr186-03, 2009 U.S. Dist. LEXIS 72448, at *1 n.2 (E.D. Va. Aug. 14,
2009) (since Giglio matenal is “simply a subsct of Brady material, the disclosure
of Giglio matenal is subject to precisely the same analytical structure as

exculpatory evidence.”).:

——r g iiep—lepalal e

» The Department of Justice also recognizes that its obligation to produce Giglio
material is a constitutional obligation:

(footnote continuec on aext page)

b
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In order for the Government io meet s constitutional obligation, the
cxculpatory or impeachment material must be disclosed sufficiently in advance of
irial for the defendant to be able to make meaningful use of the information. See
Spicer v. Roxbury Correctional Inst., 194 I-.3d 547, 556 (4th Cir. 1999) (“LEvidence
that can be used to impeach a witness is unquestionably subject to disclosure under
Brady. .. In fact, the Court has recognized that “if disclosed and used effectively,
(impeachment evidence] may imake the difference between conviction and
acquittal.””) (quoting United States v. Bagley, 473 U.S. 667, 676 (1985)) (alteration
original), (nited Stares v. FElmore, 423 F.2d 775, 779 (4th Ciur. [970)
CUiDhsclosure to be effective must be made at a time when the disclosure would

oc of value to the accused.” . . . Manifestly, a more lenient disclosure burden on the

goverument would drain Brady of all vitality.”) (internal citation omitted); United

L - - e

({ootnote continued from previous page)

Government disclosure of material exculpatory and mpeachment
cvidence ts part of the constitutional guarantee to a fair tnal. Brady v
Maryland, 373 U.S. 83, 87 (19063); Giglio v. United States, 405 U.S.
150, i34 (1972). The law requires the disclosure of exculpatory and
impeachment evidence when such evidence 1s matenial to gutlt or
punmishment. Bradv, 373 U.S. a1 87; Giglio, 405 UJ.S. at 154. Because
they are Constitutional obligations, Brady and Giglio evidence must
be disclosed regardless of whether the defendant makes a recuest for
exculpatory or impeachment evidence. Kyles v. Whitley, 514 U.S.
419,432-335 (1995).

United States Attomeys Manual, 9-5.001 B ("Constitutional obligation 1o ensure a
tair trial and disclose material exculpatory and impeachment evidence™).

24
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States v. Coppa, 267 F3d 132, 146 (2d Cir. 2001) ("[T}he Government
‘suppresses’ evidence within the meaning of Brady only if it fails to disclose Brady
and Gigho maternial in tme for its effective use at trial or at a plea proceeding”);
Noel, 2009 U.S. Dist. LEXIS 72448 at *2-3 (" Brady maternial must be disclosed in
sufficient time to be of mcaningful use o the defendant.”). Accordingly, when the
Covernment in this case belatediy disclosed Giglio material, it not only directly
violated the district court’s discovery order, but, more importantly, it also violated
the constitut:onal requirement that it produce Giglio material in time to be of
meaningiu. use to Mr. Sterling.

As described above, Mr. Sterling did not receive the Government'’s complete
summary of the Giglio matenal from the security files untul October 14, 2011.
ven at that late date, the Government did not produce the underlving material, but
merely a description of . Gov's £x Parte Motion and Oct. 13 Letters; JCA 557-
563. The Government’'s summary description of the underlying matenal disclosed
the existence of multiple witnesses who 1t was rcasonable to believe would have
the ability 1o provice exculpatory testimony, but whom the defense could not
nterview without first locating them, learning their current security clearance,
obtaining theiwr consent to be interviewed in a SCIF, and, even then, litigating
restrictions the Government had unilaterally imposed on the interviewing of

witnesses with classified information. {{ and when those hurdles were cleared, the
25
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cefense would then have needed to make a CIPA § 5 notice and hugaie the
disclosure of classified information necessary to make use of the exculpatory
testimony at trial.

Against this backdrop, the Government’s chorus that its disclosure of Giglio
material, at best, two business days before the start of trial was “only” 12 hours late
rings hollow. As does the Government's observation that 1t volunteered on the
Friday aftermoon before a Monday trial to attempt to obtain the most recent known
addresses for the sources of information located in the government witnesses’
security fites.  Oct. 14 Tr; JCA 591 (*if we can run down their last known
addresses, meaning if we can run down where they're living today, we would give
them to counsel’’). The Government did not have CLzrferlt addresses of any of those
witnesses and could not even tell the court that it would be able to provide
“accurate addresses|[.]” [, After the Court ordered its ex parre tiling disclosed to
the detense, the Government designated that filing and s Giglio disclosure letters
as classified. Gov’'s Mouon; JCA 605-606. Thus, even if the Government had had
current contaci information for these witnesses and nad provided 1t to the defense
on the 13th or the l4th, that would only be the start, not the end, of the lengthy
process that would have needed to ensue in order for the defense to make
meaningful use of the imformation. Defense counsel could not have interviewed
the witnesses without first meeting all of the hurdles discusscd above.

26
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By focusing solely on the fact that the Government missed the district
court’s five-day deadline, the Government attempis to deflect from the fact that it
plainly did not give Mr. Sterling the Giglio material enough 1n acvance of tnai that
he could make effective use of it. The court had broad discretion to fashion an
appropriate sanction for the Government’s clear violation. And, as the court with
comprehensive knowledge of the facts and the history of the case, and in due
consideration of all the arguments, the tnal judge ruled that suppressing the
testimony of the two witnesses to whom the most significant belatediy disclosed
Giglio matertal related was most appropriate.  There was nothing aroitrary or
capricious about this ruling; to the contrary, it was amply supported by the record.
This Court should defer to the district court’s discretion, uphold its ruling and deny
the Governiment's appeal.

C. District Courts Have Wide Discretion in Imposing Discovery
Sanctions.

“Rule 16 grants the district court substantial discretton in deahng with a
violation ol a discovery order.” United States v. Hammoud, 381 ¥.3d 316, 336 (4th

Cir. 2004)); see also United States v. Day, 524 F.3d 1361, 1372 (ID.C. Cir. 2008)

(I'rial counts have the discretion to weigh various options in deciding how 1o

address a party’s violation of a discovery rule. “If a sanction 1s thought necessary

cunder Ruie 10, 1115 for the court 1o decide whether to order a continuance, or o

)
~J
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prohibit the party [rom introducing in evidence the material not disclosed, or to
maxe whatever other order 1t decms just under the circumstances.”” (quoting
CHARLES ALAN WRIGHT, 2 FEDERAL PRACTICE & PROCEDURE: CRIMINAL § 260, at
196-201 (3d ed. 2000) (footnotes omitted)).

As this Court has cxplained, such deference 15 necessary because, “[tjrial
judges are much closer 1o the pulse of the trial than [the appellate cburt} can ever
be, and broad discretion is nccessarily accorded them[.]”  United States v.
Fernandez, 913 [F.2d 148, 155 (4th Cir. 1990) (internal citations and quotation
omitted). Accordingly, the Court has upheld a much harsher trial court remedy
tnan that imposcd by the district court below. In Fernandez, this Court athirmed
dismissat of an tndictment with prejudice, because the “trial court was immersed in
the complicated facts of [the] case for several months, and its familiarity with the
particulars of [the] prosecution far exceeds our own.” /d.

In its opening brief, the Government cites three factors that a district court
should weigh iI:'I determining which sanctions o impesc: (1) the reason tor the
Governments dclay; (2) the degree of prejudice to Mr. Sterling; and (3) whether
any less severe sanction would remedy the sanction -- and claims that the di;trict
court did not properly consider them. Appeltant Brief p. 54 (citing Hammoud, 381
F.3d at 336). However, while the district court may certainly consicer these

factors, they “merely guide the district court and do not dictate the bounds of the
28
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dgistrict court’s discretion.” United States v. Davis, 244 IF.3d 666, 670 (Sth Cir.
2001) (cwung United States v. Russell, 109 F.3d 1503 (10" Cir. 1997)).

In Davis, the Eighth Circuit upheld the tnal court’s exclusion of DNA
evidence as a sanction against the government for having produced the report only
three days beforc trial was scheduied to begin. Id. 667-68. The district court
acknowledged ihat the evidence was highly probative of defendants’ guilt, but
noted 1ts “firm duty to make sure the system worked fairly and that de{endants had
the night to tully confront and evaluate the evidence that will be used against them

33

in a umely manner.” /[d at 669. Accordingly, it denied the government’s motion
tor a continuance, holding that while a continuance could address the untimely
disclosure, 1t would not address “ihe district court’s significant scheduling
problems.” /d. 4t 670.

The Lighth Crreuit affirmed, reasoning that the government “was in charge
ol the prosecution of the case, and the orderly procurcment of cvidence’ and, with
more diligence, 1t could have complied with the discovery deadline. /d. at 671
Furthermore, white the district court did not inake an express finding of precjudice,
the defendant was clearly prejudiced by the production occurring “literally on the
eve of tnal, making it virtually impossible, absent a continuance, for defendants to

evaluate and canfront the evidence against them.” [d. Finally, while altemauve

sanctions mav have becn adequate or appropriate, they would have been less
29
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ctiective than the preclusion sanction. /d. at 673, Ulumately, the distnict court was

justified in ns decision “in order to maintain the integrity of the judicial process

and respect the pressing scheduling problems of the district court.”™ /d.

Likewise, in United States v. Wicker, 848 F.2d 1059 (10th Cir. 1988), the
government mussed a deadline for producing an expert report, disclosing it six days
nefore trial was scheduled to begin, The Tenth Circunt stated that, while the three
factors may guide the district court, in some instances, it “may need to suppress
evidence that did not comply with discovery orders 1o maintain the integnty and
schedule of the court even though the defendant may not be prejudiced.” /d. at
1061

Nor, us the Government argues (Appeliant Brief p. 53}, does a fack of bad
raith on the part of the government preclude the trial court from HNPOSINgG
exclusion of cvidence as a sanction for the violation of a discovery order. As the
court 1n Wicker noted, even though “the district court did not cansider whether the
government acted in bad faith” it was “clearly justified tn concluding that the
government’'s reason was not sufficient to justify the delay.” 848 .2d. at 1001
(empnesis added). See alsc United States v. Adams, 27) F.Bd 1236, 1244 (10th
Cir. 2001 (holding that the “district court justifiably cxcluded the evidence on the
pasts of 118 unexplamed untunchness alone.”); United States v. Campagnuolo, 392

F.2d 832, 858 (5th Cir. 1979) (finding no “abuse of discretion where, as here, a
30
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district judge for prophylactic purposes suppresses evidence that, under a valid
discovery order, the government should have disclosed carlier, even if the
nondisclosure did not prejudice the defendants.”); United States v. Robinson, 44 I+
Supp. 2d 1345, 1348 (N.D. Ga. 1997) (suppressing key prosecution evidence when
failing (0 do so “would be to establish a precedent countenancing a disregard of
discovery obligations which will assure either a snail like progression of the 800
telony cases fited in this court annually or a succession of tnials in the United
States Department of Justice is allowed to flaunt the law it exists 1o support and

detend.”)

of

D. A Consideration of the Three Factors Support the District
Court’s Order.

[Zven though the district court’s discretion was not bound by the above-
referenced three factors, a consideration of each demonstrates that the district court
properly exerc:sed 1ts discretion in stnking lwo government witnesses.

| . The Government's Untimely Disclosure Was Not Justified.

ey, = —————

While the Government takes pains to ecmphasize repeatedly its view that its
preduction occurred “12 hours after the expiry of the discovery deadline” (see,
e.g., Appellant Brief at p. 49), the Government offcrs no justification for its farlure
0 meet the court’s deadline. Indeed, the information the Govgmmenl disclosed on

the eve ot trial, admittedly in violation of the court’s discovery order, had been

REDACTED / CLEARED FOR PUBLIC RELEASE



Appeal: 11-5028 D

OOOOOOO

: 47  Date Filed: 02/27/2012 Page: 38 of 81

REDACTED / CLEARED FOR PUBLIC RELEASE

avallable to the Government from the beginning of its invesugation.

The Government began this investigation in 2003, According to a 3027
produced 1o the defense in discovery, ' was first interviewed by the FBI
In s investigation of the “leak’™ to Mr. Risen related 1o Classified Program No. |
on April 11, 2003, days after the Government learmmed that Mr. Risen had
information aboui the program.. I worked on Classified Program No. |
anc¢ was Mr. Sterling’s on the prograni. The Government called

as a witness before the grand jury. Mr. Sterling was indicted in 2010, and
tral was originally scheduled o begin on September 12, 2011, By September
2011, notonly had the Government produced (o the defense discovery that made u
apparent that both and were likely Government trial
witnesses, but the Government had also designated each as being expert witnesses
as well as fact witnesses. See Letter of James L. Trump to Edward B. MacMahon,
JroSep. 15, 201 1) (designating ;and | as fact witnesses whno
may atso proviae expert testumony and summanzing their qualifications). Under
inese circumstances alone, there ts no legitimate rcason for the Government's
tatlure to meet the court’s deadline for the production of all Giglio material, at the
latest, by October 12, 201 1.

I"urmcrmore} the Government should have been carefully marshaling its

documents and monitoring its disclosures due to the delays inherent in @ CIPA
R

-fl-
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procecding. As the Government acknowledged, 1t was required to review “a vast
number of documents in order o comply with its discovery obligations, many of
them classthied, and was required to submit all discoverable classified documents
to the CIA for a line-by-line classification review before they could be produced.”
Appellant Bricf pp. 47-48. Bceing aware of these added complications in producing
classttied documents, the Government should have been undertaking this important
process well in advance of the district court’s latest possible applicable deadline.
the Government's delay is parucularly inexcusable when the Giglio
ntormation was found in the security files of two important Government
witnesses. The Government knew from the beginning that these two witnesses
were central to its case. As the Government writes, was a
Classified Program No. | and would lay the necessary
toundation {or nearly half of the government's trial exhibits” and would also
provide “expert testimony on the potential harm” caused by Mr. Sterling’s alleged
disclosure. Jd. at p. 33 n.i7. : was Mr. Sterhing’s while he
worked on the Classified Program and would zalso provide “expert testimony on
Sterling’s training, experience, and ability to understand the potential harm caused

?

oy leaking the informaticn.” /d. There is simply no cxcuse {or the Government’s
delay i rescarching the security backgrounds of their witnesses for Brady and
Giglio disclosures. As the trial court observed, “{ Y ]ou should have protected your

33
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Key witnesses better than that.,” Oct. 14 1r; JCA 593.

The Government began producing discovery in January 2011, Appeltant
Brief p. 48. It could and should have been reviewing the security files for its
known witnesses months before trial commenced, and 1t has offered no reason,
much less a justifiable one, for its failure to do so. See Davis, supra, 244 [F.3d at
669 (finding no reason for delay when defendants were arrested on January 7,
DNA evidence was delivered to the crime lab on February 4, discovery was due
Feoruary 28, and the Govermmeent did not request cxpedited testing until March 24
or produce the evidence to defendants until March 31); see also Oct. 14 Tr.; JCA
578-579 (As the court stated to the Government attorney, “[Y]ou brought this case
in this court, you know the rules, and this casc has been coniinued before. There is
no reason this stuff was left untit the last minute by the agency or whoever else

gave you clearance.”).

L T " Wl eimlinirier . e L

It 1s of no moment whether this was a failing of the prosecutors or the agency
with which it was working, See Kvles v. Whitley, 514 U.S. 419, 437 (U.S. 1995)
("1 T]he individual prosecutor has a duty to learn of any favorable evidence known
to the others acting on the government’s behalf in the case, including the police”);
see also In Re Sealed Case No. 99-3096 (Brady Obligations), 185 1F.3d 887, 896
(D.C. Cir. 1999) (finding Brady violation when prosecutor fatled to conduct
complete search of federal and local law enforcement agencies for Brady material);
United States v. Thornton, | F.3d 149, 158 (3d Cir. 1993) (*The prosecutors have
an obligation to make & thorough inquiry of all enforcement agencies that had a
notcntial connection with the witnesses.”).

34
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[~

Mr. Sterl

ng Was Prejudhiced by the Government's Delay.

Mr. Sterling was undeniably prejudiced by the Government’s unjustified
delay. Because CIPA applies to this proceeding, once Mr. Sterling obuained the
Giglio matenal, defense counsel could not simply review the documents, contact
the sources and conduci the necessary interviews, all while preparing for opening
statements and jury selection. To the contrary, Mr. Sterling was required to take
nmultiple complex steps in order to assess and develop the information. Such steps
requited a sigmiicant amount of time and certainly were not possible to finish
adequately within the shor period of time between the Government’s belated
disclosure and the scheduled start of trial. See Oct. 14 Tr.. JCA 577 {(court noting
that - and j%“":a.re the two with the most significant amount of
Gigiio matenial, and you just don’t have enough time to, to rescarch 1t.”); id.; JCA
592 (court noting that fully addressing the Giglio material was not possible: “These
avorneys couldn’t possibly do that plus be in trial all day gening ready for tnal.
That's unrealistic.”); ¢f. Davis, 244 F.3d at 671 (in a case where CIPA did not
apply, finding prejudice when the government's production of Giglio matenal
produced three to four days before tnial, “literally on the eve of tnal,” made u

“virtually tmpossible, absent a continuance, for defendants to evaluate and

confront the evidence apainst them.™),

o
L
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The Government argues that the defense suffered no prejudice as a result of
its disclosure past any possible apnlicable discovery deadline and hiterally on the
cve of tral. See, e g., Appeliant Brief at pp. 56-58. The Government cites no case
in support of this argument that 1s factually and procedurally similar to this case.
Rather, the Government relies on cases that either do not involve CIPA or involved
post-conviction challenges by a defendant who argued a discovery violation had
occurred at trial. This case presents an interlocutory appeal of a pre-trial decision
(o whiteh a trial court s afforded great deference.

The Government cites only a single case in which CIPA applied, United
States v. O'Hara, 300 F3d 563, 567 (7th Cir. 2002).°> In that case, as in the
majority of the non-CIPA cascs on which the Government relies, the court was
addressing a convicted defendant’s motion for post-conviction relief based on a

claim that the defendant’s rights under Brady had been violated.s

——

> CIPA is also briefly mentioned in Hammoud, 381 F.3d at 338, also cited by the
Government, because the defendant was prohibited from questioning an expen
witness about his employment with the Bl However, this Court found that CIPA
was not implicated. 381 F.3d at 338.

""-

erent analytical framework applies to an appellate court’s review
of & post-convicuon challenge than what the twal court applies in exercising s
discretton with respect to pre-trial discovery rulings.  See United States v
Sajavian, 23> F.R.D., 12, 16 (D.D.C. 2003) (“Because the definition of
‘materiality” discussed in Strickler and other appellate cases i1s a standard
articutated 1 the post-convicuon context for eppeliate review, 1t is not the
(footnote continued on next page)

5 An entirely dif

i 4
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In post-convicuion cases that address whether, as a result of Brady, Giglio, or
some other discovery violation, a reversal of a conviction was warranted tor a
tarlure of the trial court to suppress evidence, the 1ssue 1s whether the court so
abused its discretion in not suppressing evidence that reversal 1s warranted. Here,
on the other hand, the court is assessing whether the court so abused its discretion
by striking two witnesses for which significant Giglio material was not produced in
a uamely manner, either under the court’s discovery order or as a matter of the
Government's constitutional obligations. Under either scenario, the tnial court is
entitled to great deference.

In acjdition to the deference owed to the trial court and the significant
difference between what constitutes a umely disclosure to make meaningful use of
mformation in the context of a CIPA case and what constitutes umeliness 1n a
standard prosecution, the Government’s cases are distinguishable in several other

respects. For instance, in United States v. Golyansky, 291 F.3d 1245, 1248 (10th

gl . m— . g il by el

(footnote continued {rom previous page)

appropriate one for prosecutors 10 apply during the pretrial discovery phase. The
only question betore {and cven during trial) s whether the cvidence at tssue may
be “favorable 1o the accused’; if so, it must be disclosed without regard to whether
the tailure to disclose it {ikely would aftect the outcome of the upcoming trial”)
(internal citations omitted). It 15 the task of the district court to provide the
defendant a fair trial, not to introduce the greatest possible error that would survive
a post-conviction challenge. The trial court is afforded broad discretion in this
regard.

Ll
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Cir. 2002), the tenth Circuit reversed the trial court’s decision to suppress the
testimony of an unclassified government witness when the government violated 1ts
Giglio obligations by failing to disclose unclassified evidence of the witness’s
mental health 1ssues.  However, the defendants received the Giglio materal
nineteen days before trial (idd), a significantly larger amount of time than the three
to four days accorded Mr. Sterling. In United States v. White, 846 FF.2d 678 (1 1th
Cir. 1988), asnother case cited by the Government, the information belatedly
disclosed was “a pubiic document which was equally available to the Government
and the defendant],]” and other evidence that both the defendant and his attorney

i

“should have known about[.]” /d. at 692. Plainly, the prejudice ensuing from a
belated disclosure of information of which the defense should already have been
aware cannot compare o the prejudice here, where the belated disclosure was of
information in the security files of witnesses who worked for the CIA, information
entirely unavailable to Mr. Sterling absent disclosure by the Government.

And, that prejudice s manifest.  The Government argues that “the
intormation a: issue s not exculpatory and its impeachment value s shght.”
Appellant Briet p. 64, However, the matenial goes directly 1o the witnesses’
veracity, which places it squarcly within permissible impcachment evidence. See
Fed. R, Evid. 608 (YA witness’s credibility may be attacked . . . by testimony about
the witness’s reputaton for having a character for truthfulness or untruthtulness.”).

33
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The Giglio matenial indicated, inter alia, that attempted to engage 1n a

, potenually '
, and potenually
Oct. 13 Letters; JCA 560-561. The matenal further
indicated that ; h ;had
; ‘and had not
properly.  fd., JCA 562-363. Indeed, far less
cpregious instances of prior employment misconduct have been ruled to be the
proper subject of impeachment. See, e.g., United States v. Cole, 617 F.2¢ 151, 153
(5th Cir. 1980) (finding no crror ia the district ccurt permitting the prosecutor 1o
cross-examine defendant conceming his submission to a former employer ot a
talse excuse {or being absent from work).
The Giglio material at issue here is also substantive evidence going to the
weight of the Government's case against Mr. Sterling. The Government has stated

that 1t will put torth evidence under Fed. R. Evid. 404(b) that Mr. Steriing has

mishandled classified documents in the past.  Plainly, the significance of any

&

[

evidence that Mr. Sterling did so diminishes rapidly with the concurrent evidence
that the Goverrment’s own witnesses, including his

Thus, tor dus reason as weil, the Giglic material was relevant to Mr.
Sterling’s detense, necessitating sufficient ume for its meaningful use.

39
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{nd

A Less Severe Sanction Would Not Have Cured the Prejudice.

 — e T . I e— — —— ————eie e =S e sl e S ~—k .. T

Finally, the district court weighed the available sanctions and determined
that striking two government witnesses would cure the prejudice to Mr. Sterling,
maintain the integrity of the judicial process and respect the scheduling concemns of
the court. See Oct. 14 Tr.; JCA 592-595. The trial had already been rescheduled
irom September |2th. Having the most familiarity with both the particularities of
this case and its own criminal docket, the district court was well within its
discretion to strike the Government's witnesses rather than continue the case./

The cases the Government cites reversing a district court’s suppression of
evidence are again inapposite and do not support the Government’s criticism that
the sancuion chosen by the district court was 100 severe. United States v.
Sarcinelli, 667 F.2d 5, 5 (5" Cir 1982), 1s distinguishable because, the court
suppressed alf of the government’s evidence: “all physical evidence, all statements
made by the defendants[,] and all clectronic recordings or tape recordings

previously ordered produced and not produced[.]” Here, the court struck only the

r—

7 While this Court has observed that, “[tlhe sanction of exclusion of testimony . . .
1S almost never imposed’ absent a constitutional violation or statutory authority
tor the exclusion.” (see, e.g., United States v. Mulling, 263 Fed. Appx. 342, 344
(4th Cir. 2008)), the district court found that a constitutional violation occurred In
this case, in addition to a violation of the court’s discovery order, when the
Govemment fatled w0 provide Mr. Sterling exculpatory material sufficiently in
advance of tnal ror 1its ctfective use.
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In sum, the district court properly execrcised its discretion in striking two of
the Government's witnesses. The court was not bound by the three factors that this
Court and other Circuits have cited as guidance to a district court in making 1ts
determination. Nonetheless, a thorough application of those factors only further
supports the district court’s decision in this case. The district court properly
exercised 1ts broad discretion in the face of the Government's constitutonal
violation and its violation of the specific terms of the court’s scheduling order.

The district court’s ruling should be affirmed.

I, THE DISTRICT COURT'S DECISION TO ORDER THE
GOVERNMENT TO DISCLOSE TO MR. STERLING AND THE
JURY THE NAMES OF GOVERNMENT WITNESSES 1S NOT
APPEALABLE AND, EVEN IF APPEALABLE, IS NOT AN ABUSL
OF DISCRETION.

A This Court Does Not Have Jurisdiction Over the Government’s
Interlocutory Appeal.

Appellate junisdiction s generally governed by 28 U.S.C. § 1291, which
nrovides that the courts of appeals “shall have junisdiction of appeals from all final
decisions of the district courts of the United States.” This order 1s plainly not a
final order that is appealable under this statute, and thus § 1291 does not apply.
[nstead, the Govermment wrns to 18 US.C. § 3731 and CIPA § 7 for s
jurisdiction, both of which apply only under limited circumstances which are not
oresent here. Both prudental and constimtional concerns mandate that “the

42
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WO government witnesses to whom the belated Giglio disclosures were most
significant.  While the Government might make the judgment that without these
two witnesses 1t lacks sufficient evidence to proceed with its prosecution, that
observation merely reinforces why the Government should have undertaken more
care to produce the Giglio related to them in a uimely manner, as the disturict judge
noted. [t does not mean, however, that the district court’s sanction was 1tl-
constdered. The district court did not impose a sanction that wholesale preciuded
the Government from introducing evidence. The court excluded two witnesses
wnile allowing the Government to call four other witnesses for whom 1ts
disclosures violated the court’s order. Using a scalpel and not a cleaver, the
district court properly excluded no more than, but no less than, that tesumony to
which the most egregious violations related. This testimony, had the court allowed
It, would have caused prejudice to Mr. Sterling by depriving him of a meaningful
exercise of ms full rights to confrentation, duc process and effective assistance of

counsel.b

S — - e SR p—

———

-5 The Government also mischaracterizes Unired States v. Shafer, 987 F.2d 1054

(4th Cir. 1993) as “instructive.”  Appellant Brief p. 63.  Shafer involved a
completely difterent issue: whether the district court abused 1ts discretion in
declaring a maustrnal over the defendant’s objection. 987 F.2d at 1055, An enurely
different standard apphied (¥a mistrial may be granted over the defendant’s
objection only when required by ‘manifest necessity’ id. at 1057), and its holding
1s of little prececdential value with respect to the facts presented here.

4 |
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prosecution lacks appetlate authority absent express legislative authorization to the
contrary.”’ Arz'z'c;na v. Manypenny, 45 U.S. 232, 246 (1981). Otherwise, the
Government couid obtain unfetiered rights to appeal any pretrial decision of a
district court with which it disagreces. Because neither 18 U.S.C. § 3731 nor CIPA
y 7 provides any basis for this interlocutory appeal, the Court should dechine to
consider the argument raised by Appeltant in Section I of 1ts brief.

The Government never explains how any provision of 18 U.S.C. § 3731
coniers jurisdicuon upon lhis Court, because it cannot.  In ruling that the
Govemment could not use all of its proposed security measures, the district coun
did not suppress any evidence; did not dismiss the indictment or any counts of the
ndictment; did not affect any terms of Mr, Sterling’s pre-trial release; and did not
order any seized property returned o anybody. As such, no provision of 18 U.S.C
y 3731 provides jurisdiction for Section 11

The Government, therefore, relies solely on CIPA as its jurisdictional basis.
This eftort must fatl as well.  As this Court explained in United States v
Fernandez, 913 F2d 148, 151 (4th Cir. 1990), CIPA § 7 allows appeals from
adverse § 0(a) and (¢)(1) ruhings. See also Unitea States v. Rosen, 357 I-.3d 192
195 (4th Cir. 2009). Thus, the Government may appeal an adverse decision by the
district court when determining the “use, relevance, or admissibihity of classitied

information™ by the defendant and, upon making such ruling, the govermment's

)
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subsequent request to use substitutions in place of the classiticd information that
court has held the defendant may use. No such ruling is the subject of this appeal.

CIPA simply does not provide the Government with any nights to obtain
pretnial ruhngs -- much less interlocutory appeals -- of orders relaung to
information that it deems necessary 1o prove its case or orders that govern the
manner in which the government’s witnesses must testify. See Rosen, 557 F. 3d at
199 (“Although we possess jurisdiction to review the district court’s evidenuary
rulings under CIPA, as articulated in the CIPA § 6 Order, the Government's
attemnt to piggyback & cretrial review of the court’s interpretation of § 793 s
improper at this juncture.”). CIPA was not intended to provide the government
with these rights because, frankly, the covernment cannot “graymail” itself.

Rather, CIPA cstablishes procedures for determining before tnal the
admissibifity of classified information that rhe defense reasonably expects to
disclose. See United States v. Yunis, 867 £.2d 617, 622 (D.C. Cir. 1989) (“CIPA,
on the other hand, as noted above, provides procedures governing the defendant’s
access 1o classined information sought to be discovered from the government.”);
sce also Fernandez, supra, 913 £.2d at 151 (describing procedures); United States
v. North, 910 1F.2d 843, 898-99 (D.C. Cir. 1990) (same), modified on other
grounds, 920 F.2d 940 (D.C. Cir. 1990). And, the statute 1s intended to permit this
determination without placing the defendant in a worse position than he would be

4}
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n 1f the case did not involve classified information. See, e.g., United States v.
Poindexier, 698 b Supp. 516, 320 (D.D.C. 1988).

The determination of admissibility under CIPA involves four principal steps,
cach involving potential disclosures by the defendant, not the government.  First,
the defensc must tile a notice briefly describing the classified information that 1t
‘reasonably expects to disclose or to cause the disclosure of” at trial. CIPA § 5(a).
Classified mformation that the detense reasonably expects to disclose but does not
st on the CIPA § 5 Notice may be precluded from use at trial, [d. at § 5(b). No
similar obligation 15 imposed on the gavernment, which must decide on 1ts own
what 1 needs to disclose 1na particular case.

Second, at the prosecution’s request, the district court must hold a pretnal
hearing at which the court determines the “use, relevance, or admussibility” of
classitied information tisted 1 the defendant’s CIPA § S Notice. [d. at § 6(a). Al
the request of the Attorneyv General, the hearing must be held in secrct. Following
the hearing, the district court must “set forth in wniting” the basis for its ruling as to
cach 1tem of classibied information at issue 1n the hearing. /d. Again, the district
court 1s not required to hold any such hearing when the government wants to
disclose classiiied information in its case.

Third, as to any classified information for which the district court authorizes

disclosure requested by the defense, the government may move to replace the

3
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information with a statement admitting relevant facts that the information would
tend to prove, or to substitute a summary of the information. The district cournt
shall grant the government’s motion if it finds that the statement or summary
would “provide the defendant with substantially the same ability to make his
defense as would disclosure” of the classified information. Jd. at § 6(c)(1). Here,
the court did not authorize Mr. Sterling to disclose the classified information at
1ssue, and therefore there 1s no basis for the Government to otfer an admission or @
substitute m liew of the defense evidence.

Fourth, :f the district court dentes the government’'s motion for a statement
or substitution, the court shall, upon objection by the Attormney General, prohibit
the defendant from disclosing the classitied information and 1mpose sanctions on
the praosecuuon, including (where appropriate) dismussal of the indictment or
spectficd counts. [d. at § 6(e). As to any classified information that the arstrict
court determines may be disclosed at trial, the court “shall, unless the interests of
taimess do not so require, order the United States to provide the defendant with the
nformation it expects to use o rebut the classified information.”™  Id § at 6(f).
Here, the court has not rejected a government-proposed substitution for classiiied
information the defense seeks to introduce at trial.

None o1 these events are at issuc in this casc.  Mr. Sterling has never

provided any CIPA notice that he intends to disclose the names of any ClA covert
| 46
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agents or contractors to anyone under CIPA § 5. Rather, the Govermment intends
to call certain witnesses, and the district court determined, as a matter of common
law and 1ts own inherent acthority, the procedure under which these government
witnesses will testify.  CIPA| as a statute designed to prevent “‘graymail” by
defendants, conters no rights -- much less interlocutory appellate rights -- upon the
Goveémment when it elects 10 call a witness who, by virtue of being called by the
Government as 4 witness, results in the court disclosing classified information to
the defendant and the jury. In that regard, the Government can simply elect 10
comply (and call the witness in the manner prescribed by the court, pursuant to
which the witness’s identity would remain hidden from the public, but not the
acfendant or jury) or not (by deciding not to call the witness). 1t cannot use CIPA
to obtain an interlocutory appeal ?

Thus, by 1ts own terms, CIPA 1s not implicated in any way by the distrnict
court’s common sense decision to require the Goverminent to provide the uue
names of witriesses to the jury and the defense in this case. At best, CIPA applies
o this issue only by analogy, as the Government scems to concede.  Appellant

Brief p. 69, n.24. The district coury, in reitance upon its experience as the

3,

The legal basis for this result 1s amphfied by the unresuicted power he
covernment retains to classify and o de-classify information.
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Moussaowi i judge, was uniquely aware of thus Court’s prior holding that
CIPA’S procedures can be applied by analogy.  As this Court noted, the Act
‘nrovides usetul guidance in determining the nature of remedies that may be

avatlable.” United States v. Moussaouwi, 382 F.3d 453, 476 (4th Cir. 2004). The

tact that CIPA may be applied by analogy, however, is not dispositive of the

jurisdictional 1ssue here. Indeed, the legal issue presented is whether, when CIPA

s imphicated  solely by analogy, the Government then géts the benebit of
nteriocutery appellate rights that can only be granted (o 1t by statute. The answer
o that question is plainiyv no.

The junisdicuional holding in United States v. Moussaoui, 333 ¥.3d 509 (4tn
Cir. 2003), wiueh dismissed un mprovident interiocutory appcal,. s directly on
voint. There, this Court explained that because CIPA was enacted to “combat the
problem of ‘gravmail” an attempt by a defendant to derail @ cnminal tnal by
threateming o disclose classified informaton™ the statute required a criminal
detendant who planned to disclose classified information at his trial to nouty the
district court prior to trial, Id. at 314, The government may then request a hearing,
and once the district court has made a ruling, the government ts entitled to take an
ntertocitory appeal. /. This Court disagreed with the government that the order
of a district court “directing the deposition of the cnemy combatant witness 1s a

decision or order . . . authorizing the disclosure of classified inforination from
+ 8
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which it may take an immediate appeal.”” Jd. (intema! citations and quotauon
omitted). This Coun emphasized that CIPA § 6 “is concerned with the disclosure
of ctassified information by the defendant to the public at a tnal or pretnat
proceecing.” [d. (emphasis added). Thus, the district court was correct that "CIPA
applies here only by analogy.” /d. at 514-15. And, because “CIPA is not directly
applicable, §7 does not authorize an interlocutory appeal.” /d. at 515. Herc, there
15 no ruitng concermed with the disclosure of classified information by Mr. Sterling
to the public. Rather, the coun ruled that, if the Government called certain
witiiesses whose identities would not be publicly disclosed, the court would
disclose the true identities of those witnesses 1o vr. Sterling and to the jury, but
not to the pubhic. CIPA| theretore, apphes “only be analogy” and “§7 does not
authorize an nterlocutory appeal.” fd. at $14-15. This appeal should be dismissed
tor lack of junisdiction.

B. The District Court’'s Order Requiring Disclosure to Mr. Sterling
and the Jury Was Proper and Not an Abuse of Discretion.

Were tne Court to nonetheless exercise its junisdiction, it should uphold the
cistrict court’s order. Throughout the pretrial proceedings in this case, Mr. Sterling
consistently objected to the various and plenuful secunty measures that the
Government insisted, oflen in ex parte filings, were necessary for the protection of
covert CIA agents 1t wanted to call as witnesses to obtan a conviciion. In addition

49
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.0 the public trial and confrontation clause issues raised by these extraordinary
requests, Mr. Sterling was always mindtul that a key 1ssue {or the jury was whnether
the information published in Stare of War was, as a matter of fact or law, “national
detense information” as defined under 18 U.S.C. § 793 (CSection 7937). Mr.
Sterling consistently argued to the district court that the Government’s security
measures all carried the risk that the jury would be prejudiced by the enacunent of
such measures and would therefore conclude that the information at 1Ssue must be
national defense information.  See Def’s Opp; JCA 469. Simply stated, Mr.
Sterling’s argument was that he was not going to get a fair trial 1t those
sovernment witnesses were testifying anonymously, behind screens, and with faise
names. The district court allowed, over objection, virtually every request that the
Govemnment made -- banming courtroom sketch artists, placing witnesses benind a
screen, allowing witnesses 0 usc a non-public entrance w0 the counroom, not
revealing the name of the witness 10 the public -- but drew the hine at the
Government’s request to withhold from the defense and the jury the names of tive
potential witnesses.  Oct. 14 Tr; JCA 598 This ruling -- supported, it not
required, by the conirontation clause -- prevented further prejudice to Mr. Sterling,
in the jury’s consideration of one ot the elements of Section 793. It was an entirely

appropriate exercise of the tnal court’s discretion, and it should be affirmed.

>{
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B —ips el

The Confrontation Clause. and Not C[PA, Applies.

i Al s i el

The Government repeats the canard that 1t somehow was granted rights
under CIPA to withhold or substitute information from the jury in its case in chief.
Appeliant Briel pp. 67-69.  As described above, the Government has no rights
under CIPA and cannot invoke tis provisions when it will not or cannot accept the
consequence of disclosing classified information occasioned by calling its own
witnesses.  Argument by analogy is similarly unpersuasive, particularly when there
's ample constitutional case law directly on point 10

Rather than CIPA,| the correct starting point is the Confrontation Clause in
the Sixth Amendiment to the United States Constituton.  As this Court recently
.heid? the “Confrontation Clausg cuarantees a defendant the right to question an
adverse wiiness apbout tdentifying informavon, including his full name and
address.” Unired States v Ramos-Cruz, No. 08-4647, 2012 U.S. App. LEXIS 940,
3152 (4th Chars Jan. 18, 20120 see also Smith v lilinois, 390 U.S. 129, 13!

1968) (C{Thhe very starting point in exposing talschood and bringing out the truth

through cross-examinztion must necessarily be to ask the wimess who he 1s and

———

'O The Government has not cited the Court to a single case wherein an
mterlocutory appeal was granted regarding the pre-tnial decision o require the
covernment o disciose the identity of a governmenl wilness under  any

@

cireumstances.
5]
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where he lives.”) (internal citation and quotations omiited). Of course, this right s
not absolute, but “{w]hen the government seeks 1o withhold a witness’s true name,
address or place of employment, it bears the burden of demonstrating that the
threat to the witness {is] actual and not a result of conjecture.” Ramos-Cruz 2012
U.S. App. LEXIS 946 at *32 (citation and internal quotations omitted) {alteration
original). If the government makes the rcquisite showing of actual threat, “thc
district court still has discretion to review relevant information and determine
whether disclosure of the ~.xfimess;’s identifying information is necessary to atlow
eflective cross-examination.” [fd Under this standard, the district court dic not
abuse its discretion in requiring that the jury and Mr. Sterling know the true names
of CIA agents or contractors whom it was going to permit to testify in the case
without being publicly identified.

Each case cited by the Government involved only one or two wilncsses, and
none implicated the elements of Scction 793. Here, practically all of the
Government’s witnesses required some security measure that improperly, both
individually and cumulatively, prejudiced Mr. Sterling. The judge was well within

her discretion to draw the line where she did.
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I~J

Mr. Sterling  Consistently Obijected to  the Govemment's
Security Measures.

The Covernment’s recitation of the facts 1s grossly and self-servingly
selective. Mr. Sterling and the Government had been engaged in a running dispute
over the Government's intended use of anonymous witnesses, including experts.
Mr. Sterling, at every turn, argued that the cumulative effect of ail of the securnty
measures that the Government was requesting was the prejudicial appearance that
national sccurity information is at 1ssue in the case. Thus, the Government's
portrayal of the court’s exercise of her discretion as an “cleventh-hour decision to
reverse course and require closure to the defendant and the jury - despite the fact
that Sterling had not asked for such disclosure or identified any rcason why he
needed the information” (Appeliant Briet pp. 76-77) 15 a clear mischaracterization
of the record.

First, in ex parte CIPA filings that the defense has ncver seen, the court
apparently allowed the Government (o redact the true names of CIA ollicers and
contractors irom discovery in this case. /d. at p. 70. While, as a matter of fact and
law, tne defense could not participate in those ex parte hearings, the Government s
enurely incorrect when 1t states that Mr. Sterling has never objected to this
nrocedure.  For instance, Mr. Sterling has always objected to the use of

nseudonyms or incomplete names for expert witness. See, e.g., Def’s Reply n

LI
CAd
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Support of His Motion in Limine Regarding Expert Witnesses Proffered by the

United States {DE 193} (arguing that the use of anonymous experts violated the

Controntation Clause and Rule 16 of the Federal Rules of Criminal Procedure

(“Rule 167)). With respect to Rule 16, Mr. Sterling noted that “[w]ith this limited
inforrnation, provided less than one month from: the trial, the defense cannot

_I"n"

investigate the background of ‘classified witnesses’ without violating the
orotective order entered mn this case and thus cannot confront the witnesses in the

same manner a¢ the Government surely will try 1o do” with defense experts.  /d. at

Mr. Sterling also reinerated his objections to all of the Govermnment's
proposced security measures in his Opposition to the Government’s Motion tfor
Reconsideration of the Court’s Ruling Regarding Certain Security Measures for a
Luntted Number of Government Witnesses.  Def’s Opp; JCA 465 In tat
Opposttion, Mr. Sterling noted that the Government was sceking special security
measures for almost every significant witness in the case (id.; JCA 467-468) and

that the security measures impermissibly suggested that there was national detense

mtormation disclosed in State of War and that Mr. Sterling was responsible for

DAL this time, of course, the defense was unaware that the CIA was withholding
substanual impeachment evidence regarding most of these witnesses.

LR
i
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risking the lives of ClA ageats (id.; JCA 469). Accordingly, the Government's
claims that Mr. Sterling did not object and that the court was not informed by these
arguments in maxing her ruling 1s simply not supported by the record.

3 The Court’s Order Disclosing the Names to Mr. Sterling and to the

Jury of Witnesses Whom It Was Penmitting to Testify Without Being
Publicly Idenufied Was Not An Abuse of [is Discretion.

The Government falscly portrays the district judge as disinterested in tne
safety of CIA agents and obsessed with cutting the number of government tnal
witnesses.  This obviously unfair portrayal is made to obscure the fact that the
district judge granted hterally every sccurity request that the Government
requested and only balked at the Government's request to conceal from ivir.
Sterling and the jury the names of witnesses.!? Rather than abuse her discretion,
the trial judge balanced the Govermnment's claimed security needs with Mr
Sterhing’s fair tnal nghts. Thr: Government proposes a rule that, unless the ClA
obtains every security measure it seeks, any ruling to the contrary 1s an abuse of

discretion.  The law tforbids such a rigid rule which, in fact, would permit no

T -r e il -

i 2

2 Mr. Sterling does not waive his objections to the district court’s orgers
pertaining to security mecasures and, if necessary, may raise them on direct appeal.
However, once the court permitied witnesses 1o testify under extraordinary security
measures and without being publicly identificd, it plainly was not impermissible
for 1 to require that the defendant and the jury know the identity of the witnesses
both to allow confrontation and to prevent further prejudice to Mr. Sterling.

>3
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discretion at all and would allow the CIA to run ¢n Article [ tnal.

The Government also pretends that the names of these witnesses would
never otnerwise have teen given Lo Mr. Sterting or the jury. That 1s untrue. The
Government proposed disclosing the names of all of the witnesses, except Human
Asset No. | and , to the jury as part of voir dire.!3 That process is clearly
required so that potential jurors could know 1t they recognized any of the names
ana could properly serve as jurors in the first place. Thus, even under the
Government’s proposed voir dire procedures, there was never any chance that the
names were not going to be disciosed to the jury or Mr. Sterling during the tnal.

Morcover, Mr. Sterling bhas a constituttonal right to the names of the
wilnesses.  Thut right can only be mpeded if the Government can show some

L

danger (o the witnesses or threat to some “other legitimate interest 1in the criminal
trial process.” Chambers v. Mississippi, 410 U.S. 284, 295 (1973). Here, the court

carefully considered the Government's argument of danger and rejected it. Oct. 14

Tr JCA 586-597. The wtnal judge properly rejected the notion that Mr. Sterling

T S ee———— o e wm r

'+ The Indicunent refers to an individual paid informant who worked on Classitied
Program Ne. | as Human Asset No. 1. While the Government indicated repeatedly
that 1t ttkely would not call Human Asset No. 1 as a witness at tnal, it requested

inat 1f it called 2ither Human Asset No. | or , it would
wish o do so cnonvmously.,  The district court’s order with respect to Human
Asscet No. | and 18 not atissue 1n this appeal,

56
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was a threat o any witness. /d.; JCA 597. The court recognized that Mr. Sterling,
oy the Government’s own admission, already knew cight of the ten witnesses, and
that Lhcre was no evidence of any risk arising from him learning the names of the
other two. [fd. (“{1][ Mr. Sterhing were such a danger or a threat, | would have
expccted.you-all would have him in custody. He’s been sitting in this courtroom,
ne's on bond, and there’s some degree of presumption of guilt by making that
statement, but in any case, the argument that 1f Mr. Sterling knows the namc of the
person and their position with the agency, that that in and if itself i1s a nsk, [ think
inder the facis of this case 1s a no brainer ).

In this regurd, the distnct judge 1s enurely correct. Mr. Sterling has not
worked at the CIA for over eleven years. The Government proffered no evidence,
other than the zllegations in the indictment, which have been denied, that Mr.
Sterling posed any threat to any CIA witness. Indeed, since this case was indicied,
Mr. Sterling has enjoyed almost complete access to the SCIEF and all of the
classificd intormation iccated there. Other than an LlﬂSLlpp'OI'l(i‘d presumption of
dangerousness that the Govermment posits, there s no evidence in the record 1o
support any claim of denger as to any witness by Mr. Sterling. Indeed, as the
district court noted, in bringing these charges, the Government itself revealed Mr.
Sterling as a former covert agent. And, 1t offers him no protection from all of the

dangers to which 1t claims others are now exposed, due to 1ts own prosecution.

dmle gl

>/
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Regardliess, Mr. Sterling and counsel have been barred under the CIPA orders
entlered in the case, which carry criminal penalties, from disclosing the identity of
any protected witness to anyonc at any time, and they never have.

The court also properly rejected the claim that the jury could not be trusted
with the same information. As the court stated, the jury was going 10 recelve
substantiat classified information in this case, and the Government was prepared (0
make those disclosures. Furthermore, the jury would already have received a vorr
dire hist of witnesses that included all of the witness names. In finding that 1t
would allow the jury to know tire names of the testifying witnesses by use of a key,
the court stressed again that none of the proceedings would be for public
consumption, and the jurors would be instructed not to write down the names of
the witnesses. Qct. 14 Tr.; JCA 598,

The district court was also correct to find that Mr. Sterling needed to know
the identity of these witnesses in order to have the “opportunity to place the
witnesses in his proper setting and put the weight of his testtimony and his
credhbifity to a test.” Smith, 390 U.S. at 132, Mr. Sterling was not given the green
light to disciose any of these names publicly; he was given the right to know who
certain witnesses were so that he could assist his counsel in preparing a detense

through cross-examination. Such a simple and common ruling 1s hardly an abuse

of discretion.
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Finally, the Government protests that the district court did not accept as
binding any o: the authoriues it provided at the final hearing. None ot those cases,
however, are even on pomnt. None of them are interlocutory appeals ot pre-tnal
rulings that were unfavorable to the government and none deal with the legal issue
nere.  Again, the court granted the Government the right to use pseudonyms for
almost cvery witness 1n this case.  Under that ruling, there will be no public
disclosure of any covert agent’s name.

United States v Marzook, 412 F. Supp. 9.13, 023-924 (N.D. [ll. 2006), hardly
stands tor the proposition that this ruling should be reversed. "There, the district
court recognized that the witnesses werce Israeli intelligence agents whose 1dentities
were entirely unknown to the defendant. Id. at 913, The samc 1s truc for Unired
States v. Abu Ali, 395 F. Supp. 2d 338, 334 (E.D. Va. 20095), where the defendant
did not know the true names of any of the forcign agents at i1ssue and therc was no
jury since It was a suppression motion. In neither case did the district court make
an express finding, as was done here, that there was no risk to the testifying
witnesses from the limited disclosure authonzed here. The court also correctly
noted that these cases ivolve foreign agents and not agents working for the same
sovereign that was bringing the charges. Oct. 14 Tr.; JCA 596. The district court
ard oot as the Government wryly suggests, state that CIA agents are enttled 10

less protection than foreign agents. Rather, the court merely recognized that ths
Y

L.
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casc does not present the need for comity to a toreign soverelgn.

Similariyv, in United States v. Loneiree, 35 M.J. 396 (C.M.A. 1992), the
court martial defendant had already been convicted and was appealing, in part, the
tnal decision to withhold the name of a witness for the prosecution. There, Judge
Sentelle did {ind that there was no error since the “accuscd needed nothing more
than he had in order to place John Doe ‘in his bropcr setting’ and to ‘identify the
witness with his environment.”” 35 M J. at 41 (ciung Alford v. United States, 182
U.S. 687, 692 (1931)). The court upheld the tnal court’s broad discretion In
conducting 1ts own proceedings.  Herc, the court exercised its discretion based
upon a different sct of facts and merely came to a different conclusion.

The district court, in the end, was charged with protecting nauonal security
against the backdrop of serious criminal charges against a man who has plead not
guilty and 1s presumed o be not guilty. In weighing the Government’s claims, the
court ruled for the Government at every turn except for these five witnesses. The
court noted Mr. Sterling’s constitutional arguments, stating “{tJhe defendant’s
concern, wiich they have stated many times before, 1s the more and more of this
cloak and dagger stuff we put in. this case, almost just by interence, it, it
established the NDI (“national defense information™) nature of what’s going on
nere, which i1s very hard for a defendant to rebul.” Oct. 14 Tr.; JCA 584-585. The

court then struck what 1t believed was the most appropriate balance between Mr.
60
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Sterhng’s rights and the GovernmentUs security needs. This Court should uphold
the ruling.
CONCLUSION
For these reasons, Mr. Sterling respectfully requests this Court uphold the
rutings of the kastern District of Virgini:a.
Respectfully submtted,

s/ Edward B. MacMahon, Jr.
107 East Washington Street
g P.O. Box 25
' Middleburg, VA 20118
Tel. (540) 687-3902

Barry J. Pollack

Mha Haessly

Miller and Chevalier Chartered
655 Fifteenth St. N.W. Suite 900
Washington D.C. 20005

Tel. (202) 626-5800
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18 U.S.C. § 1291

§ 1291. Final decisions of district courts

The courts of appeals (other than the United States Court of Appeals for the
Fcderal Circuit) shall have jurisdiction of appeals from all final decisions of the
district courts of the United States, the United States District Court for the District
of the Canal Zone, the District Court of Guam, and the District Court of the Virgin
[slands, except where a direct review may be had in the Supreme Court. The
jurisdiction of the United States Court of Appeals for the Federal Circuit shall be
limited to the jurisdiction described in sections 1292(c) and (d) and 1295 of this

title [28 USCS §$ 1292(c) and (d) and 1295).

18 U.S.C. § 3731
§ 3731. Appeal by United States

[n a criminal case an appeal by the United States shall lic to a court of appeals from
a decision, judgment, or order of a district court dismissing an indictment or
Information or granting a new trial after verdict or judgment, as to any one or more
counts, or any part thereof, except that no appeal shall lie where the double
jeopardy clause of the United States Constitution prohibits further prosecution.

An appeal by the United States shall lie to a court of appeals from a decision or
order of a district court suppressing or excluding evidence or requiring the return
of seized property in a criminal proceeding, not made after the defendant has been
put in jeopardy and before the verdict or finding on an indictment or information, if
the United States attorney certifies to the district court that the appeal 1s not taken

tor purpose of delay and that the evidence is a substantial proof of a fact material
in the proceeding.

An appeal by the United States shall lie to a court of appeals from a decision or
order, entered by a district court of the United States, granting the release of a
person charged with or convicted of an offense, or denying a motion for revocation
of, or modification of the conditions of, a decision or order granting release.

The appeal in all such cases shall be taken within thirty days after the decision,
judgment or order has been rendered and shall be diligently prosecuted.
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The provisions of this section shall be liberally construed to effectuate its purposes.

18 U.S.C. app. 3 (“Classified Information Procedures Act”)

§ 1. Definttions

(a) "Classified information", as used in this Act, means any information or materal
that has been determined by the United States Government pursuant to an
Executive order, statute, or regulation, 1o require protection against unauthorized
disclosure for reasons of national security and any restricted data, as defined in
paragraph r. of section 11 of the Atomic Energy Act of 1954 (42 U.S.C. 2014(y)).

(b) "National secunty”, as used in this Act, means the national defense and foreign
relations of thc United States.

§ 2. Pretrial conference

Al any time after the filing of the indictment or information, any party may move
tor a pretrial conference to consider matters rclating to classified information that
may arise in connection with the prosecution. Following such motion, or on its
own motion, the court shall promptly hold a pretrial conference to establish the
timing of requests for discovery, the provision of notice required by section 5 of
this Act, and the imitiation of the procedure established by section 6 of this Act. In
addition, at the pretrial conference the court may constder any matters which relate
to classified information or which may promote a fair and expeditious tnal. No
admission madc by the defendant or by any attomey for the defendant at such a
conference may be used against the defendant unless the admission is tn writing
and 1s signed by the defendant and by the attorney for the-defendant.

§ 3. Protective orders

Upon motion of the United States, the court shall issue an order to protect against
the disclosure of any classified information disclosed by the United States to any
defendant in any criminal case in a district court of the United States.

§ 4. Discovery of classified information by defendant

The court, upon a suflicient showing, may authorize the United States to delete
specified items of classified information from documents to be made availablc to

the defendant through discovery under the Federal Rules of Criminal Procedure, to

Addendum 2
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substitute a summary of the information for such classitied documents, or to
substitute a statement admitting rclevant facts that the classified information would
tend to prove. The court may permit the Umted States to make a rcquest for such
authorization in the form of a written sitatement to be inspected by the court alone.
[t the court enters an order granting relief following such an ex parte showing, the
entire text of the statement of the United States shall be sealed and preserved in the

records of the court to be made available to the appellate court in the event of an
appeal. |

§ 5. Notice of defendant's intention to disclose classified information

(a) Nouice by defendant. If a defendant reasonably expects to disclose or to cause
the disclosurc of classified information in any manner in connection with any trial
or pretrial proceeding involving the criminal prosecution of such defendant, the
detcndant shall, within the time specified by the court or, where no time 1s
spectfied, within thirty days prior to trial, notify the attorney for the United States
and the court 1n writing. Such notice shall include a brief description of the
classified information. Whenever a defendant learns of additional classified
information he reasonably expects to disclose at any such proceeding, he shall
notify the attorney for the United States and the court in writing as soon as possible
thereaticr and shall include a brief description of the classified information. No
dcfendant shall disclosc any information known or believed to be classified in
connection with a trial or pretnal procecding until notice has been given under this
suosection and until the Umited States has been afforded a reasonable opportunity
lo seck a detcrmination pursuant to the procedure set forth in section 6 of this Act,
and until the tume for the United States to appeal such determination under section
7 has expired or any appeal under section 7 by the United States is decided.

(b) Failure to comply. 1f the defendant fails to comply with the requirements of
subsection (a) the court may preclude disclosure of any classified information not

made the subject of notification and may prohibit the examination by the defendant
of any witness with respect to any such information.

§ 6. Procedure for cases involving classified information

(a) Motion for hearing. Within the timc specified by the court for the filing of a
motion under this scction, the United States may request the court to conduct a
hearing to make all determinations concerning the use, rclevance, or admissibility
of classified information that would otherwise be made during the trial or pretral
proceeding. Upon such a request, the count shall conduct such a heanng. Any
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hearing held pursuant to this subsection {or any portion of such hcaring specified in
the request of the Attorney General) shall be held in camera 1f the Attorney
General certifies to the court in such petition that a public procceding may result in
the disclosure of classified information. As to each itecm of classified information,
the court shall set forth in writing the basis for its determination. Where the United
States' motion under this subsection is filed prior to the trial or pretrial proceeding,
the court shall rule prior to the commencement of the relevant proceeding.

(b) Notice.

(1) Before any hearing is conducted pursuant o a request by the United States
under subscction (a), the United States shall provide the defendant with notice of
the classified information that is at issue. Such notice shall identify the specific
classified information at issue whenever that information previously has been
made available (o the defendant by the United States. When the United States has
not previously made the information available to the defendant in connection with
the case, the information may be described by generic category, in such form as the
court may approve, rather than by identification of the specific information of
concern to the United States.

(2) Whenever the United States requests a hearing under subsection (a), the
court, upon request of the defendant, may order the United States to provide the
defendant, prior to trial, such details as to the portion of the indictment or

information at issue in the hearing as are needed o give the defendant fair notice to
prepare for the hearing.

(c) Alternative procedure for disclosure of classified information.

(1) Upon any determinauion by the court authorizing the disclosure of specitic
classified information under the procedures established by this section, the United
States may move that, in lieu of the disclosure of such specific classified
information, the court order--

(A) the substitution for such classifted information of a statement admitting
rclevant facts that the specific classified information would tena to prove; or

(B) the substitution for such classified information of a summary of the specific
classitied information.

The court shall grant such a motion of the United States if it finds that the
statcment or summary will provide the defendant with substantially the same
ability to make his defense as would disclosurc of the specific classified
information. The court shall hold a hearing on any motion under this section. Any
such hearing shall be held in camcra at the request of the Attorney Gencral.

(2) The United States may, in connection with a motion under paragraph (1),
submit to the court an affidavit of the Attomey General certifying that disclosure of
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classified information would cause identifiable damage to the national security of
the United States and explaining the basis {or the classification of such

information. If so requested by the United States, the court shall examine such
affidavit in camera and ex parte.

(d) Sealing of records of in camera hearings. If at the close of an In camera
hearing under this Act (or any portion of a hearing under this Act that is held in
camcra) the court determines that the classified information at issue may not be
disclosed or elicited at the trial or pretrial procceding, the record of such 1n camera
hearing shall be sealed and preserved by the court for use in the event of an appeal.

The defendant may seek reconsideration of the court's determination prior to or
during trial.

(e) Prohibition on disclosure of classified information by defendant, relief for
defendant when United States opposes disclosure.

(1) Whenever the court denies a motion by the United States that it issue an order
under subsection (c) and the United States files with the court an affidavit of the
Attorney General objecting to disclosure of the classified information at issue, the
court shall order that the defendant not disclose or cause the disclosure of such
information.

(2) Whenever a defendant is prevented by an order under paragraph (1) from
disclosing or causing the disclosure of classified information, the court shatl
dismiss the indictment or information; except that, when the court determines that
the interests of justice would not be served by dismissal of the indictment or
information, the court shall order such other action, in lieu of dismissing the
indictment or information, as the court determines is appropriate. Such action may
Includc, but need not be limited to--

(A) dismissing specified counts of the indictment or information;

(B) linding against the United States on any issue as to which the excluded
classified information relates; or

(C) striking or precluding all or part of the testimony of a witncss.

An order under this paragraph shall not take effect until the court has aftorded
the United States an opportunity to appeal such order under section 7, and

thereafier to withdraw its objection to the disclosure of the classified information at
1SSUuC.

() Reciprocity. Whenever the court determines pursuant to subsection (a) that
classified information may be disclosed in connection with a trial or pretrial
proceeding, the court shall, unless the interests of faimess do not so require, order
the United States Lo provide the defendant with the information 1t expects to use (o
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rebut the classified information. The court may place the United States under a
continuing duty to disclose such rebuttal information. If the United States fails to
comply with its obligation under this subsectlion, the court may exclude any
evidence not made the subject of a required disclosure and may prohibit the
examination by the United States of any witness with respect to such information.

y 7. Interlocutory appeal

(a) An interlocutory appeal by the United Statcs taken before or after the defendant
has been placed 1n jeopardy shall lie to a court of appeals from a decision or order
of a district court in a criminal case authorizing the disclosure of classified
information, imposing sanctions for nondisclosurc of classified information, or

refusing a protective order sought by thc United States to prevent the disclosure of
classified information.

(b) An appeal taken pursuant to this section either before or during trial shall be
expedited by the court of appeals. Prior to trial, an appeal shall be taken within
fourteen days afier the decision or order appealed from and the trial shall not
commence until the appeal is resolved. If an appeal is taken during tnal, the trial
court shall adjourn the trial until the appeal is resolved and the court of appcals (1)
shall hear argument on such appeal within four days of the adjournment of the tnal,
excluding intermediate weekends and holidays, (2) may dispense with writien
briefs other than the supporting materials previously submitted to the trial court,
(3) shall render its decision within four days of argument on appeal, excluding
intermediate weckends and holidays, and (4) may dispense with the issuance of a
written opinion in rendering its decision. Such appeal and decision shall not aftect
the right of the defendant, in a subsequent appeal from a judgment of conviction, to

claim as error reversal by the trial court on remand of a ruling appealed from
during trial.

18 U.S.C. § 793

S 793. Gathering, transmitting, or losing defensc information

(a) Whoever, for the purpose of obtaining information respecting the national
defense with intent or rcason to believe that the information is to be used to the
injury of the United States, or to the advantage of any foreign natuon, goes upon,
enters, flies over, or otherwise obtains information concemning any vessel, aircraf,
work of defense, navy vard, naval station, submarine base, fueling station, fort,
battery, torpedo station, dockyard, canal, railroad, arsenal, camp, factory, mine,
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telcgraph, telcphone, wireless, or signal station, butlding, office, research
laboratory or station or other place connected with the national defense owned or
constructed, or in progress of construction by the United States or under the control
of the Unmited States, or of any of its officers, departments, or agencies, or within
the exclusive junisdiction of the United States, or any place in which any vessel,
aircraft, arms, munitions, or other materials or instruments for use in time of war
arc being made, prepared, repaired, stored, or arc the subject of research or
development, under any contract or agreement with the United States, or any
department or agency thereof, or with any person on behalf of the United States, or
otherwise on behalf of the United States, or any prohibited placc so designated by
the Prestdent by proclamation in time of war or in case of national emergency in
which anything for the use of the Army, Navy, or Air Force is being prepared or

constructed or stored, information as to which prohibited place the President has
determined would be precjudicial to the national defense; or

(b) Whoever, for the purpose aforesaid, and with like intent or reason 1o belicve,
copies, takes, makes, or obtains, or attempts to copy, take, make, or obtain any
sketeh, photograph, photographic negative, blucprint, plan, map, model,

instrument, appliance, document, writing, or note of anything connected with the
national defense: or

(c) Whoever, tor the purpose aforesaid, receives or obtains or agrees or attempts to
receive or obtain from any person, or from any source whatcver, any document,
writing, code book, signal book, sketch, photograph, photographic negative,
blueprint, plan, map, model, instrument, appliance, or note, of anything connected
with the national defense, knowing or having reason to believe, at the time he
rcceives or obtains, or agrees or attempts to receive or obtain it, that it has been or

will be oblained, taken, :nade, or disposed of by any person contrary to the
provistons of this chapter [18 USCS §§ 792 et seq.}; or

(d) Whoever, lawfully having possession of, access to, control over, or being
entrusted with any document, writing, code book, signal book, sketch, photograph,
photographic negative, blucprint, plan, map, model, instrument, appliance, or note
relating to the national defense, or information relating to the national defense
which information the possessor has reason to believe could be used to the injury
of the United States or to the advantage of any foreign nation, willfully
communicates, dehivers, transmits or causes 1o be communicated, delivered, or
transmitted or attempts to communicate, deliver, transmit or cause to be
communicated, delivered or transmitted the same (o any person not entitled to
recerwve it, or willfully retains the same and fails to deliver it on demand to the
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officer or employee of the Uniled States entitled to recerve it; or

(e¢) Whoever having unauthorized possession of, access lo, or control over any
document, writing, code book, signal book, sketch, photograph, photographic
negative, blueprint, plan, map, modcl, instrument, appliance, or note relating to the
national defense, or information relating to the national defense which information
the possessor has reason to believe could be uscd to the injury of the United States
or to the advantage of any foreign nation, willfully communicates, delivers,
transmits or causes to be communicated, delivered, or transmitted, or attempts 10
communicate, deliver, transmit or cause to be communicated, delivered, or
transmitted the same 10 any person not cntitled 1o receive it, or willfully retains the

same and fails to deliver it to the officer or cmployec of the United States entitlied
1O reccive it; or

(f) Whoever, being cntrusted with or having lawful possession or control of any
document, writing, code book, signal book, sketch, photograph, photographic
negative, blueprint, plan, map, model, instrument, appliance, note, or information,
relating to the national defense, (1) through gross negligence permits the same to
bc removed from its proper place of custody or delivered to anyone 1n violation of
his trust, or to be lost, stolen, abstracted, or destroyed, or (2) having knowledge
that the same has been illegally removed from its proper place of custody or
dchvered to anyone in violation of his trust, or lost, or stolen, abstracted, or
destroyed, and fails to make prompt report of such loss, theft, abstraction, or
destruction to his superior officer--

Shall be fined under this title or imprisoned not more than ten years, or both.

(g) If two or more persons conspire to violate any of the foregoing provistons of
this section, and one or more of such persons do any act to effect the object of the
conspiracy, cach of the parties 1o such conspiracy shall be subject to the
puntshment provided for the offense which ts the object of such conspiracy.

(h) (1) Any person convicled of a violation of this section shall forfeit to the United
States, trrespective of any provision of State law, any property constituting, or
derived from, any proceeds the person obtained, directly or indirectly, from any
foreign government, or any faction or party or military or naval force within a
toreign country, whether recognized or unrecognized by the United States, as the

result of such violation. For the purposes of this subscction, the term "State”
includes a State of the United States, the District of Columbia, and any

commonwealth, territory, or possession of the United States.

Addendum B

(2201721

REDACTED / CLEARED FOR PUBLIC RELEASE



Appeal: 11-5028 Document: 47  Date Filed: 02/27/2012 Page: 81 of 81

REDACTED / CLEARED FOR PUBLIC RELEASE

(2) The court, in imposing sentencc on a defendant for a conviction of a violation
of this section, shall order that the defendant forfeit to the United States all
property described in paragraph (1) of this subsection.

(3) The provisions of subsections (b), (¢), and (e) through (p) of section 413 of
the Comprehensive Drug Abuse Prevention and Control Act of 1970 (21 U.5.C.

333(b), (¢}, and (e)-(p)) shall apply to--

(A) property subject to forfeiture under this subsection;
(B) any seizure or disposition of such property; and
(C) any administrative or judicial proceeding in relation to such property,

If not inconsistent with this subsection.

(4) Notwithstanding section 524(c) of title 28, therc shall be deposited in the
Crime Vicuims Fund in the Treasury all amounts from the forfeiture of property

under this subsection remaining afier the payment of expenses for forfeiture and
sale authorized by law.
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