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IN THE OWITED STATRS DISTRICY COURT FOR THH
' EASTERN DISTRICT OF VIRGINIA

Alexandria Division JUN 28 2011
In re: ! 1:08dm61 {WMB) o ERR UGS BISTRICT COURT
j A, VIRGINIA
Grand Jury Subpoena to ) INPER SBAL  coumT OFFICER
James Risen } %‘%

MENORANDUM QINICN

A federal grand jury has been invesvigating how highly
clasaified information about a Central Intelligsnces Ageancy
(vc1ar) operacson (NG
—:ms leakéd to journaliat James Rigen, Before the Cowrt
is Riwan’s Motion to Quash a grand jury subpoena that peeks his
tegtimony about his reporting. For the reasons discussed below,
Risen's Motion to Quash the subpoena has been granted,

I. Backgxound

5. Chapter 9 of gtate of AT
In January 2006, Risen published u book about the CIA, State

("State of War"). Chapter 9 of gtate Qf War describes a covert

ClA operative's attaempts to provide Iran with flawed nuclear

weapon plans undex a lighly claesified CIA program,

A8 reported in Chapter 9, the CIA recruited a former Ruseian
scientist, identified by the codénams “MBRLIN,” to provide
Iranian officials with faulty nuclear blueprints, as part of @
CIA plan to undermine Iran‘s nuclear programs. According to

Rigen, the flaws in the blueprints wers immediately spotted by
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the formeyr scientist. Nevertheless, the CIA instructed him to
continue with the operation and drop the blueprints off at the
Iranian embassy in Viemnma. Chapter 9 concludes that the
operation wae deeply flawed and mismenaged, because the latent
defects in the blueprints were easily identifiable, and the
opsration actually resulted in tha transfer of potentially
helpful nuclear technology to the Iranians. Much of Chapter 9 is
told from tho perspsctive of a CIA case officer, described as the
Russian gcientiat's “personal handler,” who was assigned Lo

pessuade the sciangiac to go along with the operation.

pPecl, of Eric B.

Bruce, dated March 7, 2008, (“Bruce Docl.”) at § 7, Bx, B to
Government'e BX Parte Submission in Supp. of Opp. to James
Rigen's Mot. Lo Quash Grand Jury Subpoena, dated June 18, 2010.%
B. Risen’s cantacts with Jeffrey Sterling
The government’s target in the leak investigation ias Jeffrey

Sterling, who waa hired as a CIA case officer in 1993, Bruce

R, ::c: D!
at {1 7. Chapter 9 algo reports that an Iranian Intelligence

ofEicer provided the CIA with evidence that Ivan was beliind a-

bomb and that icials suppredsed that information.
Ia, at 9 1316-118,
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Decl. at § 13. Prom late 199§ or early 1989 through Apxll or May
2000, S8terling wae aspigned as —
T . ac 9 16, 26. Sterling frequently met
vicyh N »::2 had prinoipal responsibility for
drafting classified reports about his progress, Jd, av { 27
Aftex bheing told that ht failed to meet perfoxmance targets,
gtexrling, who ie African American, filed a discrimination
complaint with the CIA on Rugust 22, 2000. JId, at §{ 17-18,
Sterling then £iled a lawsuit mgainet the CIA that wae dismissed
based on the State Secrets privilegs. Sterling’s employment with
the CIA ended on <;r about Januvary 31, 2002. JIgd. at 99 19-20.

The government has establighed that Sterling first began
communicating with Risen during the final stages of his

smployment with the CIA. On November 4, 2001, Risen published an
article in the New York Times, revealing that a CIA undercover
station was located in the 7 World Trade Center building. NN

R ®;cen quoted &n

anonymous “former agency official” as his source. Ig. at { e¢7-

48, 52, Former CIh case officer [N tootitied to

the grand jury that Sterling told her
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On March 2, 2002, the Nay York Times published an article by
Risen about Sterling’'s discrimination lawsuit against the CIA.
Id. at § 53, The article quotes Sterling extensively. Risan
wrote that Sterling °was assigned to try to récruit Iranians as

14, at § 54,

The govermment alleges that atter he was fired by the CIA,
Sterllng attempted to draw attention to the _p.rojact. The

evidence supporting that allegation is that on March 5, 2003,

Sterling met with two Sanmte Select Committee on Intelligence

startexs, [N =~ IR - ¢iscves oo NN

progr{m and his Aiscrimimdtion lawsuit. ' Id. 'at § 61-632.

B 2ster told the government in an interview that
during the meeting “Starling alpo threatened to go to the presd,
though he could not vecall if Sterling’s thraat related to the
—omruion or his lawsult.’ Xd, at § 63.

Risen avers in higd affidavit that he lsarned about the CIR

programs in 2003. Affidavit of James Risen, dated February 16,
2006 (*2008 Risen Rf£f.”) at ¢ 17. Risen states that he promieed
confidentiality to the source(s) who providesd the information
about MERLIN, and that the agreement *does not merely cover the

name of the source(s). Rather, I understand my agresment (s} to

? e
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require me not o reveal any information that would enabls
someons to identify wy confidenmtial seurce(e}.” Reply Affidavit
of James Rigen, dated July 6, 2010 (*201.0 Riaen Reply Rff."), at
{s.

Between Fehruary 27, 2003 and Maroh 29, 2003, thexe ware
eeven phohs calls fvom Stexling’s home talephone in the Bastern
District of virginia to Rimen's homa telephons in the District of
Maryland. Bruce naecl. at { 65; Govermment's Opp. to James
Risen'a Mot. to Quash Grand Jury Subpoanz (“Opp.°) at 9. On
March 10, 2002, Sterling sent an email message to Risen with a
referencs to a CNN,com article entitled: “Report: Iran has
"axc:emely advanced’ Ruclear program,* In tlie messags, Sterling
wrote, *I'm eure you've alveady seen this, but quite interesting,
don‘t yow think? All the wore resson to wondey...” Id. at 9 66.

On April 3, 2003 - four days after the last of the seven
phone calls from Sterking’a home to Risen’s home - Risen called
the CIA Office of Public Affairs, asking about an operation known
as NN chec sovorves NN
DR i, ac § 5. Also on April 3, 2003, Risen
called the Watianal Seourity Council's Office of Public Affairs
for comment about the opevation, 14, at { 69.

On April 30, 2003, former National Security Advigor
Condoleezza Rice, forwar CIA director Geovge Tenet, and three
other TIA and N3C staff members met with Rigen and Naw Yoxk Tiwes
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Washington Bureau Chief JL1l Xbramson in am effort to convince

them to not publish an article —

because it would compromise natiomal seeurity. JId. at §§ 72-76.

During the meeting, Risen gtated

Id. at § 79, Onm or about May 6,
2003, Abramson told the government that the newspapsr had decided
not to publish the story, Jd. at 9 7.

Risen continued to pursue the --bory as part of a
book that he was writing about the CIA, and the evidence before
the grand jury shows that he kept in touch with Sterling.
approximately August 2003, Sterling moved from virginia to his
home state of Missouri, where hs stayed with friends, - and

_. Xd. at § 78, Phone recoras for cha_ phone

document 19 oalls Yetween the New York Times oftice in Washington
D.C. and their howe. Id,, at 1 79. [E=c¢ NN~
testified before the grand jury that they did not roceivé calls
from anyone at the New York Timas. Id. The government also
found records of phone calls between the New York Timeg and

Sterling‘s cell phone and work phone extension at Blue Cross/Blue

Shield in Migsouri, where he began working im August 2004.
gterling had accesa to r.he_ computer, and an FBI search
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of the computer revealed 27 emalls between Stsrling and Risen,
including a Hay 8, 2004 wassage frowm Rigen to Sterling, stating
*I want to call today. I‘m trying ta write ths atory”. 1d. at 9§
61-85, A forensic examination of the_oouyubsr revealed a
string of characters that indicate a file called —was
once viswed or sxved on that computer. Id. at § b6, ‘

Mureover, 'duriug 6 seaxrch of 8terling‘s persconal computex,
teﬂega.l aganty founnd & letter to syime that wap created on March
19, 2004, gSeg Takr C to OQpp. Brief. The lstter describes
8terling’'s diacrinfimcian complaint and weeting with Senate
staffers. The laetter states that *[f)pr cbvious veasons, I
cannot tell you every detail.” Id. at 2.

_. _ vescified betore
the grand jury that some time batween Octobexr 2004 and Jaunuvary
2006, Scerling told har about his plans to meet with "Jim,* who
had written am article ebout Sterling's discrimination case and
wag then working onh a book about the CIR., Hruce Decl, at § 90.
B costitied that she understood “Jim* o be James Risen.
19, at § 91. According to -, when the couple saw gtate Of
#ar io a bookmtors, Sterling - without looking at the book first
- toLofiJ thec cueprer 5 wae avout work he had done at the
cza. 3a. ac 9 92, aacicionaly. [ R » tor
government intelligencve official with whom Risen consulted on his
stories, told the grand jury that Risen told isim that Sterling

7
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was his source for information about the JMNMMcperation. Id.
at (¢ 93-109.

In a book proposal gent to Simon & Schuster in September

2004, Risen deacribed

Idb'ét § 106. Risen and the publishing company reachdd a
publishing agreement and in Wovewmber 2005, Risen sent a final or
near-final version of the manuscript to imon & Schuster. JIXd, at
{ 108,

In a classified filing dated Maxch 7, 2008, the government
admitted that the abové-described evidence amounts to probable
cause to indict Sterling:

The ovidence gathered to date clearly establishes
that there is at least probable cause to believe
that Jeffrey Sterling is responeible foxr the
unauthorized gisclosure of classified information
regarding the _Operation to James Risen,
and three federal judges have also made a similar
finding by suthoriszing the ssarc¢h warrants
deecribed above. The Government believes that
there is aleo probable cause to suggest that
Jeffrey Sterling ia further responsible for the

disclosures
deacribed above. Howaver, the Government further
belisves that thip matter waxrants additional
investigation to insure a proper charvging decision
bafore an indictment is pxesented to the Grand
Jury.

Id, § 142.3

The Court strongly disagrees with the government’s decigion
to redact Paragraph 142 of the Bruce declaration from the

8
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C. Subpoenas to Risen

A grand jury sitting in the Easstern Diatrict of Virginia
kegan investigating the aisclosures about the Nl eperation in
or about March 2006. I, at § 9. Oun Japuwary 28, 2008, the
government issued lts first grand jury subpcena to Risen (2008
subpoena®), sdesking testimony and documents about the identiby of
the source(s) for Chapter 8 and Risen's communications with the
source (#) . Risen moved to guash the subpoena, arguing that the
reporter’'g privilege under the First Amendment and federal common
law protects him from being compelled to diaclope the
information.

Risen’e mwotion to gquash was granted in part and denied in
part, after the Court found that the govermment already had
strong evidence against Sterling and that Risen's tastimomy would
sinply amount to *the icing on the cake.” However, bescauvse Risen
had diaclosed Sterling’s name and gome information about his
reporting to — the Court found a waiver us to that

matearial provided to Risen's counwsel, Like wuch of the redactad
information in the declaratiom, this paragraph contains
absolutely no information that would compromige national
security. The govexnmeant’s admission that probable cause exists
is significant, and it 1ikely would have caused Rigen’sg counsel
to pragent Airfferent arguments to the Cowrt, Clasegifjication of
the entire paragvsph ies laproper besoause the paragraph does not
appesr Lo divulge national seocurity information. Rather, the
paragraph confirms a conclusion of law, If the goverament‘a
concern 18 that podenames for the programe arc revealed, it cowd

have redacted thope names but left the remainder of Lthe paragraph
unclaggiftied,
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Both Rizen and'the government sought reconsideration. Risen
Filed atfidavits £rem himself and [N that Risen claims
eatablish that thair discussioneg were part of Risen's reporting
and therefore that no waiver oocurred, While those motions were
pending, the guvernment ordered Risen to appear before the grand
jury with less than 48 hours notige., The CQourt granted Risen’s
motion to stay, and nothing more oocurred until July 21, 2009,
when the Court asked both paxties for a status update because the
texrm of the grand jury which had isgued tha 2008 subpoena had
expirxed. The government responded that ita investigation was
continuing and that it had convaned another grand juvy during the
week of July 27, 2009. On August S, 2009, the Court issued an
order staying argument of the motions for rsconsideration, to
allow the new Attormsy Ganeral an opportunity to evaluate the
wisdom of reauthorizing the subpoend, given lts significant ¥Firxet
Amendment implications.

om January 19, 2010, the Attorney General authorized the
isevance of a amcond grand jury subpoena (%2010 subpoena*). The
subpoena issued on April 26, 2010. Onlike the 2008 subposna, the
2016 subpoena does not ask for the identity of confidential
sources; instead, the subpoena demands Rigen’s apperrance bafore
the grand jury and requires production of a broad list of

documents and information, Among the requested documents are all

10
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Rolodex and contact information for Sterling, all notes related
to Risen’'s reporting on Chapter 9, all emaile or other
correspondence relating to Chapter 9, and drafts of book
proposala. Risen has denied possesfing any of these documente
other than the Rolodex contact information,

After oral argument on Octobsr 12, 2010, the Court quaashed
the subpoena a9 to the document rsqussts, accapting Risen‘o
repreaetitation that the only responeive dogument possibly in hisg
posBession was the contagt information and finding that the
compelled dieclosure of that information would Aivulgs the namee
of confidential sources. The unresolved issue, which is
addxesged in this Opiniom, 1e the reguest for Risen's testimony.’

In & declaraticon attached to the government's Opposition
brief, Special Agsistant United States Attoxney William M. Welch
IT clarifien exactly what the government would ask Risen:

. Pirat, the goverument wantp Riaen to gonfirm the accuracy of
the March 2, 2002 article ahout Bterling‘s discrimination
complaint and the CIA's decislon to fire him, Specifically,
the government wants to ask Risen where 8terling diasclosed
the information, what other information Sterling provided,

how Btexling provided the information, and when Sterling

IIn the October 13, 2010 Ordar, the Court asked the parties
to provide an update on cthe status of negotiations on the
rewaining portion of the subposha. On Obtcber 19, 2010, the
parties informed the Court that they have been unable to reach a
compromise.

1
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provided the information, az well as whether Risen and
Sterling discussed thm digerimination lawsuit after the
article was published and whathey Risen intends to write
future stories sbout Stdrling’s discrimination lawsuit,

. Wext, the governmment wants to ask Risen about “che where,
the what, the how, end the when’ regarding disclosure of
classitied.intorm$tiou published in Chapter 3, The
government will allow Risen to digouss gources using agreed-
upon pseudonyms, such ae “Source A,“ xather than thair real
napes,

s Lagt, the government wants to ask Risen about *the whexe,
the what, the how, and the when* pegurding the 2004 latter
that Sterling sant to RiBen.

I1. Disoussion
On June 3, 2010, Risen filed a Motion to Quash the 2010
subpoena upder Federal Rule of Criminal Pxoceduxe 17(¢) (2), which
provides that the Court may quash or modify a subpoena if
compliance would be unreasonable or vppressive. Risen argues
that the Court should guash the subpoena because it ip protected
by the reporter's privilege under both the First Amendment and

the comwmon law, and that the 2010 gubpoena, like the 2008

éubpoena, seeks confidential source information. Risen alse

argues that the benefit of the leaks to the public outweighs any
harm they cauged, and that the govermment issued the gubpoena to

12
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haraes and intiwmidate him.

A. Pederal Rule of Criminal Procedure 17{c) (2]

Although the governmwent and kRigen disagree about whether a
reporter’s privilege appliss to this cape, it is well accepted
that grand juries’ subpeens powers have some limlits, Pederal
Rule of Criminal Procsdure 17(c) {2) allows a court to quash a
grand jury subpoena *“if compliance would be unreasorable or
oppresgive.”

The Fourth Circuit has not hesitated to find that Rula
17(c) (2} imposes limite on grand jury subpoenas.

[T)he grand jury is noc unfettered in the exercise of

its investigatory powers, The law forbids it Erom

undertaking those practioces that do net aid the grand

Jury in its quest for information bearing on the

decision to indict. This prohibition bars, inter zlia,

grand jJury requests that amount to clvil or criminal

diacovery as well aa arbitrary, malicious, or harasaing
inguires.

Unjted States Unagy &ac Ln. e QGrang LY. PLOQS0

4 Dos No, A93-155), 42 F.3d 876, 878 {4th Cir. 1994) (intemml
quotation marks and citations omitted), Pparties may uss Rula

17tc) (2) to chamllenge a grand jury subpoana for seeking
privileged material, and “[1)n the abrence of such a privilege, a
subpoena may still be unreasonable or oppressive under Rule 17(c)

if it i# irrelevant, abusive or harassing, overly vagus; oY

excesalvely broad.” United States v, Under Jeal (JIn. ge Gxand
¥o. -2), 478 P.3d 881, 585 (d4th Cix. 2007

{intsrnal quotation marks and citations omitted).

13
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B. Pirst Amendment Privilege.in the Fourth Circuit

In addition to the Rule 17(c) (2) protections, Rimen argues
that the First Amendment's guar;ntee of a free proas as well as
federal common law establish a qualified reporter’s privilege
that preventa compzlled disclosure of the type at iseue.* The
goveznment counters that there is no reporter’'s privilege in a
eriminal cuse, relying heavily on Brangburg v. Haves, 408 U.S.
6§65 (1272}, whioh addressed three consalidated caged in which
journalists sought to guash grand jury subposnas. In the firat
case, a Kentucky grand jury sought testimony from a newspaper
reporter who wrote articles about mayijuuna production and use,
The repeortar had agreed not to name the subjects of the stories,
and the grand jury sought tha subjects’ {dencitieas. Id, at 667~
€8. In the segond cass, a MRpsachusetts grand jury subposnaed a

telsvision reporter who had heen permitted to enter the Black
Panther Party’'s headqQuarters on the condition that he not
dibclose what he saw ar heard inside. The grand jury sought
information about what tock place in the headquarters. Jgd, at

‘Risen aleo arguea that the Court shonld apply a federal
common law reporter’s privilege; however, the Fourth Circuit has
only mentioued a common law privilege in passing in United Staces
v, Steelhammar, 539 F.2d 373 (4ath Cix, 1976}; a civil contempt
proceeding. In Eteelhammer, the court’s analysis focused mostly
on the First Amendment privilege. Although other circuite have
recognized a ptrong reportexr’s privilege undey the federal common
law, the Pourth Circuit hav not done po. Theyefore, the Court
will limit its analysis to the repoxter’s# privilege under the

First Amendment.
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| §72~75. 1In the thiyd case, a foderal grand jury in California
subpoenaed the notes and interview racordings of a newspaper

|
: reporter who covered the Black Panther Party. Id. at 675-79.

The majority in Branzbuxg declined vo recognize a reportex’s

privilege in those cases, finding that

{ulothing in the record indicates that these grand
Juriee were probing mt will and without relation to
. aexisting nead . . . Nor did the grand juriea actempt to
H invade protected first Amendment rights by forcing
wholesale disclopure of names and organizational
affiliations for a purpose that was not germane to the
: Getermination of whethsr a crime has heen commicted.

3d. at 700 {internal quotation marks and clitatione omitted).

!

! Although Justice Powell joined in the majority, he wrote a
concurring opinion to ewphasize the “*limited nature’ of the

I majority’'s opinion:

! If a newsman believes that the grand jury investigacion
‘ is not being conducted in good faith he is not without
| remedy, 1Indeed, if the newsman is called upon vo give
information bearing only a remste and teanuous
relationship to the subject of the imvestigation, or if
, he has soma other reason to believe that his testimony
implicates confidential gource relationships without a
legitimata need of law enforcewment, he will have access
| to the court on a motion to guash and an appropriate
; protective vrdar may be enterxad, The aeserted claim to
‘ privilege should be judged on its facts by striking a
1 proper balance hetween freedom of the prese and the
obligation of all citizens to give relevant testimony
with respect to criminal conduct.

1d. at 709-10 (Powell, J,, concurring).
With Branzbuyg as the Suprewe Court’s only pronouncament on

the Pirst Amendment reporter‘'s privilege, circuit courts have

15
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varied widely on the protectione that they provide journallsts.
The Fourth Clrcuit has repeatedly followed Justice Powsll‘s
concurrence by recognizing that under the right facty there is
qualified protection for journalists. In United States v.
Steelhammer, 539 ¥.2d 373 (4th Cir. 1976}, the district court
ordered ssveral journalists to testify at a civil contempt trial
aboyt statements made in their presonce at z rally, Id&. et 374,
Althaugh the Fourth Clreuit affirmed the order, it applied
Justice Powell'sd balancing jurisprudence:
{I)t is conceded that ths reporters Aid not acquire the
dnformation sought to be alicited Erom them on a
confideptial baeis . . ., . [TIhe vecord fails to turn
up even a ec¢intilla of evidence that the reporters were
aubposnaed to harasgs them or to embarrass their
newggathering abilities . . . . {I]n the balance of
interests sugyesved by Mr. Justice Powell in his
concurring opinion in Branzburqgl]l, the ahsence of any
claim of confidentimlity and the lack of evidence of
vindictivenesa tip the scale to the oonclusion that the

dietrict court was correot in reguiring the reporters
to teatify,

Id. at 376 (wipter, J., dissenting), adepted by the court en
bang, $61 P.2d4 539, 540 (4th Cir. 1977}.

The Fourth Cilrculy has since adeopted a three-part
balancing teat for evaluating whether to enforce subposnas

issued to Journalists. In a civil defawatian case,

LaRouche v, Wational Brogdcaeting CQ., 760 F.2d 1234 (ath
Cir. 1986), the plaintiff filead a motion to compel defandanc

NBC to weveal the confidantial sources behiand the allégedly

defamatory statements. Id. at 1137. 1In affirming the

16
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district court‘s denial of the motion to compesl, the Pourth
Circuit adopted the following teat to determine whether the
reporter had to disclose confidential sources: “{(1) whether
the infprmntion ie relevant, {2} whether the information can
be obtained by alternative means, and (3) whether there is a
compelling {ntereet in the information.” Jd. at 1139,
Becauae the plaintiff had not exhausted reasonables
alternative means of obtaining the same information, he had
not demonstrated that his interests in fact-f£inding
outweighed NBC's interest in maintaining the confidentiality
of its aources. ]d.

In In ye Shiin, 976 P.2d B50 (4th Cir. 1992), tha
Pourth Circuit held that the Pirst Amendment reporter's
privilege appliaes to criminal cases only where the
government sseke a reporter’s confidencial Lnformatloa ox
issues the gubpoena to harass the journalist. Ae part of
their coverage of a bribery scandal in the South Carolina
lagisglature, four reporters each inteéxviewed a state aenator
akout his zelationship with a registered lobbyist, and later
published portions of those interviews in thelr news
stories. Igd. at 851. Atter the genator’s indictment, the
United Btates Attoxrmey subpaenaed the reporters to taestify
at the criminal trial, and the reporters moved to quash the
pubpoenas. Id. at 851-52, The Pourth Circuit affirmed the

17
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district court’'s denial of ths motions to quash, holding
that “the absence of confidentiality or vindictiveness in
the facts of this case fatally undermines the reporters’
claim to a First Amendment privilege.” I:L..at 353; QL.
United States v, Reqan, Criminal No. 01-40S-A {E.D, Va. Aug.
20, 2002} {gquashing subpoend to & newspaper reporter in a
criminal case becauss it did not satipfy the LaRouche
balancing test).

The Pourth Circult has evan extended the reporter’
privilege to apply to non-confidential imformation in civil

caBes. In ¢

992 F.2d 1329 (4th Cir, 1993), the Church of Scientology
Bued a drug company axecutive over hls commemts to USA
Tediy's editorial board. Although the executive’s commants
had not been made under a confidentiality agreament, the
Pourth Circult affirmed the magistrate judge‘s denlal of the
churceh's request to compel the newspaper to produce all
materials yelated to the editorial board weeting, ineluding
notes, tepes, and draft articles. Applying the laBoughs
teat; the Court agreed with the magiptrate judge’'s
conclupion that cthe church “had made no sffort to pursue
alternative sources of information concerning the meeting.”

Id. at 2335.
In Aghorafi v, Conoco, Iuc,, 218 F.3d 282 (d4th Cir.

18
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2000}, the Fourth Circuit xeversed & contempt ordsr agaimst
& Journalist for refusing to identify the source of hie
intormation about a confidential tort claim settlement,
holding that if courts routinely requized journalistas to
disclose their gources, “"the free flow of newaworthy
information would bs-restrained and the public’'s
understanding of important issues and avents would be
.hampered in ways inconsiscent wich a healthy republic.* 1gd.
at 287,

These cases articulare a clear legal rule, If a
reporter presents some évidence that he obtained information
under a confldentiality agreement or that = goal Of the
gsubpoena 1s to harass or intiwidate the reporter, he way
invoke a qualified privilege ageinst having to tescify in a
criminal proceeding. The district court musc then determine
whether that qualified privilege ie nvercome using the three

lAaRouche factors.

[A) Pirst Amendwent journalist privilege is
properly asmexted in this cirevit where the
journalist produces some evidence of
confidentiality or governmental haradsment. Only
where such ovidence exists wmay distriot courts
then procesd ko strike a balance between the
oompeting interests involved, namely freedom of
the press and the obligation of all citlzens to
give relevant testimony with vespect to criminal
cocnduct., '

United Stataeg v. Lingh, 310 P, Supp. 24 780, 763 (E.D. Va,

2002) (emphasis added; intermal quotations and citation
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omitted).*

C. Contidemtiality

The Court has acoepted Risan’s explanation of his
-confidentiality agreement with his source and that hie
discussion of the gource with [ vae alsc made in
contidence as part of his news gathering.

The government arguas that the 2010 subposna does not
geek conridential information because it does not require
Risen to disclose the identity of his confidential
source(s). Risen responds that the agreement with hie
confidential eource(s) for Chapter % “doeg not merely gover
the name of the source(s]. Rather, I understand my
agreement (s) to require me not to revesl any intormatiof
that would enzble someone té tdentify my contidential
aource(s) .* .2010 Risen Raply Aff. ac § 5, The government

The digtrict ocourt in Uglted States v, Xing, 194 F.R.D. 569
(E.D. Va, 2000), reached a different result, holding that
evidence of confidentiality ang haressment le necsssary before
Juetice Powell’'s balancing teat is triggexed. Id. at 584.
However, that opinion did not discuss Aghgrart, which had been
iasued five daym earliar. Aghcraft 4id not require any

- prevrequisite showing of harassment or bad faith. Rathex, because
the journalist acquired his infoxmation from a oonfidential
msource, the panel applied the LaRouche factore. Moreover, the
circumptances in Ripg are vastly different from the pregent
watter, In King, the idantity of the joursalist’s confidential
source - a cooperating govermment witness - had been .
independently digcovered and revealed as 8 matter of public
record. Id. at S584. Accordingly, when he attempted to inyoke the
qualified privilega, any interest the journalist had in
maintaining the confidentiality of ths source or her statemente
had evaporated, ’
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counters that the promise of confidentiality *only could
have éxtended to their namss, not their information, because
Mr. ERimen published their information in Chapter 9.7 Opp.
at 23,

The goverament’s nayyow view of the acope of
“vontidentiality” has been rejected by many courts, which
have found that the raporter's privilege is not narrowly
limited to the names of confidentiasl sources but, at
minimum, includes information that could lead to the
discovery of a confidential source’s identity. Sge, e,9..
Millex v, Mecklepburg Cnty. , 602 F. Supp. 675, 679 (W.D.N.C.
1988) (recognizing “a gualified privilegs under the First
Amendment for the reporter both against revealing the
identicy of contidential asources and against revealing

material that is supplied to the reportexr by such

ApYe e NMeNOris &,

v, Nat’)l Football League, 83 F.R.D. 489, ¢96 (C.D. Csl.
1981) (quashing subposna to reportere for “any and all

confidential source?);

notes, file memoyanda, tape xecordings or other materials

reflacting” conversations with listed individuals))

Ioagholtz v, Pields, 369 F. Bupp. 1299, 1303 (M.D. Fla.
1975} {"The compelled production of a veporter‘s resource

materials is equally Jnvidioue ap the compalled disclosure

of his confidentizl informante.”) .,



Case 1:10-cr-00485-LMB Document 118 Filed 06/28/11 Page 22 of 35 PagelD# 1020

78 ik

A& Risen explains, tonfidentviality pledges that are
limited to Lhe name of the source ®would be of little value
to a source or potential source. If a journalist were to
withhold a source’s names but provide enough informatian to
avthorities to identify the source, the promise of
aonfidentiality would provids little weaningful protection
to & source or potential source.” 2010 Risen Reply Aff., at
s,

The Court finds that Rimen did have a contidentiality

agreewent with his sourde and that the agreement extended
beyond merely revealing the source’s name but LO protect any
information that wmight lead to the source’s identity,
Thersfore, the Court must aconduct the three-part [aRouche
balancing test to determine whather the reportex's privilege
protects Risen from beiny compelled to disclose the

{information sought by the government.®

‘Rizen algo arques that tha govermment issued the subpoenad
to har=syg him,

Risen haees his harassment claim on hia vecord of writing
stories that criticized and exposed the government’s national
security and intelligence practices during a time of war. Rissn
won the 2006 Pulitzer Prize for National Reporting for his
articles that revealed the government's domestic warrantless
wiretapping program. 2006 Risen Aff. at § 4. Many officialas -
including former President Bush - criticiged Risen's reporting
and some threatenad investigations and potential prosecutiomn.
2008 Risen Aff. at 99 25-41. .

The isauvance of the 3010 subpoena under a new Attorney
General does wuot remove the gpecter of hayassment, because we do
ot Know how many of the attornays and government officimls who
asought Risen’s testimony in 2006 are still in thelir jobs and to
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D. Balancing the equities

in its Opposition Brief, the government has yefined che
general catego;iee of information that it aeeka to obtain
from Risen about Chapter 9: 1) testimony abouc wheze the
dirclosurss ovourred to establish venue; 2) testimony about
what information each source disclomed and whan the
disclogure oocurred to ensure that the grand jury chargee
the right individual:; 3} testimony about how Ripen received
classified information because oral dleclosure of classifiad
information requires greater intent; and ¢) testimony to
authenticate Chapter 9.

| 1. Need to eatablish vanus

The govarnmesit ham e compelling interest in
egtablighing venue, “The SBuprews Court has cxutioned that -
the guestion of venue in a criminal case is moxre than a
matter ‘of formal legal procedure'; rather, it raises ‘deep
issues of public policy in tha light of which legislation
must be construed.’* United States v. Bbersole, 411 F.34
517, S24 (4th Cir. 2005) (quoting United States v, JOhNAOR.

what extent, if any, they advised the new Attoymey Gsperal about
approving the subpoena. Moréaver, the sweeping scope of the 2010
subpoena provides some support to Rieen's harassment argument.
For exampla, Risen’'s book proposald could haxdly help the
government establish probahle cauas to charge Jteriing or any
other suepacts. However, because confidentiality le sufficlent to
triggar the LaRouche balancing test, it ig not necesaary to
decide whether the subpoena wae igsued, at least in part, to
harass or intimidate Risen.
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323 U.8. 273, 276 {1944)).

A8 the govermment correctly pointe out, thexre are four
poseible districts whers venue -could bs eptablished: the
Eastorn District of Virginia, where Sterling lived until
August 2003; the Rastern District of Missouri, where
Stexrling moved in August 2003; thes Diatriot of Maryland,
where Risen lived; and the Distrioct of columbia, where Risen
worked, Opp. at &, For prosecutionp involving disclosure
of classified intormation, venua ip proper both where the
informaticn ig gent and whers it ls recoived. Under Ped. R.
Crim. P. 18, venue miy be in multiple districts as long as
part of the crimina)l act took place in that dietrict. See
United states v. Bankole, 39 Fed. Appx. 839, 841 (4th Cir.
2002) .

Although the government's pursuit of Risen's testimony
to sstabliph venue satisfies the rslevance and compelling
interest prongs of the LaBouchs test, it fails Lo meet the
second prong because the goverrnment has not demonstrated
that the information 1s unavailable from other sources. The
goverument merely statesg that it “canmot establish venue for
the substantive disclosurea of clagsified infoxrmation by any
rt Mr. Risentsa source(s) to him without Mr, Riaén‘a

eyewitness testimony concerning the crimes he witnessed.”
WPI at 8'9:
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The government briefly admits it need only establish
venus by a preponderance of the evidence, Seg Bherpols, 11
F.3d at 524 {“The prosecution bears the burden of proving
venue by a praponderance of the ovidence and, when a
dafendant is charged with multiple orimes, venue wust be
proper on sagh coumt, For dowe offensea, there may be more
than ore appropriate venye, or 8ven & vepue in which the
defendant has never set foot.”) (internal citarious and
quotation marke omitted). As discussed above, thae
government has a-mall and telsphone records indicating
communications betwe:m Rimen and Sterling in the few weeks
before Risen's April 3, 2003 inquiries about N o the
NSC and CIA. All seven phane calla were detween Risen’s
hiome in the Diptrict of Karyland and Sterling’s homs in the
Eastern Disyrict of Virginia, Although Sterling may have
provided additional information about [Jillito Risen aftex
Sterling moved to Missouri, he had already given Risen
enough infoxmation about the program before April 3, 2003
for the CIA Direbtor and Nuhi;;nal Security Advisor to
personally intervene with the plans of the New York Timsa to
publish the artivle, Risen’'s epecific questions about
TR o se:il 3, 2003 indicated that he already knew
many datails about the classified program. - As the

government acknowlsdges, it may “rely upon inferances drawn
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from telephone records and other evidence to eatablish
venue,” Opp. at 9, The government clearly has suEficient
eiroumstantial evidence to meet the preponderance of the
evidence standaxrd for establishing venue in the Emstern
Uistrict of virginia. Although the govexnment hag a
compelling interest in establishing venue and information
about venue is relavant, ‘the goveynment has failed to

satiefy the seocond prong of LaRoughe, bevause the
information can be acquired through alternate weans.

2. Weed o charge the right individual
The governmment next argues that it must ask Rimen about
vwhat specific clasaifiea information each source diaclosed
to him and when it was didclosed so the grand juvy will be

able to sharge the tight indiviaual(s).
Alchough ths government has an obligation to avoid

erronecusly charging innocent parcies with criminal conduct,
there i® no danger of that happening in this csae., The
government’e classlfied filings demonstrate that thers ig ne
need to exculpate parties other than 9terling because the
government does not have any othar suspect or target to
investigate. Rs the evidence clearly shows, very Eew people
®nd ancess to the information in Chapter 9, and Sterling was
the only one of thoes pesople who could have been Risen's

source, Bruce Decl. at Yy 110-3p, Chapter 5 reports Lwo
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key meetings: a 1998 meeting in san Francisco with CIA

employees and MBRLIN, and a 2003 mesting batwean 3 former
CIA employee and Senate staffers.

government has not presented the Court with any evidence

that CIA smployeas know that Bterling mer with SS8CL staffers

until aftexr thes leak,

sa.co [N =

-: the Senate staffers, the govermment investigated
- as a pogsible source, and f.he hweatlguc!.dn “has not
revealed any evidence that - ever had any dlrect
cantact with James Risen, and certainly no contact related

to “he_opemtiou.' Id, at § 113, n. 30, And when
the government interviewed - in Ngvewmhar 2005, he could
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Ia. at { 115."

14, at § 113,
The government has not presentad even a remote powsibility
that anyone other than Sterling could be charged with
disclosing thie information, Therefore, the goveranment
£ails to matiafy tha second and third prouge of the LaRoughe
test.
3. Neod 'ta gestablieh meps rea

Tie govermment next argques that it must sek Rigan how
he received the clagsified information because the
government needs to ensurs that it sstablishes the proper
mens rea under 18 U.8.C. § 793(d), which provides chat)

Whoever, lawfully baving possession of, access Lo,
control over, or being entrusted with any
document, writing, code hook, signal book, sketch,
photograph, photographic negative, blueprint,
plan, map, medel, inetrument, appliance, or note
relating to the national defense, or information
Telating to the national dafemsae which information
the posaessor has reason to believe could he used
to the injury of the United States or to the

Rimen’s counsel ecannet fully argue this point because the
information about NN testimony is in a classified Eiling to
which Risen‘s counsel does not have access.
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advantage of any foreigm nation, willfully

communicates, delivers, transmlts , : . the same

%0 any person not entitled to recelve it . . .

{8}hall be fined under thig title or impriponed

BOC wora than ten ysars, or both,

Specifically, the governmeEnt argues that if Ripen’s
source{s) disclosed the classified information orally, the
govermnent would have to establish that the disclosure was
willful and that the defendant had rsagon to believe that
the dtaclosure could harm the United States; if the
disclosure to Risen involved providing clasgified documents,
the government would only have to prove willfulness.

See Rew York Times Co. v. United Stutes, ¢03 0.8, 713, 738
n.9 (1571) (White, J., conourring) (concluding that
progecution for discvlosure of classified documenta does not
regquive a dempnatxation of intent to haym the govexmment).
The government contends that without Rigen’s testimony about
the Fozm of the disclosure, it will not know which mens rea
requirement applies. In his Reply Brief, Risen does not
challenge the govermment's statutory interprstation.

The government’s argument fails because it can satisfy
the heightened requirement for oral disclosure, making
Risen’s testimony about the form of disclosurs unnecegeary.
The. govarnmant already has more than encugh svidence to

establish probable cause that Sterling had reawon to beliaevm

that disclosure could harm tha United Statew. Spacifically,
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the govermment racovered from Sterling’s computer a letter,
dated March 19, 2004, addressed to *Jim.” 1In that letter,
the author expreaged great animosity towards the CIA, even
implying that the CIA was involved with the death of a
federal judge. The government actually claims that the
letter demonstrates Gtexling’s *deep-seated hatred and anger
towards the CIA.” oOpp. at 36. Because the govsrnment
already has svidence that Bterling wanted to haym the CIA,
it hes sufficient evidence to estamlish probmble cause that
Sterling knew disclosure could injure the United States.

It nlsc is inconcaivable that Risen’s scurce d4id not
know that digclogure could harm United States interests.
Throughout ite Opposition Brief and the classified Brucs
Denlaration, the government adamantly alleges Lhat the
disclogure of this information harmed United Stactes security
interests. bdowheére in its filings does the goverument
Buggest that it even coneiderxed the possibility that Riesn
obtained the information from A eource(s) who did not know
chat the disclosure could hawm the pation, Because the
government doed not have a compelling intevest in the
information, the govarument has failed to satisfy the third
prong of the LaRouchs teet.

4. Need to authenticate Chaptar 9

Lascly, the government argues that Risen’s teastimony 16

30
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hpecessary to authenticate and adwit the contents of Chapter
9 and the Maxoch 2, 2002 Hew Ybork Times article. However,
this request also fajls the mszond and thixd prongs of the
LaRouche test,

Biaen has already authenticated the contents of Chapter
8 in a signed 2008 declaration, in which hs discusses, in
depth, his reporting of Chaptar 9 and his decipion to
publigh the information. 8ee, e.g., 2008 Rigen Aff, at § 17
{*1 actually learned the information about Operation Merlin
that was ultimately published in Chapter 9 of Stage of Wax
in 2003, but I held the story for thres years before
publishing it.”),

Risen has also authenticated the accuracy of his March
2, 2002 New Yoxk Times artivle, In a aigned affidavit,
Risen wrote:

A3 a preliminary matter, I understand that the

Qovernment also now intends to ask whether I stand

by the content of an article I published in March

2002, titled ‘Fired by €.1.A,, He dayw Agency

Practiced Bias.' I do, The facta in that article

ars true, to the best of my kaowledge., and 1 stand

by what I wrote,
Affidavit of Jamas Risen, dated Jume 3, 2010, at ¥ 10.

Moreover, the authentication, hearsay, and best
evidence rules of the Federal Rulsa of Evidence do mnot apply
to grand jury proceedings. Ses, a.9,. United Statei ¥.
-Calandra, 414 U.8, 338, 344-45 {1974) (*The drand jury’s
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sources of information ave widely drawn, and the vallidity of
an indictment is not affacted by the oharacter of ti;e
evidence conpidered. Thus, an indictment valid on its face
is mot wubject to challenge on the ground that the grand
Jury acted an ths basis of inadequate or incompetext
evidence(.)*); In.re Grapd Sury Subpoena (T-112), 597 F.3d
189, 196 (4th Cir. 2030) (®[Clourts for generations have
racognized that a grand jury indictment need not be baped on
evidence conforming to the formal ragquiremente of a
trial.”). Although the govertment might have a plaueible
argument thac such authentication may be necessary at trial,
it cannot argue that the government has a compelling
interest in authenticating Chapter 9 during grand jury
proceedings., Becaude authentication would not sid the grard
Jury'a probable cauvee evaluation, this justification tails
the second and third pronge of the LaRoughe test, both

because there is not a compelling {ntareast to authenticate
and bacause the information ecught ig already available in
Rigen’s affidavite.
III. Conclusaion
The grand jury‘s investigatidn involves a seneitive
nztional security issue, which both sides argue should be
taken into coneideration in epplying cthe LaRguche balancing

test. The govermment corrsctly stressea that few interests
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are ag compolling xe the government’s interests in

protecting national security. ‘It ia ‘obvious and

unarguable’ that no governmentul interest is moxe compelling
than cths secuxity of the Natiom." Bhig v, Rgee, €53 V.S,
280, 307 (1981), Tha govermwent is investigating the alleged
disclosure of hi clussified information about

Rigen alpo relies on the significance of the national
security slement to emphasize tha value of the leaked
infoxmation which, 1f trus, points to a mishandled project
by the CIA about which zhe public needs to be awars.
Reporting ubout national security often eerves a significant
public interest, and investigative reporting about national
security often requires confidentiality agreements. KeQ
Affidavit of Scott Armatrong, dated February 16, 2008, at {
14 (*The highest ranking government officials may prefer to
ve gonfidential sources to che news media in owder to
communicate candidly their differences of opinion ox fact
with others in the same deparcment or adninistration to an
oversight committee, Such confidential source relationships
arxe often the only manner through which the mixture of
sengitive and non-penpitive national security information

can be integrated and cunveyed to the public.”)
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Both parties prepent compelling arguments, yet they are
unable to cite to any Pourth Circuit precedsnt that carves
Out =@ nitional mecurity exception to the LaRouchs Salancing
test. Moreover, the subpoena at igsue is & grand jury
SFubpoena, not a trial subpoena. Aas such, the govexnment's
compelling interest at thio -tage ip merely to satablish
probable cagme that Sterling or any other puspect disalossd
classified information, ™A grand jury pryoceeding ig not an
adversary hearing in which the gullt or innocence of the
accused ls adjudicated. Rather, it is an ex parte
investigation to determine whether a crime has bean
committed and whather criminal proceedinge should be
instituted against any person.” t v dra,
414 U,8, 338, 343-44 (1974).

As Aiscugged above, the circumstantlal evidence already
before the grand jury — including the testimony of NN
who confizmed Sterling 4@ Riser's source, the telephone and
@-mall yecords, and Sterling’s discussion with the Senate
gtaffers ~ {m nore than snough evidence to establish
probable cause to indict Sterling and the govarmment has
esgentially admitted that fact. To require a reporver to
violate his confidentiality agreement with his source under
these facts would essentially destroy the reporter's
privilege. Were Sterling to be indicted and a trial
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subpoena to be issued to Risen, the snalysis might well
chaunge, bwcause at trial the govermment would have the wugh
higher burden of proving Sverling’s guilt beyona a
reasonable doubt, In that contaxt, the government might
vell satisfy the LaRouche balancing test, It had not
satistied that balancing test in the grand juxy context.

Por these rsasons, James Rimen’s Motion to Quagh the
grand jury subpoena has been granted by an Order issued on
Novembar 24, 2010,

The Clerk is directed to forward a copy of thia
Memorandum Opinion co the Court Security Officer, who will
provida a copy to the government, arrange for cla?aification
review, and provide a redacted copy to movant'e counsel.

.
Entered this 30 day of November, 2010

Alexandria, Virginia

Leonie M. De
Unitod States Distrlot Judge

36




