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SUMIARY
o Chapte“ I outlines the great need for continued
securlty precautions in handling the special infor--

2326 el cd

mation derived_from communication 1ntelligence activi-
' ties. In Chapter II the story of the modern develop-

ment of cryptography, cryptanalysis and traffic analy-

sis 1s told to demonstrate the increasing conplexity

S A il i R TS A,

of codes and cirvhers during the past generz tion, znd

the consequent difficplties of deriving intelligence

therefroz. This fact has necessitated the influx

: o . of a large number of_personé into U.5. Army and Haval

|  Communication Intelligenée orgenizations since fhe
carefully selected few of pre-war times could not

- cope with the tremendously increased traffic.

Rapid expansion has made the problem of

Dbt

continued security even more pressing now than ever
before. A detziled story of the publicity lezks
.eoncerning the success of communiczticn intelligence
i ' in various nations has been outlined to cover the
post-war pericd from 1920 to 1930, the Yardley era
from 1931 up to the outbreuk of the American~3apanese

i ' war, and finally, the present period in which the
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; . . most dangerous publicity leéks have occurred. Humer-
; , : f"‘ ous instances have been cited to indicate the great

; ”_. o "]' need for iamproved legislation to protect the security

" of communication intelligence activities in the
"United States. |

‘Chapter III discusses the effects of publicity

é S ‘ leaks on United States! eryptanalysis and traffic
i . - analysls, with particular reference to Japanesé
security. precautions after Yardley's disclosures in

1931, and with special emphasis on the developments

2l aaun

iesulting from the unfortunate publicity concerning
‘the Battle of Hidway. |
: , ‘ R Present legisiation pertaining to security

violations is analyzed in Chapter IV, and certain

ik il

deficiencies are discussed. Chapter V suggests tle
. ipclusion of certain provisions in thne proposed new
legislation, and Chapter VI proposas that joint
legislative action be inaugurated sizultaneously by
- the English-speaking powers, if not all the United
i : Nations, to protect the valuatle sources of military
anﬁ naval intelligence developed in tais var.

; A proposal for the establishment of a Joint

.

-,
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#ilitary Intelligence Reviewing Conmission to review
all publications discussing sources of umilitary in-
telligence is wade in Chapter VII. The creaticn of

& special reviewing éommittee, comprising a few out-

.
i
D
<
'!
L

standing individuals of different political bellefs,
some representatives from the press, and military

and naval officers, is the only certain neans of pre-

e Mol dIA SRS

_venting disclosures wnich will reveal the source of
3 v - operational intellizence,

Chapter VIII discucses certain considerations

B &

.in procuring new legislation, ané points out that

gV ey

both intefventionists and non-interventionists in
QongressAwill support 2z vwell-corsicered plan fer

{ - . protecting én ectivity that hes served as a seoutirg
3 ' N ara for our fighting forces in providing more accu- |
'3 razte information concerning the enewy's intentions

at less cost then any other form of intelligence,
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. I
- Parpose_of the Report

This réport has been prepared for the infor-
é . :_ ‘ _ﬂi- ‘ mation of those 1ﬁ high cdmmané who have been charged
i ‘ S - with the direction 2nd coordination of the Communica-
5 - '-":~ tion Intelligence orgznizations of the U.S. Army and
- Havy. The very nature of the worx involveé in the

1 - operations of these orgsnizztions has made the pres-

ervation of secrecy an important consideration. Un-

authopized disclosures of their zctivities have

Jeopardized, on several cccasions, the results of

many years of erduous research and have endcangered

]

the safety of our armed forces, vho at times have

been dependent in grect pért on counmunication intel-

iigence for information concerning future operations.
In view of the ever present danger of & dis-

3 o closure in post-war times when nilitary eensorship

1 ' will have ceased cnd nost of'our‘personnel wiii

have been demobilized, it was deemed adviszble to

acguaint nisher authoritvies who need to mow with

] 7 détails-of ine serious securlty problea to te solved.

For this reascn, an historieczl resume of sopme oI the

4 famous publicity leaks of the post cemerction Lias
‘ been incluged in this redort to desoustrate the nesed
O
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- for greater security precautions at the end of this
war. An analysis of current legislation, pointing
_,;;; " out some of the deficiencies therein and suggesting
| 7: some provisions which may be acceptable to higher
authorities for incorporation in a new law, has also

been provided as a basis for further action by those

"+ responsible for the procurement of new legislation.

3 o - . It is recognized that a satisfactory solution
i : ~~ of this problem will protably ‘encroacii upon the free-
. - dom of the press and frecdom of speech. The issues

at stake are so important, however, that some action

LY (O

must be taken in the interest of national safety.
The value of communication intelligence will not disw-

appear with the cessation of wzr, for a review of the

L e

important information supplied to governmental suthori-
ties from this source prior %o the war makes it otvious
; . that the U.S. Army'and Haval Communication Intelligence
; organlzations rust continue to be a wvaluzble ascset to
. “the prosecution of the natlonal policy in the years
to come. ‘

| While the needs of the Arsty and the Ravy will

not be so pressing in times of pesce, the recuilrements

OIPPeR

of the diplomatic and economic fields must be net.

: <:> One importunt fzctor, which has further emphasized the

. [y
s . - 9
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- need for adeguate protection from publicity, is that
1 T cryptanalysis has advanced beyond the pen and pencil

stape, 2nd in order to pursue it successfully in

the future, complicated, expensive machinery and
considersble nunbers of highly trzined personnel will

be necessary. For these reasons every possible pre-

. i e

caution must be tazken to sensure the preservation of

this valuable a2id to our naticnal safety.

..-...M-....\._..-
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Historical Bzckserounc Of Unzuthorized Publicity

PPy

Concerning Communicetion Intelligence Success

X ' N 1 Mocern Develonment of Cryntogravhy, Crvptanalysis,
. gng freiric daelysls

- ~ The increased importence oi radio in nmodern
‘communications as a channel for the conveyance of im-
portant military, ciplomatic, and econvzic informa-—

tion has become zpparent with the growing tempo of

i

modern life. No othsr meaium can rival the specd of
E ' _ A_‘ radlo in instantaneously relzying important decisions
| . of coﬁmanders to their swiftly moving subordinates,
] . ‘ scattered over wildely separated areas. This fact ex-
| plains the tremendous growth of commTunication intelli-
3 gence organizctions in every large netion since the
© last World War. The discovery of an enemy's or potcn-—
4 _ - tial enemytls sscret plaﬁs through .raalo interception
has meant tremencous savings in me2a znd mcney ior
~many nations in recent wars,
- Both cryptography sna cryptunzlysis have
rezched new heights in the last generation. The suc-
den developnent of communicution intelligonce expha-

sized the inportance of cryptanalysis, or not till

P
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. the advent of radio could experts so easily obtain

Zthe mass of material necessary for proper research.

Concomitantly with the progress of cryptanalysis,

'_‘cryptography made a similarly noticeable advance,

s;ﬁce the fact thet radio mpessages were availzble to

"all who desired to intercept them necessitated the
creation of extremely complex codes ané ciphers.
- Thus, by a process of action znd counterzction, both

‘éryptogréphy'and cryptanalysis have made steady ad-

vances with first one and then the other in the lezd.

The ambition of every nation has been to develop un-

~ brezkable ciphers for its own use and to solve every

cipher in use by the eneny. Strangely enough, the

gecryption of eneany ciphers is probably the only cer-

tain method of a country!s ascertaining the security

of its ovmn cipher system. Hence, the significance of
modern crypteralysis is tvorfold:
(a) It kes provicded more accurate intelligence

concerning the enemyt's intentions at less cost in =en

and money then zny other form of intelligence;

(d) It hes served as a check on the security
of a nation's own ciphiers snd codes.

It zust be remeumbered, however, that the U.S.

[
§

Arzy and Naval Cosaw:iication Intellizence organizztisné




‘were created not to achieve success in the acadenic
ifield'of cryptanalysis, but to provide intelligence
for operational authorities by means which may involve
decipherzent only inci&éntally. Traffic analysis,
which does not possess the antiquity of cryptznaiysis

s for it is as new as radio itcelf, 1s also an important

phase of commumication intelligence activity.

¢ Etates Conmuanicotion Intelli-

The trezmencously increased flow of enreay opera-

-

tional traffic, which hegan wilth: the outbreak of this
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'war, necessitated & gfeat exﬁansion of personnel in
" botn the U.S, Army anc Naval Communicetion Intelli-
'gence organizationé. Consequently, many persons were
introduced for the first time to zetivitics which had
-long been deliberately nidden by strictest security
precautions. " In adcition to those who have be«n Lem-

bers of the Army anc Naval Coumunication Intelligence

organizations, many other Army and Naval personnel
have become awvare of tne existence &nu operations of

these orgenlzations through the handling of 'intelli-~

gence which nccessarily had to be dlsseminatea to cer=-

taln operational commancers.

{ s ~ Yar corresponcents and other puklicists slso
g . ._ . have hzd an o;portuﬁity.to ¢ame in contact wlth gone
of this intelligence, e.g., Stanley Johnston who '
divelged the story behind the Battle or ¥iavway, end
Fletcher iratt who hzag also written & toox on crypt-
i anzlysis, Furtherzors, some membe of tie YeCuCyy

| F.3.I., @nc State Lepartzent, zni cercain other

civilizn authorities nzve been cognizant of the succes

PP AP RPN VD

‘of hsmerlcan cryptunzlytical zpgencies., It is estinated

‘::'.—t‘,' L Ue=ents  Tha
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"' that at least 50,000 members of the Army and Navy
ha#é handled cryptographic materizl, and several thou-

:.Tisand Arny and Naval personnel, exclusive of inter-

; _ " 'ﬁzs'_cept personnel, have beén éssociated with cryptanalyti-
H ical sctivities. The number of those who have handled
':fhe resulting intelligence is not as large as those

1 ... . who have been engaged in processing the material, but

even the disclosure of certain techniques would be as

(RTOR W

damaging as the revelation of actual intelligence.

It 1s apparent, therefore, that a larze number qf in-

:

j diyiduals poscsess xncewledge wnich would be extremely
1 . ' ‘ ‘

: damaging to the national interest, if made available
; , ' ' to unauthorized persons. |

It should be pointed out that it 1s not possi-

ble to hide the existence of large cryptanalytical

PR PR WP

organizations from experienced esplonage sgents.
Furtherwore, the enemy takes for granted, as we do,
fhat every radio messﬁge trapszitted in war tirce is

.
intercepted by hostile forces, who intend to cecipher
ancd read the coﬁtents, if possible. Zut knowledge of
the sucéess achieved by American cryptanalysts can
and wust be lizited to only higher zuthorities vho

need To kmow. This is the objective vhich must be

i 2a.
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.+ ‘sttained in tﬁq future lest the source of much unique

t;*;ntelligence be destroyed. Some exampies of the cam-
'E%jiééing effects of publicity on comzunication intelli-~
.“igencé sctivities will be discussed in the following

péges.‘

1:3;'- Corxmmication Intelli-

Publicity in America concerning the success

of Communication Intellizence in various nations seenms

to have cccurred in three amajor. spurtis:-

"A. The Post Wér Disclosures - which ran from
1920 ~ 1930 epproximztely.

B. IThe Yardlev Era - from the publishing of

"The American Black Chamber® in 1221, up
- to the outbreak of the Americen~-Japanese
TaTe .

Ce The Lpnerican~Jevinese ¥Har - which cecezsioned

the most danéerous disclosures of all.
A brief Study of ecach of these periods will be
of value in understanding the neeé for strict security
precautions which must be taken in modern cozmunica-

tion intelligence work.
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Post Vorlu ¥ar I Disclosures

‘The great interest shown in cOJmunication in-

l;telligence by most modern nations probably owes much

: to tne revelations of such activity which were made

puolic during the years following World war Y. The

inforamestion contained in this report has bheen gathered

ir the main Trom publications avallable in most pub-

lic libraries, and nas been set forth here to demon-

strate the necessity of preparing to stop the entici-

_Pated avalznche of post war publicity which will

Jeorardize the acﬁivities of Arnerican intelligence

agencles unless approprizte cction is tsken.

1. The Allies

.From the writings of various French ex-
rerts it is lmovn thzt the French entered the war in

1914, thorougiily familiar with Cerzen mizitary codes

‘and ciphe nd v iun long expericnce in reading Ger=-

2
man &nt Italian diplomatic messages. Excellent

2 - Yves Gylden, The Centridntizn of tre Crunto-
rrannie Turesus 4t the Taovid '&“, Crans-;tiun
Ol Culilevmiaernzs Iis tz‘

';'l 1 Lt.l-u..’), Uajitad St
- ing Ofifice, il.ashingto:
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| planning in ti;es of peace,.splendid cbbperation Se-
‘::tween military and dipiomatic leaders in regard to
:cryptanalytical assignments, and continuoué reSearch'
f; S inldeveloping the nost efficient procedures resuited
| in great success for the French in'anticipéting and
. frustrating German attacks.
‘ (v} Enclang
The British Army and Navel Inuelllgence
Departmﬁnus had well-organized cryptanalytical bureaﬁs
during ¥orld War I, and the continued stress placed
by the British on the speedy collection of material,
.careful examination and selection, and a skillful
collation of z2ll available sources of Information has

stimulated other nations to follow their exanple.

rvice
a'ecoute pendant la GuerreW, 1ect“ici“
¥o. 16, 1933, ». 454; "Le cesre Pac

ote
& o XN&el0 -Lb"'

graphien, Racioeleciric 2, Ho. 9 s 3925, p. 445,

B E,e*me

C,
3 TS R
e, paris, 1%9zL, D. £07. Qrois—-.

2 (Ccontinued) - Henri Carticr, "Le

Marcel Gi vierg #Cuestions de Chiffre

L

The Living Axe, Hay 2, 1925, p. 232 ”entions
toe incicent Cefore the Vorld War waen i, Cail-
laux, a r“chc“ 2dor, Cizclozed, throush a
careles rele‘ence, the success of Freach crypis
-analyststo tne Gernsns. An Zizoricat source of
Inforaz ion was lost for a tiae beczuse the {er-
Mans chongcd their code.

O

m
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' "“ﬂ:f‘Des§ite—the existence.of the British 0fficial
' Secrets Act of 1911, as amended in 1920, several booxs
published in England have given.rather detailed ac-
-counts of British comrmunication intelligence activi-

ties. Captain Ferdinand Tuohy discussed British
methods of diréction finding and code work in a bookA
published in 1921. Even the rudiments of Tina and
R.F.P. were explained in this"ﬂork.3
In Decémber 1927, the Ftest kept secretn of
the Great War was disclozed by Sir Alfred Ewing,
Princiral of the Edinburzh University, in a lecturé
-entitled ﬂSo:e“Special War Vork"™ vhich he delivered
.to the Edinpurgh Philosophical Institute. He told
“of the activities carried cn during World Viar I in
the famous Room 40 0.B. of inhe ﬁritish Aanirzlty,
where Gerzan dispatches were Ceciphered.
.Four years later, in 1231, Sir plfrec Ewing
adced further cdetails in an interview which was pub-

5
lished in Azerica. 4s many as .2,000 messages a day

Lo o= Daily Loy
5 = asrcicle oy

+ Tines faczzine, Hev. ¥, 1931.

13
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: ﬁere decipheréﬁ in Room 40 with never more than
:ﬂ:twentY-four hours delay. One of the messages, dis-—
: closing that the CGerzmens planned to raid the East
- Coast of England, led to the Battle of Jutland vhen
Adniral Jellicoe, forewarned, moved his fleet to meet

the German warships. Another publicist confirued

- Bwing's statement as to the Battle of Jutland by point-
 ing out that the Admiralty ¥new of the plans of the

German fleet at least twelve hours before it moved

 from its base. Adairal Jellicoe put to sea at 5:40

I dnsitidind

- PJM. on May 30, 1916, and the Germansbdid not weigh
anchor wntil 3:00 A.X., May 31, 1916.
According to Ewing, Room 40 cealt with diplo-
matic ciphers as well as naval dispatches, and, there-
‘~rore, was able to give warning of the Easter rebellioxn
in Ireland, as well as information of German zctivity
in Persiz. Probahly the most important exploit of
ﬁoom 40 0.8, vas the decipherment of a message sent
on Jaznuary 16, 1917, by Dr. Alfred Zimuerman, Under-
secretary at the German Foreizn 0ffice, to von Lck-
hardat, German YUinister to iexico. This message re-

vealed a Geraan proposal for an alliance with Hexice

D T R [ —— ——— B S AN s e caaa
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‘on the grounds;that after the war ¥exzico would re~
ceive the territory of New Hexico and irizoma which
she had lost in iéAS. As Ewving remarked, the pudblica-
tion of this message was deeisive in converting Ameri-
can opinion to the necessity of war.

The complete details of the interception and

'decipherment of this message may be found in both
English an¢ Auerican publications. The memoirs of a

- former German Naval Intelligence officer, von Rinte-
7

.

)
E
g
-3
7

len, were published in London in 1933, and official

correspgondence dealing with the Zimuerman affair

Al ey o

 ¥ere disclosed in the nezoirs of the former Anmericzn
e _ Ambassador to VLklcno, valter H. Page, published in

| ' imerica in 1925.

y ‘Von Rintelen was cgptured during the war by
the British on his way buck to Cerizzny froa Lmerica,
and he then learned frow Admiral wWilliswm Reginalad
‘Hall, the Chief of British Tavel Intellig ence,thaf

tne British had known Germanyl!s Tive ways of sending

7 -~ Ceotain von Rintel
3 3.2 Peninizcaences
3 fenee Utoiecs, Loy
3 \.to’ Lonwo: 1, 13323,
1 : 8 « Burton J. ifznirick, The Lifs rnA Leottaers of
’-‘c ther . Pure, 3 vols., Louslcany, Poge znd
‘u"s;..‘l-- III‘ y?o ,")J.",\—J;e
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Ainformation to_ America or Mexico, and had 1ntercepted
 and deciphered messages sent by 2ll five routes.

.:3 Furthermore, Admirzl Hall disclosed the radio decep- |
“fion nethods used in elisinating Admiral Speefs sguad-
’:ron at Falklands on December 8, 1914. 4 newspaﬁer

article by Hector BYWatef in 1634 cited testimony
from two British intelligence officers in confirma-
tion of von Rintelents story concerning the seciet
bac“~round of the Battle of Falﬁlanas.g

Mr., Bywater, who was one of the world's best
informed writers on n#val affalrs, published many
specizl articles and books on the English Navy,
several of which ciscussed Briticsh direction finding
and cryptanalysis, and especizlly the work of Roon
40 O.B.lO ' |

Captain H. Lancau of the British Secret Ser~
vice wrocte in 1934 of his ﬁérld viar activities in

setting up information posts in Hollend to obtain

data on train movements in Belgiwv:m and occupied

France. Indirectly, he was of grezt scssistance to

9 - "’1“' Talesparviy, London, Sest
10 - Bynater ana Terruby, Shronce
Hactor C. Syvister, Dasir Mucrov S
Londan Counsgtadble and Co., void, Ci

-
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' """ Room 40 0.3., because his- organization obtained a

IQOPY of every Eiphereu telegram sent out of Holland
by the German Legation, the Consulaztes, anu other
. : "German services%lﬁurtheruore, even before the war

“broke out, according to Lorc Fisher's memoirs, the

. British had a bureau established in Switzerland to
12 : .
.-collcct foreign code telcrrdms.

PRI P P

One of the sources concerning 3ritish communi-
cation ihtellibence activities in Vorld Var I was the
book written in 1935 by Euga Clelanulﬁoy, who becare

i ' "‘Secreiary to Admiral (then Captzin) W. R, Ball Jjust

- ‘after the latter hid becore Lirsetor of Navel Intel-
“‘ligence in October 1914. He told of the orizin of

Roon 40 Q+Be at the Aumiralty, c¢edgeribed souie of its

exploiis, and then, ironicslly enouzh, strecscd its
] - great emphasis on scerecy.as iolloviss
p ' o -%0r it, fFoom 40 0.B./, too, the late
; Earl Ealfour said: .
tTo Foom .0, the country 2wes an immense
dedt oi gratituce - a cebt wihicn zt the =
' time, at least, coula rever be paid,
-
1
ll -« Henry Landeu, Alifc Faip: fho Syoars or the
3 Rritich fcered Servies sinii. L0 v-oo o0
; Livez, G. 2, Sugaoo BONL, Leiey rvSi) SzC=
rety of the Thite Loow, G. P. Putnants Soas,
5 . I‘..in l‘f,'))o
i 12 - lu.n, 22. eit., ua. 0.
i Y 13 ~ Hown Lledend oy, 42 0.7., »w Ho- the Wog wes
o uon, Huctchiuson wne U0e, Lwiweih, i¥.oe

[T
w
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Secrecy was of the very essence of the
- WOrK, and never was SeCrecCy Hore success—
. . fully observed.t? (14) :

One of the most interesting accownts of Bri-

tain's cryptanalytical activities in the last world

Var can be found in the testimony brought forth be-

‘fore the Uixed Claims Commission of United States and

Germany in regard to the disasters at Black Tom, N.J.
on July 29-30, 1916 and Kingslend, N.J. on January
1, 191'7.15 Acmiral Hall of British Haval Intelli-
gence supplied the texts of many intercepted méssages
to.demonstrate the xnowvledge of the Gernan government
in regard to the ac%ivities of its sabotage experts.16
Thus, much of England'!s secret war sctivities

were disclosed not by espionzge agents but by the

. books and newspaper articles of its own nationals,

" with sozme revelations by outside sources.

(¢) Pussia

The Rusciens entered the World War very

badly prepared for military eryptography and crvpt—

analytical vorx, though long experience in success-

11‘, bt Ihl' c, p‘ 2-’4‘
15 - 1 ca Clrine

tencent oi Docuvuiont
16 - Ibid., pp. Z&-39; 23

e e as  pw e e mmrrme M et e mem geetie s TaGc W e iee o me. cn e e n =



OCID 3263556

i ,S.f~f;.ffu11y decoding Turkish, British, Australian, and
3 | - Swedish diplomatic codes and police work against the
? _ ) . Nihilists had necessitated cryptanalytlcal research.
? _ _"; o L Despite all this backgrownd, it seems from the slight

'evidence avallable that very little military cerypt-.

analysis was done by the Russlans in World VWar I,

‘:though they did solve some of the German codes. On
the other hand, lack of security precautions helped
the‘Germans to decipher Russian codes. One reason

_'for believing that the Russizns did not achieve much

cryptanalytical success zrises from the fzet that the

Russians were unaware that the Germans were rezding
- _ 17
1 - their codes,

| | o (8) Italy
| | Before the first Torld War, Ital& ﬁad
Gone little to develop 1ts cryptanalytical bureaus,

- and there is no publishea evicence to prove that she
was any better during the war, This situation is ¢if-
ficult to understand because of the traditional in-
terest of Italian scholars in ervntogreas end crypt-
2nalysis. Hore intensive resezrch in Itzlizn librzries
than has been possible in drawing up this report wvould

] probably reveal further details of Itzlyt!s crypto-

17 - Cylddn, on. cit., 7. &9,

rme——

21
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graphic and cryptanalytical c¢fforts in Vorld War I.

-

2. Central Povers .

- ~ (a) Gerveny
- The German Army, Navy, and ¥inlstry of

Foreign Aff2irs had cryptanalytical bureaus before

; .. vorld War I, but inadequate and ill-traincd personnel
-E " had made competent rescarcn im~racticable. Comzared

3 - | with the Freach, they vere much inferior in that they
é " lacked a centralized organization, vere without expert
) | - L 'lgadefship, end because of insufficiznt research ~ere

not prenared to cone with the problems invoived in de-

PreTTr RN

cishering French ~odes. Turthermore, errors and

omissions discovered in Gerzan communications peraitted

At R

. ' the French to solve Csrman nessages very essily.
In the late yecars of the war, =Ster a difficult
period of self training, the Germans beceze ruch more

adc,t in cryptznalysis, A Rritish writer stzted thet

LY

e Garzans =cre overhsar ing Pritish siznzls and vire-
less conversation ster 1916, and were thus alvays
nrepared Tor British attaciks during the last ysars of

the war . 13

After Cir Alfred ¥ving nad ciscloszed the work

of Room 49 during the “orld Tar, en announcemcnt re-

PR YRy

[ L LN
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vealing the corresponding German department appeared

. 3in the Vossiche Zeitung. The article described the

déciphering of intercepted Britisn signals in a myste~

rious wireless station, surrounded by barbed wire on

YR P IR

'a lonely moor near Neunenster. Tnis siory was con-

firmed by a former German wireless officer, Lt. Comdrig
¥. Kraschutzki, who belonged@ to the Keumenster staff.

PP PEIL P S W 3/ S Gy

It is believed, however, that this Bureau was not

i : _ successful in deciphering British Naval dispatches
o : | 30

¥ : . until soze time in 1916, thouzh it is known that at

oy ag it

‘the outbreak of the war, pdmiral Spee knew because of
intercepted Britisn nessages thzat he was being shad—~
owed by British cruisers.‘l
On the Russian front, the Germans were much
nore successful owing to Russian comwunication de-
ficlencies. Tne Gerazns knew-as much, if not nore,
] o o than soie of the Russian commancers zbout iloscowts
plens for the Battle of Tannenburg. Gerazny naa
i ' still better success with diplozatic secrets for they -
were able to read the messzges of lajor Langhorne,

the American Military Attachd in BRerlin. I% will be

19 - London Tiges, J L. 3, 1328.
20 - G, TQen, 0. cit,, . L3,
21 - Von Lidnteien, gs. clt., n. Zle
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remembered that the Germans had arranged to send these

ﬁ__dispatches for Major Langhorne who wished to keep them-

" .from falling into the hands of the British. In the

pfocess, the Germans were able to rewrite the Lmeri-

. can Attachet's dispztches with a pro-Gerhan bias. It

. may be‘presuned also that thelr experts were able to

22

-~ read the messages of other nations.

(b) sustria

According to Generzl Fonge, Chief of the

_Austrian Hilitary Intelligence Service during \orld

" War I, cryptography had been much practiced in Austriz,

but cryptanalysis was entirely unknown until 1908,

when he began to work on intercepted Italian Haval
dispatches. Messages of other countries had been de-
ciphered for years, but solutions had teen cbtained

by acquisition of the codes through espionage rather

“than by cryptanalysis. Hoﬁever, in 1918 the Evidenz~

bﬁreau of the Generzl Staff was re-orzenized, znd
efforts were made to stimulate eryptaznalyticzl activi-
ties.

Daspite its inadequacy at tie leginning of the
wér, the Evidenzburcsu gave many iustrian officers an

opportunity to anulyze Russian systeis and, as a result

22 bt Ib.L tl’ \.. 58.
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of théir speclalized trzining, they were able to

>;, solve Bussian-ciphers much nore quickly then the Ger-
{ mans. As the var progressed, the Austrizn bureau ex-
; panded, éndga French =ource states that in February,

‘ 1916, at least 26 cryptaznalysts were employed in the
' 23 ,

Vienna office alone.
. hustrizn military commancers were well aware -

of the value of the informution supplied them by this

. bureau, znd Von Glzise~Horstenzu, Chief of the War
. Archives in Vienns, Privy Councilor, end former offi-

. cer of the Austrian General Staif, stated that il

hustriz haé not been able to rcad Russisn radiograms,
it woulc most probubly have losi the war as early s

in the.winter of 191,4-1915.

3. United States
. Very little was known by the American nublic

about its cryntanalyticsl azgencies until the time of

Yardley!s cisclosures or 1951. Licutenuant Colonel

Walter Sweeney, U.S, Army, reported in a btoox written

in 1924 that curing %orld Var I the code &nd cipher

section of the Intelliyence Service at inerican Giif

had cdemonstratcd thzt any code or cijplier couiz be

i sparas

23 - Gyldén, on. clt., p. 2.

fo25
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24
read, if sufficient time were granted. A newspaper

article in 1930 discussed the activities of G-2 and
Room 40 0.B. in inferceptihg and decoding German
radio.messages.zs However, public attention was not
focused on American cryptanalytical activity until
Eerbert O. Yardley,zeformerly of the U.S. Aroy, broke

the seal of self-imposed silence which governs the

activities of most cryostanalysts and published his
27

famous %The Americsn Black Chamberd, .

24 - Lt. Col. Vzlter C. Sweeney, !1litarv I-telli-

5

gences = e lieawon In iar, rrec A. Ltokes,
I’-Y., 19:4. . ’
25 - sunday E£1:B, ¥Washington, D.C., Apr. 13, 1930,

tagazine fection, p. 5

26 - Major ¥nrdley 22¢ resigned his commission in
the U.S. Lrmy FReserve refore sutmitting the
articles for nublicotion.

27 - Hervert 0. Yaruley, '"The faeriesn Tilralk
Chonbarl Bobbs-lerrill Cozpzny, Iaciznapolis,
1931.

26
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_i ) « "1. Xardley's Pevelations

: ) '3‘: ;f'” f:-- 7 .Parly in i93}, the Saturday Tvening Fost, a
4 _f," :i’:z_fﬁffj veekly magazine of tremencous national circulztion,
3 f:ﬁyh; o ":"':'published a series of arﬁicles'by Yardiey which

: L . ‘~f:.-_ frankly disclosed the exlstence of cryptanzlytical
A‘:,' .: €:A'f :;J‘:f,'organlzatlons in various countries, and discussed

r . their methods, successes and failures. Analysis

54 o - _ f“. of the Gifferent types of ciphers and codes in use
i o by these nations; with unflattering criticisa

5 B "ﬁ;f33i:: directed at the . U.u. Department of State, was oue

28
of the prineipal themes.

The articles were then published in book form

entitled "The smericen Bluck Chenbey?. Yardley stuted

that his organization, wihienh had been establishzd in
1917 anc had‘worked in secret untii 1529, had solved
over 45,000 cryptograms curing that period. .t cne
time or znother, it hzd brokxen the codes of Argentina,

Prazil, Chile, China, Costa Rica, Cuta, Aimerica, Trance,

28 - lierbert 0. Yzrdley, "Secret Inks" £fturdany
Freninz Pnct, Philadeluviniz, Yel. 233, fo. 4J,
1-\)]"- j, .1",’31;

"Codes®, ibic., Vol. 203, ¥Wo. 42, Apr. 18, 1931,
#Cipherah, icid,, Vol. 232, Hlo. 45, lay 9, 1¥31;
: ; 'Cr"“to~,‘q“ anc Taeir Solution, ilid., Vol. 205
1 ‘ . ¥o, 13, :fov. 21, 1941,
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1&?
Germany, Japan, Liberia, Mexico, Pansma, Peru, Russia,’
"V_San Salvador,‘Sentp Foningo, the Soviet Union, and
'Spain. Furthermoré, he re?ealcd that all Japenece
.-code ﬁegsages received or sent by the Japanese repre-
. sentatives during the Vashington Nzval Conference iad

. been rezd by American cryptznzlysts.

The Pook creatzd 2 sensaticn in both Americs -

and in Japan. In addition to z Japzuese translaticn

Py

in book form which zprarently wos subsidized by

: ‘ - Japanese militaristﬁ, two Jaganese newspapérs Tan a
t : l <T -seria1 tfanslation, and neadlines called attention )
o Amerlcen trezchery at the Washington Conference. ?
In Armerica, the booX received much attention in tle

press, =nd many book reviews disseminated his dis-

closures evenr nore widely; thus, mmdreds of pereons

c o madh sl

-

who had never resd Yzrdley's story were made aviare
of 1ts revelations.

Yardley wrote tvwo Sther aerticles late in 1931.
One dealt with the cryptanalytical activitices of the

30 .
British, and the other attempted to explain his

TR T rmtmeen e er et Y AT 7 ameme e TR TYTT R ey T = AR 1 S e (4 s ety P e pmerga,m o = M PAetmMA M fi o aea S s eeasemay .. Cm e
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' - 31
- motives for revealing goverruent secrets. The first

article discussed British metliods in obtaining every

dispafch entering or leaving England, and the second,

ééverely eriticizing the State Departmentt!s inadequate

‘ciphers, explained that his book had been intended

%o expose hmericafs ceficiencies in the field'of

eryplteography with & view to stimulating the develo§~

nent of new codes for the preservation of national

- secrets. | _
Hollywood evenfually maGie a picture ?alled

31a
, - ¥Rendezvous" based on a novel by Yardley, and as late

as'March 1942, ‘the Hovy Department had to recuest

that the %“imerican Elack Chamber" not be republished.

Re .Pre—ﬂar Publicity
In 1934 and zgain in 1937, newspeper stories
1 A ' o discussed the activities ot several iumerican crypiﬂ
: | e analysts wiwse existence had been disclosed when called
upon to testify in court as government witnesses, or

when discussed in civil service ne¥spaper colummse.

3 o Public attention was thus drawn to tLe &rmy's, Hzvy!s,
3 . and Coast Guardis ecryptenalytical units.
31 - iardert 0, Yurdlev, VYire Ye ulving Lvay Our
. Stete Ueeratsdf, Litoviv ifrensing, Lec, 319, 1931,
od 2 2t RN
{2} 314~ ierbert O. Yaroocr, L UZUNNEeSa, wele,
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A newspaper article in October 1939, announced

_that the F.C.C. had revived a Black Chamber to de-

- code all messages leaving the United States.-? A year

later, the same columnist zttacked the entrance of

the F.C.C. into radio intelligence, rointing out

. that its staff had no exverience or knowledge covering

law enforcexzent or the value of military information
» 3

end, in addition, it was doinz something which the
Aroy, Navy and Department of Justice were verfeetly
gquipped to perform.33 A& very detailed article,
déscribing the wzr a2ctivities of the F.C.C. system,
appeered in October 1941. Fl:sven counter-es-icnage
radio stzations and more than eighty secondary nobile
units were mentioned, and new antennac Zor use in
fixing the »ositicn of transmitters and nlastic cdises

- - /
Tere descrlbea.B“

0

4]

for recording pessage
All the foregoing exuznles of gecurity vio-

lztisns cceurred éuring pezce. Some “-ere minor, scone

were serious. The most darzagzing disclesures —ere to

occur 2fter the outbrezk of ar on December 7, 1941-

32 - Franx C, “aldéran, zshington Tincs-Torsld,
Qet. 19375,

33.< Iric., Oct. 7, 1943.

34 - Los Anuwles Tirss, 3Jet. 13, 1L,
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" Co American-Jznznese Tep

- .le Pearl Farbor Aftermath

ikt abeiilltaiiatliink

,,,"v'.ﬁk;"[ SO .. On-the cay after the attack on Pearl Hardor,
- o ‘é Yashington newspaper, cuoting relizhle Informants

-to the'effect that the Yar Desartment had succeeded

PPN VAT )

i : 1 L in reading the Japanese c&de, indicated that Tokyo
% | ;'A l;1;1“ ‘ had_probébly suspected the‘ﬁecipherment of its codes
‘ ' - and had neglected to inforz the Jaiznese Fmbassy in
- Fashington of its plans to attack Pearl Harbor so as
! 3 - ' not to warn Yashington.?® Tro days later the same

¥ . -/i::fﬁ }v_.ﬁewépaper, sreculating again as to ulhiether or not

Japanese dirlomats in Tashington %new in advance of

‘undoubtedly the Japanese kn2w this, aznd in turn the
U. S. had lezrnsd that they mew it.36

Pime 2zezine, early in 1942, reprinted a story

Fed

Qe

et

in the St. Louls Post Dispatch. According to this
report, the F. B, I. had teen stopped from seizin

an illegsl transmitter in the German Tmhassy hecsuse

] o : the attacic on Pearl Earbor, announced that the United

Stztes had soived the Javsnese codée in 1632, but that

concerning the ¥. C., C. which had originally ansezred

5 ailw Mews, Vasininston, D.C., Dec
6 --Lgily o s, Laskington, B.C., Dec

AYI AW

SRR T S,

— o - ey ey = . .



m&-—”‘mwehﬁ-m-.- 4. ey ol e, O N o4y Qi S,

OCID: 3263556

- the State Denpartment éid not want to Jeonardlue the
' . guccess of negotiations for the safe exchange of
“diplomatic personnel in Germany. The F. C. C. an-

nounced later that every message sent out from the

German Embassy hzd been decoded, and, furthermore
b 3 2

etiue rnstr*ctions

2]

4 - 4-'_-' the transmitter had teen jammed at the be ginning of
{ o ."evorv broadeast. 7

: :

1 A newspaper article in Februzry 1947 attocke
i

]

the F. B, I.!'s statemant that ne=s

had prevented the copying 07 all messages transmiifed

L

. . .',' ‘betreen Honolulu and Tokyo over commercial rzdio
circuits Zor seve ral weelis orior to Tecemher 7, 1941.
It declared thet the coumunication service of the
Wavy snd the signal service of the Lrmy had kept

; " : - ecomzercizl circuits betreen Tokyo &nd Honolutlu under

] : constant surveillance zn

e
ju g
1y
OJ
T3

csiven conies of all

b messages to the F. B, I. Senztor Marrr S. Trum=an,

. of Missouri, Chairzan of the Senate Interstate Con-
: - merce sub-cornitice on wire tzpning la2gisiation,
informed thne Senate that, notwithstanding the revort

3 ' - of the Dobsrts Comuission, the record would show

PN

37 -~ Tize Voeszine, N. Y., Jaznuary 5, 1942.
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"that ®wire tapping and interception of messages were

- fully practiced =rior to the attzek on Psarl Harbor,w38

Another zublieity lzakx osceurred ~hen Leon
Pearson on a #utual Brozdeasting System program in

February 1942 announced that cne of the intelllgeqce

"services of the Goverazent had Cecishered certain

messages fron the French Test Indies - Yartinicue and

Guadaloupe - vhich indicated that German subnarines

' had teen refueled fronm he smal‘ rorts of the Atlantic

;As & reéult of a17 the newstarer »ublicity at the

- outbreait of the war which had been given to the crynt-

*,

analytical egencies of the U.S., many zolleges hegen

ct
[N
O
3
O
-y
(¢
O
=
L-‘
f

to inguire of the Javy about the inzugurat
ses in cr",n?“al"e to prenare their studentis ior

war duties. All »f the voluntary offurs were cdeclined

- politely, hecouse 57 the uublicity vhich -rouvld zccom-

pany such courses.

2, Rottla of Yiad-avy "xaasf

The most iuortant zutlicity 1.2 of the

present 7ar concerning comtunication intellizence

33 -~ Choster Yanicy, Tin s Ttepnld,  zsiington, D.C.,
T.bhrtnpv '_.‘, Y
39 - Tnr TDoncrioe ia Niriat, Februzry (6, 1912,
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. bad soziehow accuired much

e denen L,

" occurred in early June 1942, after the Battle of

Midwvay, when an article aprearing in three newspapers

of very wide circulation cisclosed that the U. S.

"Ravy kne¥ in advance of Jasnanese plans Jor an atiack

on Duteh Harbor inm the Alcutians zné.zgainst Midway
Island.40 . ‘
Indicating—that toe Jz-anese h2é used a siriv-

ing force, a sugvort “orce, zné an occuvnztion forece,

3]

}

=ztail

~y

the article gave s=necific @ af the mzizeudr of

o

-

-

each eneny force. It as cvident that the resorier

52 the informstion which
~.ﬁ. S. Baval Coumunicaticns Intelli~ence nad disssand-
ﬁated to & very few important coumanders, and it =s
obvious ts the exngrienced ous=yvsr that such con-
plete details of the enemyts olzns conld have core
cnly from Jecl hered Jeranese nessagas.

Furthapﬂaré, # racio Yroademst of Tzlter
Tinchell on July 5, 1941, statzd thrt alvance mol-
cdge of the eneay!s ‘lans had gaved U. &. forces
froa defeat an .vo nscasiors. Anath:r itexz “ram his
negwsnaper eslusn of July 7, 1942, annduntesd that

40 = I, Yo Lzilv Tews, Chicrgo Mritune, Tashdngton
T REimrs ctresley Jume T, L34
34
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.‘by the U, S. ﬂavy of

~

S Colon¢1 HcCorDICI‘s peper in ChiCagO had divulged the

reason Tor Am°r1can success at Hidway — the decoding
zranese sczcret messages.41
Jedﬁmhilb, an effort was wade to indict those
res“onsi‘blA Tor uhe original cdisclosure concerning
M¥idway. On. August 8, 1942, newspapers throughout

. the country revortzd that the case vas to te investi-

gated by a Federal Crand Jury in Chicago, as a result
of a preliminary inquiry made by the Justice Depart-

ment at the recomrzendsation of the U.8, Navy.

Willize

Attorney Gensral under

. D. Hitphell ¢f New Yorik, Jormer

as to direct the Investigation of

President Hoover, -
the Grand Jury into any possitle violztion of & crimi-
-nal statute or of the ket of June lb, 1917, as zuzerded

by the Act of ilareh 25, 1940, conceraing the unlaw-

ful communieation o2 documents or communications rela-

-

o 2 -
ting to nationzl cefense.4~H0?aver, damaging wub1101ty

wes wie only regult of the
Jury falled to inéict Colonel

¥eCormiciz, fanagin

Editor Jezes Loy Lolonzy, or Steznley Johnuston, the

ieporter.43

41 - T. Y. Dnilo irpor
42 - :ro Ya --' ) 2

S ittt i
43 - lNevewert
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R Two years later another publieist reported
that American’eryptographers had broken the Japanese

naval code just before the Battle of }iidway.44 Once

“again 1t was obvious that current securlty measures,

' presumably provided by present lawé and voluntary
censorshié, would not accord sufficlent seccrecy for
" future cryptanalytical activities. |
. 3. State Devartzent Leaxs

PO XTSPF RN, W e

In 1942, ®"How War Ceme®, a semi-official

review of imerican foreign policy from 1940 until

ek ML ad

the béginning of the American—Japanése wiar, was
published by Forré§t Davis and Ernest K. Lindley.45
éurp&rting to be ®gn independent venture, critical,

] u ‘ wnofficial, and bearing no imgrizaturt, tﬁe book

| gave evidence that the authors had been glven access
to documents and confidential material which had

] not been made available to the general publie. = Prior
1 _ '._ to the publication of this book, several chapters

' were Iirst published in the Ladles! Home Journel in

{ ' , July and August 1942.

Yany references were rade in the book to

44 - John Gerber, ®The vecrct Lancuzge of War,®
r"i A by ‘01 ITI, -A'..‘. A, }."C’hu..l‘_.' 1c}q‘7, gr-l)"—-g'
j . 45, - Torreost Lavis and Zraest x. bifwiey, How Lol
] ] Cr "py i fimarigsn Lhite Bo 8T Fyam toc roil
; O or oo :.r_'=: T3 oadi o niThor, LLICh &l wakdial,

I\o .(.-) __74{_
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. gecret and detailed information which the United
States possessed in sdvance of several important
events. Though it may very well be argued thut

esplonage reports providea the basis for this secret

intelligence, certzin references were so phrased
‘that ahy exprerienced observer would readily perceive
- the ‘source of this information. The suthors stated
that the U. S. knew from "sources of proved reliabil-
ity" that Hitler was yressing the Japanese to vali-~

dates a secret protocol of the Axis pact of Septenber

PR

1940, which called for war on the knglish-speaking
‘Powers under. specified circumstances.46 Discussing
Japan's joining the Axis, the‘authors deciared that
American and British diplomats imew of this very
secret decision of the Japanese almost as soon as the
last member of the Imperial Ccuncil had voted. Thay
i | also declared thst President FRoosevelt haé been

| closely advised of the ramificctions of the new
alliance, and pointed to the existence of a seéret
protocol comaitting Jazjan to engage the Ingilish-

1 . speaxing Povers wienever the circunstznces seemed

‘: Lo 46 hand Ibido, po 90
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right to the Axis.47

-In a chaptier entitled "Warning to Hoscow?,

" the authors stated that midway in January 1941, 3ir.

' Sumner Welles had warned Russien Ambassador Qumansisy

that Hitler's armies would attack Russia in the
following June. According to this book, the United
States’ "knew" that the ceclslon to bresch the Nazi-

Soviet accord had been taken in Berlin. Two months

‘later the Russian Ambassader inguired whether or not

the United States had any confirmation of the report
from Berlin, and he received catogorical assurance
that the United States possessed zdditionzl evidence
of Chancellor'ﬁitlér's inténtions.48 The United

States also aavised Russia that !'r. ifatsuokal's chief

. errand in Europe was the negotiation of a non-aggres-

sion treaty with Russia to free Japan's rear for a
wﬁr on the English~speaking Powers,4?

In describing the reaction of American ofri-
clals in Washington to the news that CGermany had
attacked Russia in lute June, the authors remarzed

that neither President Roosevert, Seeretary Eull,
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:nor dr. Welles were surprised by the announcerient,
'.'for'the event,; which shocked the public, had long
been anticipated by both London anc Vashington.

" hecording to the book, ¥r. Churchill for two months

e T - had been practicing his famous speecch which promised
| | full assistance to FRussiz.-0 Washington also new
-that Nazi party strategists had assured Chancellor
Hitler that the Russian Ventﬁre wouid be umerely a
5 : l'., - brief detour, which would permit him to return to
K ' , - the ﬁain task of subjugating Englandg.ot
. A decision of the Japanese Imperial Council
on July 2, 1941, conceraing an attack on Siberia,
-was given twenty-four hours later to tmbassador
Oumansgy by Eumner Welles, who also advised the
‘Rugsian Ambasszcor & few days later that pressure
3 | | was being exerted upon Tokyo for an early attack on

Vladivostok. %

Lohliaht ya himl

Pointing cut that the Wazis belicved that
3 i war in the Pacific would remove the United States
] o as a formidable factor in the Atlantic, the book

declared that the United Stztes government was fully
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-2nd pace of the German arguments leveled at Tokyo.

aware "in surprising detail" of the nature, exigency

53

.The'belief that Harshal Goering disclosed thne Japanese

‘intention of attackiang Pearl Harbor to Marshal Petain

was held erronecus by the State bebartment because
it had what it considerei an accurate precis of the

Vicny-Nazi conversations a few hours after their ter-

2 5
minaetion. 4 e
4. Ysdlonape Disclosures

of Yidvay publicity and the disclo-

sures of "Hoy iar Cane™ were not the only unfortunate

publicitj lesks, e Fo B. I. arrested

In June 1941,
twenty~-six men and three wowen, twenty-two of then
German, on'charges of conspiracy to undermine national
defense by actisg asspies in transmitting o Berlin
confidential information conceruning man& phases of
national Gefense and shipments of uilitary cargoes to
re disclosed vwhen

Great Dritain.>> Getails

[0)]

the case came to trial in Septenber 1941. A German

agent, secretly working for the F. B. I., revealed

Getails of 8 radio code in vhich meussages of the

foe— 1 D e e VC VRN

53 - Ibid.,

pe <92.
54 - _‘J:Ulklt, ;L);:'. 311-312-
55 ~ wasihingoon Post, June 39, 1541,
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ni:espionage ring were sent to Berlin. 56 few months
later Drew Pearson also uiccussea the secret code
', used by the German espionage ring.57 '
| ~ In September 1942, a magazine article described
American counter—espionage activities in uncovering

__‘illegal shipments of mercury from lexico to Japan.

~ The Mexican government had ordered a special customs
examination of a Japanese freighter on the besis of

"exact informetion® supplied by Amerlc“n intelligcnce
58 .

gl i R

agents.

B _ ", , Huch publicity has resulted from the discovery

ks

of Axis esplonage agents in South America. Since

] ' . _ 1942 nany articles in American newspapers and news
'mag""lnes have uwentlonad the racio intercestion arnd
eryptanalytical activities of Anmerican counter-
esplonage agencles. Most of this publicity enanated
; ' from the interception of clandestine uwessages by the

Federal Comzunications Comzission. A very revealing

il A s gl s

Areport, giving full details of thne intercepticn of
clandestine radlo messages transmitted from South

America, was published with official ap.roval 1in

i 56 - N.Y. Tirmes, Sertaubor 9, 10, 12, 19435
Vashing toq Zivrp-Heread, Sguba\b 3y *4, 1941,
3 57 - Wasn4uaton Ll cmeruToia, Novembsr 235, 1941,

(:3 58 ~ Harvove acuzire, bophe ber L34Z,

. <q-
o) P Y

AL S S adaacanl L5 ey o ~ e R D T



st e bt e i s S A dam] G Dakh e e B e e ettt o v AT in A A e e DA i e S e Lani .

GID: 3263556

Jui& 1943.59 It not only mentioned the interceptién
of clandes%ine radio messages, but it also gave com=
fpletely docurented appendices containing the deciphr;
ered dispatches of Axis agénts. Since these appen-.:
dices were not printed in the Spanish editlon of this

. voiume, the responsibllity for the unfortunate pub-

licity rests solely with a Unitea States! ageney.
One section of this rerort entitled ®German

Esplonage Agents in Chile"™, ocutiined the whole

" history of an Axls clsndestine Station in Chile, ama
. the texts of seventy-one intercested and deeipherec
' - messages vere éppended to the chronologiczl story.
1 ' - Apnother section, entitled "Axis Espionage hActivities
‘in Argentina®, discussed four groups of Axils agentsl
j o in Argentina, each one of which was operating an
. ' important clandestine radio station.Gl A nunber of
intercersted and deeiphcrcd dispatches from these
1 . . stations was also published.
{ | ;. The fundazmental cifference of opinidn in

1 ' regard to the publication of intcrcepted material,

59 -~ inm:n i Feaort Svoaitiod €0 tho Govornrents
QU o A cPiCse P ubiies, Lo o lnaC 4 VIIaTY

COMIIBIer 5% 0 inT.07 . sl 6, viesy A¥4l,
ASNECVLLLd. plaeikior runilaon wiostrinutoe oy

"nc '-J'\r:.__'-"'::v'ﬂ' ﬁ"v- ol e i
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‘which exists between authorities of the Communication
Intelliéence organizations of the U.S. Army and Navy
and other agencies of the United States, came to

light in the following decision of the committee:

¥In view of the gravity of the charges

made, which specifically deseribe zets
connitted by Axis zgents zgainst the se-
curity of' the Hezisphere, it 1gs iishly
Gesirstle to sive uuhlieiny to syeh infope
pation, 75 t2i) s wnv ouner 21 Lre ssne
gharnster, since it is ci £reat vaiue ©o
the collective defense of America.® (62)

Furtheraore, the‘Emergency AGvlisory Committee

Lo o an g

; ' . for Political Defense had already decided that the

[y

publication of this weterial haed achievea its desired

objectives, for it stateds

o,

; : #The rezlistic and przetical signifi-
' . cance of the Fesolutions apnroved by the
Conuitiee wzs corroborzted oy the inforna-
tion pubiished and thus brousnt to the
attention of the fizericen peoples zne their
Governuents.¥  (63)

Public attention was agzin focused on the
Federal Cozmunicatisns Coznissicen Radio Intelligence

Division in lay 1944, when newspaper articles described

PRORNE TSI TOPIP Py

the activities of Georze E. Eterling, Chief of the

» 62 - Ibid., pp. 43, £5.
" ~ v bl
3 63 = Iuid., B2. 4i-L5.

Py
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" source of the intelligence by

'_ofricials for arresting spies
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-

Division,.in locating clandestine radio stations.64.
Though ;ome~attempt waes wmade to disguise the
praising Latin Armerican
and seizing code boois
%o make possible the decoding of Nazi radio trensmis-
sions, ezrlier feports hed stressed the cryptqgraphic
activities of this agency.. L‘urixig a debate in the
Senate, in ifarch 1944, Scnator ifeade of New York,
-proposing that the Senate restore over two miliion

o™

dollars to the . C. C.'s zllotaent in an appropriae
tion bill, read a letter which referred to ths Pexcel-
lence®™ of the F, C. C.'s eryptographic work., A dis-
cussion of the meaning of Mery;tographic® then toék
place, and Senator lLieade explainet that it meant the
deciphering of codes.65 .

In Juﬁe, 1944 a movie short entitled "Putrol-
ling the Ether®™ produced by LG in the "Crime Doesg
Kot Pay" series, was shown ail over the country. It
recelved ruch advence publicity and was seen by
thousands of individuals‘before its run was completed,

The script dramatized the activities of tie F. C. C.

64 - Viashington Doilly “levs, ey 19-20, 1944.
. Tiva fagoecine, 0¥ se, 1G44.
65 - Vaswington Tiucs-llersid, arch 17, 1944.
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“ Intelligence Division, and for purposes of specta~

. tor interest, added certaln. elements of suspense

- in dealing with espionzge agents, which are not part

“of its normal activities. The picture disclosed tlat

radio amateurs had been enlisted by the F. C. C.

~ Redlo Intelligence Division in a listening campaign

égainst clandestine stations as early as 1940, and
by 1944 seventy or eignty F. C. C. monitoring sta-

tions were operating all over the United States. A

- map locating these stations was sbown in the picture.

The use of mobile radio detection units was
demonstrated, 45 was the employment of a hand detec-
tion sel ecalled a ®"snifter”. In tie course of Grame- .

tizing the radio detection of a typical clancestire

~station, an F. C. C. rerresentative was portrayed

a8 pointing out that every eneny message had been
intercepted and that jewwing by the F. C. C. had
prevented recce:.tion of the messzges. It also an-

nounced that the clandectire messages were enciph-

.ered rather than in code, and that all the messages

e S ——— e atra g

had been deciphered. Vhen the eneny transaittsr vas
finally located, an F. C. C. Rzdioc Intellisence rep-

resentative used the eneuwy cipher in sending s false

45

e v s N e Tt e e BN s ima i eem B vadtem amms . e vae - — e am

e e e o



i A wrn A - v e,

DOCID: 3263556

N R

‘megsage to German submarines to lead them into a trap

‘set by Allled submarines and planes. The picture

et

- ended with a newspagper!s headlines announcing that

. the Ravy had sunk several Germsn submarines. The

taihiidilincaid

impression ves conveyed that the work of the F. C. C.
g | in deciphering enemy ressages and using radio decep-
3| = 7. tion was the reason for much of the past success of
the U. S. Havy in crushing German subzarine pécks.

Though the picture was well done and %as very

] | ' . interesting, since it cdealt with the mysteriocus erts
s » . of radio direétion firncing, cryptanalysis, radio
deception,.spy hunting and submarine chasing, its
- evident purpose of pubiicity seeiing conflicted with
] ' the long established policy of the Army and Haval
" Communication Intelligencé orgenizations, wnich for
serious and historic reasons are definitely opposed
.to any publicity, even of a seeringly innocuous
nature, concerning rédio inteiligence activities.
; | ' 4 5. Summery
This completes the brief analysis of tﬁe turce
] . bprincipal periods during the last ge&eration in which

comeunication intelligence esctivities received much
(=]

46
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unwelcome pﬁblicity. Many unauthorized sersons were |

achievenents endangered the future success of Ameri -

- made aware of supposedly secret organizations, and,

';-what is rore important, revelations concerning past -

can cryptanalysts. In view of recent cryptanalytical

successes, despite the rany damaging publicity leaks

which have already occurred, it may be thouzht that

1t matters little whether or not securlty precautions

are maintained at high levels. To demonstrate the

-falsity of this opinion, the next chapter will dis-

intelligénce actlvities during the past few years.

c- b Bl 0 TSP UpVeT
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Effects of Publieity Leaks
on

U.S. Crvptanalytical Activities

During the past generation every nation in

the world hzs gradually become more comscious of the

‘Black Chambers of other countries. Japan was no

éxception, and a study of its progress in seceurity ‘
precautlons during the past two decades demonstrates
the accumulative effects of minor publicity leaks

in cbmplicating the problems of American erypt-
anaiysts. | |

1. Javznese Security Measures

Japan was very deeply disturbed over Yardley's
disclosures in 1931, and a series of assassinations

of Jepanese leaders, who had been associated with

 the Viashington Conference, showed the feelings of

the militaristic elements. The most dangarous effect,
from the viewpoint of imerican cryptenalytical
agencies, was the great interest diéplayed by the
Japanese in stricter cryptograrhiec securlity measures.
Their diplomstic ccdes were changed in 1932, and re-
sezrch on a machine cipher was accelerated, rasulting

in their adoption of this technicue in 1934. The

A e b o e
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- Japanese Navy became rmuch more careful in their use

of ciphers and codes, but fortunately, their general

' radio procedure was weak and the security of their

call identities was not great. Though special codes,
f.ciphérs, and call signs were used during war Daneuvers,

lov standards of radio discipline compromised their

calls, which were chenged only at fairly long intervals.
In 1925 the Japanese Havy began to improve

thelr radio tecimicue and about the time of the Jaran-

PrInw

. ese Grand iianeuvers in 1937, a definite trend toward
-l.complete communications security became evident, and
'3.constant progress has been nmzade zlong these'lines
¥ ' . ever since. Improvements in circuit discinline, more
i - frequenﬁ changes of calls, enciphernent of ship-move-
i : : . nrent reports, a decrease in p;ain language messages,
. Interception of U.S. Naval nesszges, and a raising
5 _ ' of the standards of Japanese Haval codes in 1939
rarked this period.
| Japanese dinleomatle traffic from 1940 to the

outbreak of the Americcn-Japanese var Cisclosed a
; '~ constant effort on the part of all Japanese repre-
sentatives to ensure grezater cozmuniestlcn and cipher

security in the face of the cryptanalvtical activi-

43
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' . ties of other.nations. Tokyo warned that various
cduntriesvwere increasing their intercept facilities
; I .:. _'.to obtain coded messages of other countries, and were
e :usina espionage and other means to acguire the codes.
1 v’ o ST In 1941 the Japanese laid even greater stress

4 ) - . on security measures, and certain ciphers and codes

o ) o

. were removed from Japanese offices in the United
States wnere a2 twenty-four hour watch could not be

maintained. Worldwide courier systems were introduced

Aaiit Sinde b

and were operated at very freguent intervals so as

A s

to ensure the safe transfer of importocnt documents.
The Japﬁnese were-suspicious not only of American

] : ~ and Allied agents, but also of German and Italian

| eryptanalysts. ‘

Just vefore the attack on Pearl Earbor, the
Japanese chaﬁged their most important naval cipher
system--the Japanese Fleet General Purpose System¥—
which usually hzd bezen changed every six montis, and
: “ K ' was expected to 'be changed again on January 1, 1942.
| The change of eipher on December 4, 1941, was in
itself a warning that something unusual was about

to occur,

-
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e, After the Lttack on Pearl Harbor

After war with the United States had begun,
the Japznese continued to lay stress on the observance

of security rules in cipher and com-unicztion work.

' Their success in decipliering : jEnglish
. codes stimplated'their interest in this régard; since
#hey suspected that the Russians in tﬁrn were rezading

: : some Japanese ciphers. For sowe unexplainable reuason,

the Japanese were cuite certain that neither American

i

agents in South America nor their ixvis eclleagucs

e are o

in Berlin could Gecipher the Japanese machine ccde.
Investigations iIn Sweden by Japanese agents strergthened

thelr belief that no country was wsaking any progress

i o,

in solving ecipher machine codes,
The Japanese began to imitate the American

practice of frequenily changing call signs in april

[N Sy vy Py

1942, and in early May 1942, the increased use of
concealed addresses-by the Japanese vas noted as
another obstacle for American traffic.analysﬁs. On
¥ay 28, 1942, the Japanese chznged their Flaet Genera

Purpose System in accordance wita thelr usuzl pro-

cedure Jjust before an imnortant engagement. 45 2

[yry

result, enemy nz=val dispatches could not be reud

o
51
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until some time later, but, fortunately, infelligence‘

'cpncerning Japanese intentions was already in the

hands of operational authorities.

- 3¢ After the pattle of Micdway

It is zore than nere coincidence that within

& few weexs after the appearance of publicity relating

to the Battle of Midway, drastic changes becan in
all Japanese codes énd cipners., There is no informa-
tion available to disclose whether it was the original
story in the Chicago Tribune, or the furor aroused by
the abortive eéttenpt to indict the persons. responsible
for the story, or an independent espionage report

which caused Japsn to learn of the decipherment of

its codes. However, we do know that in August-Sep-

tember 1942, practically every Jezpzrese code and
cipher was changed, and a systematic effort was made
to improve Japanese securiiy in every respect.

The Japanese Fleet General Purpose System

changed on August 15, 1942 after only %wo months of

use, lonz tefore another zodification was noraally
expected. Furthermore, strenuous efforts vere made

by the Japznese to fructrazte American traffic analysts.

Pmtea SN A ¢ v e, @ e emm e m % i newmm . W s e msE e et e e . I T IR .
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Japanese

‘ attempts‘at radio cdeception, though not successful,

. also indicated their awareness of Americsn cormunica—

tion intelligence activity.
¥any modifications were mzde in Jaranese

clphers after the war began.
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4o -Sumnmary
It is evident that revolutionary changes in

Japanese coumunication security occurred after the

FIPUEE LTSN VB RTINS T )

1 _ f Battle of iidway, Japanese imitation of U.S. Haval
1 . procedure was so successful that Anericen traffic

4 . L analysts have had great diffleulty ever sincé, be-
: | L cauce of the necessity of starting each day with no
ldentified call signs. It is difficult to avoid

the conclusion that there was an unescavaPble relation-

P .

ship between the publicit& given to the success of
k ' U.S. Naval Communication Intelligence at ildway and
the swift cryptographic reaction of the Japanese in
succeeding ronths,
The seriousness of this situation must be
4 A . realized. Traffic apalysis was considered by radio
E _ intelligence experts as the one means of obtaining
- | information cencerning the enemy when enemy dispatchas

could not be deciphered. If the Japanese suddenly

TNt e ane el B O . B i it T R
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- forces.,

.decided to revamp all their ciphers and call signs
simaultaneously, and could do this efficiently,

. American communication intelligence experts would

" be hélpless for a certain period of time. Meanwhile,

the Japanese might very. well make an attack on our

Although it may be said that no code or c¢irher,

except a one-~-tine system, has as yet withstood

" determined attack by experts; recent publicity

concerning the solution of codes and ciphers has
resulted in such advances in eryptographic security
that cryptanalytical sclutions which once could be
achieved by relatively few experts and by sinple
means in a short period of time,; now require complex
naehinery, lzrge forces of personnel and extensive
tine-consuning research. The problem of oﬁtaining
intellizence iﬁ time to be of operationzl value may

soon be aluost insurzountable. It is for this

‘reason that American eryptanalytical agencies insist

that something be dene to safezuzrd the security
of thelr operations so ihat the enemy will not

introduce further revolutiocnary cipher changes which °

55
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"?17 ma} make the acquisition of timely intelligence

1mpract1cable.

:ﬁlﬁﬂl This ends the discussion of the need for

DR B

adequate legislation to prevent alsc¢osures ¢l the

activities of Anerican eryptanalytical agenciéé to

'fE un&uthoriéed pPeérsonnel. An analysis of Present

legislation, 14¢1cating certain deficiencies, and

= muxing certain suggestions for & nevw law, vill be

i ﬁreated in the following peges.
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" Deflciencies of Present Legisiation

It iéuefident from fhe foregoing discussion
that seVeral problers are 1nvolvec in drawing up new
legislation &gainst the unauthorized dissemination
of communication intelligence. The quect;vgg of g

‘ new law would be as follows:

Prevention of Arny &nd Haval cryotographic

or crvptaralvtical personnel from discuss-—

" ing their activities either at present or
' in the future.. - o

‘Prevention of unavthorized dissemination

of information relating to comzunication

intelligence by miiltzry rtersonnel not . .

engaged In cryotoorzshic or crvatonalvii-

cal ectivities, but who nave acguired
knoviledge of this activity tarough their
official positions, |

Prevention of disclosures by civilians,

Journalists, war correscondents, ete.,

who rmay have acguired xnowledge of crypte-

.57

WA

A Y TR s 5 s & e e g iem s s vt woal e e et e o



OCID: 3263556 - - .

graphic or cryptanalyticzl activities

Y . ;‘ 1 . elther through their officizl position
| " . or by any other mezns.

There are two aspects of the above problemSt‘

- s PPN

N first, to prevent publicity leaxs, and second, to

‘penalize them., The passing of a strong law agzinst
& -3

[P Py )

the revealing of intellizence resulting irom crypte

e h (L

- gnalysis should help to cut down future publicity.
The present laws, which are inzcequate to accomplish
the objectives described above an¢ winlch appear in

- Army Regulatlons fio, 380-10, are as follows:

R PR ST LI JE TSIV I U

(4) Act_of 15 June 1917 (40 Stat. 217, =s

' amended) - prohibits the disclosure of

1 - - . any inforzation dirsctly or inuirectly

E . L _ to a foreizn government "with intent.or
reascn {o believe that it is to be used
to the injury of the Unitea States or to
the zdvontzge of = foreizn nation®, and
penalizes the cisclosure of iniormution

~relating to the nationzl cefense through
williul zction or gross negligence on the

] : ~ - paTt of persons to whom it is entrusted.
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(8) Exccutive Order 5381, 22 Yarch 15.C =
. defines military and naval instollations

or ecuipment reguiring protection agaiust

Al
>
K-
k.

Y i S . the general aisseﬁination df information

B \ ' ;' | relative thereto. o o
‘ (C) At of 319 June 1934 (48 Stat. 1103) -
'; : i ";“- 'prohibits any persoh from ¢ivulzinz infor-
'3 - mation obteincd by latercepting any inter-
i - l__" state or foreisn communicetion,
A IR _ o (D) IZxecutive drdérIQCéé ~ zuthorizes the
; | Eecretary of War to prescribe restricted
g mili;ary areac.

(E) Act of 10 June 1932 (42 Stzt, 122) -
, érohibits Cisclosure of any iaforumztion
? concerning or derived from eny Giplomatic
; code.
. In 2q.ition to these laws, the U, €. army and
i Raval Comc-unication Intelliseace orgenizations zdénmine
3
; . : ister a speecial secrecy oatn to 21l mesners by which
f - o a pronise is made to mzintain security at rresent and
in the future., Copies of thewé ozths
; will be Iounc
: in the,ﬁppendices.
@E}f
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The principal Gifflculty with the present
Esplonage Act is that to secure a convicticn under
the clause covering disclosure to a foreigh naction
it is necessary to prove on the part of the accused,
the ®™intent® to injure the United Sta%es, or "rezson
to believe® that such injury will result, Therefore,
Yafdley's ﬁook or the Chicago Tribune story of the
Bzttle of Midway woulcd séarcely be penzlizet under
tals provision, ,

The clause ueuling with dlsclosure of informa-
tion regarding nationzl defenscjthrough gross nesli-
gence introduces the necessity of proving negligcence}
e.5. demonstrating that the accused knew the value
of the information concernea, wille the cluuse re-
garaing willful'co:municetion restricts the infor-~
mation protected to that pertaining to "ﬁational

defense, besides introducing the element of Mwillful®

comaunice tion, which 1s not &pplicable to oruainury

nezligence,

The Act of June 10, 1923, which was passed to
stop publication of Yarcleytls seconu'book, stutes
that a person RwillillyY cublishing or furnishing
to another person any oificicl ci-lomatic code, which
was obtained while in the process of trunsmis=ion

¢
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in the United States, may be punished. This law does

hot cover military eiphors or code, nor does it pre-

‘vent publication of books or articles on the subject.

if no messages are quoted.
' It is belfeved that the phrase Mintent to

injure the United States" should be eliminated from

new legislation since this could scarcely be proved

agalnst any of ocur personnel wino reveaied information

to other than a foreign spy. .As pointed cut above,

it would be difficult to prove a case against a

journalist who might write a very rcvealing story

‘of our cryptanalytical activiiies under tne pretext

of protecting the United States or defending the
motives of an incivicduzl, as has happened. It is
recognized, nowever, tnat because Congress may be

disinclined to penalize unintentional diselosures

of our aétivities, onission of the phrase “intent
to injure the United States? may not be permitted.
Furthermore, it is doubtiul whether Arzy or haval
authorities would care to prosccuts in cases where
inadvertent pubiicity resulted frod non-maliclous
acts. However, soumetihinz must bz done to prevent
deliberately sougnt-for publicliy, such as Yordley's,

wihiich disclosed our activities., fThe eliminztion of

61
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“;_ 1; ‘ cthe-”intent" phrase would autématically reduce'the

| | eriue to a miséemeanor, for intent 1s necessary for
a felony. . ' _

"; ﬁ_%”';rf fff :Obtaining proof that a pérson has revééled

"0 information wWith Ma resson to believe that it is to

. -be used to the injury of the United States or to the

advantage of a foreign nation', is difficult even

! ‘ during wartime, when it may be presuzed from the
4 .. existence of certain unilitary restrictions and safe-
guards that the disclosurec of certain Information

would be of value to a foreign govermzent and detri-

‘i Afud b

mental to the United States. Vhen the presgnt wAr
ends, and many of the executive orders defining
restricted areas, eguipment and infor=ation are re-
scinded, many persons who forrerly dealt vith classi-
fied miiitary infeormation will have returned to ci- -

vilian iife and will no lenger be informed concernin

LRI S

£

the proper clagsificatlion of this =mzterial. Proof of

"reason to believe that it 1s to be usecd to the
injury of the United States™ will then be as diificult
to obtain as will be proof of malicicus intent.

The law yrohibiting clcsemination of informa-

ticn obtained from intercepnting foreign communications

62
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falls to cover many aspects of the work carried on

by the cryptogrzphic agencies of the U, S. Army and
Navy. Uoreover, mzny of the persons engaged in
‘eryptographic work have little or no knowledge of

"~ intercept activity, &nc cdlsclosures without such

knowledge 1s not coverea by the statute. The lezw

for the protsction of diplomatic codes Goes not

cover military material hanclec by the Army or Havy.:
Furthermore, none of the acts Reniioned above were

written to achieve the objectives now cesiredi., This |

.latter is & desirable element since e given court!s

Gdeclslon may turn on its effort to carry out legis-
lative intent. A ciear generzl stotement of our
security purposes, ¢nactea into law, would be a

distinct zid to eniorcement.-

63
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. Elements of Pronased New Legislation

~

It is suggested to the authorities concerned

3 ’ - o that certain elements be included in the proposed
new leglsiation so as to accozplish the purpose
desired. These are as follows:

’

(a) A Brozd Pefinition of "Inforrasisnt

This definition should not be restricte&

Manda b idain

rerely to the nature of codes, ciphers or

s | .  Dethods used in connection with communication

1 L S - rintelligenée, it it snounld also iﬁclude

y y _ ' .- information concerning the resulting intel-

1 A ligence.and the success of such activity.

i S 'If it is deemed Gesirable to omit reference

i . | to cryptaznalysis or cryptography for security
reaéons, it may be possibtle to cover these
aspects by naxing a generzl reference to all
military znd navel intellizence. It ney be
advantageous to freue legislation along

; . . general lines after consultatién with othner

: brencies of tihe armed forces,

- .
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. (b) A Definite Standsrd Defining the Informa—

tion to be Protected

It is not desirable to describe the
‘information as being of use to the enemy, or

~to say that its disclosure would be detri-

mental to the United States, for such a defi-

nition might invelve cifficulties of proof.
'It'is éuggesteé that a sufficlently broad |

3 . h ' A\ basis could be achleved by relating tie infor-
; R mation to sone military standard of classi-

| fication, such as a restricted area

o the

et da o adn s

normaL classirications of "Secret"; "Confi-
~dential® and "Restricted"™. 4n even broader
" basis such as "all information relating to

military or naval intelligence zctivities®

may te preferztle,

PPy

(e) Protactine 01~um for Disclosures Made
in Line Qi Luty

v

. : This must be carefully considered by

higher authorities since anticipzted public

ks St 7 st

investigztions eof certain aspects of the

present war may very well entail official

PRGN
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digclosures of cryptanalytical intelligence.

(d4) Persors ta Trex Aonlicable

Legislation should bLe spplied to both

Bllitary personnel znd civilians.

(e) Penzlties Clsuse

' It is suggested that for tlhe new law,

1 L B ;f~ in wkich the offense becomes & misdemeanor

i L " and not & felony, the maximum penalty be not

| ' higher than £530.82 or imprisonuent for one
yecr. XHowever, ihe present laws sgainst

1 - ’ “‘_ "'_ - .espion&ge_and nalicicus disclosures to foreim
; R S m:. ' governzents, with their heavier penalties,

sGould be restained,

} _ ' ' ‘ eb
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Provosal for a Yilitarv Intellicence-

Revievwing Cormission

. It will be seen from the analysis of present
-legislation that, even with the passzge of a new
'_law,lonly one of the two great objectives of American
h cormunic:tlon inteliigence orgenizations is SOlVCd..
New legislation combined with old statutes wili proba-
- bly provide proper punisiment for unauthorized dis-
closures, and such penalties will have a definite
.:effect against fﬁture cecurity violations. The
principal objeétive»from the communicztion intelli~
gence vievpoint, hovever, is not to nenalize such
discldsures, but to provent tliem. Though the British
Official Secrets Act, vhich has been studied in
connectlon with this present project, wos in full
force‘for severzl years tefore domezing disclosures
'were rzée ty Znglish writers, it was not able to
prevent then,
In the light of this experience, it is sug-
gested thet in collaboraticn witih other btranches of

both sorvices o law be pussed tc establish a Military
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-Intelligencg Reviewing Comzmission to pzss on the

contents of sny book, newspaper or magazine article,

mption picture or radio .seript, etc., before pernis-

41-.'sion for pubiication would be granted. Such a com-

mittee would have no authority to censor any criti-

cism of politiczl or military lezders; its powers

- would ve strictly circumseriled so as to permit de-

letion only of references to sources of military or
naval intelligence. To offset possitle eriticism of
partisanship, ths meaﬁérshi; of the compittee could
corprise a few outstanding individuzls of different
politicél belieils, militery z=né nevel officers, and -

also

o)

recs Trepresentetives. This would obviut

cozplaints. against a2 suspected nilitary or navsl

policy of supprsssing ecbarrassing feets, znd it would

also help to obtain united congressional support.
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Neyr Legislation .

onsiderations in Pyrocurir

/- Bome of the difficulties which may be met in
: procuring desired\new legislation have already been
dlscussed. It is evident that fundamental principies

of American life - freedom of speech and freedonm of

the press - will have to be modified somewhat in

the future, if'the vork of the c¢ryptanalytical agenciles
’ of the United States 1s to be uninpeded. Yet, in

j . the light of the evident determination of Congress

_i ) o) - :.;to paintain strong fighting forces, it is obvious
e | " that our legislators will do everytning they can to
| .supplement national defenses. Though it ié difficult
; | ) - _to drametize the work of cryptanzlytical agencies,

| ' since the very nature of their operations demands

3 X 'f “A the utmost secrecy, both interventionists and non-
i E interventionists will understané the need faor pro-
tecting an activity that has served zs a scouting
.arm for our fignting forces in providing more
accurate information concerning .the enemy's inten-
tions at less cost than any other form of inte;li—

gence. Congress will also be anxious to protect

b tadaish
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~the Interests of the nation in the labyrinthine ways

 _6£ post-war diblomatic znd economic affairs.

' How is the time to reguest protection for

' u-sou“ces of important intelligence; for the domestic

 and foreign, political and economic Droblems of the

post-war period may monopolize the attention of our

- legislators. The importance of Communication Intele
" ligence in helping to control some of the dangerous

~ aspects of the post-war world should not be lost

sight of in making a request for appropriate legis—

B lation.
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égnex to Special Revort Mo, 1 :
Specizl Report Mo, 1 emphasized the need for

new 1egislation to prevent the unauthorized dis-~

closures of infcr mation concerning coomunication in-

,telligence activities, since present legislation is

' deficlent in that it can only penallze certzin types

of disclosures, and what 1 much more important, it

“cannot prevent similar occurrences. Reference was

also made to the faet thet the British Ofrficial Se-
erets Act of 1911, as anended in 1920, possessed
weaknesses similar to those found in American legis~
lation relating to the same information. This can

be best demonstrated by reiiawing a book, published

“Just a month prior to t 1¢ outbreakx of World VWar No.

11, and reprinted twice since that time.,

The book in guestion is The ¥=n of Room LO%

Ihe Life of S5ir alfved Yiine, written by his son

Alfred Vizsnington Ewing. It related the 1life story
<&

of Jeaes Alfred Ewing, engineer, “""tOﬂraph end

~

educator, with most of its pages devoted to the

scientific znd educational contributions oF this

P

'
g

1 - Hutchinson 2% Co,, Ltd., Londsn 2nd X w
first ecition Ausust ly:¥, reprinted 0
].9 3 aia Jam ary 1.943. g 88
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4 greéf ﬁhysical,scienﬁist. owever, Chapter IX was

;? S '4E; '~'.devotgd to his ﬁar-work at the Admiralty from 191/ to

F o “_i R LA Up wiil Augusté 4, 1914, Eving, as Director

A ' "ot.Haval Education, was engaged in reforming the Bri-
‘vfish Havy's educational system. On that day, Adniral

- Henrj Oliver, then Director of Intelligence Division

i .?‘;.“Af - of the apdmiralty war Staff, showeéd him a number of

¥ e | " ; - Intercepted enemy cipher wireless nesszages which hzd

i _ . 'f_i been recelived by British listening stations. Ewing

.. had become interested in code during some cable teste

o . - ing experiences off the coast of Uruguay in 1875, and

PRIV NILY Ty vy

in 1904, he had patented a new method of detecting
5 : | electric oscillations such as occur in wireless teleg—-
1 ' »; . raphy.. Before the war, he hud devised some ciphering
mechanisms and had discussed ciphers with Aduiral
Oliver.2 Tnus, 1t was natural that Aduiral Oliver
] . . .- turned to Ewing when seekxing for assistance in crypt-
' - analysis, |

Chapter IX outlined the w1ole history of Roon

40 throush the wer years. Discussing the orizin end

work of Roou 40 0.B., which soon gave way to much

PR

more spaclous quarters, it enunerated the difricul-

2 - Ibid., pp. 173-174.

o
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ties‘that Ewing had to experience before meeting
i 3

- his first success, . The acquisition from the Russians

of & German code taken from the wreck of the Magde—
burg #was discussed, and Mr. Winson Churchill, in The

YWorld Crisis, was quoted as an authority for the de-.

tails of the story. Nr. Churchill was also quoted
as saying that the Adalrzlty, basing its orders on

intelligence derived from eneusy intercepted dis-

- patches, knew beforehand of every sortlé in force

P
thet was made by the German Navy during the war.

_ Admiral of the Fleet Lord John Fisher, was &lso qﬁoted

in his published Hemories as saying of Room 40 0,B.'s
deciphernentss '

. One of the crowninz glories of the Ad-

- -miralty ... in @y tiae, they never failed
once in that elucidation fof naval eciphers/.(5)

On January 23, 1915, after Ewingts staff hed
intercepted and interpreted a series of enemy cipher
messages, it was apparent that important movements

of Geraman naval forces were commencing., This intel-

ligence, as idr. Churchill has related, led to the

battle of the Dogger Bank. As each eneny message

Ihid., »p. 175, 179.

;o@d., Pp. 173-180.

IQld;, Do 133,

3
b
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‘was decoded and interpreted du *ing the battle, Ewing
__:took it into the war room of the Adairalty where
. Mr, Churchill, Lord Fisher, paniral Oliver and Ad-

miral Wilson were asseubled. BRarely had such a pre-
cise picture of a navzl battle been presented to
operational authorities,

The progress of the British Aaniralty in

establishing éirectional wireless stations around the

~coast to pick up Gerwazn submarine messages was also

described, and the importance of Room 40 in anti-

submarine end anti-Zeppelin warfare was indicated,

-The intelligence supplied during the battle of the

Dogger Bank had been so satisfzciory to the Adniralty
that Ewing vwas able to increase his staff end to
supply iaproved apparatus %o some of the listening
stations. 1In addition, both Nr, Churchill and Hr.
Balfdur, his successor, were fully aware of the in-
portance of this work snd éid much to foster it.7
Roon_40 0.B. cdeciphered not only navel zmes-
sages, but also Germsn diplomztic codes. TFull de~

tails of the Sir Roger Casement incicent and thre

6 - I‘)lrc’ p:. lu, 134.
7 - I‘-LUO, pU’ ‘.)5 1800

b 101
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N 'ffjvll‘,';ﬂ.'Easter Rebelliqn in Ifeland were thus disclosed.8
4 B | w: ‘,if-Further cetails, which have already been mentioned
ﬂ : . ; ‘3f';i.;.fiin §gecia;Aggoort No. 1, were given concerning the
g ' | ﬂﬁuzi: f> l3vfdecipherments vhich revealed German intrigue in
] | “ S Persia, end enemy esplonage in Spain, and the dis-
ﬁ 'clésure of the famous Zimmerman message which had so
? " much influence on Arzerican publié opinion was dis-~
cpSsed.g As for its success with naval messeges,
E : L A; ; leing's son quoted ir, Churchill, concerning the

SO TONE. P Sy OPRP R

his own, for

and orgznize

Without the cryptograrherts
nent there would have been no Rattie of
“Jutland.

40 continued successfully during

absernces for necessary duties in

he had assumed in 1916.

a

Battle of Jutland, who said:

geiari~

(10)

" Ewing's son pointed out that the wori of Foom

Luwing!s frecuent

connection with nis

new post as Princ'pal of Edinburgh University, which

Its success was due to men

whose faculty for cryptenalysis wes far grecter than

Duing's chief function vias to collect

staff, giving it such general direc-

i

. tions as vas necessary.ll In lay 1917, Lving re-
8 - Iuid., pp. lus, 192-194,
9 = Itid., pu. 199-202, <03, 207.
10 - fhic., p. 1G53,
(:3 11 = Ibii., po. 195-1G9.
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‘signed his responsibilities for Room 40 to Adﬁiral :

Hall, pirector of the Intelligence Division, so as

to pernit undivided zttention to his university -

labors. .

In the course éf his narrafive, Emingts son
emphasized that British work in cryptanalysis began
only with the opening of World War I and ended when
peace came.lz Though it mckes little difference
whether or not these statements were true, it is ob-

vious that no inforaed observer orf world affairs be-

. 1lieved them to be true. In fact, Ewing's effort to

stress the absence in England of such activity befo:e
and after 1914-19135 only drew attehtion to.the exist-
ence of an organization which the stztement was in-
tended to hide,

Other feferences in this bcok citéd thé publie
tributes of Sir Zaurice Hankey znd ¥r, %inston
Churchill to the work of Ewing in Roon 40.13 So0tn

4

tributes reached the public eye. Sir Haurice Hankey

staved thct anong those who had worked in obscurity,

as opposed to those who had been in the linelight,

no one deserved greater nonor than Ewing, and no azn

12 - Ihid,, pn. 175, 208,
12 o Trlae -1 727.
-t Taliie ) e AR
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- had done greeter service to his country. Churchill
said that Ewing had

«ee made 2 contribution to the affairs
of the Admirzlty and to the fortunes of the
State, which aizht alasost be czlled in-
estimable, if only from the fzct that it had
never been recognized. (15)

On the occasion of %r. Lloyd George's offi-

‘cizl visit as Lord Rector to Edinburgh'University,

16
Mr.{George said of Ewing:

His dis coverles, the orzznization which
he set un, and whet lie discovered by meens
of thut orgenization, brousgnt to their wnov-
ledge things without which ocur fleet esuld
not have operzted successfully, znd without
wiich it woulc have been QifiiCUlh for our
submarine  campai:n to have carried on. I
say nore thzn that., The orpgsnizszition waich
he set up gave uz tue inforzztion wiich ulti-
mately brouvznt fimerica into the war. That
story will one dzy be told. (37)

In discussing Ewingts fauous lecture,
“Special ¥ar Work" given to the Edinbhurz Pnilo-
sophical Instiﬁution, Ewingts son maintiained thet it

- was deli*ered in view of disclosures already nade
~about Roow 43 in various publications, both at hoia

. and abroad, and because Lord Balfour Cesireé him to

14 - Seatsucn, July 19, 1921.

15 - Scossuan, Juiy 12, 1923,

16 nd I !l\ EREINE H‘)n .L/v‘/,rlc

17 - Loraing Post, uren 2, 1922, Dzily Chroni-
Clt’ Jlarcn <y 1335,

© 104
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. do so. Ee belicved that a lecture in which aetails

€

énd coaxnents likely to ¢o harm were carefully omitted

would be desirable, since ne wished particularly to

' pay. a well-descrved tribute to a most capable and

devoted staff, scme of whom were already dcad.18

‘ Lord Balfcuf, 0, as First Lord of the Ad-
miralty during vart of the war,.had euen persongl
mowledge of the value ol the work, promised to act
as chairizan for the lecture, but though politicel

duties preveated nis eppearznce, ne sent a letter to

- be reud aloud by the Chairman, Lord Sands, in which

‘he pai& warmest tribute to Ewingt's work during the

cfitical }eriod of Balfouris stay in the Aamiraity.
The lecture 7as delivesred.on LDecember 13, 19z7 beiore
an audience of nearly l5G0U persons.

on phe following cuy, ihe Admiralty inguired
why Ewing had not aszed their peyaission before celiv-.
ering the lecture. Repiying tnot he Lad talrcd the
matter over with various worders of %Hoom 4U and that
Lord Balfour had inown beforehand of his iﬁteAtio;s,
he stressed tazt iie cid not wish to hice beiind Lord

Balifour since he vas not a chilu znu felt en.zble of

-

EA NSRS . - ey L
18 -~ ..L'.:l\." ice p.{"j-. 120:

WRANE Sm M N g sn 4 4t s v e - = eeies e e A

LI SR Y



OCID: 3263556

e -

it et

ad

Torming his own Jjudgement as to what was suitable
reticence and what might pro,erly be mentioned in view
“of the tdisclosurcs élready made in certain publ;cations.
However, after correspondernce with the Admiralty, Ewing

promised not to publish anything cealing with his war
work without express permission, although he maiutsined
thdt,publication of the text of the lecture would allay
end satisfy curiosity rather then excite it, zs he wus
certain tiat the narrative bad enocugh historical value
to justify its existeace in uLrint.

In Octoter, 1932, iwing vas asied to attend a
dinner of the I.D. 25 Association (Aemiralty Iatelli-
gence Division); and to nis grocat surprise and pleﬁsure
he was made Chairmen, and cat botveon Admiral Holl and
Lord Lftton, with the'uﬁmost cordialty showm =il roundﬂ
At that time he was writing his réminiscences 01 Room

A0 for inclusion in his coming volume of vapers ond

addaresses. He sought officiz) permission to publish
it, but eventially after nuch consiceration, the Admir-

alty announced its regrets that his cccount entitled
PA Chavter of History" cculd not be publisied. Ho

reason was given orficiully, but Iving gotuerce that

19 - Inid., pp. 245-156.

A e i e T L TV v i v £ f = ey e e e e g P T N A LR P e ]

19



ey

Aaa

A

OCID: 3263556 - ° L

Q.

’

;. they had drawn a uistinction between any publication
~.which might be brushed aside as sensational jouThalism
" “on one hand, and a narrative that would be really

‘.. authentic on the other. Ewing thought that he had

sve fzllen on an unlueky wmomant, when the
sanctity of oificial secrets hizs bdeen vio=
- lated by sorme who should .arow better, and
.the Lords and Commons are, so to spesi,
Vhacking thex on thelr Luciks. Anyhow thatts
thatl &0 the beoir 1s now geing ahnesé for
publicztion without the story of Zoom 40.(20)

fIt is evident frox the foregoing that wany

publicity lecis concerning Ewingt's activitics had
- ‘ocecurred even before Luwlng himself dlsclosed them in

“his famoﬁs lecture, It is'interesting to note taat

most of' the cisclosures were mzce by zersons who
forzerly had occupied ;ositions of great autnority
in Briteln, or were still hslding important Losts.

Apparently no official zetion was tacen boeause of

‘the importance and undoubted patriotism or those

revealing ths secretis.

The point is clcar, however, that the British
O0fficial Secrets Act did not prevent ner yenalize
these disclosures. It is notevorthy that-vcry canag-

ing reveistions were averted by the fzct that the

.~

20 - Ihid., 271-.72.
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|
| Admiralty was able to review nv1pg's ovin acconnc of

] 7. nis activities before publication. This further

3 : L .'a.strengthens tne contention made in Speelal Verort jio. 1

] | ‘,,' ‘1': " that a Military Intelligence ‘Reviewing CO”%LSSion be

3 ' _5’.f :7"set up to review all manuscripts whicn refer to the

j ) ' sources of military or naval intelliigence. It will

; o  -ﬁ .. - be recalled also tiat the French governmeﬁt insti~

' | tuted a similar procedurs in stopping the publication

} - , o of Gemeral Givierge's Mecmoirs, which hls iam1ly planned

f o L to publisii after his death. | |

1 “{ : : S It QJpears to be evident, thercrure, that uniles

.Slmilar precautions are taiten by the English speecing

"powers before the end of this war, rexdirs and diaries
publisned in tne future by persons or grest zuthority

1 '. . may contain revelations sirilar to those noticed in

the writings.aend speeci.es of ir, Wwinston Crurcniii,

] - :_ | Lloyd George, Lord Fisher, Aubassador Page, cte., alter

Viorld vwar I.
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