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Opening Remarks
David A Dittmeier

NEW DIMENSIONS FOR A NEW DECADE

On behalf of the Board of Directors and the Washington, D.C. Chapter, the 1990 Seminar Committee welcomes
you to the 26th annual training seminar. We all hope you will enjoy the program and your stay in the D.C.
metropolitan area.

it seems impossible for anyone to talk about the new decade without using the word change. Change seems to
be the key word in everyone's thoughts and conversations concerning the next ten years. Political, societal,
organizational, economic, and technological change is obviously going to be the challenge of the Nineties for
professionals in classification management and information security.

Dealing with change is tough. To do it with maximum effectiveness and minimum discomfort demands a substantial
breadth and depth of understanding of our programs and the environments in which they exist. There are many
dimensions to the real world of government and industry in which we as security professionals must operate. We
hope that this seminar will prove useful in broadening and deepening your understanding of classification management
and information security as they exist in this complex and rapidly changing world.

The rest--
the direction of the new dimensions of classification management and information security in the new
decade
--is up to you.
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KEYNOTE ADDRESS

Craig Alderman, Jr.
Deputy Under Secretary of Defense (Security

Policy)

Good morning. | appreciate the opportunity
to talk with you this morning; to discuss, from my
perspective, some of the issues and problems which
you and we have to deal with in the broad areas of
information security, classification management, and
security countermeasures; and hopefully to provide
you a degree of intellectual stimulation for both your
three days here, and for your work-a-day worlds once
you return to them.

Exactly two months ago, | spoke to a seminar
held on Long Island by the New York, Connecticut,
and Long Island chapter of your society. At that time,
| talked about the very substantial, and at times
dazzling, changes taking place in the international
political and military arenas. | focussed on things that
change, and things that do not change -- that is,
remain constant -- and the implications of each
category for our national security at large, and for our
counterintelligence, security, and security
courtermeasures activities. Change, as the principal
focus of a presentation these days, has been
somewhat overworked. We are, | believe, in an
environment where major changes are the norm, and
we are learning to cope with this environment. This
morning, then, | want to focus on examples of the first
derivatives of change, and look at what | think are
three of the more significant, and, in some ways,
more intractable tasks that we face in today’s, and in
the future’s, information security and security
countermeasures world.

In broad perspective, the industrialized nations
of the world are somewhere along an evolutionary
path from the nation state to a true realization of
Wendell Wilkie's “one world”. For a number of reasons,
the industrial, commercial, and economic and financial
communities are much further along in their evolution
than are the political communities. This disparity
results in stresses and strains, which, in our case,
manifest themselves in the intelligence,
counterintelligence, and security functions. However,
the disparity will exist for the foreseeable future; and
we must therefore learn to handle the stresses and
strains to our advantage.

During the past decade, there has been a
dramatic increase in the offshore ownership or control

of American firms through foreign investment in those
firms, or partnerships formed among American and
foreign companies, or simply the outright acquisition
of an American company by foreign owners.

Merger and acquisition activity on both sides
of the Atlantic, and, to a lesser extent, the Pacific as
well, is now taking place at unprecedented levels.
Smalller, cash-poor firms, or those who have lost their
market edge, are most vulnerable, but in this climate,
virtually all defense contractors with established
markets and needed know-how are fair game. To
survive, better capitalized firms are now looking for
domestic and foreign partners to team with. |f they
cannot find them, they simply acquire the competition,
or risk finding themselves watching from the sidelines.

The impetus for this activity is largely derived
from increased competition for declining defense
budgets, rising developmental costs, the international
competition for leading technologies, the impending
economic union of Europe, and a reappraisal of all
aspects of the US/JAPAN relationship. Many foreign
firms believe they cannot afford not to have a presence
in the United States, and many U.S. firms are
positioning themselves in Europe and elsewhere to
be able to compete effectively in the years ahead.

Direct foreign investment, and dependency
on foreign suppliers for technology and components
essential to equipping our armed forces, are
inseparable issues. Foreign ownership can help or
hurt the United States. In the short term, foreign
investment in existing facilities helps us because the
production assets remain in the United States.
Moreover, there would be severe economic and
security consequences if we were not able to compete
effectively in areas of advanced technologies. Markets
would be lost, the U.S. industrial base would erode
(even further), and we would become increasingly
dependent upon offshore technologies for our defense.
The longer term effects, however, are more difficult to
assess. | take note that some believe that interlocked
economies, of which defense industries are a part,
actually help stabilize world security.

Now, foreign investment, partnership, or
ownership of U.S. firms, on balance, may be good
things for us. But, they are not without their downside
when viewed from the aspects of protection of our
classified or sensitive information, or our critical
technologies.

Let me say at the outset that, with rare
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exception, DoD neither encourages nor discourages
a potential foreign investor or owner from acquiring
an interest in a cleared U.S. defense contractor. We
do look carefully, however, at all foreign involvement
with U.S. contractors that may have security
implications. An integral part of the Defense Industrial
Security Program for the past 30 years is a system
that is designed to provide reasonable assurance that
our cleared contractors are not affected by foreign
ownership, control or influence -- FOCI -- to an extent
that is inimical to our national security interests. We
consider a facility under FOCI when a reasonable
basis exists to conclude that the nature and extent of
foreign involvement is such that they may result in the
compromise of classified information, or adversely
impact on the performance of classified contracts,

In the past, in general, the greater the foreign
control and influence permitted to exist, the more
restrictive DoD has become with respect to the
company’s ability to bid and receive classified
contracts. Now, however, given the trend towards a
global industrial economy, continued pursuit of this
policy, without modification, could actually be contrary
to our overall national interests.

While an effective policy to deal with foreign
involvement is essential for national security reasons,
it is equally important to maintain a strong defense
industrial base. We can ill afford to impose security
policies or procedures which are so restrictive that
they act to our disadvantage from an overall national
defense perspective. We are trying to strike a balance.
if the case of strengthening the U.S. industrial base
can be made, along with the benefits of infusing
needed capital and promising technology, we will view
the foreign involvement in a positive light and attempt
to craft acceptable security arrangements. We are
continually evaluating, adjusting, and hopefully
improving our policies and our procedures to ensure
that they are neither unreasonably stringent nor
irresponsibly weak and ineffective.

This does not mean that we compromise, it
does mean, in certain instances, that we will accept
a higher degree of risk than we would if there were
not offsetting gain. The challenge then -- yours and
ours -- is to strike the most effective balance between
these two essentially competing goals. It is a task
that neither of us, DoD or industry, can master by
ourselves. Each case is unique, and DoD and industry
must sit down together, and openly and freely develop
the security arrangements for the specific case at
hand. How well we accomplish this task will, in the

aggregate, significantly impact the strength and overall
security of the nation - one way or the other. |
encourage you to work with us.

The second task | will call, “coping with
telecommunications and AIS.”

There are two subsets to this task -- one
dealing with classified information, and one dealing
with something we are calling “unclassified but
sensitive information.” Although we are not very far
along in either of these subsets, in the classified
information area, we do have a consensus that a
problem exists and an agreement that we must solve
it. | am going to talk about unclassified but sensitive
information, because in this area we don’t have either
consensus or agreement.

Do we have a problem with unclassified data
bases? | think we do. Let me give you a very
simple, white world (now), example that you don't
have to know anything about automated information
systems to understand.

As a result of the ministerial-level START
discussions in Moscow this spring, most of the western
world has now heard of a missile system called TACIT
RAINBOW. TACIT RAINBOW is an air- or ground-
launched cruise missile being developed as an
autonomous, loitering missile system capable of
searching out and attacking enemy emitters, that is,
radars and jammers. TACIT RAINBOW is being
developed under the “competitive strategies” program.
Development and testing has been under way for a
number of years.

If you think that TACIT RAINBOW has been
an object of hostile intelligence activity, you
undoubtedly are correct. But, in this instance, and
most probably any number of others as well, the hostile
intelligence service would start with something like
Lexis/Nexis. Lexis/Nexis is, as most of you know, an
AlIS subscriber service which provides searches of
open source publications based on titles or key words.
The stack of documents on the table beside me are
Lexus/Nexus’ results of a search for articles or other
mentions of TACIT RAINBOW.

From this compilation, one can glean the
RDT&E program description for TACIT RAINBOW,; a
rather complete system description; detailed
operational characteristics; the newer technologies
employed both in the manufacture and the operation;
many of the more exotic manufacturing techniques;

Journal of the National Classification Management Society



costs, both aggregate and by subsystem; and a fairly
complete and detailed chronology of TACIT
RAINBOW'S test flights, to include the causes for
most of the test failures.

Classified? It would be if we put it together!
Helpful to the hostiles? You bet! It not only tells
them facts they would not know otherwise without a
costly and perhaps frisky attack, but it also provides
guideposts for espionage efforts to obtain critical
information not contained in the data base. Yet all of
this was assembled by computer assisted techniques
from entirely unclassified sources, and now resides in
an unclassified data base available to anyone with a
very elementary computer, a modem, and the
subscription cost.

Moving from the specific to the general, | want
you to think about the security challenges posed by
international telecommunications networks tied to
computer data bases. |f you have read anything about
the recent German hacker case, you will understand
that the potential for mischief is almost without limit,
largely because most computer security is inept at
best, and in many instances, non-existent.

The international networking of automated
information systems has the potential to advance
mankind’s knowledge, and support mankind's well-
being, far beyond their present limits. But, those
same systems can be extremely vuinerable to those
who see them as their toys -- to be played with, even
destroyed, at will, when you stop to realize that
international networks currently support university
studies, muitinational corporations, international law
enforcement activities, the functioning of international
financial and equity markets, and even the basic
functions of allied governments, you very quickly
understand the level of concern in this area.

As in the paper world, the security
professional’s challenge is to assure that valuable
information gets to where it is supposed to be, but
nowhere else; that the integrity of that information is
preserved; and that the information is available but
only to those authorized recipients. We have difficulty
meeting those goals in modestly sized networks, but
in ones that carry large volumes of critical information
on an international basis, the level of difficulty is almost
beyond comprehension. Economic solutions must be
found and applied soon.

| really have raised two subjects here -- the
issue of unclassified but sensitive information, and

the security of automated information systems
themselves. Both of these subjects are products of
our times, and have been with us since the computer
became an integral and indispensable element in every
aspect of our lives. The revolution in
telecommunications and automatic information
handling has improved those lives in countless ways.
But it also has created vulnerabilities -- in our national
security, in our economic affairs, and in our personal
affairs. These vulnerabilities are open to exploitation
by hostile intelligence services, by terrorists, by
criminals, by those who would seek personal gain, or
by those to whom chaos and destruction are fun.
The implications for all of us are significant --
implications for our security, for our resources, even
for our constitutional process. The problems won't go
away; they require all of us to work to find solutions
that are objective, practicable, and affordable. Here,
too, | encourage you to work with us,

A third major task facing us is coping with
reduced resources in a time of increased threat. - _

One of the absolutes in the defense world
today is that all aspects of the defense establishment
are shrinking. Our overall strengths, our numbers of
combat formations and major weapons systems, our
optempo, our overseas and domestic basings, our
major and secondary procurement programs, and the
funding levels that support all of these, are going
down.

Security, both as an identifiable item in those
budgets, and as a concomitant responsibility of all
commanders and managers, also will be affected by
the decline in defense programs and budgets.
Historically, in times of budget increases, security
budgets have risen at much slower rates than the
budget overall, and, as budgets fall, the resources
applied to security have tended to fall at much faster
rates. Now, the defense budget.has been going down,
in real terms, since 1985. Probably the principal
reason that security funding has not yet declined
significantly is the sobering education provided by the
disclosure of a number of major espionage cases in
1985 and 1986. In Wall Street terms, we may be
overdue a correction.

| have couched all of this discussion of security
in the context of defense budgets, but those of you in
the private sector know that your sector’s approach to
security follows the same trends and patterns. In
fact, given the somewhat different set of imperatives
that drive the private sector, your highs probably are
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lower, and your troughs deeper, than the corresponding
patterns in the Department of Defense. We both still
face, however, the same array of requirements, and
difficulties in meeting these requirements.

Now, there is a large body of opinion, not
only public and in the Congress, but held by some in
government as well, that would say, “‘why bother?
We won the Cold War; let’s get with the more pressing
problems of peace.”

I will not dispute that there are a host of very
large, very serious problems, not directly related to
security, facing this nation and the world as a whole.
They are daunting, and they will require an earnest
and long-term commitment by all of us, if they are to
be surmounted. | also will agree that many of the
factors that characterized the east-west confrontation
for 40 years are now substantively and substantially
changed. The threat of an attack by the combined
armies of the Warsaw Pact has disappeared. The
threat of a conventional attack by the Soviet Union
has receded considerably; we now talk of future
warning times in months, instead of days and weeks.
And although the Soviet Union still possesses the
capability to destroy this nation, and still continues to
expand and improve that capability, there is a general
sensing that the probability of strategic nuclear war
has somewhat lessened.

All that having been said, | need not remind
this audience that peace is not simply the absence of
war. The world remains a very dangerous, dynamic,
and uncertain place; and from our perspective as
security professionals, the threats posed by that world
are legion and are growing. Although | will not attempt
this morning to catalog the threat spectrum, | want to
note three general trends.

First, the Soviet Intelligence Services are more
active against us now than they have been at any
time in the past. These services have increased
dramatically their efforts to obtain our advanced
technologies and manufacturing techniques; and they
are more open, aggressive, and even brazen in these
pursuits than in the years past. And we, with our
open society, our vastly expanded avenues and
contacts with the Soviet Union, and our general naivete
about espionage, are more vulnerable than ever before.

Second, the other principal intelligence threats
-- led by the Peoples Republic of China -- remain as
active as ever. They, too, target principally our
advanced technologies and manufacturing techniques,

which, like the Soviet efforts, places many of you all
squarely in the target area.

And third, we are facing an increasing number
of non-traditional threats, such as, the economic and
industrial intelligence programs of allies and friends;
the rise of state-supported terrorism; and the increased
efforts of narcotics elements to penetrate our
operational, intelligence, and security arenas.

All of these threats, as well as the subject
areas | talked about earlier in this presentation, wouid
lead a logical person to conclude that what we need
now is more, not less, resources applied to security.
But, as | have also said, that is not going to happen.
We are therefore going to have to meet these
challenges by working on several different approaches
at once. | will propose three, although this is not an
exhaustive list.

First, and this probably is more for us in
government, we need to determine exactly what it is
we want to protect. The world of classified information
is far too large, and we classify indiscriminately. As
a result, classification tends to lose its true import,
and we are spread too thin trying to protect the
classified universe. | believe we need a new approach
to determining what should be protected, and we then
need discipline in applying that approach.

Second, and this applies to all of us, we need
to work smarter and more efficiently in developing
and applying security countermeasures. This may
sound like a platitude -- it's not. The United States is
one of the world’s leaders in advanced technologies
and the application of those technologies. And, yet,
with some notable exceptions, we are still using
security practices and procedures that were the state
of the art in World War [I.

Finally, and this too is for all of us, we need
to come up with more effective ways to convey to our
leadership that good security is crucial for this nation
to continue to lead the free world, and that good
security requires reasonable resourcing. Again, the
United States leads the world in packaging and
delivering information to convince, whether it be to
drink Bud Lite, or to elect a president. We ought to
be able to do better for our security budgets. We
should not hope to reverse the decline; we should be
able to ensure that the security budget glide path is
on the same slope as other priority government and
private sector programs.
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To bring this presentation to a close, let me
say that | have looked over your program for the next
three days very carefully. You have a full agenda of
subjects, all of which are important to the security
environment in which we function. What I've tried to
do this morning is to sketch out a broader set of
issues and problems to lend dimension to the specific
topics you will be working here, as well as to cause
you to think about where we are going -- and how we
might get there -- after you go back to your normal
jobs. And | hope I've encouraged you to keep an
open dialogue with those of us in government on
these types of topics. The challenges ahead are
daunting, and we will prevail only if we work in concert
with each other at every step along the way.

Thank you for giving me the opportunity to
talk to you this morning. | wish all of you a successful,
productive, and enjoyable next three days.

INFORMATION SECURITY - AN OVERALL VIEW

Steven Garfinkel
Director, Information Security Oversight Office

Good Morning. | know a lot of you are
surprised and many are disappointed to see me
standing up here by myself. You've traveled many
miles, not to hear me deliver a lecture, but to see me
standing beside a brightly colored game board, with a
pretty blond -- like Lloyd Taylor -- serving as Vanna.
Well, don’t blame me. The program committee
specifically decided to invite me, but not “security
pursuits.” Rumor has it that the Program Chairman
believes that | now exceed the weight limit for American
game show hosts.

However, before | begin, | do have one
question that | have been looking forward to asking
ever since last year's NCMS National Seminar in
Tampa. Please raise your hand if you know the
answer. What was the name of the comedian and
magician who performed at the President’s dinner at
last year’s seminar? (Call on pre-arranged answerer,
who gives correct answer, “Carl Andrews,” and offer
her the standard 1SOO prices - A goo-goo baby and
an ISOO security wiz magi-grip.)

A couple of months ago, a reporter was
interviewing me concerning 1SOO's recently issued
annual report to the President. In questioning me, he
asked how long | had been the ISOO Director. In my

usual absent-mindedness, | asked him the date and
he replied that it was the fourth of May. | walked over
to a framed certificate, glanced at its small part, and,
sure enough, confirmed that it was the exact date of
my tenth anniversary as ISOO Director.

When you've been in the same job for as
long as ten years, common wisdom might suggest
that you would know what was going on from one day
to another. To the contrary. If there's one thing that
I've learned over ten years as 1SOO Director, it's to
expect the unexpected, to expect inconsistency. The
agency, the organization, the person that you rely
upon one day might not come through the next.

Luckily, there are exceptions. Over my ten
years as ISOO Director, | have benefitted greatly from
the constancy of the National Classification
Management Society. | know that | can always rely
upon the professionalism, expertise, cooperation and
friendship of the society and its members. For that,
| am very grateful.

Enough of the maudlin. With your permission,
I'd like to use the occasion of my ten years at ISOO
to reminisce with you somewhat. In other words, this
is my tenth anniversary speech. Ushers, please bar
the doors. As a kind of a twist, I've decided to examine
not the highlights, not the triumphs, but some of the
low points during those ten years. First of all,
examining triumphs may not account for the period of
time allotted for my speech. Second, | figure that in
order to survive over that period of time, through three
very different Presidential administrations, | have had
to learn from my mistakes; to escape the doldrums;
and actually to build upon what I'll describe this morning
as mini-disasters. Perhaps, you, in turn, can also
learn something from my experiences.

This morning I'm going to share with you ten
of those mini-disasters and what I've learned from
them. It would have been structurally ideal to have
one mini-disaster for each year, but my top ten didn't
quite cooperate -- nevertheless, they are pretty well
spread out over the ten years.

Mini-disaster No. 1: Spring, 1980: As the brand new
director of ISOO, I've been invited to give my first
speech. The audience is comprised of about 50
employees of the Defense Intelligence Agency, (DIA).
I'm both nervous and excited about this first
presentation. 1 take a lot of time putting it together.
1 use my most profound material. | use my funniest
material. | give it my best shot. The audience’s
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reaction. Nada. Nichts. Absolutely nothing. Half the
audience looks like robots. The other half is doing
head bobs. The speech is a disaster.

Lesson learned: Don't blame yourself, blame the
audience. | learn that whenever someone from the
intelligence community starts grinning or laughing, it's
time to get nervous. | also learn not to be so anxious
to accept invitations to speak at DIA. Luckily, that’s
been easy to put into practice, since DIA has never
invited me back.

Mini-disaster two: Summer 1982. I'm meeting in my
office with the legal affairs officer from the Canadian
Embassy. We're discussing our respective security
classification systems. Unfortunately, the carpet in
my office is infested with little critters called carpet
beetles, which, despite their diminutive size, over the
past two years have proven to be immune to every
toxic chemical devised by mankind. Ordinarily, these
beetles limit their extracurricular activity to climbing
up one of the walls. Today, an especially brave little
beetle decides to craw! up the leg of my guest. As
it crawls up first his shoe and then his sock, only |
notice its presence. The Canadian talks on, as |
silently urge the critter to turn around. The beetle
stays its course and reaches bare skin. The
Canadian’s leg twitches. The beetle crawls on. The
canadian squirms in his seat. The beetle crawls on.
The Canadian jumps out of his seat and starts swatting
at his leg. U.S./Canadian relations suffer from another
environmental catastrophe.

Lesson learned: Conducting foreign relations is a
very tricky business. | now understand why the folks
at the Department of State don’t have the time to
learn how to mark a classified document correctly.

Mini-disaster three: March 1983, It is late in the
afternoon and I'm seated at my desk reading the
funnies and Jack Anderson. The phone rings and |
pick it up. The voice on the other end identifies
himself as a Robert Pear of The New York Times.
He wants to ask me a few questions about the new
Presidential directive. “Which directive is that?” |
ask. “The directive on unauthorized disclosures of
classified information that the President signed today,”
he responds. “After all, the White House Press Office
stated that the ISOO Director would serve as the
administration’s spokesman to answer questions about
it.” “Oh, of course, that directive. Would you mind if
| got back to you in a few minutes? Thank you.” |
have no idea what the guy is talking about. A few
desperate phone calls to the National Security Council

reveals that, indeed, that day the President had signed
NSDD 84, and, indeed, | was the administration
spokesman about the directive. Despite the fact that
| didn’t have a copy of the directive, and despite the
fact that the last time | had seen even a draft of a
directive on unauthorized disclosures had been almost
a year earlier, when the project had been shelved.

Lesson learned: First, the most embarrassing foul-
ups in implementing the Information Security Program
result from the failure to communicate with one another
in the most simple way. Second, the most important
criterion for serving as a government spokesman is
total ignorance.

Mini-disaster four: Summer 1983. | am chairing an
interagency panel. The panel is drafting the
nondisclosure agreements required by NSDD-84. For
the third straight meeting, the panel is debating whether
to include the term “classifiable” in the text of the
agreements. “It's an unnecessary red flag,” argues
one of the representatives from the Department of
Defense, and half of the panel nods in agreement.
“We have to include it,” retorts one of the
representatives from the Central Intelligence Agency,
“In order to protect against the unauthorized disclosure
of unmarked classified information.” The other half of
the panel nods in agreement. As chairman, | ask the
representative of the Department of Justice, which
will be required to enforce the agreement, and the
representative of the National Security Council, which
is ultimately responsible for security policy, to break
the deadiock. They both state that we should include
the term “classifiable” in the nondisclosure agreements.
The representatives from the CIA break into broad
grins. The word “classifiable” goes into the
nondisclosure agreements.

Lesson learned: Don't forget the lessons you've
already learned. As soon as those folks from the CIA
started grinning, | should have known that | was in big
trouble.

Mini-disaster five: Summer, 1985. I'm about to
address the class attending the two week information
security management course at what was then called
the Defense Industrial Security Institute in Richmond,
Virginia. Professor Joe Grrau, who is about to introduce
me, walks up right in front of me, face to face. “Kind
of drafty in here, isn’t it?” He asks, with a weird edge
on his voice. ‘1 hadn't noticed,” | reply. “The gate
sure is open,” Joe hisses. “Huh?” | grunt. I'm
looking at Joe like he’s lost his marbles. He almost
shouts at me, “Dammit, your fiy’s down.” | do the
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proverbial 180 pivot.

Lesson learned: Security educators all too often have
a habit of saying things in an obtuse fashion.
Nevertheless, what they have to say is extremely
important.

Mini-disaster six: May 1987. Several friendly,
charming staff members from Congressman Dingell’'s
oversight and investigations subcommittee have invited
me to chat about the Standard Form 180. One of the
staff members barks out, “What do you mean by the
term, ‘classifiable information?”” “Oh,” | reply
innocently, “Classifiable’ is limited to unmarked
classified information like oral communications.” The
staff member growls, “well, it seems to me that
everything is ‘classifiable.” “Oh no,” | reply, “not at
all. Of course, the entire information security system
depends upon the good faith of its original classifiers.
In the wrong hands, arguably, anything could be
classified.” The next day The Washington Post runs
its first story about the SF 180. | have not been
contacted by any reporter for the story, but lo and
behold, | am quoted in the story: “Steven Garfinkel,
the Director of the Information Security Oversight
Office, stated: ‘Everything is “classifiable”.” Ever
since then, it seems that whenever the words “Steven
Garfinkel” appear in print, the three words, “everything
is ‘classifiable™ are bound to be close by.

Let's zoom ahead two years, to April 1989. The
nondisclosure agreement litigation has made its way,
all the way, to the Supreme Court of the United States.
And the name of the case is American Foreign Service
Association vs. Garfinkel. I'm about to be immortalized.
The famous “Garfinkel” decision. The Supreme Court
issues its decision. There is only one reference in the
decision to my role in the controversy. The Supreme
Court writes: “Steven Garfinkel, the Director of the
Information Security Oversight Office, has stated:
‘everything is “classifiable”.”

Lesson learned: Sadly, there’s only an old cliche that
comes to mind here, but it's an important one to
remember in dealing with the frustrations that life hurls
at you once in a while. There may be a Department
of Justice, but there aint no justice.

Mini-disaster seven: Summer, 1987. | arrive at the
Defense Security Institute in Richmond after driving
down from my home north of Washington. | haven't
stopped on route. | rush through the lounge area to
a very important first stop. | burst through the door.
To the extent that |1 can tell, there is no one else in

the room. “Well, well, look at this,” | think to myself.
“Since it's called the Defense Security Institute now,
they've gone and redecorated the rest rooms. Plants.
And a sofa. Now, let's see, where are the Uri-- Uh,
oh. | gotta get out of here before somebody walks
in.” | push open the door a crack, and try to look
through. | rush out to be greeted by a hysterical mob.
Ray Yamaoka has spotted me walking into the ladies
room, and in the few seconds | am in there, he has
managed to gather about 80% of the institute’s faculty
to greet me, including one or two who had retired
several years earlier.

Lesson learned: Security educators may have
important things to say, but watch out -- they all have
a bizarre sense of humor.

Mini-disaster eight: Spring 1989. I'm sitting at home
watching Robert Stack reveal the dark side of life in
“unsolved mysteries.” He is doing a story about flying
saucers. He is interviewing the widow of an Air Force
officer, who was sworn to secrecy, but who told her
before he died that the Air Force had the remains of
aliens from outer space who have crashed to Earth.
“Please, | think to myself, “Don't mention the document.
Please don't show it on TV, while millions of viewers
are watching.” No such luck. There it is, in Robert
Stack’s hands. His own personal copy of “Operation
Majestic 12.” And he’s telling his millions of viewers,
the millions of potential letter writers to ISOO, . that
this appears to be an official government document
that confirms the existence of these aliens. For those
of you who haven't been exposed to so-called
“Operation Majestic 12, the document in Robert
Stack’s hands is a purported briefing paper, marked
TOP SECRET, for President-elect Eisenhower, telling
him all about the aliens who have landed or crashed
on Earth, and who are currently in Air Force custody.
This document has been circulating among UFO
aficionados for several years, and periodically, one or
the other sends copies to all interested agencies,
including ISOO, asking us to confirm its authenticity
or to pronounce it a fraud. While all the circumstantial
evidence suggests that the document is a fraud, no
agency has taken it upon itself to proclaim it a fraud.
Even worse, on a number of occasions agency
personnel have “declassified” the document, or marked
it as “unclassified,” by using official-looking stamps to
show that the government is not treating this document
as classified. Now the supporters of “Operation
Majestic 12" are using these government “declassified”
and “unclassified” stamps to “prove” that the
government has verified the authenticity of this
document.
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Lesson learned: In the wrong hands, classification
and declassification stamps are dangerous weapons.

Mini-disaster nine: June 1989. The crackerjack ISOO
inspection team, headed by ISOOQO’s intrepid director,
is met on the bridge of nuclear attack submarine,
SSN TAUTOG, by the sub’s Commanding Officer.
Our briefing and inspection will take place in the
Commander’s warroom. He invites us below, and
invites me, as the senior visitor, to go through the
hatch and down the ladder first. While | gaze warily
down the hatch, the commander tells me to use one
of my legs first. Whichever it is, | use the other leg.
Within seconds of my descent, my posterior and
stomach have completely plugged up the hatch. In
the true ISOO team spirit, the other two members of
the ISOO team come to my rescue by doubling over
in hysterics. One later suggests that he only wished
he had a large paddle to hand me, so that | would
have looked like | was paddiing a giant kayak. The
submarine commander, maintaining his cool while
those around him have lost theirs, instructs me on the
proper manner to extricate myself, and to descend
correctly using the proper leg first.

Lesson learned: Nuclear attack submarine
commanders are unflappable. 1ISOO program analysts
are flappable. Also, ISOO directors should not purport
to become crew members of nuclear submarines.

Mini-disaster ten: April 1990. I'm back at the Defense
Security Institute. | receive a call from my office that
a reporter for The Boston Globe has a deadline to
meet, and desperately wants to talk to me about
ISOO’s recently released annual report. 1 call her
back and discover she wants to ask questions about
the report. She has read about the report in another
newspaper story, but claims that she doesn’t have
enough time to wait for a copy of it to read. After
several routine questions, the reporter asks a series
of questions like the following: “Tell me Steve,” (I
hate for reporters who don't know me from Adam to
call me by my first name the first time they ever tatk
to me, thinking that familiarity will somehow get me to
reveal something that | otherwise wouldn't) “What's
the real story behind your report?” *“What's really
going on down in Washington??” “How does this
crazy system of government work, anyway?” “You've
got wild job, Steve. Why don't you tell the real people
what it's really like.,” | do my best to respond,
encouraging her to be more specific in her questions.

A couple of days later, what seem like
hundreds of people are calling me to talk about the

article about me in The Boston Globe, which appears
to have been syndicated to most of the newspapers
in the western world. Here is a sample of what the
reporter wrote about me. “That’s why we're in this
mess. That's why there is often a vast canyon
separating the electorate from the folks who do the
business of democracy. We pay their salaries but
have no idea what we're paying for. They can’t speak
our language and we can't speak theirs. Not that Mr.
Garfinkel was being rude. He was just uncomfortable
discussing his job in human terms. More than anything
else, it is this terrible deadness of spirit. The lifeless
voice, the dull eyes.” (How could she tell my eyes
were dull over the telephone?) “The person who
seems to be hoping for a reversal in evolution so that
he can return to the sea as an amoeba.”

Lesson learned: I've got to do something about the
way my eyes look while I'm talking on the phone.
Also, why do organizations, including the government,
hire reporters to serve as press agents?

These, then, are my top ten mini-disasters
from my first ten years at ISOO. There have very
likely been far worse disasters that my subconscious
defense mechanisms won't permit me to recall and
reveal. Like the time | almost got fired after being
quoted in The Post as suggesting the administration
was ambivalent about something; or the ASIS speech
featuring the singing cartoon of the President-elect. |
hesitate to think what the future holds in store.

DEFENSE INDUSTRIAL SECURITY PROGRAMS
UPDATE

John F. Donnelly
Director, Defense Investigative Service

| welcome this opportunity to share with you
my views and provide an update on the Defense
Industrial Security Program of 1990 and what we can
expect to see in the future.

Yogi Berra is alleged to have said:
“The future just ain’t what it used to be.”

What a profound statement that is proving to
be as we examine the international scene today.
Yogi's logic captures an idea that is central to the
Defense Industrial Security Program. The hidden
wisdom of his words is that change, and the challenge
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that it represents, is the constant companion to those
of us in industry and government who are responsible
for protecting and preserving our national secrets.

Who could have imagined a year ago that the
Soviet Bloc would crumble, that the old Stalinists in
Eastern Europe would capitulate, that Soviet Republics
would vote to become independent of the Soviet Union,
and Gorbachev himself would be trumpeting the virtues
of private ownership of property. Indeed, the future
just ain't what it used to be,

What does all this portend for the Department
of Defense, the Defense Industrial Security Program,
and the Defense Investigative Service?

Is the cold war over?

Will there be a peace dividend?

Has the Soviet Union become kinder and gentler?
or

Is there a grand strategy at work - one designed to
put the west to sleep? In the words of a Soviet
statesman, is the Soviet Union attempting to “deny
[the U.S.] an enemy.”

In the eyes of many, if there is no enemy,
then it follows that there is no need for a strong national
defense or a large intelligence and counterintelligence
apparatus within the various agencies and departments
of the Executive Branch. If this is true, it would become
increasingly difficult to justify expensive security
courtermeasure required in industry.

The pundits differ on the meaning and
consequences of the events taking place today. You
can formulate your own opinion. But there is one fact
| think we can all agree on: that change - and with
it the increasing unpredictability of future events - is
the only constant denominator in current world affairs,
and we must be all the more vigilant, flexible and
ready to respond to whatever the future holds.

Whatever may be the course of events in
Central Europe, here at home all of our
counterintelligence partners report that Soviet
intelligence efforts - and the intelligence efforts of an
increasing number of other nations - all targeted
against U.S. defense and commercial technologies -
are on the rise.

And it shouldn’'t be all that surprising to you.
While the competition among nations is shifting away
from tactical battlefields, it is clear that the shift is
toward the research laboratories and manufacturing
facilties that are the lifeblood of any nation’s future
economic leadership, strength, and well-being. The
KGB may now be a panda, but it's still a bear.

So itis in the context of this rapidly changing
environment that | will address the status of the
Defense Industrial Security Program and DIS.

Some Simple Facts.

First, the Defense budget is shrinking. This
is not “news” - it has been declining since 1985. By
1995, measured either as a share of Gross National
Product or as a portion of total federal spending,
defense spending will be at its lowest level since before
World War |l.

Second, we in DIS are not immune to the
Defense cuts - we’re taking our share as well.
However, we are hit particularly hard by the fact that
84% of our annual budget is devoted to personnel
resources. Reductions in our budget can only equate
to cuts in personnel and a reduction in the number of
investigators and industrial security representatives
available to accomplish our two fundamental missions.

The challenge that we in DIS face and, indeed,
the challenge that you in industry also face, is how to
adjust and adapt to an environment of reduced
resources. How do we change our methods of
operating to reduce spending yet maintaining a viable
industrial security program?

I would like to discuss some of the initiatives
that DIS is undertaking to prepare for and deal with
these fiscal realities:

Downsizing of the Cognizant Security Offices.

DIS is in the process of drastically reducing
the size of the staff at the COG office and transferring
functions from the staff specialist to field office
personnel. We expect some immediate and long term
benefits from this shift:

Reducing costs and improving efficiency by moving
staff personnel to operational field duties.

Delegating more responsibility to the Field Office Chiefs
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and Industrial Security Reps.

Employing a phased implementation plan so as not to
disrupt the lives of employees.

Enabling DIS to be more responsive to the contractor
through a single point-of-contact for all industrial
security matters.

Increased Reliance on Inspection Scoping.

DIS now conducts security inspections
“programmatically.” That is, the IS Rep selects a
program or contract and reviews the implementation
of your security program as it relates to that contract.

Allows the IS reps to select programs for
inspection emphasis (programmatic inspections),
depending upon their assessment of the company’s
security posture and previous inspection results.

You should do the same when conducting
your facility self-inspections. We have initiated a
comprehensive training program via teleconferencing
to ensure that all of our IS Reps understand this
important concept and related techniques. We plan
to videotape this training and make this available to
industry. In the near future, each COG office will
have a copy of this tape.

Programmatic inspections  include
preinspection research and contact with government
program managers to help focus the inspection and
ensure that the IS Rep is aware of the security
requirements and any usual situations before entering
the facility.

Increased Flexibility of Inspection Scheduling.

Reductions in DIS resources preclude the
traditional approach to inspections when teams of
inspectors would spend 5 to 10 days in large facilities
in an attempt to analyze all aspects of a contractor’s
security program. Fewer inspections for shorter
periods of time done “programmatically” result in more
meaningful, comprehensive inspections.

Inspection frequency may be adjusted up to
3 months by field offices based upon an assessment
of a facility’s security posture.
Increased Emphasis on Advice and Assistance Actions.

As the old axiom says, “An ounce of

prevention is worth a pound of cure.”

Advice and assistance visits are less labor
intensive than inspections and enable DIS to have
more frequent contact with industry.

Some A&A’s will be “grip & grin” visits. Others
will be designed to help a contractor address a security
problem in accordance with the ISM. These latter
actually result in a partial inspection and provide a
vehicle for approvals of procedures, areas, etc.

Inspections are opportunities for advice and assistance
actions as well.

Let me digress a minute and expand a little
on the dual of DIS as “inspectors” and “educators.”
As I've said before, any good inspection is a mixture
of both assessment and education. Since | assumed
the position of Director of DIS, one of my goals was
to eliminate the offtimes adversarial relationship which
existed between DIS and the contractor. It's taken a
while, but | definitely see a positive change in the way
we are perceived by industry, particularly with regard
to what industry now expects from a DIS inspection.
To assist in the evaluation of our services, we instituted
a quality assurance program within the industrial
security program. As part of this program, facility
security officers are interviewed by DIS Regional quality
control teams subsequent to inspections. Permit me
to share the results of one Region's most recent
quarterly quality reviews:

31 out of 31 FSO’s interviewed described their
experiences with their IS Reps as “very positive,
helpful, and friendly.” The contractors stated that
they look forward to DIS inspections because they
are non-adversarial and informative.

30 of 31 FSO’s stated that they observed
changes in the type of inspections we are conducting.
They commented how the IS Rep invests more time
and effort into learning what their facility does, who
works with classified information, and the extent of
classified projects.

From the tone of our interviews, it appears
that FSO’s are not reluctant to call for help or to ask
questions. Indeed, our statistics indicate that we
processed 8868 A&A calls during May 1990 and
conducted 1371 A&A visits.

In sum, we're trying harder to understand your
problems, to make them a shared challenge, and to
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solve them together. | pledge to you that this will
continue.
Contracting Out.

DIS is beginning to contract out some of our
personnel security investigations as well as some of
our industrial security work. These contracts are non-
personal service contracts.

The precedent for contracting out investigative
work has been set by OPM.

Contracting out industrial security inspections
is another maiter. Because of the nature of the
contracts, DIS cannot “train” contractors to perform
the work. Bidders, therefore, must be equipped to
perform the work. | prefer to have inspections in the
hands of DIS personnel or former DIS personnel. So,
we anticipate some difficulty finding qualified bidders.
Nonetheless, we have already let our first contract
and there is a resource of very well qualified former
DIS employees to be tapped.

Dual Training.

We plan to “dual train” a sufficient number of
our investigators to assume certain industrial security
duties.

Inspect Category D and access elsewhere
facilities or serve as members of a team inspection of
a larger facility.

Conduct inspections in areas where IS offices
are not collocated with investigative resources and IS
support to contractors is currently provided through
the expenditure of travel funds.

We will also “dual train” some industrial
security representatives to perform limited personnel
security investigative duties when visiting contractor
facilities.

Electronic PSQ Program.

We continue to support and encourage the
electronic processing of Personnel Security
Questionnaires.

As of June 11, 1990, 454 contractors are
participating in the program, with approximately 25
additional contractors joining the program each month.
DIS receives approximately 365 electronic DD Form
48s weekly (or 11% of the total) and transmits

approximately 1500 Letters of Consent (or 30% of the
total).

The DD 398-2 is currently being programmed
for electronic processing. The Defense Manpower
Data Center is developing the software. Contractors
participating in the Electronic PSQ Program will
continue to use the software for the DD 48 until further
notice. When software for the DD 398-2 is developed,
it will be provided to all contractors participating in the
program as soon as it is available. There will no
charge for this software.

DD Form 48 (to be executed in draft for entry
into the electronic program) is no longer available
through DISCO. Contractors may locally reproduce
the form for use as a draft.

DD Forms 48 mailed to DISCO are not being
accepted any longer. Forms 48 received by DISCO
will be returned unprocessed.

Contractors may continue to sign up for the
Electronic PSQ Program through CompuServe and
use the DD Form 48 for electronic processing urtil
further notice.

Why electronic processing of PSQ’s?

It saves money through reduced mail time
and easier, more efficient form completion.

The edits and validations of the PSQ on the
contractor's microcomputer have virtually eliminated
the rejection of incomplete PSQ’s. Approximately 19%
of the PSQ’s completed manually are rejected by
DISCO. The rejections significantly increase the
overall clearance processing time and administratively
burden DISCO and the facility with processing the
rejections.

Interim Clearances.

We will continue to process all requests for
personnel security clearances on an interim basis.
The impact of this program has been significant.

Approximately 45 days of clearance
processing time has been eliminated, thereby allowing
contractors to utilize their employees almost
immediately on classified contracts. It is estimated
that this reduction in time resulted in savings to
industry of over 182 million dollars during FY89.
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We have issued over 90,000 interim SECRET
clearance since January 1989. During that period,
we have withdrawn only 121. Bear in mind, however,
that the withdrawal of an interim clearance does not
necessarily indicate that the final clearance will be
denied. When an interim clearance is withdrawn, the
investigation is completed and the case is referred for
adjudication to the Directorate, Industrial Security
Clearance Review.

Expedited Facility Clearance.

Last, we will continue to refine and streamline
the Expedited Facility Clearance Program.

Current processing time for new FCL's is 19
days.

These initiatives, taken together, mitigate
somewhat the impact of the reduction in resources
that we are experiencing. As further cuts are levied,
we'll have to make other changes and tougher choices.
It's a certainty that at some point the demands for our
services will be reduced as Defense spending is
reduced. The difficult task before us is to maintain a
competent and balanced work force until the situation
stabilizes.

Treaties.

Also impacting on the mission and resources
of DIS are a new round of treaties with the Soviets
and all that they portend.

START.
Conventional Forces in Europe.

Our role in these treaties, particularly with
regard to START, is to assist industry in segregating
areas not subject to Soviet inspection and, conversely,
helping contractors to sanitize areas that are subject
to Soviet examination. We’re used to this - we do it
now under INF.

To prepare for START, | have established a
liaison position at OSIA Headquarters.

When START is signed and the inspection
protocols finalized, DIS resources will again be taxed,
especially if there are a significant number of perimeter
portals as with Magna, Utah under INF.

National Industrial Security Program (NISP).

" Also in the works, as you know, is the concept
of a National Industrial Security Program.

There is strong senior industrial support and
the highest echelons of Federal Government are also
favorable.

DoD is pressing forward with a feasibility study
of this important concept.

Standard Background Investigation.

| would also like to mention that in our present
environment of budget cuts, treaties, and the NISP
initiative, a new impetus for a standard Background
Investigation has emerged. An influential member of
Congress has drafted an amendment for a single
scope investigation and appropriate due process in
adjudications.

So, in 1990 we live in an environment of
uncertainty. We all face the challenge of managing
in the midst of this uncertainty. Flexibility - not rigidity
- is the key to dealing with this reality. We in DIS are
responding to the realities of the international and
domestic environment and trying to anticipate what
the future holds.

To this end, | would like to briefly address
two technical areas that are of great interest and
concern to all of us.

TEMPEST.

The first is TEMPEST - or more precisely our
continuing effort to get contracting officers and security
managers in the User Agencies to recognize that there
is not a very serious TEMPEST threat within the United
States.

The NTISSC - the national level policy group
that guides COMSEC and TEMPEST matters -
recognized this with the publication of NTISSI 7000
on October 17, 1988.

DoD C3l has recognized this with the
publication of DoD Instruction C-5200.19 on February
23, 1990.

The services are now in the process of
publishing their own implementing regulations in
response to the DoD Instruction.

So the word is slowly getting out - that dollars
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spent on TEMPEST countermeasures within the United
States may be dollars wasted!

Please continue to help wherever you can by
identifying to us contracts containing TEMPEST
requirements that exceed DoD policy guidelines. If
you have contracts with TEMPEST requirements, you
can get copies of the DoD Instruction from your local
DIS Field Office.

STU Il

The second technical area | would like to cover
is STU-UI's - and | will touch both on use overseas
and the joint DIS/NSA loan program to industry.

First Overseas:

We are well aware that many contractors with
overseas operations would like to use and would
greatly benefit from having STU-Il in their overseas
offices. We hear you!

We are working with OSD to finalize policy to
allow for the use of STU-llII's, keyed with keying
material up to the SECRET level, in U.S. contractor
offices on the local economy in Europe, the Pacific
Rim and wherever else U.S. defense communications
require protection.

We are not proposing to extend approval to
store classified material, (documents, floppy disks, etc.)
on the local economy, but we would like to recognize
reality and use the STU-III’s to safeguard discussions
between overseas offices and points here in the U.S.

Approval would be coordinated by OISI, and
the User Agency that “owns” the information would
also be asked to concur.

We believe the proposal is both realistic and
practical and provides a reasonable balance between
security concerns and operational efficiency. We hope
to have this matter resolved in the very near future.

Second, the loan program:

| am also pleased to note that the cooperative
effort between NSA and DIS to loan approximately
6000 of the newest STU-IIl models to industry on a
long-term, non-contract specific basis is on track.

We expect to notify contractors who asked to
participate in the program during July of this year

whether they will receive terminals and if so, how
many.

Deliveries of the terminals to industry would
then begin in the October time-frame and continue
through the third quarter of FY91,

We believe this cooperative venture will go a
long way toward helping vulnerable facilities “button-
up” their classified contract related communications.

International Operations and FOCI.

| wish to close by mentioning two programs
with which we are having a great deal of success -
Open Forums on general DISP subjects and
workshops on International Programs and Foreign
Acquisitions and Mergers. These are conducted
throughout the U.S. under the auspices of the Regional
Director of Industrial Security and the Deputy Director
for Industrial Security. Contractors and government
personnel are invited to attend.

Security requirements and cautions relative
to co-production, teaming agreements, and joint
ventures with foreign companies are stressed, as well
as various mechanisms to reduce FOCI considerations
brought about by takeovers, business arrangements,
etc.

The open forums allow for a two-way dialogue
on the status of the DISP, problem areas, changes,
etc.

The international workshop increases U.S.
industry’s awareness of authorizing technology
transfers and will hopefully result in U.S. industry
remaining competitive as international business
arrangements steadily increase.

Last, but not least, | want to mention our
efforts in support of our cleared contractors overseas.
In 1989 we planned, organized, and presented a series
of Security Awareness and Threat Assessment
Program briefings to hundreds of contractors assigned
to Europe and the Far East. We repeated these
briefings again this year. This cooperative endeavor
with DIA, FBI, NSA and the services has filled a
significant gap in security education within the overseas
environment. With the break-up of the Eastern bloc
and all that it portends for increased East-West trade,
we feel it prudent to continue this vital education
mechanism. The last time that | looked, there were
still designated countries in existence with intelligence
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organizations anxious for our high technology and
national secrets - despite glasnost and perestroika.

LAA’s.

Additionally, we are recommending to OSD
that Limited Access Authorizations (LAA’s) be allowed
for foreign nationals employed by U.S. companies
overseas. Under current policy, LAA’s are limited to
foreign nations employed by U.S. firms in the U.S.
We believe such a change will enable U.S. contractors
to hire qualified employees in the overseas
environment.

Reciprocal Clearances.

One other example of our readiness to
respond to today’s realities concerns the increase in
foreign investment in the U.S. The increase in Proxy
Agreements and Special Security Agreements depicts
this trend. The Deparntment, of course, has in place
responsible policies to deal with foreign investment
when it involves a cleared defense contractor. One
such policy is the reciprocal facility security clearance
wherein foreign ownership and control of a cleared
defense company would remain but access by the
firm to U.S. classified information would be limited in
accordance with U.S. foreign disclosure and export
laws and regulations.

Although the reciprocal clearance is a
responsible way to deal with Foreign Ownership,
Contral or Influence in specific situations, the fact that
a firm has a reciprocal clearance carries with it a
certain stigma and many User Agencies believe there
is too much risk to their classified information and are
therefore reluctant to enter into procurement contracts
with these firms.

In reality, the additional risks associated with
reciprocally cleared firms are mitigated by prudent
security measures and requirements of the ISM.
However, these are not readily apparent to the User
Agencies and consequently U.S. classified
procurements are increasingly shifted to 100% U.S.
owned firms, even though prudent security measures
are in place to prevent unauthorized access to the
foreign interests and the management of the firm as
well as its work force may all be U.S. citizens.

Because of this stigma or perception, we are
working with OSD to develop a more effective strategy
than the reciprocal clearance - one that assures better
protection of U.S. classified information and also

assuages the current anxiety of User Agencies who
enter into classified procurements with reciprocally
cleared firms.

In closing, | believe that DIS is making great
strides to become more flexible and efficient. We
have met with great initial success by taking the
positive approach and looking for solutions, not
problems. But partnership implies a two-way street -
a “give and take” relationship. In DIS we continue to
strive to strengthen our credibility with:

A balance in our inspection authority and
advice and assistance roles.

Uniform policy interpretations.

Utilization of good and fair judgment when
applying requirements and solving problems.

How can industry help? On a day-to-day
basis there are many ways you can help make the
program operate more efficiently:

Submit a complete PSQ. The manually
submitted PSQ reject rate remains at approximately
19%. The average reject adds about 27 days to the
process, and increases the workload for you and
DISCO.

Ensure our Special Agents are provided
unhampered access to all company records necessary
for a thorough personnel security investigation. Help
them by making copies of files when requested.
Provide interview rooms that are private in terms of
visual and aural access by others. Make your
employees available for interviews and demand
punctuality.

Access to SAP areas by investigators is often
necessary to complete a thorough investigation. | am
making progress in this regard, but your cooperation
is necessary. Agents have appropriate investigations
and the SSO’s can administratively read them in. The
agent is no more interested in substance of a SAP
than the soda vendor.

Facilitate access to employees during
inspections for interviewing purposes.

Educate other departments, besides security,
as to the company’s responsibilities in the area of
security.
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Cooperate on SAP/Carve Out issues with our
IS Reps and Agents.

Arrange Entrance and Exit Briefings with your
Chief Executive Officer during each inspection.

Our “new image” is not simply a public
relations effort. It's a very real reflection of a change
in the way we do business. Times are changing and
so is DIS.

We're trying to learn more about your
programs.

We're trying to listen more attentively to your
questions and concerns.

We're trying to talk more personally and
effectively with your employees and your customers.

We're trying to develop more innovative and
efficient policies and procedures to better counter the
real threats with the resources available.

Let me know how we'’re doing.

Thank you for this opportunity to address this
group. | would like to also take this opportunity to
mention that, for those of you who have not heard,
Bob Schwalls retired from DIS at the end of June,
Bob is moving to Dallas to spend time with his children
and grandchildren and work on his golf game. Bob’s
dedication, vast experience, and unsurpassed
knowledge of the Industrial Security Program will surely
be missed.

The new Deputy Director for Industrial Security
is Mr. Greg Gwash. Greg has been with DIS since
1972. He most recently served as the Director of
Industrial Security in the Pacific Region. Prior to his
appointment as DOIS in 1987, he served as the Chief
of the Mannaheim, Germany Field Office, Office of
Industrial Security - International (Europe). Greg brings
to the job extensive and varied experience in the
Industrial Security Program and we look forward to
his joining the DIS Headquarters staff within the next
several months.

I've enjoyed meeting with you today and |
thank you for your attention and your support.

TECHNOLOGY TRANSFER - PERESTROIKA AND
REALITY

James J. Bagley, Moderator
R. B. Associates

Dr. Oles Lomacky

Mr. Stanley Sienkiewicz

When approached about a panel technology
transfer, it struck me that it would be an opportunity
to place in perspective the role of classification
management in a new and changing world. The world
is restructuring - the meaning of Perestroika; a world
that is restructuring in a spirit of openness - Glasnost.
At the same time this restructuring is taking place in
a world wherein the role of the United States is
changing drastically.

It has been said that the role of the US is
similar to that of the role of Russia in the time of Peter
the Great who started a process which is going on to
this date. Is the Soviet Union an Eastern or a Western
Nation as it spans an area ranging roughly from the
Atlantic to the Pacific oceans? With the dramatic
changes in its economy, it appears that the west will
win from an economic point of view but whether Russia
will be western philosophically and politically remains
to be seen.

The US is an island in the center between
two burgeoning economies - EC 92 in the West, and
the remarkable economic advances in Japan, the
Pacific Rim countries and, yes, in China in the East.
A major factor in the success of the US will be how
it will identify, protect, and judiciously control the “family
jewels” - its information, recognizing that all the
information necessary to the well-being of the US is
not necessarily of US origin. The role of classification
management is to identify and protect that which is
protectable as long as protection is warranted. The
world is changing and we must change with it.

For many years it has been the policy of the
US to use export controls to control the export of
goods and technology which would make significant
contribution to the military potential of any country or
combination of countries which would prove detrimental
to the national security of the US. Today we have the
pleasure of hearing from two acknowledged experts
in the field. From the Department of Defense Dr.
Oles Lomacky, Special Assistant for Militarily Critical
Technologies and Long Range Planning, Office of the
Under Secretary of Defense for Acquisition, and Mr,
Stanley Sienkiewicz, Associate Deputy Under
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Secretary of Commerce for Export Administration.

Doctor Lomacky. | would begin by asking the
questions - Do you know what the Militarily Critical
Technologies List is and its statutory basis? How it
is used within the DoD and outside the DoD? | will
begin with a brief overview on how the MCTL is
produced and the important input of industry in the
production of the list, the relationship of the MCTL to
the export control process and its impact on COCOM
and vice versa.

The statutory requirements are the Export
Administration Act of 1979 as amended in 1985 and
the Omnibus Trade and Competitiveness Act of 1988
which required the DoD to establish a list of critical
technologies specific enough to provide guidance to
those officials having export license responsibilities.
it is important to remember that the trade bills deal
with “dual - use” technology, that is technology which
has both military and commercial application. The
Department of Commerce is responsible to work with
the Department of Defense in integrating the list into
the export control lists revisions. The act requires
that the list be limited to that technology which has
been determined to be miilitarily critical. While stressing
that it is important for the national interest of the United
States that both the private sector and the Federal
Government place a high priority on exports, Congress
observed that this interest should be consistent with
the economic, security, and foreign policy objectives
of the United States. The Act also requires that the
availability of the technology outside the US be
considered - that is, if available generally, it should
not be on the MCTL.

Application of the MCTL. Within the DoD it
serves as the basis for national security controls,
especially East - West national security controls, the
MCTL is also being used as the basis for establishing
multi-national controls such as the COCOM. | must
state categorically that the MCTL is not used to control
other aspects apart from national security controls in
an East - West context such as foreign policy, missile
controls etc. The MCTL does not cover these subjects.

Secondly, within the DoD, the MCTL is used
as a guideline for the release of technology. For
example, with respect to inertial navigation, the MCTL
provides guidance on what levels of technology might
be released to a particular country, depending of
course, on the foreign releasability of the technology.
Again, it is emphasized that the MCTL is only a guide
- an aid in processing export control cases. The

MCTL applies only to those items which are ALREADY
ON THE EXPORT CONTROL LISTS. If the items is
not under export controls, the MCTL DOES NOT
APPLY.

Lastly, the DoD uses the MCTL for
determining technology criticality; for example, in
research and development programs. The military
departments frequently use the MCTL in the
preparation of long range plans.

Outside the DoD, the MCTL is more and more
used in the development of proposals to be submitted
to COCOM for its consideration and ultimate adoption
which could result in an item of technology being
controlled by the COCOM countries. Similarly, it is
used by licensing officers in the Department of
Commerce to provide a rationale for the denial of an
export license. It is also used by Customs personnel
for the screening of items of hardware for determination
of export control sensitivity.

The MCTL is used by the DoD as an input to
the development of a Defense Critical Technologies
Plan which is a strategy to determine those
technologies in which the DoD will invest its R&D
funds over a comparatively long time - 10 years for
example. Thus, the MCTL has multiple uses.

Misapplications of the MCTL. Sometimes,
people use the list as an “embargo” list - not releasable
to any non-US entity. The MCTL is a guide - it is not
a “go” “no-go” list providing the basis for export denial
simply because the technology under export review is
on the list. As an example, if the export under review
is intended for the Soviet Union or one of the Warsaw
Pact countries presence on the list COULD provide a
basis for denial. However, if the technology were
going to a non-pact country, or to an ally, it would not
be justification unless, of course, there was credible
evidence of possible diversion to a Pact country or
other country to which the export was prohibited.

A second area of misapplication is to use the
MCTL in isolation, that is without specific knowledge
of the subject matter in question, of what has been
published previously, or what is available in the subject
area throughout the world. This becomes a particular
problem in the review of papers for publication or
presentation at technical meetings. Again, the
presence on the list is merely an alert; there is a need
for further competent technical review. Further, the
MCTL does nat identify basic research which is outside
the scope of the MCTL. Again, foreign availability is
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a key issue. If generally available export should not
be denied.

Development of the MCTL. The current
version of the MCTL was published in an unclassified
edition in October 1989. It emphasizes that the format
of the MCTL was mandated by the Congress thus not
changeable.

How items of technology get on the list is
another matter. In general, presence on the list means
that the technology is considered to be unavailable to
the Soviet Union and must also meet the following
criteria:

*The technology is used by the military in the US
or our allies in military systems;
+it must be critical to the performance of such
systems;
-the technology is considered critical by the
intelligence community;
*it is leading edge technology that is not now in
our weapons system, but is likely to be.

Again, it is emphasized that just because an
item of equipment may be dual-use or on the munitions
list does not mean that it is militarily critical; there are
items, for example, on the munitions list that are not
on the MCTL,, and it should be noted that those items
on the munitions list that are on the MCTL are so
noted in the 1989 edition.

Preparation of the MCTL. There are 12
technical working groups consisting of personnel from
the DoD, DoD laboratories, other government agencies
such as Commerce and Energy. The groups also
include participation from industry which comprises
almost 50% of the membership. When a draft is
complete, it is sent out for coordination and review by
those who may not have participated in its preparation.
At this point, there is also an input to ensure that the
policies reflected in the document are current.

| would like to re-emphasize the relationship
between the MCTL and the export control regulations.
The MCTL is not an export control list; it is a basis for
providing an emphasis on those technologies which
are important to the national security.

Further, the current MCTL is a sub-set of the
current COCOM list which is now under review. (See
also, Federal Register, Vol, 54, October 5, 1989,
Revisions to the Commodity Control List based on
COCOM review.)

Can an item approved for export be removed
from the MCTL? Not necessarily. Just because an
item has been approved for export in a particular
case and for a particular country, there may still be
justification for its retention on the MCTL inasmuch as
the item may still meet the criteria for inclusion in the
MCTL and should be controlled. However, if a case
can be made by Commerce, for example, that the
item is available in foreign markets, there is a
mechanism for removing an item from the MCTL.
ltems can also be taken off the list if there has been
a COCOM agreement to decontrol certain items of
equipment. In that case, there is no point for control
inasmuch as the item generally cannot be unilaterally
controlled.

To further comment on industry participation
in the MCTL. process, the Department of Commerce
has an industry technical committee to advise
Commerce on what items should or should not be on
the list. After all, it is industry which builds defense
equipment, knows the foreign markets and foreign
competition as well as the availability of raw materials
and industrial processes. This committee also
produces position papers which are reviewed by the
government agencies and the intelligence community
and then, adopted, in whole or in part.

Future plans. As one reads the papers, it is
apparent that there will be many changes in the items
subject to export controls, COCOM has already and
will make further reductions on the COCOM list. But
| would re-emphasize that the MCTL is much smaller
than the COCOM list and reductions in that list may
or may not have a significant impact on the MCTL.
However, there will be changes and it would be prudent
to keep an awareness of the changes.

Recently, the JCSA has conducted a survey
of the MCTL process and has concluded that the
process is sound and should be continued. Having
an independent assessment of the MCTL methodology
has been very useful,

Finally, | would reiterate several points:

*The MCTL is a guide and not a directive.
*The MCTL must be used together with other
knowledge and must not be used as a single
authority to deny an export.

*To be included in the MCTL requires that items
meet a rigid criteria for inclusion.

*There is significant industry input in the MCTL
process both in the DoD and Commerce.
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+Over time there will be significant changes in the
items included in the MCTL thus it would be
prudent to keep abreast of changes.

In conclusion there will be changes.
Perestroika has even come to COCOM. From what
we now know, the present 120 COCOM itemns will be
reduced to 8 core technologies each of which will
have some technology subsets. Each inclusion will
have to be justified on its merits. Obviously, COCOM
changes will affect the MCTL, but it is far too soon to
predict the final impact. My only advice is to keep an
awareness of the changes and act accordingly. The
MCTL is a living document and future editions will
refiect, as best it can, the technical world both domestic
and foreign and will also comply with the Congressional
mandate that the list reflect economic and social
changes. Thank you.

AFTERTHOUGHTS.

US proposals to COCOM pertaining to the
CORE LIST incorporate to a large measure the 1989
MCTL. However, in some cases, US proposals are
even less restrictive than would have been indicated
to fully implement MCTL recommendations. This is
not unexpected inasmuch as the MCTL is a living
document and must be constantly updated to take
into account foreign technology developments. For
this reason we expect that the next MCTL draft will
be considerably revised. In addition to incorporating
the last COCOM revisions, the new MCTL will also
deal with areas related to missile, nuclear, chemical
and biological weapons proliferation issues.

Mr. Sienkiewicz.

Let me start with a brief history of export
controls since World War Il. Then we can cover your
questions.

The export control process which exists today,
was established after the war. There are a number
of bodies of law which underpin the process. For
example the Arms Export Control Act regulates things
defined as “arms.” The US incidentally does not treat
the export of arms as a purely commercial activity but
rather as a foreign policy instrument. The Export
Administration Act regulates items that are not arms
and which are under the jurisdiction of the Department
of Commerce. Other statutes such as the Atomic
Energy Act and the Nuclear Non-Proliferation Act
regulate the export of materials which relate to the
development and production of nuclear arms and the

production of fissionable materials.

The control of strategic technology began
when it become obvious that the US would need to
develop a system of alliances even with countries
which had been our adversaries, that it was in our
national interest not only to aid them commercially,
but to assist them in being able to provide for a
common defense against our new adversaries - the
USSR and its allies in the Warsaw Pact. It became
obvious that those countries could maintain a numerical
advantage, thus the US and its allies had to maintain
a technological advantage. The US had to establish
cooperative frameworks to assure that the technologies
which gave us an edge would not travel eastward.
The result was a coordinating arrangement, to be
known as COCOM, a gentlemen’s agreement among
all of NATO minus iceland, and which now also include
Japan and Australia.

in the beginning the problem of controlling
strategic materials was comparatively easy since the
US and its allies were the principal developers of
technology for military applications and in those days
militarily-significant technology was less likely to have
obvious commercial application. As a result, the
COCOM countries were more likely able to control
the technologies they were worried about. That has
changed.

Increasingly, technologies of commercial origin
and/or application have emerged that were of great
military importance - computers, for example, have
been developed largely for civilian application by
industry. At the same time, of course, computers are
of major importance to the development and control
of military systems. '

Because of the increasing rate of change in
virtually all areas of technology, it has become harder
to keep export controls on target. At the same time
other countries have become capable of developing
technologies for military and are aggressively selling
their products to any buyer with the money to buy.
Thus, it has become apparent that there is no point
in trying to control technologies readily available
throughout the world.

In fact, the Congress has mandated that we
consider the issue of foreign availability in implementing
export controls. In some cases we have been able
to negotiate COCOM-like arrangements with other
countries which have agreed with the US to control
their export of critical technologies, and the US, in
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turn, provides some trade benefits in exchange for
their cooperation.

The recent upheavals in the USSR and the
Warsaw Pact countries are leading to further changes.
High level meetings in COCOM have led to the
elimination of some 30 items from the current COCOM
control list, and the negotiation of an entirely new
approach: a core list consisting of eight categories of
strategically significant technologies. The concept of
a core list changes the way we do export controls in
principle: We will now tell you explicitly what is strategic
and may not be exported; if not on the list an item
may be exported unless there are other considerations,
such as foreign policy controls. This means, of course,
that additions to the core list must be thoroughly
justified and subject to frequent review.

You may have heard of the term
“differentiation.” The term means that we have treated
some countries in the Warsaw Pact differently than
others. Until now, this policy was one mostly of
appearance because no one believed that if we sold
something to Hungary, for example, that we didn't
want the Soviets to have access to, we could count
on the Hungarians to protect it. This situation is clearly
changing.

It appears that we will be moving into an era
where there will be real differentiation - we may soon
deal with countries of the former Warsaw Pact with
the expectation that restricted items will be kept not
only from the Russians but from other countries such
as some in the Mid-East.

The unification of Germany has brought on a
different set of problems. It would not be reasonable
to deal with one part of Germany one way and with
the former East Germany in another way. Therefore,
we now deal with all of Germany in another way.
Therefore, we now deal with all of Germany as we did
with the Federal Republic.

The emergence of the economic unification
goals associated with EC 92 has begun a process by
which the original concepts of COCOM are being re-
examined in the light of these new realities. In the
final analysis EC 92 means the abolition of trade
controls such as licensing requirements between the
EC countries and, therefore, among the COCOM

participants.

As mentioned previously, those countries
which had received preferential treatment because

they agreed to COCOM-like arrangements are now
watching the changes in COCOM carefully to
determine the effects on their commercial positions.

National security controls will be declining in
scope, however, not as fast as some would wish.
Notwithstanding the fact that mutual agreements with
the USSR will produce substantial agreements on arms
reduction, both conventional and strategic, the USSR
will remain a formidable threat, spending as it does,
a sizeable percentage of its budget on military research
and development and on new and improved weapons
systems. The scope of national security controls will
decline, but foreign policy controls, which are largely
unilateral, will continue and may expand somewhat
depending on the foreign policy interests of the US.
The embargoes on South Africa and on some Mid-
East countries are examples of foreign policy interests
that are reflected on export controls. Also concerns
about chemical and biological weapons are similarly
reflected in foreign policy controls, as are concerns
about nuclear proliferation and the spread of missile
technologies.

Let me conclude by giving you something to
think about. Strategic trade controls are changing.
They are no longer aimed at our traditional adversaries,
but at our allies. During World War |i, for example,
our adversaries were Germany and Japan; the USSR
was an ally. The Cold War changed that, and our
“enemies” became our “friends.” The US spent mightily
to rebuild their economies and help protect them
against our former ally - the USSR, and its allies.
The US provided the defensive shield, which, in part,
gave those countries the opportunity to rebuild their
economies and to become the economic giants they
are today. Now they are serious economic competitors
and, as happened in the FSX situation, for example,
that competition emerges in interesting ways. That
situation was not simply about the loss of technology,
but, rather, about industrial competitiveness - the
possible effects on the military industrial base. As of
now, there are no clear policies regarding what we
need to do for the US Industrial base; there is, of
course, some legislation to control the foreign
acquisition of US companies which are important to
the national defense, and some efforts to control offset
agreements. The Administration has resisted some
attempts on the part of the Congress to pass obviously
protectionist legislation. My point is that these efforts
are in the realm of foreign policy/economic
competitiveness at least as much as they are efforts
to control the export of critical military technology.
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As a general proposition, the way we deal
with export controls today is through a virtually
continuous review of our COCOM controdl lists. This
is a process by which the COCOM countries
continuously review the list to take items off, and,
where justified, to put new items on. Foreign availability
is an important key. Our Export Control law requires
that there be a knowledge of what technology is
available for export from other sources. That requires
that we have the means to keep abreast of what is
available from other sources. And, though the means
(personnel) is decreasing overall, we must try. This
approach is sensible; there is no justification for denying
US companies the opportunity to make sales because
of our lack of knowledge of foreign availability. Now,
this concept has been recognized explicitly in COCOM.
This is good.

The core list is now being negotiated in Paris.
It will result in a substantial liberalization of COCOM's
export controls. At the same time, IRAQ's invasion of
Kuwait has further dramatized the risks to the world
order associated with the spread of nuclear weapons,
missile and chemical/biological weapons capabilities
in the Third World. Our efforts to control and contain
these technologies will require expanded regulatory
processes with workable and effective enforcement
mechanisms by the COCOM partners and which also
must include detailed knowledge of foreign availability
on a world-wide basis. No matter how concerned we
are about risks, there is little point in only addressing
appearances. What is clear, however, is that the
world will remain a dangerous place and we must
remain on guard and prepared.

Questions from the Audience.

Bagley. Before we take questions - two points
of interest - the announcement in the Federal Register
of the decisions of the COCOM meeting of 6-7 June,
and the announcement of the President that the US
will authorize the launching of satellites from Australia
using USSR launch vehicles in the near future. These
are but two examples of the rapid changes in export
policies. And, as we know, the problems are
exacerbated by the fact that many satellites are actually
dual - use.

(Current Note. A good example is the use of
commercial satellite photographs to illuminate “nuclear”
facilities in IRAQ and shown on US TV.)

QUESTION. How can we determine what unclassified
information should be controlled?

Dr. Lomacky. DoD Directive 5230.25
established the Militarily Critical Technologies List
process in compliance with the Export Administration
Act (EAA of 1970,(5)(d)(2) as amended in 1985 and
1988). In effect it said what was not in the list should
not be controlled. However, there are and will be
items not on the list which should be; new items which
were produced after the list was published. The
directive did say that the List was a Guide, a starting
point for review. | would doubt that there will ever be
an all-encompassing or totally current list. However,
if a license application was made for an item not on
the list, and there was a preliminary decision that the
license would be denied, then, industry should insist
on justification for the decision. And that justification
should include, for example, industry’s knowledge of
foreign availability.

Bagley. It appears to me that much of the
information in that category is coming from the
telecommunications/communications security areas
where technologies are growing so fast that there is
considerable confusion, and all too often there are
arbitrary decisions such as: “it's on the list therefore
it is controlled.” It does happen.

However, in the final analysis a decision as to
whether an item of information should or should not
be controlled is the primary responsibility of the
originator, whether government, industry, or academia,
or all of the above. The originator is in the best
position to determine the worth of the information, the
potential value of the information, and whether the
information is worth the investment made to produce
it. And that decision should be the result of rational
analysis of why the work was done (at whatever cost)
the possible importance of the work to the company
or the government, or both, and the effects of
unauthorized disclosure. Only the originator can start
the analytical process and develop practical
mechanisms to protect the information as long as
economically reasonable which can only be done by
frequent review.

QUESTION. What is the relationship between
the MCTL and Foreign availability in the Department
of Commerce and the DoD?

Bagley. There are three inter-related documents - The
MCTL, the DoD Critical Technologies Plan, and the
Foreign Assessment of the Department of Commerce.
The law establishes the standards. Unfortunately
however, neither the DoD or the DoC have the assets
to produce the documents on a timely basis. For
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example, to make a foreign assessment of a single
item can require as long as 6-man months to complete,
review and publish. Further, there is no established
government data base of knowledge of critical
technologies throughout the world. For 40-45 years,
the intelligence community has devoted its efforts to
technical capabilities of the Soviet Bloc, and not the
rest of the world. In the final analysis however, it is
industry which must, and has the capability of providing
such a data base. It is industry that develops and
manufactures and selis products in accordance with
its perceived markets. It is industry that knows its
competition, knows its market and the need for its
products, Thus it is fair to say that the principal
contributor of data on foreign availability to the
government is industry and those research facilities,
government or industry which have extensive foreign
knowledge. Therefore, it is vital that industry participate
in the foreign availability process through membership
on the technical committees of Defense and
Commerce as well as the committees of the National
Academy of Science and Engineering.

INFORMATION SECURITY - A CONGRESSIONAL
PERSPECTIVE

L. Britt Snider
General Counsel
U.S. Senate Select Committee on Intelligence

Well, good morning to you all. It is nice to be
here. | see so many old friends | haven't seen in
quite some time. You certainly ook more bright eyed
and bushy tailed this morning than | happen to feel.
Not only did | stay up last night watching the ball
game but our neighbor's kids decided to have a party.
| used to come to these events almost every year
when | was with DoD. | always found them to be very
helpful occasions - not only to renew acquaintances
but to discuss common problems, solutions, more or
less get reinvigorated on the whole subject. | feel like
I'm a little out of date and out of the loop on this
whole area cause | have in fact been pretty much
involved in another focus in the intelligence world for
the last three and a half years and | may not appreciate
all that is going on especially in the executive branch
and defense industry in this area.

I've been asked to give a congressional
perspective on information security. This is something
that | found congressional staff is asked to do all the
time. I've been asked to give a congressional

perspective on this or that on five or six occasions
since I've been with the committee and | must say |
always approach that sort of task with some trepidation.
Who knows what Congress thinks about on a particular
subject. The only way you really know is when they
take a vote and then you know what they think on
that day. The next day, if they take another vote,
who knows whether it will come out the same. It's
not like the executive branch where it is pure middle
structure, the departments and agency’s funnel their
comments into it and at the end you turn out an
administration position on a particular topic. In
Congress you have 535 little fiefdoms, men and
women who have been elected by somebody to be
there. They have their own prerogatives and they
assert those prerogatives from time to time pursuing
whatever interest they may want to pursue. They are
limited only by their own endurance and their
commiitee assignments and the rules of either body.

What is the perspective of Congress on
information security? I'd have to say that probably
most of them have never given it a thought. You
know they know it's out there. They know there’s this
system of classified information. They know that there
are things they don't know that they would like to
know. They have a sense that things are kept out of
the public domain because they're classified and
therefore they can't talk about them. They have this
perception that a lot of this hides things that should
be discussed in public. They have this sort of general
undercurrent with very little understanding of what the
system is based on or how it works. But, as I've said,
it doesn't take all 535 to cause problems. It really just
takes a few who want to pursue their own interest in
this area to cause problems for the executive branch
or to lead to legislation. There is, however, a general
sentiment prevailing in Congress as a whoie which |
think may have implications for the security business
and clearly that's the changes that have taken place
in the Soviet Union and Eastern Europe over the last
year. There’s certainly a general feeling of why can't
we cut here and save there and take advantage of
the peace dividend if you will. ‘Why can’t we be more
open than we were before? Why are we so concerned
about security as we had been before? You certainly
see this attitude in discussing the defense budget and
the cuts that are impending there. Nobody really
knows what the size of those cuts will be but they will
be substantial this year and for the next couple of
years.

We also see this attitude in the debate over
the export control laws now that the Export
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Administration Act is up for renewal this year. In fact
its going to be voted on in a couple of weeks in the
Senate and you have a lot of people saying why do
we have to worry about export controls anymore, even
to the Soviet Union or Eastern Europe. Why don't we
let American businesses take advantage of these
opportunities and just lower the gates?

We see the same thing in the intelligence
committee. You all have no doubt seen some of the
editorial pieces. There was one in the New York
Times a week or two ago suggesting that the
intelligence budget be drastically slashed. One of the
commentators even suggested that the CIA be
disbanded and its functions be dispersed to other
agencies. We see it in the counterintelligence area.
A year ago we had a consensus that the embassy in
Moscow ought to be rebuilt. Now we have people
saying why do we need to build a new building, let's
just live with the old one. Even though its bugged
what difference does it make anymore? Why do we
need to worry about travel controls on diplomats?
Why don't we just let them do as they please? Why
do we worry about ceilings on diplomatic personnel
here in this country? Let’s just let things rise to their
natural limits. Why should we be looking at tightening
the espionage laws in this period of improving
relationships? Why should we be doing this now of
all times?

So this sentiment is going to pose a challenge
for security, for security resources, and security policy
for the next couple of years. | think this whole area
is going to need some very strong advocates,
particularly in the executive branch, but in Congress
as well.

Let me just take a minute to comment on the
Jacobs panel. This was soit of an extraordinary
exercise for the committee. Senators Boren and
Cohen, the chairman and the vice-chairman of the
committee, commissioned this effort last summer
before everything happened in Eastern Europe. As it
turned out, and they asked Ely Jacobs, who happens
to be the owner of the Baltimore Orioles, and Admiral
Bobby Inman, who you are familiar with, to put together
a group of private citizens to take a fresh look at this
whole area for what new legislation might be desirable
interms of improving our ability to cope with espionage.
They got together an impressive group of people.
They included Lloyd Cutler, who was former President
Carter's counsel, A. B. Culvahouse, who was President
Reagan’s counsel, Warren Cristopher, who was a
former Undersecretary of State and a Deputy Attorney

General, Saul Linowitz, who was formally Ambassador
to the Organization of American States, Richard
Helms, who was a former DCI and Ambassador to
Iran, Saul Weiss, who is now chairman of the Defense
Policy Board, a former State Department official,
ambassador, and a law professor at Columbia
University, and Harold Edgar, who wrote an article on
the espionage statutes back in the 70’'s which was
sort of a definitive article on the espionage laws. These
gentlemen met basically on weekends on their own
time last winter. They met with people in the executive
branch, getting their ideas for change. This led to
additional meetings among the panel members
themselves earlier this Spring and on May 23 they
came before our committee in an open hearing and
made 13 recommendations to the committee.

I'm not going to go through all 13 but | thought
I'd mention a few of them to you just to give you a
flavor for the sort of thing that's being proposed. They
proposed, for example, that we establish minimum
uniform requirements for top secret clearances by
statute. And they suggested that such requirements
ought to include providing access to financial records
and travel records of government employees with top
secret clearances during the period of the time they
had clearances and for five years after the clearances
were terminated. They recommended that government
communicators be subject to counterintelligence scope
polygraph examinations during the period of their
access or their jobs in that area. And they
recommended that the NSA director be given authority
to assist problem employees of NSA once they've left
the agency to prevent security problems from arising.
They recommended a new criminal offense for the
possession of espionage devices or equipment, where
the intent to commit espionage could also be proven
so that you wouldn’t have to approve the transfer of
classified information if you could show possession
and intent to commit espionage. They recommended
a new misdemeanor law for government employees
who remove top secret documents without authority
and who retain them at an unauthorized location. Their
thought here was basically that the espionage statutes
had not been used to punish such conduct and they
thought a misdemeanor offense was appropriate here.
They recommended that retired pay be denied to
persons who were convicted of espionage in foreign
courts where their crime involved U.S. classified
information. As you may have known, we've had two
cases | think in the last year where we've had retired
Army personnel convicted in foreign courts of
espionage involving U.S. classified information. They
also recommended that the Attorney General be
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authorized to pay rewards for information leading to
the armrest and conviction for espionage similar to the
authority the Attorney General already has under
statute to pay for counterterrorist type information.
And they also recommended that a court order process
be established for physical searches done for
intelligence purposes similar to the court order process
that's already established under law for electronic
surveillance. All of these recommendations were
agreed to unanimously by the panel members.

As | said, they were presented at a public
hearing of the committee of May 23, Shortly thereatter
we had these recommendations put in the form of a
bill as 2726 which Senators Boren and Cohen
introduced on June 13th and tomorrow we will be
having a public hearing on this legisiation. The Justice
Department will come in and testify on behalf of the
administration. We're having Mort Halpren
representing the ACLU and also Ken DeGraffenreid
who you will remember was responsible for
counterintelligence on the NSC staff during most of
the Reagan administration. But as 've said, this whole
effort was unusual as it has met with some degree of
skepticism even within our own committee in terms of
why do this now. It's also met with another kind of
skepticism particularly coming from one of the Senators
on our committee, Senator Metzenbaum of Chio, who
says tightening up the espionage laws and dealing
with espionage is fine but why don’t we at the same
time reduce our exposure to this problem. | mean
why can’'t we do something about all these classified
documents? Why can't we do something about all of
these people with clearances who don't need them?
And in fact he made a statement that | thought was
worth reading to you all, so you can see where he's
coming from. This is Senator Metzenbaum, “If our
secrets are truly to be protected Mr. Chairman, then
our security laws and regulations must be respected.
Unfortunately this is not the case today. The United
States Governmertt is in the ridiculous position of trying
to protect uncounted numbers of secret documents
with millions more being created each year. Roughly
four million people have access to such information.
Over 700 thousand have access to top secret
information alone. Our current system for protecting
secrets is rather like telling a park ranger to protect all
the wildlife in Alaska from would be poachers. There’s
too much to protect. Too many people can get access.
Nobody respects the system that classifies nearly
everything. These problems are far from new Mr.
Chairman, in 1985 the Stilwell commission that studied
the year of the spy for the Defense Department
concluded that “too much information appears to be

classified and much at higher levels than is warranted”,
The government's information security oversight office
(ISCO) called overclassification “a continuing nuisance
that eats away at the credibility of the entire system”.
In 1986, this committee, referring to the intelligence
committee, found that “the classification system is
unduly complicated and it breeds cynicism and
confusion in those who create and use classified
information”. 1 submit that the only way to truly protect
secret information in the modern world is to stop trying
to protect everything. There must be discipline in the
classification system right from the start, People must
be required to think before they classify and there
must be sanctions for overclassification just as there
are now sanctions for underclassification. Once the
material to be protected is limited to that which truly
merits protection, far fewer people will need access to
that material. There will be more respect moreover
for the need to protect the information. There will
also be more justification for the inconveniences and
invasions of privacy that we are asked to impose
upon people with access to such secrets. As useful
as the suggestions of the Jacobs panel may be they
will achieve Iittle without such a complete overhaul of
the classification system. Mr. Chairman this committee
must call on the administration to develop within sixty
days and to share with us plans for significant
classification reforms that can be enacted by the end
of the year. Our national security cannot wait another
five years. At the same time Mr. Jacobs and his
panel should examine this issue and bring their
influence to bear on the executive branch to reduce
substantially both the amount of classified information
and the number of persons with access to that
information. Finally if the administration cannot revamp
the classification system this year, | propose that this
committee and other interested committees report out
legislation to enact this needed reform. Several of
the legislative proposals to be presented today place
special burdens on two thirds of a million loyal
americans who have access to top secret information.
| firmly believe that the administration must share those
burdens by reforming its own system. Until it does so
| will be very concerned over proposals to make so
many Americans give up more of their privacy or to
create new criminal offenses that are easier than ever
to prosecute.”

That's Senator Metzenbaum on information
security. He's one senator but as | mentioned before
one senator can push things a long way when he
gets motivated and this senator happens to be
particularly motivated on this subject. He requested
and obtained from Senator Boren, the chairman of
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the committee, a commitment to follow through on
this whole area at the hearing. We subsequently
followed this hearing with a letter to Steve Garfinkel,
who we knew was chairing an interagency effort to do
just precisely what | think Senator Metzenbaum has
in mind, which is looking at the sunshine dividend we
might be able to glean from all that's happening here.
We haven't been pressing Steve for a response to
our fetter and | can’t recall what the deadline was, but
| don't think this is going to last forever. 1 think the
point is that there is interast on the hill on this subject,
whether Steve’s group is able to come up with ideas
or innovations that would satisfy the concerns of
Senator Metzenbaum and others | simply don't know.
| sat in on enough of these interagency panels to
know that I'm not particularly sanguine about the ability
to push innovative ideas through the bureaucracy on
this particular issue, but certainly | look forward to
reading what Steve's come up with. Could there be
legislation? It wouldn't surprise me at all if in fact the
committee reports out the Jacob’s panel legislation, if
it goes to the floor it wouldn’t surprise me at all to see
Senator Metzenbaum offering amendments on the floor
to deal with his particular concern. I'm not quite sure
what they might be but this is certainly a possibility.

Incidentally | think its an area that NCMS,
probably as much as any organization | can think, of
would really be in a position to help. You have the
expertise, you have the experience. 1 think this is an
area your organization really ought to think about. |
don’t know whether Steve has engaged you all or not
in his project. | know the committee would be very
interested in getting the views of the professionals in
this area in terms of what might be done that would
make a difference but would still not prevent us from
protecting that which still needs protecting, not
withstanding all the changed circumstances in the
world. | think there really is sort of a new imperative
here that's driving this and | think you could help.
What sort of things ought to be looked at and should
there be higher thresholds for classification? Should
we think again about automatic declassification for
certain categories or even certain types of information?
Should we be thinking about going back to automatic
declassification? Should we think about phasing out
confidential? Do we really need a three tier system?
Sounds pretty radical and | know it would present a
lot of practical problems but is it really beneficial to
continue to maintain three tiers? Should we think
about downgrading classification guides or automatic
downgrading and declassification guides? Are there
categories of information that in fact we are not
concerned about protecting any longer? Has anybody

attempted to make this analysis at all on a
decentralized basis? Would it help to decrease the
number of people with original classification authority?
Would that make any dent at all? Are there any sorts
of checks or limits you can realistically put on people
who apply derivative classifications without bogging
down the system completely? We need more oversight
and we need more federal mechanisms for challenging
improper classifications that won’t interfere with
carrying on the business of the departments or
companies.

| don’t know what the answer is here. But |
do think it is a good time to think about it. Things do
seem to be gelling here and we could very well see
legislation in this area. Would it pass? | don't know.
| think that’s rather doubtful particularly if the
administration were to oppose it and they have always
opposed any legislation in this area. But it might
nonetheless tap into this sort of reservoir of
congressional skepticism about the whole program
that | mentioned at the beginning. You know that
people feel like there is a lot out there that they’re not
being able to see and the system is being used to
protect things for the wrong reasons. | even hear this
from the members of the Intelligence Committee who
in fact are exposed to the real secrets. So it's a very
widespread conception up there that just strikes me
that if legislation were to be proposed, it may very
well trigger this reaction in people. It's not really
partisan. It's more institutional than anything else and
it's not very well informed either. As many of you
have heard me say before, | happen to be a proponent
of. legislation in this area, that is, to create a
classification system by statute. If ’'m not mistaken,
didn't NCMS take this position itself several years
ago? s that right? | think it makes sense, | think a
law can be passed that respects the President's
constitutional prerogatives. It allows him enough
flexibility to deal with situations under this statute but
| think it would help to have a statutory basis for this
whole program so that it covers not just the executive
branch but it covers the legislative branch and the
judicial branches. | have always been bothered by
the fact that there is nothing that binds the legislative
and judicial branches to the classification system. They
accept it, they don't know what else to do but accept
it. But you know they are not bound by executive
order. It just seems to me that there ought to be a
stronger legal underpinning.

The classification system really forms the basis
for a number of other statutes. The espionage statutes
are premised on the transfer of classified information.
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The Freedom of Information Act exempts classified
information from public disclosure. The Privacy Act,
ditto for that. But these are all fenced statutes that
are based fundamentally on an executive order and
on determinations made under an executive order.
And finally | think that having it in a statute would
increase respect for the system even within the
executive branch, and it would lead to greater discipline
within the executive branch.

| happen to think this is probably a good time
to look at this whole area while in a time of decreasing
tensions rather than a period while you have a lot of
passion and heat applied to the process. | think we
actually may do something more sensible in a time
when there is less concern for the international
environment. Stay tuned. | think that we'll see over
the next year whether this is going to materialize or
not but | think there is still a lot left to be done even
within our committee on this subject. | wanted to
leave plenty of time for questions and I'm not sure
how much time |1 have left but before doing that |
wanted to say a few words about information security
or security in general in the Congress. | don't think
there is anyone else in your program who is going to
cover this and you ought to know about it so I'll just
take a minute or two to let you know about some of
the developments.

Congress has of course been a very much
maligned institution in terms of its ability to do things
securely, perhaps with a lot of justification. But things
are improving, particularly in the Senate. As you all
probably know, the Senate a little over two years ago
created its own office of security. They have now
issued a Senate security manual which is binding on
all offices in the Senate. The problem before was
particularly bad with respect to Senator’s offices and
committees who did not deal in the national security
area and weren't used to handling classified
information. All of those offices are now covered by
the new manual and the new system. This Office of
Senate Security processes all the requests for
clearances. It serves as a repository and clearing
house for classified documents coming to the Senate,
They are all delivered there, logged in there, stored
there, if the office getting it doesn't have a storage
facility, and they check the documents out during the
day to the cleared staff and they check them back in
in the evening for storage and that sort of thing.

They have also now appointed security
managers in each senator's office as an additional
duty sort of thing. If classified information shows up

one day in an office, there will be someone there who
knows what to do with it. We've all heard stories. |
remember Congressman Bennett telling Dave Whitman
and myself that he had a classified document at his
office and the staffer didn’t know what to do with it.
It was late in the day and so the staffer took it home
with him and slept on it, put it under his pillow, and
returned it in the morning. No harm done. But that's
not the way to operate obviously. Hopefully we won't
see that anymore.

They have also tremendously improved the
technical security up there. | saw a telephone directory
the other day of every senator that had a STU lll. It's
amazing, | would bet 50 senators probably have STU
IIl's in their personal offices now. These are senators
who deal with either the chairman or ranking members
of committees in the national security area and the
senate leadership, all of whom now have secure
telephones in their personal offices. Committee offices
too have STU Ili’s. The intelligence committee used
to have one and now we probably have twenty. It
makes a big difference. It helps a tremendous amount
| think in terms of keeping our work secure. There’s
also been new technical monitoring systems that have
been installed by the Senate Office of Security that
give them a real time capability to monitor technical
intrusions and hearing rooms that are used for closed
hearings. Senators' personal offices are now covered
by this sort of thing so there is a far greater capability
now in the senate than there used to be. All this I'm
sure you have lived with for years and sounds pretty
rudimentary. For the senate its a big step forward
over how things used to be. The house has not yet
established its own office of security but I'm told that
they intend to do so whenever they can figure who
should be in charge for the effort. So perhaps we'll
see the same thing there.

I’'m not sure how much time we have left but
let me invite any questions about anything you want,
whether on things I've said or other things you're
interested in.

Question: Clearances in the office of security. Has
anybody been denied a clearance?

Answer: | dont have an answer to that. This raises
an interesting problem because its not all decided the
same way. Some committees like the Intelligence
Committee insist on adjudicating the clearances of
their own employees. Other committees will ask the
Defense Department. In fact it turns out to be OSD
Security most of the time adjudicating clearances for
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their committee staff and they simply just accept the
determination made by the executive branch. it varies
from office to office. The Intelligence Committee has
an unusual procedure. The FBI does background
investigations on our staff, the results are sent both to
OSD and to the DCI for their comments and they
come back and tell us whether they have any objection
to clearing this particular employee and then the
chairman and vice chairman of the committee will
actually make the decision. Since I've been there, we
have turned down several people who were okayed
by the DCI and OSD for clearances. The committee
is very rigorous as to who they will accept from a
security standpoint. But as | said it varies and some
committees leave it in the hands of the executive
branch and some people insist that they have to make
the adjudication determination themselves. The office
does not make the adjudication decisions. They might
comment on it but they don't make it.

Question: What Senator Metzenbaum seems to be
complaining about, which is how to reduce the amounts
of documents and security clearances and this sort of
thing, is a different issue than establishing by statute
a basis for the classification system, and | think that’s
right. The question is why can't it all be done together?

Answer: Well | guess it can be done together.
Particularly if you can think of ways to deal with
Metzenbaum’s problem when you create the system.
In other words you could imagine putting into a statute
restraints on what could be classified. You already
have that in the executive order. You could take that
and perhaps even expand upon what should not be
classified. | haven't thought this through but it does
seem like that would be something you could put into
a statute if you were so inclined. You might even
establish some sort of procedure by statute or
requirement for challenging improper classifications
and that sort of thing. You could require that by law
if you wanted to, so there are things that i think could
be done to satisfy Senator Metzenbaum’s concerns if
the will is there to do them.

Any other questions? If not, let me just say
that I've enjoyed being with you and wish you a very
successful conference. Thank you.

DECLASSIFICATION IN THE NATIONAL
ARCHIVES

Edwin A. Thompson
Director, Records Declassification Division
National Archives and Records Administration

Please cast your memories back eighteen
years to 1972. The Eighth NCMS annual seminar
was being held in Palo Alto, California. The Society’s
president that year, Gene Suto, had invited me to
address the seminar. The emphasis of that seminar
was to be a wide-ranging and carefully crafted review
of the new Executive Order on the Government’s
Information Security Program (E.O. 11652). The
program also had a workshop on training classification
managers. This was followed by Jack Robinson’s
examination of the British Official Secrets Act. The
DOE interests were conveyed by a luncheon speaker
from Lawrence Livermore Labs and a session on
AEC’s Restricted Data declassification program. Finally
there was a press panel. A very typical NCMS
program.

But the real emphasis of that seminar was
the fall-out of Watergate and the Pentagon Papers -
- the new Executive Order E.O. 11652 was the first
major overhaul of the classification system since
President Eisenhower signed E.O. 10501 in 1953 (19
years earlier). Much of our discussion -- formal and
informal -- at the 1972 Seminar was proper
classification under the new information security
program.

My presentation eighteen years ago was part
of the seminar’'s examination of the Order and was
entitled “Effective Declassification at the National
Archives.” | pointed out that by this new Order my
boss, the Archivist of the United States, was given a
new responsibility vis-a-vis the management of
classified records. That responsibility focused on the
declassification of information in order to make it more
readily available to the public -- a public which wanted
it and needed it to understand the workings of the
Government in our democracy. ’

| briefly described how the National Archives
-- first established in 1934 -- was created to receive,
preserve and make the permanently valuable records
of the Government available to the Government itself
and to the public. How World War Il changed the
character of records transferred into the National
Archives -- an explosion in the quantity and most
notably, a change in the character of the records.
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Most of the World War Il and many post-war records
were security classified resulting in new storage and
public reference problems.

Until 1972 there was no national program
which would readily lead to public release of this vast
valuable hoard of classified documents. Demand for
access was restrained by the requirement for agencies
to themselves review the limited number of documents
a researcher was permitted to request or for the
researcher to obtain a security clearance. To quote
my 1972 paper,

To the National Archives the requirement of these
orders (E.O. 10501 as amended by E.O. 10816 and
President Kennedy’s E.O. 10964 of 1961) meant that
large quantities of classified records acquired from
war-time emergency agencies and similar records
originated by the military and other departments were
effectively closed except to the most persistent non-
official scholars who convinced the responsible
agencies that their access was in the best interest of
the government and that they were trustworthy.

All of these Executive Orders stated the
principle that the originator of classified records was
the final arbiter of what was to be declassified.

Modifications of the system between 1945 and
1972 had little effect on making access easier for the
public. The staff of the National Archives facilitated
the procedures embedded in the various orders by
making still-classified records available to approved
researchers in secure reading rooms and transferring
any notes taken to the agency for approval.
Alternatively we submitted photocopies of the identified
and requested documents to the originating agency
for a release determination. The bottom line was that
in 1972 relatively few classified records dated through
1945 had been examined and released. The quantity
of World War 1l records already in the National Archives
was staggering -- my estimate in 1972 was
approximately 260,000 cubic feet of records or
approximately 50 miles of paper. | further estimated
that the classified record items scattered among these
amounted to about 49,000 cubic feet of paper records
and some 18,500 rolis of microfilm or about 160 million
pages of classified material.

Having provided that background, 1 then
proceeded to describe the efforts taken by the Archivist
to implement that section of E.O. 11652 which said,

All information and material classified before the

effective date of this Order (1972) and more than 30
years old shall be systematically reviewed for
declassification by the Archivist of the United States
by the end of the thirtieth full calendar year following
the year in which it was originated. In his review the
Archivist will separate and keep protected only such
information and material as is specifically identified by
the head of the Department. In such case the head
of the Department shall specify the period continued
classification.

While | had estimated that under the previous
orders and directives it would take about five years
and 1,136 man-years at a cost of about $11 million to
review the 160 miillion classified pages, by the 1972
Order the National Archives was faced with a
requirement to complete the entire declassification
review in just over three years to meet the thirty year
deadline.

But the new Executive Order also provided
new authority to the Archivist and obliged agencies to
develop and provide systematic declassification review
guidelines. Consequently, we expected to be able to
“bulk declassify” large quantities of less sensitive
records and quickly iabel entire containers of
declassifiable records rather than cancel markings and
stamp declassification authorities on every document.
We revised our estimates and launched our effort.
This effort included getting 19 key agencies involved
-- through meetings and consultation -- in providing
useable declassification guidelines while at the same
time recruiting, clearing and training staff.

In concluding my 1972 presentation |
expressed this thought: From our point of view, E.O.
11652 is a decided improvement over the earlier E.O.
It shifted the burden of proof from the researcher,
who wants to see the document, to the agencies,
who must justify their continued classification. We
see it as an attempt to strike a new and better balance
between the Government’s need for confidentiality and
the people’s right to know -- a balance in favor of
greater access.

Now, reporting to you in Washington eighteen
years later, let me briefly describe the present situation
regarding the declassification program in the National
Archives, | am focusing on the National Archives
because that's where declassification of records most
clearly equals public release. This is a progress report.
The declassification requirements have been modified
several times since 1972 but the essence of the
program has remained largely unchanged from
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President Nixon’s E.O. 11652 through President
Carter's E.O. 12065 to the present Reagan E.O.
12356.

By 1976 the National Archives had reviewed
over 160 million pages of records which were
previously classified -- one year later than hoped for,
but given the start-up problems a rather remarkable
achievement. By the end of this fiscal year (1990)
the National Archives will have reviewed and made
available to the public about 475 million pages of
previously unavailable records.

Nearly all of the World War Il and most of the
Korean War era military and civilian agency records
have been systematically reviewed. The small amount
of World War |l era records that still contain classified
information are records recently accessioned into the
National Archives including some Office of National
Intelligence and other Navy records still being
transferred from the Navy’s classified historical records
holding area in the Navy Yard. Also large quantities
of still classified World War |l era microfilm which
because of the nature of these records -- largely
message center files -- and their high cost of review
will only be reviewed for declassification on demand.

Since 1982 the National Archives’
declassification program has concentrated on reviewing
post-World War 1 foreign relations documentation in
cooperation with and in part financially supported by
the State Department and the Agency for international
Development. With this financial assistance and
through the provision of expert assistance and the
preparation of carefully wrought and very detailed
declassification guidelines, the National Archives has
systematically reviewed nearly all of the State
Department’s records through 1959 (except overseas
embassy and consular records after 1954) and the
records of the predecessors to the Agency for
International Development through 1954. These are
some of the most frequently requested records in the
possession of
the National Archives.

But not everything is being reviewed as it
becomes 30 years old. One of the most significant
changes in the declassification program in Executive
Order 12356 is that it no longer requires that all
classified records accessioned into the National
Archives of the United States be reviewed for
declassification when it reaches a certain age. Instead,
we are asked to review and declassify only those
records in greatest demand by the public and where

there is good return on our effort. This change in
approach is simply a recognition of two facts we faced
in 1982

First, the resources were never going to be
sufficient to continue on the old basis. Budget cuts
in 1982 resulted in a staff cut for the declassification
effort to the National Archives from a high in 1981 of
nearly 89 to a present staff of about 50.

Second, the quantity of more sensitive
classified holdings in the National Archives has
increased tremendously. In 1984 we estimated there
were over 53 thousand cubic feet or about 134 million
pages of classified records. In the following three
years (1985-87), the volume grew to 127 thousand
cubic feet or over 317 million pages, an increase of
137% despite the declassification review of about fifty
million pages during those same three years. We
estimate that approximately 40% of all the permanently
valuable records being accessioned into the National
Archives can be expected to contain classified
information. This rapid growth results in a growing
backlog which far outstrips our present ability to review
about 15 million pages a year. Our ability to devote
effort solely to systematically review records is also
severely affected by the increase in demands for
declassification review -- by researchers making
requests under the Freedom of Information Act (FOIA)
and the mandatory review provision of the executive
orders. This impact | did not foresee nor address in
1972. 1t only began to really adversely affect our
systematic review program after the staff reduction
(RIF) in 1982 when the staff plunged from 89 in fiscal
year 1982 to 48.5 in fiscal year 1983. As fewer series
of records were systematically reviewed, researchers
reacted by demanding reviews of larger and larger
blocks of records. We spend a great deal of time
trying to persuade researchers to refine and reduce
their requests.

Not only have we never recovered the staffing
level we require to keep up with the incoming records,
the proportion of effort absorbed by these special
demand reviews has increased to a point where nearly
20% of the staff is devoted exclusively to meeting
these requests. This leaves us with too few resources
to tackle the really significant records which we would
like to review systematically.

Everyone involved in declassification review -
- the leadership of the National Archives, the Director
of the Information Security Oversight Office, and the
agency experts working with us -- appreciate that
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systematic review is a far more efficient and cost-
effective approach to making historical records of real
significance available to the public. How much more
cost-effective? A 1987 study by a task force in the
National Archives determined that it cost the National
Archives 56 cents to systematically review a classified
page compared to $17.80 for a FOIA or mandatory
review of that same classified page. Clearly we need
to increase our efforts to conduct systematic reviews.

White | will always advocate a larger
systematic review program for historical records in
the National Archives | must also tell you of the impact
of a very aggressive systematic review program.
Reviewing especially significant records often results
in withdrawal of a great many individual documents.
For example, nearly 20% of the 1955-59 State
Department central decimal files are withheld. This
often results in increases in mandatory review requests
from the public for those same withdrawn items. As
a FOIA attorney from the Department of Transportation
once stated, “The community of requesters typically
don’t know that they want, until we tell them what
they can’t have.” As more records are reviewed and
withdrawn from high-research interest record series,
more targets are created for mandatory/FOIA review
and the volume of requests grows accordingly. The
most recent and the higher the level of subject interest,
the more immediate the public reaction. The result is
an ever greater requirement for additional resources.
Clearly we need to focus our efforts to gain the most
from the dollars available.

Several years ago the National Archives --
after consutting with historians and the knowledgeable
reference staff within the Archives -- identified a priority
list of systematic declassification. It came to over
45,000 cubic feet or about 35% of the classified
holdings at that time. A plan was proposed -- largely
involving a substantial increase in staff -- to attack
this priority list of records. The plan acknowledged
that about 65% of the holdings of classified records
would only be reviewed in response to demands. But
attempts to increase the staff through additional hiring
have run up against delays in obtaining clearances,
transfers-out, reductions in the amount of reimbursable
funds from the Department of State (after eight
wonderful years of this cooperative effort) and now an
absolute hiring freeze in the National Archives. A
depressing situation, indeed. We know what needs
to be done and how to do it. But we apparently never
have the resources necessary to meet the objective.

The declassification program in the National

Archives has had a roller-coaster ride during the past
17 years. We experienced a steady climb in the staff
available from just 20 percent in 1974 to the high
point of nearly 90 in 1981. Then a steep plunge to
48 in 1982 and a further fall off to just 37 in 1983.
While we have recovered somewhat since then, we
seem unlikely to see the staffing levels attained in
1982 again. Unless there is a great outpouring of
researcher - public concern and consequent executive
and legislative branch attention and interest in
declassification there will be no appreciable increase
in appropriations. Consequently we must find other
ways to obtain the objective. From our prospective,
therefore, we need to change the rules of the game
since we can't change the number of players.

We must look for a great sharing of the burden
of declassification through a substantial renewal of
declassification effort by agencies on the permanently
valuable records retained in their custody before they
are transferred to the National Archives. Agencies
should also be obliged to provide real declassification
assistance to the National Archives by assigning expert
manpower when needed or by providing reimbursable
funding assistance to the National Archives.

We should also demand some new thinking
about what requires continued security protection after
the passage of time. Changes in the political and
military situation in Europe and elsewhere during the
past few years, consequent changes to strategic plans,
changes in the tactical situation, changes in weapon
systems used and scrapped, changes in relationships
with former “enemies” and changes in the role of the
U.S. in international organizations such as NATO and
compromises of our “secrets” all suggest an urgent
need to reconsider our thinking as to what exactly
requires protection after 30 years. The impact of
these changes on classification and declassification is
a challenge we must all weigh and consider carefully.
New thinking about classification guidance and revision
of agency declassification review guidelines is urgently
required.

The objective remains as it was when this
program began in 1972; To make more of the
government’'s formerly security classified records
available to the public sooner rather than later -- or
never. |'ve told you something about how that is
being done (and can be better done) in the National
Archives. | have also suggested that federal agencies
must play a much larger role in meeting this same
common objective. It cannot all be left to the National
Archives!
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You in industry who originally created and
are often holders of older classified records should be
concerned too that continued classification of these
historically valuable records is costly to you to
safeguard and costly to you as taxpayers after they
reach the National Archives. | invite you to join us in
challenging the need for continued classification of
older records and in pushing for increased systematic
declassification review by agencies and increased staff
resources for the National Archives.

At the same time we in government must be
imaginative and bold in the revision of the prevailing
declassification guidelines and deadlines for keeping
information classified. If we do this we might once
again return to the days which we enjoyed in the early
1970’s of bulk declassification of significant portions
of our records. We can hope for and fight for
acceptance of the concept of automatic declassification
of most categories of information after a reasonably
short passage of time. Maybe not the General
Declassification Schedule of the Carter Order, but a
new approach that recognizes the real impact of our
post-Cold War world on 3 to 5-decade old classified
information. Without this change of thinking we will
never catch up and the public’s trust in the efficacy of
the Government’s classified system may be lost

forever. Such a loss none of us in this room can

afford or tolerate.

NOTE: The views expressed are those of the author
and do not necessarily represent those of the National
Archives and Records Administration. Mr. Thompson
retired from government on September 3, 1990.

CLASSIFICATION MANAGEMENT AND THE
DEPARTMENT OF DEFENSE

Arthur E. Fajans

Director of Security Plans and Programs

Office of the Deputy Under Secretary of Defense
{Security Policy)

On the door of my refrigerator at home | have
magnetically stuck an AT&T advertisement which
simply depicts an artist's rendition of a dinosaur. The
caption is equally simple and direct to its point: history
is full of giants who couldn’t adapt.

| put it there in a vain parental attempt to
communicate something useful to my eighteen year
old son. But sometimes when | come home from a

particularly frustrating day at the office, | wonder
whether | put it there for him or, subconsciously, as
a reminder to myself that change often requires
adoption of a different point of view.

| try to be responsive to my environment and
sensitive to changes in perception or even reality.
Just recently, for example, | gave a speech locally
and during the coffee break that followed | engaged
in conversation with some in the audience. It's a
good time to receive feedback and generally find out
what people think and how they perceived your
presentation.

(That was a very boring speech. | would
have been embarrassed to deliver a speech like that.
That was the worst speech | ever heard. That's all
right, he’s old and senile and he just goes around
repeating what he’s heard other people say.)

You've been at this conference for over a day
now and I’'m sure that the mindboggling events of the
past year in Eastern Europe have and will be given
more than just a passing mention.

Did | predict such radical change? No. Do
| know what the next ten years will bring? No. Do
we need new criteria to define who we work with and
who we work against? Yes. Are current security
policies supporting decision makers and the overall
objectives of the Department of Defense?

Do we know enough to deal with the rapidly
changing world environment and are we, unlike the
dinosaur, flexible enough to entertain new ideas? We
must adapt to change.

The advent of a new decade brings a time of
heightened expectations to the American people--
expectations of a peaceful and stable world.

The collapse of the lron Curtain and the
political developments in Eastern European nations
have seemingly reduced the military threat in Europe.

Yet, it has been the traditional role of the
military to concentrate on potential adversary’s
capabilities, not intentions. That has not changed.
Intent is the silent operation of the mind. | cannot
know your intent, | can only make judgements based
on actions, what you do, and what you are capable
of doing.

The objective still remains to provide for the
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defense of the nation and it remains defense policy to
ensure that security resources are expended to protect
only that which truly warrants protection in the interest
of national security.

Basic security concerns remain the same. In
fact, our secrets may be more vulnerable in times like
these when “loose lips, sink ships” sounds
inappropriate.

We all understand that the security disciplines
should inter-relate, but it all starts with information
security. What is it that requires protection? Once
information has been identified as classified, all of the
other safeguards, physical, personnel, industrial, should
come into play. Although protection of information
has been a fact of government life since the earliest
days of the United States, the “birth” of the information
security program as we know it may be considered
the issuance almost thirty years ago of Executive Order
10290, which provided for protection of information in
the interest of national security in the military and
non-military departments of the government.

Since then, we have seen a succession of
executive orders that changed and re-changed the
program. Since then too, we have seen dramatic and
far-reaching changes in a wide variety of factors which
influence our needs and ability to protect national
security information.

Some of these are the information explosion
since the mid-60's, the constantly changing threat,
changes in the operation environment as we seem to
be moving toward a paperless workplace, the computer
networks of the 70's and 80's, increasingly constrained
resources, and fragmentation within the information
security program itself,

Are these issues tactical or strategic? Are
they rooted in the basic policies and approaches of
the program, or are they primarily problems of
implementation? How will open skies, Conventional
Forces Europe (CFE), or START treaties effect the
total security environment? None of these questions
can be answered quickly or easily, but will we learn
the answers in the next few years ahead.

| believe in order to understand or predict
where security policy development is going, we need
to have a better understanding of where we've been.
We need to analyze, evaluate, and just plain think
about factors that influence the security business
generally. But we don’t have to do a 200 year historical

analysis to gain valued insight.

Experience is the best teacher and our own
experience is there for the taking. It takes but a
moment to recall the decade of the spy, the 1980’s
and to look quickly to what we may expect in
comparison in the 1990’s particularly with the
realignment of political forces in Eastern Europe.

In the past, significant increases in emphasis
and resources in security required emerging
technologies ripe for application and public alarm and
consensus within the security community and the
perception that hostile intelligence services were
exhibiting provocative behavior.

In the 1980’s, essentially all of these factors
existed. Retina eye prints and hand geometry for
area access systems, intrusion detection devices,
infrared and motion detection alarm systems,
automated document control systems the polygon and
a continuing vast, array of physical security systems
marked examples of technology applied to security

“disciplines in the 1980’s.

Media coverage of the Walker spy case and
others, the Soviet bugging of the newly constructed
U.S. Embassy in Moscow, and Admiral Inman’s
initiating concern that there was a hemorrhage of
Western technology loss to the Eastern Bloc markedly
raised the public’s consciousness of the threat to our
nation’s security.

In response, the government security
community became more closely aligned with the
intelligence and counterintelligence community and
there was consensus for a more proactive stance and
protection services became security countermeasures.

And it took like imagination when you saw a
photograph of the Soviet space shuttle to see what
the hostile intelligence services were doing in terms
of information and technology they were gathering
and how it was being immediately applied.

But what about these four factors, emerging
technologies, public alarm, consensus within the
security community, and the provocative behavior of
hostile intelligence services, in the 1990’s,

Technological developments continue their
rapid pace but there is growing concern that we are
not keeping up. Automated information systems and
the digital processing of huge volumes of data are
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raising serous security dilemmas concerning
unauthorized access, tampering, logic bombs, and the
very integrity of data networks on which we are
becoming rapidly and increasingly dependent.

Public alarm has virtually evaporated and has
been replaced by growing expectations of peace
dividends, information access dividends, and in
general, a more benign stable and peaceful world.
While some members of the public remain uneasy
over present developments, others are questioning
the continued paranoia of the security community and
are asking where's the treat?

Security policy makers within government no
longer share general agreement on how to face the
challenges of the future and in my opinion, security
policy development and implementation is returning
to an environment marked by rice bowls, special and
parochial interests, and competing disciplines.

We see special access programs, operations
security, computer security, emanations security,
(TEMPEST), and a calll, born of contractor frustration,
for a National Industrial Security Program.

Finally, the Soviet Union seems to have seen
the error of its ways and the face of Europe is
changing. The hostile intelligence threat will change
and | believe we will increasingly see that term falling
into disuse and replaced by the foreign intelligence
threat.

CNN’s Ted Turner recently circulated a memo
to his staff that directed them to no longer use the
adjective foreign in reporting the news and to substitute
the adjective international to more accurately reflect
what's going on in the world.

Using that anecdote as a point of departure,
when you use the term foreign threat, you presume
a single nation state. When you use the term
international threat you've broadened the scope of
concern. An international threat does not necessarily
owe allegiance to any one political philosophy, is less
encumbered by the forces of a nation state, and is
more difficult to define and therefore more difficult to
defend against.

How shall we react in the 1990's? How shouid
we as security professionals prepare ourselves? How
should we adapt to the changing environment?

Efforts are underway to insure that security

policies are in tune with today’s realities and tomorrow’s
challenges. But as these policies develop, | am
sometimes reminded of what the snail said when he
went for a ride on the back of a turtle-wheeee!

Internally, we have developed a plan for
increasing the effectiveness of information security
and special access program oversight. Over the past
several years, we have accomplished numerous
oversight activities but the actual processes have been
uneven.

We have embarked on a more aggressive,
more comprehensive, and more cohesive program of
oversight of defense component programs. | see my
oversight responsibilities as something more than just
making sure that defense activities are in compliance
with security requirements.

| have placed a high value on the feedback
that oversight visits provide for without that input from
the various activities. | cannot be as responsive as
| feel | should be in trying to resolve security policy
issues and improve the overall effectiveness of the
various programs. | cannot and should not establish
security policies in a vacuum,

There also has been considerable activity
within the Office of the Secretary of Defense in
recognition that revolutionary change is needed in the
way we manage security within the acquisition process.

Project managers and systems acquisition
personnel have a unique, highly critical and pervasive
security responsibility. They make a vast number of
key decisions on what DOD will and will not protect
as national security information.

They have a profound effect on the amount
of classified information produced or present at any
time within the Department of Defense and the
Defense Industrial Security Program.,

They also decide or heavily influence the
added security requirement necessary in special
access programs. Consequently, their work
determines, in large par, the resources that DOD
must commit to protecting national security information.
The very nature of special access programs, for
example, can dictate an extraordinary expenditure for
security support.

Management reviews have noted that
operations security needs to be enhanced at RDT&E
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facilities; that the supporting counterintelligence and
security apparatus has not always been used to best
affect; and that many programs lack an overall security
concept.

The failure to integrate security
countermeasures into a coherent “system” has resulted
in unacceptable program vuinerabilities. '

As aresult, the effectiveness of the supporting
security disciples in aggregate has been less than it
could be, and the competitive edge afforded by our
latest weapons systems is less than it could be.

An acquisition/policy/military department
review group on protecting the U.S. technical lead in
systems acquisition recommended;

*The formulation of a comprehensive system
protection plan for each major system prior to
milestone 1,

«and the use of C1 and OPSEC surveys to monitor
information loss for each major acquisition system
during its development.

The analogy | like to use is a comparison of
security to total quality management, until program
managers and acquisition executives accept that
security like quality is a management responsibility,
we will have problems implementing the program.

One classification management anecdote
involves the statement by an acquisition executive
that when reviewing the classification guide for a
weapon system to discern what was more sensitive
about the project, it was like trying to discern the size
and shape of a city from reviewing a telephone book.

We need to consider what management tools
are needed by our executives and program managers
to make informed decisions about the level and quality
of security afforded the product involved.

As the security experts, we need to do a
better job of communicating these requirements so
that management decisions are appropriate.

Also, we need to begin using time-phase
classification guidance, keyed to the milestones of
the acquisition process, so that we can afford the
level of security needed during each phase, and that
the tailored countermeasures are effective for the
system and the technologies involved in the

environment that they will be used.

Ancther necessary step involves implementing
controls available. to limit distribution of unclassified
but sensitive program information.,

Finally, | believe that we will see specific
requirements in the new major system acquisition
directives to be issued later this year including
integrated protection planning, or a system security
approach.

In a closely related effort on 23 May 1990,
the Deputy Security of Defense signed a memorandum
requiring immediate implementation of a technology
assessment/control plan (TA/CP) for application by
the services and defense agencies.

The TA/CP describes a program’s scope,
identifies the technologies and sensitive information
involved.

It evaluates the foreign technologies or other
benefits the United States is likely to acquire, assesses
the risk to U.S. classified and unclassified sensitive
information, establishes foreign disclosure guidance
and prescribes specific requirements for the protection
of classified and unclassified sensitive information
during the course of the program.

A working group has been established
consisting of service and OSD acquisition and foreign
disclosure representatives to develop a game plan for
the systematic and judicious implementation of the
TA/CP.

The goal is to require security and foreign
disclosure planning early in the acquisition process
(milestone 0) so that the security controls and
disclosure decisions can be applied systematically in
order to apply our security resources where they are
most needed.

But these initiatives will take time to be fully
implemented to be fully effective. That is a cultural
change; it gets at the very basic ways we've done
business in the past. But we must change and we
must change now.

I mentioned earlier that security disciplines
should interrelate. The great unfortunate fact is that
this is not always the case. There is too much
fragmentation in the government’'s development of
security policies and program implementation and
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much well-intentioned work results in conflicting
requirements or worse yet, counter-productive
requirements.

But, in facing the time ahead, it is necessary
to continue to seek ways to integrate security into the
programmatic activities of our respective employers.
Too often the security professionals sees himself or
herself as a specialist and not as a part of the whole.

This is not only self-defeating, it may also be
self-destructive. U security is viewed as a separate
entity, which often it is, and there is need to save
money or cut resources, security is too highly
vulnerable.

If, however, we strive to create the notion
that security is an integral part of the on-going activity
or operation, not only does that contribute directly to
the overall success and integrity of the effort, it also
provides some greater degree of protection against
losing necessary resources.

Tack-on security is both costly and inefficient.
Tack-on security in an environment of shrinking
resources could be disastrous. Our potential losses
are two-fold.

We could lose technological advantage and
our systems may be countered before we even field
them or loss of our technology allows the production
of similar systems by other nations.

The cost of our failure to properly safeguard
our systems during the acquisition process is too much
for us to ignore.

We must fully integrate security into our
systems as they are developed and institutionalize
security considerations at the start of the acquisttion
process and continuously provide security throughout
the system’s life cycle.

| started this presentation with reference to
my refrigerator bulletin board and the picture captioned
“history is full of giants who couldn’t adapt”. If we are
to be successful as security professionals in the 1990's
we had better adapt to the changing national and
international security environment.

Even in rural Virginia you'll find those who
while holding to useful and proven ways are keeping
up with the times by being flexible. | was reminded
of that fact while driving through Patrick County, the

southern most county in Virginia. | passed a rural
mailbox on which was printed: S. W. Jones -
veterinarian and taxidermist - either way you get your
dog back.

INFORMATION SECURITY - A JOURNALIST’S
VIEW

John Martin
National Correspondent, ABC News, Washington

Good Morning. members of the seminar
committee, members of the society and guests. |
appreciate the opportunity to speak with you today.

You play an important role in the country’s
security. Not just in the obvious way of protecting
secrets, but in a less recognized way, one that is not
widely understood. Yet it is vital to the future of this
country.

Best of all: You make the system. I've
learned from visiting these meetings yesterday and
this morning, that you are the system.

I want to talk about that in a moment, but if
it's alright with you, I'll keep that a secret for the
moment.

First, | want to tell you that when your program
chairman, Joe Grau, called some time ago to ask me
to join you, | was a bit surprised.

National Security is not my beat. | dabble in
this area. | tangled with the CIA on a matter some
years ago -- more on that later -- but it's not what |
do for a living.

John McWhethy of ABC News is your man,
or David Martin of CBS News, or Jim Bamford, who
works for the ABC News and wrote “The Puzzle
Palace,” the unauthorized history of the NSA.

But not me.

Joe was gracious enough to make me think
| was the one he wanted and that | could contribute
something today.

| hope | can, because I'm very aware of the
perils of mistaken identity. Some of you may
remember that about 20 years ago in San Francisco,
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there was a killer called Zodiac. There seems to be
a new one in New York just now. Inthe bay area in
the early 1970s, people were abducted off the streets,
taken to a remote area, and murdered by a killer who
left signs of the zodiac around.

The San Francisco Chronicle assigned a
veteran reporter, Paul Avery, to write about the
murders.

Avery did an interesting thing. He went to a
renowned psychologist and asked what would motivate
a killer like that. The psychologist had some revealing
observations. Avery wrote a story that was pretty
good.

It was so good that the Zodiac read it and
started writing to Avery. He would send letters with
sentences constructed out of newspaper headline
letters. This was sensational, because Zodiac had
terrorized the bay area for a long time and now he
was actually communicating with somebody.

The Chronicle thought it was great: everybody
was reading the Chronicle to find out what the Zodiac
would say or do next.

The staff was really excited for Avery: This
was Pulitzer prize stuff. Still, the more they thought
about it, the more they began to worry.

What . if this lunatic turned on Avery? He
might try to kill their friend. That worried them. They
started worrying about something else.

What if the Zodiac mistook one of them for
Avery? No telling what he’d do. He might pick off
one of them by mistake. This was serious. They
decided they had to do something.

So they went out and bought dozens of these
little metal buttons; the kind the politicians give away
in election years? They put them on all their trench
coats. When they walked out at night, the buttons
were very visible. They said: 'm not Avery.’

Now they wanted to play a prank on the city
editor, so they had one more button made and stuck
it on his trench coat. It read: “I'm Avery.”

Well, | feel a little like the city editor here
today. I’'m wearing a button that says, in effect: “I'm
Avery.” I'm one of the journalists. You know, the
people who publish secrets and jeopardize national

security, to quote the late William Casey.

| guess I’'m one of those guys Alan Thompson
was talking about who doesn’'t know what he wants
from the National Archives urtil you tell me what |
can't have.

You probably think I'm the kind of reporter
who would call Steve Garfinkel and ask: “Steve, what's
the human story down there, what’s really going on
where every life seems like just a series of small
defeats. Inside ISOO?”

Well, | might.

But | swear to you that | would never suggest
that anyone really rather return to the sea as an
amoeba.

Honest, Steve.

In the spirit of Steve’s speech about disasters,
| want to mention one of my own. Partly in the spirit
of George Orwell, who wrote once that “autobiography
is not to be trusted unless it reveals something
disgraceful, because somebody who gives a good
account of themselves is probably lying. Seen from
the inside, every life seems like just a series of small
defeats.

Some years ago, six, seven, | can't recall, |
was plowing through some documents, the lists of
World War It War Criminals, the Crowcass Lits, they're
called. | don't recall what the acronym means. But
as | was looking at the documents, somebody said,
“Oh, look at this!”. 1 looked. There was the name of
Kurt Waldheim. | said: “Nahh, it couldn't be.” Sure
enough, four years ahead of time, | had the Waldheim
story. Well, easy come, easy go.

Actually, journalists are only the messengers.
And there are two messages that | want to bring to
you today. The first is one that we all recognize:
It is, simply, we won.

The Cold War is over.

The United States and the Eastern Bloc are
no longer enemies.

Competitors, perhaps. But not enemies.

It's not all worked out. But it's getting there,
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And that leads to a second message that
may not be so obvious here. But let me say it anyway:
Now that the Cold War is over, let's open up the
Government.

Big surprise, eh? Journalist wants to open
the files.

But what I'm trying to say is let's trust each
other again. Not with the most vital secrets that must
be kept, but with the workings of government that
must be understood.

| think we all recognize the necessity of this.
Craig Alderman conceded yesterday just how
indiscriminate and excessive we've been when it
comes to classifying information.

George Carver, formerly of the CIA, writes in
the current issue of Foreign Affairs: “Security
classification (has) run amok.”

So today, I'd like to:
Review some of the abuses of the past,

Suggest some ways we can improve the
situation right now, and

Offer a broader concept of security for all of
us now that the Cold War is over.

To start off, let's consider the state of tension
that still exists. Not in the world, but within our own
country.

It’s a tension between branches of
government, between agencies of government, and
between people and their government. It is damaging.

So much of what we spend so much money
to learn is being kept from those who need to know
it. I'm not just talking about the pubilic’s right to know.
I'm not just talking about the need for reporters to get
the news so the public can make informed decisions.

’'m talking about what the left hand of
government keeps from the right hand of government.
What one agency keeps from another.

Example: Congressional staff members are
denied information by the Drug Enforcement Agency.
The people whose job is to help Congress intelligently
debate issues, can't get the information unless they

agree to a classified briefing.

Example: The State Department has just
declassified the list of high-technology products that
can not be sold to the Soviet Union and the East
Bloc. That was 11 years after Congress said the list
ought to be generally available.

Many of us on the other side of the fence -

- - that is, the reporting side -- have discovered a system

that is arbitrary, capricious, and sometimes so
cumbersome that it seems to defeat itself.

Almost every journalist who's ever tried to get
documents declassified under the Freedom of
Information Act has a story to tell: Getting the same
docuemnt from different agencies and discovering what
was blacked out on one document was left uncovered
in the other. That kind of confusion seems
understandable, and just a little hopeful. The system
is human.

But some practices are highly questionable.

Some years ago, when he was writing NSA,
my colleague Jim Bamford filed a request for his file
at NSA to see what the agency might have been
collecting on him.

The law says records kept on somebody must
be kept under their name.

But the reply came back from NSA: No file
on James Bamford.

Well, this was suspicious. The agency had
done a ot of things to stop Jim from writing about
NSA. It even tried to force him to give back a
document it had already released to him. Bamford
was puzzled. Then he spotted a notation on some
other documents he'd requested. A handwritten
reference to something called ‘Esquire.’” Sure enough,
when he asked for Esquire, he got his file.

The agency had tried to hide his file by giving
it another name. Clever, but according to Bamford,
who knows the Freedom of Information Act far better
than | do, it is a violation of the law.

Here’'s another example of what journalists
face.

Several years ago after Mike Deaver left the
White House staff, questions arose about just how
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much access he still had. As you know, it is illegal
to lobby your former associates in the executive branch
for a time after you leave.

Then somebody leaked the word to William
Safire of the New York Times that one of Deaver’s
Korean clients had been given a face-to-face meeting
with Mr. Reagan to deliver a letter. '

Now, this was certainly an extraordinary favor
for an ordinary “consultant.” The kind of favor that
would have helped Deaver justify all the money the
Koreans were spending to have him represent him.

As you may know, White House
photographers take a picture of virtually everybody
who meets the President in the Oval Office, literally
thousands of them every year. { thought it would be
a good idea to get that picture to illustrate Mr. Deaver’s
lobbying, which he had been denying.

| called the White House photo office. Yes,
there had been a photo taken during the meeting.
No, the White House press office would have to release
it. The White House press office said no, it wouldn'’t
release it, and reminded me that the White House is
exempt from Freedom of Information requests.

A former State Department official told me
that State routinely gets a picture of every foreign
visitor to the White House. The State Department is
subject to FOI requests. So| filed one. The answer,
after several weeks: Sorry, not in our files,

Was somebody playing games? | don't know.
Did the picture exist? I'm convinced it still exists. Did
people get to judge for themselves whether Mike
Deaver had gotten special treatment? Well, all | can
say is that a picture is worth a thousand words.

So, what I'm trying to say this morning is that
despite our claims of openness, there is still plenty of
secrecy that has nothing to do with security.

The prospect for improvement is pretty grim:
As Alan Thompson has just told us: We're building
bigger and bigger vaults.”

You know, It's been 20 years since the
Pentagon Papers case. It's hard to believe that that
was half the Cold War ago.

Just to see how young we all are, how many
people remember the Pentagon Papers case?

Let's see your hands.
Okay. Just to refresh a few memories:

Daniel Ellsberg was a former pentagon official
who worked for the Rand Corporation in California.
He made copies of a secret history of the Vietham
War, It was a calculated effort to end the Viet Nam
War. He shared the information with the New York
Times, The Washington Post, and other news
organizations.

Now, the government claimed that publishing
the classified documents would damage the national
security.  Actually, it claimed that Ellsberg and his
friend, Joseph Russo, stole the documents, stole the
information.

Of course, this case was never decided by a
jury. The judge declared a mistrial. The government
had broken into Elisberg’s psychiatrist’s office. And
the judge had met privately with a presidential aide
during the trial to talk about a possible appointment
as head of the FBi. There were unauthorized wiretaps.
Unfortunately, the legal issues of security classification
were not resolved at the time.

| looked back over the legal briefs the other
day. | was struck by one defense claim. Under the
Internal Security Act of 1950, it said, the government
had to show that Ellsberg meant to harm the United
States. It's certainly not what he intended, he said,
but | suppose some would argue that that's exactly
what he did.

But maybe we could agree, 20 years later,
that knowing the truth about Indochina was better for
both sides in America: Those who opposed the War
and those who believed in it.

The truth was told: The United States had
been involved there far more deeply and far longer
than we had been allowed to know. But the
government didn’t want us to know.

For many journalists working in Washington
today, that was the case that first convinced us that
the government could and would try to classify
documents for political protection rather than national
security. It taught us that it was important to try to
get documents classified properly and declassified
regularly.

Ancther example: Diplomatic records. And
a question; Why do we have to wait 30 years for
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them?

And perhaps | got some of the answer from
Alan Thompson and Steve Garfinkel at the break.
But 'm still not sure it is an adequate answer.

The same year the Pentagon Papers were
published, Idi Amin came to power in Uganda. | went
to East Africa to report for six weeks. Through a
member of the Kenya Parliament, | arranged in
advance to get an interview with Amin. When | arrived,
| talked to one of his advisors. He wanted to know
what | wanted to know. | told him | was interested in
the usual questions: The problems he faced in running
a poor country. His goals. And so on.

But also about a journalist who had been
reported missing. The adviser said he didn't think
Amin knew anything about that, but | was free to ask.

The interview was several days away, so |
went up country, as they say, to a remote area to
look around.

To my surprise, | found villagers who had
been arrested without charge. People were
disappearing. Everyone was afraid.

Then | got a radio message: “Field Marshal
Amin cannot see you after all, but the Foreign Minister
will see you on Friday in Jinga.” | got out a map.
Jinga is a tiny town at the edge of Lake Victoria. This
sounded strange. Why would the Foreign Minister
see me in Jinga? Driving back toward Kampala, |
came upon a concentration camp being build -- literally
-- by its inmates, under guard.

| went to the American Ambassador, Clyde
Ferguson, and told him what | had seen. He said he
didn't know what was going on in the outlying areas,
but that things were bad.

| spent a few more days trying to get to see
Amin. Finally, 1 left.

Two years later, the Minster of Health defected
in London and wrote a book, called “State of Blood.”

In it, he said that “when we were worried, in
the fall of 1971, that we were about to be exposed for
the mass murderers, we would arrange for people
who were suspicious to go to small towns, Jinga
among them, where they would be taken into the
custody by the Army and taken to the barracks and
hammered to death.”

Did the United States Embassy know about
this? Was something else going on? There have
been reports that the CIA had a hand in bringing
Amin to power.

Would the Embassy’s cable traffic help clear
this up? Maybe, maybe not. But we won't know
anytime soon. Clyde Ferguson is dead now. And the
documents are still classified, still not available 19
years later.

What I'm suggesting here this morning is that
in the Cold War, to counter the National Security States
of the Soviet Union, and China, we became a National
Security State. The two blocs - East and West --
became National Security Blocs. The Brazilians,
incidentally, had a written doctrine defining themselves
as a national security state.

We were so worried about what the Soviets
were doing, we didn't spend a lot of time worrying
about what it was doing to us as a country.

We always had the grim satisfaction of
knowing that the Soviets were suffering more from
excessive secrecy that the United States. It was
true.

Looking back at Chernobyl, Grigorii Medvedev,
a Soviet expert on nuclear power, says: Secrecy is
“especially dangerous because of the absence of
openness (Glasnost) about negative experience is
always fraught with unpredictable consequences. It
breeds carelessness and thoughtlessness.”

But my question is: How can we as
Americans feel smug about that here this morning?

Recently, a determined civil servant in the
Department of Energy declassified 16,000 documents
dealing with nuclear weapons plants in the United
States. Now we learn of pollution and carelessness
at Hanford, Washington and elsewhere. Here, too,
the secrets were kept: American workers suffered
accidents and failures, created terrible pollution -- all
behind the stamp of secrecy.

Both countries are still secretive. Recently a
high-ranking former KGB official came forward in
Moscow. He warned that the KGB is everywhere in
Soviet security. He said it even opened a rock music
club in Moscow to spy on Soviet musicians. He said
he could not reveal the classified details of his life as
an undercover agent.
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Sources and methods. Even so, two weeks
ago, President Gorbachev stripped him of his rank
and all his medals. Secrets are secrets.

But that's not all. Last Friday, the Moscow
City Council denounced his treatment. It said the
government was using “Stalinist methods.”

Well, wait a minute: Joe Stalin was our villain,
and now they want him back.

| guess the point here this morning is the
legacy of secrecy lasts a long time.

For a reason.

We need intelligence. We need security. Yes,
even secrecy. The capacity to defend ourselves.
Every country needs it.

But let’s not forget that in the last year of the
Cold War, with our adversaries virtually on their knees,
we still created 6 million 7 hundred 96 thousand new
secrets, That's how Senator Daniel Patrick Moynihan
of New York put it after reading Steve Garfinkel's

yearly report.

True, many of these “secrets” were derived
from other “secrets”, but Moynihan asks another
question.

If an envelope is marked top secret, does
that make a spy’s work easier? | guess the answer
is yes. In the latest scandal, three generations of
American GI’'s stole the secrets at the Eighth U.S.
Infantry Division Headquarters in West Germany. One
of them got more than 5 million dollars for NATO
battle plans, Air Force operational plans, the locations
of all the nuclear weapons.

President Reagan once said of Grenada, we
got there just in time. In this case, it sound like the
Cold War ended just in time.

With so many secrets, it seems to me as an
outsider, that we created the illusion of security without
the reality.

Senator Moynihan writes about the illusions
of the Cold War in a recent article:

“Errors became a distinctive feature of the
system,” says Moynihan, who was Vice Chairman of
the Senate Select Committee on Intelligence. “This

is easy enough to explain,” he says. “As everything
became secret, it became even more difficult to correct
mistakes. Why? Because most of the people who
might spot the mistakes were kept from knowing about
them, because the mistakes were classified.

“Of all the big mistakes,” Moynihan writes,
“The biggest was our failure to spot the exhaustion of
communism as a world force that had become
unmistakable by the 1980s.”

Now, these are big issues. Not the kind of
thing that comes to your mind as you scan a Form
254. But it's worth having in mind as we decide what
the future should be.

So, what are some of the practical steps that
could be taken to reform the process? First, let’s be
clear about what we're discussing. By most objective
measures, the United States is guilty of massive over-
classification of documents.

By one highly informed estimate, 80 to 90 per
cent of all the classified documents in the United States
could be released tomorrow without damage to national
security.

Instead of protecting the crown jewels, we
built a moat around the entire palace.

So as a first step, | think it is time to reverse
the assumption that when in doubt, classify.

Yes, let’s protect the ten percent of secrets
that are truly vital: the codes, the stealth technology,
the crown jewels.

But then let's turn our official government
records back to the service of the country.

How can we do that?

Some of you may know of Scott Armstrong.
He is a former Washington Post reporter who helped
organize the National Security Archive here in
Washington. Armstrong makes this point:

Instead of being forced to cut the Federal
Budget blindly with the Gramm-Rudman axe, why not
examine the secret projects, so that intelligent choices
can be made.

Art Fajans has talked about efforts in the
special access programs.
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Almost nobody knows the full extent of special
access programs. By 1987 there were some 110
special access programs and inside of them more
than 10,000 compartments. According to Armstrong,
and others, these are self-perpetuating: No auditors
can examine them without, in effect, being cleared by
the people they’re auditing. Nobody in Congress can
learn without clearances whether these programs are
failing or whether they’re still needed.

Now, some argue that it’s the executive
branch’s responsibility. But under the constitution, it
is the Congress that is supposed to regulate the Armed
Forces. If they're corrupt or abused or just wasteful,
who tells Congress? Armstrong points out that Oliver
North was a compartment all to himself.

There’s another practical step that would help
immensely, more careful marking of these documents.

The practice of portion marking.

If classifiers take the time to pull out the key
secret portion and make a single paragraph out of it,
the secret stays secret, but the accompanying
information remains open to discussion if the rest of
the document is declassified.

Ancther useful step: classify fewer documents
with an indeterminate status. Steve Garfinkel reports
that over a four-year period, only three percent of the
documents reviewed were marked with a date or event
beyond which they could be declassified. That's a
tremendous amount of information left locked away.

Truth is the first casualty of War, but trust is
the first casualty of secrecy.

Trust.

People stop trusting when they can't get the
truth. Truth slips out. Nobody thinks it will. But it
does. My wife reminds me, it's in the bible:

St. Luke, Chapter 8, verse 17:

“For nothing is secret, that shall not be made
manifest; neither anything hid, that shall not be known
and come abroad.”

Have we learned anything over the years? A
great deal. The Congress learned that if the public
was going to understand what it was being asked to
pay for, there would have to be some access.

The Freedom of Information Act, written by
Congressman John Moss of California, was drafted
over nearly a decade of hearings. It is a unique
instrument. Today, says Moss, it has been virtually
destroyed by amendments and subsequent legislation.
But the premise was a good one:

Open up the government.

Despite the abuses, we have many things to
be proud of. So I'd like to leave you today with a final
story about something that makes me proud of the
United States.

In 1983, a German Catholic woman named
Beate Klarsfeld hounded a Nazi fugitive, Klaus Barbie,
out of Bolivia. He was sent to France to stand trial
for the murder of Jean Moulin, the head of the French
Resistance in World War ll. He was responsible for
the deaths of thousands of people in Lyon.

A few days after Barbie was returned to
France, | got a phone call from a woman in Chicago
who was a friend, so help me, of Leonid Brezhnev.
Not a close friend, but a friend, actually a beautiful
Dutch woman who had caught his eye. That's ancther
story. She told me she had a friend in Canada who
knew Barbie quite well. It turned out her friend was
an international jewel thief -- reformed, he said -- who
had fallen in with Barbie in Bolivia.

| went to see him in Vancouver. He told me
Barbie claimed he'd been very friendly with the
Americans after the war. And that he had visited the
United States many times while hiding in South
America. If that was true, | wanted to know, how did
he do it? Did we help-him? Was he still under our
protection?

With the Freedom of Information Act, |1 got
the immigration records of some of Barbie’s visits.
But the CIA declined virtually all requests for
documents.

Did this mean Barbie was a source? An
informant? An intelligence asset?

We went to Bolivia to try to find out. Two
U.S. Justice Department officials were on the same
track. We talked to people. They talked to people.
We came back. They came back. We knew from
sources that Barbie had been furnishing intelligence
information to the CIA, indirectly: We were told his
reports were to Bolivian Intelligence and then were
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passed on to the CIA.

What we didn't know and couldn’t get from
the Pentagon or the CIA was Barbie’s work for the
U.S. in Europe after the war.

The documents existed, but the government
did everything it could to keep them from us.

Why?

Well, it said it was because these were
investigative records, part of an ongoing investigation.
We argued that they had not been generated as part
of an investigation. That didn’'t work. So we sued the
CIA and the Army.

Finally, the two agencies offered an unusual
deal:

If we would agree to drop our suit, we could
go to Langley and sit in a small room with people who
had the documents in their hands and we could ask
them questions.

If they could answer the questions, they would.
If they couldn't, they wouldn't,

Pin the tail on the intelligence donkey.
Actually, | began to feel that | was the donkey.

| hate to say it, but | missed the tail completely.
| didn’t get a thing | could use.

As it turned out, the government was keeping
the Barbie information for itself.

And in a sense, it was doing a remarkable
thing: carrying out an investigation to set the record
straight.

Finally, Alan Ryan of the Office of Special
Investigations delivered his report to the attorney
general. The United States apologized to France.
The U.S. had hidden and spirited away a man wanted
for murder. Justice was delayed and denied -- and
kept secret. But in the end, the United States
performed an act of courage. As a great nation: It

apologized.

| said at the start | was keeping one thing
secret. Let me finish by saying there is a second way
you can fulfill your important role in the security of the
country.

The first is that you protect the secrets. The
second is that you preserve the public’s ability to know
those things which need not be secret.

Armed with the facts, there can be broad
agreement in America about what needs to be done.

Supplied with information, there can be
intelligent choices of goals and strategies.

Provided with the facts, there can be informed
judgments about what really needs to be cut from the
budget.

So my message to you today is:

Despite the abuses of the past, the mistakes,
the problems, we can help reopen government. And
you can do it by not only protecting our secrets but
protecting our access to the information that should
not be secret.

If you will do that, you will truly serve all the
people of the United States. Thank you very much.

UNAUTHORIZED DISCLOSURES

M. J. Levin
Special Assistant to the Director of Policy and
Senior Classification Officer National Security

Agency

Good morning everybody. | have discussed
the topic of unauthorized disclosures before, again
and again and again. I'm a little bit afraid that you
may be hearing a broken record. As a matter of fact,
gathering a few papers together to see what | might
talk about, | found one that you might recognize. You
can't see from where you are what the date is on it.
It's the journal of the NCMS in 1979. In 1979 | spoke
to the Washington Chapter. of the NCMS on a topic
that | called, at that time, problems of intelligence and
security in a democratic society and | addressed among
other things the problem of unauthorized disclosures.
| said, “where do the Soviets get their real good stuft?”
Do they get it from the recon aircraft ships, satellites,
KGB, counselor officials in New York, San Francisco,
San Diego? Do they get it from tass correspondents?

Yes, they get a lot of stuff from those sources,
but these are costly, dangerous and fragmented.
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What's their good sources. Cheap, prolific, safe and
authoritative. Washington Post, New York Times,
Aviation Week and Space Technology, Defense
Electronics, Armed Forces Journal, ABC, NBC, CBS
and a number of other places. What I'm specifically
talking about | indicated was the frequent appearance
in the open of details of intelligence programs for
which we have spent years of planning and millions
of dollars, details of foreign relationships and foreign
basings that are thereby put in serious jeopardy.
Details of some of our most fragile sources and
methods. Sources which can be forever lost to us
if they become known.

| postulated at that time three fixes for this
serious problem. The first was some proposed
legislative fixes. We haven't gotten very far with that.
The most prominent legislative fix that I've been
proposing for a long long time we apparently don't
have the political will to institute, although there are
some members of the Congress, notably Senator
Bradley, who are very much in favor of it, and that is
legistation which would simply criminalize the
unauthorized disclosure of classified information. At
the time | spoke that eleven years ago there was a
bill to that effect in the House, HR1837, but apparently
it went nowhere.

Second, | said we must establish a dialogue
with the press. I'm sure you'll recognize that this is
a painful recommendation coming from someone
whose standard comment has always been no
comment, but | believe it's necessary. While there
are some radical newsmen and some disaffected
former employees who seem intert on doing us in,
most members of the force of state are loyal
Americans doing what they believe to be right and in
the best traditions of the free press. They publish
secrets when they don't believe they are true secrets.
Many are apparently convinced that we employ idiots
to stamp top secret on everything.

The third fix that | discussed at that time was
policing up our own act. These are things that we on
the inside can do. | indicated that our security is poor
both physically and personnally. We have to improve
that. | spoke about what it was that allowed this
classified information to get out. Was it a desire on
the part of officials to curry favor with the press, a
desire to curry favor with industry, weaknesses in the
contractual process, disaffected employees,
malcontents, misguided whistle blowers, politics, senior
officials doing what they thought they had to do to let
everybody know what the bad guys are doing, or just

plain stupidity. Actually it's some of all of them.

| indicated that we have to make a concerted
effort to review our practices and procedures and
strengthen the weak links. We shouldn't be dissuaded
by pessimists who say that nothing can be done.
Start with an education program. Make sure everyone
understands the potential damage in the exposure of
sensitive intelligence sources and methods. Check
your distribution lists. Do all those people really have
a need to know? How about your information officers.
In their zeal to publicize your mission, your capabilities,
your product, are they giving away the family jewels
faster than you can publish them. Are you sure it's
always in that other place where the leak took place
and a very high level one when somebody decides to
release some information for what he believes to be
valid political purposes. Are the procedures crystal
clear? Does he have the authority to do it? He
always thinks he does, generally he does not. Has
the material been officially declassified or at least
sanitized? Has he consulted with the appropriate
senior inteligence officer?

At the end of that little talk | said by the way
you know those newsmen who think we have a lot of
crazies running around with top secret stamps, | said
and by the way we do have some, let's go get them.
The situation, the problem between the requirement
to have good intelligence and to keep it secret and
the public's right to know has been a problem since
the founding of this country. In 1777, George
Washington wrote to Elias Dayton discussing the need
for intelligence in these words.

“The necessity of procuring good intelligence is
apparent and need not be further urged. All that
remains for me to add is that you keep the whole
matter as secret as possible. For upon secrecy
success depends in most enterprises of this kind, and
for want of it they are generally defeated.”

It was only three years after that in 1790 that secret
funding for foreign intelligence activities was formalized
by Congress in the form of a secret contingency fund
for use by the president.

So the recognition was there from the very
beginning. We have to have good intelligence. We
have to keep it secret. And failing to do that we're in
deep trouble. There have been leaks recorded
throughout history. The earliest one that | happen to
have a record of at the moment is in 1800. Wasn't
exactly an intelligence leak but it was an interesting
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one. On March 18, 1800, Thomas Dwayne, editor of
the Philadelphia Aurora, was cited for contempt of the
Congress for having failed to appear as ordered to
explain how he had obtained the text of a controversial
but secret senate bill and caused it to be published.
Mr. Thomas Jefferson was Vice President and leader
of the Democratic Republican Party. His supporters
feared a plot to deny him the presidency in the
upcoming election and so they apparently leaked a
copy of this particular bill to Wiliam Dwayne. An
offended federalist demanded an investigation of
Dwayne and his illicit sources. Vice President
Jefferson, as the Senate’s presiding officer, was
directed to read Mr. Dwayne a list of prepared
questions about who had given him the bill. Mr.
Dwayne asked for additional time to seek counsel, a
request Mr. Jefferson quickly granted and that was
the last anybody from that Congress said of Mr.
Dwayne. He hid out for the remainder of that particular
congressional session.

Now throughout history presidents have
complained about leaks. | have some quotations from
some of the most recent that are interesting. Harry
Truman in October 1951 said that “95% of our secret
information has been revealed in newspapers and
slick magazines and that's what I'm trying to stop”.
Dwight Eisenhower in 1955 said “Listen from now on
if I'm going to make any announcement | don't want
it told to anyone on the hill. | don’t believe that the
president should be in any position of making an
announcement that has already been leaked”. | think
he thought these leaks were all from the hill. He
might have been surprised to know where some of
them really came from. John F. Kennedy said in
1961 “stop everything else you're doing, | want the
name of the person responsible for this and | want it
today. This has got to stop.” And you may remember
that some wag during that same- period said of the
Kennedy administration “This ship of state leaks from
the bridge.” Lyndon Johnson in his typical fashion
said “This god damn town leaks like a worn out boot.”
Richard Nixon as you all know had a little bit of a
problem with the leak and plumbers and he tried to
find them to stop them. He said ‘I don’t give a damn
how its done, do whatever has to be done to stop
these leaks and prevent further unauthorized
disclosures. | don't want to be told why it can't be
done. This government cannct survive, it cannot
function if anyone can run out and leak whatever
documents he wants to. | want to know who is behind
this and | want the most complete investigation that
can be conducted. | don’t want excuses, | want results.
| want it done whatever the cost.” The cost was

pretty high for Mr. Nixon. Even Gerald Ford said “I'm
damn sick and tired of a ship that has such leaky
seams. We're being drowned by premature and
obvious leaks.” Finally, Jimmy Carter one day
speaking to a group of State Department officials said
in 1979 “This leaking has got to stop. If there are any
leaks out of your area whatever the area may be 'm
going to fire you. Whether or not that’s fair and | can
see where some of you might not think it fair, this has
just got to stop.”

The last DCI expressed his perception of the
problem of leaks. And you'll notice that I'm going to
be quoting some unclassified speeches, unclassified
articles. I'm going to read from a few newspaper
items, scrupulously avoiding all classified information.
It's extremely difficult to discuss serious leaks of
inteliigence information at an unclassified level so you'll
have to bear with me. The last DCI said “In recent
years publication of classified information by the media
has destroyed or seriously damaged intelligence
sources of the highest value. Every method we have
of acquiring intelligence, our agents, our relationships
with other security services, our photographic and
electronic capabilities, the information we get from
communications has been damaged by the publication
of unauthorized disclosures. Stories in both the print
and electronic media have shown sometimes in great
detail how to counter capabilities in which we have
invested billions of dollars and many years of creative
talent and effort. This time and again has enabled
those hostile to us to abort huge investments, to
conceal and otherwise deny us information critical to
our defense, and to deprive us of the ability to protect
our citizens from terrorist attack. Leakers are costing
the taxpayers millions and even bitlions of dollars and
more important putting Americans abroad as well as
our country itself at risk.

Some interesting insights a few years ago
came from the distinguished owner of the Washington
Post, Mrs. Kathryn Graham. She was trying to
emphasize the extent to which the press is willing to
withhold potentially damaging information and she
added "tragically however, we in the media have made
mistakes." You may recall that in April of 1983 some
sixty people were killed in a bomb attack on the U.S.
Embassy in Beirut. At the time there was coded
radio traffic between Syria, where the operation was
being held, and iran, which was sporting it. Alas one
television network and a newspaper columnist reported
that the U.S. Government had intercepted the traffic.
Shortly thereafter the traffic ceased. This undermined
efforts to capture the terrorist leaders and eliminated
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a source of information about future attacks. Five
months later apparently the same terrorists struck
again at the Marine Barracks in Beirut and 241
servicemen were killed. Now this was a tragic media
mistake that Mrs. Graham knows about. What about
all those that she doesn't know about, and there are
many.

The DCI again addressed this question in
recent weeks and months when he said a flood of
information has appeared in print and on the airwaves.
Before the president spoke to our people and told
them about the conclusive evidence that we had about
Libyan direction of the attack of allied soldiers in the
Berlin nightclub, you'll remember that as the LaBelle
Discotheque, major newspapers and news magazines
published that Libyan communications were being
read. The Libyans stopped using those
communications and this is bound to put other peaceful
citizens in jeopardy. This is a severe problem we
must address if our fight against terrorism is to
succeed.

Incidently on the way down this morning |
was listening to the news in the car. | heard that it
was just discovered that the East German government
had known about this projected attack on the LaBelle
Discotheque and did nothing to tell us about it.

Let me pick up on some more recent leaks
again by some quotations from odd cases if | may.
Here is an article from the Washington Times,
Thursday September 15th. U.S. says it monitored
Iragi messages on gas. If this sounds like a serious
leak when you hear it maybe it is but I'm just going
to read it to you and you decide. Reagan
administration officials said today that the United States
had intercepted Iraqi military communications indicating
that Iraq had used poison gas against Kurdish gorillas.
The officials said the communications by the Iraqi air
force were one source of evidence for the United
States assertion last week that Iraq had used chemical
weapons against the Kurds. Iraqi officials have
repeatedly denied the charges. Sounds like someone
leaking intelligence. American officials declined to
discuss details of the intercepted communication other
than to say that they included references to chemical
warfare. The officials said that the United States had
routinely monitored Iragi military communications
particularly since May 1987 when an Iragi war plane
flying over the Persian Gulf fired two missiles at the
American Frigate Stark, killing 37 members of the
ships crew.

You know this bit, where American officials

decline to discuss details of the intercepted
communications, reminds me of an occasion recently
when | heard a high official at the State Department
was briefing some people on some information that
we knew and he said | cant tell you what the source
was though. And someone afterwards gat a hold of
him, button holed him, and said tell us a littie more
about this intelligence you have. We have to know
how valid it was. This State Department official was
very well briefed not to talk about intelligence matters
and he said you know | cant talk about intelligence
matters particularly when it has to do with intercepted
communications.

On the same problem of Iraq and Iran gasing
Kurds, Pat Tyler in the Washington Post on May 3
this year wrote “A Defense Department reconstruction
of the final stages of the Iran-Iraq war has assembled
what analysts say is conclusive intelligence that one
of the worst civilian massacres of the war in the Iraqi
Kurdish city of Halabja was caused by repeated
chemical bombardments from both belligerent armies.
A little later on the study's authors would not discuss
the highly classified sources that allowed them to
reconstruct the battle. But U.S. officials and western
diplomats are known to have had access to intercepts
of battlefield communications as well as accounts from
participants and witnesses that reached western
intelligence agencies.

Here's an interesting one. NBC Nightly News,
January 12, 1989, it has to do with the Libyan chemical
weapons plant. Tom Brokow was at the desk and he
said “For the past several weeks the Reagan
administration has been trying to persuade the world
that it has solid evidence that Libya is prepared to
produce chemical weapons. Moreover the U.S.
accused West German companies of helping the
Libyans build the plant. Much of the world, however,
including the Soviet Union doubted the American
claims. And the West German Government was
especially critical of the U.S. charges. Now NBC'’s
Pentagon correspondent Fred Francis has learned
details of the U.S. case against Libya and the evidence
has impressed the Germans. NBC’s Fred Francis
has gone to Frankfurt, West Germany to pin down
this story. Fred, how was the United States able to
persuade the West German government that it had
the goods on the Libyans? Fred Francis said Tom,
U.S. intelligence sources have told NBC News that
they were certain more than 18 months ago, certain
because of electronic surveillance that Khadfi was
about to produce mustard gas and nerve gas at that
secluded site in the Libyan desert. Furthermore the

Journal of the National Classification Management Society

45



Reagan administration has evidence that eight months
ago Khadfi ordered the plant into a limited test
production and gave some of the poison gas it
produced to the government of Somalia and on and
on and on,

Let me divert for those of you that are not
familiar with the intelligence business. Let me point
out that there’s a difference, a big difference, between
revealing that the United States knows that something
has happened, knows about what a certain country
has done, or about what certain terrorists have done.
The big difference is between that and telling the
whole world precisely how the United States got that
intelligence. Because when you tell the whole world
precisely how we got that intelligence, you permit the
individuals to fix the system and prohibit us from getting
it the next time.

Now | can tell you that these cases that have
come to public attention represent the tip of the
iceberg. In most cases we can't publicly describe
either the leak or the damage for fear of causing
further damage. The intelligence community, the
defense community, the diplomatic community must
often suffer in silence. There you have millions of
dollars, painstakingly developed sources and methods,
human lives, intelligence critical to the national security,
all lost because of careless, often criminal leaks of
classified information.

Let's tak a little bit now about specifically
what we mean by an unauthorized disclosure. We're
talking about the unauthorized disclosure to the media
of validly classified intelligence or other national security
information. |If the same information were disclosed
to a foreign agent it might well be espionage. The
damage could be precisely the same. I'm a little later
going to talk at some length about the case of Samuel
Morison wherein there was a big argument as to
whether he really should have been convicted under
those statutes which were a part of our espionage
statutes. It made a big difference, didn't it, whether
he released it to a publication or whether he released
it to an enemy. The result was all the same. Now
we're not talking about information which might be
politically embarrassing. Those are a different bag
altogether. We're not talking about disclosures of
fraud or waste. We're not talking about whistle
blowers, Again I'm not even talking about the
disclosures in the Department of Justice about a
possible investigation of Representative Gray. What
we're talking about is the disclosure of validly classified
national security information.

Who leaks information and why? The
Congress frequently blames the administration. The
administration blames the Congress. The executive
branch blames the media and the media blames the
government. There apparently is plenty of blame to
go all around. But lets get the culprits in the right
order. First is the irresponsible government official
who leaked the information in the first place and then
the second is the irresponsible newsmen who prints
or broadcasts it. But let's not give away the basic
responsibility for this sad situation. For the
responsibility is ours, ours in the executive branch.
It's our responsibility because we have allowed our
classification system to operate without sufficient
supervision and oversight. Because we overclassify,
because we distribute too widely with too little control.
It's our responsibility because we do a poor job of
indoctrinating officials and they frequently are not
aware of the great sensitivity of the classified material
we give them. I[t's our responsibility because we
continue to allow the media free reign to roam the
halls of the State Department, the Defense Department
and the executive office buildings without adequate
control, regulation or recording of contacts. It's our
responsibility because we have not fully supported
those congressmen who are prepared to legislate
needed controls. It's our responsibility because we
have not instituted a government-wide system to
assure proper coordination of authorized releases.

Who is doing the leaking? Well of course we
can't be sure if we haven’'t caught them and
unfortunately we've caught very few. It's my judgement
that the leakers are generally middle to upper
managers in the executive branch including people at
the assistant secretary and ambassadorial level. While
there have been some leaks from the Congress, |
believe they are minimal, and the house and senate
intelligence oversight committees have good security
often alerting us to damaging leaks.

Why do people do it? While the underlying
cause is generally failure to appreciate what damage
will be done, they do it for any one of several reasons.
There is of course the ego trip. Well you know | can
tell you the real facts that guy down the hall that told
you what happened, he really doesn't