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SEMINAR PROGRAM

Tuesday, July 14

8:30- 9130
9:30-

9:90-

10:00-

10:30-

11:15-

12:00- 1:30

1:45-

2:30-

3:15-
3:30-

4:00-

4:15-

6:00- 8:00

NCMSJ—1971

REGISTRATION AND RE-ACQUAINTANCE PERIOD
CALL TO ORDER—-OPENING CEREMONILS
Mr. George L. Chelius, McDonnell Douglas Astronautcs
Company, Western Division
INVOCATION —Chaplain Phillip C. Peace
PKESIDENTIAL WELCOME AND AWARDS PRESEN-
TATION-—
Mr. Richard J. Boberg, The Acrospace Corporation
WELCOME ADDRESS —
The Honorable Ed Reinecke, Licutenant Governor of
Calitornia
KEYNOTE SPEAKER —CLASSIFICATION MANAGE-
MENT—~CURRENT AND FUTURE TRINDS—
Mr. Joseph Licbling, Deputy Assistant Secsetary of Detense
(Security Policy)
SOME THOUGHTS ON CLASSIFICATION IN THE
ATOMIC ENERGY COMMISSION
Mr. Donald Woodbridge, Union Carbide Corporation
LUNCHEON—CLASSIFICATION CONFRONTS “IT"—
Dr. Evercit T. Weliners, Assistant to the President,
The Acrospace Corporation
ORIENTATION FOR WEAPONS SYSTEM
CLASSIFICATION —
My William Florence, Deputy Assistant for Sceaniy, Otfice
of the Deputy Chiet of Staff for R&D, Hq. USAF
TECHNICAL INFORMATION AND CLASSIFICATION
MANAGEMENT —
Mr. Fred A. Koether, Director, Technical Information,
Advanced Research Projects Agency
COFFEE BREAK
CONHFGURATION MANAGEMENT EFFECTS ON
ENGINEERING EFFICIENCY —
Mr. D V. Magill. McDonnell Douglas Astronautics
Corporation, Western Division
POSITION PAPER ON SPECIAL ACCESS PROGRAMS—
Mr. Richard J. Boberg. Acrospace Corporation
BRIEFING ON WORKSHOPS FOR THE SECOND DAY
Mr. Willard N. Thompson, Program Chairman, Space and
Missile § stems Organization, USAF
PRESIDENT'S RECEPTION




Wednesday, Jubv 15

9:00-12:09

12:00- 1:30

1:49- 3:00
3:00- 3:15
6

THREE WORKSHOPS -
Number One. DEVELOPMENT, COORDINATION AND
DISSEMINATION  OF CLASSIFICATION  REQUIRE-
MENTS. Discuss the coordinanon ot dassification require-
ments within user ageney headquartess and with personnel ot a
contractor's organization. Determine how tnconsistencies ain i
resolved berween two user agencies and explore means whereby
various user agencies would utomatically receive copies of
classification guidance for similar technologies.
Mr. James J. Bagley, U.S. Naval Rescarch Laboratories
(Modcrator)
Mr. Robert E. Green, Naval Material Command
Mr. Robert B. Ruether, Texas Instruments
Number Two. IMPLEMENTATION OF CLASSIFICATION
REQUIREMENTS. Explore the means of implementing classi-
fication requirements. Discuss where conflices ot interpretation
can best be resolved.
Mr. Charles Uhland, General Electric, Reentry Systems Division
(Moderator)
A. A. Correra, North American Rockawell, Autonetics Division
Mr. Frank Marlor, General Electric, Reentry Systems Division
Mr. Herb Herron, AVCO Corporation
Captain James L. Stehn, Space and Missile Systems Organization,
United States Air Force
Number Three. RETENTION OF DOCUMENTS AND
CLASSIFICATION Of IN DEPENDENT RESEARCH. Dis-
cuss problems related to the retenuion of classified marerial upon
contract termination or completion. Discuss the possibility of
the inclusion of a retention clause in the original contract.
Explore the complexities of independent research and how to
protect the information where there is no contractual commit-
ment with government activities.
Mr. Robert Donovan, United Technology Center (Moderator)
Mr. Joseph Brantley, Defense Contract
Administration Services Region, Los Angeles
Mr. O. P. Norton. LTV Aerospace Corporation
Mr. Wayne Wilcox. ARINC
LUNCHEON. BUSINESS —
GOVERNMENT PARTNERSHIP TO HELP SOLVE
URBAN PROBLEMS—
Dr. Francdis D. Tappaan, Vice President for Urban Aftairs,
North American Rockwell Corporation
THREE WORKSHOPS CONTINUED
COFFEE BREAK
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4:00-

CLASSIFICATION PUTURLb—

Nfr 'rn\l. ?\fn Chie ot Cla M USAE

CAICT, SLaans n WAtion M x‘,\.\Llll&lll lu.l

DATA PROCESSING APPROACH TO CLASSIFICATION
MANAGEMENT—
Mr. Charles Prohaska, Sandia Corporation, Albuquerque,
New Mexico

Thursday. July 16

9:00-
10:15-
10:30-

11:00-

12:00- 1:30

1:30- 4:30

NCMSJ—1971

REPORTS BY WORKSHOP MODERATORS
COFFEE BREAK
A "CAS” LOOK AT CLASSIFICATION MANAGEMENT —
Col. George Zacharias, Chief, Office ot Industrial Sccurity,
Hqs. Defense Supply Agency (Contrace Services Administra-
tion)
DEMONSTRATION OF AN OPERATING CONVERSA-
TIONAL COMPUTER INFORMATION RETKIEVAL
SYSTEM—
Mr. Richard A. Lickhalter, System Development Corporation
LUNCHEON--PROBLEMS OF SECRECY —
Dr. Edward Teller, Associate Directe  of Ph) blL.:,

Lawrence Radiation Laboratory - ——

BUSINESS MEETING

B
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PRESIDENTIAL WELCOME AND
AWARDS PRESENTATION

Richard J. Boberg

Mcembers of the National Classifi-
cation Management Socicty, friends
of our socicty and honored guests, I

want to welcome each and ev cry onc
of vou to this our Sixth National
Seminar. I do hope that you will be
comfortable here in the City of Los
Angeles, and 1 would like 1o extend

to you the assistance ol the Board of

Direcrors of our society as well as the
seminar committee. I hope you will
call upon any or all of us if there s
anything we can do to make your
stay here more enjoyable. If there are
any problems that we can help you
with, picase let us know.

Five years ago, this very week, in
the impressive International Meeting
Room of the State Department in
Washington, D. C., a group very
much like this onc¢ assembled and
bravely announced to the world that
their intention was to hold the first
seminar for a still rather obscure
~ocicty known as the Nacional Classi-
fication Managrment Society. That
group was not nearly as impressive as
the one I'look out on this morning,
but what we lacked in size, we more
than made up for by our enthusiasm
in entering into discussion on the
subjects presented to us. 1 can recall,
and a great many of you who were
there can as well, that I was very
pleased to find zhat many of the prob-
lems thar 1 had  found in this reda-
tively new ficld were not mine alone.
The problems were shared by almost
everyone there. But most important-
by, people were willing to discuss the
problems openly, at length and with-

8

out prejudice. I ean seill recall how
moved I was at secing industry and
government representatives standing
in turn to beteer the discussions.
probing, inquiring, always respond-
ing in a real attempt o understuand
the problcm itselt and the other fel-
low’s viewpaoint. and together at-
tempting to find an answer—not al-
ways with success; but work at it we
did, and with meaningtul results. 1
might add it contunuces to be in evi-
dence today. That seminar was not in
every way a technical and acsthedic
success. I stll recall that we did not
have formal lunches with formal pre-
sentations as we are having this year
and have had for several years in the
past. And 1 can remember very well
wandering oft in the State Depare-
ment Building trying to find the State
D(.pdrtrnc’nt cafereria. When 1 got
there and sat down with a group, we
continued to discuss and probe some
of these subjecrs with our now-found
peers. T enjoyed thac. While all this
was going on. the seminar chaiiman
Dick Durham was wringing his
hands quietly in the corner worr)mg
about those who had gone off into
town to lunch and wondering if they
were coming back in tme for the
afternoon session, or at all. My view
of that seminar is still that it was our
most successful in many ways. It set
theme for subsequent seminars:
honest and wholesome participation
by everyone in attendance. And thac,
my friends, was the real highlight of
that first seminar. And that too be-
cime the key to the success of our

NCMSJ—1971
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subsequent seminars. We learned that
participation by all concerned was
what made it all worthwhile. I gave
us the capability to get ac those prob-
lems, and solve many, and bring those
that we could not solve into a pet-
spective so that we could find a way
to live with chem.

Today, we begin our Sixth Na-
tional Seminar and certainly many
things have changed. We have a great
many more of you to look out at this
morning and those of us in the Los
Angeles Chapter and on the Board
of Directors are most pleased thae we
do. We have a much more mature
society, a larger society. We think we
are more active and we think we are
more protessional as a society, We
may not have much concern about
where we are going to go to lunch
on any of tl.e chree days, because we
have provided for you three promi-
nent luncheon presentations. But one
thing has not changed, the need for
you to participate. -Using a “now gen-
cration’ term, we want to initiate a
“dialoguc” among all of us—the
speakers, the atrendees, the panel
members, everyonce.

This, I might remind vou, is a
scminar. As we learned seme years
ago from our Socicty Counsel, Don
Woodbridge, a seminar means “sced-
bed”. We intend to plant many sceds,
bur iike any other living thing, these
sceds will need attention. They will
need care. They will need your active
participation, if they are to grow and
to prosper. Your harvest will come,
perhaps not today or Thursday, or
next week, but e will come, and 1w
value will be in direct proportion to
cach of yvour own contributions.

George Chelius, our General Semi-
nar Chairman, and his very able and

NCMSJ—1971

hard working committece members
have brought together what 1 think
is the outstanding program te date
tor any of our seminars, and thix is as
it should be. Like our Socicty irself,
WC CONtNUC to grow, we continue to
do a better job in this very important
business that we have involved our-
selves in, and which is linked so close-
ly to our natidn’s security.

Let me take a moment to review
with you, if I might, the highlights
of the program that is about to begin.
Those of you who have looked at
your programs arc anticipating zlong
with me all of the presentations of
the particularly outstanding individ-
ual spcakers that will be heard from
this podium throughout the seminar.
That prominent group will be led off
this morning with a welcoming ad-
dress from California Licutenant Gov-
ernor Ed Reinecke. Following Licu-
tenant Governor Reinecke’s remarks
will be our keynote address by Mr.
Joseph J. Licbling, Deputy Assistant
Secretary of Defense (Security Policy)
and a very fine and old friend of our
Society. On Thursday, Dr. Edward
Teller will close out what I mighe call
the academic portion of our seminar
with his luncheon remarks. In be-
tween, throughout the three days, the
list of speakers is equally impressive.
I can only urge you in every way to
listen with an open mind to all ot
these presentations. And 1 assure you
if you do, your harvest will grow pro-
portionatcly.

I think it important for all of us to
remember that mose of our individual
speakers are not members of our
Society, and, as such, are probably
not awarc of our particularly uniquc
language such as "DD-254", “docu-
ment recention authority™ and other

9
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such things. They only know about
what we do from the othar side of the
tence, the side many of us have never
scen. This is an important opportun-
ity for all of us to see ourselves
through their cyes.

Now tomorrow —that is, for thosc
of you who survive the President's
reception tonight —each of you will
be provided the opportunity (o pat-
ticipate in a series of workshop ses-
sions on subjects which the Seminar
Committee feels  a discussion of
which must benefit any working
classification management specialist.
Again, participation must be the
namce of the game. Allin all I am
satisfied that George Chelius and his
committee have provided the basis
for the most outstanding seminar we
will huve ever participated in. All the
seceds are there. Now ir is time for
all of us —you and I —to participate
in bringing thosc sceds to fruition.
Only in time will we be able to
measure the harvest, but it will come.

Before going on to the presentation
of awards for this year, I would like
to give vou a few notes from our
Board mu'nng thar are imporeant at
this time. On Thursday afternoon at
1:30 we will have a business mecting
and the business of the Society will
be discussed, but there are several
things I want to bring to your atten-
tion now. We recently had an ciec-
ton of Board members to fill the
openings on the Board this year. It
gives me great pleasure to announce
that the following have been elected

tor three year terms on vour Board of

Directors, commencing with the end
of the seminar: From our Washing-
ton chapter, alwuays active in the
Socicty's activitics, last year's Seminar
Chairman, Jim L..é,l(._\. Jim, would

10

you stand? Congratulations. From
our own Southern Calitorma chapeer,
this year's Seminar Chairman, George
Chelius. Also from our Washington
chapter, another very active dussifica-
tion management specialise and tor-
mer chapter chairman, Lynn Satter-
ficld. My congratulations to all chrec.
In addition, the Board accepted with
regret a resignation. Ken Wilson, a
gentleman who has been on the
Board for the last two years and who
had onc year left in his term sub-
mitted his resignation because of the
press of business. It was ugr(ttull\
accepted by the Board, and in his
place tor the year ot his unexpired
term, we appointed the first runner-
up in the recent balloting, Mickey

Aitken, from our Rocky Mounuin
chapter. We also had an clection for
officers of the Society. These officers
will take office on Thursday after-
noon. I'll let you know now who
they are. These are your officers elect:
President, Jim Marsh. Our new Vice
President is George Chelius. Our
new Secretary is Jim Bagley, whom
you mct just a moment ago. And our
next Treasurer is in fact our old
Treasurer. He did such a gooed job
that we asked him to come back and
scrve again, Fred Daigle,

Each year our Sociery attempts to
recognize the outstanding contnibu-
tions of one or more of our individual
members. This year is no exception.
This year however, rather than an
individual, it is a class of people vra
group. This group can probably best
be recognized by the whiteness of
their hair, worried marks around their
eves, and the fact that they are a livde
bit more nervous than they used o
be. I am speaking of the former

NCMSJ—1971
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Seminar Chairmen of our Society.
Having been through that myseif, 1
can assurc you that it is onc of the
most demanding | s we can ask any
of cur members to do; “On the other
hand, 1t has a great many cewards.
This 1s the tellow who worrices the
night before and doesn’t sleep at all,
believe me. He worries about such
things as whether the keynote speak-
er will have an attack of appendicitis
and he will be told at 9:30 in the
morning that he will not be there. He
worries about the kind of rooms that
yau have. Every horel has, 1 think,
what I call the laundry rooms, where
abour 1:00 in the morning the thing
goes from wash to rinse and the
foom starts going around, or the
trains and planes start coming
through. 1 am sure some of you got
one of those roocms. He worries about
how many people are going to arrive.
He concerns himself with when we
go across the way for our luncheon,
whether the catering manager will
say, “ Whar lunchcon?” Believe me,
these are very real fears. These are
agomzmg, fears. So, we want to honor
thiy year our previous seminar chair-
men, and [ will mention them now.
Starting with last year’s chairman, 1
would like to ask that each of these
individuals come forward as I read
the plaques. Jim Bagley, would you
come forward: “Certificate of Appre-
ciation: The National Classificaton
Management Society acknowledges
witn appreciation the services of
James J. Bagley for his unselfish con-
tribution to the future of chis Society
as Chairman of the Sth Navonal
Seminar, July, 1969. Jini, Congrarula-
tions. Each of these plaques make the
same statement, so I won't read them
all.

NCMS)—1971

I think vou may all recall the jast
seminar we held on the West Coast,
in the city of San Fr;mcisco in 1968.
We stayed at the St Francis Hotel,
and wc had a delightful time. The
Sceminar Chairman was Fred Daigle.
Fred, will you come forward, please.

Washington, 1967, State Depart-
ment. Howard Maines was our Chair-
man that year. Another one of our
series of outstanding seminars. How-
ard, would you come forward. Con-
gratulations.

Unfortunately, the recipient of the
Certificate of Appreciation for our
first national seminar, Dick Durham,
is not with us. He was once of the few
people who did not make it this year.
He is still in Washington, D. C. 1
trust, at his desk. That was probably
our most significant seminar in many
ways. I would like to ask Wayne
Wilcox who is the Chairman of the
Washington Chapter to come for-
ward to accepr this award. Please give

~our congratulations t« Dick.

That concludes this portion of the
program. I understand thar _]im
M “-Qh our Procidane olare oo 111

....... QU Zresiglni-Crzdl Woua lll\\,
to make some remarks. Jim, if you
would come forward, this may be an
appropriate time.

Jim Marsh

e m——

Thank - vou ladies and gentdemen,
The thing that wasn’t talked about
was the second seminar, right down
the road o Wilshire Boulevard.
With due respect, I think ti.¢ second
seminar here in Los Angeles was an-
other milestone. Unforrunately, Dick
did not say anvthing, so I intend to
take care of what should have been
done. T think that Dick should re-
ceive recognition for his unselfish
contribution to the future of this

11
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Socicty as Chairman of the Sccond
Seminar, July, 1966, Dick, you aic

too modest.

Dick Boberg

Thank you Jim, that was an unex-
pected honor. I sce that che Lieuten-
ant Governor and George Chelius are
on their way in. During the business
meceting Thursday afternoon, I would
like to point out to you that we will
have a good deal of Society business
to discuss. Members and friends of
the Socicty are invited to stay. We
will go over the accomplishments of
our Society during the last year, our
financial sicuation and all the details
of our Society’s operations.

Licutcnant Governor Reinecke will
be introduced by George Chelius.

George Chelius

We are most fortunate to have
with us Lieutenant Governor of Cali-
fornia, Ed Reinecke. I would like to
relate some of his personal data to
you. He is a2 Navy veteran of World
War I1. He has a Bachelor of Science
degree in Mechanical Enginecring
from the California Institute of Tech-
rology. Mr. Reinecke was appointed
Licutenant Governor on January 21,
1969. He is President of the Senate.
He works on the Governor’s Task
Force for nrreotic enforcement. He is
a member of the Board of Regents
and the Board of Trustees of the state
college system in California, and he
1s Chicf Executive Ofhcer in the area
of environment. Mr. Reinecke was
elected to Congress in November,
1964, November, 1965 and Novem-
ber, 1968. 1 would like to present the
Honorable Ed Reineceke, Lieutenant
Governor of California.

12

WELCOMING ADDRESS

Lt. Governor Reinecke

Thank you very much and good
morning fadies and gentlemen. Tam
particularly pleased to be here. 1am
glad to welcome you officially to the
State of California. We are very much
concerned about classification and in-
formarion access, the arca of confiden-
tiality. These are words we talk about
a good bit in Sacramento these days.
And 1 am certain, as you realize, as
we become more and more products
of data processing, that there will be
greater and greater degrees of classifi-
cation. T hope that you people in
your discussions, recognizing primar-
ily that you are looking perhaps from
a national security orientation, will
realize that this is going to be a very
significant thing to us in the future
in government. Confidentiality or the
lack thereof is something that we
want to address ourselves to because
we are very seriously concemed.
There are proposals before the Legis-
lature that would open up many of

wlens
the files of the state government that

are presently classified to 0 anyone who
desires to request, and for many rea-
sons we are very much concerned. 1
want you to know that we are very
interested in this whole concept of
confidentiality. We are delighted that
you can bc here.

California certainly is a place that
has generated a tremendous amount
of information that has had the need
for classification on the basis of
national sccurity. I must confess |
have had one interesting little experi-
ence in my time. I was in the Navy
and I had a classification clearance.
Four years later I was clected to the

NCMSJ—1971
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Coné,rc";s and had access to all sorts of
information cven rnougn there was
no classification check of any kind.
So it is an inteiesting little concept.

Anyone who gets clected to Congress
has immediate access to all of thc in-
formation of the Armed Services
Committee or anything else which
presents, I am sure, many interesting
little problems for yourselves. Ileft
the Congress and came out here to
become Lieutenant Governor and
found out they wouldn’t let me serve
on the Board of Regents of the Uni-
versity of California wirthout getting
a secret clearance. So, we go from onc
extreme to the other, I guess. It is
well-justified though, because of the
work for the Atomic Energy Com-
mission.

I do want to extend a very warm
welcome to you folks here. I hope
that if there is anything we cando
to make your meeting here more pro-
ductive and successful, you will give
us that opportunity. We are de-
lighted thar you are here and we wel-

come you to stay around just as long
as you can. Thank you very much.
George Chelius

Our next speaker, our keynote
spcakcr cerrainly needs no introduc-
tion to most of the people ir. the
audience. Heis a man who has dis-
tinguished himself in civil service and
has done a tremendous job in support
of the classification program. Mr.
Liebling received the Exceptional
Civil Service Award in 1956 and the
Air Force Association Citation of
Honor Award in 1966. In 1957 he
was the recipient of the Junior Cham-
ber of Commerce RPS Planning
Award and in 1969, Mr. Licbling was
the recipient of the National Civil
Service League Award as one of the
ten outstanding carcer men in U.S.
Government. He is a member of the
Society of International Law, The
American Academy of Political and
Social Sciences, The American Socicty
for Industrial Sccurity, and the Air
Force Association. We present M.,
Licbling.

CLASSIFICATION MANAGEMENT—-CURRENT AND
FUTURE TRENDS

Joseph J. Liebling

Gentlemen:

I am most appreciative of your
kind invitation to participate in this,
the Sixth Annual Seminar of your
growing Society.

I extend greetings an behalt of
Secretaries Laird and Packard and my
immcdiate boss, Secretary Froehlke,
the Assistant Secretary of Defense
(Administration).

Bob Froehlke, while appearing on
the DOD’s “Pentagon Forum™ TV

NCMSJ—1971

Program, said, in part, “If ycu are
going to work with people, all the
people with whom you are associated
—you’'ve got to communicate con-
stantly. You are asking them to do
something that is impossible for
them to carty through if they don't
know the whole story.”

In keeping with his remarks and
consistent with my own philosophy,
I welcome the opportunity afforded

13
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me here today to, first, communicate
with the people wich whom my oflice
is associated and, second, to tell as
much of the story as will bring you
up to date on the subject of Classifica-
tion xuau.’.gculcn[--—(ﬂ'taln aspects of
which are currently topics ot discus-
sion among the top management in
the Pentagon.

During this past year, I have dis-
cussed the subject of classification
management with individual groups
such as Aerospace Industries Associa-
tion of America, National Security
Industrial Association, Council of
Defense and Space Industry Associa-
tions, and Amecrican Society for In-
dustrizl Security. I am convinced that
since its inception in carly 1963 the
Defense Classification Management
Program has, with your cooperation
and continued interest made signifi-
cant progress. However, I am aware
as I know you are, that there is room
for improvement in certain areas.

During the course of this presenta-
tion, I'll reflect briefly on what has
already been accomplished from a
DOD standpoint in the Classification
Managcmcnt field and will dwell

inore fully on what I believe needs o
be accomplished and how we in gov-
erivment, and you, in industry, can

. best achieve our common Classifica-
o tton Management goals. In my re-

rarks chus far, I have used the term

*Classification Management” several

times. 1 found in my discussions with
different groups around the country
that varied interpretations have been
given ro the term. Before I proceed
furcher, therefore, I would like to tell
you what Classifiication Management
means o me.

Classificarion Management in the
Department of Detensc is a responsi-

14

bility which rests in my office for pro-
viding the standards tllULCU'

inn SL2ANGarGs, Lu\.»ud,

ures and guidance for identifying in-
formation which, under stature, Exec-
utive Order, or regulation, requires
security classification. This responsi-
bility also involves the exercise of
management prerogatives to force in-
itiative, consistent with security, for
positive, progressive and complete
downgrading and declassification on
a timely basis. In carrying out this
responsibility my people are continu-
ally examining the program with a
view to providing the means and
establishing the requirement for ac-
ceptable cost accounting methods and
procedures to identify and quantify
the security costs, or cost reductions,
applicable to classification, downgrad-
ing and declassification, and classifica-
tion management | cedures. We are
further placing special emphasis on
devising ways and means, practices,
procedures, and motivation to mini-
mize, consistent with security classi-
fication guidance, the classification of
information or of elements or arcas
of work or operations required in the
pcrformance of Omr!al Hnr!cg or con.-
tract performance. All of these things
are, to me, a part of the classification
management function.

The Defense Classification Man-
agement Program reaches all DOD
components, and through participa-
tion in the Department’s industrial
security program, cleven agencies
outside of DOD and defense indus-
try. The program objectives are basic-
ally: (1) to provide a more effective
DOD informarion security program;
(2) increase che flow of information
to the public so that the American
people will be better informed con-
cerning major issues and national de-
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fense policy and significant activities
of the DOD; (3) incicase and acceler-
atc the flow of technical information
to American industry and the scien-
tific and technical community in
order to advance the art of weapons
technology, avoid and redvce duplica-
tion of cffort in research and develop-
ment, and facilitate production of
weapons systems and military equip-
ment in the incerest of national secur-
ity, and finally, to eliminate unncces-
sary expense to the Deparement of
Defense and defense industry incurred
in protecting information which no
longer requires security protection.

To achieve these goals it is neces-
sary, in the first instance, to classify
accuratcly and then follo 7-on with a
progiessive downgrading and declass-
ification program. In connection with
the latter, T want to make it clear that
there is no intent on the p2ce of the
department to downgrade and declas-
sify for the sake of playing the “num-
bers game”. Downgrading and de-
classification actions will be based on
achievable goals consistent with se-
curity and reasonable return. We,
who are involved in classification
Management, must assure protection
of our defense secrets, while, on the
other hand, see to it that our national
policy of keeping the American peo-
ple informed of significant defense
activ ties, within the bounds of secur-
ity, is fully implemented.

We first found it necessary to de-
velop and issue a policy document
(5210.47) which not only defined the
three authornized classification cate-
gories but which spelled out for the
first time in DOD classification prin-
ciples and criteria in comprehensive
language. At the same time, we lim-
ited original classification authority
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to certain DOD ofhcials in a move
to control classifiications to the mini-
mum consistent with opcrational re-
quirements. From thar point, we con-
ccatraied on rhe subject of security
classification guidance.

We issued  policy  statements
(5210.47) which fixed responsibility
for the preparation of classification
guidance and established review pro-
cedures within DOD. We then de-
veloped and issued detailed instruc
tnons (DOD 5120.34-H) on how to
prepare classification guidance. A new
format and instructions for use of
DD Fcrm 254 were established to
furnish comprehensive classification
guidance to our contractors. All of
these policies and procedures are now
fully implcmcnteg, and you, as Clas-
sification Managers, are familiar with
their scope and applicability. We, in
Defense, recognize that the develop-
ment and issuance of complete and
current security classifiication guid-
ance is vitaily important to the
achievement of our Classification
Management goals.

Last year, we instituted a program
through the Usa Agencies and De
fense Supply Agency’s Defense Con-
tract Administration Services (DCAS)

organization to review and updare all
DD Forms 254 in the country.

One facet of the program called for
the DCAS organization, through its
field inspectors and classification
management specialists, to examine
DD Forms 254 furnished to contrac-
tors for the purpose of determining
whether those currently in use had
been changed in substance over the
period of one year. In thosc cases
where no change in substance had
been made, we asked the DCAS Re-
gional Othces to send notices to the
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User Agency activity having responsi-
bility for preparation of the DD
Form 251 reminding them of their
annual review responsibilities and of
our intcrest in OSD in sceing to it

Lone crrr
that the guidance was kept current.

Over fifteen hundied of these notices
were dispatched. In 60% of the cases,
responses were reccived. Follow-up
queries have been sent to the re-
mainder. Of the replies received, the
indication is that changes involving
downgrading and declassificaton were
made in some 20% of the cascs. That’s
progress! —and I would like to take
this opportunity to thank those User
Agency and DCAS personnel in the
audience and those not present who
were involved in this program for a
job well done.

Another part of the program in-
volved the mandatory, substantive,
in-depth review by DOD User Agen-
cies of DOD Forms 254 which werc,
during the six-month period the pro-
gram was conducted, one year old.

Based on reports received from de-
fense User Ageacies, over 13,000 DD
Forms 254 were reviewed during the
six months program and during the
immediately preceding six months.
Of this toral, a reported average of
7% %, or close to a thousand DD
Forms 254, were revised so as to re-
quire downgrading and declassifica-
tion actions. As a result of these
actions, substantial dollar amounts in
the for m of cost avoidance are ex-
pected to be accrued to both defense
and industry. For example, one Mili-
tary Dcpartmcnt rc'portcd that 12
contracts involving Secret and Confi-
denual information with a face value
of over four and a half million dollars
were affected by chese actions. They
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estimate chat approximarczly one quar-
ter of a million dollars in security
costs will be avoided on tollow-on
contracts. This Deparement also re-
ported that as a result of chis review
program, a substantial number of
classified technical orders were down-
graded, declassified or rescinded—
the resule being that costs associated
with the handling, storage and trans-
mittal of close to 100,000 copics of
these orders will be reduced by an
estimated $210,000. Other benefics
derived from this program included
but were not limited to: (1) more
comprehensive classification guidance
was developed to clarify some gray
areas; (2) sotae programs were initi-
ated for the complete overhaul of
program guides with a view to down-
grading and declassifying elements of
information within the bounds of
security; (3) the effectiveness of our
capability to provide security protec-
tion was increased by concentrating
our protective resources wherce they
are needed; and (4) for the first time
we are getting identifiable costs the
validity of which will be worked out
by our comptrolier and contracting
people.

From these results, it is quite cvi-
dent that substantial savings can be
accrued to government and the de-
fense industry if all of us will contin-
ually make people aware of the need
for the judicious application of secur-
ity classification guidance when clas-
sifying in the first instance and of fol-
lowing on with a program for pro-
gressive downgrading and declassifi-
cation. It is my intent to concentrate
heavily in this arca within the De-
partment of Defense in the months
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ahcad. Effectiveness of this program
d::ln(:_nds to a large degree on the
amount of “body English” that those
of us in this toom give it.

Cost figures for maintaining inv 'n-
tories for classified information arc
high —for instance, sne DOD cle-
ment reports that it costs in excess of
three million dollars annually to
maintain its classified inventory of
over once million documents. You can
use¢ your own imagination when con-
sidering the costs expended by boch
DOD and the defensc industry in
maintaining our classified inventories
on a worldwide basis. These costs can
be reduced, and I intend to take ap-
propriate action to get the job done.

One way is to get old classified
documents and other material out of
the on hand inventory either by
downgrading, deciassification, de-
struction or retirement. In this con-
nection, it came to my attention not
long ago that one of our contractor
facilities, a research laboratory, had
on hand some 3800 linear feet of
classified holdings (documents, tapes
security containers. It immediately
occurred to me that such holdings
had to be excessive for a facility of its
size with only one current classified
contract, and that this classified in-
ventory undoubtedly could be re-
duced. 1 asked my classificarion man-
agement people to look into the mat-
ter. The result of chis inquiry was
most gratifying. Within six months,
the facility substandally reduced its
classified holdings, primarily by de-
struction and declassification, thereby
eliminating the need for 56 expensive
security containers and reducing the

NCMSJ—1971

costs associated with the handling
and inventorying of marerial formerly
held classificd. Further, the possibil
ity of compremise of classified infor-
mation is reduced and, as [ mentioned
carlier, the ability of the fucility to
provide effective security protection
for information which continues to
rcquire protection is enhanced. This
particular facility earns a “well done™,
It is my sincere hope thar cach and
cvery contractor facility ia the
country would undertake to accom-
plish che task of reducing its classified
holdings in a like manner. You, as
classification managers, as action pco-
ple, can greatly assist in getting the
job done.

In the way of current actions, we
are exploring whether certain special
access programs can be 'iminated. It
looks promising. Also, we have de-
veloped a proposal for 2 mass declas-
sificacion program which 1s currently
being evaluated and refined.

This proposal would, in substance,
declassify or downgrade to SECRET,
allTOP SECRET information origi-

nated prior 1o 2 specified dute in the
late fifties. Certain categories, such as,
for example, crypto and intelligence
information, Restricted Dara, foreign
originated material, and certain other
critical information, would be ex-
cepted but the remainder of the infor-
mation originated prior to the speci-
fied date would be subject to mass
declassification. It would also require
that the information or matcrial ex-
cepted from mass declassification or
that which is downgraded but not de-
classified, be purged from current files
within a limited time cither by de-
struction or retirement. In shorr, this
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proposal is in consonance with our
long standing objective of reducing
on hand classified inventories both in
defense and industry. Substantial
cconomics could be realized.

In conneciion with the foregoing
or any other downgrading and declas-
sification program, it should be borne
in mind that classificd documents or
other material are not downgraded or
declassified until such time as chey
arc appropriately re-marked. It will
be said that manhours expended in
the technical review and re-marking
process are time consuming. True.
However, the job needs to be dong;
and it needs to be done but once.

Within the past few months, 1
have participated in meetings with
Dr. Foster, the Director of Defense
Research and Engincering, the Assist-
ant Secretarics of the Military Depart-
ments for R&D, and others involved
in rescarch and development activi-
ties as well as those in the intelli-
gence community. The main topic of
discussion at these meetings was the
findings and recommendations of a
task force of the Defense Science
Board established to consider the
inhibiting effects of security classifica-
tion upon the flow of RDT&E infor-
mation and whether steps could be
taken to improve that situation. Cer-
tain conclusions were reached. Since
final approval of some very signifi-
cant staff recommendations in con-
nection therewith is still pending, it
would be premature for me to dis-
close st Hstantive information at this
time. We are enthusiastically antici-
pating accrual of major national bene-
fits to more effective security, econ-
omy and the scientific and technical
community as a whole.
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Secrerary Froehlke has expressed his
personad concern with overclassifica.
tion. We continue to examine all the
roads which may lead us to a solution
of this problem. I'll try to keep you
abreast of our program in the months
ahcad.

Turning to another subject, I have
heard reports that contractors around
the country are reluctant to question
sccurity classification guidance fur-
nished to them by User Agencies on
the basis that they don’t wish to
“annoy” their customers with whom
they anticipate receiving futute con-
tracts. I can assure you from a De-
fense standpoint that the basis for
such reluctance is unfounded. Where
the quality of classification guidance
is concerned, I am most desirous of
seeing contractors act to obrain ad-
justment, not simply react to it. If the
classification guidance received from
User Agencies is inadequate, the con-
tractor’s voice should be heard. To
emphasize the point, in those cases
where contractors have alerted User
Agencies to apparent deficiencies in
classification guidance, substantial
savings have been accrued to both the
contractor and the government. For
example, one of my Classification
Management people attended a meer-
ing in Alabama which was called at
the suggestion of a defense contractor.
The purpose was to discuss the feas-
ibility of eliminating the classifica-
tions of certain items of information
involved in a number of contracts.
I was told by my people that the dis-
cussion was a most amiable one, and
that the User Agency personnel
agreed to review the entire program
with a view to downgrading and de-
classifying cerrain of the classified
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clements contained therein. We have
learned tha: resulting changes in
guidance will cause about 90% of the
classified items to be either down-
graded or declassified. I am pursuing
the matter closely to learn the impact
on security costs.

I sincerely hope that those of you
in this audience who are involved in
the review and application of security
classification guidance will, in the
future, act when it is found that the
classification guidance is incomplete
or that certain items earmarked for
classification should be downgraded
or declassified.

We need now to keep up and in-
crease the momentum which has been
started in that part of the Classifica-
tion Management Program which in-
volves progressive downgrading and
declassification. Toward this goal, we
hope to accelerate the time phases for
automatic downgrading and declassi-
fication in order that such actions
occur within a more meaningful time
frame than is now provided.

I hope I have provided you with a
basis for future discussion here and
at your local chapters in the future.
Please bear in mind that I am recep-
tive to new ideas in Classification
Management—particularly in the
downgrading and declassification area.
When new concepts grow out of your
future discussions, act on them.

Together we should aim to elimi-
nate overclassification, find ways and
means to develop better classification
guidance and, most importantly, to
develop new concepts for removing
classification protection when it is no
longer required. thereby reducing
security costs.

In achieving this goal, it should be
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borne in mind that we are not a gov-
ernment of secrecy. Classification
Managers within and outside of gov-
ernment should strive to strike a rea-
sonable balance between two impera-
tives: that which truly needs safe-
guarding must be protected for na-
tional defense in the interest of inter-
national peace but all clse must be
permitted the maximum possible free
flow to those who need it for domes-
tic gains.

Thank you.

QUESTIONS AND ANSWERS
(Answers arce by Mr. Licbling.
Identity of questioners is unknown—

Editor.)

Q. About four years ago. Mr. Licb-
ling, we sent in a paper on the ques-
tion of downgrading and time-phas-
ing, indicating that it was possible
for a production contract after a pe-
riod of time to have material put out
Unclassified, Confidential and Secret;
and we suggested that perhaps look-
ing into the possibility of using the
DD-254 as the means of determining
downgrading. Has anything been
done on this?

A. You suggested to the Govern-
ment that included in the form you
would have a guide for downgrading?
Q. Yes.

A. Tdon’t think there's been any con-
sideration of this. I've not come
across any mechanics of this, but ]
would presume that it wouldn't be
the proper instrument for this sort of
thing unless we can build in the par
ticular points which we are not con-
sidering. In cther words, in two vears
hence or four vears. and so forth,
within the current classification cate-
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gories.and then 1t may be possible to
put 1t on the Form 2954,

Q. Asitstands now vou can’t have
three different classifications on a pro-
ducton contract. You couldn’t have
“Declassification Atfter Twelve
Years.”™ You couldn’t have produc-
tion rolling out ac a confidential level
on the contracrs,

A. Tthink chis will be resolved after
a substantial review and 1 think
through the review we will see much
ot the hardware being declassified.
I[t's a very good thing. I think you'll
find 1t happening more and more.
Thank vou very much.

Q. My question is directed at the
policy that we apparently have been
getting trom the GAO to the user
agencies which indicates chat the con-
tracting officer apparently cannot re-
lmqunh his rcsponslbxlltv on the con-
tract until all classified information
has been returned or destroyed. In
other words, the contractor can no
longer retain classified 1nformation.
Do vou have any comments on this
or is this the p()llC\. ‘md if so, where
did it derive from?

A. Yes, the policy is established for
the protection of the information. A
review was made as to whether the
intormation was returned to the de-
partment or agency with the particu-
lar interest in the firse pl:lcc. I don’t
know what vour point is.

Q. Well. we have noticed thac this
has added a burden on the user
agencies in ynu'rc allowing retention
ot classified intormation.
tmes there are conflicts between the
Government contracting agency and
the industrial agency. There is a
policy in the induserial regulation
and the industrial manual which will

20

A lot of

indicate the current position by
which we got the retention of docu-
ments offered by the contracting
agencies  for p.ll‘t'(U].ll‘ purposcs.
Which 1s a start.

A. When vou say there are resulting
conflicts, I don’t know whether you
are sayving it in the vernacular or
what. Exactly what should I address
mysclf to.

Q. What I'm talking about is the
conflict between retaining classified
information which a contraccor feels
is justificd to retain to support his
contract accomplishments,

A. We're talking about entirely dif-
ferent points. One is classification

:magcmcnt which is a procedure in
itself, and the other is the rcsponsl-
bility of the contracting activity under
an individual contract. So you have
two completely different fields of in-
terest. In face, in the classification

management business, even though
the contraces are different, che format
is with the legal contracting represen-
tative, dependent upon the informa-
tion contained in the contract be-
tween the Government and the user
agencies. Soit's two different and
scparate functions there.

George Chelius: I'd like to make a
comment on that. Within the indus-
trial organizations, most of them are
con ﬁgurcd in-a way that they arce
emploved in cercain areas of tech-
nology, and I believe that vou can go
to another contracting officer and ask
him to transter material originaced
by other contracts into his contract.
I think chat this is going to relieve
some of the problems that we've had
here betore. Then ie becomes his ma-
terial and 1c's an open contrace until
the end of the retention period. And
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then, of course, you would get an-
other follow-on contract.

Q. ldon'tintend to further discuss
this question, but T happen o know
that thereisa vv\)i'kulb lmpu LUIlllllb
up this afternoon and I'd like to
dircct this to the problems we're fac-
ing in the control of nuclear wartare
documents.

A. There 1s no sensitivity in these
things. This is why I alluded o all
of you representing a point of view
of the Government that cach onc of
these contracts is checked out. I'm
referring to the presentations which
were made publicly and were viewed
with alarm by us. It was discussed
partially with the Assistant Secretary
of Defense for Atomic Energy. 1did
this myself and my staff people par-
ticipated in this, too. And we are now
establishing rules and procedures to
accommodate cerrain cases which we
feel are necessary or have indicated
warranted changes in our judgment.
But whether we agree with you or
not, is another matter. It is being
reviewed now and there is a specific
deUlL\ .411(_1 DO i! 1e5 in

ith that field of informa-

r ~f
redratt of pr

connection w
tion.

George Chelius: I'd like to com-
ment on that. In March of 1969, or
somewhere close to that period of
tume, -that was corrected. (I know
from personal expericnce that Don
Garrert of Mr. Liebling’s staff and
George McClain have worked very
closely with the Assistant Secretary
ot Detense for Atomic Energy.) There
Is now our to many contractors and
certainly within the Department of
Defense and che Military Services an
adequate classification guide defining
CN WL I chink it will minimize
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the problems in the future and 1
think you'll find som¢ ot the material
that we have dealt with in CNWDI
perhaps isn’c really CNWDIL Tt
might be FRD.

Mr. Licbling: 1 belicve Mr. Mac-
Clain also talked about a field of in-
terest thar is outside the jurisdiction
of the Department of Detense. It's
the Atomic Energy Commission and
any dealing would be had with that
agency.

Q. Has the Department ot Detense
studicd the impact of the updating
of the DD 2547 What I'm getting at
is that we’re concerned wich the 80%
which state “no change” and resulein
a chain reaction from the contractor's
standpoint. Would any agency dis-
seminate the DD 254 or letters saying
“no change?” We have a tremendous
voiume of correspondence coming
from the contracting officer, all stat-
ing “no change.”

A. I presume you are using simple
mathematics, because I said only 20%.
We checked responsibility jointly
with the user agencics and tried to
look into the subject. The first alarm
indicated, baied on the many years
that I've been in this business, that
what was being done ts that the con-
tractor doesn’t have suflicient time to
review the contract and they’re using
one that may be cight or ten vears
old.

George Chelius

Our next spukcr of course 1s no
stranger to this Society; Don Wood-
bridge is a charter member of NCMS,
He has served on the Board of Diree-
tors, has been President, and currently
is counsel to the Society —a new posi-
tion which the Board has created and
which recognizes Don's conuibutions
21
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to the Scciety, of which we are justly

proud. His professional carcer has
been in the area of development engi-
neering in Oak Ridge. Tennessec.
Mr. Wnodb_rid,gr: taught physics and
mathematics  in Charleston  and

Brooklyn. He taught physics unul

1943 when he joined SAM Lab in
New York as a rescarch physicist.
Mr. Woodbridge 1s a member of the
Amcrican Physical Socicety, American
Physics Teachars, Phi Bea Kappa,
It is an honor to introduce Don
Woodbridge.

SOME THOUGHTS ONM CLASSIFICATION IN THE AEC
Donald Woodbridge

When the program commirtee did
me the honor of inviting me to ad-
dress this seminar, I suspect that one
of the things they had in mind was
the value of keeping the Atomic
Energy Commission represented—
even if remotely —in the face of the
overwhelming DOD preponderance.
At the same ume, they recognized
that although I am fascinated by
words and the ways words are put
together and manipulated, I am one
of the world’s worst procrastinators
when it comes to putting words on
paper. And so they told me I could
use the ralk I gave at the famous

Rocky Mountain Seminar in Albu-
querque last November —the show
put on by Jim Marsh and his friends.
(I chink it was the friends who did
most of the work; but that’s the
mark of a good chairman, I under-
stand.) The name of my talk was
“Some Thoughts on Classification in
the AEC.” As 1 remarked ar the
time, it is a wonderful title because 1t
tics me down to nothing, makes no
demands for coherence or a single
theme, and aliows me to ramble and
interject as 1 please. I, oo, felt that
the AEC should have a representa-
tive, even though the AEC might not
want ong, or, wanting one, might
have exclaimed, “Good God, not

o
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Woodbridge!” and when the com-
mittce made the path of duty so
smooth and even, I accepted happily,
knowing how much I would e¢njoy
making a captive DOD audience
think thoughts about the AEC after
all the years 1 have listened to
thoughts about DD254.

Fortunatcly, as things turned ou,
the AEC image doces not have to de-
pend on me. Tomorrow it will be
ably supported by Chuck Prohaska
from Sandia.

I also welcomed the chance to im-
prove my talk in spots and add to it
here and there. The committee and
I agreed that there would likeiy be
very few of the Albuquerque audi-
ence here—travel problems being
what they are —so that we could gen-
erously permit anyone to leave the
room who felt that once was enough.
On the other hand, the repearers can
look on the carlier performance asa
rchear al and amuse themseives by
sceing whether they remember well
cnough to pick out what’s new.

Enough of introduction and apol-
ogy.

The circumstances that surround
the birth of a creature on this planct
of ours and the stories of those cir-
cumstances are otten illuminaring.
They shed light not only on the
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creature but also upon the people
who preserve the legends and tell the
tales. Jonny Astorbilt was born with
a silver spoon in his mouth. Poor
little Alice was born in sin. And
Scaramouche, according to his creator
Rafael Sabatini, was born with the
gift of laughter and the sense that the
world was mad. Many of us today,
I daresay, share that sense. Some are
born under lucky stars, others are
star-crossed. It is symptomatic of the
world’s madness that more and more
people —some in earnest and some
only half believing —look to the stars
to find some understanding of their
souls and to plan their futures.

I find reading discourses on the
meaning of horoscopes curiously like
reading analyses of the stock market
—especially this summer. Every state-
ment of attribute and personality,
every prediction, is so hedged with
ifs, ands, and buts, to say nothing of
“on the other hand,” that thereis
something in it for everyone. I do
not know what the favorable signs
are for a classification manager. It
would be interesting to take a group
of us and compare horoscopes. Was
the Sun in Scorpio with Sagitarius
rising when we were born? Today we
are said to be in the Age of Aquarius.
I am not sure what that means or
how you prove it, but it seems to be
an age when classification managers
may find the going tough.

In many ways the most fascinating
stories of birth and gencsis are the
stories preserved for us by mythol-
ogy. The births of gods and heroes
are always prodigious. Venus, the
goddess of love, whose Greek name,
Aphrodite. means foam-born, rose in
all her unadorned beauty from a sea
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that had been rendered fertile by an
extraordinary sequence of events that
I'll not go into here. Athena, the
goddess of wisdom sprang not only
full-grown, but fully armed, from the
head of Zeus, who had achieved this
paternity by the unusual expedient of
swallowing Athena’s mother, a Titan-
ess by the name cf Metis. It is re-
ported that Zeus established the all-
time world’s record for headaches
during the gestation.

Archacologists and anthropologists
tell us that the myth of Athena’s
birth is representative of the up-
heaval following the invasion by the
Achaeans—a partriarchal society—
into the matriarchal culture indigen-
ous in the Greek peninsula. Zeus,
chief god of the invaders, swallows
Metis, the local patroness of wisdom
and knowledge. Then, by his remark-
able feat of cerebral parturition he
demonstrates that wisdom no longer
resides in the matriarchy but is now
a male prerogative; for although
Athena inherited her mother’s attri-
butes, Zeus not only sired her, he
gave her birth. Needless to say, this
masculine prerogative has not re-
mained undisputed.

One wonders what the mytho-
graphers would make of the current
feminist assault on masculine sanctu-
aries. I suspect they would be hard
put to account for one striking differ-
ence between the ancient devotees of
the Moon Goddess and our modern
priestesses of the Feminine Mystique.
I refer to today’s indignation at being
regarded as sex objects—I believe
that’s the phrase.

By now vou have probably guessed
that I have been leading up to a look
at another prodigy —a world where
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information is born classif
circumstances attending chis birch
were mdccd prodigious. The sky
flamed brighter than a thousand suns.
Earth's unsplittable elemencs broke
asunder. Death and destruction in
unbelievable form and of incredible
ferocity stared mankind in the face.
When you are responsible for the
welfare of a nation —of mankind—
what do you do about the fruit of
the tree of knowledge? You may re
member that Almighty God worried
about this problem when he planted
the garden castward in Eden and
made to grow cvery tree that is
- pleasant to the sight and good for
food--including the tree of the
knowledge of good and evil. Realiz-
ing how dangerous a tree it was, God
made the tree of knowledge Top
Secret and told Adam and Eve they
were not on the access list. Thar tree
was born classified. Now wherever
there isTop Secret information there
will, of course, always be diabolical
forcign agents in various disguises,
and so the serpent comes upon the
scene more subtle than any beasi of
the field. Adam and Eve fall for his
subversive wiles and promptly lose
their clearances as a consequence of
the world’s first security infraction.

At this point, I cannot resist a
small digression to comment on what
to me is the most fascinating verse
in the story of the Garden of Eden.
“And che serpent said unto the
woman. Ye shall not surely die.” As
we listen to the story of Genesis told
with all the impersonal quality, the
majesty and epic simplicity of classi-
¢al myth, suddenly there comes chis
mtensely personal, extraordinarily
sophisticated insinuation of the ser-
pent. Those few words raise theolog-
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ical questions that theologians wiii
never finish discussing. And, I mighe
add, the words seem appropriate to
the climate of present-day security.
In spite of our infractions, we know
that we shall not surely die, notwith-
standing the grim words of Chaprer
18 ot the Atomic Energy Act.

Now let us get back to the infor-
mation that is born classified. This
phe¢nomenon, too, is representative
of a great uphcaval. We wer in-
vaded, as it were, by a tribe of people
peculiar in their possession of the
knowledge of the fissioning atom.
Pcculiar, too, in that they could be
trusted to keep that knowledge a
tribal secrei. And so, because man's
wrelfarc—indeed man’s survival —was
decmed to depend on it, the tribal
knowledge was decreed to be Re-
tricted Data, inaccessible to people
outside the tribe cxccit after a special
initiacion ceremony, known mysteri-
ously as Q.

And so we were swept into the new
age; and along with a flood of n:w
knowledge, new hopes, and new
perils we had io cope with 2 new
concept in controlling informagion.

The premise that our welfare can
be enhanced by segregating a body
of information and enforcing that
scgregation by governmental author-
ity is often chalienged ard che tram-
ers of the Atomic Energy Act re_og-
nized that challenge when they
wrote:

The dissemination of scicntific
and technical information re:at-
ing to atomic encrgy should be
permitted and encouraged so a3
to provide that free interchange
of ideas and criticism which 1s
essential to scientific and indus-
trial progress and public under-
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standing and to enlarge the fund

of technical information.

That is a splendid statement and I
don’t think you can improve upon it.
But it laid the foundation of a lasting
schizophrenia, beginning with the
definition of Restricted Data itself.
Though some of you may know the
definition by heart, I trust you won’t
mind my repeating it.

“The term "Restricted Darta’
means all data concerning (1)
design, manufacturer, or utiliza-
tion of atomic weapons; (2) the
production of special nuclear
material; or (3) the use of special
nuclear material in the produc-
tion of energy, but shall not in-
clude data declassified or re-
moved from the Restricted Data
category pursuant to section

142.7
Everything is fine ’til we get to the

word “but”. Items 1, 2, and 3 sum up
the contents of the tribal wisdom
neatly and with devastating inclusive-
ness, but that “but” always throws
me. Somechow, it seems to say,

“Everything is Restricted Data except

what isn’t”, or else, “Everything
atomic is Restricted Data, but some
things atomic are not Restricted
Data.” Then I pull myself together
and say to myself, ” Woodbridge, pull
yourself together, you know that they
are trying to tell you.” I hope I do.

On Monday nights I go down to
the recording studio and read for the
blind. For some weeks we have been
struggling with the Works of Aris-
totle. Have you ever tried reading
Aristotle —out loud? It tends to put
me in a state bordering on a trance,
not unlike the effect of reading an
IBM programmer’s manual for
Svstem 360, which I have also had to
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do. I am sure my blind client under-
stands it all much better than I do,
but some of it rubs off, like the game
of putting things into syllogisms.
You know: all Ais B, Cis A, there-
fore C must be B. But when you try
this on our celebrated definition you
get something like: All A is B, but
some A is not B. However, as I say,
I think I know what they are trying
to tell me.

An interesting feature of the Act is
itself tacit assumption that everyone
knows what classification is. There
are 27 definitions in Chapter 2, in-
cluding Restricted Data. We find out
what an operator is, and whatisa
person, what is meant by research and
development and by the term ‘de-
sign’. Chapter 2 also contains the
famous definition of an atomic
weapon so dear to the hearts of our
legal friends. But no definition of
classification. There is a section (Sec.
142) entitled *“Classification and
Declassification of Restricted Data”,
which has nothing to say about Clas-
sification but which exposes an inter-
esting chicken-and-egg problem: viz.
which comes first when the Commis-
sion decides to make information
available to the public—declassifica-
tion or removal from the category of
Restricted Data? How would you
answer that one?

Another term the Act fails to de-
fine is Formerly Restricted Data. The
concept is there, to be sure —you can
find it in Section 142 —but not the
term. I don’t know whether the
framers of the Act were clever, mali-
cious. shrewd. innocent, carcless, or
stupid in this marter, but they cer-
tainly prepared the stage for those
who came later to exhibit some of
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these characteristics. The chicken-
and-cgg problem should have been
ample warning to the inventors of
this demoralizing phrase.
tempted to say Alice-in-Wonderland
phrase, but I remembered how we
have overworked poor Alice.) They
can hardly have failed to see that the
Act associates removal from the Re-
stricted Data category first with de-
classification and only secondarily
with what has come to be known as
transclassification or transposition.
Now we have to live with a paradox
that asserts that there is some infor-
mation that was once Restricted Data
but, nevertheless, is not formerly Re-
stricted Data. I¢’s as though the
Attorney General were to rule that
only divorcees who married a second
time could be considered formerly
wed. And spelling Formerly with a
capital F does not help much. I know
it is all water over the dam and that
nothing can be done about it now;
but every time one of my innocent,
well-meaning clients remarks with a
beaming smile, “Oh, formerly re-
stricted data—that means I can pub-
lish,” I groan again under the load
of this semantic monstrosity. It
would have been so simple to call it
something like Restricted Defense
Information; which indeed is what it

But of course. with such a name,
an important tribal symbol would
have been abandoned.

The definition of defense informa-
tion offers another puzzle. Defensc
information (says the Act) means any
information in any category deter-
mined by any Government agency
authorized to classify information, as
being information respecting, relating
to. or affecting the national defense.
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(I was

Again, I think I know what they are
trying to tell me, but itis only by
very tortuous inference that I can
conclude that defense information is
information that requires protection.
I see that word "classify’ and 1 am
tempted to ask, is defense informa-
tion born classified, too?

One cannot expect, of course, that
any piece of legislation will succeed
in anticipating all the problems it
will raise or provide ready answers to
every cavilling commentator. Least
of all can we expzct perfection in an
act as complex in its subject matter
and as far-reaching in its conse-
quences as the Atomic Energy Act.
And whatever we may think about
certain details, we must recognize
that the Act has been extraordinarily
effective in providing an orderly tran-
sition into the atomic age and estab-
lishing a framework within which
our country and much of the rest of
the world, too, can derive maximum
benefits from the fissioning atom
without too great a relaxation of
security. It isironical that the Com-
mission in its current efforts to hasten
these benefits and to avoid a catas-
tropic dearth of power in the coming
decades has run into so much suspi-
cion and opposition. Of course, you
expect conflict from professicnal anti-
establishmentarians and you welcome
accurate scientific criticism, but the
way conflict and criticism have en-
listed the emctions of what you
might expect to be a neutral citizenry
comes as a shock. It is a phenomenon
of the times to be reckoned with.
Somchow the works of the atom
seem to be equated with the works of
the devil, and the only good atom is
onc that won't fission. We may face
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one that won't fission. We may force
the devil into good works, but that
does not make him any less a devil.
And what's more, 2 government in
league wich the devil is not a govern-
ment to be trusted. So runs man’s
thought in the Age of Aquarius.

I see I have digressed again. Back
to the Act. Deficiencies in legislation
have to be corrected and interpreta-
tions have to be provided by legis-
lative history and executive action.
Executive action in the AEC is dis-
tilled, recorded, enshrined, and, some
might say, entombed in the five-foot
(oris it ten-foot) AEC Manual—a
combination of encyclopedia and
bible. If you can find your way to
Chapter 3400, you can make a ~art
on learning what the AEC does about
classification.

Now it is characteristic of sacred
scriptures that they comprise 2 centeal
oracular core around which there
grows up a considerable body of
cxegetical writing. A good oracle
must stand the test of time and that
means it must not say too much.
What it does say must have an unas-
sailable universality, which some
oracles take to mean universal ambi-
guity. (The oracle at Delphi, you
may remember, was particularly adept
at equivocation, as when it advised
Croesus, the king of Lydia, that if he
crossed the river Halys, which lay be-
tween him and the Persian army, he
would destroy an empire. As Croesus
sxemembered too late, the oracle
omitted to sa; whether that empire
were Persia or Lydia.) In the AEC
Manual we find 2 somewhart similar
arrangement. The Chaprers proper
give what we might call the univer-
sals. They state policy, establish
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authority, dcscribc organization, say
what must be done, but, generally
not how to do it. Then there are the
Appendixes, which get down to the
nuts and bolts, tell you what the
policy means, and give you the details
on how to go about your end of the
business. Of particular interest to us
in Classification is Appendix 3401,
called Classification and Declassifica-
tion Handbook. The latest edition
was approved December 21, 1967.

One of the first things this Hand-
book attempts is to deal with the
question, what is classification? |
wish I had had the time and means
to delve into the history of this word
and discover when it took on its
security connotation. I am too re-
mot¢ from the sources. It would be
a good piecc of research for one of
our NCMS scholars in Washington.

Dictionaries present interesting
sidelights. In the early and middle
sixties they show signs of having got
wind of whar we are doing. Random
House says classification is the “cate-
gory (U. S. Gov., Mil) restricted,
confidennal, secret, or top secret to
which information, a document, etc.
is assigned based on the degree of
protection considered necessary to
safeguard it {rom unauthorized use.”
And to classify is to limit the avail-
ability of information or documents
to authorized persons. Funk and
Wagnals does not even mention cate-
gories. With them to classify is to
declare or designate as of aid to an
enemy and restrict as to circulation or
use, as a document, weapon, or item
of information. We don’t know, of
course, who supplied these defini-
tiens, but you can sce how restric-
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tion, authorization, and sccurity have
become uppermost in the lexicogra-
pher’s mind.

Webster's Sccond Internarional is
innocent of our speciality, but the
controversial Third International bas
caught up with us I like tes defini-
tion best.

The classifying of ¢sp. docu-
mentary information into group-
ings (in the U.S. usu. designated
top secret, secret, and confiden-
tial) according to the stringency
of the measures to be taken to
prevent its fai:ing into the hands
of an enemy or potential encmy.

It’s a good definition and it does not
do violence to the fundamental mean-
ing of the word “classify”. I like that
word ‘stringency’; it adds punch.

I think 1 can guess how our word
has evolved. As so often in the his-
tory of language, a derivative or as-
sociated meaning has become the
primary meaning. Some examples
that come tc mind are:

PREVENT, which really means
come before or precede, but now
means hinder, since what is up
ahead is so often in the way.
UNDIERTAKER is no longer
just someone who takes on a
job, but one who takes on the
particular job of disposing of
your mortal remains.
TOILET started out as a hrele
cloth around your shoulders
while you were shaving or hav-
ing your hair dressed. Now it’s
place for disposing of you
know what.
WEALTH meant well being
back in King James' day and it
15 2 cogent commentary on man-
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kind's ever growing materialism
that the meaning of the word
has become so specialized that
St. Paul in the King James Bible
sounds like a handbook for un-
scrupulous stockbrokers when he
writes to the Corinchians, “Let
no man seek his own, but every
man another’s wealth.”

And so, I daresay, CLASSIFICA-
TION began to take on its sccurity
connotations as it was recognized
that information can and should be
put into different classes depending
on the degree of protection required.
In the minds of most of us, classified
information has come to mean pri-
marily information that the law re-
quires us to protect, rather than in-
formation that has been putintoa
particular class. This semantic con-
fusio.a doesn’t bother us very much
ordinarily, but it becomes important
when we are considering the mys-
tique of Restricted Data and when
we choose to regard the phrase “born
classificd” as other than a metaphor.

Let us see how the Handbook re-
solves thic rriv ~Hict o

tween semantics, f:tymology, and
usage. We find this compromise.
CLASSIFICATION OF INFOR-
MATION IS
a. the determination that informa-
tion requires protection in the
interest of the common defense
and sccurity.
b. the determination of the cate-
gory (RD, FRD, DI), and
6. the determination of the level of
-~ sensitivity of information and
the assignment of the level (C,
S. TS).
And then, to make sure you don’t
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forget, the Handbook adds

NOTE: RD requircs protection in
accordance with the Atomic Encergy
Act. Tuis gratifying to discover that
this dcfiniton 1s not too different
from that in DOD Instruction
5210.47.

That is what we might call the
primary definition of classification.
The Handbook also provides a sec-
ondary definition recognizing that
after information has been deter-
mined to require protection we then
have to take care of the media that
convey information. Thus we find

CLASSIFICATION OF DOCU-
MENTS AND MATERIALS—
placement of an item (document
or material) under security con-
trol, by markings or otherwise,
upon determination that it reveals
classified informarion.

The distinction between classifica-
tion of information and classification
of documents is important. Failure to
recognize it has led to confusion of
thought and misunderstanding of the
functions of classification manage-
ment.

The distinction epitomizes the dif-
ference between the role of Head-
quarters and the role of classification
officers in the field. It is a misleading
half-truth to say, “We don’t classify
hardware, we classify information.”
It depends on whom you mean by
“we”. Unless your office is in Head-
quarters, classifying hardware is prob-
ably one of the things yvou do.

We are now in a position 10 agree
that Restricted Data is born classified.
The law has determined that it re-
quires protection in the interest of
the common defense and sccurity.
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But where does that feave us? Back
in the carly davs betore the Commis-
sion had removed large areas of in-
formation from the Restricted Data
category, before we had invented
Formerly Restricted Data and trans-
classification, ‘born classified’ was a
rcal punch line that answered all
arguments and put everybody in his
place. The classification officer cannot
help thinking of them as the good old
days when the livin® was easy. But
today, much as some of us might sull
want 1o, we can no longer flaunt that
banner as we used to and expect the
troops to rally round. The ensign is
tattered and faded. The tribe has
spread far beyond the historical hunt-
ing grounds. Classification Manage-
ment has become a melting pot. Peo-
ple working for the AEC deal daily
with defense information that is not
RD; daily they generate information
that does not fall into the categories
of Restricted Data or Formerly Re-
stricted Data. Conversely, those
working for other branches of gov-
ernment find themselves increasingly
involved with Restricted Data. We
might now paraphrase Malvolio in
Shakespeare’s Twelfth Night and say
of informartion, some is born classi-
fied, some achieves classification, and
some has classification thrust upon it.
The AEC Handbook recognizes
this complexity and diversity in that
it does not require a declassification
action as an indispensable first step
before the issuance of a document as
unclassified. But before anyone con-
cludes that avoiding this step relieves
him of any responsibility, let him
take the following words to heart.

It must be born in mind that
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cven though original issuance as
unclassified does not involve the
removal of stamps from a pre-
viously classified document, the
same action takes place, thatis,
a determinaton that the docu-
ment does not contain classified
information. Therefore, in de-
termining that 2 document may
be issued as unclassified one
must be able to establish that the
information disclosed has not
been identified as classified (in
the case of DI) or has been prev-
iously declassified (in the case of
RD or FRD).
The Handbook goes on to require
a dual review before publication of
any research and development report
prepared under AEC auspices when
there is any chance that the work may
be classified —review by a classifica-
tion officer and review by a technical
expert knowledgeable in classification
matters. The expert is supposed to
appraise the work under review in the

light of all that has been published in

the field. Experts are not too hard to
comc by, but experts who are Know-
ledgeable in classification, sympathe-
tic, and willing tc spend the time are
rare indeed.

At first glance, the dual review
seems onerous, but it can be turned
into a very useful management tool.
If you choose experts high enough up
the administration ladder, their re-
vicws can also serve to screen out
papers that ought to be withheld for
reasons unrelated to classification.
Many a paper that offers no threat to
the common defense and security
would, nevertheless, do better buried
in the burn basket than clogging the
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Central Clearing House.

As has been pointed out many
times, one of the greatest deficiencies
in classification management is the
inevitable tendency to overdiassify
coupled with tardiness and timidity
in declassification. The FBI won't get
after you just because your hand is
too heavy on the Secret stamp. To a
very considerable extent chis weak-
ness is rooted in the dearth of experts
—the knowledgeable, sympathetic,
willing experts, that is. Our Hand-
book describes how the AEC has
supplied at least a partial answer with
its formalized system of reviewers —
Responsible Reviewers and Senior
Reviewers —men who are on call to
provide advice, counsel, and recom-
mendations to the Division of Classi-
fication and whose influence, especial-
ly that of the Senior Reviewers, is
strong and constructive. Scientists
frem the Age of Aquarius who habit-
ually lament lost freedoms and decry
the stultifying effect of security,
should recognize that they do indeed
have friends in the enemy camp—
emineni men whose concern for the
freedom of information and the ad-
vancement of science is no less
genuine for being tempered with
realism and, like Scaramouche, a
recognition that the world is mad. 1
would suggest, too, that the Aquarian
scientists take an honest look at the
enormous body of information that
has been declassified.

Basically, whether we are AEC or
DOD, we all do the same thing and
have the same responsibilities,
though our points of view and our
starting points may differ. It is like
one of those eye-foolers, an array
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of shaded hexagons, for instance,
that appear 1o stand out in relief

when you look at them in one way
and then revert to intaglio when you
blink your cyes. To do our jobs we,
all of us, have to know what has been
classified and what has been de-
classified.

How we get this knowledge is an-
other matter. And this brings me to
the subject of classification guides.
The Handbook describes the AEC
hierarchy; Policy, Program, and Local
Guides. Policy guides must be ap-
proved by the Commission (which
mecans the Commissioners) and Pro-
gram Guides by the Director, Divi-
sion of Classification, Headquarters
(which means our good friend
Chatlie Marshall). Prior to the 1967
issue of the Handbook, Local Guides
could be approved by the cognizant
ficid-office manager —that would be
General Donnelly in Albuquerque
today and Sam Sapirie in Oak Ridge,
for example. But in 1967, in a move
toward centralization, this authority
was made to revert to Washington,
a movc that, as far as I know, did not
disturb the cognizant field-office man-
agers. | sometimes wonder just how
cognizant they were. Ishould add
that managers of field offices are still
responsible for preparation of local
guides, even though they have not
the authority to approve them. The
reversion of authority to Washington
in this case upset a certain symmetry
that I found appealing. Ar one time,
you sce, it was possible to differen-
tiate the three types of guide very
neatly on the basis of who was au-
thorized to approve them. Differen-
tiation on the basis of content is
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more difhicule.

Although there are undoubtedly
differences of optmon about the dis-
tribution of authority, the theory of
the AEC guide system is funda-
mentally sound and in keeping with
the intentions of the Atomic Energy
Act. In practice the system works
surprisingly well —which is a tribute
to the diligence, good sense, know-
ledgeability and flexibility of our
classification personnel. Although I
don’t want to except anyone from
this encomium, I feel we can point
with particular pride to the contri-
bution of the Sandia Corporation and
the Lawrence Radiation Laboratory at
Livermore.

A basic dilemma in the promulga-
tion of classification guidance is how
to strike a balance between the
hazard that wide distribution may
lead to misuse and the danger that
uniformed classifiers may in their
ignorance innocently and unwittngly
release sensitive information. The
Handbook approaches this dilemma
in a realistic way by making a clear

L ha
distinction berween ‘.mhor::mg the

use of guide for making classification
decisions and making it available
simply for information. You may
argue thatif a man has a guidein
front of him, he is inevitably going
to use it to make classification de-
cisions; and in a sense that is true.
But the point is: if he is not author-
ized ke has no defense if he uses an
unclassified topic in the guide to jus-
tify an unclassificd release when
somebody higher up gets him on the
carpet and he discovers too late that
he did not know the whole story. On
the other hand, awarencss of the clas-
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sified topics in this guide he hasin
frent of him may alert him in time
to forestall a serious leak. I don’t
know of any cases where Washington
has taken us to rask for being too
cautious.

The freedom to make guides avail-
able for information is as you know,
particularly valuable in the early
stages of programs where there arc
interfaces between the AEC and the
DOD. Without such interchange
cach side can go merrily along nulli-
fying the other’s classification until
such timc as the cumbersome ma-
chincry of joint committees and
working groups establishes a com-
mon ground. I think it is safc to say
that the members of the Restricted
Data Tribe—Chiefs and Indians alike
—stand ready to foster this open-door
policy. Aslong as the initiation cere-
mony has been properly performed,
that 1s.

Within the tribe, the weapons
complex offers what to my mind is
an outstanding ¢xample of carly and
effective information exchange. am
not saying it conld net be beteer, but
on the whole it is remarkable. This
interchange receives a blessing and a
mandate in a special passage, new in
the 1967 Handbook, that not only
provides for the interchange of local
guides within the weapons complex,
but empowers field-office managers to
authorize these guides for use by their
contractots. If that strikes you as
unexpected laxity, don’t forget that
all these guides will have been
blessed in Washington.

At this point I would like to pay
tribute to the diligence of the Head-
quarters staff, who must match the

industry of workers in the ficld with

equal perserverence and acumen, if

guidancc is to be put to use promptly
and when it is needed. The blessing
of guides sometimes seems to have a

certain resembliance to the process of

beatifying saints. Those who are re-
sponsible secem to feel the same need
for careful, minute scrutiny verifica-
tion, authentication—and skepricism
Moreover, perserverence and acumen,
even when available, may not be
cnough when the action is 3,000
miles away.

I would like¢ to explore further
what the Handbook has to offer, the
types of classifying ofhicials, for in-
stance, and thac interesting phenome-
non sometimes referred to as Privace
Restriceed Data. Then therce is the
remarkable Guide to the Unclassified
Fields of Rescarch, which defies the
old adage, “How we classify is classi-
fied.”” But my thoughts have rambled
long enough and with too many di-
gressions. It is time to summarnze,
if I can.

The Handbook recognizes at the
outsct the important distinction be-
tween the classification of informa-
tion and the classification of docu-
ments and materials.  Wichin the
AEC this distinction is perhaps more
sharply defined than in other depart-
ments and agencies. The reason, of
course, is our old friend Restricted
Data and the law that says only the
Commission may remove information
from that category. But the situation
outside the AEC is not fundamentally
different. Decisions to classity infor-
mation are policy decisions and
should be held at the policy-making
level —a level where mose of us sel-
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dom find oursclver. For most of us,

authority is limited to stipulating
how this or that document or mate-
rial is to he marked or ragged, based
on our knowledge of what someone
clse, someone with authority, has
decided is classified or unclassified
information. Out in the field we
identify information as classified—we
do not classify it. This is the impor-
tance of the duality in our definitions
of classificacion. And this s why the
hicrarchical system ot classification
guides is vital.

I have talked about rules and pro-
cedures, guides, manuals, and hand-
books. And I have talked about the
Garden of Eden and the trec of
knowledge. Bur more than talkis
needed. In the last analysis, you and
I know that true protection of infor-
mation begins and ends at the work-
ing level, in the field, where ideas
turn into design and design into
hardware. We can defeat the best of
systems and make the poorest work
somchow. We know, too, that an

essential ingredient in any successtul

system is communication. That s
why a socicty like NCMS is and
should be welcome in the ficld of

classification management.

Dick Boberg: “The ame has come,
the walrus said, to talk of many
things; of shoes and ships and scal-
ing-wax and cabbages and kings.”

Thesce classic words tfrom the pen
of Lewis Carroll are quoted from the
presentation given to the second an-
nual seminar held at che Ambassador
Hotel here in Los Angeles in 1966.
That presentation entitled “Science
in CS Land” or “Through the Look-
ing Glass” was to many of us that
attended the seminar the most mean-
ingful and thought provoking pre-
sentation we heard at any of our ses-
sions before or since. Since that
time, there have been consistent re-
quests to ask the author of that pre-
sentation to return, and I am pleased
to report to you that we have suc-
ceeded in doing just that. Ladies and

gentlemen, please join me in welcom-
ing back our lunchcon speaker today,

Dt Everert Welmers.

CLASSIFICATION CONFRONTS “IT”

Everet! T. Welmess

I had initially considcred beginning
my speech this noon by comparing
the problems of security with the
problems of good and evil in the
Garden of Eden; but I understand
that this has been well covered by
others. So I will use another ap-
proach. It was not long ago that the
Pope made a visit to the United
Nations. After all che elaborate cere-
monics werc over, the Holy Father
expressed a desire to see and talk with
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ordinary people in New York. So,
in the garb of a priest, he was driven
to one of the poorer sections of the
city, where he and his aide began
walking along the crowded sidewalks.
Eventually, they stopped to talk with
s litde ltalian man at a sidewalk
pushcart. The man seemed impatient
with the conversation until the aide
said, “Don’t you know who thisis?
This is the Pope.” At this, the man
became quite incoherent, fell on his
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knces, and kissed the Popc's ring
Beckoning him to rise, the Pope said,
“I really am interested in your opin-
ions about the church and my ofhice;
don't hesitate to speak frankly.” Bur
all chat resulied was, “Il Papa, 1l
Papa.” Finally the Pope asked,
*“What do you think about my pro-
nouncements on birch control?” After
a fcw more mutterings, the man
blurted out, “Il Papa, if you don’t
want to play the game, you shouldn’t
make the rules.”

I am somewhart like the manin
this story. I play the security game,
but I don’t really make the rules.
This noon I would like to discuss
some of the changes in the game
that have and are taking place, and
allow you to consider how the ruies
of security are affected.

Long before the beginnings of re-
corded history, “security” had already
begun to appear. There were very
few people, but they did compete—~
for hunting and grazing areas, for
water, and for land on which to settle.
They were concerned with only a
few pnmmve resources, but in addi-
tion, 5:::6«3 and thirst tor power be-
gan to appear. As a result, tribes
evolved to assure that necessities for
life could be provided and protected.
Conflict became an inherent and
essential part of existence, and secur-
ity in its rudimentary form was re-
quired. This could be maintained
only if the individuals involved were
reliable, and maintenance of security
could be encouraged by the cutting
out of tongues or the cutting oft of
heads of those who violated primitive
rules.

The populacion of the earth has
expanded with increasing rapidity.
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Today’s concern and one of its catch
phrases is “population explosion™.
As nations cvolved out of primitive
tribes, che leaders could not know
all the characeeristics of each of their
followers. In addition, the ability of
an individual to contact others
showed 2 pronounced increase. No
longer was face-to-face confrontation
required to transmit information; to-
day telephones, radio, and teievision
transmit messages over thousands ot
miles, collapsing distances, and ex-
panding audiences.

Regardless of whether we consider
primitive tribes or modern nations,
problems of security arc based on
individuals and on theit power to
communicate. Throughout history,
control of these problems has always
involved two basic concepts, the con-
cepts of trust and fear. The reliabilicy
of individuals, coupled with penalties,
has been the foundation of security
management for the tribal leader as
well as for business and national
defensc officials in American society
today.

WRITING

Even before history began, sccurity
management was confronted with
“IT” —Information Technology.
Among the earliest confrontations of
technelogy was the development of
writing by primitive man. Men first
wrote on rocks or on the walls of
caves. Then it was found thac one
could write on soft clay, dry or bake
it, and carry the message from one
place to another. The possibility of
movement of information without
a vocal intermediary in the process
existed.

The problcms of bulk and breakage
of clay rablets encouraged the use of
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vellum and paper, on which messages
could be imposed by use of certain
fluids, now called ink. This per-
mitted recording of information in
a retainable form which was easily
carried. Covers could be used, manu-
scripts could be rolled, and appropri-
ate scals could be applied to prevent
access by others than the desired
recipient. Information, whether on
tabiets or documents, took cn a
physical form, an identifiable struc-
ture. Sccurity could now be based
on physical controls.

Information technology was and is

characterized by the methods for re-

cording information. Inirially very
few people were able to write. Even

~when this capability became com-

mon, it still was very time-consum-
ing. Monks in medieval monasteries
spent their entire lives copying only
a few documents. However, once th=
manuscript had been prepared, any-
one with access to it and the ability
to read could obrain the information
contained in it, whether or not it was
desirable that they should do so.
Writing was the only significant
i< huu}uu\ \.npplcm"n{{ng oral cont-
murnication as late as the 15th cen-
tury. Even today the littde scraps of
paper on which scientists write rough
drafts of their investigations become
critical documents for security man-
agemeny —difficult to contol and
casy 10 read.
PRINTING

The next advance in information
technology was associated with prine-
ing. As carly as the year 1000 AD,
the Chinese were unhzmg block
prinung techaiques, in which a page
was carved onto a wood block, inked,
and pressed onto silk or paper. In
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the western world, in the German
city of Mainz, shortly after 1450 a
m:m by the name of Gutenberg revo-
lutionized information rerention and

transmitial through the invention of

mcvable type. In this case, cach letter
was carved on a separate woodcn
bluck; these letters were assembled
to form the words of a page. After
a page had been printed, the blocks
were rearranged for the next page.
The first book believed to use this
technique, the Gutenberg Bible pub
lished in approximately 1456, remains
one of the most magnificent books
cver produced. Wood cuts for illus-
trations were used in books printed
in 1461, combining words and pic-
tures to convey information. The
first edition of Euclid's Geometry in
1482 included some 420 wood engrav-
ings of geometrical figures. Color
printing appeared as early as 1485.
By the end of the year 1500, seme
38,000 editions of books had been
produced. These are called incuna-
bula, meaning the earliest.

Movable type continued to domin-
ate the printng process until rhis
20th century. The newer methods
which are now being employed are,
curiously enough, more similar to the
Chinese block printing than to move-
able type. A plate is produced for a
complete page or sheer and is dis-
carded once the copies have been
made. The result of applying newer
and lower cost methods has been an
expiosion in the amount of printed
information. In the libraries of the
world, 1013 bits of information (a
one followed by fifieen zeros) are es-
timated to exist. Five bits ate tequired
to identify 2 single lecter of the alpha-
bee and tweney to twenty-five are
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needed tor a word. Almost a tenth of
that is concerned wirh science an
technology. Even more impottant
than this bulk is the rate of increase;
it is estimated that the amount of
information doubles in about ten ro
fifteen years.

This technology permitted large
numbers of volumes containing the
same materiai to be produced. This
might constitute a few hundred, as
was probably the case with the Gu-
tenberg Bible and continues to be
true of limited editions today, or
millioes. For eack such volume, there
could be many readers. Therefore,
security management demanded con-
trol over the number of copies pro-
duced as well as control of cheir dis-
tribution and access. But since the
process of printing remained clearly
identifiable and constituted a major
effort, and since the documents re-
sulting possessed physical size and
could be traced, controls continued
t0 be possible. As a result, security
management was able to confront
this development in information tec-
nology sutcesstully,

DUPLICATION

About the time of World War II,
a new IT appeared. Developments in
cameras, particularly 35mm, 16mm,
and even smaller, permitted photog-
raphy under unfavorable conditions,
cither with or without flash units.
This began what can be called the
cra of duplication, eliminating the
necessity of going back to the print-
ing press as a source of copies. Du-
plication of documents was possible
independent of cither the pen or the
press. A further extension of this cap-
ability was the Polaroid-Land camera,
which permitted not only taking of

CL
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pictures, but also their immediate
development—thus insuiing success-
ful duplication.

Within the past two decades, an-
other development in information
technology has made an even more
significant impact. This is the pro-
cess of duplication most otten asso-
ciated with the name Xerox. ITam
not surc that security managemecnt

has completely coped with this IT.

An essentially perfect reproduction
of material is poss'blc usually with-
out leaving the office area; it can be
done by anyone with access to 2 ma-
chine and capability to push a butcon;
it is difficult to control the number of
copies madc even if the act of dupli-
cation is discovered.

MICRO-INFORMATION

As technology marches on, other
areas of criricality appear. Most of
you are familiar with the necessity of
compressing information for storage
and recovery. Microfiche cards, gen-
erally 4”x6", store from 60 to 225
images, each of which may consist of
a page to two of text. They canbe
Ohrlrﬂ"v hranrrPr‘ into readable size

....... s A\.uunul_ DAL

without dlﬂiculty. If a few of the
images ace utilized for identification,
reeeval is simple. By means of a
double photographic process, original
documents can be reduced by a ratio
150 to 1, thus permitting storage of
from 200 to over 2,000 1mages on
4"x6"” cards; these are called ultra-
fiche. Withiout appropriate reading
equipment, it is no longer possible
for the observer to determine the
exact nature of the information on
such a card. Physical identification
becomes so difficule that security
management using conventional
techniques is no longer possible.
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INVISiBLE INFORMATION

Although reduction ia size is an
important development in informa-
rion technology, it is overshadowed
in significance by the rise of com-
pletzly invisible information. This
may soon overtake other metheds in
the amount of information handled,
alcthough not in bulk or physical
volume required. Completely in-
visible storage is possible through
magnetic characters on magnetic
tapes, through magnetic cores or
magnetic films, or through mono-
lithic srorage devices utilizing cir-
cuits microscopic in size. Magnctlc
documents or magnetic discs, particu-
larly those described as data-packs,
are also standard items of equipment.
These are usually associated with
computers for input, for output, and
for processing of information exist-
ing in these memories.

From a security management point
of view, this type of invisible infor-
mation did not pose a particularly
critical problem a few years ago.
Storage devices associated with com-

1, -
nurers were Cxtrcmfuy \..Ap\,ﬂSiv\_,

very difficult to obtain in adcquatelv
largc sizes, and “obviously” would
never be used for the retention of in-
formation that was not absolutely
essential for a particular machemati-

, cal problem which was in the com-

puter. However, in a few years the
situation has changed drastically. It
is rapidly becoming more economical
to store a page of information in a
computer memory than to store it in
a steel file. We suddenly have devices
of very l.]["L,C' S1z¢ In W hich l'.lpld ACCess
to information —measured in thou-
sanchs of a second —is possible. Bil-

lions of bits of information can be
stored
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A few weeks ago, we were discuss-
ing some problems of data storage,
data retrieval, and automatic estab-
lishment of criminal patterns with the
Police Department of the city of Los
Angeles. They wished to place many
of their police records in a computer
memory and correlate the patterns in
which crimes were being commirtted.
In chis particular case, seven of the
seventeen precincts in the city of Los
Angecles were to be used and not all
the information of interest to these
precincts was to be recorded. As
many as a billion bits of storage capa-
city were required. In most cases,
very little utilization would be made
of this informartion, but it was neces-
sary to have it available for compari-
sons.

When you couple the massive cap-
abilities for storage of information
with rapidity of access, an entirely
new field opens up. Wichin a com-
puter, information can be moved
around at rates of as high as five
million operations a second. Access
from and to the outside world 1s
simple and extremely fast, possibiy
faster than would cver be wanted for
anything but the most sophisticated
calculations. The outputs may be on
extremely high-specd printers or di-
rectly from the computer to a micro-
film for opucal perusal. Magnetic
tape to microfiche cards is pussible
in currendy commercially available
cquipment.

From a security management stand-
point, there are a number of aspects
of these develop ments that are very
challenging. There is the necessity to
prevent access of these data to those
who are not permitred such access.
Also there 1s the necessity for insur-
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ing the integrity of thesc data. A
business firm will be extremely un-
happy if there is 2 method by which
its accounts, as stored in a computer,
can be modified and information pre-
sented 1o 15 eXcCuiives uungca an
entirely incorrect picture of the busi-
ness operation could resule. 'We are
also concerned —as was the casein
Los Angeles a few weeks ago—about
the application of computers to elec-
tion returns. Can elections be influ-
enced by computer prediction, by
announcement of carly returns, or
even by incorrect prograniming
within the computer? In one case,
inconclusive election results were
delayed and an election trend influ-
enced by scheduling the precincts
first processed to indicate an impend-
ing landslide.

Similarly, it would be unfortunate
if criminal interests were able to
modify criminal records on computer
tapes that exist throughout the na-
tion and maybe tied in with networks
of computers. Itis essential for se-
curity management groups to become
involved not only in ways of prevent-
ing access 1o computers but alsoin
generating appropriate software that
will make it impossible to modify
what 1s in the computer or to extract
out information if such is not author-
ized. Protective devices must be
built in by computer manufacturers
both in the machine itself and in the
sofrware which it utilizes. Physical
access, protective hardware design,
and software programming are all
essential for security.

Based on some of these computer
ideas, it is not entirely unrcasonable
to imagine an office which operates in
the following manner. When mem-
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oranda are generated, these are typed
not on a typewriter producing a pa-
per copy, but directly into the storage
devices of a computer. As an individ-
ual comes into work in the morning,
he sits down ar his desk, pushes z
button, and on the screen in front
of him appears the sequence of mem-
oranda that have been addressed o
him during the preceding day. Only
if the particular memorandum indi-
cates that he is to see it will it be
possible for him to have access to ir.
If, for some reason or other, he
wishes to obtain a copy, he pushes
another button on the console and
the copy will be delivered to himin
the mail before the end of the day.
Terminal operations to support such
a procedure already exist. The possi-
bility of storing vast amounts of data
and information in alphabetical, nu-
merical, and even pictorial form
already exists. Computer output to
microfilm and computer input from
microfilm are already realities. The
office of the future is likely to have
little paper moving from one desk to
another, but rather the entire body
of working information located with-
in computcr memories, entirely
invisible.

Under these conditions, you no
longer have the kind of control that
can state “here is 2 document, I know
where it is, I know who has iooked
at it”. Jnstead, somewhere within
the organizational structure and in-
tegrated computer equipment, the
information is located. With all these
changes possible, it should, however,
be noted that vne part of the system
has changed very litdle; that is the
man himself. The problem as to how
he can be coupled in or how effective-
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ly he can utilize the information, the
techniques of storage, and the process
of retrieval is not compleiely solved.

Classification management for in-
visible information should not deny
access, but rather make access casier
for qualified individuals. The chal-
lenge posed by this latest advance in

information technology is likely to

prove the most difficule that securicy

maragement has as yet faced. The
storage, the processing, the rctricval
tion is the new confrontation between
classification and IT.

ORIENTATION FOR WEAPON SYSTEMS CLASSIFICATION

William G. Florence

My subject is “Orientation for
Weapon System Classification.”
Originally, I wanted to talk abourt
specific systems. But my plan was
changed as a result of recent action
in OSD to improve procedures for
classifying research and development
information. The purpose was to
eliminate unnecessary classification
and overclassification.

These practices have become so
widespread, that our defense classifi-
cation system is literally clogged
with material bearing classification
markings. For quite some time, a
classification marking has contribu-
ted YCiy littlc resiraind, if any, nn the
dissemination of our technical infor-
mation around the country and the
world.

Elimination of unnecessary classi-
fication has been my own objective
tfor many years. In line with the new
OSD interest I will discuss reasons
for the practice. I will speak for a
while; then there will be ample time
for questions.

My office has rechnical program
security responsibility, including:

Classifying and declassifying tech-

nical information.

Developing the Air Force position
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on applications for munitions
export license.

Coordinating releases of classified
information to foreign govern-
ments.

Coordinating proposed releases of
technical informarion to the
public.

My comments regarding classifica-
tion policies must not be taken as
criticism of any office or individual.
As a matter of history, I personally
developed some of the DOD policy
language that I now say is very much
in need of updating.

I believe that Government in-
structions and actions by Govern-
ment personnel, as referred to in the
tfollowing five items, invite or cause
most of the unnecessary classification
and overclassification of information.

1) PURPOSE GF

CLASSIFICATION.

Basic policy for classifying infor-
mation is in Executive Order 10501,
which is invoked for contracter con-
sideration by paragraph 2i of the
DOD Industrial Security Manuai.
According to that order, before an
item of official defense information
can be assigned any classification
there must be a dezermination, by
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appropriate Government authority,
that the item is of such significance
that its unauthorized disclosure could
be prejudicial to the defense interests
of the nation. In other words, not
¢veii ain item of advanced technology,
generated by the Department of De-
fense for military application, would
qualify for the lowest classification
category, unless appropriate authority
determines that something prejudicial
to the nation’s defense interests could
actually resule from unauthorized
disclosure.

The Department of Defense has
an instruction which purports to give
specific guidance on classifying tech-
nic:l information under the Executive
Osder. However, the references are
in an ateached list, as follows:

A) Research, development, pro-
duction, and procurement of
munitions of war.

B) Performance characteristics,
test data, design, and produc-
tion data on munitions of
war.

Those items scem to read well,
but they include anything that could
be called muniton. of war. They do
contribute to unnecessary classifica-
tion.

For years we have condoned the
practice of individuals placing classi-
fications on technical information
simply because they, personally, con-
sider it to be important.

The individuals believe that a
classification marking will, in itself,
provide security protection. They do
not realize that a classification will
accomplish nothing, uniess (a) the
information was generated under
cffective Government security control
and (b) it can remain under such con-
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trol. Neither do they reflect consid-
cration ot the face that possession of
knowledge by a potential enemy re-
garding an item of cquipment is not
necessarily harmful to our defense
1nterests.

I constantly hear individuals claim
that we should maintain a classifica-
tion on some particular equipment
or the enemy will know about it. But
only rarcly could an individual cite
any harmitul effect that would result
from the disclosure.

Let me give you an examplz»f
what I am talking about. The exter-
nal configuration of the F-15 air
superiority fighter was given the
usual routir.e SECRET classification.
This was supposed to protect the
dimensions from a potential enemy,
and keep him from learning the gen-

eral performance data. Eventually,
however, it was decided by more en-

lightened authority that (a) the gen-
eral performance parameters had
already become known publicly dut-
ing Congressional consideration of
the proposal to build the airplane,
and (b) knowledge of the configura-
tion and ‘the general performance
data would not heip a potential
enemy or an enemy, to do anything
prejudicial to our defense interests.

We finally declassified the F-15
configuration last month. Incident-
ally, the elimination of nced for
security measures to protect the con-
figuration resulted in a cost avoid-
ance of perhaps two million dollars,

Another rcason why existing policy
on whecher to use a classification
does little good is the current strong
emphiasis on devising lists of exam-
ples ot classified information, such
as the two munitions-of-war items
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attached to the DOD instrucrion.
People file the lists in a handy drawer
for reference. They want a simple
guide that they can glancc at, and
that is all they will use for marking
information if you give it to them.
Thus, instead of judgment classifica-
tion, we get file-drawer classificacion.

If we want more judgment classifi-
cation in the tuture, and better orien-
tation, we should update our direc-
tives regarding the purpose of classi-
fication categorices.

2) NEWNESS OF DEVELOP-
MENTS.

Of major concern is the provision
in the DOD Instruction for classify-
ing munitions-of-war information as
SECRET, if the technological devel-
opinent, technique, material or modi-
fication is new. The prime interest
1S newness.

Generally speaking, most of us
have the erroneous idea that every
technological development qualifies
for a security classification because we
consider it to be new. Electronic gear,

jet engines, and all sorts of other
items get rlqcmﬁpr] SECRET arnoc

wasno AW A, UL DU
sibly only CONFIDENTIAL, u:dcr
the “New-Development” idea when
they simply constitute a normal, logi-
cal improvement.

Here is one cxample of problems
which stem from this misconception.
Two competing contractors recently
submitted proposals for building a
fighter aircraft engine. They were
required to classify the design data.
The winner’s engine retained certain
classifications to protect the specific
performance of the aircraft which it
will power. But the Joser’s engine
also was kept classified, even though
it will not power any military air-
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craft. The mock-up is still classified
because some individuals say that the
engine’s newness qualifies it for a
classification. I belicve this will be
changed this month.

We certainly should either explain
what we mean by the word ‘new,”
or drop it from our classification in-
structions.

3) ASSOCIATION CLASSIFICA -
TION.

All too frequently, we encounter
a classification on information solely
on the basis of association with other
information. The persons responsible
had not been informed of the fact
that information qualifying for clas-
sification cannot be divided into
separate unclassified elements. In
other words, zero-classification plus
zero-classification can never become
CONFIDENTIAL! Thcre must be
an additional ingredient warranting
that classification.

4) PRIVATELY OWNED IN-
FORMATION.

Perhaps the majority of all cases
involving unnecessary classification
of rescarch and development informa-
tion stem from the belief of Govern-
ment people that they can classify, or
require the classification of, p ivately
owned information. They do not
understand that Executive Order
10501 permits the assignment of
classification only to official informa-
tion of the Government.

This limitation applies to all pri-
vately generated information, includ-
ing a conrtractor’s independent re-
search and development (IR&D).
DOD Policy in ASPR 15-205.35 de-
fines a contractor’s IR&D as chat
research and development which is
not sponsored by a contract, grant or
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other arrangement. Itis programmed
independently by contractors.

Although the Government may
share with a conrtractor the costs of
a particular IR&D effort, the Gov-
cinment does not acquire any right
to the information that was devel-
oped.

Therefore, as stated in the most
recent legal ruling:

A) Informarion generated through
IR&D pregrams is not information
owned by, produced by, or subject to
the cortrol of the Government.

B) There is no basis for applying
an official security classification to
information generated through a
contractor’s IR&D effort.

Another area of misunderstanding
about this limitation of Executive
Order 10501 involves applications
for patent as submitted by private in-
ventors. Qu.te a large proportion of
people mistakenly believe that if the
application qualifies for a secrecy
order under law, it must also be as-
signed an administrative classification.

The question is sometimes asked,
“Isn’t it dangerous for the Govern-
ment o permit a privaie firm co
develop an item of information, as
imporcant as a Government classified
item, and not require that the private
firm classify its information?” The
answer is, that someone is holding an
unnecessary classification on the
Government information. The Gov-
ernment should cancel the security
restriction on its own effort, not
attempt to put a blanket of security
on the private development. Only
last month, laboratory representa-
tives at Wright-Patterson Air Force
Base complained to the security office
that a firm in Texas had circulated
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as unclassified some privately gener-
ated infrared information that was
more advanced than some of the
Government's CONFIDENTIAL
infrared information. You are correct
if you assume that the Air Force did
not ask the Texas firm co classify its
information.

I would urge that the Industrial
Security Regulation and the Indus-
trial Security Manual, as well as the
Armed Services Procurement Regula-
tion, reflect clearly che fact chat pri-
vately generated information is not
subject to any Government defense
classification. Perhaps Workshop
Number Three will explore this sug-
gestion durning its session here tomor-
row on IR&D and the retention of
documents.

5) AUTHORITY TO CLASSI-
FY.

The first four items I have dis-
cussed involve questions as to the
efhcacy of policy and the orientartion
of individuals. The most serious de-
ficiency in our classification system,
however, is in the delegation of au-
thority to classify.

Practically everyone considers him-
self as authorized to classify whatever
he does or reviews. Unquestionably,
the looseness of so-called derivative
classification authority, as opposed to
the striceness for original classifica-
tion, invites widespread personal as-
sumption of classification authority
in DOD. Using the “derivative” con-
cepr in DOD Instructions, any indi-
vidual who can sign a document, or
who is in charge of doing something,
may classify the information that is
involved if he believes it to be so
much as closely related to some other
information that bears a classification.
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stamp out unnecessary classification
of technical informacion. After the
original classifying authority desig-
nates an item of information as being
CONFIDENTIAL or higher, mate-
rial containing a copy or other repro-
duction of that information neces-
sarily must be marked accordingly.
No one needs classification authority
to do that, derivative or otherwise.

Incidentally, subparagraphs 10c(1)
and (2) of the Industrial Security
Manual adequately reflect the fact
that an employee who is responsible
in 2 contracting firm for an item of
material containing classified infor-
mation must assure that the material
is marked correctly, according to
Government requirements. He exer-
cises marking responsibility, not
classification authority.

Of course, paragraphs 10e(4) and
6a(15) of the Manual make things a
lictle hazy. They require a special,
costly inventory and reporting sys-
tem to record the exact number of
employees, at any specific time, who
are authorized to apply a classifica-
tion, at each of the three classification
categories. This is a contradiction.
Thc actual number of employees is
controlled by factors involving a fixed
marking responsibility, and can
change momentarily. The marking
responsibility must be exercised, re-
gardless of authorization or lack of
authorization. That report would
secm to be unjustifiable.

Now, back to the Government.
What we should do in DOD is con-
centrate in the Office of the Secretary
of Defcase, the original classification
authority for all weapon sysiems.
This would be a simple matter since
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practically every facet of a weapon
system from concept to condemnauon
must be reviewed at OSD level.

Original classification authority for
D[ht‘l‘ rescare h )pr‘ develanme

IR R ALY /AAA\IIL in-

formation should be delegated, pos-
sibly, no lower than military depart-
ment ievel. Thus classification aw-
thority for a given item of technical
information would only be exercised
at a level that would be qualified to
determine:

A) Whether effective security
measures actually could be main-
tained, and

B) Whether unauthorized disclo-
sure actually could be prejudicial to
the defense interests of the nation.

There are other reasons for unnec-
essary classification and overclassifica-
tion of technical information by Gov-
ernment personncel, but those which
I have discussed are the most com-
mon.

Of course, industry also contributes
lavishly to the volume of material
with unnecessary classification mark-
ings. Based on my experience, the
primary reason is the failure of con-
tracting firms to challenge effectively
the unwarranted classifications as-
signed by the Government. Each
contractor obligates himself in Sec-
tion I(B) of his Security Agrecment
to heip preciude overclassification.
But I do not see contracting firms
seriously objecting to unrealistic
Government classifications.

1 know thart individual employees
frequently make a strong case against
such classifications. But their com-
panies do not back them up by going
to the top procuring authority, or to
OSD, as they would do if the Gov-
ernment made an error, on the shore
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side, in payment for work accom-
plished.

The sccond most cominon reason
for unnecessary classification by in-

dustry is the same belief that some

Government people have regarding

privately owned informacion. Many
companices clearly understand the
restriction against using defense clas-
sifications on their information. But
others either deliberately mark their
privately generated information with
a classification, or accept a classifica-
tion assignment from some indivd-
ual in the Government.

The greatest number of these cases
come to light when the owner at-
tempts to geu a munitions export
license. I hope that the number will
be eliminated or reduced drastically
as a result of the new require ment
for an cxport application to explain
any classification markings that ap-
pear on the material involved.

To assure cthat we all know what
I'm talking about, I'll make some
brief references as follows:

1) Recently, a Los Angeles firm
developed a missile site location and
monitoring system. They classified
the descriptive brochure SECRET on
the basis of advice received from a
Government employee who believed
that the marking would keep a poten-
tial enemy from knowing the U. S,
capability. An application was then
made to the Department of State for
a license to export the technical data
to tea countries. The firm was ad-
vised that the data, as SECRET,
could only be released to three for-
eign Governments through the U. S.
Government.

The owner came to my ofﬁgc to
find out what could be done¢ to

4

eliminate that sort of Government
control over his information. After
asccrraining that the data was devel-
oped entirely by private effort, and
did not incorporate any (Jovcmmcnt

yern s ndeelond Al o

xufu.umuuu, w¢ adviscd the owiner (o
cancel the SECRET markings which
he had applied, since the Govern-
ment could not declassify something
that had never constituted classified
information in the first place. At che
same time, we arranged for the De-
partment of State to issue a license
permitting cxport to all ten countrics
on a commercial basis. The erroneous
classification, however, had been very
costly in terms of wasted time and
cffort.

2) An electronics firm developed
a dara link communications set and
classified it CONFIDENTIAL. They
arranged to sell it to a foreign Gov-
ernment. Then my office was asked
to process an agreement for the for-
eign government to safeguard the
information. We wrote back last
month and advised that we could
not ask a foreign government to
honor a classification assigned by a
commercial firm.

3) A few days ago an application
came in from a company for a license
to export a document that was
marked CONFIDENTIAL. It had a
notation advising that the informa-
tion was privately owned, since it
was a product of the company’s inde-
pendent rescarch and development.
We called the company to explain

. abourt the restriction against classify-

ing IR&D information. But we were
told that rhe company marked the
material because it believed thar a
DOD . directive covering similar
Gouvernment information must be
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adhered o by industry, even though
there is no contract covering the in-
formation, and it is privately owned.
Of course, we proccsscd thc applica-
no dassnﬁcd information.

This problem of unnccessary clas-
sification and overclassification has
become so scrious that corrective
action is essential now! We must
reaffirm the integrity of defense clas-
sification categorics, as applied to
rescarch and development, and re-
serve them for such items of official
defensc information as acrually re-
quire cffective security protection.

Also, we must end ncedless and
extremely costly restrictions thart
serve only to keep our own people,
in and out of Government, from the
full benefit of technical information.
The strength of national defense lies
in the superiority of technological
accomplishments, not in compart-
mentalizing scientific and technical
knowledge.

It seems obvious, that procedures

for classifying research and develop-
ment information could be Imt)lOVi"(_}
considerably. We need to assure that
an item of official information is clas-
sified only if its unauthorized dis-
closurc actually would have 4 harm-
ful impact on our defense interests.

In addition to other changes, I
would urge the proinulgation of
policy to provide incentives for
proper classificatiocn of technical in-
formation initially, and for declassify-
ing informartion when security pro-
tection is no longer required, or
practical. There is nothing of the
sort in DOD roday.

In conclusion, I recommend that
cach National Classificarion Manage-
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ment Society Chapeer establish pro-
grams to educaie people to the need
for climinarting unnecessary classifi-
cation of vescarch and development

lp‘l\l"ﬂ‘\f!l\ﬂ
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QUESTIONS AND ANSWERS
FOLLOWING MR. WILLIAM
FLORENCE'S PRESENTATION
(Some of the questions and com-
ments at the conclusion of Mr.
Florence’s presentation were not re-
corded clearly enough for transcrip-
tion. Others could only be partially
transcribed. Those reproduced below
reflect most of the discussion. —
Editor)

Robert Niles: Mr. Florence, was
your speech reviewed and approved
by the Air Force?

William Florence: The Air Force
reviewed the speech and stated “NO
OBJECTION.” I have it in writing,
officially.

George Chelius: Gentlemen, one
of the strengths of our Society is the
ability to communicate and exchange
ideas. We should not be inhibited
by questions whether comments are
official industry policy or whether
something is official DOD peolicy.
We want the free exchange of ideas,
unconstrained by the  question
whether they reflect official policy.
We want different speakers to have
different opinions, and we want a free
discussion.

Pete Moglia: Mr. Florence, could
you cite the legal opinion you re-
ferred to that Independent Rescarch
and Development (IR&D) marenal
would not be classified?

W. Florence: It was given by the
Air Force General Counsel.

George MacClain. I want toask
several questions. In order to engage
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in IR&D effort at a contrace facility
is it esscntial that the facilicy, firse of
all, separate itsclf actually, and as
ncany as possible intellectually, from
all classified information to which it
has had access previously?

W. Florence: No, 1t is not.
Knowledge of technology is not clas-
sified. IR&D work can be performed
in locations adjacent to Government
work and never include any Govern-
ment information.

G. MazClain: Lo you believe that
it is possible for a person engaging in
IR&D, as you define it, to perform
his work without incorporating clas-
sified information to which he has
been previously exposed?

W. Florence: Yes. Maturally, an
engineer is going to use his knowl-
edge of technology. As a practical
matter, however, he does not repro-
duce information which the Govern-
ment has already designated as Con-
fidential, Secret or Top Secret. That
would not be IR&D. He would be
defeating the purpose of the IR&D
program it he simply used that which
had already been dcvelopcd

G. MacClain; ! think I undersiand
what you're say“sg, but I’d like to be
sure. I think what you are saying is
thar IR&D, as you are using it here,
is a product from a commercial firm
which is unique, first-time used in-
formarion. It would not be the pro-
duct, directly or indirectly, of any
existing classified information held
by that firm. Is that correct?

W. Florence: You're quite right.
That’s exactly what I've been talking
about.

G. MacClain: Then could I take
the position that if a product of
IR&D activity did somechow include

46

information that had been classified
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be IR&D activity information?

W. Florenge: Yes, you could, as a
general rule. But regardless of
whether a product is truly IR&D, as
that term is used by DQD, such proj-
ect must carry the appropriate classi-
fication marking if Government clas-
sified information actually was repro-
duced, with or without Government
approval.

G. MacClain: If the facility engag-
ing in IR&D activity also has access
to classified information, but is not
really sure whether it included classi-
fied information in the product of its
IR&D activity, wouldn’t you con-
sider that it would be a wise thing o
submit that product for analysis by
the Government, and for that pur-
pose to give it a tentative classifica-
tion?

W. Florence: That problem would
not exist, really. The basis for my
answer is that, as a practical mateer,
companies de know, definitely and
without question, whether they used
Government information previously
designated officially as CONFIDEN-
TIAL or higher. I have surveyed
project work in many contracting
firms throughout the country and
have observed the procedures used to
control, record and account for the
effort expended by each engineer or
other technician. However, in a
given case, if a company had reason
to belicve that some employee had
actually incorporated Government
classified information in the IR&D
effort, there is more involved than
just the < question of applving the as-
signed classificaion marking to the
information that was reproduced. In
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with 2 pmmbl( violation of contiac-
tua! restricoons on the use of classi-
ficd information.

Dcan Richardsun: Ms. Florence, 1
would ke you to comment on the
term “ofhaal informadion.” Itis a
serious problem when semceone in
ilie Government mistekenly wanes
to classifv a contracror’s information
and trics to tell him that it 1s official
information. I think that what you
meant in your speech was thao the
Government must contract or other-
wise acquire jurisdiction over 2 man's
information before it can be official
and bc classified. Is that correce?

W. Florence: Yes. According to
the Air Force General Counsel opin-
1on whith I cited, it would be neces-

ry for the Government to acquire
control of the information before it
could be officialiy assigned a defense
classification.

Speaker Unidentified: I've been in

)
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“this business for many vears and run

2CTOSS many pcopl(. oac of whom
had created a so-called bigger and
beter bomb. The propic in his con-
pany said rhat he bad not b, 1 paid
to work o1 it and it had no particular
vi o themn. However, this man
~“ted his idea to an Atomic
o re Lommission Aguency, and the
2get.c. representatives flew in and
-mn.cdn.ud\ confiscared all his work-
ing papers and notes on his theory.
This 1s 2 prime example of what
wo're ralking about with TR&D.
Now, I would not know the technical
stgnificance of the information this
mana had, but it obvioush had some
value because the AEC exercised an
tnterest in 1 even though there was
no steunity dlssincanon mvonved,
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You can take the technical definition
of IR&D and apply it across the
board. You have to have people
with common sense when 1t comes to
sceurity chassifications. T just point
that out a5 an example to confirm
what Mr. Florence has said concern-
ing IR&D.

W._Florence; T am sure that the
information refersed o in vour exam-
ple was considered to be Resuicted
Data as defined in Iaw. It as been
madc clear to me by those who are
qualified to speak for AEC thav Re-
stricted Dara is subject to Govern-
ment control through the Awmic
Energy Act, even though it 15 pri-

vaiely gencrated. What Pye been
tatking about involves information
other than Restricted Daca.

Robert Green: I'd ke to comment
cn the example that was given a
moment ago. I think it’s very impor-
tant that we distinguish, in the area
of privately owned information, be-
.ween that which i+ Restricted Data
under che statute  .d that which s
rot Restricted Data. I just wanted to
corttirm what Mr. Flsrence said. 1
believe that AEC would confirm that
what a man discovers privately mighe
fail into the category of Restricted
Dawa by definition of law. And it it
docs. the AEC doces have an approach
to that problem.

Florence;  Thank vou, Mi.
Green.

Spwaker Unidentified: 1 want o ask
about the conuibution of dollars to
IR&D. Each year or so, various firms
work up agreements similar to con-
teacts. Each firm agrees to spend a
certatn amount of monev to study a
particuiar technical arca. The Gov -
ernmient either agrees or disagrees to
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area i terms of dol lars.

support thy
Now, if the industrial firm chooses to
go ahcad and study something that
the Government did not agree with,
I would say that vou arc 10(),( right
about there being no basis for (l.lel-
fying chat information. Bug, if the
Government chooses to support a
particular study, then 1 would say
that the agreement does constitute a
contract.

W. Florence: The answer depends
on the actual terms of the agreement,
including the statement of considera-
tion as well as the statement of work.
The IR&D that I am talking about is
that which DOD defines as not being
sponsored by a contract, grant, or
other arrangement. Only this past
May I encountered whart was referred
te by certain individuals as an IR&D
agreement with a contractor in Ohio.
However, close examination revealed
chat it was what we call 2 Contribut-
ing Enginecring agreement, not
JIR&D. It included a Government
statement of study to be accom-
plished. It also specified a pavment
ot 28 million doilars for accomplish-
ing the work described, not as a pay-
ment just for an IR&D ceffort. There-
fore, the Goverament classifications
that were assigned on a DD Form
254 to rhe informaiion developed are
valid since the information belongs
to the Government.

Speaker Unidentified: You spoke
about privately owned information
and the protection of it. { think the
Indusirial Secerity: Manual says o
put a tentative classificaton on an
unsolicited proposal or handbook
until 1¢ 1s reviewed and che classifica-
ton conhrmed or dented. What are
vour thoughits on that?

A8

W, Florence;  First, parag raph
10£(2) of the ISM prohibits using any
classification or any dcsigrmti(m sim-
tlar to & Government cassification on
non-Government information. Sce-
ond, the ISM gives specific sugges-
tions to contractors for cffectively
protecting cheir information. Also,
Government regulations refieet legal
requircments for Government agen-
cies to protect privately owned infor-
mation which they receive, cven
though it does not qualify for a de-
fense classification.

Mr, Liebling: 1 am ralking for the
Departmcnt of Defense. What Mr.
Florence is explaining is the legal
definition of that which is sol¢ly the
product of independent rescarch. It
would be unielated to any informa-
tion which was previously made
available on some contract. But cer-
tain information not yet assigned a
classification may scem to require
classification. Then, the contractor
would have o assign a tentative clas-
sification and submit the information
to a tesponsible agency of the Gov-
crnment for a ruling.

W, Fior¢nge: There is no authoi-
ization to assign any classification to
privately owned information, unless
the Government gets control of i,

Spc.xkcr Unidentificd: Many com-
panies are 2sked by the Gov ernment
to review and conduct rescarch, if
they wish to do so, n various spus.-
u.llh defined detense problems. The
Air Force sends out Technical Objec-
tives Documznts (TODs) stating iy
problems. The Army uses QDR and
the Navy ases TACs. Frequently, the
st2ied (:E‘jm tive or problem carries a
classitication of CONFIDENTIAL or
SECRET. Sinould 2 company doing
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work on onc of these probleins clas-
sify its information the same as the
classification on the description of the
sroblem?

W. Florence: No, the conany
should not assign any classificadon
to its own product. Of course, the
company ray pmtc.u its aintormation
quite cffcctively without resorring to
classification procedures. 1 the com-
pany reproduces the Gowve:nment
classified information, sucl reproduc-
tion would, of course, reguire the
appropriate classification marking.
But the Air Force TOD agreements

normally prohibir reproduciaa of

classificd vechnical objective intouma-
tion.

&poaker Untdentified: In IR&ID
work, at what point in rime must a
coneractor go to the Government for
an advisory opinion on classification
i he dedides thar some information
which he developed actually should
be classified? Paragmph 16{{2) of the
ISM requests that the contractor pro-
tect the informarion until an advisory

opinion is obtnincd. When ts he ro-

quired o gein? .
W. Flotence; Teas entirely up o
the company to decide. The company

need not come inar all if ic does nog

wish to do so.

Speaker Unidernzifica: 1 would like
te comment about that, In iy com-
pany. when a man comes to me with
an item of information which he
belicves warrants protection, we take
te necessary time to wilie a formal
paper so that the expertise can be
evalaated. T rhen transmin the paper
to BOD o1 other interested ageacy

of the Governmene tor evaluation of

the idea, making clear chai it is not
an unsolicited proposal. In the case
of 2 new volume of information such
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as that which we are talking about,
woe want to find out right away
whether the Government s inter-
ested. We do not want to wait for a
couple of years for the man to de-
velop his ideas completely wnd then
go forward with an unsolicited pro-
pu:;.ll to find out whether they are
worthwhile. Bur, if we get a deter-
mination back from somconc in the
Goevernment that the man's ideas are
ciassified information, wy are stuck
with a clessified documet, and that’s
a problem. Later, we ave asked. "By
what avthority do you rein the
docuinent?”

Speaker Unidencified: Mo Fiorence,
we must consider the quostion ‘)f
protecting information in relation vo
the question abour classification. £an
you give us the legal interpretation
char would apply to protecting and
conwoiling technical data under
TR proc ~dures during the popiod
beire the gz conld quality for clas-
mforiaarion?

sthoar, o ay ofhwin

Mo Yloreres: As onvately owind

Puioi s Looaltay from Fa s, ;
Ju Lo nt sccurtty clssification
sdd not b aerhorized, The o

1L Or «;mud piveect s inforpicion
Tas stated g the ISR As for Governe

ment concrols, if an application for
parent should be sabmirted, the Gov-
crinnent could 1mpose a secrecy order
under exisring, law. Alsy, if ‘ip;l.‘
uon should be moode for 2 munitions
cxport license, such proposed export
could be dented under existing law,
Mr. Lichling: Thiek this s worrh
talking about 10 bnng out sume of
these pomes. Inre vumn‘;, H«utsfhm\.
regarding chassification application,
Government deparrments consider
that we have regulations for control-
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That's what we arc talking
about. Protection can be by regula-
tion as permitted under law.

W, Floren¢e; When I speak about
eliminating unnecessary clas-ification
of IR&D programs, I have in mind
climinating all sorts of problems that
result from unnecessary classification.
These include the waste of moncey,
time and effore by a company trying
to obtain retencion aurhority for its

rivately owned information which
Eears classification markings. The
company simply should cancel the
markings. I have in mind one com-
pany that privately developed some
ferrite material. Eventually, the Gov-
ernment assigned a CONFIDEN-
TIAL classificatton to such of the

‘material that the company was di-
‘rected to produce for use on a mili-

tary aircrafi. The company accepted
the classification, which applied to
the wascage as well as rthe end-items.
By the time the contract was com-
pleted, the company had accumnulated
27.500 pounds of the ferrite waste. It

- Ihee wad..
can "‘.".l‘, bs, dCa'T""\‘fd oy reduction to

molten iron at great cost. The ISM
requires that a contractor surrender

all contractual t‘x.nalutu matcerial to
the Government upon completion of
a contract. But in this casc, the Gov-
ernment has not yer agreed to pay for
shipping the marcrial to a Govern-
ment location. Neither has the com-
pany been given any money to pay
for destruction. At this moment, the
company is NOW trying, unsuccess-
fully, to gee the Government to
cancel the contracrual classification.
That is only one example of problems
v hich stem from the erroncous prac-
tice of classifying privatcly owned
informancn.,

Mr. Chelius; Any more questions?

Mr. Florence: One more comment,
Elcasc. Two weeks ago, the Air Force

egan reviewing the security ciassifi-

cations assigned to every Air Force
research and development project,
including each weapon system. The
review will be based on the following
criteria discussed today:

(1) No classification on privatcly
owned infoermation.

(2) No classification on basic re-

search.
(2) Ng cla

12 NG Gia :AIC‘.\ Of
tion other th an that which qualifies
and acrually nceds it. Thank yo

£

TECHNICAL INFORMATION AND CLASSIFICATION
MANAGEMENT

Fred A. Koether

.I adizs and Gentlemen:

For those of you who may never
have heard of ARPA (The Advanced
Research Projects Agency), I would
like to present a brief oucline of what
ARPA is and what it does.

ARPA is an operating entity of the
Oftice of the Director for Defensc
Rescarch and Engincering (ODD-
R&E) in the Office of the Secretary

50

of Detense. The organization was
created in February, 1958, in response
tc the urgent need for centralized
management of sclecred research
projects resulting from promistng
advanced ideas 1equiring long-range
study, and especially those projects
not definitely idencified wich a par-
ticular weapons system or a specific
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milttary mission. The ¢stablishment
of the Advanced Research Projects
Agency was also a result of the pres-

sures created by the launching of

SPUTNIK lare in 1957. No singlc
Defense agency at that time was re-
sponsible for long-term rescarch.
Morcover, it became clear that the
ratc of technological progress and its
significance to the national security
was such thart the Secrerary of De-
fense needed a full-time, quickly re-
sponsive, highly competent technical
and managerial body to direct and
accelerate high priority military re-
scarch cfforts.

Although ARPA in the beginning
was considered THE Space Agency,
having made possible the launching
of the first UL S, Satellite, it rapidly

-transferred its civilian space programs

to NASA when cthat agency was
cstablished, and its milirary space
programs to the Air Force.

Present project responsibilities,
assigned by DDR&E, are managed by
ARPA’s small staff of scientific, tech-
nica! and manugfria} p("i'smluc‘l and
comprise project offices in the follow-
ing areas of research:

1. Strategic Technology
Nuclear Monitoring Research
Overseas Defense Research
Advanced Engincering
Advanced Sensoers
Information Processing
Techniques

7. Marerials Sciences

8. Behavioral Sciences

In gencral, an assigr-ment o ARPA
results from 2 decis on char central-
1zed management of a program in the
Othce of the Secretary of Defense is
desirabie or from a determination
that the contemplated rescarch is nov

AV NS
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peculiar to one military Service or
identificd with a bpu.lﬁt category of
ry systems. ARPA s :ruﬁucm-
ly asaigncd responsibility because it
has the staff and the required tech-
nical capability to initiate the appro-
priate program in a relatively short
time.

Generally, the goal in most proj-
ects is the determination of feasibility
of a ILLhquL or of a system. Once
feasibility is established, the projects
are usually transferred to one or more
of the military departments to con-
tinue the development and exploita-
tion of the results of our research.
ARPA’s mission in the great majority
of cases is Defense related rescarch.
Work beyond these stages, i.c. de-
velopment and testing, is undertaken
only when required to meet an urgent
and short-term objective related to
the primary mission.

ARPA relies on the procurement
activities of the military services to
issuc and monitor the many contracts
sponsoicd under its assigned projects.

I presented the foregoing so that
I may give a brief outline of the func-
tions of the ARPA Technical Infor-
mation Office and its relationship to
security classification management.

The ARPA Technical Information
Oftice, as the name implics, is pri-
marily responsible for providing
scientific and technical information
scrvices o the ARPA staff and
ARFA contractors. This comprises
both input and output to the projects
and programs sponsored by ARPA
and inciudes Deparement of Defense
in-housc as well as vontract activities.

Since the major portion of ARPA
rescarch projects are classified, it nat-
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erally follows that TIO has been
assi;,m-d the functions associated with
the National Sceurity Program estab-
lished by EXQO 10501, since informa-
tion is information wheeher it is com-
municated orally, visually or by
means of documents.

Sccur'ty classihcation guidelines
ar¢ established by the responsible
project officer and arc issued to the
contracting agent who, in turn, issues
them o contracrors by means of the
DD Form 254.

The establishment of the guide
lines is accomplished in cooperation
with Service organizations who
might have an interest in a particular
area of research, i.e., as a purcly hypo-
therical example, basic research con-
cerning a hand carricd personal radar
for detecting enemy infilcration at a
forward command post. The very fact
that such a radar might be feasible
would be classified because it would
give the U. S. a rtechnological
advantage.

The foregoing was a briet introduc-
tion to ARPA and leads up ro the
main theme of my talk, namely the
use of restrictive markings on docu-
ments above and beyond the securicy
classification marking requirements.

Although I know thar all of you
are familiar with the sccurity classifi-
cation marking requirements, I would
like to review cthem briefly. Icgs
important to re-emphasize at this
point that these are the only author-
ized markings to denote the securiry
classification of information.

Depending upon the assigned clas-
sification, information is classificd
cither as TOP SECRET, SECRET or
CONFIDENTIAL.

There arce really chree wypes of so-
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caiied “security classification mark-
ings:” (1) the actual security classifi-
catiol murkinp cnumerated above;
(2) the supplementary  markings
identifying certain types of classified
information such as RESTRICTED
DATA; and (3) distribution limita-
tion statements. These three types of

‘lrl\mgs have become known as
sccurity markings because of their
togetherness, although as 1 stated
before, TOP SECRET, SECRET und
CONFIDENTIAL arc the only clas-
sification markings.

Alter the actual security classifiica-
tion markings come, the type (2), or
supplementary markings. These in-
clude, but are not limited to the tol-
lowing:

RESTRICTED DATA

FORMERLY RESTRICTED

DATA

NATO ertc.

After that are the type (3) or dis-
semination limitation  markings
which include

NOFORN
SPECIAL ACCESE REQUIRED

\-.

ot the famous, or infamous, five
statcments authorized by DOIY Di-
rective 5200.20.

The distr bution limitations exem-
plificd by NOFORN and the state-
ments of DOD Directive 5200.20 arc
the most troublesome to people in
the business of managing technical
information services. As an example,
the distribution statements author-
ized by Directive 520020 were de-
signed to 1imit distribution of docu-
ments for teasons other than sccurity.
However, because of the require-
ments of implementing service in-
srrctions and the togetherness syn-
drome, these restrictive statements
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are being used for sceurity purposes
to control distribution of documents.

O“ narrionslar daanacamen 1o Seae -
1 Y l’i’ll\l\uldl ﬂllli\)} SIILL 1O Luais
ment No. 2, which, to refresh vour

Memorices, rcad.\ as follows:

“This document is subject 1o
special export controls and cach
transmittal to Foreign govern-
ments or Forcign nationals may
be made only with prior ap-
proval of (controlling office).”
This statement, which s used only

on UNCLASSIFIED documents,
alerts UL S, cinizens aguainst exporting
technical data without a State or
Commerce Department export license
and is designed to protect significant
U. 8. surategic industrial know-how
in the interest of national securiry.

However, there 1s also a No. 2
statement for classified material and
some Service directives even make it
mandatory thar the No 2 statement
appear on ALL documents, classified
or unclassified. Ostensibly this is
done to assure that unclassiﬁcd docu-
ments or those beco
under the automatic time phase
downgrading system, do not auto-
matically go into the public domain.
Some lower echelon instructions even
specify more than one restricrive
statcment,

To make matters worse, 1 have
found that this statement has grad-
ually become established in people’s
minds as meaning “Not releasable to
Foreign Nationals” or the conveni-
ent term “NOFORN.” Conscquent-
Iy, pcople who are responsibic for
and avdhorized to assign original
classification to information auto-
matically assodare a classification
with the term NOQFORIN,

Here I'd like to claborate on the

mingo unclaceihe
nese Ll\.\.vlnlulls undiass S,
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NOFORN murking by quoting from
DOD Dircctive 5200.1, Slk;,u mhné_

O l 'ﬁ“l\v‘n \111\1"\ ln rh
All\ nl PFAiANII ARBANANIIS 22 i

of the Defense of the Umud bt.ms.
Under Par. VII D 5 ¢ (3), SPE-
CIAL. HANDLING NOTICE.
“Whenever the holder of classified
documents or other material deter-
mines that che anticipated distribu
tion, transmission or handling would
make it liable to inadvertent disclo-
sure 1o f()l(.lbn g()VCl’nlelt'& or f\)l'
cign nationals, the material shall be
marked noticeably as tollows:

“SPECIAL HANDLING RE-
QUIRED

NOT RELEASABLE TO FOREIGN
NATIONALS.”

It goes furcher to state that —"Heads

of DOD components shall establish

procedures to ensure that the notice

is used as a special handling marking

only.”

The misuse of the OFORN
marking on document. specially if
it is based on the No. 2 statement,

creates considerable dithcultics in the
expeditious flow of essential informa-
tion in a two-fold manner; Firstly, it
impiies that the information has been
reviewed and it has been determined
by competent authority that it is not
releasable to foreign nationals; and
sccondly, to people who are not in-
volved in official foreign disclosure
muatcers, or knowledgeable about the
Nartional Disclosure Policy, it would
:algmf\ that the absence of the mark-
ing would make the marerial redeas-
able to toreign nationals. The dis-
closure or relcase of classified UL S.
information o foreign nationals is
accompnshed in accordance with the

Nauonal Disclosure Policy and DOD

e ey ST AL e e - agpes
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Directive 5230.11, through very spe-
cific channels, at high levels of the
U.S. Government,

The industrial members of the
NCMS involved in classification
management know that the NO-
FORN marking provision does not
occur in the Defense Industrial
Sccurity Program and is conspicuous-
ly absent from the ISM.

Be that as it may, the NOFORN
marking crops up everty now and then
on DOD or conrractor documents
as an unauthorized requirement of a
conrtracting officer or a user agency.
Each uume I see the NOFORN mark-
ing on an ARPA sponsored docu-
ment, I challenge its validity and re-
quest its removal. Moreover, I have
expressly prohibited the .rbitrary use
of distribution statements or other
restrictive markings on documents
produced by our Federal Conrtract
Rescarch Centers, such as IDA,
RAND, LINCOLN LAB,, ctc. There
are exceptions, of course, when a

document containg derivative infor-
mation from sources such as intelli-
gence documents legitimately bear-
ing the NOFORN or CONTROL-
LED DISSEMINATION caveats.
One of the chief reasons for the
usc of restrictive markings on classi-
ficd documents has been the great
proliferation of classified projects
among government laboratories and
indusirial centractors. There are so
many organizations qualiﬁcd to have
access to classified informarion chat
some government officials sometimes

feel chat the security classification.

system is not adequate under all
circurmstances and that control be-
yond sccurity classification are neces-
sary.
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For example, classificd documents
deposited in DDC may be withdrawn
by qualificd uscers. A “qualified user”
is any organization whosc facilicy
clearance certificadon is on file at
DDC and whose Field of Interest
Register (DD Form 1540) has been
certified by his contracting activiry.
Morcover, the system s such thata
classified document cataloged into
DDC can be withdrawn by a “quali-
ficd user” even though he may not
have a need-to-know. I won’t go
into a lengthy cxplanation of this
statement because it is too compli-
cated and could be the subject of a
separate paper, nevertheless it is truc.
This fact, of coursc, is the reason for
the L-system at DDC. The L, which
is a symbol assigned to the AD
number, signifies that it is limited
and all requests tor such documents
must go through a procedure where
a need-to-know is established specific-
ally for that document with a specific
release approval by the controlling
doc’s. marked withI the No. 2 state-
ment.

This L system reverts right back to
the basic principle of establishing
specific need-to-know on an individ-
ual basis. I, for one, am an advocate
of letting the security classification
system as established by Executive
Order 10501, be the controlling
factor for the dissemination of classi-
fied information. In this connection,
I might menton that DOD Dir.
5200.2¢ is under revision. In essence
it is proposed that the five distribu-
tion limitations be cancelled and only
two statements would be authorized:
These will be Statement No. 1, w be
applied only to UNCLASSIFIED
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information, which has been ofhaally
cleared for “Public Release;™ and the
former Statement No. 3, 'OR GOV-
ERNMENT USE ONLY, to be ap-
plied to either classified or unclassi-
fied documents, WHEN WAR-
RANTED, and within the exceptions
of the Freedom of Information Act.
All other documents are to be con-
trolled by sccurity classification alone.

I am an optimist at heart, so I will
lcave the rest unsaid.

Ladies and Gentlemen, it has been
a pleasure to address you and I am
grateful to the program committee
to have given me this chance to ex-
press my thoughts ai.d opinions.

P.S. —I'm sure glad I didn’t men-
tion CNWDI,—pronounced *Sin-
widdie.”

Thank you very much.
QUESTIONS AND ANSWERS
FOLLOWING MR. KOETHER’S
PRESENTATION

Fred Daigle: A littde while ago you
were heading up a project which had
a set program in which you involved
the Air Force, the Army and the
Navy. As I recall we spent many,
many weeks building a case where we
could go to you for some help in
getting the classification removed.
We had a paper which said we were
no longer required classification on
any documents. So vou kind of de-
stroyed our efforts. My comment is
that I wish that vou could document
the methodology by which you ar-
rived at the removal of this special
requirement which vou considered a
detriment.

Fred Koether: I'll have to be very
carcful the way I term this. Tt was

discovered that a certain echnique of
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measurements  gave information
which was available to anyone. In
other words, you could actually con-
sider the technological breakthrough
of this. It was alrcady classified. My
office was madc responsible because
of the general success of the program.
When there 1s something that is re-
lated o all of the services and not
unique to one service, the project is
assigned to our oflice. We were given
advanced rescarch on the technique
and i1t was decided to put a strict
limitation on it for six months and
then review the program and sec
whether we shou 4 continue or
whether we should cancel this access.
It wasn’t really a special access. It
was only for those who were working
with it; no onc else could even ger a
foot in the door. This was the pur-
pose of it. Atfter six months we re-
vie ved it and we decided thac certain
aspects should be upgraded to top
secret and all special access should be

controlled. Does that answer your
qurcrlgn)

Spe..kcd Unidentified: The inter-
pretation lies with the Defense De-
partment. They say that any infor-
raation generated under this program
has to be under special access and not
just that informarion which you had
originally yielded. The six-month
review bumped us out.

Fred Kocther; The program didn't
need to be special access. There were
only specific arcas of information that
required it

George Chelius: T know you can’t
teil exactly where you're going with
a particular project for six months to
a year, perhaps even two years, but 1
think 1t is a credit to Mr. Kocther
and also to Mr. Licbling and Mr.
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MacClain thar they did take some
action to remove these particular pro-
grams from the required access list.
© Fred Kocther: May @ suggest and 1
believe you all will concur that the
majority of government ofhicials do
not concern themselves with a prob-
lem that a particular company has.

_pm]\(d Unidendified: 1 might
mention that in looking over a DOD

dircetive last week, Tsaw that ic spedi-
fied the Statement "A” and Statement
"B system. s that the directive you
arc taking about?

Fred Kocther: I'm speaking
$200.20 which classificd chese state-
menes. I've only seen it one day and
haven't had a chance to review it.
But I'm surc you are all familiar wich
5200.20.

CLASSIFICATION MANAGEMENT EFFECTS ON
ENGINEERING EFFICIENCY

Donald V. Magill

Tlie classification management
engincering management interface is
cxperiencing a change made ncces-
sary by the Government’s changing
approach ro the development of
defense systems. This new environ-
ment emphasizes advanced develop-
ment and stockpiling of advanced
systems and technology knowledge to
guarantee a posture of readiness with-
out major financial and political com-
miinent. The resule is increased

re¢liance on an increased number of

contrictor programs thar are rela-
tively small and short term. These
encompass programs <osting trom
$200,000 to $10,000,000 and lasting
for a few months up to two years.

Classification management of these
small, short term programs is subject
to the same requirements as a majot
undertaking. But program manage-
ment, particularly engincering man-
agement, s necessarily geared to the
program creating new sicuations for
classification management. The ob-
jective of this paper is to define con-
tractor engineering management ap-
proaches for advanced systems and
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technology programs and to describe
the interaction with classification
management as it influences the efh-
ciency of the engineering work.

Some of the engincering manage-
ment techniques necessary for these
programs are:

1. Initiation of technical workin
advance of the release of a Request
tor Proposal (RFP).

2. Lomprchcmlvc program plan-
.mg includi 15 alternate paths tor
schedule and cost shortcuts.

3. Organizartion configurations ¢n-
abling operation at the point of
critical mass.

4. Mechods for rapid access to clas-
stficd technical data.

With today’s comperitive condi-
uons, contractors interested in ad-
vanced systems and technology pro-
grams will often underwke technical
work well in advance of the release
of a RFP. In many cases this practice
is indispensable to a competitve
technical pmpos;ll Since a part of a
pre-REP activity 1s normally financed
by burden of government contracts,
it 1s beneficial to the government to
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assist industry in making this work
as cfficient as possible.

Significant benefit can be derived
from the release of applicable ciassi-
fication management guidelines in
advance ot the RFP. Such an infor-
mation package, issued by che pro-
curing agency, might contain onc or
morc of the following:

1) The RFP number

2) A list of applicable documents

3) Classification guidance Form
DD-254

4) An outlinc of the statement of

work.

Early knowledge of the applicable
documents and availability of the
RFP identification number will en-
able contracrors to make application
for needed documents through estab-
lished channels. This process usually
takes longer than the proposal re-
sponse time and lack of references
causes engineering incfliciency and
shortcomings in the proposal.

There should be no disagreement
that carly application of classification
guidance to a conceptual technical
acrivity is beneficial. Contractors’ and
candidate subcontracrors’ security
will be more positively established
and preparations for special require-
ments can be made in advance.

Ot particular importance is estab-
lishing an approved classified rela-
tionship with subcontractors. There
have been pre-REP projects where it
was necessary to operate initially on
an unclassificd basis and reopen the
interface when a classified exchange
was approved: this approach wastes
manhours. Furthermore, an unclassi-
fied interface is often so sterile as to
be ineffective in motivating subcon-
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Dclays in clearing subcontractor
communication are not exclusively a
tunction of the mechanics of process-
ing requests for approvals. Instead,
many dclays of consequence resule
trom the implications of classification
management on procurement policy.
The contracting officer of the procur-
ing agency is reluctant to grant ap-
proval to the bidder who has identu-
fied subcontracting requirements and
has the initiatve 1o request approval
tor classificd communication prior to
the RFP. He is understandably con-
cerned with the equities toward bid-
ders during che pre-RFEP period. 1]

‘however, the policy for making classi-

fication management guidelines avail-
able was self regulating, the contract-
ing ofhcer’s problem would be
avoided.

Contractor technical work will
sometimes uncover questions of in-
terpretation of classification. Govern-
ment ,/“.dustry discussion of thesc
questions prior to the RFP can result
in improvements by modification or
expansion of the classification guid-
ance released with the RFP.

Finally an outline (i.e,, a table of
contents) of the statement or work
would greatly aid the bidders in
preparation for the RFP. For exam-
ple, if classified experimental work is
included in rhe scope, long lead time
is often necessary 1o evaluate and plan
the handling of hardware and ar-
rangements for facilities.

Undersrandably, the pre-RFP re-
lease of information is a burden ro
the procuring agency. There is the
question of the schedule for comple-
tion and firmness of the informarion
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previously described. However, it is
uvnnecessary thac all of this infonna-
tion be relessed at one time. Each
inarement, whenever avaiiable, would
be valuable to the contractor. ifrthe
informatica is revised when the RIYP
15 released, there stil! wmnd be a
bencfit. The contractors will procecd
in zny event and even jnexact, pre-
liminary information would provide
a2 beteer basis for work than no infor-
mation. Another question for the pro-
curing agency is how and when to
zpply the bidders list for early rclease
of intformation. Onec approach could
be to ferward the information upon
request from the contiactors as a
resuli of 2 CBD announcement or

- bidders briefing.

Summarizing this pariicular issue,
there are sigrificant advantages to the
Government and industry by improv-
ing the effectiveness of pre-RFP con-
tractor engineering work. This can
be done by the catly release to indus-
try of the applicable classification
management guidelines. Perhaps this

idea could be explored further by the
members of Workshop Number Two
at this seminar,

In planning advanced system and
technology programs, time and cost
constraints necessitate use of existing
equipment and facilities. Thus, exist-
ing classification management criteria
brought about by previous require-
ments for the equipment and facilities
are overlayed onrto the new program,
With multiple candidate equipments
tor each function, such as test range
measurements or flight test boosters,
the ¢ngineering planning requires
consideration of a large set of classifi-
cation management criteria. Any in-

58

crease in criteria tends to add com-
nlexity to planning. However, norm-
ally these criteria are stabilized and
consequently readily understood.

Contractors can avoid engineering
planning bortdenccks if data regard-
ing the equipment and facilitics com-
monly used for advanced develop-
ment purposes are made available by
the government and maintained in
the contractor’s data bank. This
would be facilitated by preparation of
unclassified documencation. Often
the type of data needed is classified
because of the connection of the
equipment or facility with its past
uses.

One example of this type of data
is an irregularity in the performance
of a ground test facility uncovered
during testing of a classified speci-
men. Perhaps it is an arcjet facility
and an unsuspected amount or type
of contamination occurred. Another
example is the statistical performance
of a workhorse booster wherein con-
fidence is dependent upon integrating
the pcrformancc expcnenccd with a
multitude of classified projects. These
types of data are normally unavailable
for advanced planning purposes be-
cause they are contained within docu-
mentation that is classified to safe-
guard the test resules, ie., for the
arcjet, results of testing classified
material or for the boosters, resules of
testing classified payloads. The tech-
nical effort required to decouple the
usage from the definition of the test
equipment or facility performance
would be an added expense but pru-
dent from the standpoint of planning
future applications.

Since advanced system and tech-
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nology programs are small programs,
the Lubli'u:Cl‘iub team asscmbled to do
the job is usually ac, or just above, the

crmcal mass. A crmcai mass tcam

the tcchmcai d15c1plmcs rcqulrcd to
perform the work. Figure 1is alist
of the technical disciplines of a mis-
sile and spall system engineering or-
ganization set against a group of
hypothetical advanced programs.
Project A is a program to develop a
sub,ystem such as a heat shield for
application to any of several future
systems. Project B is a heat shield
develepment for a particular future
system. Project Cis a missile pre-
liminary design and a R&D plan for
an experimental test vehicle. Project
D is the same as C but expanded to
include an operational missile con-
figuration definition as a model for
the experimental test vehicle. In
many instances the scope of work
supports only one engineer from
each discipline during part of or for
the full duration of the program. In

sl oA ], + W [« Sy .1
trnicse \.AaxllPALa the staaing ot Lag

point of peak manpower loading
would vary from 6 to 8 on Project A,
to 25 to 30 on Project D. Project E
exemplifies a follow-on to D for the
design, fabrication and flight testing
of hardware requiring a staff of about
100 engineers. These advanced devel-
opment program staffs compare to a
stafl of 300 to more than 1000 for a
major weapon system or spacecraft
engincering development program.
The large programs normally are
managed as autonomous organiza-
tions and classification management
operates through a single chain of
command. If a special security clear-
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ance is necessary for the program, it
y
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organization hold the clearance. The
programs base of technical resources

and the programs overhead or indi-

rect base is expected to absorb all
classification management require-
ments.

Advanced system and technology
programs benefit from a matrix type
of engineering organization such as
shown in Figure 2. Each technical
discipline or group of disciplines re-
ports to a Chief Engineer and each
project or program manager is sup-
ported from the pool of technical
skill. The major benefit from the
matrix organization is that there is
provision for the employment of a
senior or supervisory engineer for
each discipline. He is responsible for
the technical integrity of the work
within his discipline as well as the
managerial functions of making work
assignments, estimating for propos-
als, and the maintenance of tools such
as computerized analysis methods.
B\' | rl\r‘lnn( "rnnrn‘\o of the small
programs the magnitude of work
will effectively utilize thC services of
the technical supervisot, :: a reasen-
able cost shared bctween the pro-
grams.

In matrix engineering organiza-
tions, classification management is
the program manager’s responsibility.
If a program requires a special secur-
ity clearance, it should be expected
that more personnel than just those
directly assigned to the program
would require the special clearance to
carry out their responsibilitics. Thus,
a program scoped to support 8 engi-
necrs will make application for clear-
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ance for 14 or 16 engincers to cffec-
tively operatc a matrix organization.
Of course additional support person-
nel would also require the special
clearance.

if the security of a project is par-
ticularly sensitive, it may be neces-
sary to abandon the matrix concept
in order to isolate the staff. The sacri-
fices in technical efficiency are appre-
ciable. Furthermore, unless extra-
ordinary management attention is
applied, the isolared engineer’s tech-
nical growth will be impaired. He
may be sidetracked to assignments
that require his clearance status but
do not make the best use of his tech-
nical capability. He will probably do
a finc job in the subordinate assign-
ment but it may be harmful to his
standing with his peers; t.c., it may
jeopardize his eligibility for career
advancement. Consequently, isola-
tion or ccmpartmentalizing an engi-
neer staff has a serious deteriorating
cffect on efficiency. It is important
that government authorities recog-
nize these effects when considering

ments for limited access programs.

The final aspect of classification
management to be presented in this
paper is the problem of rapidly ac-
quiring classified technical data asso-
ciated with programs accomplished
by procuring agcncies other than the
sponsoring agency. This siruation
occurs when the advanced work ap-
plics to the replacement (or potential
replacement) of an existing system
scgment or subsystem which causes
interface information ro be a viwal
input. Also, it applies when tech-
nology is being advanced concurrent-

00

ly by diffcrent sponsors in behalf of
different system applicarions or dif-
ferent objectives,

The problem is one of matching
requirements to existing definitive
documentation; i.c., defining what is

(2

acquisition. Perhaps the most dith-
cult type of data acquisition cffort is
the compilation of classificd experi-
mental data necessary as input o an
empirical prediction method. In this
case the usefulness of the tese data is
dependent on conditions of the ex-
periment including an understanding
of all anomalies. Consequently, the
objective can only be achicved by
sorting a vast amount of data which
may have been obuained by 2 muldi-
tude of contractors and user agencics
tor a multirude of purposes and over
an cxrended period of rime.

It is the contractor’s responsibilivy
to identify needed decumentaton.
The sponsoring agency is justified in
demanding that the identification be
specific, ¢.g., by report number, et
But this is ofren difficult without the
assistance ot the government. The
contractor must communicate the
nature and quaiirtics of the dara re-
quirements. Often the sponsoring
agencies cfforts arc aborted because:
a) the requirement i1s not sufhciently
definitive, b) the data are integral
with information requiring special
access, or ¢) the data exists burt are
not yet documented in deliverable
form.

Conscequently, this problem can
cause a constderable investment ot
administrative effort and, 1n addidon,
the delays in acquisition can jcopar-
dize the integrity of a technical effort.
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Frankly, I have no definitive recom-
mendation other than to suggest a
liberalization of policies concerning
the access by contractor personncel to
government documentation centers.
This .1pprmch would reduce the difh-
culties in communicating require-
ments and probably climinate some
of the false stares for which concract-
ors are presently guilry.

In summary, the classification man-
agement /engineering management
interface can significantly influence
the efficiency of engineering. Specifi-
cally. there are four recommendations
that would improve enginecring cffi-
cicncy for advance system and tech-
nology programs:

1. Government release of classihed
guidelines in advanced of the RFP.

2. Government sponsorship of un-
classified documentation of perform-
ance data for equipment and facili-
ties commonly used for advanced
programs.

3. Avoidance of special access re-

quirements that result in isolation of
“engineering stafts.

4. Liberalization of access require-
ments by contractor personnel to
government documentation centers.

QUESTIONS AND ANSWERS

FOLLOWING MR. MAGILL'S

PRESENTATION

George MacClain: [ was interested
in your comments on providing clas-
sificd information and classified guid-
ance in advance of RFP and RFQ.
To whom would you have this done,
inasmuch as RFP/RFQ would go
to more than one contractor pre-
sumably?

Donald Magill: 1f the user agency
has developed abidder’s list in sufh-
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the RFP
release, he could use it as a distribu-
tion llb[ for dissemination of this
guideline informadon. However,
somctimes iCs dithicule for the user
agency to develop the bidder’s list
until just before the release of the
RFP. But since most advanced devel-
opment programs are announced
through CBB or a bidder’s briefing, 1
would propose thar the guideline
information be provided to those
contractors who would have the initi-
ative to request it.

George Chelius: George, you did
mention onc thing. You said classi-
fied guidance and I think you really
meant classification guidance.

G. MacClain: It may or may not
be classified guidance. The fact is that
I think it would not normally be.

Spcaker Unidentified: We've been
talking about special access for your
engineers or projece officers. What
did you mean by special clearances?

Speaker Unidentified: 1f I may, I'd
like to dispel this notion that
CNW DI are special accesses or spe-
cial clearances.  They are not.
CNWDI and other special accesses,
or so-called clearances, are merely a
practice of the need-to-know prin-
ciple. The person who has the need-
to-know should have access to that
informadon. Thatis all it is, It may
not be practiced that way, but that’s
what it’s intended to be.

Speaker Unidentified: 1 don't know
whether it matters whether you call
1t clearance or need-to-know. It
amounts to about the same thing, 1
think I'd have to agree wich thar,

Bob Niles: I'd like to clear up one
thing. With CNWDI you do not
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cicar your entire people for CNWDI.
You don’t have to. You only have to
clear certain people who are associ-
ated with CNWDIL. We don't have
to have a clearance for everyoncin
our organization. There arc only
certain ones.

D. Magill: Let’s take the example
of an activity (or project) involving
structure design and effecting engi-
necring. Pcrhaps the effectiveness
engincering people would not necd
access but the structural designer
would need access. However, the
man supervising the structural de-
signer would also nced the access.
That was my point. In order to
pertorm the supervisory responsi-

bilitics, the supervisor would need the
access as well as the worker doing
the work wich the data, T guess che
rcal question is, Do you w.mt good
tastc or good grammar.” Do you
want a good technical product or do
you want a mediocre one, and so
that’s the issue. Are we going to cut
out cveryone who does not physically
work with the technical data and
jeopardize the technical efliciency of
that contract or do we take a look at
it and ask, “How can we enhance the
product that is finally produced under
the contrace?” So I think there has
to be a judicious determination of
whether a person is permitted access
or not.

SPECIAL ACCESS POSITION PAPER
R. J. Boberg

The gencral subject is special access
controls. That is to say controls that
go somewhat beyond what we con-
sider the classic “need to know”
principle. This has been a subject of
great interest and some concern to
many of our members for some time.
It was obvious to me in the rather
brief discussion we had following Mr.
Licbling’s remarks this morning that
there is still this concern amongst our
members. At the same time I was
gratified to hear Mr. Liebling reaffirm
the desire of his office to be keptin-
formed of happenings at facilities and
agencies throughout the country and
to entertain recommendations from
industry or whoever regarding any
inconsistencies or difficulties in the
application or implementation of
rhese policies.

In the latter part of 1969, the
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Southern California Chapter of our
Society appointed a commirttee to
initiate the formulation of a memo-
randum of recommendations and
proposed that such 4 memorandum
be forwarded to Mr. Liebling’s ofhce
after proper coordination within the
Society. It was their intention that
this memorandum become a Society
position, and would recommend
basically that a review be made of
the administration of policies regard-
ing special access controls, including
CNWDI. What the chapter com-
mittec hoped to bring out in this
mcm()l‘;mdum Was a ciration ()f some
of the problems chat have been
created by the proliferavion of new
procedures that have grown outof
the administration of special access
controls. They have made an exten-
sive study and, as a result, uncovered
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a number of problems. Such things
as inconsistencies in the requirements
for access lists, including the kinds,
classes, or types of persons that
might be required to be on a given
hist. Further, they pointed out exam-
ples of programs that require brief-
ing and /or debricfing statements
while other programs that are cqually
identfied as special access require no
such statements. This is not intended
to be a complerte listing of the diffi-
cultics they found but is presented
merely as an example. It was in-
tended that the memorandum of
recommendations of which 1 speak,
would request an examination of the
special access programs in terms of
cheir consistency and compliance with
current view and policy, and ask that
a judgment be made as 1o whether
any inconsistencies are, in fact, desir-
able.

Such a2 memorandum of recom-
mendations has now been proposed
to our board of directors by the
Southern California Chaoter and this
will be a top priority agenda item for

the new board. That new board will
shortly be fommiizing, this paper and
completing it, following which it will
be forwarded to Mr. Lublmg s office.
We know, as Mr. Liebling pointed
out to us this morning. that the De-
partment of Defensc is not unaware
of the kinds of problems that we're
talking about. It is still importan,
howcever, not only to tlie Southern
Californiz Chapter, but to the entire
Socicty that we do point out what-
ever problems we think can be solved
and at least reccommend a review of
the programs in terms of perhaps
clarifying any inconsistencies: that
may exist.

‘That concludes my remarks on this.
Are there any comments that anyonc
wants to make at chis point? This
paper was forwarded to each Chapter
for coordination. If you have not
seen a copy of it, I would suggest
you check with your Chapter chair-
man. If he doesn’t have one just
write to Mr. Thompson and he’ll be
glad to send you one.

vcr‘ much

1aiaN ai.

Thank you

BRIEFING ON WORKSHOPS
Willard N. Thompson

George Chelius: For those of you
who had planned to attend the annual
meeting of the Sixth National Semi-
nar for a period of ence day, as a few
of you have, I hope vhat today’s dis-
cussions and questions and answers
periods have encouraged you to re-
turn tomorrow and continue wich chis
seminar. I chink you can see how the
tfree exchange of information is im-
portant to this Sociery. Tomorrow
we will be dealing directly with
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policy considerations along with how
user agencies and agencies of the
Government can more cffectively
utiiize these management programs.
I would ¢ncourage those who had
planned to be here one day, to wait
around for the resules of the work-
shops tomorrow if you have bene-
fited from this pacticular meetng
today. Willard Thompson, our pro-
gram chairman and the Chief of Clas-
sification at SAMSO, will now give
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us a briclim, on the workshops.

‘v‘(/x”.uu N, Jnompson I won't
takc v very loné, I think after Mr.
Florened's talk and discussion that
followad, we can do away with our
workshop number three.

Onc of our main objects is to dis-
cuss the classification of independent
research and development. Today
we've been listening to talks on offi-
cial policy, unofhlicial policy and so
forth. I think that che reason for chis
seminar is to learn ways to improve
classification management. All of you
have your own ideas on how a secur-
ity classification program should be
developed and implemented. There
also existe a wide difference of opin-
ion on t} 2 retention of classified doc-
uments by the contracror at the con-
clusion of a contract. Some program
officers and some classification man-
agement officials insist that the docu-
ments belong to the Government
and that the contractors have no
nced for retention under any circum-
stances. Others don’t really care what
lwrr»pf 1s to the documents. In my
()pmmn recention s very important.
It is a decision which musr be made
in such a way that the UL S, security
program will benefic the most. Prob-
ably the most controversial area to be
discussed is che protection of non-
government conrolled techaical in-
formation. In rhis arca very strong
feclings exist.

I am sure the discussions will be
stimulating and beneficial during che
working penods. We will have three
workshops involved. Number one
deals with the coordination and dis-
semination of classified information.
This covess a great deal of terricory.

NCMS]—1971

All of you I'm surc have ideas as to
the development, coordination and
dissemination of classification guid-
ance which will provide for inicrest-
ing and productive sessions. The
plan is to explore the inter-relation-
ship between Government agencices,
uscr agencies and top classification
manageinent personnel with che con-
tracrors, The problems of consistency
in classification requirements between
various uscr agencies and the DOD
will be discussed. We will also ex-
plore means whereby user agencies
would automatically recerve copics of
the classification guidance for similar
technologies. To modcrate this work-
shop, we have Mr. James Bagley of
the U. S. Naval Research Laboratory.
The second workshop concerns
implementation requirements, an arca
of equal importance with the others
but probably of more importance to
the technical community than the
other two. W hat we will do there 1s
explere the means of implementing
classification requirements thac have
been established by security classifica-
tion guides, 254°s or any other torm
that is published and is official. We
will explore the effectiveness of using
redrafts of present guidance against
merely redistribution ot the guides.
We expect to discuss where conflices
in interpretation can best be resolved
and explore how the guidance aftects
all concerned and how best to com-
ply. The moderator tor chis work-
shop is Mr. John Uhland ot the Gen-
cral Electric Company in Philadel-
phia.
The third workshop covers pro-
tection of documents concerned wich
independent rescarch and devclop-
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ment as well as retendion of classificd
matcrial by contractors. This is an
arca wherce individuals can contribute
a great deal. Whao we really mean is
protection of information developed
from independent rescarch that prob-
ably will be used in the defense of
the U. 8. The plan is to discuss
problems concerning thie retention of
classified material upon contract
termination or completion and exam-
inc the desirability of a retention
period of time as opposed to transfer
to an active contrace or related effort.
We also plan to discuss the possibil-
ity of the inclusion of a retention
clause in the original contracr and
explore the complexities of inde-
pendent research that could become
a part of a government project. We
anticipate discussing how to protect
the information where the security of

the United States could be involved,
whether under a conuact to the gov-
crnment or not. Our modcrator for
this is Mr. Bob Donovan, United
Technology Center, Sunnyvale, Cali-
fornia.

On Thursday morning the moder-
ators will give a report as to the
points considered important and any
rccommendations they might have.
I hope that we can come up with a
position paper based on ideas origi-
nated in the workshops. 1 believe
that this is a professional socicty and
onc of the things we should dois
take positions on subjects, and in this
way assist in causing necessaty
changes. 1 am sure you will all enter
into the discussions and present your
idcas so that all may benefit from
them.

WORKSHOP NUMBER ONE
DEVELOPMENT, COORDINATION AND DISSEMINATION
OF CLASSIFICATION REQUIREMENT

Jamaes J. Bagley, Moderator
Robhart E, Groen

e = e

«  Robert B. Ruether

ames J. Ba ylcv This panel was
glvcrraffmu iguing assignment—one
that bears repeating:

1. Inter-relationships and coordina-
tion of classification requirements at
headquarters, user agency and con-
tractor classification management per
sonnel levels;

2. problems involved in maintain-
ing consistency of security classifica-
tion requirements between various
user agencies and ar the DOD level;
and

3. explore means whereby the vari-
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ous user agencies would automatic-
ally receive copies of classification
guides prepared by other agencies in-
volved in the same body of twech-
nology.

When 1 sclected the panel who
would address this subject, I deliber-
ately gave them the same assignment
on the premise that cach of them
would approach the problem in a
different wey and from a ditlerent
point of view bused on their posidon
in the structure.  Theretore Bob
Green, the first speaker, will look at
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the subject fron: the vantage point of
the Naval Macerial Command and
will present you with a very inter-
esting paper which, 1 hope will wish
to discuss further in the question
perind. Bob Ructher will present
idcas from the point of view of a
large contractor and I will then be
the anchor man.

Robert E. Green: This is the fourth
Seminar of the NCMS thac 1 have
had the privilege of attending and 1
appreciate this opportunity to share
again with you some thoughts con-
cerning Classification Management,
Unlike some of you here, 1 am not
responsible rfor determining major
DOD and Navy security classifiica-
tion policies. I am not responsible
for development and implementation
of security requirements for major
weapons systems—at least not in the
usual sense of a principal develop -
ment and procurement activity. Per-

~haps my position as sort of 2 middle-

man allows a slightly more objective
view, At least 1 hopc my observa-
tions wn!l stnln som: responsive and

I was uucuiarl) intrigued when 1
first read che workshop statement for
this Panel. The :three key words,
inter-relationship, coordination, and
consistency, seemed almost new in
context with our previous Seminar
material. In fact, I found only one
instance in previous Seminar Proceed-
ings where we have seriously looked
at Classification Management in these
pardcular terms. I'll have more to
say about that single instarce later,
W e have discussed the conceprof
CM, how 10 obtain Management sup-
port and the qualifications of a Classi-
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fication Manager. Like nervous honey
bees we have flittered and buzzed all
around the delicious ambiosia of cost
reductions and cost savings, without
ever taking a deep draught.

We have beat the poor old DD
Form 254 ncarly to death in hopes of
finding a way to understand it. But
happily, in this workshop statement,
we come to grips with a seldom ad-
dressed but ever-present problem. It
is a realization that if we are to
achieve consistency in the assignment
of security classification, we must first
achieve a satisfactory degree of inter-
relationship and coordination—com-
munication might be a simpler way
of putting it—at all levels of Govern-
ment and Industry concerned with
the sciences and technologics which
have possible military application. It
is recognition also that the informa-
tion with which we deal may have
common interest and multiple appli-
cation throughout the Government
and, in many cascs, an cqual or
greater industrial and social applica-
tion. Itis a tacit and belated admis-
sion, I think, that something docs
come before the DD Form 254 and
the agency subject macter classifica-
tion guide and that we must solve
first problems first. Obviously, itis
necessary to determine which specific
areas of science and technology must
be safeguarded in the inrerests of
navonal sccurity and which arcas,
despite their inherent milicary valua.
have an overriding social and cco-
nomic impact on a National or Inter-
national scale and must thercfore, be
free of sceurity restraines. These de-
terminations can only be made after
extensive coordination at the Nation-
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al level The definttion of such arcas
might be an qpproprmtc function for
a sclect, Exccutive Level Panel with

cach Department of the Excecunve
Branch having membership and a
voice in the deliberations. This con-
cept is not unlike the present method
ot establishing the lists of commod-
itics subject to export controls in
which the Deparements of State and
Commerce, as executive agents, co-

. ordinate the nomination and review

of candidate material by all interested
Government agencics. The output of
such a panel might be called a *Na-
tional Security Classification Index.”
It would previde the Department of
Detense, other Executive Depart-
ments and the industrial and Aca-
demic communities some positive
guidance with which o insure con-
sistent  classification assignments
wherever and however designated in-
formation is used. Categories of
scientific and technical information
which are not identified in the “Na-
tional Index” would be unclassified
—that s the information itself would
be unclassified. This would not pre-
clude the assignment of classification
to sensitive DOD programs in which
the information might be used. It
would be effective in such instances
to utilize the unclassified technology
but at the same time classify the
extent of DOD interest, the milicary
application, the results achieved and
the operational employment. Several
arcas came to mind in which chis
technique s being used successtully.
Occanographic research, deep sub-
mergence vehicles and basic radar
technology are current examples of
the use of unclassified information for

68

the benefic of the international com-
munity and at the same time using
the same basic technology to achieve
a variety of l)ig,lll\' sensitive military
objectives, There s aii ol"‘muumu w
treat many other subject arcas simi-
larly, and, more important, to identify
those arcas in which world-wide
technology has ever-taken what was
once highly classified military infor-
mation. The extent to which we
continue classification ncedlessly and
without benefit needs to be examined
as 2 National problem. In that single
other instance in which we have ad-
dressed the subject of this Work-
shop, Genceral Smart from NASA,
cautioned the audience at the 5th
Seminar last year, thac it is highly

important that there be interfaces’

between Government agencies by
persons who are privy to all che work
being done, to insure that progress is
made toward both open and closed
objectives. I believe the scope of the
problem precludes effective action by
individual Agencies or Deparements.
It is at once a military, political,
scientific, ecconomic and social prob-
lem. I believe it can only be solved
by a select group capable of address-
ing all of these many facets. One
school of thought might claim that
if such an Index could be developed,
it could not be widely disseminated
because by identifying che areas of
technology the U. S. considers to be
sensitive we would targer them for
mtclhgcmc collection. 1 don’t share
that view. I would rather think chet
the potential of such an Index o cor-
rect inconsistent classificarion, to
avoid needless classification and to
prevent compromise, far ourweighs
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its intelligence value. Any nadon in
the World can identify military intel-
ligence targers accurately from an
analysis of scientific and technical
literature. They do it now and they
will continue to do it whether or not
an Index is available. T am not sug-
gesting that the establishment of a
“National Sccurity Ciassification
Index” would climinate the need for
inter-relationship and coordination.
Within the DOD, for example, the
need would stili exist for continuous
dialoguc between the Military Serv -
ices and DOD Headquarters to in-
surc uniform application of National
policies and to insure thart the utiliza-
tion of unclassified technology by one
Service does not compromise the inter-
ests and objectives of another Service
utilizing the same basic technology
in a classified project. The DOD
Headquarters would also be the focal
point for coordinating the nomina-
tion of candidate items for inclusion
in the “National Index” which
originate with DOD activirics and
for the review of items which non-
Defense agencies propose be added
to or removed from the Index.

The key words have another slight-
ly different application at the User
Agency and Contractor level. Here
the problem is more one of uniform
understanding of the technologies to
be employed and recognition of when
and to what degree the information
or its application must be classified.
We have frequently discussed, and
are in general agreement, that a post-
award security conference is a useful
tool for insuring tha: the Contractor
and the User Agency are mutually
agreed on the security requirements

NCMSJ- 1971

imposed in a contract. How often do
we actually use ihis technique? Surely
the answer must be “Not often
enough!” yer such a confrontation
would insure not only consistency 1n
the guidance furnished but consise-
ency in understanding and applica-
tion 1oo.

There is one more level at which
failure to heed our key words can
certainly spell the difference between
success or failure of a Classification
Management Program. It is within
the individual User Agency activity
and the individual Contractor facility.
It is characteristic of defensc-oriented
research and development that one
area of science or technology may
have some degree of application in
many separate and sometimes quite
different projects. The task may be
performed by different groups work-
ing in otherwise differenc disciplines.
Failure to recognize possible inter-
relationships between tasks in the
same activity and delay or failure to
corrclare securty guidance when sim-
ilarities exist can lead to inconsist-
ency in classification assignments and
possible compromise of sensitive in-
formation. One of the major func-
tions of an activity Classification
Manager is to prevent this from hap-
pening by being aware of all sensitive
projects undertaken by his activity,
by establishing constructive dialogue
with project managers and engineers
and by issuing timely guidance which
i5 consistent with the muluple use
of the informa.jon. It is most prob-
able that changes in our hypothetical
“Narional Security Classthcation
Index” would manate from incon-
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sistencies first nored and reported
from this level,

In our pre-occupadon with formal
task assignments and contracts there
may be a tendency to overlook secur-
ity requirements for independent re-
scarch. There will be no Technical
Development Plan or DD Form 254
to provide classification guidance for
these projects. The Classification
Manager must root them out and
having donc so, must relate them to
other applicable classification guid-
ance. If the subject of a particular
project is so unique and ncw that no
appropriate guidance exists, it must
be developed. It may warrant atten-
tion of the suggested Pancl for inclu-
sion in the National Index to insure
its fucure protection. The importance
of safeguarding at this point canno.
be over-stressed. We cannot always
predict where research in new fields
is going to take us. The need for
classification must constantly be con-
sidered to avoid losing the advaniage
of significant developments.

These are some of the ways our
key words apply to Classification
Management. We ali know what
the words mean and how to make
them work; butitis a difficule and
time-consuming task which too often
is neglected in the eflort to satisfy
the daily workload pressures. The
extent to which we coordinate guid-
ance was indicated to some degrec in
the recently completed DOD review
of DD 254’s. One portion of that
study revealed that the number of
other guides reviewed for coordina-
tion was less than 5% of the total
number of DD 2545 reviewed. Given
a proper priority it seems thae this
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figurc should and would be much
higher, as would the degree of con-
sistency in all classification guidance.
It rests wich all of us to see that
proper emphasis is placed on inter-
relationships, coordination and con-
sistency at each of the levels we have
discussed here.

In my enthusiasm for the first part
of the Workshop statement T have
litcle time lefe to discuss the dissem-
ination of classification guides. This
doesn’t mean that I place so licde
importance on this function of classi-
fication management. I believe that
the existe~ -2 of classification guid-
ance on a given subject should be
made known to all activities likely to
be involved with the same subject.
However, it does not seem possible
for the originating activity to antici-
pate the needs of others and make
automatic distribution. Nor does it
seem reasonable for an activity desir-
ing information to have to canvass the
Geovernment to determine where such
information is available. ‘One pos-
sible solution might be o place eli
security classification guides, classified
or unclassified, in the Defense Docu-
mentation Center collection. The
machinery already exists for Govern-
ment, Industry and the Academic
community to have access to DDC
upon certification of need and desig-
nation of selccred Fields of Interest.
This system would appear to be
tailor-made for sccondary distribution
of classification guides.

In the rare instance wacte even the
existence of a classification guide on
a particular subject musy be highly
classified and closely held, the origi-
nator could be aurhorized 1o exempe
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that guide from DDC holdings and
assume responsipility for any sccon-
dary distribudon. 1 would hope that
there would be no classification guid-
ance that would have to be withheld
from Classification Management offi-
clals at the Departmental level of
Government where further distribu-
tion could be strictly conuolled. 1
would not exclude Industry and thie
‘Academic community because of the
independent research taking place
there which may be similar vo Gov-
ceament developments. Uniil such
a system could be implemented it
would be helpful if Government De-
partments would exchange a histing of
currently available guides which they

" had originated. The Department of

the Navy currently publishes an index
of classification guides which in the
last issue identified approximately
135 guides. My latest grapevine in-
formation indicates that DOD is
compiling a Tri-Service index which,
hopefully will be available soon.

I'll conclude my remarks by plagi-
arizing one of Washington's sports
announcers who says, "My time is up
—I thank you for yours.”

Robert B. Ruether: Contractors
today atre beginning w include classi-
fication management as part of their
security program. This is due to the
effect such a program has on con-
trolling administrative and produc-
ton costs. To maximize these sav-
ings, centractor participation, in de-
veloping classification guidance on
major contracts, is essential. How-
cver, some contractors need customer
¢ncouragement to enter such discus-
sions before a contract is signed. This
reluctance is caused by the contrac-
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tos’s concern not to ripple the water
during conuact negotiation,

The preparation of Classification
Guidance should be governed by one
ideal, “communication”. This simply
means identifying the sceurity classi-
fication of information and / or hard-
watc in clear, concise, non-technical
terms. Each classification specification
should stand on its own, as much as
possible. Where interpretation is
called for a simple example will often
convey to the reader the manner in
which he should interpret the infor-
mation for classification purposes. Re-
member the readers of che classifica-
ton specification run the gamut from
engincers to technical writers; with
one day or twenty years experience.
To accomplish “communication”
your classification specification must
be written so 1t will satisfy the needs
of these extremes.

In discussing the use of the DD
Form 254 let’s look at the definition
in the contractor’s security manual;
the INDUSTRIAL SECURITY
MANUAL FOR SAFEGUARDING
CLASSIFIED INFORMATION
(ISM), which states “the complered
DD Form 254, attachments and,“ or
supplements, is the basic document
by which the classification, regarding
and declassification specifications are
documented.” Too often a contractor
finds the DD Form 254 is used just
for that purpose. Unfortunately, this
means other security instructions such
as: (1) classified document retenvion;
(2) processing of classified visit re-
quests; (3) special document han-
aling; (4) special access requirements,
sach as bricfings ./ debriefings; and

(%) special shipping instructions, are
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buricd somewhere else in the conuract
document.

Should sccurity tor thar contrace

rest on the shoulders of o Jerk in g
contracts department? Which con-
tracts, of the hundreds received by a
majer contractor, will include such
sccurity instructons?  Contractor
sccurity officers would like che scope
of the DD Form 254 cnl;u'gcd requir-
ing bl seaurity instructions not part

“of the ].’31\1 to be mcluded and made

& part of 1

This leads to che heart of another
probicm, namely Jocating the DD
Yorm 254 oncc it is sent to the con-
tractor. 1t secems ironic that the ISM

T IeqUIres 4 CONtractor to appoint a se-

curity officer to “supervise and direct

“security measures necessary for the
“safeguarding of classified informa-

tion” and then studiously ignores
him in the dissemination require-

canents tor the DD Ferm 254, You

cannot imagine the adminisrrative

problems assoctated with the location
and identification of a DD Form 254
within a multiple facility. The prob-

Adem is compounded by User Agencics
who faii to include the DD Form 254

in the contract document; sometimes
sending it by separate cover; or never

sending itar alll In fact there is no

clear cut way of identifying a classified
contract, except by laboriously read-
ing cach and every page, looking for
a security requirements clause. Once
this clause is identified the contractor
at least knows itis a classified con-
tract. Then correspondence can be
exchanged to obtain a copy of the
DD Form 254 tor that contrace.
Let's take the mystery and adminis-
trative cost out of identifying classi-
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hed conuracts. Change the gm‘cm-
ment regulations. Make it a requtr
ment that one copy of the DD l'orm
254 be sent to the attention of the
Contract Sccurity Officer. This would
at Lust recopnize that cach contractor
has @ sceurity officer who has the re-
sr(msibilit\' to insure the implemen-
tation of security procedures nieces-

sary to protect classified information
within his company’s ceared tacili-
ties.

Lot's be bold in our approach to
sccurity. Classification management,
at its best, reviews government
agency and convactor working envi-
ronments and writes classification
guidance o it cach environment. To
cffectively accomplish this, the com-
munication gap between government
agencies and contractors must be
bridged. Why should sccurity re-
quirements be continued that add
nothing to security, except cost?

An illusttadon of such 2 communi-
cation gap, and the thousands of dol-
lars wasted without benefiting secus-
iry, is exemplified by the recent DOD
cmphasn on the annuul review of all
classification guidance issued. The
well-intentioned objective of this
program was to insure currency of
guidance so that information and
hardware could be downgraded and
declassified where applicable, in 2
timely and efficient manner. Lucal
DCASRs were assigned the responsi-
bility te act as monitors by checking
the date of 1ssuance of each DD Form
254 on a contractor’s acuve Coneract
list.

However, lets look at the adverse
citecr this program has had ¢n cach
contractor and contracting othcer. A
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contracting cflicer conducts an annual
review of the classification guidance
on a contract and advises the prime
contractor by letter to the effect “no
. The prime contractor anpio-
tates his records and prepares revised
guidance for cach sub-contractor. In
this example ler’s say he has four sub-
contractors. A letter or DD Form 254
is prepared which in cffect states “no
change™; but it cannot be written,
signed and sent by the prime con-
tractor. Therefore, it is sent to the
cortracting officer for signature, and
then retarned to the prime contractor
for subsequent dissemination. Each
subcontractor annotates his records
and prepares revised guidance for his
subcontractors. In chis example let’s
say each subcontractor to the prime
contractor has four subcontracrors,
Adinfinitum! Our horrible example
now has run to 21 lecters that muse
be e¢xchanged, each signed by the
contracting officer, ea h stating “no
cnangc Much ado about norhmg”

Muliiply this by thousands of
11.3 ssified contraces and we can clearly
sce the tremendous expenditure of

P TR
Caange

. time, talent and moncey this well-in-

tentioned program has cauvsed. All
of this waste could have been avoided
by a simple re-wording of the re-
quirements.

I said carlicr we should be bold—
now I am proposing the application
of classification management prin-
ciples to the security regulatons
themselves.

A review of sccuriry reguladgons
governing all aspects of contract
management would idencify several
security regulations not touched on
here that need o be revised or elim-
inated.

NCMS)—-1971

Once suggested way to review our
sccurity program to try and make it
read like it is would be by govern-
ment sponsorship of government,”
industry workshops to study proposed
changes to government security regu-
lations. Such a program would make
ali of us take the time to study, re-
view and probe our sccurity regula-
tions on the value cach contributes to
improving security against the cost of
implementing the regulation.

In summartion:

(1) Write your classification guid-
ance to fit the procurement stating
what you mcan in clear, concse, non-
technical terms.

(2) Change governmeni regula-
tions requiring all security instruc-
tions to be included as pare of the
DD Form 254.

(3) Change government regula-
tions requiring a copy of the DD
Form 254 to be sent directly to the
Contractor Security Ofiicer.

(4) Modnt’) government regula-
tons ulmlnﬁnno rﬁ-glnlrﬂmen ts that
add nothing to security but cost.

(5) Develop a government /in-
dustry program where the sccuriry
regulations can be studied with the
ultimate aim of developing consistent
and meaningful security regulations
directing both User Agencies and
Contractors.

James J. Bagley: In today’s world,
ail of us must ever be aware of the
need to save money and to reduce
overhead and operating costs. One of
the wavs chis can be done is through
communication —to  make  others
aware of whatis being done and o
learn from the experience of others.
While there is litde definitive data on
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sceutity costs, all agree chat security
is L':\}')ci'l.\i\'c. And onc of the Ways {0
keep security costs under control is
through good classification manage-
mcii programs. In this contextand
accuracy and completeness of security
gutdance and the exchange of intor-
mation between user agencies and
coatracrors, between user agencices
and between contractors is a vital
nccessity. While 1t is not always
realized, the transfer of information
on sccurity classification guidance is
a major part of the information trans-
fer problem. After all, information
cannot be transferred if there is an
impediment to transfer and removal
of an impediment is a classification
management function.

Not too long ago, while watching
Charlton Heston playing Moses on
the late, late show (after being lost on
the freeway for three hours) I thought
there should be a ten commandments
for classification managers. Here they
are, with no pride of authorship:

First. Assignment of proper secur-
ity classthcarion is a vital part of any
technical project.

Second. Security is a costly over-
head item regardless of how pure the
motivarion.

Third. Proper classification can be
determined only by conscious effort
by all parties concerned —never capri-
ciously, never in isolation, never arbi-
trarily.

Fourth. Proper classification can be
determined only by full consideration
ot all pertinent factors; among which
are —the avatlability of existing infor-
mation, the threat, the need, foreign
capabilities, pracricability of classifi-
cation,
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Fitch. Classity only that informa-
tion which must and can be classified.

Sixth. Classity information, not
things.

Seventh. Coordinate with all inter-
ested parties.

Eighth.  Announce classificaton
determinations in clear and simple
terms.

Ninth. Review frequently.

Tenth. Declassity and free the in-
formation of restrictions.

It is now appropriatc to look at
the classification situation as I see it
from my vantage point, which repre-
sents a good cross-section of govern-
ment classification practices as I deal
with a majority of agencies which
have the authority to classity. Since
we last met, I've seen a substanual
improvement in the number of guides
furnished on various projects —large
and small. In general, the guides are
excellent in clarity and completencss.
Hardly a day goes by when I don’t
receive a guide for one project or
other. This is particularly true of the
military deparcments and it shows
that finally the existance of DOD
Dircctive 5210.47 is being known.
And of greater importance, the de-
partments are publishing the word.
The best information comes from
Project Managers of large projects.
But there is a hidden piitall in chis
that you should be aware of. A large
project usually covers a wide arca
which comprises many subprojects
and tasks. A sccurity guide of such
a project generally covers a wide
swath of information and does nos
cover the fine structure of intorma-
tion. When sub-projects and tasks
are parcelled out to several agencices,
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there is a tendency of these managers
to rely on the master guidance and
not issuce supplementary guidance.
This should be wmdcd

In an carlier paper (NCMS Vol 1V,
No. 2—19068, i 101}, I suggested that
classtfication is susceptible to systems
analysis and thav all project and pro-
grams should be broken down to the
smallest picce possible for classifica-
tion determinations and cach deter-
mination made must relace to the
project as a whole, Only then can
there be real consistency.

The subject of inter-relation of
classification guides leads to another
subject —to explore means by which
various user agencies would auto-
matically receive copies of other
agency guides prepared on the same
body of technology. The main prob-
lem as I see it is the old question of
nced-to-know. Do all agencies have
a nced-to-know for information on
all the projects that embody the same
field of technology. It is a question
that deserves considerable study.
However, there are some parts of the
question which have already been
answered. DOD directives now re-
quire that a copy of each security
guide be sent o the Office of Classifi-
cation Management. Navy dirccrives
also require that Navy-originated
guides be sent to ACNO (Intelli-
gence); I'm sure that the other serv-
ices have similar requirements. Bur
another question comes to mind—is
a DD 254 a guidance document and
it s¢, do the various headquarters
desire a copy of cach 254 that has
been issued? If so, T can see the sides
of the Pentagon bulging trom ail the
paper —~originals, revisions and finals.
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In other words, the problem of auto-
matic distrioution requires far more
definition than now exises; and it is
a very complicated problem.

Finally, I will address a problem
which all too often exists bothin
government and industry, but the
most scrious cffect is on industry.
This, of course, is the situation
wherein a single contractor will have
similar concracts from different user
agencies and the guidance is not only
diffecrent, but in conflice. This is a
very real problem chat happens un-
tfortunatcly, all too often, although
the situation 1s not now as bad as it
was a few years ago. The solution—
there are many and I personally fecl
that the contractor must take the
initiative to get a solution. However,
it also must be recognized, that many
contractors don’t desire “to rock the
boat” and ger the user agencies mad.
If this is che situation, then the con-
tractor has no one to blame but him-
sclf. On the other hand, he has sev-
crai avienues ot solution —pointing
out the discrepancics in the periodic

inspections; calling a meeting of the
agencies to have the situation re-
solved around the table; and, as a last
resort, appealing to DOD for solu-
tion. In any event, conflicting in-
structions from different agencies can
only serve to nullify the classification
management program and nullify the
security system. I feel thar all of us
in the business must guard against
generating such confusion.

SUMMARY OF WORKSHOP
NUMBER ONE

James J. Bagley: Partcularly afeer
a night on the town. T will summa-
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rize briefly what happened with my
panel yesterday and give you no posi-
uve conclusions, or should I say no
positive recommendations, buc 1
think considerable food for thoughr

In his paper, Bob Green presented
two very intriguing ideas which 1
think deserve far greaters study than
we can possibly do here. If tmple-
mented, his ideas mighe go a long
way in solving some of our basic
problems. What he suggested was
that there be a National Security Clas-
sification Index whercin critical tech-
nical areas could be identified ac the
national level, and a national classifi-
cation position cstablished. There is
a possibility of a mechanism for this
already in existence; that is, the Inter-
agency Committee on Classthcation,
established a year or so ago, consist-
ing of the AEC, NASA and the
DOD. This could possibly be a
vehicle for addressing such a prob-
lem. In addition, I think we have
ample precedence for such an acrion
and I would like to cite just one or
two as examples of what mightbe
done. In existence are the committees
of the National Academy of Sciences
and National Research Council which
do address problems of this sort. In
existence is the National Space Coun-
cil which takes an overview of the
nazion’s space programs. The Na-
tional Oceanographic Council does
the same thing with respect to occan-
ography. I think if such a commirtec
was established, then you would have
classification being considered simul-
tancously with the rescarch itself,
Another idea which he advanced
which I think deserves considerable
merit is the powbxlxt\ ot depositing
classification guides in the Defense
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Document Center. Again, there are
precedents. There is aleeady a mech-
anism by which the DDC controls
the secondary distribution of technical
reports. They are alse the repository
for repores of all on-going R&D work
done within the Department of De-
fensce, the Rescarch and Technology
work unit system. There is already
a mechanism by which this is ex-
changed chroughout the government
and madc available in verying degrees
of availability. In this manner then,
the guidance for these things couid
also be accomplished. T think it
would take merely a change of the
existing DOD regulations which are
now, for the umteenth time, under
revision, to accomplish chis fact. And
it would not be inconsistent wirh
additional responsibilities for che
Dcfense Documentation  Center
which are being considered now. He
discussed specific recommendations
by which guidance would be fur
nished in clear, concise, untechnical
terms that would be applicable to
both rtechnical and non-technical
people. He also advanced the propo-
sition, which I think nceds greater
study (and I do not know whether it’s
entirely practical) of requiring that
all security instructions become part
of the infamous DD 254, inasmuch
as it 1s a contractual document.
Modifications, implementarions, ac-
tions and so forth do have an impact
and therefore become a contractual
problem. He also said why not send
a copy, and require that a copy of
DD 251 be sent to security othees.

submit from the Government's side
(I'm not speaking for the Govern-
ment, but beinyg @ Government tvpe)
that there 1s no limitation of the dis-

NCMSJ—1971




Ta gp Ty

L TN B T e

SURTART e R S TP e

T A e e

)D 254. Thercisa
s P gsas "L P |
FULIUIL, 3 1IC SCCUNG-
u)uld bc mde anyway )ou wish.
He also said, .md used as an example

Lonld
R LR TSN

\_.
N
T
=
<

)
—
-

the no-cost review, th;
be greater emphuasis placcd on the
probable and possible impacts of reg-
ulatory change; and I think this de-
scrves considerable study. And he
said, to develop a mechanism whereby
at the working levels, not at the pres-
tigious level, @ mechanism by which
meaningful dialogue can take place,
such as we are Joing, between indus-
try and government people in order
to resolve problems. Notin a con-

tractor to user agency sense, but a
mechanism for reform such as we
have hiere. T ehink ic deserves greater
study. There's an anchor man in this
particular group: 1 offcicd without
particular pride of authorship ten
commandments which 1 think might
well be usetul to somebody, provid-
ing of course that the grammer is
cleaned up. And I would like to closc
by making onc casual but pertinent
comment. Would it not be nice it
the industrial sccurity regulations
recognized the existence of classifica-
tion management. Thank you.

SUMMARY OF
WORKSHOP NUMBER 2
IMPLEMENTATION OF CLASSIFICATION REQUIREMENTS

Charles Uhland, Moderator
A. A. Correia
Frank Marlor
Herb Herron
Captain James L. Stehn

(Note: Technical problems occur-
red in the attempted recording of this
workshop’s presentations and discus-
sions. Therefore, only Charles Uh-
land’s summary (which 1s excellent)

what went on was available for
these printed proceedings. —Editor.)

Charles Uhland: It was generally
agreed by Workshop Number Two
that the implementation of classifica-
tion requirements could best be ac-
complished by the prime contractor
at the contractor level by supple-
mcenting the DD Form 254 wich
classification guides and other diree-
tives and with classtfication presenta-
tons at various levels of ¢ffore such
as: program office, engincering, man-
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ufacturing, and quality control. Co-
ordination of dlassification manage-
ment with program office and tech-
nical people at the outset of a pro-
gram would save time and moncey
and ensure proper classification and
timely application of it. It was em-
phasized that prime contractors muse
be careful to give adequate classifica-
tion guidance o their subcontractors
by creating new DD Form 254’ from
the prime DD Form 254, restricting
the guidance given the subcontractor
to the area of the subconeract in-
volved, and elaborating on the sub-
contractor DD Form 254 wich partic-
ular writien guidance when deemed
NECCSSAry.




We also agreed thae classification
awarcness be kept alive over extended
periods throughour the Iite of the
pregram by continuing ¢ducational
cﬂ'()rl cs}'cci;lllv whcn ch'mé\cs‘ in

N()w T HAI S a (u.)d :md M()thc'r-
hood statemene if T ever heard one.

The conflicts within classification
guidance should be resolved at the
local level whenever possible —pro-
gram oflice, technical people, and
classification management agreeing,
If a conflict cannort be resolved at the
local level and must go back to the
cusiomer, a coordinated effort must
be made, with classification manage-
ment contacting the customer’s pro-
gram oftice classification branch sim-
ultancously with the contractor’s pro-
gram ofhce communicating with their
counterparts at the customer level.
Keeping all persons concerned cog-
nizant of what is going on is the bese
way to avoid confusion and hurt feel-
ings. ANOTHER God and Mother-
hood statement. Besides, Item No.
11 of DI Form 254 323 W must go

to rh: custome

ool
...... LR NN 1

Ll-lﬁ‘olllk lll()ll l’l( (\})”
for addizional guidance. Finally, that
when discrepancies are found in
guides or DD Form 254’s and the
prime contractor feels that the cus-
tomer has improperly classified an
item, the contractor should immedi-
atcly bring the indicated problem to
the attention of the customer. The

DD Form

sooncr the problem s brought out
in the open, the sconer 1t will be re-
solved —with less expenditure of
tunds. ‘This acuon by the conractor
was cncouraged again and again by
LOVCrIMEeNt represebuatives present
at the workshop. To was indicared
that the thought of the contractor
Leing reluctant to come to the cus-
tomer with a legitimace problem up-
scts the customer a grcat deal mowe
than the complaint itselt.

When tume is of the essciree, @ con-
tractor may issuc a temporary DD
Yorm 254 to a subcontractor without
an ACO signacure, provided he sub-
mits simultancously a duplicate DD
Form 254 to the ACO for his signa-
ture and follows up the temporacy
form to the subcontractor with a
legitimate one afier the ACO signa-
turce has been athxed.

To summarize, Item No. 11 on the
254 indicates the person
or office to be contacted to resolve all
classification problems. Preliminary
Form 254°s may bc issucd to sub-
contractors .0 oadvance of the legit-
mate ACQO mgmd IdD Form 254 1o
prevent a time Iag. Coordination be-
tween classificaton management and
technical prople at the beginning of
the program saves time and money,
and it gives the additional assurance
that we will have a good classtfication
program.
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WORKSHOP NUMBER THREE
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CLASSIFICATION OF #XDEPE!

ENT RESEARCH

Robert Donovan, Meoderater
Joseph Drantley
O. P. Norton
Wayns Wilcox
Dean Eizchardson

(Note: Because of technical prob-
lems 1nthe recording, not all portions
ot this workshop session could be
transcribed. Though there are omis-
stons, it was fele that much valuable
information was conteined in what
could be transcribed and it s thus

reproduced below. —Edivor.)

Q. P, Norton, Four dchings are
important. First is security and satety;
sccond, orderliness and cieanliness,
third, production; fourth, quality —
Takce care of the
first two and the vthers will come
right along. Now in that sense se-

~curity ¢an and muse play an importmt

and primary role in the sudject and

the solution and thie handling of re-

tenoion of classified marerial, Bure, s

the same time, 1 insist that pr:martl)
we are talking about a macter that has

“to do with control of information and

the proper handling of records in
generall Imasmuch as rhere s a
mutual interest and responsibility on
any team for all members o do their
puare, I call attendion of the industry
muembers 1o 2 qdouuon by aa indi-
vidual who [ believe 1 gene rally con-

sidered a foremost expertin the ficid

of orgamzaton and maragement in
respect to business and governient,
mstteaions, and orgsinzatoes: Peter
Norron. The quote is this: "Public
regubation is effective only in stop-
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ping abuses. The pr()blcm 1s to estab-
lish the proper use.” This face will
not prevent government regulation,
however, it management fuils to take
responsibility firse I only means thae
regulation when it comes will be of
necessity burative and restrictive,
Another part of our problem here,
is the face that the decision-making
process, tie probleme-solving process,
wien o government/industry prob.
lem s involved is a good deal more
complex than some of che very cone
plex probicms’ and dedsion-making
matters that we deal within our own
organizations. To thar exrene it s

-pavticularly important and 1 believe

applicable th.u we approach any of
these problems accordingly to the
tormula if you mll or the process thar
has been well established for making
good decisions. There are auy number
of them, bur there is 2 provess in-
volved. The guestions we should wsk
as wo proceed in cxamining problers
and i arriving at possible alterna-
tives, adopring 2 final sofution should
be in accordance with a rezularly
accepred method of arriving at geod
decisions.

in concluston or summary, Tam
very surong i the opinion thac our
document retendon constderauons
should be firse of all and primarily
looked ar as intormation problems
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Information is the life blood of the
organization. That implics control of
this essence in che same way thae the
psychological systems of cach of us
can only funcuon best £ - good healeh
it there is control. Sccondly, that ex-
cess paper—both that which ‘s in
motion and flowing in an organiza-
ton as well as that amount which is
in the files somewhat inactive or com-
pletely inactive —chat in either re-
spect, excess paper is one of the major
unsoived problems of management
today and the directions that we take,
the solutions that we find with respect
to overall excess paperwork problem
is one that would bo most applicable
to the maiter of classified document
recention. And finally, that which
you will hear expressed by others, I
sincerely hope also, that a group of
sccurity people will take kold of this
particular problem even though it
has dimensions which are beyond chis
specific field of security and solve it
tor their organizations and in the
interests of national defense. Thank
you.

Wayne Wilcox: Let me provide
a little background here. This is not
a new subject —it has been wich us
for many years. One of the more
recent attempts to solve this problem
was done by NSIA which in April,
1968 prepared a repoit which was
presented to Mre. Licbling on May
22nd. In chis particular study wein
NSIA concluded thacif a facility has
an active facility clearance, has docu-
mented 1ts technical fields of interese
capability, and 1s responsive to User
Agcency requirements, thar such a
tacility should be allowed to retain
only documents within the scope of
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its schedule. Such has been our dis-
cussions with Mr. Liebling who, and
as far as I'm concerned, is keeping his
word about relief to our problem.
I"d like to state the position that in
this particular poiit in time industry
is not entitled to retain all the classi-
fied marerial it wanes. And this is
why I feel this way. First of all, as we
discussed yesterday, looking at the
Exccutive Order 105901, classified in-
formation is the property of the
United States Government or it can-
not be classified. So the Government
must have a proprictary interestin
the information and that’s what gets
us into the problem of IR&D. With-
out IR&D I world never classify. 1
don’t care where the reference mate-
rial came from, I'd protect it. But
when you spring it on the Govern-
ment that way onc of two thingsis
going to happen. The Government
likes it or wants it or you wind up
with the User Agency a suming a
classificacion cognizance. C the other
hand, the Government’s not inter-
ested and vou ger it back and i0s not
classificd and you arc home frec.
The second reason I feel like I'do
relutes to record management. Most
cleared facilities do not have it. Gur
engineers and our scientises as a group
are renowned pack rats —they keep
everything they get their hands on
—unless by some mechanism you
make them go through, clean ou the
shelf, chrow it away, so vou only
keep thae which vou really need.
The third pointis that continuous
unlimited retencion is going to in-
crease yvour costs and a shice of 1tis
going to be passed on to the Govern-
ment in the future. You will have to
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buy morce cabinets and that will in-
crease your costs, You will Fwve to
have more floor space dedicated to set
those cabinets on that is going to
iicraise your rentat costs, and you are
going to have to hire more people to
keep track of what you have got. But
I submit: if you aren’t going to be
using 1t why arc you keeping it?

Then, tourth, and maybe most
important, is the classification man-
agement aspect. The Government
must know who has what so that
effective downgrading and declassifi-
cation actions can be taken. I think
Mr. Licbling is living up to the prom-
ice he gave us in NSIA to give us
some relief. He is seeing thac the con-
tracting offices are being educated into
their part in this problem so that the
capricious decisions are becoming
fewer and fewer. We had proposed a
method to industry whereby we can
appeal to the third party on the ad-
verse decisions where we could essen-
tially go around and over the PCO’s
head. But before we can go any fur-
ther in granting this utopia I think
industry now should demonstrate it
can live up to its side of the bargain.
We have to show that we can and we
will screen our material and request
only that which is imiportant. To
identity properly what we keep so
the Government knows what we have
for classification gnidance. On a con-
tinuing basis we must show chat we
can provide cffective systems for
downgrading, declassification, or up-
dating the material on hand. And,
that we will ultimately destroy the in-
tormation when it no longer has a real
technical value. T think it is only unal
industry does this that we can honest-
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ly ask the Government to give us
utopii.

Joseph Brandey: T would like to
tell you bricfly che primavy mission of
the classification management special-
1st of the DCASR office. There are
cleven DCASR's and 1 think we agree
on onc thing: our primary mission is
to assurc that the contracror is fur-
nished timely, adequate and current
classification guidance on contracts,
RFP’s, IFB’s. There are other things
we become involved in, such as the
accuracy of the 254, that it is properly
filled out; and, last but not least, is
retention problems. 1 might say this,
I for one in DCASR Los Angeles,
have over the yecars changed from
where 1 didn’t think the contractors
should keep anything to where we
now belicve chiey should keep every-
thing for which there is concern or
purpose for cither the Government
or the contractor. So to this end we
are willing to help as much as we can.
I found a large contract in this area
was turned down by a PCO in this
area on retention of 85 Sccret docu-
ments and some 65 or 70 documents
upon complction of contract. The
contractor ceme to me and he said we
need these documents; we review our
holdings on 4 90 days, 6 months, 9
months basis; we destroy every month
between two and four thousand
documents, and I'm saying Sceret not
Confidential; we have excellent ac-
countability, and we would like to go
back to this PCO. We need vour
help. So Iagreed that after I talked
to the industrial rep in che ficld and
he verified chat, ves his contractor did
cvervehing he said he did and even
more, we went to the PCO and
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obtained a Government .1ppmntm<.nt
with him, the manager of security,

the industrial xuumy rcpruunmv

that was ch: 1r3_‘cd with the responsi-
bility of getting the retention author-
ity and myself. 1 very briefly told the
PCO that in this particular contract
the contractor had destroyed 150
Sceerer documents which he had re-
ceived and generated under chis con-
tract and he had destroyed approxi-
mately 200 Confidential documents
that he had received and generated
and thar he was asking for three
copics of approximately ren docu-
ments and one copy of all che rest of
the documents and it was all 4 reason-
able request for retention and the
PCO said: “I agrec with you.” He
said the problem was that the con-
tractor didn’t tell me these things.
The contractor sent in an IBM list
which currently identified the ides
and the number of copies he wanted
and the PCO said 1 tele ¢hat he
wanted to keep a copy of everything
he received and gencrated under this
contract. So really whatlam saying
here is, 105 a matter of communica-
tion between industry and che PCO.
Now in other cases, and we're not
miracle workers in DCASR, in other
cases the contractor has argued with
the PCO and he has been turned
down; he’s come back the firse, sec-
ond, third time and been turned down
three times; this s like two weeks
after vou have been bitten by a ratele-
snake —it is not very easy to help you
but if you can figure ourt the proper
time to request DCASR's assistance,
I teel chat every DCASR will help s

contracror if lu.lp is warranted., We

are not only there to see that you pro-
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tect your classificd mazerial but are to
p and to serve vou.

Dean Richardson: I appreciate be-
ing introduced as on the immediate
right. Tconsider what I have to say
something that may make you con-
sider me a lictle bit on the far left.
do not agree, and 1 have told this to
Joc Licbling-—so I'm not telling tales
out of school about something they
can’t arguc on. I do notagree that
they have done cveryrhing they can
to improve the situation. The System
that we are living ander now is
burcaucratic, based ¢n archaic con-
cepts that industry can’t afford to live
by today. The whaie conceprt that

you sec¢ in the ISM scction concerning
retention is based on a concepr that
contractors can affcrd to warchouse
documentation. The only people that
can afford to do that arc those kind
of people who arc in that business.
Namely universities and libraries
whose business is that. Industry—the
people that create, make and market
cannot afford the money it tukes to
handle excess non-essential docu-
menis. We have tried since 1958 ap-
proaches to AIA, DIA, ASIS, NSIA,
and others. There has not since the
darn thing was written been a signifi-
cant changce in the retention require-
ments in the manual. We have got
to take a dramatic new approach. In-
dustry and government itself cannot
afford the handling costs. 1 just had
to take a twenty percent cut in my
budgct rnrtunatcl\ I only had to
lose one clerk. Next time around —
it's coming and all of us know it’s
coming unless there is a big business
turn around —if I have to cut another
clerk, I'm not going ro be able to

NCMSJ—1971




i

P RIR L Sl

D Ak

gt

& ey O
'v;'t,,;.:..ﬂl %

R BT At O

MESIR G, e R TR T A g 4

e Y

Y e AR

TR g

satisty the terms of the INDUS-
TRIAL SECURITY MANUAL the
way they are written. I'm not doing
it now and not onc¢ contractor in this
room is honestly following the theo-
retical approach that is expressed in
the ISM. The dramatic new approach
has got to be along these lines and
this 1s mv proposal. That the critera
be established in the ISM fo- retain-
ing classified documents, ic's already
established in the INDUSTRIAL
SECURITY REGULATIONS 7-106*
*From the April 1970 issuc of the
ISR (DOD 5220.22-R). —Editor.

—and let me just read it quickly.
Muterial that will ™. .. enable the con-
tractor to develop future proposals for
prime or subcontractoss based upon
technologies gained in the scientific
and engincering fields which have
been documented ... The other once
is maintain an cffective technical
library which will be in consonance
with the objectives set forth in DOD
directive 5100.36. Eliminate the entire
scctton in the manual and go from
scratch. Set torth criterta upon which
the contracror can determine what he
can keep oo what he can’t keep or
what he shouldrv keep, then require
the contractor o establish an effective
management program and direct
DCASR to implement this program.
The DCASR is the policeman; he
polices every other funcion--he
polices your closed arcas; he is not an
engincer but he knows what the book
says ubout a closed a=ca. He should
be required to do the same thing on
retention and gee all the other people
out of this program. They don’t
know whar vou need to keep. He
knows because he is in vour factliny
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cvery two months or every four
months. He¢ knows what kind of
records management system vou've
got. It itis a good onc he'll be able
to say whether or not you need o
keep material or whether you don't
need to keep material. But he's the
guy in the ficdd. He can doit. The
man back in Washington docsn’t
nced to know whether you need to
keep this matcerial that some people
call marketing material because he's
got no interest in it Think of all the
decumentation that is not contrace
related. You can’t get a contracting
officer to give vou recention authority
on something he can’t pin down to a
specific contract. There is not one in
the country that will do 1. Think of
this that we call marketing data. Now
every one of your ma-k ccers hus
probably onc or two cabivets full of
material that he has to use on con-
stant research and he continually
throws his stufl away as it becomes
obsolcte, and it becomes obsolete in
months not vears. Take rescarch and
development data chat is not as inde-
pendent as some of us might think it
might be thar does want a classifica-
tion. You have to classity it—nobody
assumed responsibility for ir but it
relates to classified programs. Think
of the material that vour engincers
bring back from a laboratory; and
don’t think this doesn’t happen or
vou've got vour head in the sand.
Onec of the technicians 1 the Labora
tory has said tike this back and fly it
to vour program, you nced 1. Now
where is he going to get “etenton on
that. Don’t think that guy 1 the
laborato= s going to give it to him
cither. Think about the training ma-
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teriall your special access Pprogram,
the other special programs” classified
matcerial. No contract relationship.
Now let’s go back to someching that
is contract “elated —customer aceept-
ance. Sometimes vou don’t get cus-
tomer acceptance on vour product or
vour report until six months after the
darn material is delivered. But yvou
arc required to cconcile vour classi-
ficd mterial xmm(dl.;[(.h upon final
delivery of goods and services, What
about the warranty of the products.
Think of all the history that vou have
to have in order to recreate the situa-
tion and all the testing data thar you
have to have in order to determine
why didn’c this thing live up to war-
ranty. It’s just like the doctor destroy-

ing all of the patients records when
the patient gers well. So you see you’ve
got two things here that somebody
on the scene has got to make a deci-
ston on. Not the contracting officer,
hc's got too many other things to do.
We have got to look at a dramatc
new approach. There's no approach
that has been tried now since 1958
that has bren accepted and workable.
We are all kidding ou-scelves if we
think the theorcetical approach our-

lined in the manual today is working.

It 1s not working. So Ireiterate, we
must sct forth a new criteria for reten-
tion, sct it forth clearly in the man-

ual. such as it's staced in the INDUS-

TRIAL SECURITY REGULATION
to ¢nable the contractor to develop
somcthing on which the DCASR
inspector can base his dectsions. Then
vou raqum the contracter —and vou
require this if he s going to have clas-
sificd matertal in his house —ro have
rchable records management pro-
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grams. And this is going to save him
dough although it imay cost vou a few
bucks o develop it but its got to save
vou money. And then che lase (hm,t,r

and the most im WPortant thing is to
require DCASR to implement and
casry out this program based on the
concept that was stated by Col. Cobbs
many years ago—that you can't build
a manual to satisty cvery contractor,
Every conrtractor has to have watvers
on certain condidtions. Who makes
the waiver and who makes the deci-
sions. Now who makes the decision
in your plant on getting equivalent
storage cabinets. Not the contracting
officer, but the chief of the DCASR
of your region. So give him thc re-
sponsibility, make it part of the check
list on the recurring inspections. He
can “etermine what you need and
what you don’t need. That’s my pro-
posal, thank you.

Robere D. Donovan: Thank you
very much Dcan. There is an excel-
lent littdle book out—been our for
several years —that should almost be
required ""adxug for PCQPEC who ar¢
members of the National Classifica-
tion Management Society. It is called
MEN AND MACHINES IN MOD-
ERN TIMES and if you haven’t had
the opportunity to read it, I suggest
you do so. But there is one little
reference they are making that I think
is appropriate for the subject matter
for this pancl. They put our an exam-
ple of during the dark days of World
War II and right after the tall of
France when the situation was pretty
critical in Britain; they had mobilized
all the weaponry thev could find and
some of it included our ancient arul-
lery picces —even going back to the
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Boer War —which they mounted on
trucks and moved up the coast for
defense. And inan cffore to improve
the firing pactern for these ancient
artillery pieces, they sent sut an offi-
cieney expert to review these and
in particular the battery that had
some of these old Boer War picees.
The efhiciency expert was quite puz-
zled over some of the routines they
were to use to the point where he
even took some motion picture pho-
tography of them. And they went
back and they studied it and they
couldn’t come up with an answer. So
they finally got hold of an old retired
artillery Colonel who dated from the
Boer War time and asked him to re-
view the films and they watched this
interesting pattern where the gua
crew went through their loading cxcr-
cise and suddenly two men ran away
from the battery, stood at rigid atten-
tion, the piece fired and then they ran
back. They watched the sequence
several times and the old Colonel
looked at it again and he said rerun
that section again. So they reran the
section again and he looked a it again
and he said, “Ah, I know, they are
holding the horses.” I think what
this does point out is that in many
ways some of the sections that you
find in the INDUSTRIAL SECUR-

ITY MANUAL perhaps border on
the situation where someone is still
off holding the horses. Perhaps, they
have not, shall we say, been brought
up to modern times to deal with some
of these situations that Dr. Welmers
has touched upcain his talk —chart
certainly have been covered in this
seminar and in previous seminars of
the National Classihication Manage-
ment Socieey. In this sense purticu-
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larly I chink its true of your retention
requirements where in spite of the
fact that in 1966 the concept was
clearly stated as changed trom protect-
ing things to protecting information,
But paragraphs 5. 1. and m. still are
dealing wich things —documents, not
with information. And as we all
know, information comes in many
forms and not necessarily in bound
or unbound documents.

SUMMARY OF WORKSHOP

NUMBER THREE
Robert Donovan: After listening to

the presentations ot the hirst two
workshops, I have the distinct feeling
that perhaps I was in the wrong
group. It certainly was not all sweer-
ness and light in Workshop Number
Three. I'm not saying that we gen-
eratea much light, but we certainly
did generate heat. The other day we
were privileged to bear another of
Don Woodbridge’s amusing talks
about some thoughts on classification
and particularly, his descriptions of
the strange tribal rites thar we prac-
tice in ‘.IlJl'VlHk s¢C uul.) !Shlﬂ.Cﬂ*
tions. His remarks struck me as being
very appropriate to the Workshop
topic in a2 number of ways. After
having moderated the three separate
sessions yesterday, I chink ic is per-
haps more apparent now how strange
some of these tribal rites appear to
others. In addressing mysclf to the
first topic, which was the retenton of
classified martcrial, there were four
panel members and consequently, four
scparate and distinct opinions evolved
on how the retention problem should
be resolved. By exercising my pre-
rogative as moderator, I'll vy w
summarize the results of che ralks as
weil as some ot the remarks that were
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madc from the floor, I present chis
conscnsus with the stipulation thar
there are probably at least three, if not
perhaps four, dissenting minority
opinions. Esscntially, the consensi s
is that paragraphs $.1. and 5.m. of the
ISM, which have ro do with the re-
tention of classified macerial received
or generated in connection with pro-
posals and contracts, are completely
inadequate, and fail to deal wich the
real world in which we must live and
work. There is the supposition in-
herent in these two paragraphs that
they encompass all classified material
in the possession of a contractor—
which is really not the case. Not oaly
do you have the broad-base research
programs of the threc military serv-
ices within the DOD which give con-
tractors access to classified marerial,
but you have a variety of other cir-
cumstances where your own people
are preparing company-funded tech-
nical memoranda, technical reports,
trip reports and the like involving the
extracting of matcrial from a variety
of sources including some which are
classified. This is derivative classifica-
tion but the resulting reports are not
necessarily contractually connected
documents or can 2 specific User
Agency always be identified. While
I don’t think it could be considered
as a majority opinion, the leading
minority position is that paragraphs

and 5.m. of the ISM should be
re-examined with a view towards
climinating the requirement to re-
quest written retention from the using
contracting agency at the close of a
classified proposal or contract. At the
same time classified retention  cri-
teria should be written into the ISM
which would permit the DCASR
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! classificd material on
closed contracts beyond a specified
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regular inspections. Some of the items
that might be included in such cri-
teria mighe be: (1) establish a limit
in terms of the number of copics of
individual documents that a con-
tractor could retain during this pe-
riod; (2) specify an automatic reten-
tion period of from three to five years
after contract termination; (3) require
uscr agencies to continue performing
tmcly classification reviews, but only
to provide retention authorization of
the residual classificd material in the
event an additional period of reten-
tion is required after the initial three
to five years has elapsed The fecling
strongly cxpressed both on the part
of several individuals who were par-
ticipating on the panel and from the
floor, is that what you havc in exist-
ence now is a situation where you are
told, “request retention authoriza-
tion” and the user agency is suppos sed
to grant retention authomy if a con-
tractor requests it. In most cases the
controlling User Agency has no ade-
quate method for determining a con-
tractor’s “nced” to retain classified
material and consequently, there is no
uniformity in application by the dif-
ferent agencies. Therefore, we have
created another whole cycle of unnec-
essary paper flow for retention re-
quests which imposes a cost burden
upon the governmenrt and industry
without uccomplishing anything in
terms oflmpmvmg the overall sccur-
ity of the nation. Therc is a need on
the pare of both industry and govern-
mens to improve their records reten-
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Al' it would be of con-

to industry if thL ISM
] in < ar»\.(n, et \,ll'
teria which the contractor sccurity
people could usce as a lever with their
own management in reducing classi-
fied inventories. As it is now, while
the DCASR msputors are quice help-
ful in chis area, it continucs to be a
problem in mdustr) because of the
fact that the inspecrors visit at four
month intervals and management
tends to procrastinate in taking action
on such “housckeeping” marrers.
This is particularly true when the
situation is so often based upon the
types of verbal discussions that take
place which may go over very well in
the company president’s office but are
often pretty hard to implement out in
the field. The panel received very
little comment on the subject of clas-
sification of independent research and
development. I think this lack of

comment resulted from a combination
GOVERNME

of several things. Everybody got their
cholesteral count so high in discuss-
ing the classified retention question
that there was not really too much
time feft to discuss the classification
of independent research and develop-
ment. However, it did come through
that it does not appear to be a par-
ticular problem to indusery —at least
based upon comments from the peo-
ple who attended the workshop. 1
think the ground rules are fairly well
established and there does not appear
to be much confusion on this point.
The only thing we must remember is
—unlike the discussion on the first
day when a presentation was given on
how classification is handled in Came-
lot rather than in the real world—that
it does not necessarily work that way.
There must always be the application
of judgment and good common sense
in classifying the fruits of independent
research. I believe this essentially
summarizes the position of Work-
shop Number Thrce.

NT PARTNERSHIP TO

HELP SOLVE URBAN PROBLEMS

Dr. Francis D. Tappaan

In these days of dissent and debate,
you can ncver be sure what kind of
a message you are going to hear from
the speaker unless you pin him down
pretey  carctully in advance. Thar
docsn't always work cither. Even then
he may glide away from the agreed-
upon topic and into an enchusiaseic
discourse on some other project or
idca. When your Program Chairman,
Willard Thompson, invited me to be
vour luncheon spul\cr today, he made
the mistake of leaving the door wide
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open. Not only chat, he said in his
leeter chat a subject of my own choos-
ing would “be received with urmost
interest and attenton.” I hope that
proves 1o be true. Having chis written
guarantee of your interest and atten-
tion, I really can’t be blamed tor walk-
ing not only about classification man-
agement but also about another sub-
ject in which I've been heavily in-
volved tor the past fourteen months.
My excuse tor doing this ts that my
other subject also relates to a joint

8'7

e it e llnn o st B oS

e R




ctfort by business and Government,
And that’s not a bad tic-in with the
busincss of classificadon management,
with which all of us in this room asc
dircctdy concerned. In any event, Iwas
pleased to receive the invitation o be
with you today, and locking around
this room and looking back in time, 1
can say, with a double meaning, “You
have come a long way.” Many of you
have come a long way to this mecting,
I understand there is a gentleman here
from Panama. And that's cerrainly a
long way from this place. But more
important, the organization has come
a long way since the decision was
madc to form the National Classifica-
tion Management Society in Novem-
ber of 1963. Following Secretary of
Defense McNamara's order ¢stablish-
ing the Directorate of Classification
Management, substantial progress has
becn made in: first, reaching a better
understanding of the need for classifi-
cation management from preproposal
activities to contract performance and
final close-out activities; and, second,
effecting cost reductions and cost
avoidances.

McNamara’s order establishing the
Directorate of Classification Manage-
ment, substantial progress has becn
made in: first, reaching a better under-
standing of the need for classification
management from preproposal activ-
ities to contract performance and final
close-out activities; and, second, effect-
ing cost reductions and cost avoid-
ances.

Mr. Joe Licbling, Deputy Assistant
Secretary of Defense for Security
Policy, who is a friend of mine and
a good friend of chis society, expressed
the significa cc placed on the classifi-
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cation management program when he
described it in a recent issuc of the
DEFENSE INDUSTRY BULLETIN
as “in the vanguard of much of the
sccurity policy and requirements that
we have today.” He indicated that
lack of top-notch classification man-
agement at any level of government
ot industry has far-reaching and unde-
sirable effects. I chink we can all
heartily concur with Mr. Liebling’s
views.

I am aware too that in the Fall of
1969, the Assistant Secretary of De-
fense for Administration initiated a
special six-month program placing
special emphasis on certain fearures of
classification management. The pro-
gram was designed in part to assure
that all possible bencfits were ob-
tained from progressive down-grading
and declassification actions. And we
appreciate this very much. He estab-
lished a requirement calling for cog-
nizant security officers to direct, mon-
itor and assure the currency of classi-
fication guidance as related to con-
tracts within their respective areas.
Mi. Joc Sullivan, our regional office
chief, certainly has our complete sup-
port in this effort.

My company, North American
Rockwell, long ago recognized the
need for, and value for, proper classi-
fication guidance. We are proud to
have working for us one of your so-
cicty’s first members of the Board of
Directors, Licutenant Colonel Tony
Correia. Incidentally, he's here today
and also Doctor Welmers. is that cor-
rect? My wite and Lare planning a trip
to Portugal and Spain, and these two
gentlemen are most enthusiastc about
it. I can hardly wait to get started
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after having ralked to them both. In
addition, wc have had representatives
ot our Industrial Security Organiza-
tion on your membership rolls since
the Society’s inception. Needless to
say, our management fully recognizes
the importanc - of a strong, competent
classification management program,
and strongly endorses your efforts to
maintain a highly professional ap-
proach to the job of classification
management.

Although Industrial Sccurity re-
ports to me organizationally, I cer-
tainly do not qualify as an expert in
the field of classification management.
Since you are hearing from the exccu-
tives and government officials who
are experts, and since you are delving
into many detailed aspects of classifi-
cation management in your work-
shops (Joe’s been telling me of some
of the work you’ve been doing and 1
think the organization should cer-
tainly be congratulated on a well-
planned program) I'm going at this
time to take advantage of the oppor-
tunity given to me by Mr. Thomp-
son, and shift gears and change the
subject. My subject also involves
business and government working
together in an area far-removed from
classification management, but no less
important.

For the past fourteen months I've
had the privilege of serving as Los
Angeles Metropelitan Chairman for
an organization that we call NAB for
short. NAB stands for National Alli-
ance of Businessmen. Some of you
may have been deeply involved inits
activities in your own organizations;
I hope you are. Many of you may have
never heard of it before today. I chink
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to understand what it is and how it
operates. The National Alliance of
Businessmen was formed in 1968 by
the President of the United States. It
is a private, non-profit corporation. 1t
represents a working partnership, and
I emphasize working, bctween the
United States businessmen’s commu-
nity and the United States Govern-
ment. Its objectives are simple and
suaight-forward. They are in bricf, to
provide meaningful permanent jobs
for the disadvantaged, unemployed
adults. And to provide summer jobs
for inner-city in-school young people.
In other words, NAB was created to
attack a serious national problem,
hard-core unemployment.

Before T describe how the NAB
program works and summarize its re-
sults to date, let’s consider the prob-
lem we're dealing with, We live in a
highly productive affluent nation. In
the midst of this vigorous and affluent
society, however, a substantial seg-
ment of our population is disadvan-
taged unemployed. Stated less deli-
cately, they are pocer people who do
not have jobs. What is more, many
have never had jobs, and they cannot
ever hope to have jobs unless some-
thing is done -o help them. The
people I'm referring ro live below the
level of poverty, which is defined as
trying to feed a family of four on less
than $3300 a year. In our land of
plenty, these people, both urban and
trural, black and white, Mexican-
American and Indian, have been left
out. They do not have the skills
needed tor jobs. Often they do not
have the elementary skills required to
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cven look for ajob. They do not cat
well; chey have tew possessions; and
they have licde or no understanding
of the world beyvond their own bare
existence. They have no commitment
to the society in which they live, and
little reason or opportunity to con-
tribute to the land we call America.
Many are on welfare or relict. Many
are not cligible for relief and live by
odd jobs or on relatives who do have
jobs or welfare checks. Many are in
trouble with the law. Those who do
find work find it only in menial, dead-
end occupations. The most intelli-
gent, those who should with proper
training be able to contribute the
most to our society, are the ones who
become the most resentful, and at
times most dangerous and destructive.

For the average American it is hard
to understand what ic is like to be
poor. A descriprion of poverty was
written by John Gage of the Ameri-
can Public Welfare Association and 1
would like to quote it in part: “Pov-
erty 1s never having enough. Poverry
1> always running out ot money, of
tood, of clothes, of fuel, of soap, of
bedding, of equipment, of furnish-
ings, of room, of time, of any way to
go any place, of anything to do any-
thing wuh of any way for the f.umh
to stay toguhu and live, Poverty is
always knowing that there is no way
to get ahead, no way to save up in
order to later have; always knowing
chat what litdde you have is wearing
out, being used up, going down hill.
Poverty 1s always trying to express,
trying to be heard, trying to commu-
nicate, being insulted, ignored, be-
liceled, criticized, talked down 1o,
Poverty s never having joy or peace.

)
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ity 15 alwiays o, fear of the
landlord, the welfare, the pnluc the
storckeeper, the ‘sometime’ boss. It is
always grief for the man that is gong,
tor the woman you can’t be with, the
children you can’t do for, or enjoy, ot
be with. Poverty is never tecling that
you age part of the rest of the world,
never being informed, never under-
standing. Poverty is always being
uncducated, untrained, half-equipped;
always being told you're dumb,
ignorant, or can’t understand. Poverty
is never being able to plar | never be-
ing able to see a way to do betrer.
Poverty is never tully living, always
being just half alive, without hope,
without the prospect of hope.”

I have quoted this not to shock or
dcprus you, but rather to convey the
spirit of utter hopelessness, of failure,
of desperation thar makes it so hard
for anyone brought up in poverty to
break out of it without a special op-
portunity and special help. What can
we do for these pu)plc Everyvone
agrees that welfare is not the answer,
Welfare destroys dignity and makes it
all the more likely that children
brought ap in these families will soon
acquirce the same patterns of hopeless-
ness and defeatism as their parenes,
c¢xcept thar the young wich chetr re-
sentment are likely to turn to ¢rime
and to violence. And welfare as itis
sct up today cven contributes to the
problem, by driving unemploved or
under-employed tathers out of the
home so that the mothers and chil-
dren can ger welfare assistance, and
by discouraging anvone in the welfare
home from accepting a low-paying
job, because then the tamily loses all
1ts welfare pavments and may have
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less to live on than before, parricu-
Larly it there are a tot of Children we
feed.

No onc argues that weltare is not
the answer to the problem. Evervonce
agrees that the answer is jobs —mean-
ingful, permancent jobs with a chance
tor advancement. The Government
agrees that the answer is jobs, not
weltare, They have turned to us in

private business for help. Six out of

cvery seven jobs in our country are in
the vrivate sector of our cconomy.
We businessmen are the ones who
have che jobs. We also are the oncs
who best know what the worker
nceds to learn for a job. If we can
place the unemployed and the under-
employed in meaningful jobs and
teach them how to do these jobs and
keep them employed, we'll have made
a major inroad on poverty in our
naton.

Bringing these people into che
mainstream of our economy is not
just humanitarianism. It pays off for
cveryone —tor the company which
jﬂ.llll\ d V\'Ul}\Cl (‘l (h( (J()\'Lrnanr
which saves welfare costs and gains
a taxpayer, and for our country which
gains a useful arizen.

So much tor the nature of the prob-
lem. As I have indicared, the Na-
rional Alliance of Businessmen was
formed ac the request of the President
in 1968. Its key clement is the JOBS
program. The motto of the JOBS
program is “Hire. Train, and Re-
tain.”  Notice the sequence of che
words 1n that motto. "“Hire™ comes
betore “erain.™ Both business and
government in the past have rended
to emphasize training people to qual-
ity for jobs. Too often the taining
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has beei unrealistic 2and there have
been no jobs available when the
traning was L‘olnp'('tr;d. In che JOBS
program, the employer and the gov-
crnment agree that the disadvane: l{_‘\,d
person should be hired first and then
trained, wirh the government bearing
the exera cost involved.

The National Alliance of Business-
men was organized as a corporation
having as its otlicers and directors
some of the leading business excou-
tives of the nation. The first chairman
of the Board was Henry Ford. First
president of NAB was Leo C Beebe.
The second president was Don Ken-
dell, the president of the Pepsi Co. The
present president is Lynn Townsend,
chairman of Chrysler. On the Board
is Harold Geneen, president of Inter-
national Telephone and Telegraph,
and John Harper, prcs‘idcm of the
Aluminum Company of America
These are the types of persons in-
volved in the program. The structure
of MAB includes so-colled “metra”
organizations, i approximatcly 130
major American cities. My term as
metro chairman for Los Angeles has

just been LOH’XP](‘(Qd as of the 30th of

Junc.

Now a few words about our
method of operaion. The first essen-
tial is 1o find cmployers who are
willing to put aside their precon-
ceived 1deas about the hard-core un-
cmployed, agree to take the sweps
necessasy to fic such individuals into
jobs, and then pledge w certiun num-

ber of jobs within a given period of

time. The pledge of jobs contributes
to the succesy of the program. Here
i the Los Angcles metropolitan arca,
wiich includes ait of Los Angeles
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Lounry, except Long Beach, during
the first 24 monchs of the NAB activ-
ity, more than 39,000 jobs were
pledged by approximatcly 2,000 par-
uctpatiag cmployers. I might say
with some prldc here, that in Los
Angeles County we have more partici-
pating employers than in any other
meico vithin the continenral imics

of the United States. Almost two to

one. This extraoidinary achievement

_ingicates the aczeprance of this volun-

tary program on the part of business
leaders within our cemmuutty. They

obvicusly feal, as I do, that pmvxdmﬂ

mwmm-,m! c.mploy ment o those who

_might otherwise go jobless, is a posi-
tive way to aileviate some of our most

urgent urban problems. The task of
recruiting thc. hard-core poor to fill
the jobs pledged by business is the
rext step in the JOBS proces Nor-
mally this is donc by the Federal and
State Employment agencics who must
ccrtif; that the recruits meer the cri-
teriz for che JOBS program if they
are to be counted againse the employ-

“ers pledge. In recruiting or job match-
ing there arc I factars which mast
- he considered. Y ou have to remember

that retaining the worker on tae job
15 the ulumarte Ubj(*"tive of NAB.
Thiy will depend in parf on the degree
to which his personal inrerest and
Yarene capabilities are matched with
he job. To dare in the Los Angeles
arca we have accomplished about
19,600 actuzl hires in the JOBS pro-
gram, Nacdonally the wotal is about
’;OO ,000. You might say that getting
9,000 people (mplmt d in a declin-
m;, cmployment siteation is quits: re-
muarkable. We are now approaching
almost 2 6% figure of unemployment

in this arca. and getting employers to
tzke people on under those conditions
is quite a task.

Now let’s look at the training as-
pects. Since many of the disadvan-
taged have no previous work experi-
ence and no job skills, it’s often neces-
sary to provide some type of training
in addition to that normally required
for the task being performed. This
can take the form of clementary
arithmetic, remedial reading, or even
driver training. In this arca, tor ex-
ample, many of the disadvantaged
can speak a foreign language. Somc
are il}iterate, however, even in their
native tongue. Providing meaningful
jobs to this group means not only

giving them an clementary education

in the one language, but also teaching
them the rudiments of the sccond.
Id like to deviate for a moment. Our
compuny established a subsidiary
located downtown where we employ
some 200 so-called hard-core unem-
ploved, including some 50% blacks
and ap:proximately 50% with Mexican-
American or Syamau surnames, It’s
rather interesting to find that many
of the Spanish-speaking people cannot
spcak English and we've had to estab-
lish reading classes and teach them
the pasic elements of being able to
read and write in English. Also, it’s
rather interesting to note that some of
the people, black or brown, as they
may be, have high school credentials,
burt their Ievel of education is some-
tmes below the sixth grade. We have
to provide education to bring them
up to standard also. Obviously, very
tew cmplo)(.r» can afford to provndc
the training of which 1 am spcaking.
I’s for this reason that the Govern-
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ment offers reimbursement for extra-
ordinary costs associated with hiring
the disadvantaged. The way in which
this reimbursement is accomplished
is through a simple contract between
the employer and the Department of
Labor. The employer may be reim-
bursed through this type of contract
for a portion of the wages paid to the
employee during the training period,
for any extraordinary costs associated
with the crientation, for job-related
education, for special counselling, for
supervisor 7 training, for minor med-
ical or dental treatment, for child care
assistance, for transportation assist-
ance, and for other special costs.

I said the slogan of NAB is “Hire,
Train and Rerain.” The real key to
the success of the NAB JOBS pro-
gram is rctention. It does little good
to offer an individual a job if it’s only
going to last a few weeks or a few
months. The employer can do many
things to insure retention. First he
can provide the employce with a rea-
sonable feeling of security during his
initial employment period.

I'd like to deviate again and com-
ment on that. The reason for the feel-
ing of security is almost paramount.
In our operations, as I mentioned
carlier, we had some of our almost
200 people there for well over a year,
We offered them better paying jobs in
some of our operating divisions, but
they are reluctant to go because for
the first time in their lives they feel
comfortable in their surroundings,
and chey’re unwilling to take the risk
of moving into new surroundings,
even though the pay is better. That's
a feature that secems to be terribly
important. He can also assure the
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iat his ]uu 1s not a dead-
cnd ‘md he can h(lp prepare the
cmployee for promouon Here aga in,
the Government has funds avaldable
for reimbursement for extraordinary
costs for such upgrading training.
This pretry well summarizes the
JOBS Program for disadvantaged
adults. Now I want to talk just brictly
abour the program for the disadvan-
taged young people. As you all know,
a special youth problem occurs every
summer. Young pcople spill out of
school and out on the streets. Many
of them are from disadvantaged fam-
ilies. If these disadvantaged young-
sters cannot find jobs, they face idle,
restless, and frustrating summers.
Some may wurn to crime.  All are
surely vulnerable to despair, anger,
and violence. They are potenrial
drop-outs from school and from so-
ciety. Certainly one of the most vital
responsibilities we have is to do
everything in our power to save this
precious resource and get these young
people on the crack of winning in-
stead of losing. Accordingly, NAB
conducts a summer youth program
which works very much like JOBS
Program. It contacts business firms to
secure pledges of summer jobs for
youngsters. The major difference is
thac in the adult category we are most
interested in the permanence of the
job. In the summer pare of the pro-
gram we are dealing with temporary
employment only. Here in Los
Angeles we're doing well in the sum-
mer program, but nor as well as we
had hoped. Last summer we had tar-
geted 6200 jobs and as near as we can
tell we placed about $900 in the pri-
vate business secter. This year itap-
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pears thy we're not going to doas
well because of the employment
figures which T just mentioned 0 you.

It has been very casy for most of us
in the past to stand back and not gt
involved. 1t's been casy to deplore the
evidence of crime and rebelliousness
in our socicty, but to do nothing
about it. I submit, everyone of us
who holds a responsible position in
government and business or in the
community must step up to the prob-
lem of helping our disadvaniaged
people find a useful and honorable
place in society.

The real payoff in this program is,
of course, in developing a new source
of qualified workers. It is to be found
in proving that American opportunity
is for everyone in the land. 1t is to be

found in shifting a large segment of

our population from discontent and
destruction to peacctul progress. T is
to be found in the personal sadisfac-
tion that you and I can gain in having
served these people 1n our commu-
nity.

Before I conclude, Tagain want
to thank all of you for the opportunity
to be here. T understand that Doctor
Welmers gave a very mruutmg talk
yesterday and 1 understand we're go-
ing to have the opporrunity of hear-
ing Doctor Teller tomorrow and I was
sort of a sandwich here —middle of a
sandwich as it were. But I'm very
happy to be bere and I thank you for
listening and hopc that each of you
will help to increase the number of
disadvantaged we can get employed.

CLASSIFICATION FUTURES
Francis W. May

Toward the end of last year’s semi-
nar in Washington, onc¢ of our guest
speakers asked a very interesting
question. He asked, as he looked out
at the Society assembled, " Where are
your YOUNG members?”

The question was interesiing be-
causc it seemed to give us a glimpse
of one aspect of ourselves as others
se¢ us—as a group of predominantly
older people. Age, of course, is sup-
posed to bring wisdom —which we
certainly need in our line of work —
but the context of the question sug-
gested that we might tend to be set
in our ways and slow to react to
change. Nothing was said about old
dogs and new tricks, but chere was a
litele implication of that in the ques-
ton,
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Well, looking at the Society as-
sembled this year, I am reassured.
Maybe it’s the effect of the famous
California climate, but I'do see many
young looking peopie in this audicnce
todav. Certainly ALL the ladies pres-
ent arc young.

And anyway, most of the members
who are, like me, not young chrono-
logically, have a gleam in their eyes—
maybe 1n some cases you should call
it a wild light--that tells me that they
are quite aware of the need to react to
and anticipate new problems. We,
of all people, know that the com-
modity called “intormation,” which is
what we work wich, changes and
grows constantly. And we realize that
responscs to new developments in
this field have to be quick if we are

I3
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to avoid disaster. We have come to
understand that our profession is a
fluid art rather than a static science,

In other words, we are a prewy
shitty bunch already, and most of us
arc willing vo try anything.

So with this in mind, I thought 1t
might be a welcome change of pace
o forego expounding my theories of
how things should be done, or in-
structing you in how things ARE
done in the Air Force. Instead, 1 pro-
pose simply to discuss with you some
of the ideas for change and some of
the new things that could be on the
horizon for Classification Manage-
ment in Washington, and particu-
larly in Air Force Headquarrters, at
this time.

I get one message loud and clear:
There 15 growing impaticnce with
overclassification. We MUST be
about the business of making classifi-
cation more selective.

In Air Force Headquarters we have
been discussing an idea for some
time. It’s a radical one. It would be
to require a specific, individual, writ-
ten reason for every classification
called for in a classification guide.

The reason would be set forth in
the guide, following each topic or in
a column where Remarks generally
are now. The reason would be stated
congisely, but would have to be clear
and meaningful. It would have w0 be
specific to the topic.

There would be problems, we
know.

A principal one would be that stat-
ing the reason would often mean that
the guide itself would have to be clas-
sified. We like to have unclassified
guides when possible.

NCMS$J--1971

Another problem  undoubtedly
would be that in some cases reasons
would be difficult to state meaning-
fully within practical wordage limits.
Some reasons would be the same for
many topics. There would thus be a
tendency for reasons to be stated in
generalized or stereotyped terms. This
would not serve the desired purpose
and would be just one more paper-
work requirement to cope with.

And an overall objection would be
that producing classification guidance
would be a harder, longer job, and we
have a problem already ot getting
guidance out on a timely basis.

But the potential benefits are—
theoretically, at least —very impres-
S1ve.

It would force application of the
basic criterion, which unfortunately
tends to get lost in the shuffle, that
there should be 2 DEFINITE reason
tor classifying ANYTHING.

11 a reason is definite, it must be
expressible. If the reason cannot be
expressed, or can be only in hazy
terms, it’s probably a good indication
that the information in question
should not be classified.

Presumably, then, by forcing atten-
tion to the requirement that there
must bc an identifiable reason for
classification, we would eliminate or
significantly reduce the borderline in-
formation now classified “to be on the
sate side” or “on general principles.”

A bencht would be that a
WRONG reason for classification
would be morc apt to be sportted if
the reason were out in the open.
Guide REVIEWERS could more
castly catch inconsistencies.  Guide
USERS in many cases are technical

5




[P

P

RO

pcople who are very knowledgeable
in their fields. When the reason for
classification is technical, and is iden-
tificd, such users could be expected to
evaluate it critically and call attendon
to errors. This would have as 2 bonus
the indirect effect of making the guide
writer more careful to call for classifi-
cation only when there is a defensible
reason.

Also, an OUTMODED reason for
classification would be more easily
recognized, making for earlier declas-
sification. Let us. use an example to
illustrate this point. (I assure you this
is a very hypothetical example.) Say
the topic goes like this:

(Quote) Thickness of

Component X

Confidential

Reason: To protect

fact of U.S. capability

of machining this material

this thin. (Unquote)
When the state of the art advances
so that it is not necessary or practical
to conceal this machining capability,
we will get a lot faster action to de-
classify Component X if the peopie
currently working with it realize why
it was classified originally.

Newcomers to the field of Classifi-
cation Management might think this
latter point is somewhat farfetched.
Many of us know—only too well, and
to our sorrow —that sometimes the
reason for classifying a component or
item of information gets completely
lost. The persons who made the judg-
ment in the first place leave the pro-
gram, and rhe next generation as-
surae, individually, that there must be
areason, known to somebody else.
Anvway, they are often too busy to
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rescarch the matter. And so classtfu-
cation can go on when the need for it
is passed.

Letting the guide uscer in on the
reason for classification would resule
in another advantage, intangible but
nonciheless important. Everyonc fol-
lows rules better—more willingly and
generally more effectively — when he
knows the reason for them. I don't
think I need to belabor the point that
willing, intelligent participarion is
desirable in security classificadon
matters.

A possible modification of the idea,
to meet the objection of causing clas-
sification of too many guides, would
be to require stated reasons in the
guide only when the guide is already
classifiable for other considerations.
For unclassified guides, the reasons
could be required to be on file in the
OPR, and available as a classified sup-
plement upon legitimatc request.

Other modifications of the idea are,
of course, also possible.

I won’t prophesy whart will become
of this idca. We haven’t reached any
conclusion on it, actually. But were
giving it serious consideration,
because it should provide more selec-
tivity. In a way, it is a logical de-
volvement from the paragraph-mark-
ing requirement. Paragraph marking
requires that WHAT is classified, in
a bedy of information, be identified.
This proposal would require that the
WHY beidentified. One principle
operating in both cases is that selec-
tivity avoids overclassification.

Another idea on the subject of clas-
sification guides that is being dis-
cussed in Air Force Headquarters is

NCMSJ—1971
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the possibility of establishing at least
two clear-cut caregories of guides.

The first would be a category called
POLICY guides. These would con-
tain comprehensive policy and criteria
for classification in a broad arca of
endcavor in which more than one Air
Force activity could be expected to
have an interest. Examples would be
guides for nuclear weapons, missiles,
C-E, and the like. Such guides would
generally be produced at Air Force or
major command heacdquarters. They
would require Air Force Headquarters
approval.

A second category would be PROJ-
ECT guides. They would have to be
consistent with the basic requirements
set forth in the pertinent policy guide,
but would be produced and issued
independently by the OPR. Examples
would be the present guides on indi-
vidual re-entry vehicles and systems,
individual missiles, aircraft, electronic
warfare systems, and so forth. As we
are thinking about them, they could
be produced and changed without

PRIOR referral to Air Force Head-
quarters.

There could be a third category,
perhaps called local guides, which
could be produced by contractors or
specialized Air Force activities con-
cerned with only parts of projects. In
the case of contractors, such guides
would, of course, have to be in serict
conformance with the 254 or other
official guidance (such as the applic-
able project guides) furnished by the
Air Force. Such publications could
“raifor” guidance cffectively for local
use by engineers and other working
level personnel within a manufactur-
ing or research acuvity. These guides
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would have to be approved by the
appropriate Air Force authority before
issuance.

But the main interese at present is
in the first two categories —policy and
project. Our thought is that once the
broad requirements are cstablished
and madc available in the. policy
guide, project guides within that arca
could be produced more quickly and
with more confidence. Very impor-
tantly, THEY COULD BE ISSUED
MORE PROMPTLY. Wec sce itas
being most undesirable to have to
delay issuance of needud guidance be-
cause of multiple reviews and approv-
als in higher headquarcers. There
would, of course, continae to be head-
quarters review of project guides as
issued, to assure that they are meeting
policy and criteria requirements.

This is another idea being discussed
only theoretically and tentatively at
present. I should say, to be candid,
that there is some Air Scaff opinion
not in favor of this setup. 1 should
also say, in candor, that the AEC has
a similar concept at prescnt from
wkich we have borrowed ideas.

Still on the subject of classtfication
guides, we contemplate that in the
next revision of AFR 205-37, which
prescribes our classification guide for-
mat, we will change the paragraph
designation system to one that will
b¢ computer-compatible. This prob-
abiy will involve a straight numerical
syster instead of the present Roman
numesal and letter-based one. The
purpuse, ot course, will be to facilicate
the placing of guidance data in com-
puters. The thought of being able,
someday, to get from the computer a
listing of all guidance existing on a
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specific subject makes any classifica-
don person a licde more cheerful. The
far-out possibility of having the com-
puter assess whether or not a thing
should logically be classified is some-
thing clsc . .. exciting but a little dis-
turbing. (Who's going to nced US
then?)

At any rate, we know we're going
to have closer and closer associations
with computcrs in the future. So we
beteer be preparing in every way we
can. Compatible paragraph number-
ing of guides is one of the ways we
can. By the way, one of the people
with whom we have consuleed in this
matter is an NCMS member who is
an auchority in the ficld. I referto

Cecil Carnes of the University of

California’s Los Alamos Scientific
Laboratory. As you may know, Mr.
Carnes has written a couple of articles
on this general subject for our
JOURNAL.

A broader subject being discussed
in Washington is that of Effectiveness
Measurcment in Classification Man-
agement. Our ideas on this at present
have to be classed as nebulous. In
brief, we are searching for ways to
establish a good yardstck for measur-
ing effectiveness. We now can talk
abour effectiveness in very loose, gen-
cral terms. For example, we can refer
to improvements in policies for classi-
fication, increased volume of guid-
ance, and the like. We can also point
cut accomplishments: like reduction
of Top Secrer documents ... down-
grading of a scries of manuals . .. de-

classification of a specific picce of

hardware. But we still have no way to
make an overall measurement as to
how well we are doing.
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George MacClain's stafl is inter-
ested in this subject and is working
on it. Itis a subject that all NCMS
members should be (onccrncd with.
It the "management part of our
Socicty's namce has meaning, we
should be coming up with the best
management tools we can to tell us
hov well we are getung the job done.
We all work for somceone, and when
the “boss™ asks how things are going,
we need an answer. We provide a
scrvice, as opposed to putting out the
main product of our firms or agencics.
For this reason, there is even more
nced to be able ro make quanticative
statements CONCCrNing our activities
and our value to our employers.

It may be that the biggese road-
block ro developing a method to
measure effectiveness of classification
management is the fact that PRE-
CISE measurement appears to be im-
possible. But most managers will
agree that the best measurement avail-
able —c¢ven if imprecise—is better
than none. We need to dccidc on
whar will be measured —cos 5, gen -
tion rate of classified matter, dblllt) of
employces to score well on quizzes on
CM, or other items. We will have to
agree on units that will be applied,
cven if the units and che measurement
methods are such that resulrs arc only
approximate. Although a formal
program of measuring cffectiveness
may not be forthcoming in the imme-
diate future, it is a subject now under
active consideration, and it is a subject
worrhy of the best thinking of all
NCMS members.

Let's come down from the rarified
atmosphere of Effectiveness Mcasure-
mene to something a lictle more
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mundanc —but also more attainable —
a strcamlining of documcent-inarking
requirements.

Handstamping classifications is
such a slow process chat it has always
been incompatible with the rapid
printout capability of ADP equip-
ment. Scveral years ago, OSD ap-
proved use of the print wheels of the
ADP cquipment for marking classifi-
cation on INTERIOR pages of docu-
ments. Morce recently, policy was re-
laxed further so that handstamping
could be eliminated completely in the
special case of MESSAGES printed by
an automated system. For most docu-
ments, however, the requirement to
handstamp first and last pages sull
applics and srill slows things down.
The Air Force has recommended that
all handstamping requirements for
ADP printouts be elimirated in favor
of a simple policy that the classifica-
tion marking must be “clearly dis-
tinguishable from the printed text.”
We hope that OSD will approve this
recommendation so that the machine
can do its job the way it was designed
to do: thacis, kick the long, folded,
multi-copy documents straight into
boxes without need for any manual
processing. The classification mark-
ings can be made conspicuous by use
of spaces and asterisks. For those of
you who have been handstamping,
there will be a saving in time and
cffort. For those of you who haven’t
been, it will be comforting to have
your present practice made “legal.”

Back on the subject of classification
guides one last time, 2 new and dif-
ferent joint AEC-DOD guide on
nuclear weapons is in the works. Tt
will not, itself, contain any CNW DI,
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and thus can réccive wider distribu-
von m the ficld duan the present joint
Nuclear Weapons Guide, CG-W-3,
It will sull be a comprehensive guide.
1t is 1o be called the Military Employ-
ment Guide, CG-ME-1. Many of you
may be aware of this. Those who
aren’t will be interested to hear of it

Well, chis has been a report of a
rather mixed lot ef new ideas and
proposals. Actually, business is being
conducted in Washington on a more
orderly basis than you might think
from my walk today. But seriously,
talking over new ideas and speculat-
ing on the future may seem likea
luxury when ic appears that the imme-
diate present is all that we can pos-
sibly cope with. But we know thart
new developments of some sort arc
incvitable. We muse take the righe
steps now if we are to shape those
developments. Edmund Burke said it
well:

The public interest requires do-
ing today rhose things that men
of intelligence and good will
would wish, five or ten vears
hence, had been done.

Betore closing, I have one DEFI-
NITE, NONspcculative, CURRENT
item of information I feel I muse give
you. To catch your attention at the
beginning, 1 introduced the delicate
subject of ages. So as not to leave
that matter hanging, I want to tell
vou that, based on raw data supplied
by our Sccretary, Jim Marsh, the
average age of NCMS memboers fig-
urcs out to be . .. 48 vears, 2 months,
and 3 days.

Whether that is good, bad. or in-
different, I cannot say. T simply want
to drop that other shoc.
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QUESTIONS AND ANSWERS
FOLLOWING MR MAY’S

N AF Avaan, 4viiN 1
PRESENTATION

Gceorge Chelius: Frank, wich the
new 254 chere was a tremendous effori
by the Department of Defense and
the milicary agencies to require de-
tailed comment nexe to items of in-
formation indicated on the 254C.
While this is being done in some in-
stances, it is not being done as much
as we had hoped for, and if you expect
dctailed information in the guidance
as far as these policy guides issued by
the Air Force for reasons of classifica-
tion, do you think this is really prac-
tical in light of what has happened
to the 254°s?

B Tt

_l_f_.jl_ll-:__lfl.l\ I ¢think it would be
practical in most cases. I don’t think
we can make an across-the-board
statement that it would be pracuical
m atl cases. You must remember that
I'm speaking tfrom the Air Foree point
of view. We¢ have had for some time,
for our larger programs Project
Guides and chis is the item we desire
to go to the contractor as an attach-
ment to the 254 and whenever pos-
sible reasons shoald be stated. Now,
when you get to smaller procurement
activity, a 254 would stll be reguired,
but it might be obvious that the con-
rractor wouldn’t need a reason for the
classification.

TAKING THE CLERKING OQUT OF CLASSIFICATION:
A DATA PROCESSING APPROACH TO
CLASSIFICATION MANAGEMENT

Charles R. Prohaska

As a prime contractor to the AEC,
Sandia Laboratories” main business is
systems engineering. In our technical
staff we have about 1500 engineers
who develop our systems and com-
ponents. Consequently, we are the
design agency for thousands of items
—Major components, test equipment,
handling equipment. cables, cte. —
that are procured and produced clse-
where. Many things can happen to
these items, aside from bcing pro-
duced, once they leave the drawing
board; they may be modified, can-
celled, used in other applications, re-
tired or merely put on the shelfin
antictpation of the requirements of
future systems.

Most of this componentry is un-
classificd. Some of it is clussified
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Secret Restricted Drata, and in be-
tween we have the whole spectrum of
classificatton levels and categorics.
Somc ceimponents even have classificd
namecs, orhcrs have classtfied relation-
ships or associations with other com-
ponents or systems they are used on.

The classification of these com-
ponents is based upon a hierarchy of
classification guides, that begins with
the JOINT AEC/DOD NUCLEAR
WEAPONS CLASSIFICATION
GUIDE, CG-W-3, and runs down-
ward through the various system level
guides and frequently even compo-
nent guides which deal with the nues
and bolts level of the hardware. The
basic guide used throughout Sandia
Laboratories is the Sandia Classifica-
tion Handbook. The handbook
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covers most of the general aspects of
the dassificauon of weapons, includ-
ing the general military characreris-
tics; the arming, fuzing, and firing
systems and componenis; as well as
the various nuclear systems and com-
P()HCI](S.

Appended to the Handbook is a
complete listing of all active Major
Componcents along wich their nomen-
clature and classification assignments
for hardware, nomenclature, and
weapon association. Called Appendix
“A”, this scction i1s intended as 2
readily changed part of the handbook,
in anricipation of a continucusly
evolving component assignment list.
It 1s basically a running summary of
classification decisions made by the
project enginceers on the basis of exist-
ing guidance, and may include also
decisions made by classification spe-
cialises, if we had been consulted at
the time the nomenclature assignment
was made. The maintenance of this
Appendix is my principal topic this
afternoon.

Up unul a few years ago, keeping
Appendix “A” updated was a manual
operation. As we would hear of new

- component assignments, we would

note these. After we had listed a few
pages of notes, we would double
check the items that seemed question-
able, and then publish the list asa
change to our Appendix "A”,
Changes become necessary for a
varicty of reasons. Changes may be
made in classification rules relating
to e¢ither hardware or asscciation
ciasstfication levels. These occur quite
trequently, even on AEC items. Other
changes resule from cnginecring
changes 1n components —new com-
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ponents appear on the scene, existing
hardwarc is moditied, cancelled, put
into other applications, or retired-—so
that change becomes the rule rather
than the excepuon in the hardware
cnd of the business. We in the clas-
sification business could quite castly
keep up to date on the current classi-
fication rules; however, keeping cur-
rent on the status of all those com-
ponents was anorher matier, especially
when those changes affected hardware
already in the system.

Thus, it was a hit or miss operation
that didn’c satisfy any of us because
our revision was generally obsolete
before che new Appendix “A” had
been published and distibuted. Fac-
ing us also was the face that the situ-
ation became increasingly unmanage-
able as the number of components in-
creased. Looking back on the situa-
tion as it existed then, we realize now
that we had no procedure that would
assurce the review of new components
for proper classification at the time
they were registered for nomenclature
assignment. Nor was there in our
management procedures anything chat
provided for an automatic review of
components which might have been
affected by changes in classification
gutdance.

Meanwhile, over 1n another part of
Sandia Laboratorics, our configuration
management organization had begun
to assemble a master file of design in-
formation using one of the ancient
assembly languages in a 705. This we
learned of incidentally, while consult-
ing with them on some classification
problems which had developed in
some other aspect of their work. The
nomenclarure file being put together
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by the MAnEECment
pu)pl( contained a great deal of intor-

mation lbout cvery item which had
h( chn (Ir ‘\, rne I‘I OFf W

34 \!x.ugln.d
by S mdm Much ol it wis extrancous
to our nceds in the classification busi-
ness; much of it, however, was the
same information we were attempting
to mainrain in our Appendix “A”
At the time that a design engineer
got a go-ahead for his component, he
would go to the configuration man-
agemetit organization for a nomencla-
ture assignment. Initally, this would
amount to a basic dl.mmg numbecr,
Major Component (MC) number,
and the name of the component,
From this point on, the configuration
management people would coordinate
all of the inpues relating to this par-
vicular item, including classification
inputs, and would police the nomen-
clature file. The amount of non-
grapic design information in the com-
puter file would gradually grow, as
the design of the component became
defined and refined, to contain addi-
tional data on the design organiza-
tion, the manufacturing development
organization, codes indicating the sup-
plier or integrated contractor respon-
sible tor manufacture of the item, in-
formarion indicating the “used-on”
information, next assembly as well as
the system, and a technical and
tunctional description providing
considerable amount of detailed intor-
mation about the component.

Of particular interest to us was the
information indicating part and name
classification, and we were eventually
able to persuade the configuration
management people chat there was
space available in the tile for informa-
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tioi on assified associations and that
this information would be usciul o
maintain as part of ther mascer file.
Thus we were able 1o have a simple
program written which would extract
curient classification infermation from
the master file on Major Component
numbers, part numbers, nume of the
component, and the system used on,
and sccurity classifivation information
relating to part, name and used-on
classificatons on the item. The com-
puter then printed this informacion
for us tn the format we had pzu.\ usly
established for Appendix “A”, and

our revision was essentially ready for

publication.

The “essentially ready™
weasel-wording that probably con-
firms your suspicions that all chis
sounds too casy. Once the program

had been written ond d(:bu;,gcd the
blggut part of the job was the initial
review of the machine ourput to cor-
rect all che erroncous classificarion
inform;ltion we found had been put

into the COMPULLr tO sTaf: with. Lt
was our first confrortation with the
well known con-::(pt of “garbage in 7
garbage out,” and ar times we won-
dered if that computer was really
working for us, or we for the com-
pucer.

Happily, man prevailed over ma-
chine; after some amount of work,
and a few revisions of the Appendix,
we found the computer would really
give us cameri-ready copy whidh re-
quired @ minimum of manual check-
ing. We had a technically correct
summary of current items from the
nomenclature data bank in a ready-to-
publish torm that was immediately
available upon our demand, thatis,

NCAMS)—1971

is 4 hir of

R Ty

vy

N
.4
; 1

{

oY APE

o




PPN
o

P TR AL T s Wi

e e

e KB WRrE

. T T st e PN it | 00

~a D eage ek, it

iy

e

B

«printouts of information trom the

whenever we deaded a reviston to
Appendix TAT had become necessary

In rcture we tound dhiat we wace
able to provide w usctal service of up-
dating the classification information
stored in the master file. Qur classi-
fication review and checking of dhe
weekly nomenclarure assigaments be-
came part of the routine assignment
procedure for puttdng datainto the
file,

To was a good way of getting our
machinegs to do much ot the tedious

~work for us. Of perhaps even greater
mimportancy, our mechanical prepara-
~tion of Appendix “A” turned vut to
1. be an extremely useful mechanism for
< getring the classification function into

the main stream of the flow of design

“intormation, rather than oft in the

backwashes and peripheral eddy cur-
rents where we had been before our
involvement with the computer. It a

- design group was making bad classi-

fication decisions, we could detect
this rather auickly, and make the

Cnecessary move to seraighten chings

W wiso Jearned that other users
could bengfiv from access to current
technical and correct classification
data srored in she computer hles. Qur

it

integraced contractors, for example,

have classification handbooks, gener-
ally following the same patrern as
Sandia’s, and could reqaest machine

Cmaster file 10 tormus appropriate tor

their needs. The importance of hav-
ing curient, accurate classification data
on the major components s consider-
ablic, and such a hist is 2 basts tor clas-
siticalion reterenees throughout the

weapons compien, including DOD

users as oweil as thosc

in the AEC
tamuly, E
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However, svstems ovolve, induding
computes data tiles, Voday, the no-
menclatury file no Jorger exists as
sucke Tnies place s thie ML-ADE e
which cameinto being mainly bedause
of the difficuley of convertng thie
Linguage used “n the old numenda-
ture file into a cobol languags for the
newer machines which hadreplaced
old machines, The amouns of datain
the old nemenclarure fic bad grown
beyond the capability of the organiza-
tion to keep the hle policed, especially
with recent funding and manpowcer
reductions. The ML-ADE file is snuch
like the old nomenclature file in that
it is comprised of non-graphic infor-
mation —essentially the same as that
which appears in the title block of a
drawing —that has been putintoa
computer file.

In the automated dr;m'ing system,
this title-block inforntation, called the
Materials List or ML, becomes the rop
drawing for a particular component.
Itis the key element in our general
engineering information system. This
system is integrated chroughout the
AEC Development ./ Production
compley, and funciions to collea,
store, process, distribute, and control
product related data thae can be wbu-
lated or 15 non-graphic by naturc.
Engincering data s automated ac che
source, using date processing systems
of electronic communication links and
compurers. The processing ot intor-
marion is another story. well bevond
the scope of this talk: however, the
important ching is chat the ML file,
mudh like the old romenclature file,
contains a great deal of current cech-
nicql information.

I che ML-ADE file woe have the
MC number, che part,//drawing num-
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ber, the tidde of the component, its
part classificavion, and the next assein-

*

bl}' or “used on” nformarion. in ad-

dition, we have the other kinds of

information you would expect to see
in the tide block of a drawing: the
engineer’s name, drafuman’s nane, the
production agency, the design agency,
and the location of the master draw-
ing. ML-ADE docsn’t give us quite
as much information as did the old
nomvnclature file, however, it is still

valuable file of information that is

_continucusly policcd and updated

from he techndcal standpoint, and

thus can provide us with a uscful base
or core arcund which to corstruct and

~maintain the ¢l ssification informa-

ion that is required for our Appendix
“AvV. Thus, although the -wo fles

'were designed tor different purposes.

we note that there are arcas of over-

dap connaining formation that is

selul for classification,
At the moment, we are not suice

how we will interact with the ML-

ADE file; the managers of the design
definirion functon have not com-

pletely sedited on whar this file is to
"be. However, we have given them
S

our requirements, the xinds of things

“we would like 1a sec in the sysiem

as far as the classification funceoon is

conceracd, and at this pointitisa

matter of negotiation. ‘One of our
progcdur‘d COnLerns, tor ox 1mp‘, re-
lates w0 the kind of orgunization
v.hich puts theintor asnon into the
tile. Toput to the ML-ADE 15 to be
made by the drattsman; in the old
nomenclature file the engincer made
the initial decisions 2t the time the
asstgnment was made. Historically,
we have deale wich the engineering
organizations on the cassification of
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new components; the new system
may require us to establish a closer
liaison with the dratting organization.

In the interim, we have drawn 4
complere listing of necessary classifi-
cacton tiformatton on all major com-
ponents, regardiess of starus, from the
old nomenclatare fle before the tape
went into the archives. On the basis
of this information, we have con-
structed our own file, over in a lictle
corner of the compurer, essentially
using tapes as a storage from which
Appendix “A” can be printed out as
required. Until the ML-ADE file and
our interface with it is resolved, we
wili policc this interim file, doing our

~ediuing by simply clmngmg punched

cards as nccessary. As an interim
measure, it is a cheap and easy, quasi-

- machine mezns of processing our Ap-
. pendix “A” information. Perhaps at

some furare date we can “bump” our

file against the ML-ADE filc to sec if

ks would be 4 suitable way of keep-
ing our file technicall, L‘Jd.m?d

- Owr experience with duta process-
ing to date hag provided us with some
interesting and valusble fessons. First,
we learned that we could use the com-
puter to generare recanically current
«la.auhutmn summaries suitable for
usc as an “Appendix A™ in an essen-

vialiy resdy-ro-use form. This could

~be rkpmdd(\d dircctdy, and diserib-

Teted as a classification Jdocument,
Second, we learned thatin the process
of interfacing with the organizatons
responsible o nufurmxn » the con-

hg.,uuuon management and design
defintcions, we gain the advanrage of
a systematee approach for making
classtheation inputs in the carly stages
of component developraent. Third,
we learned the :mpmr..!mc of gerting
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the classification actvity inm the
main stream of the flow of design
information, where quick and cffec-
tive decisions could be made.

QUESTIONS AND ANSWERS
FOLLOWING MR. PROHASKA'S
PRESENTATION.

Don Woodbridge: Can you tell us
whart the ADE stands for?

Charles Prohaska: 1 was afrad
somebody would ask that. Well, this
1s typical "computerese™ —an acronym
tor " Automated Data Emicter.”

Dean Richardson: I just wonder if
you could give me an idea on which
I can compare my vosts. What did
YOUD PrOZram it yiou?

C. Prohaska: T can’t answer you on
that. This was a simple program that
war written for us on an off-schedule
basis. All of the input data are drawn
from another organization’s file. It
was really a very elementary kind of
thing which scarched the various
ficlds in that file for the information
that we needed and then put it in the
format we wanted. So, T honesty
can't tell you how much it would
cost, other than it would be very
Incxpensive.

D. Richardson: I'm not going to
pin you down but would you say
that it was around $5.000 or $6,000.

C. Prohaska: No. Much less than
that.

SPECIAL REMARKS

George MacClain
I'm glad to be here. I'm certaindy
glad all ot you are here. 1T wasn'ta
scheduled spul\cr and I'm sure vou're
awarce of that, but it does appear that
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it might be usetul to make a few re-
marks.

It camc up in the course of onc of

the pancls yesterday that the ISM has
language in it which requires that
after an annual review of classification
guidance of the prmu has been con-
ducted, and chere 1s a decision by the
program oflice conductm;_, that review
that there is no change in the current
classihcation guidance, that a notice
to thar effect will be given —a nega-
tive notice.

I took issue wich the gentleman on
the panel who said chat che language
of the ISM requires that a negative
notice from a prime to his subcon-
tractors shall be approved by the
ACO of the prime before the prime
notifies his subs. I couldn’t even be-
lieve that thar was rrue, and I said
that I would check the ISM and ascer-
tain whether he was right or I was
right. It surprises me to find, and I
don’t know why it’s there, that the
language of the ISM does say that the

ACO must approve a negative notice
tmm a hrnnf- 0

&l ‘\ VaY s R e T e A
Suens

- Treeo
LvassLLav g, &

ad im
going to work on that when 1 get
back. I don’c sce any need for it 1
am not saying right now thar there is
no requirement for the negative
notice to be sent out in writing, but
it does appear to me that if the prime
contractor desires to send it out over
his own signature and it’s backed up
by whar he's been told by his PCO,
then 1 think his signature on his
paper is enough. Equally, I think that
any sub who has a sub of his own and
is currently required to send out a
negative notice should do iein the
same wav. The language todav is to
the contrary. It certainly appears that
an offictal signature of the prime
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would be enough to accompany that
notice. So I acknowledge an error on
my part as to what the ISM says now.

We have beea considering. by the
way, the climination of the negative
notice requirement in SOMe situations.
We have not yet found it possible to
delete it. We have to do quite a bit
of work on it, but 1 think it will be
climinated in some cases.

The nexe poine that I wanted to
mention was a point that came up in
discussion as to what you do about
classification guidance approval where
you haven’t got a prime contractor —
you have only a prospective prime
contractor who, in order to respond to
an RFB or RFQ has to acquire some
supporting ideas from prospective
subs. Here you have a situation where
you don’t have a prime and you don’t
have a sub—rthey’re all prospects.
When I Jooked at the ISM I couldn’t
find any specific requirement which
says that for a prospective prime to
send out classification guidance ro a
prospective sub or subs, that a partic-
ular person shall sign off thar guid-
ance. Now, I think tha’s a holein
the reg. When you have a user agency
initiating a procurement action in-
volving classified information and,
therefore, calling for guidance—I'm
expressing 4 personal viewpoint
which I shali pursuc——ifthc 2 1s no-
body in the picture yet who is an
ACO —and bear in mind I'm talking
about a prospcgnvc prime, not a real
prime—it there is no ACO, the only
person around who is a representative
of the user agency, I supposc, is the
PCO. And it there is in fact no ACO,
vou obviously can’t put your finger
on somcone and say “vou are the
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one.” Theretore, if it'is necessary tor
a prospective prime to give guidance
to prospective subs and to have this
prospective guidance for prospective
subs authenticated ofhcially, then we
had better make a provision tor it and
climinate the problem now contrent-
ing evervbody where you can't really
tic it down to any onc pacticular indi-
vidual. This is another point to be
pursued, I believe,

In the course of his remurks, Bill
Florence made some statements which
he authencicated as his own, as his
own personal opinions and points of
view, and I accept them as personal
opinions and poims of view from Bill.
But I think ic’s important that you
know that if there is 2 policy which
is currently in effect which is contrary
to those personal points ot view, that
it should be stated and I will state ic.

Now Bill has made a point which
he sincerely believes, and he has a
right to, thar there is no proper re-
quirement for classitying a compila-
tion of information. But the polu} is
thar there is not on!

.l - 1.
S N on '\ tiic Aunuunl\,

for it bur the requirement tor ic. Ieis
awfully casy to say that zero plus
210 cqu.xls zero. Bat thatisn’t alwn S
true. Zero plus zero as a wmpnlmon
can often give rise to one or two ot
three or four things that are not pres-
ent in the absence of the compilation,
Our articulation of the justification
for classifying a compilation is that
when vou put these various things
together thiey produce a brand new
item of information which is percep-
tible only because there s a u)mpll.x-
tion. Take a part awiy and vou no
l(m,mr have this new jrem. What
we're protecting when we have the
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compilauoen is this new, previously
non-cxistent, item which is present
only so long as there is the compila-
tion in that form. So classification of
a compilation s provided for in DOD
Instruction 5210.47 and in the ISM,
and it is current policy.

It’s also current policy to classity
an association. We try all the tme to
encourage people to use it. I'm not
sure there is any misunderstanding on
it. All we're really saying is that if you
have an existing relationship between
two ttems, one of them being sensi-
tuve and the other not—the illustra-
tion we often use is the unclassified,
commercially available vacuum tube
—if that particular cube is needed in
a sensitive military system which is
classified in somc respect, and if that
particular tube has some well known
characteristic which is critical vo the
operation of the sensitive system, it is
certainly a necessary thing to classify
the fact thar that cube is used in that
system, because as soon as it becomes
known that that assoctation ¢xists,
then there is a characteristic of thar
classificd system that is vulnerable.
So on the basis of thac kind of assocu-
tion, we are not classifying the un-
classified item —we are classifying the
association and only that.

I want to mention the question of

Derivitive Classification Authority.
Bill doesn’t like the term and he’s not
the only one who doesn’t. You will
not ¢ven find the term in the ISM er
the ISR. When thosc publications
were Initally  writren, there were
those in the Office of Industrial Secur-
1ty who didn't like the term. 1t's not
something that vou can make a tor-
tunc out of arguing about, but itisa
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f.l(.t l‘h.ll DOD Instrucuon 5210.47
y lays it our and calls ic by
the name of "derivitive classification

authority.” We happcn to think that’s
a useful term. It's defined very well in

5210.47 and I invitc your attention to
that DOD Instruction for the defini-
tion since you will not find it in the
ISM or ISR. It obviously means that
a person nor in the government and,
therefore, not authorized to classify
originally, can look at the information
in his one hand and know chat it’s
classified, and he can lock at the in-
formation in his other hand and sec
that it’s identical or very similar to it.
His guidance says that if you find
what’s in your right hund compures
closely to the guidance that’s in your
left hand, then by deriving the classi-
fication judgment that has been made,
you classify what's in your right hand.
You are deriving classification of the
information that you have created or
generated based upon the guidance
that you have reccived or based upon
your actual knowledge that che infor-
mation is currently rlamﬁcd by com-
petent authority. We call it “derivi-
tive classification authority.” You
could call it, as he did, "marking it ac
will.” Essentially we both agree, and
I'm sure you do, that by whatever
namc you call ir, in indusery orin
any other place, where yvou're dealing
with classificd info. mation and you
did not originate the classification,
you will follow your ;_,u'danu:—-mu
will observe vour knowledge—and if
vou have only a belief or even a vague
belief chat it is classifiable, then you
will take precautions.

Now, the question was asked from
the Hoor this morning. and 1t was
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asked yesterday in one of the pancls,

as to whether or not it has been con-

sidered that the signature authority
for a 254 for a sub of the first or any
other tier can be delegated to some-
one other than the ACO of the prime.
Yes, it has been considered, not just
once, but several imes, including very
recently. There are two or more rea-
sons why current policy is thar there
is no one other than the ACO of a
prime who has the auchority and the
responsibility tor signing oft on a 254
for a sub of the firse, or sccond, or
tenth tier. The question anises, “"Why
is it necessary for the third tier 1o go
to the ACO of the prime in order to
send guidance to the fourch der”
Without making argument, the deci-
sion is that the ACO of the prime is
the only one, and the ultimarte one, to
authenticate a 254 for any tier of any
sub-contractor. It has been considered
and that’s where it stands today.

The final thing I wanted to touch
upon is the Independent Research and
Dev clopmcnt arca. This caused all
iony yest erday. And Mr.
Liebling, of course, addrcsscd himself
to it.

I would like to say that in order to
have a fairly close underbt.mdmg of
what the policy is for classifying in

“this area, you would really have to

have betore you, and many of you
don’t, not enly your ISM ISR, but
also your 5210.47. Now we all accepr
the tace that the 9210.47, as a DOD
Instruction, is not disrributed to all
of you people in industry. But it is not
prohibited for vou to have it It you
wiant to, write and ask for e, In face.
we would like for vou to have it, be-
causc it provides the basic scouriey
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classifi "uion standdrds and criteria
governing the Deparunent of Dekense
and its contractors. There are two or
three provistons in the 5210.47 which
tend to qualify some of the implica-
tions in the language in the ISM and
ISR.

Now, we can stare with the propo-
sition that Exccurive Ordei 10501
only reaches “oflicial information,”
and T cthink we all recognize that.
But until 5210.47 was issued, therc
wasn't any ourstanding definition of
what was official information. So we
decided to provide a definition. Itis
given in the 5210.47, and it is also
given in the ISM ISR, It means,
information which is owned or con-
trolled by the Government, in whole
or in part. It doesn’t say “in whole
or in part,” but that is what it means.
Unless it 1s owned or controlled, and
nore that, I said owned OR con-
trolled, in whole or in pa-ct by the
Government, 1t 1s not within the
definition. We can ger into difh-
culties about what is meant by con-
trolled, buc I don’t want to do that
here, The clement of ownership or
control by the Government is che first
essential thing before classification
under 10501 1s proper. And so to the
cxtent that you find yourself in pos-
session of information which you
know ab‘;olutcly and have no doubt
about, is pu1cl) privately owned, that
informacion is outside of the legal
application of classification under
Exccurve Order 10501 —purely as a
matter of legal interpretation. The
real problem is that we don’c always
know whether the information is
purcly, privately owned. Trisa ques-
tion of fact,

Pcople who engage in independent
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research and development

arc constantly utilizing their own
built- up expertise, and knowledge,

and previous exposure to information,

in working in this area. What they
are working on may in fact have
cnough in it to disclose classified in-
formation. Now, when that is the
case, then, whether you intended it or
not, there isn’t anybody who could
say that that ivn’tva classified product
at this stage of the game. It comes
down to a question, then, of whether
the contractor has knowledge in the
matter —or has a belief —or is uncer-
tatn. You can go in different direc-
tions. If he has a beliet that his
IR&D product contains classified in-
formation, then he ought to be pru-
dent. He ought to trear it in a cereain
way so long as he has that belief and
until it’s been dispelled officially. And
the same is true if he’s really uncer-
tain. He thinks maybe yes and maybe
no.

5210.47 contains three provisions
which, if you can get your hinds on
it, I wish you would examine. Look
ar the definition of "oificial informa-
tion,” which is contained in the early
portion of 52:0.47 and also in the
ISM /ISK. Then look at 521047,
paragraph ILF. and paragraph V.C.
Paragraph JLLY. is on the subject of
“sateguarding privately owned infor-
mation.” T want to take 2 moment to
read it. “"Privately Owned Informa-
ton, in which the government has
not cstablished a proprictary interest
or over which the government has not
exercised control in whole or in parr,
is not subject to classification by the
private owner under the authority of
this Instruction.” Now look, thisis
a legal document I'm reading. Tt says
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that privately owned informartion is
not subject to classification by the
private owner under the auchority of
this Instructon, This is a DOD In-
strucion.  Going turther, it says
“Howcver, a private owner, belicving
his information requircs Srotection
by security classifization, s encour-
aged to provida prottction on a por-
sonal basis and t¢ contact the nearese
office of the Army, Navy or Air Foice
for assistance and advice.”

Going over to the next one, which
1s V.C., 1t says “A person who orlgl-

nates or 'ic.vdo' s information, or is in
possession oﬁn(ormauon, which he
believes should be classified, but who
lacks classification authority, or for
any other rcason is not able to make
a classification determinzrion which
he believes te be correct, shall safe-
guard the information at the level to
which it is belicved ¢ belong, and
reter it promprly ro an oflicial who
can and will make the claysugZHd*
determinacion. In order to p -,-ffgc
nECessary protection duvmg this in-
terim period, 2 tentative classification
whxch clearly shows thac it is tenta-
tve may be used.” Now, this has not
been incorporated into the ISM 7
ISR, maybe for good reason. Idon't
know. But within the Department of
Defense we put on the tentative clas-
sification marking—"Tenrative Confi-
dential,” or whatever., That means
that the question is pending and thae
the classification protection will be
provided as long as that question is
pending.

Now, Mr. Lichling vesterday em-
ph.mud the tace that in this area, 1t
we're going to splic legal hairs, we
may loosc some valuable intormatdon
somewhere, and he appealed o you,
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and so do Iand others, to usce your

common sense, and use your sensce of

i, and your previous ¢xpo-
sure to classified information to know
whether it probably is or isn’t. Give
1 protection. Dean Richardson yes-
terday madc a strong point, and he
stated reasons for it—chat, don’t for
heaven’s sake put a dassification
marking on this information because
it can produce some terrible problems
for you. I'm stressing that if you're
going to put a marking on it, put the

patrioris

~word “rentative” on it “Tentative

confidencial” cte. Dean and others
may think that cven thac's s going wo
far. AT can say is chis. Iticis purely
privately owned information, then 1
honestly think you do not have a
legal obligation to classify it. But you
should protect it and you can protect
it by using the tencative classification
marking. And you should submit it
to a user agency and you should get
an answer promptly. This is a prob-
lem. The user agency doesn’t always
answer promptly.

DESTRUCTION OF CLASSIFIED EQUIPMENT
. L. Plister

Introducton by George Chelius:
Qur next speaker, Don Phster is a
23-year Navy vereran who started as

caa cnlisted man and was involved in
Naval aviation. Since his commission

in 1958 he has served aboard destroy-
ers, amphibious aind service force
ships; he commanded the USS Tar-
geteer and USS Banner. The USS
Banner is a sister ship to the Pueblo.

:f"Prmcntl) he is Head of the Milirary

Suppurt Department ar the Us.
Naval Electronics Laboracory Center
in San Diego, with responsibility for

~all military personnel, communica-

tions and security functions, Ladics
and gentlemen, 1 present Don Phister,
Mr _Don Phster. Thank you,
enrge. George gave a littde bum
dope at the beginning of chis session.
He said T was going to discuss de-
siruction facilities aboard Pueblo.
This is quite untrue. Sorry, George
I'm not going to discuss anyvihing
about the Pueblo. T came to George
Jast nighr and rold him that I thought
I'had a very brief talk chac I could
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oive about the present state-of-the-art
in destruction of classified equipment
as we determined by tests about a year
azo while I was in command of USS
Banuer. As a note of introduction, I
was orderud to Banner under perma-
nent change of station order shortly
aiter the Pueblo was seized, and it
became apparent to all of us, as it
must be to you from newspaper
areicles, that we were pretty sadly
latkmg in the ability to destroy either
files, equipment, magnetic tape, and
the like. 'With the cooperation of the
NAVORD System Command, Naval
Weapons Center China Lake, the
Naval Security Group in Washing-
ton, N us Ordinance Lab in Whitc
O.ik, and the Array Ordinance Station
in Japan, also the CO of USS Palm
Beach, ;mothf*f sister of Pueblo, and
myself, CO of Banner, we decided to
do what we could to test what we had
available and on the shelf. We also
tested and did a ot of thinking and
considering about Geher types of de-
struction, but we were paamanly in-
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terested in what we could use that
was presenely on the shelf. Now,
those of you who have been in secur-
ity a long time realize thar these de-
struction methods haven’t been
changed appreciably in 25 years. The
best rthing we have right now to burn
a picce of paper is thermite. That’s
the same thing we had during World
War II. But we thought that pos-
sibly the p.oducts had been improved
a liccle bit, although it's the same
basic product And we thought that
possibly the U.S. Signal Corps Man-
ual rules on how to use it were out of
date, because they were dated 1943,
In deference to the Army that is here,
the Colonel particularly, T would like
to say thac the Signal Corps Manual
dated 1943 was perfectly accurate.
We first approached three different
areas of destruction, One was all
paper —files, hardbound publications
and softbound publications. We also
took a look at magnetic tape, and the
equipment itself. I'd like to address
cach of the three of them individually.
The Signal Corps told us that the
only way to destroy paper cffectively
inside a file cabinet without having to
open the file cabiner and without
having to pull everything ourt and
light a match to it—the only way to
destroy it effectively was to usce a half-
inch of fire baking material for every
half-inch of paper. Well, all of you
ladies and gendemen in the audience
are collectors of pieces of paper—col-
lectors of files —and if you have 500
files and all of a sudden you have to
increase this by two, you end up wich
1,000 file safes. So we looked at this
from a cost-conscious basis and an
cfhciency basis and said cthe Signal
Corps is obviously wrang —rthat this
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was 27 years ago and we'd try some-
We tried {four-to-one
next—two inches of paper to one-half
inch of destroying material. We went
through safes that were pracucally
brand new, and those of you who
have to buy them know they are quite
expensive. We practcally blew them
apart and then let them burn for
30 minutes. We opened the things
up and we had less than 25% destruc-
tion of the paper. So we went down
to a three-to-one mix, then to a two-
to-onc¢ mix and finally ended up wich
exactly what the good old Signal
Corps said, one-to-one. Even at one-
to-one, in cne of these files, locked
and all draws secured, after about 30
minutes of fire, we were able to
achicve 85% to 90% destruction of
paper. This is like I say, one-half inch
section of paper, ¢ither bound or un-
bound. The magic figure is the half
inch, the type of paper isn’t impor-
tant. There is of course fire-retardent
paper, but we're using paper thatis
burnable. A halfinch of paper inter-
spersed with a half inch of sodium
nitrate, and we go through the whole
file draw like this and on top we put
a thermite block. Now, the sodium
nitrate is a catalyst which provides
oxygen in a closed space and allows
the thermite to burn.  Without
sodium nitrate in a closed drawer the
thermite would go for about 30 sec-
onds and then extinguish itself. But
the sodium nitrate allows it co burn.
The entire system was made up of a
small black powder mix of sawdust
and paper pulp as an igniter to light
the thermire and the sodium nicrare
to keep the thermite burning. This
would create a horrendous fire inside
the file safe and we normally waited

thing different
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about 30 minutes before the fire got
down to a point where we figured 1t
had done what it was going 1o do.
Then we put it out with a fire esuck
and opened the drawers. You'd have
to split the cabiner wide open where
the fire had not splicic. Believe me,
steel tha’s bene is a lot eusier to
destroy than paper. We went through
13 file safes, which is a little bitof
your —taxpaycers—moncy; but this of
course was something we had o find
out. The fle safes were compietely
destroyed, completely unusable and,

Iike I say we achieved about 85 1o
90% destruction of paper.

The nexe arca we got into was the
destruction of magnetic tape, both
wide-band tape and narrow-band tape.
Any modern-day business or enter-
prise uses magnctic tape and some of
our rapes were classitied, so of course
we had to figure out how to destroy
them in a huiry. We got a 55-gallon
drum, put a few capes in it, put a
couple bags of sodium nitrate init,
pur some thermite blocks in it, and
1ignited it with a thermice hand gre-
nadc. This was all out at the Army
Ordinance Centerin Japan. We found
out thart thermite does a good job of
melting tape, not making it com-
plctely obliterated — making it suck
together for about six minutes. And
that’s something rhat Signal Corps
didn’t know about—nene of us knew
about it. But atter six minutes the
aluminum tape reels and the thermice
create a chemical reacton that gives
vou a low-order explosion. We had
$5-gallon oil drums going about 120
feet in the air. We also had complete,
total, and absolute destruction of
those tapes ac thac time. It the fire
had been extinguished carlicer, parts of
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the tapes would very definitely have
been uscable. But when we allowed
it to go six minutes we had a bomb.
We discovered a litde side-line event
—it was an outstanding method of
scuttling the ship as well as burning
the tapes. This was, of course, an
open container. The Ship Facility at
Yokosuka built us a closed container
that we were able o trigger from ouc-
side electrically. It took a litde longer
to go off in the closed container be-
cause we had a harder time providing
the oxygen from the sodium nitrate;
but when it went off it was dcfinitely
in the nature of a2 medium-order ex-
plosion. It was quite a blasr.

The third problem, and possibly
the most important problem was the
destruction of equipment. You go to

a group of paoplc and say, “I'm going
to pr{r:mc‘nr in the destruction of
cquipment.” They of course give you
the oldest cquipment they can find.
They gave us a bunch of RBA and
KBK equipment and some old TD's
that they had in Yokosuka, and we
took ail these our and stacked them
full of chermite and sodium nitrate
and all sorts of devices and set them
off and absolutely nothing would
happen. They’d warp a licde bir,
parts might bust, bur generally our
destruction was less than 5%, So the
gentlemen trom White Oak, very
astutely observed that if we had
modern-day equipméent with mag-
nesium and aluminum alloy parts and
chassis that we probably could do a
good job. But once again we were
interested in proof of what these
engineers were saying. We wanted to
know that we did in fact, have a good
instrument. So the Ship Repair Fa-
ciliey very nicely buile us a picee of
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cquipmcm using the proper modern
magnesium alloy chassis, using somc
pre- pnntcd urLu1ts——t] Cy just put a
PIU.( of cquipment together. And
that in fact did ger deseroyed d prewy
well. Probably 85% to 90% —like the
paper. These tests went on for quite
a whilc and ¢verybody at those tests
was preteey well satisfied thart if che
requirement ever came again and if a
ship or any unit was appropriately
configured with these rather old and
archaic devices, that we could do a
moderately efticient job. We also
experimented and considered the use
of shaped charges built to fit an exace
piece of equipment—one that was
built to do an exact job. Navy Weap-

S memsteittaatil s aener TE TR AR, W BT CRIWOOW e - e

ons Center China Lake offered o
build somce; but it was dectded that
we would not go that tar with our
cxpcrimcntation. We considered acid
|
you are in the security business to the
degree we are—having to worry about
what the meaning of immediate,
rapid, and total destruction is. And
possibly at some time in your tuture
all of you might be in that business.
George Chelius: 1 wish that we
could have allowed a little more time.
I'm sure that he has more derailed
information thar he could go into. 1
might add thar the talk was approved
by the Chief of Naval Operations.

A CAS LOOK AT CLASSIFICATION MANAGEMENT

Colone! George Zacharias

This is the first opportunity I have
had to address & national seminar of
the NCMS, although I have been
privileged to attend a local meeting
in Washington. 1 would like to thank
M:. Thompson for inviting me to this
event.

This seminar has also afforded us
an opportunity to bring together for
the first time the Classification Man-
agement Specialists of our DCASR
Ofhces of Industrial Security. We are
truly taking a deep look at classifica-
tion management.

No one appreciates more than we
in Industrial Sccurity the impact that
classification has on our program. In
fact, to quote some slang from the
modern generation, classification s
the beginning and the end of the De-
fense Industrial  Security  Program.
This is one time when you can ke
the quote literally. Sccurity swings
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into motion when a classification de-
termination is made. It ends when the
information is declassified.

Your classification management
resources are small, but so too are our
resources in CAS. We both must
make maximum use of what we have.
Neither of us can afford fauley classi-
fication determinacons. Overclassih-
cation wastes our resources, under-
classification jeopardizes defense.

During chis pcrlod I propose to
give you a brict overviow of how we
operate in the administration of the
Defense Industrial Sccurity Program.
Then a tew illustrations to show the
interface between classtfication man-
agement and the CAS operation in
the regions. 1 will close wich a tew
observations on what may be done to
cifect further improvements in this
vital area.

The Ofhice of Industrial Sccuriey ts
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baths and all sores of devices. All of




responsible for administering the
Decfense Industrial Sceurity Program,
not cstablishing che polu) for sceur-
ity. We are sort ot in the middle be-
tween the Policy level which is the
Office of the Assistant Secrerary of
Dctense (Administration) and more
specifically Mr. Licbling. the Deputy
Assistant Secretary of Defense (Sccur-
ity Policy), and the rest of industry
and government. We are charged with
coordinating recommended changes
to the Industrial Security Regulation
and the Industrial Sccurity Manual (as
they may come to us from industry or
our regional offices) with the User
Agencies and with the Coundil of
Dctense and Space Industries Assodia-
tion (CODSIA). Additionally, we
are required to coordinate with the
Assistant Sccretaries of Defensce for
Installation and Logistics (I&L) and
Public Affairs (PA) before furnishing
our input to Mr. Licbling’s office for
final review and approval. We then
publish and distribute the approved
changes to government and industry,

In my office, assigned to the Pro-
grams and Systems Division, we
have Mr. James Moran, who is pri-
marily assigned duties relating to the
arca of classification management.
The Programs and Systems Division
is charged with developing the De-
tense Induserial Sccurity Program
guidance media such as the Industrial
Security Regulation, the Industrial
Sccurity Manual, the Industrial Secur-
ity Letter, the Industrial Security Bul-
letin, cte., and mainwains the coordina-
tion of such media with all User
Agcncics The Field Management Di-
viston does just what its name implics
and manages the ficld implementation
of the program.
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In cach of the cleven DCASRS
here is an Office of Indusirial Sceur-
ity with two divisions. In the Facili-
tics Division there is one specialized
position known as the Classification
Managemene Speaialist.

Ac this ume I would like to intro-
duce these gentlemen o you:
Atlanta—Tommy Thomason
Boston —Bill Spring
Chicago—Ray Nehls
Cleveland —Bob Kuptz
Dallas — Dave Moran
Dectroit—Lou Sabiga
L.A.—Joc Brantley
New York—Larry Mullins
Philadelphia—Gene Elkins
San Francisco—Bob Cunningharmn
St. Louis—Charlie Miceli
These gentlemen represent the cog-
nizant security officers and play an
important role affecting both industry
and government.

Lo d

Cognizance means more than just
awarencss.  Webster defines cogni-
zance as Jurisdiction, the right or
power of dealing with the martter
judiaally. There are many maters
which fall under the mandate im-
posed by security cognizance, not
the least of which is mommrmg, the
procedures spelled out in the manual
and regulation tor dlassification guid-
ance. While all of our Industrial
Sccurity Representatives review the
DD Forms 254 at the contractor’s
facilities, the job of working out
solutions to problems focuses in the
classification management specialist.

I would like to make ic clear chat
our charrer does not authorize us to
make classification decisions. We do
relay decisions of the contracting
acuvity whenever a question arises

NCMSJ—1971




involving an interpretation of gud-
ance in the DY 2514, Qcaasionally
we  also  quostion  interpretations
by the conuactor which we lee!tare
not conststent with the intent of tie
DD 254,

It must be reatized thae the Indus-
trial Sccurity Representative is fre-
quently the only government repre-
sentatve with whom subcontractors
have direct contact. Qaly in spedific
cases does the ACO or other repre-
sentatives of the governracnt Lon-
traarmg actvity deal direcily below
the prime contractor level.

Since our man is on the scene he
15 the one to whom these contracioss
turn for advice and assistance. At
times, these lower tiers of congracting
might otherwise get lost in their
scarch tor help. We offer our services
to unsnail the confusion, ger answers
for them from those who can help.

The technical expertise on getting
classification determinations does not
automatically show itself. It must be
sought out both in industry and in
government. We must all r(.‘ly on the
technical l\_nnwlf:“gc of project people,
engincers, scientists, and others, in
determining whether a specific picce
of hardware, or a document, discloses
that information which the classtfica-
tion specification lists as classified.

Our Industrial Security Representa-

tives are faced with the question of

whether something is properly classi-
ficd cach time they inspect a contrac-
tor. We too must scek the technical
cxpertise from those who are in
position to judge.

The Classtfication Management
Specialist in cach of our cleven

DCASKs has been developing a de-
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giee of expertise 1n chis function. He
knows where and hew e go sbout
gotiing the expert duumm.'.mm.

Nonc of us 18 so raive as o asinme
that  classificarion  guidince, be 1t
announved on a 1DD 251 o i oa
master guide, is cqually uaderstood
by all who must work with it. We
know oo that the government
project ar program office has its prob-
lems i preparing and presenting
classification specifications with sufh-
ctene detail as to satisty ail users of
the guidance. The specification otien
presents a communications problem.
Je is in this area that our Classification
Managemenit Specialises can be of the
most assistance 10 boih the contracror
and to the procuring activity. Permit
me to brief you on a few recent
cxamples.

A security supervisor revealed that
his efloits to develop an on-going
classification management action in
this company was being resisted by
the Head of the Engincering Depart-
ment and the Contracts Department
was supporung Engiicering. The po-
sitton was: don't rock the boar M.
Securiry.

The Industrial Security Representa-
tive discussed this predicament with
the Classification Management Spe-
cialist.

It was decided o look 1nto the
alleged Engincering-Contracts collab-
oration by placing heavy emphasis on
the accomplishment of paragraph 10¢
of the Industrial Sccurity Manual.
This paragraph requires the contrac-
tor to establish a procedure to insure
that “nccessary, current and accurate
classification is determined by u man-
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ager of supervisor betore assignment
1s made to a document.”

Without difficuity the inspection
resules showed conclusively chae the
Engincering Department was not ac-
vvely fuifilling the requirements of
paragraph 10. Our representarive re-
¢oested a conference between the
cagineering Head, the Security Super-
visor, and his boss. Atrer a thorough
discussion of the marter a pesitive
Classification Management procedure
was agreed ro and initiated.

The situation ana solution was

later summarized in the inspecrion

bricfout made o the Exccutive Vice
President. While rhis case isn't of
carth shaking consequence, 1t docs
demoastrate how our DCASR repre-
sentation was used for a beneheal
resule.

Anorther case depronserures how the
communicatton gap was reduced by
our iivolvement.

I the course of & recent inspection,
the Irdustrial Sccurity Representa-
vy queried a number of conrracror
operaiing personnel on the adequacy
of classification guidance furnished in
the DD 254,

Although 254 had been repro-
duce @~ eminated  widely
throughe 1 socility, none of the
Contractor s auyoosentacives firmly
errdorsed s adequacy for rhe per-
torming activiucs.

Naruorally the contractor was qucs
tioned as to whether araplification of
the guidance had been requested from
the user agency’s projece office. Re-
huctandy 1o was revealed shar the con-
tractor had appealed to the govern-
ment project office, orally and snowric
ing. with negative resules,
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Using the spediics developed by
the Industrial Security Representative
the Classification Management Spe-
cialist documcinted the situation tully
and made specific recommendations
for rtehinement of the DD 254 in ques-
tion. Fuli concurrence was granted by
the project office. A much more de-
tailed 254 was issucd and all hands
were satisficd.

Again, 1 don’t really feel thau the
DCASR pulicd any magic. Io may
simply be that our people and the
user agency project office were able to
communicate berrer and more vapidly.
The important point is we wese able
to effect resolution of a problem be-
tween a contractor and his customer.
We'll gladly engage in a licde cus-
tomner relations work if it will enhance
sceurity.

-A third case illustrates how con-
flicting insrructions were cleared up
through our hcadquarters ¢ 2uting 16
the act.

A well detailed master classification

3

potde statca

inat the end item, or
product, was unclassified. The remark
which followed this entry read “visual

cleared personnel during the final in-
spection period.”

Although our Classification Man-
aperent Specialist should  have
picked this point up initally he
GIIN'L.

The classification management ofh-
cial of the contracror did notice and
challenged che enory through the ap
pointed ACO. He got no satisfaction.

The DTCASR Classification Man-
agement Specialist appealed on benalt
of the contractor with no berter
results,
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The complete case was referred o
my stafl at Cameron Station. The
stafl specialist on Classification Man-
agement macters was given the case
and quickly coordinated with the
major hcadquarters concerned. There
was immediate agreement thar clari-
fication was in order.

Here's how che remark was reis-
sucd: “During final inspection access
to Confidenual data, 1.¢. tese informa-
tion, finz} asscmbly specifications, pro-
cedural information, toierances, cross
section details, may be required. Only
personnel holding appropriate clear-
ances may perform final inspection
processes.”

In another case of coordinarion and
teamwork between the customer and
the conrtractor we merely acted as a
catalyst to get the communications
flowing.

There was a time when none of
these cases would have reached the
attention of our Classification Man-
agement Specialisc. We have now
broken through the barrier and 1 am
confident that we can still do much
more in the development of sound
Classification Management objectives
and resulrs.

I menctioned at the outset thatl
would close with a few observations
on what may be done to effect further
improvements in Classification Man:
agement,

It is interesting to note the number
of times that user agencies, upon be-
ing intormed of sccurity violations
which resule in possible compromise
of thesr information, review the in-
tormasion and determine that 1o can
be immediately declassified, This nac-
vrally eeaerates some questions.
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Have we been expending consider-
able effort and resources unnecessartly
protecting UNCLASSIFIED intorma-
ton’?

Why wasn't this information de-
classified as soon as advances in the
statc of the art or other factors elimi
nated the need for classification? Was
it really reviewed previously or had
somcone merely gone through the
mounons?

The conclusion is obvious. Those
who have the classification review
responsibility musc apply more effort
to ¢ftect timely downgrading and de-
classification actions.

Industry too has its improvement
potential. It is astonishing to see the
amount of classified material a facilicy
determines it really does not need, and
can destroy, when threatencd by a
civil disturbance.

Why must we wait for a crisit be-
fore the excess quantities are de-
stroyed? We have pack rat types both
in government and in mndusery, I
time thiat we review periodically our
classified holdings to ensure we keep
only that required. Or we must be
prepared to pay the costs associated
with the increased storage: guards,
alarms, supplemental controls, not to
mention the increased chances for
compremise or loss.

In Europe recently we were able
to review with cerrain contractors
their classified files. Thits review re-
sulted in the destruction of nearly
90% of their classifi~d holdings. We
tound, in some instances, the marteriai
had not been looked atin over a vear,

Manv contractors have cexeellent
weli publicized poagrams fur condnn-
g review wud disposizion of uanced-
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ed classified files. Various incentives
are offered.

Somc offer prizes for cleaning out
the deadwood.

A reverse incentive was report-
ed in one facility. Its manage-
ment refused to permit the pur-
chase of additional file equip-
ment until material in existing
fles was reviewed. After suffer-
ing a few weeks with loose mate-
rial and cardboard cartons sitting
around offices the pack rats got
rid of huge amounts of the old
material.

Because of the volume of material
in existence incentive programs ap-
pear to be the best solution for ensur-
ing that we are keeping only that
material which is currently needed.

My final suggestion for improve-
ment lies in the area of getting top
management’s attention focused on
the benefits of an agressive classifica-
tion management program. This isn't
always easy. The presence here of
Mr. Liebling is evidence that the De-
partment of Defense takes this matter
seriously. Maybe we can help indus-
try in this regard. I’ve already shown
instances of how our DCASR repre-
sentatives have helped in this matter.

One other means we are trying is
the development of a2 movie which
ties classification management into
the many other resultant actions

which orcur when something is clas-

sified. We call it “Combination for
Securiey.”

The film has been two years in the
making and we tried evervthing pos-
sible to get a print available for this
seminar. We were not successful but
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I am certain that it will be available
within the next sixey days.

As with any new film it will be
in demand initially by more people
than we can supply copies to. Each
DCASR will probably get one copy
on permanent loan for use in its edu-
cational efforts.

I’'m sure that if you can get your
management, as well as those who
must make classification decisions in
your companies, to view this film the
role of the classification manager will
be better appreciated. We have tried
to make this film serve two purposes:
motivation for management to recog-
nize the need and the value in analyz-
ing the DD Form 254, perhaps even
setting this up as a distinct function
within the security framework. The
second objective is to give all who see
it an insight into what is behind the
assignment of classifications.

We think we’ve gotten a pretty
good product on our first try. We’'d
like to see more developed on this
subject and hope others in govern-
ment and industry will try to develop
something even better.

With a mixed group such as rhis
audience it is not always easy to keep
the point directed to their interest. 1
have found however that the common
bond between us is so strong that our
team spirit overrides any operational
differences that might occur.

As I stated earlier, I've been im-
pressed that we have come a long way
since 1965. We are going to go even
furcher in improvements in the next
five years. My appeal to vou is this:

Don’t be bashful about asking for
help whether vou are a contractor or
a customer. We arc in business to be
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‘Rockwdll, Space Division:

ot service and we'll be glad to help
whenever we can.
Thank vou!

QUESTION AND ANSWER
PERIOD
(Answers by Colonel Zacharias)
Bob Neclson, North American
Colonel
‘Zacharias, yesterday there were many
“solutions™ offered for the document
retention problem thac scems o exist.
One of which was to place this activ-
ity in the hands of the LOCAL
DCASR tor monitoring. 1 was won-
dering if you would care to comment

.on this?

A. I hadn’t really given too much
thought to such a solution but there
might be some resistance to this. We
.cerrainly would have an open mind
on it. T think we do have the capa-
“bility to perform this service, if you
will, on behalf of the contracting
activities. It’s a good recommenda-
tion but the pros and cons require
some diszussion when we get back ro
Washington. On the face of it, it
sounds very recoo-ull We have

“Classification Management Staff Spe-
Cectatists and rerencion falls in cheir line

of business. Let’s look ar the program

1n oroad prospective. Ic's all one pro-

‘gwm We're sull wqirin‘g, for indus-
try’s mpm on this retenoon problem
and we've been waiting z long time,
' oa hrde disappointed because in-
duswy is usually very gn)od about
goetting comments 1o us 1n g timely

" teshion, but this time there must be

some  disagreement beeween  the
members of the Council of Detense
aud Space Industry’s Association
(CODSTIA). When Dlett Washing-
ron we still had not scen any paper
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on rerention. T had boped to have 1
so that I could discuss this s hiade
more tully. Maybe George MacClain
would Itke to comment on this point.

Mr. MacClain: 1 just hicard yoster-
day that the response had been wrie-
ten from once clemene of DOD 1o
another. That's progress. So, 1 think
what 1 got out of yesterday’s work-
:ahop was that the demand is becom-
ing morc vigorous and thercfore the
solurion has to come a Jittle sooncr,
I chink it will.

A. When a recommendation of

this sort is made, we need specifics.
W hat caused the problem? And how
large is it? I'm aware of a retention
problem that came up and after |
looked into the specifics 1 found thae
the individual who was complaining
the loudest kadn’t asked for retention
authority until long ater the original
retention authority had run cut. The
request for further recention said
nothing. So I called the party con-
cerned and askcd “Why don’t you

ake vour justitication hased on some

.
Hiaal Yisul 30 DASLA O s

good sound Iogu and reasoning? If
vou do have a bonafide need, spdl it
out. I have read whar was submitred
and find no basis tor extended reten-
tion and if I were che user agency |
wouldn’t give vou retention aathor-
1ry.” So he said, “Well, if chacs the

way you're going to be .Lbout i, I'm
just going to destroy the documents.
Now I sabmit o you that this is no
way torun a program. Either you
nced the marterial or vou don’t. The
cutcome of chis case indicated to mce
that rcentton of the documents
wast't really neceded.

Q. Fred Daigle, Lockbeed, Sunny-
vale, The classification management
tiira which vou indicated 1s in the
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process of being completed —will
copics of chat be available for indus-

trics if they'd like to have a copy ot

their own.

A. Yes. There will be 50 copices
avairlable to the DCASRs. 1 havent
the details about direcet purchase but
you can be assured that cicher you can
get one by purchasc or loan. Incident-
ally, we've received funds for another

film which will be starting in the near
tuturc. The "Combination on Sceur-
1ey” film is really good. T chink ie will
have a good impact on your top
management. I'd recommend  thae
they be persuaded by one means or
ancther to seeit. We'll geta flyer
out 1o all the people and explain all
the details of the film and how you
can get it

DEMONSTRATION OF AN OPERATING CONVERSATIONAL
COMPUTER INFORMATION RETRIEVAL SYSTEM

Richard &, Lickhaiter

George Chelius: For our presenta-
tion this morning we are indeed for-
tunate. This is not the first tcime we
have heard about computers. We've
talked abour compurters and they
frightenced us. We face them with fear
and tieprdation only because we don’t
understand them. We're extremely
forrunate to have wich us Mr. Lick-
halter, head of thie Advanced Develop-
ment Stafl ar the Systems Dievelop-
ment Corporation, a position held tor
several years.

Mr. Lickhalter: Also, T want to pre-
scnt Betty Friedlander who has
worked very hard in setting up chis
demonstration. She is on my staff and
pertorms as a jack-of-all-trades —cus-
to. .zt work, bringing new pecple on
board, and a thousand other things.
She'l assist me in the demonstration.,
Well be using a phone to call up our
computer in Sant Monice and she'll
get thar connected and wo 1 have chie
live demonstration of the 1D8 72
S.\":‘[(.'n].

I heard a comment char vou're
atratd of computers, or vou're werriiied
of computers. 1 ehink we all arein
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the sense thar an IBM pink box or
blue box, depending on which model
you get, has 2 whole sct of buttons
on it. But, that’s for a computer
operator to worry about. That’s not
for us to worry about. Cur relation-
ship with the computer is chrough a
terminal. This is what we'll be using.
Gur interaction is with the language.
How do you talk to a computer? We
have developed a language which 1y
similar to an dutomatic rransmissinn
in an automobile. It does che gear
shirting for you. It keeps track of
how many revolutions zre going on
and when to go into the right gear.
Ve just tell e, If we want to go for-
ward, we pueicin drive, If we want
to go in reverse, we put v in "R The
language clearly isa't thar stmple but
it is an approach to 1t

When first presented with the op-
perwenity to speak to you, I said how

can I pur them oft. But Lorry M-

Connell kept calling me. One time 1
vhiak we had five vails in one day -
cicher he wasn'tinor 1 wasn’t m: and
sumchow we got togerher. Lorry
uitderstands the problem chat faces

NCMSJ— 1571
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vou —the management of classificd
informacon. I don’t. T undersrand
the problem of interfacing with the
computer; of gerung the information
which the computer has stored; and
trying to work with you. If you twll
me vour problem, 'l e2ll you how
this system P'm wmkmg, with can
help you. So that’s what Lorry and 1
staited to do. We had a few chats and
he was trying to describe this mass of
information —and vou had to make
decisions——and how do you make de-
cisions. And I said, " What's che
data?” And we went back and forth
and back and forth. Finally cthe dis-

cussion cvolved to the 254 forms. So

we took some 254 forms and looked
at them and 1 said,"My God, you've
gort information on it.”

Let's put it into our D872 systens,
And that’s what makes DS 2 unique
amony the systems in the industry -—
that we eould care less what your in-
formation is; whether it’s medical
records, employee records, scientific
and missile test data, or the 254 {fotms
—you just tell us what the informa-
tion is and whar information is useful
to you. Looking at the 254 form we
decided what information fields we
wanted to have available for outpur
and what information fields we
wanted 1o have available to query -
to scarch on. And then we made up
some typical examples.

Let me pass out now the 254 forms
and the DS 72 definidion that we got
tfrom the 254 forms. There are two
forms. One is the 254 form with the
data base we used. The other 1s some
sample outputs. (Sce tllustrations
tollowing this paper.) Now, rogether
with these we have the maimn weeminal
here and we alse have a slave terminal
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that will be output on the TV
screens; so, you'll be able to see
cxactly the interaction that wi're go-
ing to go through to scarch your files.
Now please keep this tremendously
informal. So, it I say a word and you
have no idea what it is, I wani you to
interrupt me immediately. Or if you
want to ask, “Can the system do
this,” or whatever capabilities rhat ]
don’t make clear for you. or that you
have in the back of your mind, please
feel free to ask; we will then have a
much more meaningtul exchange. As
you can sce on the TV screen now,
the first message that came up in-
forms you that the DS 72 system is
on the aii. Now the first thing that
any of you should ask is: Whatis
DS, 72?2
Q What is DS /2?2

. Okay, DS 2 is an information
systcm which allows you to havea
terminal in your office and, using a
very casily learned language, you can
get information back to your desk.
It"s conversational 1n the sensc thar
you type and the system responds to
yvou. You act on your 1nformation
and it has an casy-to-learn language.

" That I think is a chumbnaii skerch of

NS 2.

Qkay. we are now connected
through rc]:phom lincs, The system
has said " Hello, DS/ 2 is on tne air
and waiting for you to d¢ some-
thing.” Betty is now going to identify
herself ro che COMPULET HTBEraror; and
the operator savs | know that this is
a person that is accepr: able to use the
DS 72 svstem. Ckay, Berey has
Iogged in and has  lentified herself as
Beny giving a demonstration. Out of
the svstem comes 'l read you, Beuy,
what file do vou want to ask ques-
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filc as the 254 torm. On the badk of
vour handour (sce Hlustrations No. 2
and No. ) you see a typical 234 torm
this one has cirded numbers written
on it These numbers correspond o
defined data ticlds (see Hlustration
No. 1). The name of the file is 254
and it now asks what is your *‘ccuri(v
key? Each one of our files 1s tickete!

you might say, with a password. So
even though you know that 254 tormss
arc available, unless you know the
password for the day, vou can’tin-
terrogate the files. Thas is partievlarly
good in, say, 2 personnel file. If you
wanted the salary administrators to
have the salary informarcion available,
but maybe you want to place people
bascd on their job skills, you can have
the same information on file available
to both th¢ job administrator and the

. salary administrator; but you can lock

out some ¢of the unnecessary or un-
nceded information from the ones
who don’t have the need to know the
mformation. Okay, now the sccurity
key; it you don’t know what it is, you
can put in something like SECURE
and the system better reject it or Ul
have to go back to my programming
rescarch, Te will then keep telling us
“not a valid key.” We copped out and
just usced the word "DEMO™ as a key
tor this today. Now, the system will
recognize this and say it's the pass-
word for today on this file. Now it
will tell the operator to go and ger
vour data. 'm sure you’ ve all seen
these litdde packs of information; ticy
look like whole sers of phonuﬁuph
records combined together. So the
operator will put this on and we'll be
rcad_\' Lo go.

What Beeey will do nexe will be to

many records
do we have in this pardcular file. The
number that will come back will not

7 B h PO D B SR | 1 _
tah). She'il ask now

be large since we had such a short
period of time to preparce the daea.
Burt the most important ching is to
show you how you can interrogate
the file. The request was accepted
and now the computer will search the
file and tell you how many 294 torms
there are. Here we have 15 different
254 forms in the file. This is not a
limit of the system; we could handle
even 100,000 if you had thom. (All
thats effecred b\ the number is how
quickly the resules will come back.)
If you want to Lnow whal 1s in the
file, Betry counld de a Y'describe.” She
could say describe, and let's limit the
descrintion to €2 through C10. (See
Illust.auon No. 1.) These would cor
respond to the pages you have in
fronc of you. For example, the firse
field (C2) is “CLASN". This mcans
the classification. Then it tells you
the specification for it (€3 —"SPEC-
FOR”), the prime ID (C4) —rhe
prime contract number, the compic-
tion date of the prime contract (C5 &
Co), the sub-contractor number (C75,
the completion date of the sub (C8 &
C9), and the identification of an
RFQ.an RFP, or an 1FB (C10). As
vou look fuither down the “Com-
poncnt” list, you can sce thar the
items correspond exactly to the in-
formartion on the 254 form. With
DS 72, vou're never in the dark as to
whar is contiined 1n vour file.

Now, whar are some of the ques-
tions that you might want o k.
Let's say that I'm in Los A: 1geles and
I have to know what p'llﬂ’ con-
traces I have which desl with Top
Scorce i formacion. (Sce Hlustration
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No. 4.) Okay, so Betty can now type
in the simple statement chat I need
the PRIMELID (C4) which is the con-
tract number, and the PRIMECON
(C17) which is the prime contractor;
And now I want t¢ know "“where the
PRIMECOG (C18) is cqual to the
DCASR in LA and the classification
is cqual to Top Secret. (This is what
I mcan vy an English language in-
put.) Now a scarch will be made of
the files and a repore will come back
to Yyou eon your terminal —a report
which mects these qualitications. To
output this reperi, we need 51 col-
usnins on your page. So the file will
be scarched and all of those 254 forms
in Los Angeles thar are classified Top
Sceret will be omp.u Yur, because
Betry has set the masgins for 45 and
it requires 51, insread of a nice report
formart like you see on your sample
there, you'll get whar we call the un-
blocked format. But agalin, 1r's auto-
matic. The user dees not have (o
work. The system takes care of all of
the decistons. The user s only con-
cerned with, “Whar do T want, Whas
is my surch request.” You don’t have
to worry if it’s a number or if it's got
special characters in it or if i’s 100
long. This is all auromarically han-
dled by the system. The user puis it
in his own language. " Whai is 1t ]
want out of th.. nle"' So, right away
we see a listing of all of thc dxﬁlru‘r
contracts  (with the contractors
names) which are Top Secret and
handled 1n Los Angeles. (See Hlus-
tration No. 4.)

Let's take another example, Let e
say that in the 254 form vou notice
that the coriponent C21 —PROCUR -
1D —is a description of the contract.
This is a general descripuon of the

NCMSJ--1971

contract.  Well) led’s say thae I'n
interested in che way all of my pro-
curement contracts dealing with sott-
ware development are being dlassified.
(Sce Hlustrations No. 4, No. 5 and
No. 6.) I can ask the system to print
out PRIMEID (C4) and PRIME-
CON (C17) where the PROCURID
(C21) contains the word “software.”
In this example, I don't have to give
the system an exact value; I give it
an idea. Somewhere in the texvor
description I am concerned with
which contracts have to do wirh soft-
ware. Maybe we should also worry
about the term “computer program.”
So, let’s also say where PROCURID
contains “computer program.” Lets
put the inputin and see what hap-
pens. This system responds to crrors
by telling you, “vou madc an error.”
So it’s told us that there is an error in
“PROCURID.” Now what is the
problem? Okay, Betty had want it
ro print out the PRIMEID an e
PRIMECON. As you can ¢ | a
comma was left out. Even in your
own language if you leave a comma
our in a pamgmph it makes it very

Fn
IR

unclear. Well, the system does re-
quire i very rlgxd language; and if you

want two fields of informarion you
had better separate theno by a comma.
As you sce, to go frem line to line,
you jast input the asterisk, So you
don’c have to limit your input tv onge
line. You cun just k\(.} going. We
want all informauon dealing with
software and computer programs. We
don’t have ro know the exact d(.sgnp
tion of the tield chiecked. Al we have
to know 1s that .ss,)lnc:\vhc:rc 1 there,
1t 1s to be found. It vou look on
Hlustzation No. ¢ you can see the out-
put —"computer program oaining tor
123
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system 405 “review and analysts
for computer programs,” “design and
development of the DCA computer
program,” cte. This makes it very
casy for the user. He does not have
to worry about the particulars —un-
less of course he leaves a comma out,
So, this display will go on and if we
had more than 45 columns you could
sce 1t all on the TV screen.

What if you decide that the infor-
mation isn’t what you want. What
happens? Do 1just have to waitand
wait? No. There is a key on the wele-
type which is called “break.” It you
hit the “break” key the query 1s im-
mediately voided and you're ready to
£o to the next query. So you don’t
have to be afraid of the computer or
the terminal in this case. You're
always in control. The machineis
ncever in control of you. You are
guiding it. It’s a tool and nothing
morc. Arc there any questions you
people want to ask?

Q. In the resules on the illustracion
sheets, there were some codes -1 be-
fiteve on your first query; would you
explain what those codes were?

A. Codes? Which codes? On the
first query we had PRIMEID and
PRIMCON. PRIMEID is the con-
tract number which is on your 254
form. Is that what vou mean? The
13 and the N there? Okay, in the
“describe” output the second ficld
(C2) is CLASS (classifiication). In
the file. 1t's 13 characters long.
PRIMEID is vour contract number
and ¢'s 20 characrers long. The N
means that any numeric character can
be used. (See text ar bottom of Hlus-
tration No. 4 and at top of No.5.)
Any other questions? Okay then, lers
go to the third example,
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In the first example, we scarched
the file—and chis &5 an 1mportnt
point. How would vou sav vour 254
forms arc now? Arc they ordered by
contract sumber, are [hu ordered b\
contract terim, are thoy ordered by the
DCA in our area? That's where chis
svstem shines. It doesn’t mateer what
the order s, You spedity what the
scarch conditions arc and it outputs
the information you request. Soit's
like having the files ordered on any
combination and we can still scarch.
In the first example 1 searched by
classification and PRIMECOG. In
the second, T searched by terms—the
idca of computer programming and
software. The third one that I'm
going to mput is one where, let's say,
the sccurity officer has to make a trip
to a particular company and he wants
to know all of thosc contracts where
the 254s are not current. (Scee Ilus-
tration No. 7.) So now I'm scarching
by contracror and the date of the 254.
You see, you don’t have to worry
about how you are going to scarch
the files inorder to organize them. 1
just means that this information is in
there in any order and we can getit
out. Betty will type in chat we want
to print out certain information on
the contracts of the company weare
going to visit and where the dates of
the 2545 for company’s contracts arc
more than a vear old, Now here we're
going to see the block format where
vou get headings and the intormaton
underneath it This 1s the normal
output. The user does not have to
worry about his output format. Now
when we do this we assume that a
dnc 15 2 O0-digit number. There are

2 cach tor vear, month and dav. (In
tutun the svstem will .tummmuﬂ\
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put a slash between every two digits
of the number so that the date will
be more readable in the output. In
working with our dificrent user
tamilies, this has been once of the sug-
gestions made to us. And believe it
or not we're listening.) So that’s why
we can say here that the dace 1s less
than 690800 —that is, carlier than—
August 69 —and vou sce that all the
dates here are 68 and 69. So, right
away the security officer knows that
these are the 254s he must talk with
the people about. These are the ones
he has to updace. Also, we've printed
out the completion date of the con-
tract, because maybe if he sees the
completion date he’ll decide he
docsn’t want to spend the time. 1
don’t know what the requirements
Now for the fourth input let's
assume that a sccurity guidelines
document is being revised. And we
want to know all the 254s that are
going 10 be affecied by the revision,
and we¢ want to notify the progrim/
project managers and we want to
change the date of file. (Sce Hlustra-
tions No. 7 and No. 8.) So we want
to do all of these things. So, we're
going to require a printout of the con-
tract name, the manager and his ad-
dress, who will be affected by this
revision. One thing I'didn't explain
is that we're ralking about a 15-enury
diita base here; whatit you’ve gota

26,000 entry data base; and when vou
get an output on chis, it isn’t five or
six entries which will appear. Maybe
vou'll have two, three or five thou-
sand entries coming out. That's what
this leteer "B here means. So instead
of saving. give it to me at the termi-
nal, vou can say put it on the barch
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tape and then have the high-speed
printer in the computer room print
the results and give it to me in the
oflice when it’s completed. That way
you do not tic your terminal up wait-
ing for excessive outputs. Only the
outputs that you need do you tic your
terminal up with., The rest you hive
put out on tape and prmttd Hcre
arc all of the differenc requests. As
you can see, rather different contraces
are affected by the revision to the
guidelines. And we're outputting the
manager and the address a4 you cun
conceivably use this as a m.ulm‘;.‘ list,
to inform these men under these con-
tracts that we are changing the guide-
lines. Now that these people have
been informed, we now want to
change our file dircctly. So we want
to say now that we want to know
that the contracts were changed and
we want a notation of that. This
automatically gives you an output
saving that cerrain documents have
been changed according to the revi-
ston. (Sce lower part of THustration
No. 8.) So again, vou're specifving
what you want the system to do.
You're not worrying about program-
ming. You're not worrying about the
computer at the other end. You're
just worrying about whar it is that
vou want the system to do for you.
And you automarically get a report
out showing the PRIMEIDs and all
documears being updated by the revi-
sion. You'll note thatit’s being ac-
complished in the system and thae
there is a record of 1t in vour office.
QUESTIONS AND ANSWERS
(All answers by Mr. Lickhalter, The
questioners are unidentafied.)
Q. What s sottwarc?



A. Well, the machine is hardware,
and anything that makes the machine
run is software.

Q. How many different types of

outputs can you getout ot it. I'm
thinking in terms of my organization
getting about 100,000 picces of Sceret
mail cach year, one-third of which
is retained. How about a query where
once 2 month you would want to
know where all the Secret documents
are. Can this be ded in with financial
management, for instance, on a time-
sharing basis?

A. With the configuration that
IBM provides--they have various
operating systems. We would have
to discuss individually whether it
would tie into a ume-sharing system.
But the numbers of outputs are what-
ever you wang it to print. You can
specify the fields in any order. You
can do arithmetic on the field; you
can do sorts on the ficld; you can
create sub-totals; you can get sum-

mary reports out. We showed you in
this cxamp!c just the flavor of the

sysrem.

Q. Can your equipment query and
reccive a response on any of your
component numbers? For example,
say, tell me all of the contraces that
have restricred data?

A. Correct. Why don’t we put that
in. Did you want the documents out,
or just the number?

Q. Just the number.

A. Tally where ...

Q. But you could get the numbers
where the documents are?

A. What do you wanr?

Q. Can I assume that you have a
printed record back there of what
we're talking?
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A. A printed record?
you mean?

Q. That emission ar the back there,
is that just a print out ot what we've
been going over.

A. That’s the sfave terminal, This
is the actual terminal. So you just
want a tally of the restricted data.
This again is the beauty of an on-line
system. You don't have to make a
request and then an hour later won-
der if 1t’s going to be what vou

wanted. Okay, what we did was codc
it as Y and "N, Restricted Darta
“Yes” and Restricted Data “No.”

Q. I’m afraid my question is un-
related to your demonstration. Bue |
find chat probably the biggest single
difficulty in classification management
is the accurate application of the clas-
sification guidance in the 254C. The
data being developed by the hundreds
or thousands of contractor cmployees
working on a given program—do you
know of any efforts being made o
provide a data bank to allow the user
to query the computar on the applica-
tion of a given element or picce of
language, or paragraph or page—
admirtedly this requires a different
system?

A. No. I have no knowledge of
that.

Q. It would appcar chat the re-
sources and capabilities of the com-
puter might lend itselt admirably to
such a task.

A. Then again, you're still ac the
mercy of the people that have done
the original coding.

Q. Right. But this would allow
vour ¢xperts to do it in morce unitorm
apphicadon.

A. That's ight.

Q. With this particular system

What do
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that you have here can you put out a
narrative output?

A. Only if it’s a field in the data
basc.

Q. If we wanted to describe some-
thing that was classified and why it
was classified, in more detail?

A. We have one field which is
called “remarks”, in which we could
just print the remarks.

Q. Is it limited?

A. It’s 255 characters long. But
you can tic several fields togecher if
you want to.

Q. If you would want an interest
profilc. ..

A. I'd have to know more about
what you mzan by “interest.”

Q. Well, if a parcicular contractor
were involved in this area.

A. Oh,Isee. Yes. I really appre-
ciate these questions, this is great.

Q. Can ycu take a particular piece
of hardware and crank it in so that
you can get a printout as to which
contracts that particular hardware is
involved in?

A. If it’s described in the 254 form.
If ic’s described in item C21. That’s
your “PROCURID.” If it’s described
in there we could tally where PRO-
CURID contains a2 missile or 4651,
or it could have the hardware de-
scribed.

Q. Does the utilization of this
system require the use of the tele-
phone? What I mean is could you
have your bank herc on the West
Coast and anyonce with a telephone
linc that ties in, could they query the
bank?

A. That's right. We have been
with Chrysler and Ford and have
quericd the dara bank in Los Angeles
trom Detroit.

NCMS$J—1971

Q. Then aceess is controlled only
Dy your query key.

A. By the sceurity key which we
logged in on tni the very beginning.
I logged in and rhe idendification was
accepted and this allowed me to go
forward.

Q. Has there been any thought or
any attempt to secure beyond this
key? This key would not be any-
where qualified for a secure access.

A. No, it’s not sccure access. There
has been some further refining of the
data files so that some fields will be a
rcad only and some a write only. We
haven’t worried at all about terminal
security or line security or anything
like that.

Q. I believe you're using an audio
couple, aren’t you. Telephone. Is that
a condition linc or can you do it with
just straight line or WATS.

A. You can’t use a straight WATS
line. The operator cannot break the
connection because you’ll lose your
data connection. But you can run
locally, you can run—actuaily you can
run right into the computer room
without any remore terminal. It can
even be punched on cards. It has wotal
flexibiliry.

George Chelius: Mr. Lickhalter, we
would like to thank you for an excel-
lent demonstration. 1'd like to intro-
duce Lorry McConnell.

Lorry McConnell: Dick’s presenta-
tion today seemed to culminate some
things that we have been leading up
to in this seminar. I recall particu-
Jarly Doctor Welmers’ luncheon ad-
dress in which he urged us to get IT
—dchining “IT” as the new informa-
tion technology. I's a tool that we
can use in classification management
—as Dick Lickhalter has shown us.
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It's also —whether we ignore it or not
—going to be very much a pare of our
lives as information managers.

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

(DD Form 254) DATA BASE DESCRIPTION

et B .

LA . mana

o rabe o o

PRI G

o

COMIONENT COMPONENT

i NAME COMPONENT DESCRIPTION
Cl SETNUMBI System reserved number with no meaning to the user
Cc2 CLASS Facility security clearance required
C3 SPECFOR Specitication for Prime, Sub, RFQ, RFP, IFB
C4 PRIMEID Prime contract number
cs PDATE Date of completion for prime contract (YYMMDD)
cé6 PYEAR Year of completion for prime contract (part of C5)
c7 SUBID First tier subcontract number
[:] SDATE Date of complction for first ticr subcontract (YYMMDD)
C9 SYEAR Year of completion for first tiler subcontract (part of (C8)
C10 QPBID Idencification number for RFQ, RFP, or IFR
Cli SPECTYIE Specification type as Original, Revised, Final
(N SPYUDATE Date of specification tvpe (YYDD)
Cl3 SPECYEAR Year of specification tvpe (part of C12)
Cl. VEECONT Preceding contract numh.
[ YLUDATE Completion date of preceding contract (YYMDD)
[ CUTYEAR Completion vear of precedong contract (part of C195)
« TATMECON Name of prire contractor
(SN PRIMECOG Name of pri-. cognizan: o urity office
[ RUBCOXN Name of fire: tier subcontractor
L SUBCOG Name of fir=t tier coenicant securicy ottice
( FROCURID CGeneral identificatizi. o procurement
.. “OMRED Additional scourity reguiremnents (Y/N)
) CRAPHIC Graphic arts services rec:ired {(YJ/N)
( ACCESSO Access to controlled arcas or classified info univ <Y X)
[ HARDWARE Manufacture of classif..J nardware (Y/N)
[ MATERIAL Generation etc, of cla-w. documents or matcerial (V/°\°
[ 299] Access to 1iatricted data (Y/R)
C2A CRYPTO Access to crvprographi. information (Y/N)
2 COMMANAL Access to vommunication analysis information (Y/N)
c3n nne PDC or DIAS services muy be requested (Y/N)
C31 MANACER Name of prog .m/project manager
€32 ADDRESS Address of prog, "am/project manager
C33 PUBREL Approval for public release as Direct or Thru
C34 PADDRESS Address for public release
C35 FORM254C DD Form 254c is attached (Y/N)
C36 DOCUMNTS Documents listed in €33-C35 ar artached (Y/N)
Cc37 DoC1 Document number
€38 DOC2 Document number
€39 noc3 Document number
c40 STATED Specifications are stated below (Y/N)
C4l PCo Name of Procuring Contracting Officer/Approving Official
C42 PCOADDRS Address of Procuring Contracting Officer/Approving Of fici.
C43 ACO Name of Administrative Contracting Office
Ché ACOADDRS Address of Administrative Contracting Office
C45 REMARKS Generul remarks

Lickhalter--Illustration #1
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SAMPLE USES OF THE
CONTRACT SECURLTY CLASSIFICATION SPECIFICATION

The DCAIR in Los Angeles must review all prime contracts in its Jurisdiction
with a Top Secret classification.

*PRINT PRIMEID,PRIMECON WHERE PRIMECOG EQ °*DCASR-LA'w
#*AND CLASS EQ *TOP SECRET’®

51 COLUMNS REQUIREDs CONTINUECY/N/F/B)s

>Y

PRIMEID PRIMECON
Fl9628~68-C-0777 SYSTEM DEVELOPMENT CORPORATION
F04701-69-C~06G31 TRW SYSTEMS
F04606~71-C-1320 SYSTEM DEVELOPMENT CORFORATION
FOA606-69-C-123% SYSTEM DEVELOPMENT CORPORATION
F33615~69-C-1068 SYSTEM DEVELOPMENT CORPORATION

5 ENTKIES QUALIFIED, REQUEST COMPLETE.
NEXT:

A review of classification on contracts involved with software development or

computer programs is required. The output is to be presented toc high level
officials and must be speciully forumatted.

210 INT FRINMELDeorn M CONS(LALL, STECLARTE» MANAL Ft FRICUNTLD VHE REx
*FROCUKID CONTAINGS SOFTWARE, "COMFUIER FRICKAM?
166 COLUMNS REQUIRED, CONTINUECY/N/F/BJ:
v >N

NEXT ¢

Lickhalter-~Illustration #4
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>} RQOF

FhIMELU FRIMECON CLALS

Fl Fe Fa
......... e A L I N R R I A I R R N C N M L
S rChAaLE MANAC KK
b FS
e i R BY~mommmce= N
FROCUKID
F&

............................. /g g

1¢€ COLUMNS nEWwUIRED

NE AT

>HEADINC F1 "rFRIME CONTRACT ', F2 *NAME OF CONTRACTOR'
166 COLUMNS REQUIKED

Neios
>ubll F4, FD

126 COLUMNS KEWQUIKED

CNEAT G
>HEADINC Fée *HROCURENMENT DESCKRIFTION'

12¢ COLUMNS REWUIKED

NEXT :
ShNEFEAT WHEKRE SAME
126 COLUMNS REQUIRED, CONTINUECY/N/F/7B):

>B
BATCH TIILE IS

>FROCUREMENT INVOLVING COMFUIL K FROGKAMS
JoB @1 IN WUEUE FOSITION 1
MNAT 2

Lickhalter-~-Illustration #5
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Q119770 PRULUREMENT [NVOLVING LUAPYTLR PUOGRAMS PAGL 1
PRIME CUNTHACT NAME 2 CJUNTRALTUR LLASS PROLURLMENT DESCAIPTION

Flob2u-08-L-0717 e T sk LRLT CURPLTER PHROUMOM TRAINING FUR SYSTEN &a%y

FOnlDl-0%-C-0LS] Tre 5Y3TLMS FuPr StLmet Htvitw ANJ ANALYSLS UF CUMPUTEW PROGRAMYS

NeZl 90 9-L-0v11 S Stuntd 3¥sTiM ANGLYS|> SUPPORT FUR Tk A-0UD SYSTEM SUF TwAll PRUS

E19620~-069~L-0ou] SuL SLLKLT CrYPIU ULSTUN AND DEVELUPNENT OF THE a1d UCA CONPUTER PHUGRAM

OA-AHOL-oTLAVYY KAYIHMLUN (URMPANY HEUP UKD HASS  atLKLT UUTSTUL QUMPUTER PRULRAMMING/ANALYFECAL PERSUNNLL 3UPPORT

Y ENTRIES FUALIFIEC, HEGuLST CuMPLLITL,

not mo

s e .

——
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A pecurity officer io going to a particular company and must know 3ll coniracts

with non~curreni 256°s.

>PRINT PRIMEID, PDATE» SPECDATE WHERE=
*PRIMECON EQ SDC AND SPECDATE LS 690800
36 COLUMNS REQUIRED, CONTINUE(Y/N/F/B):

>F
PRIMEID PDATE SPECDATE
F19628-68-C~0777 690630 690222
N62269-69~C~053} 700501 690601
F19628-69~C~0007 700630 690401
FO4606-69~C=1235 700630 690616
F33615-69~-C~1068 710122 680923
5 ENTRIES QUALIFIED, REQUES1 COMPLETE.

NEXT:

A necurity guidelines document i{s being revised and sll 254's affected by this
revision mugt be knewn. The managers of the contracts must be notified and the

data file must be changed to reflect the new document,

2l Nl PRIMELL > r RIMECONMANA(E R ALDRESS tHRERE Lull Su "SANMLI-6'
113 COLUMNG nt Ul REDSs CONITINUFCYZNZF2ED)

>F

PiodMEID=2 F33(57-70 ~C~i €58

Pk MECYNT RSl APnCH DEVELIOFMENT Cork

FANACER= C o vARTEIN COL UsAF

ALURE DY HU ASDCASZB) VRI(HI-FAT AFE D

Fe JMELIUS PO £-€69-C-1183
b IMECIN=T  SANLE Y ENCINFRERING Cuirt

PoNnplhr=s 3 J FTOKSIN
Bl b obs LUAMECr JED=INCULMEY /N ke

Lickhalter--Illustration #7

134 NCMSJ—197)




PnlmeCaNs suc

tWIMECON= SDC

FRIMECON= SDC

voNeCEr = LV ILLT A

rr

S AT

SRS

NEXT s

wny g

>F

TV

PRIMEID

F33657-70-C-1658
Fub6v04-69~C-1183
N622¢69-69-C-0531
Fua6é6-69-C-1235
F33615-¢9-C-1¢66
CA-AHP1~67-C1098
-DA=-AHB1-67C 1990
: DAHC~60~69-C-0018
i DAHCEC -€9-C-2121)

s PR AP 6 LRI gy e

PR

NEAT
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raENACEKRE BV LITEVAR]
ADLRESST NADLC JOHNSVILLE warMINSIER FA

MANACEKR= MAJ D L BUILER
RUDKESS= 14 AELOSK FORCE ENT AFB CO

MANACER= H6 ASD (ASI)
AULRESS= WRICHT-FATTEKRSON AFH QHIO

L LA Y 2T
9
m
4
-]
X
—t
m
1
z
B
ot
It
n
[
I
2
e

9 ENTKIES GUALIFIED,

e IMELU=E N€22€¢9-69-C~¢531

FRIMELDs FH4EVE-¢9-C-1235

FRIMEID= F33€1H-69-C~110€8

thIMEID= LDA-AHV]-67-C109
FLIMECCN = wr X THFON CIOME AN
DEMINS

ALLRESS= nAYTHEON COMEFANY BELDFORD MASS

thIMEID= DA-AHU1I-67C199¢
tRIMECON= NAYTHEON COMPANY BEUFOKD MASY
MANACEK= E LEE Jr

ADDKESS= KRAYTHEON COMFANY BEODFOKD MASS

FRIMEID= DAHC-~60-69-C-0018
FRIMECON= CENERAL ELECTHRIC COMEANY
MANACEK= M L BkOOKS

ADDRESS= GE COMFANY GKREENSBUKG NC

FRIMEID= DAHC6U-€69-C-2121
FRIMECON= XYZ CORFORATION
MANAGER= J J LIND

ADURESS= AYZ COKFORATION VENTUKA CA

>FRINT FRIMEID ANL CHANGE DOC1
42 COLUMNS REQUIRED.,

OLD DOCI

SAMbU -6
SAMLU-6
SAMS0-~6
SAMSO-¢
SAMSU -6
SAMSO -6
SAMS0-¢
SAMSU - ¢
SAMSQ -€

14CO) -t

REGUEST

FELEJIRD MALY

10 'SAMS0-~7' WHERE DOCI E6 'SAMS0-&°
CONTINUECY/N/F/B) ¢

NEw DUOCI

SAMSU0=-T7
SAMSO- 17
SAMSQ-7
SAMSO-7
SAMS0O-1
SAMS0-7
SAMS0-7
SAMS0-7
SAMLO-7

COMFLETE.

Lickhalter--1liustration »&
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PROBLEMS OF SECRECY
OUr. Edward Teller

Thank you very much. Ladies and
gendemen. Tois a great pleasure to be
here. Some of you may have seen
statements I made, particularly quite
recently, about scerecy. This is your
business and it is a very serious busi-
ness, I would like to repeat my con-
cern as bricfly as possible and then
emphasize those peints where I'don’t
know what should be done. T hope
that we can have a litdde discussion
because I know the problem is famil-
iar to you, and in a way I have come
morc to listen than to speak.

At the ume last summer when
Apollo 11 was fired, there was also a
Russian space vehicle near the moon
not very far from the spot where
Apollo was to land. There were two
large differences between the Ameri-
can Apollo 11 and the Russian Lunar
15. Onc difference was that every-
body knew what Apollo 11 was to
accomplish—there was no secret
about it. But, nobody knew what
Lunar 15 was supposcd to do. That
was one difference. The other differ-
ence was that Apollo 11 accomplished
its mission, and Lunar 15, whatever
its mission was, did nor accomplish
it. This is a remarkable symbol of the
difference of an open and a secrct
operation.

When one talks about secrecy, the
main point of course has to be and is,
the race, not 1n arms but in tech-
nology between ourselves and the
Russians. In 1945 we had a monop-
oly on nuclear weapons and we hoped
to keep the lead by keeping these
weapons secret. Today our monopoly
and, in fact, our advantage is lost.

136

Don’t quote me as saying this is a fact
because few will believe me. Bug, un-
tortunacely, there are strong indica-
tions that the Russians are indeed
ahcad of us. Let me just mention onc
to you.

The Russians have worked for al-
most cight years diligenidy and with
unknown success on missile defense,
We have worked reluctantdy and with
known lack of success, so far. Con-
sidering the great difference in eftore,
it is no surprisc chat the Russians are
ahcad of us.

I think that a closed socicty like
Russia, and an open sociery like the
United States, cannot be casily com-
pared. The institutions are not simi-
larly effeccive in these two socicties.
Recentdy (this s a licdde off the sub-
ject) I read two books by a very re-
markable Russian author, Alexander
Solzhenitsyn, I refer to “First Circle”
and “Cancer Ward.” The First Circle
refers to the first circle of Hell, a
relatively mild concentration camp,
aind rhe dele of the Cancer Ward
gives away its content. The books are
frightening and inspiring. They arce
inspiring because it is remarkable chat
cven in Russia books of this kind can
be written. But it you read them, and
it vou realize that the man who wrote
them believes at leasc in the philo-
sophy of his government, you will
clearly see what the enormous dis-
tance is between a free socicty and a
kind of socicty that has been builtup
in Russia ever since the Mongols con-
quered chat ceuntery in the P3th Cen-
tury —the present Communist govern-
ment being only the last phase of that
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which has ¢stablished 1eself in chat
socicty for centurics.

The Russians know how to keep
sccrets.  The Russtan scientsts do
what they are toid. This has disad-

vantages, great disadvantages even
disregarding the diabolical effects this
has on the human spirit. But because
this 1s the situanion in Russia, secrecy
is no longer an added disadvanrage
for their scientific development. A
Russian scientist can be told what to
do and in practically every case he
does what he 1s rold to do.

In the United States scientists can
work on open subjects and on secret
subiects. No scientist likes secrecy.
Secrecy has impeded our development
and that easily explains a paradoxical
fact, that in the open subject of com-
puters we are ahead of the Russians,
even though, apparently they can
copy what we have done. In the secret
subject of nuclear weapons, they have
caught up with us and arc probably
ahcad of us by now; because in that
subject, we just don’t ger enough co-
operation. Many of our scientists will
not ¢cooperate. Law forbids coopera-
tion with our alliez.

Secrecy has caused serious aliena-
tion between the United States and
the French, and sccrecy has made it
possible for some not terribly con-
scientious  politicians o lull the
American public into a false sense of
sccurity.  Secretary Laird has taken
the initiative to try to tell our people
that we are in trouble; but bad news
15 not casily believed unless the proof
for the bad news can be produced and
demonstrated. Secrecy impedes us in
doing thar. What I am trving to tell
vou 1s that an open socicety does not
work as etfwiently it there is secrecy.
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A closed society is almost by defini-
tion a sccret society, and it we could
only break down scecrecy in Russia,
1 real pmxlbllxty for mutual under-
standing would then begin to de-
velop.

I do not want to belabor this point
any longer. 1 am convincad thart tor
the sake of national sccurity, our sur-
vival, and informing our peoy " - about
our danger, we must make changes in
our policy which is a policy of scerecy
and which is only called, and wish-
fully called, a policy of securiry.

I really want to come to the main
point: what to do aboutit. Andon
that point 1 have no proposals that
I can pur before you with the con-
viction that I know I am proposing
the right system, the right procedures.
Perhaps it might be bestif I could
outline to you two ways in which we
could act. Both of these are aimed ar
reducing secrecy; nonce of them are
aimed at abolishing scerecy —bccause
1 belicve that as long as world ten-
sions continue we cannot publish all
our decisions, deliberations and plans.
Actually, I heard that the North Viet-
namesc knew two days ahead of tme
that we were going into Cambodia.
Excepr for well considersed sccrecy,
they would have known two weeks
ahead of time and our move would
have been completely inceffective. As
it happened, the sceret was pretey well
kept up to the point when troops
started to move and it became prac-
tically impossible to hide the fact that
something was going to h'.lppcn So
I acezpr the need for secrecy in some
respects. The question s how to limit
secrecy, how to open up as much as
is rcasonable and compauble wich
immcdiate necessitics.
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I want to put betore you a relatively
conscrvative proposal and then a
rather radical one. As Talready wld
you, I am not convinced that onc or
the otheris right. The correct dec-
ston may be in the middic between
the two or bevond these limits or in
an entirely different direction. T hope
that you might want to address some
questions to this general arca.

The conservative proposal ts this:
Let us rerain our general struccure of
secrecy, but make at least one switch
that is almost a change in the prin-
ciples of classificarion. I believe that
today the unwritten law is: if in
doubrt, classify; be sure that we don’t
give away anything. I would first of
all like to recommend that nothing
should be classified without 2 care-
fully written statement why disclosure
would be obviously harmful to the
United States, and furthermore, noth-
ing should be classified without con-
sidering the disadvantages that will
follow from the classification and
without comparing these disadvan-
tages with the advantages. Finally,
nothing should be classified without
recommending a definite time of de-
classification, the duration which
should be from case to case adjusted
and adjusted 1o a relatively short
peried of time.

Sceondly, this proposal means that
we would in gencral leave open
scientific work. To classify scientific
rescarch can have remarkable conse-
quences. For example, as soon as we
gotasmecllofa pombxlm that lasers
of high intensity could be usctul,
cvervthing on this subject became
“Sccret-Special Access.” The resule

was that no informaton leaked tor
the very good reason that no informa-
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tion was produced. Classification
managed to turnish an airtighe en-
closure tor a vacuum. In the mean-
time, our past but no longer present
ally, the French, made big progress
which they demonstrated but which
they did not communicate to us so
that we cannot reproduce what they
arc doing. What the Russians have
been doing we have no idea. Now,
forcunately, the topic is declassified
to merely “SECRET.” Whether this
is enough, I do not know. I think
that in the research phase we should
have essentially no classification. In
the special case of lasers this could
make a great conuibution by the
Edisonian method of trying many
small things. Classification tends to
interfere with the process that could
go on in our research institutions and
cven our universities all over the
country.

Nexrt, this conservative procedure
says: When something has been de-
veloped to the stage where we want
ro make a system that is to be de-
ployed —then at that srage lets clas-
sify it; and by not disclosing how we
placc our bets we can hopc to get an
advantage in the technological race.
We can get an advantage of two or
three or four years, Let us essentially
leave rescarch open, but classify de-
velopment. Then, when the develop-
ment is complete at the peak of de-
ployment, pav scrious attention to a
rapid declassificanon. Because, by the
time we have deployed something in
2 wide manner, the Russtans will find
out about i1t no matrer what we do.
And therefore if we kept it seeret we
only fool ourselves into the belief that
the Russians don't know anything
about 1. This, in ¢rude outline,
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would be the conservative procedure,

The radical procedure, which 1
must admit } prefer, has the advan-
tage of simplicity. And it is chis
essential simpliciry which 1 like, Not
that I claim that this is the best pro-
cedure, buticis clearly defined and
therctore casier to operate and will
lead to less confusion. Ler us passa
law that whatever we classify shall be
published in one year from the date
of the classification. The purposc is

~obviously to protect this information

for the kind of period for which we
can hope to keep things secret.

We car protect information such
as where a submarine has gone, and
that infermation we should protect.
We can protect the information as to
what codes we are using or what wave
lengths we are using. We can protect
and should protect the plans in a war
like the war in Vietnam. Butina
year these operational facts should be
disclosed.

Now you may say that codes, wave
lengehs, and other things might be
kept for a longer time. Remember,
we cracked the Japanese code at the
beginning of the Second World War,
and all through that war we could
hear the Japanese ralking to each
other. Had they changed their code
after a year they would have been
better off. A procedure which makes
it clear thar we cannot count on
seereey for more than one year may
in fact result in much more security
than we have at the present tme.
Furthermore, in science and in re-
scarch if necessary one can wait for a
vear tor publication. This is nota
scrious sacrifice, and if secrecy lasts
tor only once vear in very many cases
it will become evident that it is not
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worthwhile o classity in the first
place.

This procedure would be auto-
matic. It would essentially open up
rescarch and keep those secrees that
that are most ¢essential to keep and
which can be kept for the proposed
lengeh of time.

There are cerrain confidential per-
sonal repores which I am sure we
would not like to disclose for many
years. The need for confidential han-
dling of the material may remain
essential for 2 long rime. My advice
would be, don't classity chem —just
daen’t talk about them. I can write a
letrer and put on 1t “CONFIDEN:-
TIAL” —please don’c tell anybody.
If I write chat letter to a personin
high office in whom I have confi-
dence, he will kecp it confidential,
and if he doesn't I will next time not
write him such a leteer.

For intelligence operations, which
are of necessity of a clandestine na-
ture, use the “SECRET” stamp only
in those cases where the opcration
demands that a great uumber of peo-
ple should be informed. But in those
cases it is extremely hard ro keep
secrets for a long period. There are
many 1nstances where the sccret
police of Russia, numbcring two
million, highly placed, highly paid
people, will crack our secrecy. What
we have to keep sceret over a long
period, we must handle in small
circles confidentially and without the
protection of a specific law.

It 15 in this sense that T am propos-
ing that the main parr of our rese wrch
and development in military marcters
should be essentially open and that
scerecy should be practiced only on
a strictly temporary basis.
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Onc last poine: I have the highest
respect for the great majority of our
government officials who have han-
dled secrecy 1na conscientious man-
ner, for the clear and exclusive pur-
post to protect the interest of the
United States. However, there are
some cases where I know that secrecy
has been used to cover up mistakes.
The fact that the Russians arce forging
ahcad of us at a rapid rate in the land-
based nuclear tipped missiles has been
kept from the American people very
much to our disadvantage for years.
The Russians know it. Why keep it
a secret? If we had a law which says
that whatever is classified will be
automatically opened up within a
year —the tempration to those who
might want to misuse secrecy for the
wrong purposc —this tempration will
- practically disappear.

I made two suggestions. I really
don’t believe that I can defend either
of them. Both of them have weak-
nesses. I was a little carried away in
arguing for the second for which I

apologize. My main purposc is to
hear your qucstmns to listen to your
comments, and to try to understand
what we rcally should be doing about
sccrecy. Thank you very much.
QUESTIONS AND ANSWERS
(Answers by Dr. Teller)

Q. (Questioner not identified) The
“A” and "H” bombs took about the
same time to develop as the Apollo
program —about 10 years. One was a
sceret program, the other was an open
program. Do vou feel that the devel-
opment of the “H” bomb and the
“A” bomb could have been devel-
oped faster in an open socicty? What
kind of 2 society do you envision us
being in twenty-five years from today?
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A. You don't make it casy for me.
First ot all, you remind me ot some-
tmné, that I should have told vou,
Just abour this time of the day
twenty- -five years ago a group of us
{(about 1006 o1 150 people from Los
Alamos) arrived back in big busces
from an excursion for the nighe about
which our wives knew. They did
not know where we went but they
knew we went somewhere. When 1
came home my wife reccived me with
this ncws. “I read that a big ammu-
nition dump has been exploded and
nobody was hurt. How very inter-
esting.”

Let me tell you however, thatin
spite of this the secret was kept, not
from the Russians —they knew, but
from the rest of the Unired States and
from our allies. We only believed che
Russians did not know and therefore
foolishly put forward the Baruch Plan
assuming our secrets, which we no
longer had, would buy us something.

The “A” bomb was developed in
approximately four yecars. Starting
trom where we did stare, it hardly
could have been dueiopcd more
rapidly. But our open society at that
time was not completely open. We
were at war. Qur scientists knew that
the war had to be won —a situaton
that is almost unimaginable today.
And so we really worked hard and 1
think the development wene fast.
From 1945 to 1949, nothing hap-
pened. The “H™ bomb was developed
in two years from 1949 to 1951,

What I told you is not quite ¢or-
rect. Iris only 99.44 percent correct.
The Apollo program is a little hard
to compare with the “A” bomb and
the “H"™ bomb. It was a very diffcrent
program. Because it was open it
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could be dcvclopcd fast. The difh-
culty in the "A” and the "H” bomb
was to imagine things—to believe in
them. In the Apollo program there
were not many new ideas. What
necded to be done was to get a simple
picce of apparatus put together con-
sisting of more than 100,000 picces
of parts and to make it function reli-
ably. How to do that secredy, 1 don’c
know. I don’t even think that we
could have accomplished it by telling
the people who work on it that they
had better succeed if they don’t want
to be sent to Siberia.

Now. as to your last question, “In
what kind of society are we going to
live in twenty-five years?” 1 alrcady
answered it. Read the First Circle and
the Cancer Ward. Russia will take
over unless a miracle saves us. That
is why we have to consider all of our
problems; the problem in Southeast
Asia, the problem in our universitics,
the problem of secrecy —very seri-
ously indced. We made too many

mistakes. We cannot afford many
more.
Bob Ruecther, Texas Instruments:

Dr. Teller, one of the main topics of
discussion that went on yesterday and
the day before was in the area of ad-

vanced technology and rechnological

arcas and how the U.S. government
and industry ¢ould, on the one hand,
permit technology and advancesin
the state of the art to occur, and at the
same time to protect the interest of
the United Srates in these areas of
technology. One of the suggestions
this group has discussed was that the
Classification Management peopic

within government gee together and
review technology and where neces-
sary develop guidance. Do vou feel
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that in such a formar, industry or
those outside of the government
should actively participate to give a
tull picture?

A. I know that in very many casces
the classification officers have kept up
with technology and were exeremely
careful in making reasonable sugges-
tions how to handle our present tools
in an optimum manncer. I can say thae
in the Livermore Laboratery chis has
been the case in a uniform manner.

At the same time, I also must say
that such better understanding on the
part of the people who are respon-
sible for classification, for distinguish-
mg between what is sceret and what
is open is a superhuman rask, and
indeed cannot be performed. The
essence of science and the essence of
technical progress is surprise. Nobody
can plan it. Nobody can foresee what
will become very important, what
will not be imporctant and what can
in fact be kepr secrer, for a litde
longer or a licele less long time. Such
understanding will be necessary Dur I
think in 1tself will nor selve the prob-
lem unless there are simpler ;Duxdc
lines and unless we establish the right
new procedures.

Howard Maines, National Aero-
nautics and Space Administration:
Dr. Teller, I think you should be a
part ot NASA top management be-
cause you scem to be taltking exactly
like I hear chem :pul\ frequendy. I
had a smali parc in the classification
in NASA in Apcllo —quite an open
program. I would like to assure you
that it our management had its way,
and it usually does, che space shuttle
program would probably be c¢ven
more open. I bring this poiny out ar
this point because I have had a num-
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ber of questions. When are we going
to get a classification guide out on
space shuttle? T don't know that vu
will ever get one out. If we do,
think ¢verything in ic will say itis
unclassificd. Fred Daigle started prod-
ding mc about threec months ago,
“Where’s the guide?” If we were
smart ¢cnough to write a guide then,
we wouldn’t nced his 110 million
dollars worth of study we have going
now. So we are negotiating and talk-
ing with the Air Force. The straw
men are falling. The policy that has
been signed is an open agree ment
with the Air Force. They are actively
supporting us. lt says that the pro-
gram will be generally unclassified.
We don't say that you can’t classify
something. But you had better have
it well articulated or you will be up
there explaining it. Thank you, sir.

A. Thank vou. I certainly could
not improve on what YOU said.

(Questioner not identified) Dr.
Teller, there is a school of thought
which suggests that the free and
closed societies to which we refer are
in fact on a convergent course in
which cach socicry will take on some
of the characeeristics of the other and
that in those 25 years we were talking
about there will be a grear deal of
similarity between the two. Will you
react to that school of thought

A. You call it a school of thought?
I would call it a school of dreams.
Perhaps there is some cruth in ic
When I look ar some of our students
who are bent to be heard bur not e
listen to anvbody; when 1 see some
of the otaliarian methods that the
New Left is adopring. I tear thatin-
deed we might be on a convergent
Coursc.
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As far as Russia iy connerned, |
don’t say that dthare has been no
dmngc—-Russ"" has on the whole
changed litde in the last several hun
dred years. It was a closed sodciy
then and it remains so. In chis puxod
there have been a few particularly
horrible periods like those under Ivan
the Terrible and under Scalin. T don't
sce a long term wrend. Tdon't see it
in the work of the best Russian
authors. And I don't sce it in the
Russian acuons, in connection with
suppxcssmg a germination o. free
speech in Czechoslovakia or in their
support of a 12ch Century society in
Egypt.

I believe that there is no such con-
vergence, and I chink the convergence
in a favorable dircction can come
about only if the Free World unites
and if we demonstrate thac an open
socicty can work in an cffective man-
ner. In this respect we have not done
very well. And this s the reason why
1 feel that we are not winning the
Cold War.

(Qucstioncr not idcnriﬁcd) Dr.
Teller, T have been wondering if you
could tcll us any thmg, about the col-
laboration or cooperation between
the Red Chinese, the Sovicts, the
French and Eastern European scien-
tists.

A. 1 cannot teli you anything. As
far as I know there is no collabora-
tion. Secrecy has divided the world
INto many compartments.

There was some collaboration be-
tween the Sovier Union and Chinua
in the first cighe years of the Com-
munist Chinese regime. From whae 1
hear this collaboration was rather
limited. The collaboration in Eastern
Europe is very restricted. Even to
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travel from one Iron Curtain country
to ancther scoms to be exceedingly

ifficult. The French tollowed our
example and have closed themselves
()Ifln se \.'f!ll reSneees

The freedom to Lommunicurc idcas,
the opportunity to work together is
a great unitying principle. 1 cancell
you a liede story. A few years ago, 1
was asked by the International
“1ouse, (the place where in Berkeley
the foreign students live) to give
them a talk. Targued for a federation
of the Free World, a loose federation
whereby cach member retains his
independence of action for its interior
well being, but where the problem of
defense is common. 1 proposed that
we share our nuclear explosives with
NATO. After the speech, 2 Russian
exchange student came up to me and
said, " Dr. Teller, you cannct mean
what you said. How would you fecl
if we Russians would give the atomic
bomb to our East European allies?”
All this occurred 1n 1957 so you will
understand my reply. I said 1 would
be delighted 1fthcy would give the
atomic bomb to the nu;;ga_rum The
Russian changed the subject at once.

I believe that what we do in this
country <an be terribly important,
partly because of our great strengeh
and partly because of our long tradi-
tion in such important matters as
frecedom of speech. We happen to
find ourselves in a position where we
have a great intluence on the rese of
the Free World. If we can reduce
secrecy, if we can open up, if we take
steps d(‘blgn(‘d to recognize the com-
mon interests of the Free World; of
all the free and advanced countries,
I think we would have made a very
long step towards stability and free-
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dom and we would give a fixed point
tcowards which the Russtans then
may have to converge.
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and the Assistant Secretary of Defense
(Administration).

In addition to numcrous other
awards, Mr. Licbling reccived the
Excepuonal Civilian Service Award,
1956. and the Air Force Association
Citation of Honor Award in 19606. In
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1957, he was the recapient of the
}uninr Chamber  of

--------

“Arthur 8. Flemming Award™, and in
1969, Mr. Licbling was the recipient
of the Natonal Civil Service League
Awards as “Onc of the Ten Qur-
standing Carcer Men in the ULS.
Government.” Heis a member of the
Amecrican  Society ot International
Law, the Amcrican Academy of Po-
litical and Social Science, American
Socicety for Industrial Sccurity. and
the Air Force Association.
Donald V. Magiil

Mr. Magill is ecmployed by the Me-
Donnell Douglas Astronautics Com-
pany at Huntington Beach, Calitor
nia. The past 12 of his 19 years with
the Company have been in an engi-
ncering management capacity. Init-
ally he was responsible for the missile
structures organization, and for the
past 8 years he has been a manager of
various advanced missile systems and
technology activities. These assign-
ments have included both govern-
ment (including foreign government)
and company sponsored programs,
primarily advanced weapon systems
programs.

Mr. Magill is a graduate of Oregon
State University with a BS in Me-
chanical Engineering.

E. Frank Marlor, Jr.

Mr. Marlor is the Manager of Con-
figuration Identification and Account-
ing with Research and Enginecring
Department of Rescarch  Environ-
mental Systcems Division.

Mr. Marlor worked tor 2 years as
Inspector of Engincering and Mave-
rials with INM, Midvale Company,
Philadelphia. He scrved 3 years in the
Navy during WW 11, as a Project
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Oﬂuu and Anti-Submarine Wartare
Rescarch., Hoe wias in the Reserve
ngmm after the war and is now a
Captain USN Reserves, Retired. He
spent 10 years at Naval Air Develop-
mcnt Lcntcr, Johnsville, Pennsyl-
vania, where he was a lead engincer
on special R&D Projects. Mr. Marlor
worked 14 years with General Electric
as an R&D Project Engincer. He was
Manager of Engineering Support on
the Mark XII

Mr. Marlor holds a degree of Bach-
clor of Mechanical Engincering from
Drexel University, in Philadelphia.

Francis W. May

Mr. May is from Air Force Head-
quarters in Washington, D.C. Heis
Chicf of the Classification and Infor-
macon Security Branch, Directorate
of Sccurity Police, The Inspector
General. This Branch has responsi-
bility for classification policy and
criteria for the Air Force.

Mr. May is a lawyer by profession.
He was graduated trom the Colum-
bus School of Law, Catholic Univer-
siry, in Washingron, and has served
in various legal positions with the
government. He is a member of the
Federal Bar Association.

My, May served in the Army Air
Force in W W 11 and was recalled to
active duty with the Q81 in 1951 to
1953. He is a Colonel in the Reserve.
He has been in Air Force Headquar-
ters, in various positions, since 1953,
His assignmenes have included re-
sponsibility tor the establishment of
the Air Forcee Classification Manage-
ment Program in 1963, and for its
continued development

O. P. Norton
Mr. Norton recetved his AB degree
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from the University of Michigan,

From 1946-1953 he was assodated
with the U.S. Department of State,
Forcign scrvices Diviston. The next
ten years of his carcer was at Johns
Hopkins University, Applied Physics
Laboratory, as an Assistant Scority
Officer. Since 1963 Mr. Norton has
been  Manager, Industrial Sccurity,
Communicaaons  Services of LTV
Acrospace.

Charles R. Prohaska

Mr. Prohaska, as a staff member at
Sandia Laboratories for the past 7
vears, has been working to put classi-
fication decisions and procedures ina
framework that will ¢ncourage the

active participation and acceptance of

the “rules of the game” by Laboratory
line personncl, who must ultimarely
use classification guidance on a day
to day basis. Mr. Prohaska draws
upon his background in ¢lectrical en-
gincering (MSEE), AFIT, 1958 and
business administration, as well as his
previous system program office expe-
rience while with the Air Force

S #sa F QPO FPVY A T
Systems Command at WPAFB.

Robert B. Ruether

Mr. Ructher 1s Senior Security Ad-
ministrator of Texas  Instruments,
Inc., having joined the firm in
August, 1969. He is primarily respon-
sible tor the development, implemen-
tation and operation of the contract
security program for the multi-facility
organization of Texas Instruments,
Inc.

Mr. Ructher served 2 years in che
Army as a supervisor of the traince
scction,  Headquarters Company,
Medical Corps. He accepted an ap-
pointment as a special agent of the
Federal Bureau of Investigation in
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1994, and served in the Los Angeles
and Washington, D. C. offices. In
1958, he accepted a position as Ad-
ministrative Special Agene with the
American Insurance Association. In
1966, Mr. Ructher began employ-
ment with Autonetics, Division of
North American Rockwell, as a Sc-
curity Administrator.

Mr. Ructher is a graduace of Xavier
University with BS-BA degrees in
cconomics, history and philosophy,
and has completed one year of grad-
uate school in economics at USC
He is an active member of the
American Society for Industrial Secur-
ity, and the Society of Former Special
Agents of the FBI, and a member of
the National Classification Manage-
ment Society.

Dean C. Richardson

Mr. Richardson received his BA in
Political Science from the University
of Maryland and has attended the
U.S. Navy Post-graduate School in
Monterey, California.

He was a Commander in the US.
Navy during which time he was Di-
rector of Classification Management
for the Bureau of Naval Weapons and
scrved in the Office of Industrial Se-
curity, Headquarters, DSA. He retired
in October, 1967,

Mr. Richardson is currently Man-
ager of Corporate Military Security,
Texas Instruments, Inc.

Capruain James L. Stehn

Caprain Stchn is the System Pro-
gram Staft Officer (Under Deputy for
Space Communications System) at
Headquarters, SAMSO. From 1963 to
1967 he was with the Air Force
Armament  Lab, ac  Elgin  AFB,
Florida. From 1967 to 1968, he was
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with the Air Foree Insticute of Tech-
nology. Captain Stehn is prosenty
involved wich Application and Inter-
pretation of Classification Manage-
ment, Military Space Communication
Systems.

Captain Scchn received his BS in
Chemical Engincering, in 1963, from
Iowa State University. In 1968 he re-
ccived his MS in Engincering Man-
agement from Renssalaer Polytechnic
Institute, Troy, New York.

Francis D. Tappaan

Mr. Tappaan is Vice President for
Urban Affairs at the Acrospace and
Systems  Office, North  American
Rockwell Corporation (NR) and
directs the Equal Opportunity Pro-
gram, Industrial Security and the
Executive Staff Office. Mr. Tappaan
joined the Company in 1960, scrving
firse as Assistant to the Vice Presi-
dent, and later as Vice President of
Public Relations.

Mr. Tappaan practiced law trom
1932 to 1940 and scrved with the
Navy in both WW I and Korca,
reaching the rank of commander.
During WW I he received the Pur-
ple Heart, Legion of Merit and Silver
star. He served as legal counsel o
the Assistant Chief of Burcau of
Naval Personnel during the Korean
conflict.

In 1952, Mr. Tappaan was ap-
pointed a Commissioner of the US
Court of Milicary Appeals, a post he
held until 1954, when he was named
o the Department of Justice and be-
came Chiet of Organized Crime and
Rucketecring Secuon.

From 1956 until 1959, Mr. Tappaan
was  Legislanve  Counsel to Sen.
Thomas Kuchd], and then became
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Vice President in charge of Student
and Alumni Affairs at USC.

A Southern Californian, Mr. Tap-
paan was educated in Los Angeles and
graduated from US  with his BA and
JD degrees. He is a member of the
State Bar of California an< the Los
Angeles County Bar Association.

Dr. Edward Teller

D, Telles, Nuclear Physicise, is a
native of Hungary, and in 1941 be-
came a citizen of the U.S.

Unul 1939, he was absorbed by
pursuits of the theoretical physicist.
attempting to understand  the be-
havior of molecules, atoms and
nuclei.  Bur the discovery of the fis-
sion process and the menace of Nazi
Germany drew him to work on
atomic explosives.

Unlike many nuclear physicists
who helped develop the world’s first
atomic bomb, Dr. Teller conrtinved w
work on nuclear weapons after Hiro-
shima and the end of W W II, in the
firm belief that there were many un-
explored applications of nuclear ¢n-
crgy. He fele that the U.S. would
need 2dvanced nudclear weapons to
successfully oppose future dangers.

After WY I1, Dr. Teller made sig-
nificant contributions to developments
of atomic weapons and to the design
of the world’s first hydrogen bomb.
He was 2 member of 2 General Advis-

cry Committee of the ULS. Atomic
Enc.gy Commission from 1956
1958, hcelped establish the Nation's
sccond weapons laboratory at Liver
more, California, and served as Diree-
tor ot the Livermore Laboratory from
1958 to 1960.

Dr. Teller has recurned o academic
lite as Professor of Pliysics-at-Large at
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the Universiey of Calitornia, and con-
tinues 1o scrve as Associate DHrector
of the University’s Lawrence Radia-
tion Laboratory. He is also a member
of the Scientific Advisory Board of
the U.S. Air Yorce.

Di. Teller received his university
cducation in Germany, received his
Fh.D. from the Untversity of Leipzig
in 1930. After the carly 1930s he camic
to this country and was Professor of
Physics ar the George Washington
University, Washington, D. C., from
1935 to 1941. His wartime assign-
ments took him from Columbus Uni-
versity, to the University of Chicago
until 1952, and since then at the Uni-
versity of California. '

Charles Uhland

Mr. Uhland has just completed five
years in Security Operations as a Se-
curity Classification Analyst. He is
with General Electric, RESD. He
moved into engincering design seven
years ago. Mr. Ublan 1 was 2 membar
of Wayne Wilcox® Panel on Cost
Savings during last year’s seminar in
Washington, D. C.

Dr. Everett 'T. Welmers

Dr. Welmers is the Assistant to the
President, at the Acrospace Corpora-
tion.

From 1944 10 1959, Dr. Welmers
was associated with the Bell Aircraft
Corporation as Flight Test Enginecr,
Chict of T ynamics, Director of the
proposcd Lawrence D. Bel! Rescarch
Center, and finally as Assistant to the
President, In 1959-1960 he was on
leave to the Institute tor Defense
Analyses and the Advanced Rescarch
Projects Agency. Since late 1960 Dr.
Welmers has been ar the Acrospace
Corporation, initally as &« Group Di-
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rector in Systems Research and Plan-
ning Division, as Assistant tor Tech-
nical Operations t¢ the General Man-
ager of the Manned Systems Division,
then as Assistant to the General Man-
ager of the El Segundo Technical
Opcrations. In May, 1968, he was
appointed Assistant to the President.

Dr. Welmers holds an AB degree
from Hope College in marhematics
and the classics, AM and Ph.D. de-
grees in machematics and astronomy
from the University of Michigan, and
an honorary Doctor of Science degree
from Hope College. He has been an
instructor and assistant professor of
Mathematics at Michigan State Col-
lege and a professional lecturer at the
University of Buffalo.

Wayne T. Wilcox

Mr. Wilcox is Director Adminis-
trative and Personnel Services on the
Corporation Staft of ARINC Re-
scarch Corporation.

Mr. Wilcox attended the Univer-
sity of California and then rpent
twenty-one years in the U.S. Navy as
a Naval Aviator. He retired in 1961
with the rank of Commander. While
in the Navy he held varrous Coms-
mand and Staft billets including tech-
nical development of test flying wich
the Armed Forces Special Weapons
Project, Albuguerque, New Mexico,
and International Staff  experience
with NATO.

Mr. Wilcox joined ARINC Re-
scarch Corporation 1n 1961 as Con-
tiact Administrator. He moved into
general business administraton in
1963, when he was appointed Assist-
ant 1o the Vice President. His present
posttion carries with it the dutes of
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Corporate Sccurity Ofheer and Classi-
fication Management,

Mr. Wilcox is currently Chapter
Chairman, Washingron Chapter, Na-
tional Classifications Management So-
ciety, member ot the American Se-
ciety for Industrial Securiry, and the
American Management Association.

Donald B. Woodbridge

Mr. Woodbridge is a development
engincer at Y-12 Plant, Oak Ridge.

From 1935 to 1938, Mr. Wood-
bridge taught physics and mathe-
matics at the College of Charleston
(S.C.). At Brooklyn College, Brook-
lyn, N. Y., he taught physics until
1943, when he joined S.A M. Labs,
New York, as a research physicise.
Mr. Woodbridge worked for the Oak
Ridge Gascous Diffusion Plant from
1946 to 1965, as a rescarch and de-
velopment engineer and as head of
mechanical development department.
From 1956 to date, he has been with
Y-12 Plant as Devclopment Enginecr,
Assistant  Superintendent  Special
Projects Department, plant classifica-
tion ofhicer and AEC respousible re-
viewcr.

Mr. Woodbridge has served on the
NCMS3 Board of Directors from 1964
to 1969, during which time he was
Chairman of the Board in 1964-1965,
1966-1967. He served as President of
INCMS in 1965-1966, and Counscl to
the Sodcty in 1969-1970. He 15 a
member of the Amcrican Physical
Socicty,  Amcrican  Assodiation  of
Physics Teachers, Phi Beta Kappa,
Sigma Xi.

Colonel George A, Zacharias, USA

Colonel Zacharias has served as

Chict, Oftice of Induserial Sccurity.
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