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THE WHITE HOUSE

WASHINGTON

July 14, 1972

Mr. Eugene J. Suto
President
The National Classificatior Management Society Inc.

Dear Mr, Suto:

1 should like to take this occasion to tharnk you for cxtending tc
Ambassador Jchn Eisenhower and myself the invitation to attend
the Eighth National Seminar of the National Classification Man~
agement Society. Unfortunately, neither of us will be able to
attend the Seminar but I would like you to convey to the partici-
pants our interest in the work of the Society and extend to them
the following greetings.

No doubt you are aware that the government has embarked this
year on a new and progressive classification system. On March
8, 1972 President Nixon signed Executive Order 11652 which set
in motion the first major overhaul of the classification system in
nearly 20 years. This reforin was the result of a study which be-
gan in January 1971 under the chairmanship of the Assistant
Attorney General William Rehnquist, It involved personnel at

all levels in each of the departments dealing with national secur=~
ity information. When Mr. Rehnquist was nominated to the
Supreme Court [ took over the chairmanship of the working group
and after the promulgation of the new Executive Order and an
National Security Council directive thereunder the new rules went
into effect on June 1, 1972.

The new Order is a concrete and straight forward attemg* to
create a morc rationale and credible basis for classifying ma=-
terial reclating to the national security. Three basic objectives
underlie the new system. ‘

= The first is to reduce the amount of material that
is classified.

- The second is to provide for specdicr declassifica-
tion.

- The third is to provide a monitoring mechanism to
insurc the above objectives are carried out.
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The problem which is faced is most clearly dramatized by the
fact that it is estimated that there are in government archives
over 760, 000, 000 pages of classified documents from the period
1942 to 1962. The sheer magnitude of the problem is over-
whelming. Ir the words of the President in his statement on the
signing of the new Executive Ordcr on March 8th

"The many atuses of the security system can no
longer be tolerated. Fundamental to cur way of
life is the belief that when information which pro-
perly belongs to the public is systematically with-
held by those in power the people soon become
ignorant of their own affairs, distrustful of those
that manage them and eventually incapable of de-
termining their own destinies,"

In an endeavor to support this fundamental belief in concrete terms
the new Order specifically provides as follows:

- Tighter rules have been instituted to determine
what is qualified for classification,

- The number of departments originating classi-
fied information outside the Executive Office of
the President have Leen reduced from 24 to 12.

- The number of individuals in these departments
has been reduced by over 50%.

- The individual classifier must be identified on
the material which he classifies,

- A General Declagsification Schedule ranging from
6 to 10 years has been established for aulomatic
declasgsification of all documents except those which
fall into four specifically defined categories,

- Sanctions have been authorized to prevent over classi-
fication and abuse of the system,

- An Interagency Classification Review Committce has
been established consisting of the General Counsels
of the major departments involved with national se-
curity information and under the Chairmanship of
Arnbassador John S, D. Eisenhower. The Committee
will oversee, monitor, hear complaints and generally
act as a watchdog to insure the implementation of the
new Executive Order - not only in letter, but in spirit,
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Needless to say the implementation over-sight and education re-
quired to make the new system work is a major undertaking.
This to my mind, is the arca in which your Society can be most

helpful and we would be most appreciative of any steps you can
take in this direction.

Finally, I would like to <lose by saying that we are under no

illusions about the difficulty of getting control of the whole pro-
blem of excessive clasaification. However, we do believe that
we have set the framework and policy course for a flexible and
progressive system that is evidence of and in keeping with the

President's pledge to have an open administration.

Sincerely,

ol £\

David R. You
Executive Director,

Interagency Classification
Review Committee

L IR
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STATUS OF LEGISLATION AFFECTING
CLASSIFICATION MANAGEMENT

BY

WILLIAM C. FLORENCE (NCMS)

Thank you, Mr. Chairman, GREETINGS
EVERYONE,

It is truly an honor to be invited to talk
with the National Classification Management
Society about security classification matters,

I expect to spend only a short time with
these comments, My hope is that there will
be ample time for questions afterward,

Discussion of legislation affecting
classification management is the hest possible
way to open the Eighth Annuzl Seminar,
Publication by the New York Times, the
Wnshlng%on Post and other papers in June
1971 of the Vietnam Study, known as the
Pentagon Papers, showed clearly how
damaging the President's secu1 ity classifica-
tion practices had become in the life of this
nation.

Those practices wera revealed as con-
stituting a deniai of truth 10 the American
people about Executive brinch operations
which the puople had a rigit and a require-
ment to know, according to the Constitution,
They also showed that the more secretive the
Executive branch became, the more repres-
sive it became in relation to Congress and the
people.

Members of Congress, as a group dem-
onstrated a feeling of urgent need for cor-
rective legislation, Many of them participat-
ed in and supported litigation initiated to
compel the Executive branch to cease attempt-
ing to substitute Executive preference and
administrative choices for established law.,

Meinbers of Congress suddenly realized
that they had been victimized, on a continuing
basis, by allowing the fantastic hoax of
security classification TO'REEN edsential
knowledge from them, Congress had been
denied access to information central to
exercising its coastitutional legisiative and
surveillance functions.
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The reaction in Congress was expressed
variously by different members. Many
Senators and Representatives introduced
resolutions and bills designed to assure that

‘Congress would have irformation from the
Executive branch as necessary to exercise
its judgment regarding the course of action
this nation should follow in world affairs and
domestic endeavor.

There are five House Resolutions and
four House bills regarding the suhject of
security classification, They were sponsor-
ed by about 50 Representatives. There are
at least two Senatc resolutions and two
Senate bills on the same subject. A third
bill is being considered for introduction,

Most of the legislation was a quick-
reaction proposal to (1) Investigate Executive
branch security classification practices, OR
(2) Make studies of laws and regulations, OR
(3) Establish a commission to monitor the
Executive branch clasgsification system.

For example, on the Senate side is
Senator Muskie's draft '"T'ruth in Government
Act", S-2965. His bill would establish a
seven-member Disclosure Board to promul-
gate a new classification system and monitor
its operation,

Senator Javits' resolution of May 5, 1972
possibly could be acted upon during this
session of Congress., It would establish a
Senate Committee to study existing law and
Executive secrecy, and recommend whether
classification markings should be viewed as
having any validity.

A third Senate action of particuiar
interest to this Society is the proposal to up-
date the Federal Criminal Code, including
the Espionage sections. Senator McClellan's
Subcommittee of the Judiciary on Criminal
Laws and Procedurcs has been holding hear-
ings on the Brown Commission's recommenda-
tions for Reform of the Federal Criminal
Laws,

A bill incorporating the Subcommittee
Version of the Commission's recommenda-
tions was prepared more than two months
ago, but was held for further review,
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I* had been recommended that to mis-
handle "'National Security Information™ be
made a crime. The information would in-
clude about everything that could be classi-
fied under Executive Order 11652,

As one witness who testified befure the
McClellan subcomittee, [ urged that no
penalty be established for mishandling in-
formation unless there is intent to injure
the United States.

Two House bills merit discussion. The
first, H.R. 9853, known us the Hebert Bill,
would provide for a 12-mamber "Commission
on the Classification and Protection of
Information". The commission would review
classification rules, observe classification
practices, and make reports and submit
recommendations to the President and
Congress,

The Hebert bill was discussed during
hearings held in March 1972 by the Nedzi
subcommittee of the House Armed Services
Committee. Representatives of NCMS
commented on the bill, somewhat untavorably,
when they testified before the Nedzi
Committee.

The other House bill, L. R, 15172, was
introduced May 24, 1972 by Representative
Moorhead, chairman of the House Sub-
committee on Foreign Operations and
Government Information. The bill is known
as the "Freedom of Information Act Amend-
ments of 1972", It would:

(1) Establish in law the authority of
Executive branch to classify
"National Defense Information”
as Top Secret, Secret, or
Confidential.

(2)  With certain exceptions, limit to
only one year the assignment of an
ftem of inrformnti(m to a given
classification,

(3) Establish a nine-member Com-
mission to prescribe standards
and procedures for handling
classified information, and to de-
classify information that an
agency is holding needlessly.

(4) Provide for people to appeal to
the United States Court of Appeals
for the District of Columbia if the
commission itself refuses to de-
classify an item of information
held in secrecy by the Executive
branch,

It is my opinion that the majority of
Congress is not in favor of establishing any
separate commission to operate in the area of
classification and government secrecy.

I also developed a Bill for introduction
in the Senate. It would be known as the
"National Defense Data Classification Act",

My objective would be to legalize a
classification system that would be operated
by the President, not a commission, The
Act would:

(1) Limit the legal classification of
information to a single category.
Restrictions on the routing of
especially sensitive information
could be prescribed administrative-

ly.

2) Establish "Would damage the
National Defense' as the basis for
classification, not "could damage'.
(That is the only criterion, if any,
that could be consonant with the
First Amendment, )

(3)  Set two years as the normal limita~
tion on classification for an item of
information, (The head of an
agency could extend the period of
classifieation to eight vears, ov in
the case of eryptologic information
and certiain intelligence items, he
could permit i classification to
remain for 12 vears,

Senator Gravel is actively interested in
filing o bill along the lines of the one 1
suggested. Towever, he intends to obtain
support from other scnators at the outset to
an agreed version of the bill, There is no
point in introducing a Hill and then starting a
scarch for someone to disagree with it as
submitted,
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As for the future, let me explore with
you what would be more certain to affect
classification management than any other
action pending at this time.

[ am referring to the Executive branch
proaecution of Dr, Elisberg and Mr. Russo
in Los Angeles, If you do not know what the
trial i8 about, here are some facts:

(1) Elisberg and Russo were indicted
30 December 1971 for violating
184, 8.C. 370 in conspiring to
defraud the United States by inter-
fering with and defeating its lawful

governmental function of controlling

the dissemination of classified
Government Studies, not aocuments,
during a period ending in September
1970, That was over eight months
before the Vietnam Study was
published. Dr. Ellsberg was an
employee of the RAND Corporation
at the time,

(2) No one ever heard before that
section 371 of the Criminal Code
could apply to something called
classified,

(3) Also, Ellsberg was charged with
violating 18 U.S.C. 793(e), an
espionage statute, by having un-
authorized possession during 1969
and part of 1970 of certain volumes
of the Vietnam Study, and by dis-
-losing the documents to a person
not entitled to receive them.

The thira basic charge was that during
the 1969~1970 period, the theft statute, 18
U.8.C. 641, was violated by converting
certain volumes of the Vietnam Study to pri-
vate use.

Let us pass cover the distorted theft
charge and consider the case the Executive
branch bas made under the twc statutes,
Of sp#ocial interest are the following facts:

(1) Ellsberg is not churged with doing
or intending to do anything injurious
or prejudicial to the national
defense, cr with having reason to

believe that the Vietnam Study
could injure the United Sates or
be of advantage to a foreign nation.

(2) Ellsberg is not charged with giving
the Vietnam Study to the New York
Times or any other paper. He i8
not charged with %Ll public dis-
closure of the Study, either direct-
ly or indirectly.

(3) Ellaberg is charged with dis-
closure of portions of the Vietnam
Study to three individuals in viola-
tion of specified contractual
Security procedures applicable to
RAND, Also, he is charged with
having retained a copy of the
Vietnam Study in viclation of the
same contractual procedures, even
though the record is clear that he
had signed for the copy as an
"authorized person'.

(4) The Executive branch has alleged
that Security procedures applicable
to RAND also applied to Ellsberg,
and that the alleged violation of
certain of these procedures by
Elisberg and Russo constituted a
violation of law,

If the Executive branch can get
Dr, Ellsberg and Mr. Russo punished for
criminal violation of administrative pro-
cedures included in a contract with a com-
mercial firm, with no charge of bad intent,
bad conduct, or negligence, we shall have
become’a Police state of the worst sort.
The First Amendment guarantee of free
speech will no longer exist.

1 cannot believe that the jury in the
Ellsberg-Russo case will agree that any law
was violated. Dut if they are convicted, 1
predict that Congress will definitely act to
demolish the Sxecutive branch classification
system as we know it today.

Thank you, very much,

20 VPO NV T
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EFFECTIVE DECLASSIFICATION AT THE NATIONAL
ARCHIVES

EDWIN A. THOMPSON

NATIONAL ARCHIVES AND RECORDS SERVICE

I want to thank Mr., Eugene Suto, your president,
and Mr, Ceorge W. McRoberts, seminar chairman,
tor inviting me to appear here today. 1 believe
this is the first time a representative of the
National Archives has addressed you., 1 am sure
that my appearance here at this particular
seminar reflects the newly recognized rvle of the
Archivist of the United States--my boss--in the
business of classified records management,

Executive Order 11652 mentions the Archivist of
the United States in three sections while its
antecedents, Executive Order 10290 of 1951 and
Executive Order 10501 of 1953 with their half-
dozen amending Executive orders did not once
mention the Archivist. As many of you know,
this did not mean that the Archivist and his
staff and the National Archives and Records
Service as an institut:ion has not been deeply
involved in the management of classified records
for many years,

Thivty~eight years ago when the National Archives
was created, the classification of documents was
still in its infancy, We were busy taking in
from the agencies the records of the American
Revolution, surviving records of the early busi-
ness of the Federal Government, large blocks of
Civil War records and some more recent ones.
Classified documents were no problem largely
because few made their way into our custody.
Sensitive records most frequently remained
closely locked up in the offices of origin until
World War IT,

Archivists were also developing in those days the
techniques (and fostering the proper attitudes in
the agencies) for making the nation's records
available to the public in general and to histor-
ical rvesearchers in particular. The National
Archives, we argued, was created not only to
receive, preserve, and provide reference service
to the Federal Government on its own records of
permanent value, but also to make those records
accessible to all citizens.

World War Il changed the character of some of the
records transferred to the National Archives, the
size of our holdings, and the uses made of our
collections. As the emergency developed the old
line offices of government disgorged more and
more of their recent records to make room for

Lhe cnormous increase in new records. Because
these recent records were sometimes marked

R T L T TP

e 2 e ey ¥y N

11

"Confidential" or "Secret," we were given our
first lessons in handling classified records,

0f ficial researchers appeared in our seacch

rooms in growing numbers to analyze historical
antecedents to the '"new" problems facing

Mr. Roosevelt's government. After zall, some of
these same problems had been faced by Mr., Wilson's
government just a generation earlier. But access
for official researchers to records marked
"Confidential" or "Secret" was not a problem
because they came with authorization for unre-
stricted access, After the war the National
Archives was approached for the first time by
considerable numbers of unofficial researchers
seeking permission to examine classified materlal.
They were encouraged to believe that vast quanti-
ties of recently classified material would be
made quickly available. An example of the

liberal attitudes can be found in the statement
by Chief of Staff of the Army Dwight D. Eisenhower
on November 27, 1947:

the historical record of the aimy's opcrations
as well as the manner in which these were
accomplished are public property, and except
where the security of the Nation may be jeop~-
ardized, the request of the citizens to the
full story is unquestioned.... The American
public therefore should find no unnecessary
obstacle to 1its access to the written record.

But the hard facts were that the volume of
classified records was immense and the manpower
which could be diverted to declassification re-
view was severly limited. Further, in some parts
of the government itself, some subjects-—partic-
ularly those affecting foreign policy--were
recognized as increasingly sensitive. As we
plunged deeper into the cold War and then into

a hotter Korean War, awaren ss of these sensitiv-
ities grew., Subversion, the loyalty questions
of the late 1940's and early 1950's, questions
of trustworthiness, and finally questions of the
recuestor's real '"need to know," also conspired
to change the initial post-war liberal attitude.
A more security conscious position prevailed and
became embodied in regulations and finally in
President Truman's Executive Order 10290 of 1951
and President Elgenhower's Executive Order 10501
of 1953, Even Executive Order 10816 of 1959,
which permitted outslde access under certain
conditions represented only a slight relaxation
from the strictness of the original order.
President Kennedy's Executive Order 10964 of
1961 amended 10501 to require that each agency
develop a schedule for automatic downgprading

and ultimate declassification of some material
created after enactment. While such schedules

R LR ALR LT
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could have been applied retroactively, no serfous
plan was considered to apply the schedules to all
the classified records in the National Archives
nor those in records centers.

To the National Archives the requirement: of
these orders meant that large quantities of
classified reccrds acquired from war-time emer-
gency agencies and similar records originated by
the military and other Departments were effec-
tively closed except to the muore persiscent nope-
of ficial scholars who convinced the responsible
agencies that their access was In the best
interest of the government and that they were
trustworthy, The strict clearance requirements
and procedures imposed meant that any f{ree-
wheeling and wide-rangiung research by outside
scholars was severly curtatled {f not cut ofr
altogether, These same Executive orders firmlvy
establish the principle that the originator of
classified records was also the primary arhltoer
tor purposes of declassification. These two
principles governed the National Archives'
management of the classified records which were
transterred to {ts cugtody.

In effect, we were made the middle-mian between
the scholar seeklng access and the agency safe-
yuarding Jefense information. In this role we
cormonly directed the resevarcher to the appro-
priate orfitce where he could obrain [aformation
and torms to submit for clearance.  The pracss-
further evolved whereby Archives speciralfints,
working with the agencv's representatives, Jdeter-
mined firet U{f the researcher’'s topic was so
comprehensive or complex that he needed to see
many different classtrfed files, In sack cases
he was required to obtain security clearanc. s
trom all reioran. agencles.  Once such clearaeoes
were granted, avchivists wvere authorized to make
certain information available to him. National
Archives personnel locate! the intormattoen,
sereened the flles to he zare that the vresear he
saw anly that which he was authortred to examineg

menitored his use of the tiles fn special qeonrity

reseatch rooms; and finally secured bls researoh
notes and forwveoaod thein to the appropriate geen
oft tefals Tor review and eventual release to the
researcher,

Another tvpe of researcher want{ng vere specitic
or limited information, could bhe treated differ-
ently, Archivists would attempt to locate the
siongle document or tew Jocumonts containing rhe
fnformition he desired, declasazifv them 1t the
agency'q regulatfons permitted; or forward them
to the appropriate otficials for declassification
review and release,

v

In etther approsch the National Archives role

in the declassiticatfon process has largely been
that of agent for the original classifying

ot fice, lmplementing directives and regulations
of the Departments set the requirements and we
were obliged to make them work, Notable examples
of Exeentive order {nplementing instructions

were Department of Defense Directives 5200.9
(EN0LO501) and 5200.10 (E010964)., Under these
Directives we were authorized to declassify
information unless it 1t Into any one of the
several broadly-stated exemption categoriew.

But our cexperience has been that manv researchers
seer [nformation precisely in those arens replete
wath exempied categories of information and that
Artomat fo declassiffeation of Group 4 materfal
seldon met the regqufrement of the scholar.,
Contequent!v we are oblivced to advise many
rescarchers to seek security clearances,

Weorecoynive that ¥recat fve Order 11652 does not
entirely eliminate the need tor continuing some
provrans for researchers to obtain security
clearancos in those cises where acecess to large
quantitics of classiffed material or {nformation
buried Jdeenly in manv tiles {9 [nvolved, We
think tt i+ likely, hewever, that researchers
will il themselwes of the mandatorv review
provistons in Section 3 (€Y and (D, {n those
cases vhere the archivist can readily ldenti€v
the intorearion requested and ft can he rev ewed
cith 4 teasonahie ameunt of effort, Vo oaelfev
tivat Lo ot itleine thic provieie: wetr rescarchers
it need tooobtain sciur sy clearances,  But
chethor there will be aoreal change in this
resard i denend apen the cocperat fon and

Hontest etrort ot classitication manavers <ach

ae ovenrse Ive s, For oobder classl ivd material in
o cntoddvesce taindy cen that which predates
Pieveoowe Vo dlo v it peoompecial declassitica-
tion sty will Fe safticient to meet anv manda-
ters revior ropaiterent as bt oarfaes,

T cegre, ARG Bt no mitharity of fta own
Jocimnent s or deciassity them,
Tt b ha been comtined to the application o
the woric!t =wpatbaticens on classified documents
[N

cittaer o Tasaat

proevi el the Gevernment avenc fes which orfef-
nated them, As rhese repgalat fons have pregres-
cive b altered, arehivists have been able to
makbe avatlable to the historfan an addit{onal
mimber of previeasly classified documents, Bt
wost classitied docament s in the National
frohivew Vras the et throneh the Second

Vorhd Car retadn thediv caiginal olassificatton.

e wreat waforate of o ttied and une Ve cit ed
dovamen, s Jatine trom Uorl War 1T are now
il T transterred to ottt National Arenidves,
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They are located either in the Natlonal Archives
Building; in the Archives Division 1t the Washing-
ton Wational Records Center, Suitland, Maryiand;
in the Franklin D. Roosevelt Library, Hyde Park,
New York; in the Harry S. Truman Library, Inde-
peudence, Missourl; and in the Dwight D. Eisen-
hower Librury, Abilene, Kansas. Their totul
volume is approxlmately 260,000 cubic feet.

¢f these, a considerable numbet are still classi-
fled, We estimate that they total about 49,000
cubic [ert of paper records and some 18,500 rolls
of micro .lmed records. These represent approxi-
mately 160,000,000 pages of classified material,
Table I aiso sho's the estimated quantity of
permanently valuable recorc remaining under the
control of the originating Department whether in
record centers or in other agency holding areas.
Motice, too, that ss we move towards the present,
the number of permanently valuable classified
records slowly increases, while the number re-
tarned by the agencies increases dramatically.
You who are classified records managers in such
agencies have your work cut out for you in this
area.

Abou: eighteen months ago, we began to compile
statistics on the size of the declassification
problem faclng the National Archives and began
analyzing the scope of the problem, We concluded
again {as had our predecessors) that the pre-
vailirg procedures would require slow and conse-
quently very expensive declassification review.
This was because the procedures were designed to
effect the declassification of individual
documents only after the most careful individnal
gcrutiny.,

Among other things, those procedures required
that classifi{cation stamp marls on nearly every
page be methodfcally cancelled. They also
required that a declassificatrion authority stamp
be placed on documents indicating the authority
for the action, the date of the cancellation, and
the name or inttials of the person taking the
action,

Furthermore, if we were obliged to use existing
agency regulations and criteria, declassifica-
tion review would require detailed page-by-puage
examination of nearly every document. It would
also involve almest constant referral of docu-
ments to the agencies since the criteria were
often broadly stated or ambhiguous.

Sixteen months age we prepared some preliminary

estimates of the cost of declassifying the 160

million pages of records predating 1946, Under

existing regulations we concluded that {t would
L
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require 1,136 man-years at a cnst of just under
$11 million. We saw too, that unless the im-
peding procedural requirements were changed;
unless we could remove some of the inhibiting
and restrictive critaria and/or obtain more
specific guidelines from all agencies whose
clagsified records were among our holdings;

and unless we could secure a significant change
in the overall approach to classification and
declassification; expenditures on ¢ similar
scale would continue indefinitely. Even as we
prepared these preliminary statistics, we
learned that changes were under serious con-
sideration by the Rehnquist Committee studying
revisions of E010501. We were encouraged to
think that simplified marking and labeling
procedures would be permitted; that better
guidelires would be developed which would
permit us to survey certain records and "bulk
declassify" numerous files o. low sensitivity;
and finally, that meaningful agency assistance
would be made available to eliminate the need
for constant referral of problem documents and
questions to many agencies., Such changes in
procedures and requirements we estimated, would
reduce the cost to about $6,350,000 for a five
year program to declassify the records pre-
dating 1946, The National Archives and Records
Service of the General Services Administration
submitted an appropriation request in line with
these estimates last fall and again this spring.

Executive Order 11652 was signed by Preaident
Nixon on March 8., Section 5 (EY (2) provides:

All information and material classified buiore
the effective de*~ of this order and more than
thirty years old shall be systematically
reviewed for declasgification by the Archivist
of the United States by the end of the thir-
teenth full calendar year following the year
in which it was originated. In his review,
the Archivist will separate and keep protected
vnly such i{nformation on raterial as is speci=~
fically identified by the head of the Depart-
ment in accordance with (E) (1) above. In
guch case, the head of the Department shall
also specify the pericd of covtinued classifi-
cation,

Instead of a five-year program we faced a re-
quirement to accomplish the same amount of work
in about three-and-a-half! (See Table I1) Our
Fiscal Year 1973 proposal was hefore Congress
and could not be readily changed., As we
struggled with the budgetary problem we also
studied the order itself, reexamined our
statistics in the light of more recent experi-
ence and became convinced that we could {ndeed
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accomplish the task assigned us under the new
order, But {t would require the fullest coop=-
eration of all the agencles concerned ~ cvopera-
tion such as we have received from The Adjutant
General of the Army and the Assistant Chicf of
Staff (of the Army) for Intelligeace, the Direc-
tor of Naval History, ONI, and the Office of the
Joint Chiefs of Staff, the Department of Defense
Historian, the Historical 0ffice of the Depart-
ment of State and others.

Detailed declassification reviews conducted b
Army reservists on Army Intalligence Files,
broad surveys conducted by special consultants
to the Adjutant General, and file sampling work
performed on JCS records provided us with new
statistical estimates of the man-hours required
to parform various tasks,

Table (I indicates the estimated number o1
records we are required to review systemati-
catly each year. By December 31, 1975 we shovid
have reviewed all 160 million papes Indicated

haere.

To ensure that all affected avencies understood
whiat the Natlonal Archives declassification
program would entail, we invited representatives
ot nineteen agencies to a meetlnyg at the
National Archives on April 28, The Avchivist

ot the United States, Dr. James B, Rbhoads,
opuned the meeting with these words:

tovperation,..is the name ot the pame, ., Fhe
new Lxecutive Order,..places upon us hoth
heavy responsibility,  In addition, the vime=-
table for the performance of these tasks o
documents which are already 30-vears old, ind
the widespread public concern for openiag
such documents, lend a particular urgency to
our task, The National Archives needs th.
cooperation of all of the agencies whose
classified records are In our stacks Lo carry
ot the Prestdent's mandate. 1 betieve tnat
vour agency will find our review program in-
valuable=<perhaps even essentilal--1n carrving
ant L dffieult task which the order placce

upon ‘V\Yll‘w

lawes B, 0'Neill,
At are

fhe Deputy Archivist, br,
followed with a briefing on the scope and
of the problems facing us using the three tables
shown here,

Foconcluded che presentation with a discassion

on the procedures we will enmploy, provided cach
dgency representat ive with informatton on classi-
tiod records of thelr agencv's oripgin which are
in the National Archives, and pointea out g
the tvpes o) assistance we most have tron cach

o T TRy T , R anddriy

Al ion seloug iy

the tvpes of assistance we must have from 2ach
agency to attain outr goal and meet the obliga-
tion iswosed on us all by the FExecutive order.
[Brict informal presentation using Table Three]
We have been discussing exclusively the most
significant section of the new Executive order
so far as the National Archives declassification
project is concerned. It may be helpful to make
4 lew remarks about the other two sections in
which the Archivist of the United States 1is

went foned,

Sectim 3 (E) provides that the Archivist, as
the custodian of a large quantity of officially
transterred and accessioned classified records,
has the authority to downgrade and declassify
sucl material in accordance with the order,
N.S5.C. directives, and pertinent regulations

of the Departuments. In the past much time and
much paper was expended in obtaining authoriza-
tion {rov {udividual agencies to declassify
particular records of those agencies. Now,
cquipped with the declassification guidelines
which will be provided to us by the agencies
avnd the Natlonal Security Council, along with
those already spelled out in the Executive order
itselt, we can take the action of declassifica-
tion on our own,

Section 11 directs the Archivist of the United
States to review and declassify information and
risterial {n the Archives or Presidential

Librairles which has been classified by the
Pres{dent, bis White House staff, or any special
caommittec or commicsion appointed by him,
Pestiaints on that authority include any pro-~
vinTens in o donor's deed of gift which governs
hiw personal papers, a requirement to consult

with the Departments having a primary subject-
interest, and the provisions of Section

S oot tae order,  Section 11 {s of major importance
to s oac it finally clarifies the declassification
suthoricy tor millions ot pages of highly
important classitied records in our custody,

not e

Oar Jdoub e micaion=eserving both the rest of the
Covernment and the public--makes ua particularly
seniitive to the problem of restrictions on
Acvean to records, Ve are well aware of and
share the conviction throughout the Government
that a4 Jevree of confidentiality {s essential
ior the national gsecurity and for the proper
aperation of pevernment. We are also well aware
~f the Iosistence on the part of historians and
other researshers that they receive access to
records, for we are most often the first to

receize therr requests and thelr complaints,
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From our point of view, Executive Order 11652 is
a decided improvemsnt over the earlier Executive
ordars, It shifts the burden of proof from the
researcher, who wants to see documents, to the
agencies, who must justify their continued
classification. We see it as an attempt to
strike a new and better balance between the
Government's need for confidentiality and the
people's right to know--x balance in favor of
greater access.
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ON COMMUNICATING
S. J. LURASIK
DIRECTOR, ADVANCED RLSEARCH PROJECTS AGENCY

Before I get to the subject of commuuications, I
will take the long way round and look at some of
the fundamental aspects of classification. First
of all, in the classification literature, one
always hears of information. 1 would like to use
a somewhat shorter word that focuses one's atten-
tion where it should be; the word is "fact," 1
think that one should concentrate on facts rather
than on the wore inclusive category of "informa-
tion" because in what follows I will talk about
classification and control at a more detailed
level than we conventionally consider, and facts
are the basic units of information.

I thiuk that 1t is useful to measure the value of
a fact by its utility to soclety. For example,
the laws of electromagnetism are facts and they
are useful in generating power and for communi-
cating over long distance, But thc laws them-—
selves have no value except insofar as they uare
applied for some purpese, Following that thought,
one can ask, what is the relationship between the
value of a fact and the degree of its dissemina-
tion? For general scientific facts, It 1s fairly
clear that their value increases monotonically
with dissemination., There is, of course, a point
of diminishing returns., You eveuntually run out

of people who can understand and/or utilize the
fact; it is not necessary that all two billion
people on the earth today know all about Maxwell's
equations, but certainly "enough" people should
know about them.

Facts about specific technologies like the charac-~
teristics of an engine, the details of a radar,
etc.,, also have a monotonic relationship between
value and dissemination., It is clear, for example,
that everybody in the United States ovught to know
about performance and safety characteristics of
automobiles.

On the other hand, there is a class of facts for
which dissemination beyond a certain point de-
creaseg value. Take the case of a military oper-
attfon., If only the commander knows about it, the
troops can't even move out; a certain number of
other people have to know about it,
if everyone knows about 1it, then the element of
surprise is lost and the utility of the whole
operation {8 in question. For some kinds of fact
then, beyond a certain point, the greater the
dissemination, the less the value,

We can infer that one should determine dissemina-
tion strategy in accordance with the expected
utility, In general, an unknown fact has no

But, obviously,

utility and a fact that only one person knows
has limited utility. As dissemination in-
creases so does the utilization, It is gen-
erally recognized that dissemination 1s a
good tuning.

Our problem today is reallv in the area of the
dissemination of facts rather than in the parti-~
cular iwpediments to dissemination that are
imposed by the classification system. Thus I
would like to talk first about how facts are
disseminated and then see how the classification
interacts wi.n the problem,

Facts are lsually disseminated either in written
or spoken form, and these ways tend to be mutu-
ally exclusive; each has unique advantages and
unique liabilities. For example, documents are
particularly good for wide disseminatien. Many
people can receive them. The accuracy of
dissemination is very high, toc. You can say
precisely what you mean and to whatever depth

is needed, The reciplent, in turn, can take as
much time as needed to study the document. Also,
a high degree of physical control is possible.

In terms of these four characteristics, verbal
communication is very poor. You really can't
converse with too many people, they may misunder-
stand, you don't remember what you say, the con-
versation goes by and you can't study it in
depth, and you can't control who talks te whom,
really.

On the other hand, documents also have some major
disadvantages. For example, there is no immedi-
ate interaction between the source and the recip-
fent of the information, no way of claritying
ambigulties or cxploring arcas in more depth.

The eftort, the tirme, and the cost involved in
preparing documents are very high. Further,
documents leave a potentially embarrassing

record and thus may, in fact, inhibit communi-
cation, But talk is cheap, verbal communication
leaves no record, allows interactiom, I8 easy,
and 1o on,

New whiat 1 would like to do is discuss a third
possibility, a third approach to communication.
This approach uses the technique of recording
information, data, facts, in computer memories.
The method has many attractive features and I
would like to discuss some of them. The use of
compurers can radically change the way we communi-
cate. It will also ralse a number of problems in
the management of classified information, but |
think that, in the long run, computer techniques
will make {1t possible to achieve the two almost
inconsistent goals of increasing the securitv ot
information while at the same time enhancing its

dissemination,
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On May 17, as part of the announcement of Ambas-
sador Eisenhiower's appointment as Chairman of

the Interagency Classification Review Committee,
President Nixon's statement contains the very
interesting passage: ''Under a directive issued
by the National Security Council, each department
originating classified information, has been
asked to set up a .uwputerized data index systenm
for classified material and to compile a name
list of all persons with authority to classify
documents, This application of computer tech-
nology across the board should lead to a much
more manageable classification system and greatly
enhance the flow of inforuation to the public."
The particular applications of computer technol-
ogy that are cited here are really purely account-
ing in nature, bu* | think 1f one looks toward
the broad application of computer technology,
taking as a start the increase of dissemination
of information to the public, then some really
revolutionary possibilities appear. Some of
these are things that ARPA is working on now so
that I have some definite information, Others
represent unsolved problems that I will discuss.

The present classificatlcen system is oriented
either to controlling paper or to controlling
physical access. When we put classified intor-
mation into a computer now, we control access to
the computer. Input to the computer and output
from the computer are in written form and are
marked and controlled as conventional documents,
Of course I include punch cards, reels of magnetic
tape, discs, and that sort of thing.

Suppose we look at the way we run our present
offices, yours and mine. There Is a very wide

gap between our current practices and the theoret-
ical capabilities of computers. How do we work
today? We write or dictate, but our words are
nearly always typed, typed on a keyboard virtually
identical with the keyboard conventlonally used

to enter material into computers. Often we edit
our words, retype them through several drafts,
reproduce and distribute them to various locations,
The recipient sometimes reads them and sometimes
files them, but usually someone eventually re-
trieves our words for study, Finally, we engage
in a very elaburate exercise called "records
management"” in order to purge outdated material
from our files. Now I assert that this whole
process 1s characterized by enormous cost and
enormous inefficiency.

Imagine, instead, that we have a computer system,
It 1s not the kind of computer system that you
may be thinking of, the one that does the payroll
or thiat engineers use for desiygn calculations.
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Let me describe what I have in mind and nome of
its capabilities. So that you don't think I am
too "blue-sky," let me point out that many cf
the capabilities that I am going to discuss are
available today; the rest will be availabie
within the next five years. So this is a very
real thing that I am talking about,

First of all, T will note that in this system
the cost per executed instruction is trivial;
that is always possible by economies of scale.
The system has remote entry terminals, perhaps
locuted bhundreds of miles from the computer.
Since I am not restricting the system to collo-
cation of computer and entry terminals, 1 am
eliminating the possibility of simple fences
and wall. to provide physical security.

Most importantly, the input and output to this
system are flexible and convenient. Perhaps

you have seen that before, but 1 am not referring
to keyboards, but to the ability of the computer
to recognize cursive script; U am talking about
free form English language, perhaps of a re-
stricted vocabulary and syntax, but generally

the simple declarative sentences that we use in
everyday speech; 1 am talking about graphic
displays and, if desired, a hasd copy capability,
All this requires chiedp rapid-access mass
memories, but ti.it's not all that complicated.
ARPA has just bought a trillion bit memory, and
there 1is no reason why one cannot build 1615 bit
memories. (1013 1s an interesting number.
1,006,000,000,000,000! This is equivalent to
the total amount of information assimilated in
an entire lifetime by the total population of

the United States - assuming that no person knows
anything that anyone else knows!) Finally, we
can envision that many computers will be iuter-
connected so that inforpition that is in one can
be accessed by anyone coanected to any of the
other eomputers. Thus we do not have to ship
files around the world; neither do we have to
master the details of sther people's computer
systems,

Now what does thils do? How does this change the
operation of an office? If all the typing that
is presently done by secretaries is put into
computers at the beginning, the editing and
formatting can be done by means of a few further
instructions to the computer given by the author
or his "secretary.” The intended recipients of
the "documents," are simply notified of their
existence since the document is already in the
computer and, hence, is already "filed." It is
filed in one copy and everyone can get to it.
The roecipients can access this material at their
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leisure; they will presumably have some sort of
a computerized scheduling algorithm con the baeis
of their interest and current nceds. Thus, on
the btasis of some estimate of importance the
material will he presented to recipients and it
will thus eventually be read and apprapriate
action will be taken. Quite possibly the action
will consist of entering a response into the
system to be handled similarly.

If the document is not read, it will remain in

the system to be discovered by someone in response
to a computerized information retrieval request.
The material can be scanned, if i%s syntax is not
too complicated, and used automatically to update
users' files., Thus, one can benefit from the in-
formation in the document without actually having
to read it!

Now let us return to the subject of classification,
What does this computerized mode of operation do
to & classification system? First of all, note
that much of the information 1 have been discus-
sing, the kind of things we handle in our offices
all the time, is classified information., One of
the things that one would have to do to attach to
each fact in the computer all the instructions
that are necessary for its proper handling. The
item can have its classification, classifier, any
special dissemination Instructions, all the need-
to-know criteria, declassification schedule, etc.,
attached to it and carried along with it in all
subsequent processing. All these detalls can be
handled, essentially from cradle to grave, by the
computer, from the origination of the information
until the information is either eliminated, or
dumped on a magnetic tape and stored in a ware~
house. The point is that however dull and tedious
is the bookkeeping, however involved the questions
asked, however mixed the bag of requests or access
authorizations and information classifications,
requests can be filled without the need of human
intervention. Classification management will be
reduced to what it should be: to policy deter-~
mination, and all of the external mechanics of

the process will be virtually eliminated.

Note that only in those rare cases where hard copy
is requested will our present classification
management procedures come into play. But on the
other hand, why should one ask for hard copy?

Then you have to file it, you have to keep track
of it, you have to destroy it when no longer
needed, and so on, Instead, you can simply leave
it and all the files you create iun the machine.
The important poilnt, then, is that most classified
information will never see the light of day as a
hard copy document, You may object that beyond
some level in the organization you must have a

hard copy report, but nothing necessarily re-
quires this when you come right down to {it.
You have to read the stuff but you do not have
to have a hard copy report.

What capabilities does such a system offer for
classification management? I think there are
two really important capabilities. Firet, you
keep track of the right unit in this business.
The unit is the fact, the basic item of infor-
mation, and not the document, Currently, we
wrap up everything in a thick document and con-
trol the document, but the information in the
document may have a complicated set of classi-
fication characteristics., If you focus attention
on the classified fact you eliminate the problems
related to the accumulation of a mixed set of
facts into a single document, For example, only
classified facts will be denied to uncleared
requestors or to cleared requestors who lack a
valid need-to-know. They can get everything

else within large classes of access and only
specific things wiil be denied.

Computerized systems can easily control the time
character of classified information., While the
present idea of attaching a date to all documents
and saying that it becomes unclassified on this
date is all very well, there 1s still a fair
amount of bookkeeping involved in the process.
In our present filing system the document is
often put in with a lot of other documents of
different classifications, different declassi-
fication dates, different levela of security,
etc,, and problems arise, For example, while
one may be willing to declassify a set of
reports that are in a big file or in a warehouse
somewhere, mixed in with a lot of other things,
one may not be able to get to them easily.

The second important capability is that now you
can trace the access to information by individuals
with a degree of detail, up-to-dateness, and low
cost, that is impossible now. One can actually
record who has received or requested information,
what unusual characteristics are involved in that
search, etc., This capability is a powerful
counterintelligence tool.

What are the problems? While this all sounds
very attractive, there are some problems too,

or we would have it now, First of all, the idea
of interconnecting computers is fairly recent
and one that {s just gaining acceptance as the
result of some work that ARPA i3 doing. It is,
however, realized today.

There is a very major problem, however, In fact,
it 18 the problem which, if not solved, completely




& e

A

ProE

T Ay Y ™ 7 AR

invalidates the concept I have just outlined.

I expect it to be solved, of course. DBecause
of the interconmnection of widely separated com-
puters, the various classification levels of the
information that will be stored in them, and the
wide range of access authorizations that will be
exercised via remote terminals, it is not now
possible to control access to the information.
There is no equivalent of the security officer
keeping track of who gones through the door and
what his clearances are. That will have to be
designed into the computer system; it is partly
a matter of hardware and partly a matter of
software. One will have to prevent unauthorized
users from gaining access to information that
they, according to their clearances, need-to-
know, and so forth, should not have.

Of course, we have this problem now in a crude
way in time-shared systems. Everyone has a pass-
word which is supposed to ensure privacy. But
the same considerations that drive us as national
security people also drive the whole industrial
and commercial world. It is just as important
that Corporation A's marketing plans be not known
to Corporation B, as it is that the Soviet's do
not know the full capabilities of our weapon
systems, There have been a number of expcriments
concerning "breaking into" time-shared systems.
In fact, you don't even have to think about
experiments; just consider the way high school
and college students working in their school
computer centers délight in determining what the
passwords are; it has been done over and over
again. It is possible largely because the people
who design computer systems really do not know as
yet how to insure privacy. That probliem is the
subject of another ARPA research program.

Nevertheless, I believe that it will be compar-
atively easy to make a system fairly secure;

wvhat 1s really hard from the standpoint of the
security officer, is not merely to guarantee

that the system is secure when it is operating
properly but to account for its eccentricities.
We know enough about computers to know that there
are disappointingly frequent instances when they
do not operate correctly. The security officer
quite properly insiats that, for all failure
muodes of the system, classified information shall
not end up in the wrong place. That is a much
harder job. 1t is hard enough to design an
operating system for a computer that works; it

18 very much harder tc design one all of whose
fallure modes can be predicted and understood.
This 18 a problem that needs to be solved. The
solution is probably a combination of some
specific hardware design that wili prevent
certain things from happening and a more organized
approach to the design of software. At any rate,
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that i{s a current problem, It is being worked
on and I am very confident that it will be
solved. And once it is selved, it wiil provide
the key to applying the concapts that I out-
lined for the generation, control, and dissem-
ination of classifled material,

There is one other area that I will mentionm,
although not in great detail, It is useful
when thinking about the implicatiouns of all
this to take it one step further. I have dia-
cussed this third option of putting all the
information into a computer at the earliest
stage possible and how the computer can assume
the role currently played by documents., One
night ask, what is the impact on verbal communi-
cation? 1 will only point out that there is a
much further-out technical possibility, vne
that is also part of the ARFA research program,
1 am very sure that one will be able tc program
a computer to recognize speech sounds, digitize
them, encode them, have the computer record
them, put them back together again as words and
understand them, do a syntactical analysis, and
thus understand free speech. I think that in
the long run we will be able to apply the same
type of computerized approach to verbal communi-
cations as we will to written communication.

It obviously would have a lot of advantages,

The system would produce a record of a conversa-
tion that could be useful for study and analysis,
and, incidently, for determining the classifica-
tion of the conversation, for notifying the person
after the conversation is over what classified
information has been transferred, and so on,
There are, however, some very serious problems
dealing with surveillance because of the possi-
oility of misuse; that is something that will
have to be straightened out before speech-
operated systems of this sort are used.

But, at any rate, the same general principles

can be applied to the computerized management

of written and spoken information transfer, In
that way one could possibly combine the advantages
of verbal and written communication, When you
have done that you have gotten all the informa-
tion transfer advantages of documents as well as
of speech. Thus we will eventually get to the
point where we can communicate significantly
better thau we do now, Alcong the way, of coursge,
there 18 no reason, in principle, why one couldn't
simultaneously take care of all of the problems
of translation so that speakers need not even use
the same languages. I passed over that because

iv is conceptually unimportant, 1 also passed
over the whole question of encryption but obvi-
ously st some point classified digital data has

to be encrypted If it is to be transmitted over
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open lines, But, again, that is something we
understand and which poses no conceptual problem,

This is perhaps a good puint to stop. I think
that these are things that we must i'eally con-
sider because they are going to change the way
we manage classified information. Thess will be
the technological ground rules. These will be
conditions of commupnication in the future, It is
incumbent upon the security management establish-
ment to rise to the occasion.
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PANEL ON IMPLEMENTATION OF EXECUTIVE ORDER 11652,

MR, C. DONALD GARRETT, Panelist
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Information Security Division
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(Comptroller)

CO:{ONEL KENNETH G, CASSELS, Panelist

Chief, Security Division .

Office of the Asasistant Chief of Staff for
Intelligence

United States Army

MR. DANIEL F, RANKIN, Penelist
Office of the Chief of Naval Operations
Navy Department

MR. LAWRENCE C., MYERS, Panelist
Clagsification Man.-gement
Office of the Inspector General
Headquarters U.S. Air Force
Washington, D.C.

MR. GEORGE MACCLAIN, Panelist

Director, Information Security Division

Office of Assistant Secretary of Defense
(Comptroller)

PRESENTATION BY MR, GARRETT

The Executive Order un er which we are now opera-
ting is Executive Orirr 11652 issued on March 8,
1972, entitled "Classification and Declassifica-
tion of National Security Information and
Material.” Supplementing that is a National
Security Council Directive issued on May 17
entitled "Directive Governing the Clagsification,
Downgrading, Declassification and Safeguarding of
National Security Information.” From these two
there was developed and issued on June 1, 1972 a
provisional DoD Directive 5200.1 which estab-
lishes the basic responsibilities and authorities
for the administration of the Information Security
Program in the Department of Defense. The Aseis-
tsnt Secretary of Defense (Comptroller),

Mr. Robert C. Moot, has been designated as the
senior official responsible for effective com-
pliance with the Executive Order and the NSC
Directive. To implement the E.O. and NSC Direc-
tive, Secretary Moot approved on July 15, 1972
the DoD Information Security Program Regulation,
DoD 5200.1~R, which provides full details on the
operation of the Program.

The philosophy behind the new program is exempli-
fied in the beginning of the Executive Order--to
make available to the citisens of the United
States as much information as possible consistent
with the interests of national security so that
they can be readily informed concerning the
operations of the Department of Defense and of
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the Govermment. The President has pointed out,
however, that there iz a quantity of information
which requires protection in the interests of
national security. The DoD Information Securicy
Program is established to assist in meeting
these requirements.

Classification Policies

Wich the signing of Executive Order 11652, the
President issued a statement in which he set the
tone for the new Program. The theme of the new
program is to classify less, declassify sooner
and protect better that which truly needs pro-
tection,

The basic policy of E.O. 11652, is to classify
only to protect the interests of national
defense and the foreign relations of the United
States, which are combined and termed "National
Security.” An important new policy is stated:
Whenever there is a doubt as to the proper level
of classification or whether classification is
necessary at all, the less restrictive action

is to be taken. There is a companion policy
that is always good: 'When in doubt--find out."
Get from all sources the best possihle advice
and assistance and then make a sound, reasoned
judgment, using the less restrictive action
vhen you still have a question,

There are a number of "don'ts" found in E.O.
11652: Do not overclasgify or underclassify,
Do not classify to conceal error or administra-
tive inefficiency. Dc not classify to prevent
personal or official embarrassment. And, do
not clasaify to restrain cowpetition, because
of personal prestige or interservice rivalry,
or to stifle independent initiative. These
“do's" a.d "don'ts" are very important with the
emphasis on classifying less, declassifying
sooner and protecting better that which is kept
classified,

When determining whether information is to be
clagsified, it is absolutely essential that we
consider not only the reasons for classification
but whether there are some good solid reasons
for not classifying. For example, if you know
that dissemination of particuler information is
going to be very widespread, thcre would be a
question as to whether a document should be
classified Top Secret, You would consider

what would happen to it--is 1t possible to pro-
tect it. There are many circumstances, partic-
ularly in the development of weapon systems,
where information can be used tu good advantage
in the private sector, It is important to con-
sider whether or not the values to he obtained
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from open use exceed the values wihilch might be
obtainad by the DoD by continued classification,
We also have to consider the effect on mission,
or cn operations resulting from classification,
and to consider all of the factors together,

Classification Authorities

The authority to classify has been considerably
reduced, Under E,O0, 11652 there are only 4
officials in the Department of Defense who can
designate others to exercise Top Secret classi-
fication autherity., They are the four Secre-
taries, the Secretary of Defense and the Service
Secretaries. They can designate certain of their
senior principal deputiles and assistants and the
heads of major elements of the Department of
Defense and certain of the senior principal
deputies and assistants to the heads of those
major elements, On May 31 after canvassing

all of the DoD components Secretary Rush issued
a list of 592 officials in the Department of
Defense who have Top Secret classification
authority. A few have been added to meet
specific operational requirements.

For Secret classification authority all those who
have Top Secret classification authority can
clagsify at the Secret level and at the Confi-
dential level. Certain of them, the designated
senlor principal deputies and assistants to the
Secretaries, can also designate certain of their
subordinates to exercise Secret classification
authority.

Confidential classification authority can be
exercised by any of the designated Top Secret or
Secret classification authorities, or by certain
subordinates designated by them.

Many classification determinations will not be
based upon an original determination but instead,
will be based upon source material or classifi-
cation guidance, 1In that case, it is necessayy
for everybody who works with classified infor-
mation to pay attention to the classification
determinations made by the authority who orig-
inally determined it in the form of a saurce
document of some kind or in the form of a classi-
fication guide. These classifications are to he
followed unless it is felt that they are not
correct in which case it is necessary to go back
to the original classifier to cbtain a review
and a change if it is appropriate.

Later on when we talk about the particular stamps
that are going toc be used, there is a line which

shows the authority for classification, Whenever
possible the original classifier will be indicated
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on the "classified by" line by title or position,
sv that we can go back to him and find oyt the
reason why he classified if it is appropriate or
to request that he reconsider his classification
determination., 1If the original classifier can-
not be determined, the classifier of the source
material or a complete identification of the
source material itself should be stated. If
there are a number of controlling sources or
guides it would then be appropriate to show the
signer or final approver, rememhering that who-
ever signs or finally approves a document or
record or ether material is responsible for its
content, for the classifications assigned within
that document and for the downgrading and
declassification determinations,

The main idea is to waintain records from which
anyone can determine the classification responsi-
bilities going back if necessary to an original
classifier. The party who prepares a document
must keep whatever records he needs to show who
classified what and on a rapid response basis.
This is extremely important and requires partic-
ular consideration when there are many items of
information classified at varying levels and
based upon several different sources of classi-
fication determination,

Classification Standard and Categories

The classification standard establisnhed by
Executive Order 11652 prescribes that official
information shall be classified when unauthcrized
disclosure could be reasonably expected to cause
a degree of harm to the national defenwe or
foreign relations of the United States, collec-
tively termed national security, This is the
only etandard for classification. It applies

to the three classifications which are the same
as we have had, Top Secret, Secret and Confiden~
tial. Top Secret would he assigned to {nforma-
tion the unauthorized disclosure of which could
reasonably he expected to cause exceptionally
grave damage to national security. This slide
shows some examples of the types of information
which would qualify for Top Secret classifica-
tion. You will note that the President has said
that the classification of Top Secret shall be
used with utmost restraint.

Secret would he applied to official information
the unauthorized disclosure of which could
reasonably he expected to cause serious damage
to national security. This slide shows examples
of information which would qualify for Sicret
classification, The President has sald the
Secret classification will be used sparinply,

As an example of the distinction that is to be




made between Top Secret and Secret, Top Secret
could apply to intelligence information leading
to an enemy attack, while Secret could apply to
intelligence information on vital military
actions in progress. Top Secret is to be re-
served for use in matters of extreme importance
to national security. Secret would be usad for
matters vital to national security. The Confi~
dential classification would be applied to any
information the unauthorized diaclosure of which
could reasonably be expected to cause aome degree
of damage to natilonal security but leas than
Secret,

Downgrading and Declassification

With each classification detevmination, the
classifier is required to make a dovngrading and
declassification determinacion. Any higher
authority in the chain of cowmand can also make
a downgrading and declassification determination,
Additicnally, there will be certain designated
officials within the militaxy departments and
DoD components who will be given authority to
conslder downgrading and declassificsation of
specific bodies of information,

The first consideration 18 tc establish dates or
evants on which downgrading or declassification
will be automatically effected. These dates and
events must occur sooner than the time periods

of the General Declassification Schedule., If

you cannot eatablish a date or event for down-
grading and declassification, the next step then
is the General Declazsification Schedule which
establishes a particular schedule for downgrading
and declassification. Under the General Declassi-
tication Schedule, Top Secret goes to Secret in
two years, to Confidential in two more years, and
te unciassified in six more years for a total of
ten years., Eixht yeers for Secret and six years
for Confidential. This is conaiderably shorter
than the former Group~4 materlsl which was three-
three-six years, or the Group-3 material which
was twelve-twelve-zerc, Most of the material
that we classify now should fall within either
the date or event class or under the General
Declagsification Schedule.

If we cannot establish a date or the GDS, it is
then possible to exempt the material from the
General Declasaification Schedule. There are
four categories of information which can be
exempt, TForeign origin information over which

we do not have classification control would be
exempt. Certain {aformation which is exempt or
covered by statute, for exampie, Restricted Data
and Formerly Restricted Data, are exempt from the
General Neclassification Schedule. There are
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certain bodies of information like cryptography,
communications security, intelligence sources
and methods, which require indefinite classifi-
cation and a specific determination on downgrad-
ing and declassification. That type of informa-
tion can be exempted. The third category is a
iittle bit broader but {t is to be used much
more sparingly than we have used Group-3 in the
past, It would apply to any system, plan, in-
stallation, project or specific foreign relations
matrar when it 18 determined that continued
classification is essential in the interests of
national security. The fourth category is a
rather rare one and would pertain mainly to
intelligence records which would identify a
person who, 1if his identity were disclosed, may
be placed in personal jeopardy.

The determination to put information in the exempt
category can be made only by a Top Secret classi-
fication authority. This applies to all levels

of classification, Top Secret, Secret and Confi-
dential. Then you are preparing material and
your classification determinations are based on
a source document or on a classification guide,
you take from that source material or from that
guide the exemption category which is stated.
there are differences in the exemption category
which you obtain from source material or from a
classification guide, in the material that you
are currently preparing you would show each of
the appropriate exemption or exemptions, or show
the most restrictive one. There is one exception—-
if you are dealing with material that warrants the
designation of Restricted Data or Formerly
Restricted Data-—that is the only designation that
you have to put on it, you do not have to show the
exemption, although a "Classified by" line shculd
be added.

1f

Clagsgification Markings

There are some new marking requirements. The
first stamp some of you may recognize as being the
optional Group-4 stamp. It is used when you
decide that there is a particular date or serles
of dates or events on which downgrading and de-
clacsification can occur. The second stamp is
used when the General Declassification Schedule is
appropriate and in that case you would show in
the last line the year on which declassification
is appropriate, that would be ten, eight or six
years In the future, depending upon the classifi-
cation level., And the last one is the exemption
stamp that you would use.

Now you will note, in each one of these instances,

that there is a line which says 'Classified by" on
each one. On that line you will enter the identi-

U,




fication of the original classifier 1if he is
known, or you will identify the source material
by designation of the document or by designation
of the classification guide. The important thing
is that anybody who picks up this material must
have a base upon which to go back and to identify
the official who can give them a fast answer on
downgrading and declassification of a particular
document. Now if any of these are not applicable,
then the signer or final approver of the document
should be shown on the "Classified by" line. This
would apply in cases where there are many sources
of classification used in a document being pre-
pared.

There are also some additional markings which are
considerably different. You will note that the
Restricted Data/Formerly Restricted Data nota-
tions are shorter than those we have peen using
but they say essentially the same thing. The
national security information notation is con-
siderably shorter than the espilonage stamp that
we were using., It will be used on all documenta-
tion for which Restricted Data or Formerly
Restricted Data is not applicable whenever the
document leaves the Executive Branch. Finally,
there is another notation prescribed by the
National Security Council Directive for sensitive
intelligence information, If applicable, the
sensitive intelligence notice will be shown in
conjunction with one of the other notations.

Remarking Material Merked under E.0, 10501

What 10 we do about information that we now have
which 18 marked Group-1, 2, 3 or 4 under the E.O.
10501 system? If the material on hand is marked
Group-4, it becomes automatically subject to the
General Declassification Schedule. This means
that any Confidential document that you have in
hand toda) that is marked Group-4 and 1is over aix
years old will be declassified at the end of this
year. Any Secret document more than two years
old will be downgraded to Confidential at the end
of this year and will be declassified at the end
of this year if it is eight years old, and so on,
The only way that this can be stopped is for an
original Top Secret classifier, having proper
jurisdiction over classification of the informa-
tion, to make a determination that the information
in that document warrants exemption and to notify
all holders before the scheduled date for down-
grading or declassification under the GDS.

Former Group-l, 2 and ) material {- excluded from
the General Declassification Schedvle, for the
time being. Sooner or later, all ¢ this documen-
tation will have to be reviewed and a determina-
tion made as to whether it falls under the General
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Declassification Schedule or whether an exemp-
tion is appropriate. 1t will then have to be
redesignated and remarked accordingly. That
does not have to be done on a current basis
but whenever the material is brought to light
for any kind of use.

There are many cases in which aew material is
being prepared and class'fication, downgrading
and declassification are based upon a source
document or documents or a classification
guilde which are stated in E.0, 10501 terus,

In such cases, 1f the source material or guide
called for Group-4, the newly prepared material
would be marked with the GDS stamp, using the
date of preparation of the new material as the
date of origination unless an earlier date is
stated, If the source material or guide calls
for Group-l, 2 or 3, if possible, the original
classifier should be requested to provide a
determination based on E,0, 11652, If that
cannot be done, then the new material will be
marked "Excluded from GDS" and, in addition,
the former Group marking will be stated and a
reference made to the controlling source
material. Later on, more detailed instructions
on treatment of Group~l, 2 and 3 material will
be provided.

Clasgification Reviews

Now, we come to the reviews specified in Execu-
tive Order 11652. 1If any person wmakes a request
for a document or a record and that document or
record is more than ten years old, and it can

be identified and located with a reasonable
amount of effort, it is mandatory that the con-
trolling agency nake a current review of that
document or record to determine what its current
clagsification status should be. If it is de-
classified, then it would be considered for
release unless it is subject to exemption under
the Freedom of Information Act. If it 18 not

to be declassified or if it cannot be declassi-
fied for a particular period of time, then it
would be remarked accordingly and action taken
in that reepect, It would not be made available
to the general public if it remains classified,
of course, This would apply to anything which
is more than ten years old as of today,

There is another review prescribed by the Execu-
tive Order on material which is thirty years old.
If the material is created after June 1, 1972,

the material is automatically declassified after
30 years unless the head of the agency personally
determines that continued classirication is
essential to national security or a person would
be placed in jeopardy. Material which was created
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before June 1, 1972 and is now 30 years old is
to be reviewed by the National Archivist with
the assistance of the responsible agencies to
determine whether or not it can be declassified
or whether or not classification should continue
for a particular period, If classification is
to continue beyond the thirty year period, it
requires personal action by the head of the
agency, in this case, the Secretary of Defense,
We are currently assisting the National
Archivist in reviewing World War II records.
The Archivist estimates that there are approxi-
mately 160 million pages to review., Much of
this material has already been downgraded and
declassified by the Department of Defense under
our mass declassification action which began in
1958, but it 1is necessary to review some of the
information which was, at that time, exempted
from downgrading and declassification.

DoD Committee and Board

To assist the designated senior official of each
department in carrying out his responsibilities
for the administration of an effective program,
a Classification Review Committee is prescribed
by the President. Mr. Robert C. Moot, the
Agsistant Secretary, Comptroller, chairs the

DoD committee. The members are the Assistant
Secretary for Public Affairs, Mr. Daniel Z.
Henkin; and the General Counsel, Mr., J. Fred
Buzhardt. This Committee will consider sugges-—
tione and complaints from any source concerning
the administration of the program throughout the
Department of Defense. It will also consider
appeals of denials of requests under the Freedom
of Information Act in cases wherein the Depart-
ment of Defense has considered that there should
be no release because of the need for continued
classification, This Committee will not con-
sider appeals on requests where the denial was
based on one of the other exemptions of the
Freedom of Information Act. It will also con~
sider appeals of actions by the Classification
Review Committees of the military departments,
when they denied a request for a particular
record on classification grounds. They will
also consider and make recommendations to the
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is composed of senior officials of the Army,
Navy, Alr Force, Joint Chiefs of Staff, DDR4E,
Assistant Secretaries for Intelligence and Public
Affairs, the General Counsel and the Defense
Supply Agency because of the latter's interest
in industrial security matters. This Board will
advise and assist the Assistant Secretary in the
development of policies, procedures, standards
and criteria for the betterment of the program,
and will generally evaluate the effectiveness of
the program through whatever means are appro-
priate.

Monitorship

We will make greater use of existing inspection
processes and resources of the military depart-
ments and other DoD components including the
Office of Industrial Security in the Defense
Supply Agency. We will expect these inspection
resources to supply us with information on the
administration of the program. Inspection teams
will be going out to gather information on
cerctain operational phases of the program;
certain reports will be obtained. DoD, in turn,
is required to prepare and submit on a quarterly
basis, reports to the Interagency Classification
Review Committee in the National Security Council
on the operations of the program.

The Interagency Classification Review Committee
was established by the President and is chatired

by Ambassador John S. D. Eisenhower. 1t is

formed of representatives of the Departments of
State, Defense, Justice, the Atomic Fnergy
Commission, the Central Intelligence Agency and

the National Security Council. The DoD represen-
tative is our Genersi asel, Mr, J. Fred
Buzhardt. This Com. ' .ee will consider sugges-
tions and complaints concerning the administra-
tion of the program throughout the Executive
Branch. It will also consider appeals of denials
of releases of information, It will consider and
develop means for improving the program, prevencing
overclassification, assuring preper classification,
prompt declassification, facilitating the release
of information to the general public, and so forth.

Secretary of Defense on any abuses and viclations Special Access Programs

of the administration of the Order which are
brought to light, or which are reported to the
Committee,

In addition to this Committee, there has been
established a Department of Defense Information
Security Advisory Board to assist the Assistant
Secretary in the administration of the program.
Mr, Joseph J, Liebling, Deputy Assiatant Secre-
tary for Security Policy, chairs this Board. It

Another important provision of the Dol Regulation
concerns Special Access Programs. The National
Security Council Directive indicated that there
should be a minimum of cases in which special
access requirements are imposed, with the exception
of certain information such as sernitive intelli-
gence, communications security, and the like,
Current programs will be reviewed to determine
whether or not they should be continued as special
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access programg. Any program in the future will
have to be reperted, properly substantiared and
approved before any special access requirements
are imposed. By special access requirements we
mean additional security clearances, special
access liste, or special procedures for the
disgemination of infommation, Finally, renewed
emphasis is being placed on the control of
classified information, u. the need-to-know
principle. No classified iInformation (s to be
released to anyone unless they nced it {n the
course of their official business.

On the whole, E.O0. 11652 begins a new era. The
emphasis is on accurate classifications, limlted
in duration and proper protection where and when
it is needed. Closer watch will be undertaken

to ensure that the provisions uf the Urder and
the NSC Directive are efficiently and effectively
applied.

PRESENTATION BY COL. CASSELS

As indicated by previous speakers, Executive
Order 11652 did not just happea. Its ccncep-
tion can be traced back to Januuary 1971 when
the President initially directed the Naticnal
Security Coumcil (NSC) to r’}iew and revise
certain aspects of the thea current E.0. 10501,
Subsequent developments affecting vnational
security led to additional Presidential direc-
tion in Julv 1971 to completelv revise bE,0.
10501, It was clearly evident at this point
that the intent of a new E,0, on safeguarding
official {afoimation would be to claussify less
information, downurade and declassifly more, and
protect better that classificd informition
which remains. This then becute the major
objective of Lk.N, 11052 signed by the President
on 8 March 1972,

With this as a basis and in anticipation ot
things to come certaln actions were initiated

by the Army to improve its scceurity posture.
First, the Chief of Staff of the Army directed
Army field commanders to examine their security
practices and to correct deficlencies uncovered
prior to issuance of the new .0, Emphasis was
placed on reducing classified holdings as
appropriate by retirement, destruction or trans-
fer of records. Documents should not be allowed
to gather dust in files at a cost to the t.axe
payer after they have served their purpese.

Secondly, the Assistant Chief of Staff tor
Intelligence (ACS1) whou is charged with overall
General Staff responsibility for security t{n the
Army, formed a Study Group of about ten people
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to review Army's sceurity regulations and in-

structions to determine where reasonable answers
to existing problums in scewrity could be devel-
aoped to acet the objectives ot the fmpending .0,

Examination ot the faformation developed by the
study as well as information recelved from Army
field activities in response to the Chief of
Staft's direction led to what was considered
then a kind ot telal balloen or feeler for how
the new F.00 vould be implemented on an Army-
wide basin.  This took the form of Chief of

Stat £ Repulation 380-2 which {s submitted to vou
tor vour inforaation and evaluatton, 1 realize
that some of you will agree with this publica~
tion, seme will disapree, and others may just
think about {1, In any event, and, as we men-
tioned carlier, a svmposium can be likened to

a "seed bedl"  1f the approach we took with this
reyulation plants a few seeds, £t will then have
accomplished its purpose. It {s stressed that
one ¢t the clurpes from the Chietf ot Staff was
te be practicable,  Sometimes sccurity people
luse thelr heads and forpet about reality such
as missoon accomplishment, short suspense
requirvencats on action ot flcers, ete,  Some
balanced judprent must be reached between all
o’ the desirable characteristics to be included
tn an offective security regulatfon,

It should also be stressed that this Chicf ot
Start Revulation (CSR) 380=8 fs not applicable
Army wide,  Tts provisions applv only toe the
Headquarters, Department o the Army staft,
Accordingly, it prescribes speciiic policies
and procedures tor the Army Stalf corcerning
access to, classifi-ation management of, and
security controls tor official informat fon
requiringg protection in the interest ot nat fonal

detense,

Avoncted theredn, G 388 vatablishad a
Classilication Manayement Program tor the Army
Startt with OMT werving as the point of contact
tesponsible ror providim advice and assistance
to the Army Statt agencies on such matters,
Responsibilitics of all concerned are clearly
delinecated in the repulatfon,

With repard to reproduction of classitied intor-
mation, woe had o little problem with the control
of reproduction rachines.  Although a reproduction
machine can increase elticieney {F it §s used
properiyv, it wias considered that machines used
for such purpesce should be so destpnated and, at
least, he under the supervision of statf apency
personnel,

Bk b e i L
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Effective until 20 December 1974 unless sooner rescinded or superseded
*CSR 180-8
CHIEF OF STAFF REGULATION) DEPARTMENT OF THE ARMY
NO. 380-8 ) OFFICE OF THE CHIEF OF STAFP
Washington, D. C., 20 December 1971
SECURITY

Security of Classified Information

1. PURPOSE. This regulation sets forth specific policies and procedures
applicable to the Army Statf concerning access to, classification manage-
ment of, and security controls for official informaticn requiring pro-
tection in the interest of rational defense.
2. REFERENCES.

a., AR 380~5, Ssfeguarding Defense Irformation, 26 March 1969.

b. AR 604-5, Clearance of Personnel for Access to Classified Defense
Information and Material, 29 December 1969.

¢. Jh Message 3112152 Aug 71, subject: The Army's Security Posture.

3. GENERAL. Referenced Army Regulations and DA Message are expanded to
address specific aspects of information security.

4. RESPONSIBILITIES.

a. The Assistant Chief of Staff for Intelligence will--

(1) Establish and maintain a Classification Management Program for
the Army Staff for the purpose of providing clear guidance, improving
understanding, assuring correct application, and «tressing supervisory
responsipility for the classification, downgrading, declassification,
and timely destruction of classified information.

(2) Appoint a DA Classification Management Officer to--

(a8) Act as the DA single point of contact on matters pertaining to
clasrification management.

(b) Represent DA on the Department of Defense Classification Review
and Advisory Board.

*This regulatiﬁﬁ supersedes CSM 71-380-72, subject: Classified Reproduction,
dated 25 August 1971 and CSM 71-380-102, subject: The Army's Securitv
Posture, cated 21 September 1971.
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: CSR 380-8 '

(c¢) Provide advice and assistance to Army Staft agency and activity
classiffcation wmanagers,

b. The Adjutant Genetal 1s responsible for the downgrading and
declaggification of records transferred to the custody of the
Administrator, General Services Administration.

¢c. Heads of Army Staff agencies will--

. (1) Implement and maintain an effeccive Classification Management
Program within their agencies.

(2) Review on a continuing basis the requirement for TOP SECRET
clearances.

(3) Limit sccess to all categories of classified material to those
cleared individuals determined tc have a need-to-know.

(4) Appoint from existing resources a properly cleared and qualified
officer or civilian employee as the agency or activity Classification
Manager to--

(a) Act as his principal ascistant on matters concerning classifica-
tion management.

(b) Advise supervisors on individual classif{ication problems and
in development of appropriate classification gt!dance.

(c) Insur= preparation and maintenance of classification guides for
assigned classified plans, programs, or projects.

(d) Conduct pericdic review of classifications assigned wirhin the
agency to insure that classificatic. decisions are based on the proper
criteria and that downgrading and declassification is accomplished as
soon us practical.

(e) Initiate a program of document review to destroy, declassify,
downgrade, or retire classified holdings.

(5) Provide the name of the agency Classification Manager to the
Asgistant Chief of Staff for Iutelligence, ATTN: DAMI-DOS, 0X5-5892.

(6) Establish procedures to control the reproduction of classified
material on equipment under the control of the Staff agency. As a
minimum, procedures will include--

(a) DUDesignating, by position, the individuals authorized to approve
the reproduction of TOP SECRET and SECRET material, providing reproduc-
tion of the material {s not prohibited by the originator or higher
authoricty.
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CSR 380-8

(b) Designating specific reproduction equipment authorized for
reproduction of classified material. Equipment designated will be in an
area under visual observation of agency persoanel. Rules to minimize
human error irherent in the reproduction of rnlassified material will be
posted on or near the designated equipment,

(¢) Restricting the reproduction of classified material to
designated equipment and prohibiting the use of other esquipment for that

purpose,

(d) Posting appropriate warning notices prohibiting reproduction
of classified material on equipment used only for unclassified repro-
ductions.

(7) Establish a security indoctrination program to insure that
assigned peryonnel are aware of established security policies and pro-
cedures and their individual responsibilities concerning security of

classified iuformation.

5. SPECIAL INSTRUCTIONS.

a. Working Papers are documents accumulated or created to assist in
the formulation and preparacion of a finished document. When the papers
directly contribute to the coursa of action taken, they hecome essential
background material for the finished doecument and should be filed with
the appropriate related functional records described in the AR 340-16-series.
When they do not directly contribute tc the course c¢f action taken, they
will be handled as reference papers in accordance with the AR 340-18-series
and will be destroyed as soon as they have served their purpose. Working
Papers containing classified information will be--

(1) Dated when created.

(2) Marked with the highest classification of any informaticn con-
tained in the document.

(3) Marked "WORKING PAPFRS" beneath the classification at the bottom
of the page., (Finished controlled documents or reproductious of countrolled

documents will not be marked "WORKINGC PAPERS.")
(4) Protected in accordance with classification assigned,

(5) Accounted for in the sume manner prescribed for a finished
clagsified document of comparable classification when--

(a) Released by the originator to an agency or activity outside RQDA
with no intent to retrieve, or when transmitted through message center

channels.

(b) Placed in functional files.
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CSR 380-8
(c) Retained more than 180 days from date of origin.

(6) Marked with appropriate group markings when placed in functional
files.

b. Non-record coples of clagsified documents should be destroyed
as soon as thelr intended purpose has been served, To expedite timely
destruction of controlled SECRET documents, agencies using DA Form 1203
(Classified Document Mail Control Record and Receipt), or appropriate
substitute, as the accountability record are authorized to use it as
the RECORD OF DESTRUCTION in the following manner:

(1) Annotate one copy of the DA Form 1203 as indicated below:

DESTRUCTION CERTIFICATE (Check Appropriate Block)--Material described

hereon has been: ' ‘ Destroyed;’-' l Torn in halt and placed in

a ciassifled waste contalner (CSR 380-8). Date .
Destruction/Certifying Official .
Witnessing Official .

(2) Execution of either option indicated above constitutes a record
of destruction and active accountability of documents described on the
DA Form 1203 is terminated. The annotated forwm will be filed in
accordance with the AR 340-18-series.

(3) Documents placed in classified wasre containers will be pro-
tected and committed to the destruction facility in accordance with
established agency procedures.

(ACSI)

BY DIRECTION OF THE CHIEF OF STAFF:

1
K. emedl ™
DISTRIBUTION: WARREN K. BENNETT
A Major General, GS
Secretary of the General Staff
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Also, the CSR recognizes for the first time
that there iy something called a "working
paper.” Parameters for the use, control, and
accountability of working papers were set forth
in very definitive language.

In order to reduce volume and to make it easier
to destroy controlled SECRET documents, the CSR
permites Staff sgencies to use DA Form 1203
(Classified Document Mail Control Record and
Receipt) as a Record of Destruction under pre-
scribed conditions. Under this procedure, an
individual cculd commit a SECRET document,
after it had served its purpose, to the destruc-
tion process, normally a paper bag which would
be protected and destroyed in the Pentagon
pulping plant, The individual certified only
to the action taken. At this point, accounta-
bility of the document ceases. It is protected
in the same manner as classified waste untii it
is destroyed beyond recognition.

CSR 380-8 reflects current Army staff pclicy
for security of classified information. We've
had considerable success with it. It has in-
creased communication, thereby enabling us to
set the stage for rapid expansion in fully
implementing E.0. 11652 on an Army-wide basis.

PRESENTATION BY MR. RANKIN

Thank you George, ladies and gentlemen, the
other day I wss talking to a friend of mine who
was a toastmaster and he told me that the for-
mula for a good speech was an attention getting
opening and a conclusive ending -~ spaced not
very far apart! Unfortunately, I do not have
the attention getting opening, nor do I have
the conclusive endiag. Hopefully, 1 will be
brief.

Don, in his customary grand styl:, has provided
you with a good rundown of the significant
aspects of the new Executive Order. Unfortu-
nately, Don has done such an outstanding job -
he has just about completely covered the subject
matter that I was about to speak on, Namely,
The Downgrading and Declassification Stamps.

With the threat of being somewhat redundant, it
would be beneficial to cover the material again.

A8 you can see there are three basic stamps
that will be used on the classified documents:

AT R AR VY PR ARV LR bbb bt oo b L Baal

X}

DATES OR EVENTS

L}
: Downgrade to SECRET

on
CONFIDENTIAL
on
Declassify on
Classified by

GENERAL DECLASSIFICATION SCREDULE

Classified by

Subject to GDS of EO 11652

Automatically Downgraded at Two
Year Intervals

Daclassified on December 31,

EXEMPTION CASES

Classified by
Exempt from GDS of EO 11652
Exemption Category

Declasslfy on

In addition to these three basic stamps, we will
have some stamps for markings that will be
applied to mesaages, and I will get into this a
little later.

The top stamp is that stamp that will be used
when a Date or an Event is appropriate for down-
grading and declassification, Heretofore there
was & provision for the use of the Date and
Event, and as Don pointed out, sparingl:y used.
The Executive Order required that after you
classify a document, the first consideration
should be: Can 1 use a Date or an Event for
downgrading and declassification?

When using the specific Date or Event, it is
essential that the date used will be less than
that found i{n the general declassification
irhedule of 2, 2 and 6 years.

In the sbsence of being able to use the Date or
Event, the second marking will be the one you
see in the center, th~ Ueneral Declassificarion
Schedule marking. You will notice on the very
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last line that in the Ceneral Declassification
Schedule, you will declassify on December 31 of
the appropriate year. If you want to protect
information beyond the 10 year period, you have
to go to the Exemption Stamp which you see at
the bottom.

The Exemption Stamp, requires two aspects of
consideration.

It requires original top secret classifying
authority, and

In order to put it in the exempted category it
has to fall within one of the four categories
Don outlined before. The first category covers
foreign government information.

The second category includes cryptography;
intelligence sources and methods; information
covered by statues, namely: RD.

The third category and I think this is the cate-

LR DU )
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Let's look to the General Declassification Stamp.
Again; the original title of classifying authority
should be used in the “Classified by" line. In
the absence of having that information, then the
Security Classification Guide would be appropriate.
In the absence of that, the Source Document, The
reason for all this, is to be able to establish
some sort of audit trail ir order to trace the
document,

Anotlier problem area, is what do you do in the
case of multiple sources., In other words, what
do you put in the "Classified by" line if an
individual compiles 10 or 15 documents? In this
case you would not have the original classifying
authority. The individual who compiles this
information would place his title in that line:
Classified by the individual who compiles this
information. Again, in this case he is not the
original classifying authority. In the case of
the contractor, if the contracting activity has
provided the information, the original classifier,
has provided the security classifying guide, he

gory that is going to create the greatest problem, should insert that in "Classified by" block, If

covers material dealing with systems, plans, in-
stallations, projects, foreign relations matter.

Category four 1s that area where that informaticn
might place someone in immediate jeopardy.

Let's look at the markings again.

In the "Classified by" block the title of the
original classifying authority should be inserted
Many times you will vct have that information
available so that your next thought should be,
what security classifying guide applies? First
however you should look to the original classi-
fying authority. 1In the absence of having that
information, you use the Security Clagsification
Guide. If it developes that you have neither,
you shoulc look to a source document, By a
source document, we are talking about a letter,
a message, or any other document which really
assigns the classiiication.

Another aspect to consider with the Date and
Event Stamp is that it normally will he down-
graded to Secret, and then downgraded to Confi-
dential before it is declassified. There is no
reason why you can't declassify the document
from Secret. ‘hat is, you can have a document
stamped Secret and go right from Secret to
declassified. Again, it is important that you
don't tiy to extend the Secret category beyond
the two year period which is provided in the
General Declassitication Schedule.

the user agency has not provided it, he should
put: Apply the 254 in the "Classifiri by" block.

I did overlook one thing. For a Date or Event,
I mentioned that I would cover marl-ings on
messages. Heretcfore, all messages would have
one of the following Group 1, 2, 3, 4. 1In the
case of the advanced declassification schedule,
which is the upper block, at the end of the text

. in the message, you would put ADS and the Date or
an Event. ADS representing the Advanced Declassi-
fication Schedule.

Returning to the center stamp, General Declassi-
fication Schedule, in the declassified block you
will notice again where everything is declassi-
fied on December 31 of a particular year and you
insert 6, 8 or 10, whichever is the appropriate
year., For example, 1f we classified something
TS today, the declassified block would read,
"Declassified on December 31, 1982." If it were
Secret today, the declassified block would read
December 31, 1980, and 1f 1t were Confidential,
it would be December 31, 1978,

Now, 1f you have a message and are using the
General Declassification Schedule you will, at
the end of the text, use (NS, and the last two
digits of the year. The reason that you can use
the last two digits is because it's always on
December 31 that declassification is effective.
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Let's move on to the Exempred Stamp., In the
"Clasaified by" block of the Exempted Stamp, you
should insert the original top secret claesify-
ing authority. Again, in the sbsence of that
would be Security Classification Guide or some
source document. Next to the last line on the
bottom wtamp you should insert the proper cate-
gory of exemption, 1}, 2, 3, 4. In the eveant you
have more than one, you put all of the exempted
categories,

Finally. the last block--"Declassify on." In
some instances you will not know when or what to
put in for "Declassify on." If this informatiom
is unavailable you leave it blaunk.

1f a document includes information from several
types of documents that have different down-
grading declassification instructions, you would
use the most restrictive. For example, if youw
had Date and Event, CGeneral Declassification
Schedule and Exempted Stamp, the Exempted Stamp
would take precedence.

Another thing to consider is if your command or
activity holds a large volume of material and
you receive some downgrading declassification
instructions. If it would unduly interfere with
your operations, you are permitted to take the
instructions and attach them to the storage unit
and downgrade and declassify the information as
you withdraw it from the file.

To this point we have been talking about infor-
mation which was originated subhsequent to 1 June
1972. What I would like to do i8 to go back
over, as Don hss done, and talk about information
that was created prior to 1 June 1962. All the
information in the old Groups 1, 2 and 3, and
the information that was marked, will be placed
into the Excluded Category. The Excluded Cate-
gory 1s a special category for that information
that was originated prior to 1 June 1972. Many
people have raised the quustion, what is going
to happen to all this material that's excluded?
How lung is it excluded? Theoretically, it
could be excluded for a period of 30 years, but
this does not relieve the original classifying
authority of the responsibility to review it,

to declassify it, put it into the general de-
classifying schedule or exempt it. If you are
preparing a message and it involves excluded
material, this particular aspect was not

covered by the OSD Regulation. The Navy decided
to mark excluded material on a message by using
the abbreviation XCL. Whether or not 0SD will
adopt this, 1 don't know, but in the interim the
Navy will use XCL,

. e
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With respect to all the Group 4 information that
falls into the General Declassification Schedule,
there doesn't seem to be any difficulty with the
overali concept, However, two problem areas are:

«+«1f a document was originated in July 1965 and
was marked Confidential, Group 4, theoretically
it would be declassified now. However, there 1is
a provision that nc action will be taken to
declassify the material until 31 December imn
order to provide the originator an copportunity
to review the material and to decide whether or
not an exemption ig justified.

Another example is:

«o.A document 1s created in July 1969 and assigned
to Confidential Group 4, This document would be
declassified on December 31, 1975, You will
notice that this is approximately 6 1/2 years.

1 don't believe it was brought out too clearly
that we are talking about calendar years.

1 ¢think in situations like this where there has
been a new Lxecutive Order and drastic changes
in policy, that all of us have to accept the
fact that we will be going through an interim
period where many questions are going to be
raieed and some of the answers are not readily
available, 1 think this particular group, hope-
fully, will surface some additional questions i
and perhaps some solutions. :

1 think the theme of the President's Executive
Order, which has been said many many times here
already, that we would like to see less informa-
tion classified and more declassified and protect
only that which requires protection, 1 think the
Executive Order provides the necessary tools for
us to do the job, and it behooves us to follow
the Executive Order as well as carrying out the
spirit of {it,

PRESENTATION BY MR, MYERS

i
The -ubject the panel assigned to me is Classi- §
fication Considerations and Criterfa. 1I'11 be i
sliort because the considerations don't differ
muchy from those in the past. The main points
are that you have to identify specific informa-
tinn, that you have to take into account specific
criteria: the U.S. advantage in terms of opera-
tional, strategic, intelligence, and tactical
matters, foreign relations--the possibility that
the information that gets out may lead to a
military threat, international tensions that
could he contrary to security, disruptions of
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foreign relations, hostile political and
military action; things that would wezken the
U.S. ability to wage war; things that would
compromise some of our intelligence capabilities
not heretofore known to other countries; war
plens and the information that would let another
country plan its counter measures against our
war plans. These are the categories of informa-
tion that warrant classification.

All of you are fairly well familiar with the
criteria for classification and I think the
difference that has come about 1s primarily oue
of a different attitude on the part of the
classifier. The term "balanced judgment" has
been mentioned several times, What it boils
down to is that first you must find a positive
reason for classification, and having found it,
you still are not permitted to classify until
you've taken a look at the other side, what are
the pros and cons, what are the possible reasons
why we should not classify. And some of the
things that may be considered there are dissem-
ination, the fact that you have to disseminate
widely doesn't bar you from classifying, but it
may make it so impractical that you should start
over and reconsider your desire to classify,

Another consideration is: how much 1s already
known elsewhere. If country X is ahead of us

in this field, it's foolish for us to classify

as we catch up., If our intelligence people can
tell us that foreign nations already know certain
things about us, then it's time we stop trying to
hide the information.

Another point that seems basic is this: What has
already been released? The new directive is very
clear on this point. Information that has been
put out in an official, authorized government
release will not be clasgified. [t seems cbvious,
and {ts been true right along, but its been made
clearer now than at anytime in the past.

Basic research: the general position is that you
don't classify it. Sometimes people come up with
the question as to what is and what isn't basic
research data, but 1f its research and {ts in the
basic sclences, it would be a rare situation
where you can classify, 1If that happens at all,
it would have to be something reluted very closely
to naticnal security and have direct defense
implications. Then we get back to the question
of balan.ed judgment, What gain can there be to
the country from not classifying it? There can
be many instances where such gain will be found.
If someone finds a way to break up bad weather

at an airport, this might be finc¢ as a means of
carrying on military operations, but ! think it
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would be apparent that you would be more
interested in having airlines around the world
able to clear the weather when you land. So,
tc come back to where 1 started--first, you
tiave to have a positive reason to classify;
then you have to take into account all the
other considerations to decide whether or not
to classify.

1 visited a corporation yesterday and one of

the officials there asked me: what is the major
impact of the new Executive Order? 1 told him
that I thiought probably the main impact was not
any specific words but a general atmosphere or
attitude that's created by it. You've heard

the points I've mentioned here. You've heard
before about resolving doubts in favor of not
classifying., You know that the definitions
require that you determine that disclosure could
reasonably be expected to do damage. In many
other ways, it's clear that people want less
classified and will have it that way, but the
biggest thing is that throughout the Department
of Defense people are talking that way. I go
to sit in on a meeting and someone who would
ordinarily have no comment will say: '"Well,
Executive Order 11652 says you can't do it."

Or I hear: "The new DoD Reg says you can't
classify." There is a tide moving and for those
of you who don't want to see too much classifi-
cation, this {8 your chance=-jump on the tide
and ride it, because people who up to now would
have held out fer undue classification, have
been impressed enough by publicity in the press,
in the government, and elsewhere so that they're
taking a more reaseonable attitude,

PRESENTATION BY MR, MAC CLALN

About two years ago this audience brought to our
attention certain imperfections in the Industrial
Security Manual that ought to be changed, and I
promised to do something about it. [ can now
say we have.

You may recall that there has been considerable
interest in permitting a prime contractor to
sign of f a DD Form 254 for a subcontractor of a
so-called "service" contract. The policy to
permit that has been adopted. There was con-
siderable pressure also to permit a prime con-
tractor, upon receiving notice that his classi-
fication guide had been reviewed and left
unchanged, to send out a notice to his subcon-
tractors over his own signature, That's heen
approved, Anyv sub who serves as a prime to a
lower sub can do the same thing,
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Another policy which has been approved is to
authorize and require a commercial carrier who
is authorized to carry classified material and
who at some point in his trip has to place it
in the custody of an authorized temporary
storage facility, to execute a 254 for that
storage facility over his own signature.

There was considerable stress two years ago on
the question of whether the "tentative" classifi-
cation marking, which is part of DoD policy,
could or could not be used in industry. Well,

it was pretty clear at that time that the
language of the Industrial Security Manual did
not authorize industry to use a protective
marking which would include the words, Confi-
dential, Secret or Top Secret. We have now
approved for use by industry a new protective
marking which reads '"Classification Determina-
tion Pending: Protect as Though Classified
Confidential, Secret or Top Secret." Anyone

who now contends that this new marking is
evidence of actual classification is fighting

the plain meaning of the English language, in

my opinion.

So, you people in industry who from time to time
generate information on your own that you believe
might justify safeguarding by classification are
requested to mark it in that new way and send it
in for official evaluation. You may think there
are too many words, but sometimes we have to use
a lot of words first to say NO. I can say to
you that 1f you do this, we'll do our best to
get the evaluation promptly made and notify you
of {t,

Two years ago there was considerable discussion
about classification in connection with inde~
pendent research and development. The new
regulation now makes 1t very clear that the
product of independent research and development
cannot be classified unless it incorporates
classified information to which that party was
previously given access, or unless the DoD first
acquires a proprietary interest in it, If
there's any doubt now in anyone's mind, let him
read the regulation. 1t speaks very plainly.

A recently approved Industrial Security Letter
which is now, I think, in the course of distri-
bution, will give ycu some interim guidance on
marking under the ncw Executive ¢rder and new NDoD
Reg. It says a little and it leaves out a lot.
As onc of our speakers said, while you're waiting
to receive more, please do what the User Agency
asks you to do, and you will be doing the right
thing. The period before the Industrial Security
Manual and Industrial Security Regulation can be
totally revised to reflect the new regulation
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1s a perlod of uncertain duration, but we hope
it will be short, This Industrial Security
Letter is the first step along the way.

In his talk today, Don used the word, "deriva-
tive." As far as our official position {8 con-
cerned, that word is taboo. We're not going to
use it. You know the meaning we have always
given the word officially when we said it, and
I expect that you may continue to use it among
yourselves. But the process of following
guidance is the same process you've always
followed, If your guide says to classify the
information in your paper, then you mark your
paper accordingly. So please don't be upset if
we don't say "derivative."

Something else that is mentioned from time to
time that may disturb you is thsat the new
Executive Order and National Security Council
Directive come awfully close to saying that upon
declassification, information is publicly re-
leasable. That is simply not true. The words
used are that upon declassification, information
is releagsable to the extent required or permitted
by law. Let me illustrate.

++.If you have information which is classified,
but also is within one of the other exemptions

of the Freedom of Information Act, then, upon
declassification, the other Freedom of Informa-
tion Act exemption is still there., It still has
to be considered. So don't assume that declassi-
fication automatically means release. It simply
does not.

You have heard the word "excluded" versus the
word "exempted" today. The President did not
provide a stamp for the "excluded" category.

So, we have been worling to provide a proper
marking. An "excluded" item is subject, upon
anyone's request, to review for declassification
10 years after date of origin, and 30 years after
date of origin it {s subject, without request, to
mandatory review by the Archivist for possible
declassiftication,

With respect to exemption, I want to mention the
fact that not all exempt material has to be Top
Secret. 1t can be either Top Secret, Secret or
Confidential. But the only person who can grant
an exemption is one who has Top Secret Classifi-
cation Authority, Fven if I have Confidential
or Secret classification authority, I still have
to have someone with TS classification authority
to consider and act on my recommendation for an
exenpt ion.

In connection with exemptions, we hiave it in the
regulations that those persons who have Top
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Secret classifying authority are authorized not
only to grant exemptions but also to issue
specific guidance on exemptions. But any such
guldance must be very specific as to the infor-
mation covered, the exemption category, and
wvhether a declassification date earlier than 30
years is to be used,

Yesterday in a discussion, it was brought out
that in the 254's which you will be receiving you
may be told specifically how to complete the
"Classified by" space. We do not yet know
whether that will come to pass.

" Another point I want to mention 18 that the new
R - regulation 5200.1R did become effective on June 1
3 throughout the Department of Defense. No addi~
tional words from anybody within the Department
of Defense are needed to make it immediately
effective. However, the Military Departments

and other components may wish to issue supple-
mentary guidance, consistent with the regulation,
to meet their own particular requirements.

It is a fact that e{fective June 1, 1972, former
DoD Directives 5200.1, 5200,9, 5200.10 and
former Instruction 5210.47 were cancelled,

T
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SALT AGREEMENTS

MR. RALI'H STUART SMITH

ACTING PUBLIC AFFAIRS ADVISOR

U.S. ARMS CONTROL AND DISARMAMENT AGENCY
WASHINGTON, D.C.

Thank you Mr, Chairman, ladies and gentlemen.
I was privileged to attend one of these semi-
nars a few years ago, and ever since then
I've had a deep respect for the practiticners
of the very complex and occult science of
classification, so I'm particularly happy to
be here with you again.

In treating the SALT agreements, I'm planning
just to use a very light brush stroke and be
brief about it, Also, I go at this with a
certain measure of humility because I think
there are & number of you gentlemen who
probably know a great deal more about the
technical aspects of these things than I do;
but recently I seem to have found myself in
the role of a traveling SALT witness, talking
to newspapermen and radio and television
peopie and members of the public. So I
thought maybe the best thing would be if I
just tried to share with you briefly some

of the things which interest people, some

of the things which trouble them, and some

of the problems and the explanations we try
to give in putting the SALT picture into
perspective.

I think, first of all, I might just mention
the fact that the public, by and large, seems
to have a rather strong instinctive feeling
that things like this are a good idea. You
may have noticed recently there was a Harris
pole on this. It was rather loosely worded,
unfortunately, but in effect it asked, "Do
you approve of the SALT agreements?" Inter-
estingly enough, the result was almost pre-
cisely the same as in 1968 at the time that
the Non-Proliferation Treaty was launched:
80% in favor, 12X against, and 8% no opinion.
Well, the polling people will tell you that
802 1s an exceptionally high figure on
almost any subject.

Notwithstanding this instinctive feeling of
approval that people seem to have, I think
there are some basic concepts which people
find difficult to grasp at first.

To begin with, the idea that in going into
international arms control negotiations our
major objective is to enhance the national
security of the United States: this is
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something that people have difficulty under-
standing. They are much more familiar with the
traditional concept that if you want to enhance
national security you build up armed forces and
add to your stock of weapons and so forth, So
we have to point out that although this was
indeed the traditional approach, we have now
learned that this can lead you into a blind
alley--because in the arms competition between
the United States and the Soviet Union, what one
side can do, so can the other, sooner or later.

Another thing which seems to have a long life, in
spite of all that's gone on, is the concept of
"nuclear superiority". This was something which
we thought had been laid to rest some time ago,
when the new Nixon Administration came in and
adopted the policy of nuclear sufficiency; but
still there are a number of people who cling to
the idea of nuclear superiority. Of course, you
have to point out to them that although this was
something that existed at onr time--we actually
had it--in the present condition, when either
side can devastate the other no matter which one
strikes first, it's a little bit difficult to
establish who is superior to whom.

There is also still prevalent the idea that
somehow the United States Government, more or
less purposely, gave away the position of nuclear
superiority that we had and deliberately headed
toward a condition of parity. Well, here I think
you have to point out that this movement toward
parity was not something we chose; it was some-
thing that happened. There was really no way to
prevent the Soviet Union from building up a
strategic force commensurate with its own
advanced technology. If we had tried to maintain
a condition of nuclear superiority such as existed
before, we would still have ended up with parity,
but with considerably higher levels of armaments.
Anyhow, we now have what has been called the
nuclear stand-off, which, while not an ideal
condition, would probably be livable if it were
stable enough.

So here we get into the question of the stability

of the mutual deterrent situation. And this leads
us straight to the SALT agreements, There have
been two Increasing potentialities, over the past
few years, for destabilizing the strategic equation,
aud, the SALT agreements deal with these in a

direct manner.

The first of these potentialities relates to Anti-
Ballistic Missile Systems, ABM's. Until fairly
recently, you recall, many people considered that
ABM's, being a purely defensive weapon, should be
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"harmless," and after all, if ABM's might
possibly save lives and cities, maybe we
should have them all over the place, regard-
less of the cost. Well, of course it has
become increasingly apparent that if either
slide had a large-scale nationwide ABM system,
it could in a crisis situation be tempted to
launch an attack against the other in the
belief that its ABM's would blunt the retal~-
iatory blow--at least enough so that on
balance it seemed to make sense to go first.
This, in other words, puts a premium on
striking first., In a way this is a theoretical
consideration, because there is no ABM system,
no conceivable one, which could actually offer
adequate protection against an all-out nuclear
attack, Nevertheless, it is perfectly demon-
strable that the existance of ABM systems or
the prospect of ABM systems is a considerable
impetus to the other side to build up his

of fensive forces, so that he can be absolutely
sure of being able to overwhelm the ABM system.

In this connection, you may recall that in

the late 1960's some of our American worst-
case planners predicted that before very long
if we wanted to launch a retaliatory strike
against the Soviet Union it would be necessary
tu penetrate thousands of Soviet's ABM's,
Well, the SALT ABM Treaty, which was recently
signed In Moscow, limits the Soviets, as it
does us, to 200 ABM launchers, So you can
see this 1s a considerable difference.

Now, I think that this is really the most
significant thing which has come out of the
SALY talks. This limitation on ABM systems

to a very low level means, first of all, that
our retaliatory deterrent capability 1s assured;
it means that a first strike is no longer a
rational concept; and finally, the existence

of the ABM Treaty means that the stimulus to
build up offensive forces is very considerably
diminished. As a result, it should be possible
in the follow-on negotiations not only to
broaden the offensive limitations which we

have already placed in the first round, but
perhaps, even to start thinking of certain
reductions.

The other potentially destabilizing factor in
the equation which I mentioned is the possibil-~
ity that one side might try to nulify the
retaliatory capability of the other, specifi-
cally by building up a missile force which
would destroy the land-based missliles of the
other side before they have a chance to leave
the ground. Of course, even if such a strike

as this were a 100% successful, the side that
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was hit could still retaliate with its bombers
and with its submarine-based missiles., Neverthe-
less, even the apparent threat of building up a
missile~killing force is an unsettling thing,

and you will recall that our government expressed
concern a number of times, prior to the SALT
agreements, about the build-up of large Soviet
missiles like the S§S-9, which seemed to be
destined for this role,.

Well, the Interim Agreement on offensive strategic
systems does limit the S85-9, as well as other
intercontinental ballistic missiles. Although,
as mentioned, I think the ABM Treaty really is
the most significant thing to come out of the
SALT agreements, ironically, much of the public
interest seems to have centered on the Interim
Agreement on offensive systems; and I think the
reasan for this is quite plainly that this was
the target of most of the criticism which has
taken place. The criticism is leveled at the
fact that the Interim Agreement allows the
Soviet's to maintain a lead in the number of
ICBM launchers and SLBM launchers, Now, I think,
that if you are faced with this question and you
want to explain it to someone, you can point out
that both sides gain certain advantages in the
offensive limitations, and actually we come out
extremely well,

To begin with, the Interim Agreement on offensive
systems limits two major Soviet offensive systems
which have been rapidly building up: thelir
ICBM's and their SLBM's, and it does not affect
any on-going or planned American program.

By the same token, if we did not have the SALT
agreements, the Soviet's would have been able to
build up to a very much larger number than they
are allowed to retain under the 5-year freeze.
Other advantages, from the American point of

view, of the offensive agrecment are the fact

that the §5-9 is limited; the fact that we have

a considerable lcad in missile technology and
accuracy, and perhaps most important: in MIRV
technology, multiple warhead technology. We now
have a lead of about 2 1/2-to~l in warheads, and
by the time the 5-year freeze is over, it's
expected, | think, that we will have more like

a 3-to-1 lead. Another advantage tfor the Amcrican
side: the Interim Agreement does not cover
bomhers, and we have an advantage in strategic
bombers about 460 tu 140. And finally, although
they are not central to the main strategic equation,
I think it is relevant to take into account that
over and above these central systems we have about
2,000 aircraft overseas at bases and on carriers,
which also have a nuclear capability.




We see certain advantages in SALT, and the
Soviet's do too; and what it all boils down
to is that these agreements are in our mutual
interest. Without wishing to seem simplistic
or rhetorical about it, I think the first
advantage, as seen by both sides, they reduce
the likelihood of nuclear war, OUver the long
run, also, we can expect rather considerable
savings.

Now in the matter of savings, I've found in
talking with people that there is a good deal
of confusion. It is a little bit like the
Viet~Nam story., People were expecting some
rather radical drop in expenditures on stra-
tegic systems, and of course this has not
happened. Secretary Laird testified recently
that, as a result of the ABM Treaty, the
Pentagon projected a saving in this fiscal
year of about $650,000,000, and over the next
several years of somewhere between 5~ and 9~
billion; which of course is considerable, But
at the same time the people have difficulty
understanding that the Administration has
asked for the amount it has for modernization
of strategic systems, It is a bit difficult
to mske people understand that this is a
reasonable stance, that we cannot guarantee
in advance what the result of the follow-on
negotiations is going to be.

Another positive aspect of the SALT agreements
is the way they handle the verification question,
This is one of the most significant steps
forward that we have made. As you know, the
agreements provide for national technical means
of verification, Of course the idea of on~-site
inspection has become a kind of symbolic thing,
and some people can't understand how can you
really expect tu monitor these agreements with-
out on-site inspection. However, all the
inteiligence agencies involved are satisfied
that we can monitor the agreements adequately
with teclinical means. In fact, we can monitor
them a great deal better with technical means
than we could ever have hoped to do with on-
site inspections.

The corollary to this verification provision
is that neither side will interfere with the
other's technizal means of verification, I
think this is quite s significant opening--
really a very important political and psycho-
logical step in international affairs.

1 did want to say something about the classi-
fication aspect of the SALT talks. As you know,
we tried to keep them very private. We had

agreed with the Soviets that we would do so.
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The reasons are simple. 1f you are going to
have a succesafu’' negotiation, you can't have
each government going public on what its posi~
tions are, for then it is obligaed to defend
them, Also, {f you're dealing with another
delegation and you want to get people to talk
rather frankly, it ia hard to do that {f they
suspect that everything thay say is going to
wind up in the press the next morning. So I
think that, given a number of fairly important
leaks to the press which did take place, our
director, Gerard Smith, head of the U.S. SALT
delegation, must have found himself in an
awvkward position visa-vis his Soviet cpposite
number. As for the degree of permanent damage
which resulted, I don't know really if anyone
could assess this; but I do recall one article

. which caused us particular grief because it

even gave a fallback position; and that's not
very helpful in negotiations!

I will ask my colleague Dick Durham to correct
me if I'm wrong on this: it has been decided
that since the negotiations were private and
the general record of the negotiations has been
kept classified, it will so remain; because, of
course, these negotiations are a continuing
thing.

Well, if 1 may end on a philosophic note, I
think one of the most interesting things about
arms control is that, with these very sophisti-
cated means of surveillance, we are finally
beginning to control technology with technology.
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INTRODUCTION BY MR. BAGLEY

Looking at this assemblage of interested people,
I am struck with an important fact - this is not
a young group -~ certainly over 30 years of age,
although I will not attempt to define young. It
is apparent, however, that there is a need for
(untired blood) young people in Classification
Management, There 1s also an urgent need to
develop a career ladder with appropriate curric-
ula for education and training.

1 have long contended that Clas: “1ic¢ition Manage-
ment is a good career field for ~ 1 and it is
gratifying to see the number of wuwen attending
this Seminar - a greater number than in any of
the past Seminars,

How can we induce more people to enter Classifi-
cation Management? What types of people do we
want? What kind of backgrounds should they have?
What personality characteristics should they
have? These are some of the questions the Panel
will start to address. Lach of the speakers will
address the subject from his own point of view -
Bob Green from the viewpoint of a major command
where management skills are a primary require-
ment; Jim Marsh will speak from experlence with
AEC classification requirements from the vantage
point of an AEC contractor with DoD responsibi-
lities; and finally, Jack Robinson will take the
viewpoint of a contractor which has Navy-wide
responsibilities.

It will be apparent that Classification Manage-
ment is a field so broad that no single set of
answers 1s possible or even reasonable. But
there 1s a single thread that runs through the
entire spectrum ol CM activities - that each
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classification decision is a judgment, based

on information available at :he time a declision
18 needed. Therefore, what qualification or
qualities should people need in order to make
Judgmentas?

PRESENTATION #% MR, GREEN

No one associated with the business

of security classification will deny that
there are insufficient numbers of qualified,
expet ienced Classification Managers to
properly handle the job of determining what
information requires protection and for how
long. A brief look at the evolution of the
Classification Management Program will
provide some insight into this conditfon and
why it exists. While the principles of
protecting information are probably as old
ss man, Classification Management as an
identifiable program dates back only to
1963. The nrogram was and still is
considered to be a logical function of
securitv, although there are sound arguments
and some precedents for divorcing the
classification decision from the protection
of information once it is classified. Like
so many fledyling programs, Classification
Management had to be achieved within
existing resources. Theretore, i{n an over-
whelming majority of cases, persons trained
and expetricnced in various other facets of
securitv bhecame Classification Managers;
suddenly and mirvaculously endowed with
instant expertise. Again. a majority of
these individuals entered or remained in
the sccurity program on the basis of
military or civilian duties during World
War LI, It might be interesting to
speculate, at some more opportune time, as
to whyv they have remained in a program
which perpetuatly has been subject to “the
slings and arvows of outrageous fortune',
immortalized by Shakespeare and now cdst

by an increasingly vocal and genevally
uainformed sepgment of socicty.  Effective-
ness of the program thus far. can be related
dirvectly to the ability and desire of these
captive bodics to acqiire new skills and to
accept new philosophies which were, {n many
wavs, contrary to their previous training
and experience. Fortunately, many have
become the type of program managers neoded
to fFulfill Classification Management
ohjectives., Othere have not, for a variety
of reasons. From this brief backward look.
one very clear and wnmistakable fact
emerpes which this Society, Governmeat and
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Industry cannot afford to ignora. The
current body of Classification Managers
represents a generation which, however
depressing the prospect, {8 rapicdly
approaching retirement ape. 'The exodus is
already notivcable. It will increase
significantly over the next five years or sc
and with it will pass a great deal of the
knowledge and expertise that has been
developed out of need over the past years.
As most of you know, a number of the most
knowledgeable and effective members of this
Society are no longer active in classifica-
tion management, to the great loss of the
profession they served so well. The point
which ghould concern us all is where
are their replacements? What qualifications
should we look for in the search for future
Classification Managers? How can young men
and woumen be motivated to enter this field
and pursue .areers in classification
management? These are questions which must
be answered and answered soou.

1t appears to me that, with few
exceptions, little has been done to
vstablish career development programs which
will attract and retair tha promising voung
people needed to continue an effective
program. This is a long term investment
and perhaps one «f the reasons it has not
heen undevluken earlicor stems from a man-
power environment which makes trainee
pusitions a prohibitive luxury. Needless to
sav, the penny wisc, pound foolish adage
applies. Another contributing factor which
affects Government primarily, but has some
impact on Industry, is the lack of
teenpnition of classification managenent as
a careet field and the absenco of specific
job standards for classiflication managers.
Until this is corrected, a sound and
continuing basis for career development will
nt exist and an nninterrupted flow of
qualified personnel into more vesponsible
Classified Management positions wiltl be
more by chance than by design,

Unlike Tonsy, who "just growed" and
some clagsified information, which wis born
that way, Classification Manapers must be
cieated from a combipation of native
abilities, icquired skills and experience.
Certain identifiable traits must he present .
Cortain acquired skills are highly deslrable,
sometimes prerequisite, in positions
involving classification of information in a
variety of highly specialized technoivgical
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disciplines. As a last ingredient,
exparience has vet to be surpassed uas the
ultimate teacher for those willing to learn
Few applicants for Classification Manager
positions will come equipped with all of the
desired qualifications. Those with the
greatest potential must be trained in the
areas of their deficiency and all recruits
must be trained in specific classification
management techniques.

The proper combination of qualifica-
tions and training may be influenced by the
nature of the organization in which the
position is located: large versus small,
technical versus administrative, highly
specialized versus multi-faceted activity
and, to some extent, Government versus
Industry. The vperational concept applied
to Classification Manageuent is alsc a
factor. In the central staff concept, in
which all classification decisions are
made at a single point within an activity,
personnel must be hignly skilled and
knowledgeable in all areas which influence
the classification decision; i.e. technical,
security, production, accounting, contract
adininistration, public affairs, operations,
etc. On the other hand, the decentralized
concept minimizes the skills required of
the Classification Manage: by placing the
primaryv responsibility for classification
on the originator of documents, subject to
guidance issued and poat-audit by ihe
Classification Manager. In a third concept,
the team effort, which is probably the most
widely used, all factors bhearing on
classification ure addiessed by individual
subject experts and a juint deciuion is
reached. The Classification Manager
functions as the Leam lcader and
coardinates the actions of the team, which
may ~r mav not bhe structured formaliy.

In this concept Lhe Classification Manager
normally provides the sccurity input,
although there are {nstances In whici his
role is purely that of coordinator, tie-
breaker and final authority,

I'here arc proponents for ecach of these
concepts.  However, since my experience
has been primarily with the team concept.

I will limit mv final comments to that
concept. My fellow panelists will no doubt
address the other areas.  Let us assume
that we have the opportunity to recrult

new hlood for the Classification Management
What basic qualifications are
What training should be provided

Program,
needed?
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for the recruit? Remembering that in the
team concept the Classification Manager, as
a team leader, has available all of the
technical expertise in all disciplines with
which the agency is concerned, I would

place heavy emphasis on the Management in
Classit.cation Management. 1 would look for
ability or potential in the following areas,

though not necessarily in this order:

Initiative: This is a natural trait which
can be found in every successful manager.
In the Classification Management business
verv little will be done unless the wenager
initiates actions voluntarily and pursis
them argressively. This characteristic
teads to Lhe establishment of solid an?
constructive working relationships with
other technical experts, which are an
essential element of the team concept.

Native Intelligence: While the merits of
formal education cannot be dewied. its
application is sometimes handicapped by
lack of "horse-sense' and the abflity to
analyze a situation in terms of logic and
reality. No derogatory inference is
intended: buc we have all heard of rbe
absent minded professor who is a genius in
his field but cannot cope with reality.
Classificatton Management must, above all
else, be free of dogmatic theories aud
practices which cannot be defended in the
light of current reality. 7This tvpe of
"horse-sense' mayv t. sharpered by {ormal
education bui cannot be replaced by it.

Dipltomacy: The Classificaiion Manager must
alse be a people masager., He must xnow
when to listen and respect the opinions he
seeks even though he wmay not agree. When
a decision nust be made he must be firm

tat not arbitrary.  When his powers of
persuasion have leen exhausted without
succeas, there comes a time when he must be
insistent without destroving his werking
retationships.  The tlme spent in
cultivaling these relationships can be
rewarding in a personal as well as a
business sense.

Communication: Tiis may be the cost
important qualification of all. The
‘hility to read or hear and underistand, and
to speat ar write in a manne: which conveys
4 precis meanang and intent would probably
tesult in more solutions than any othed
single faztor brought t fear on a prohilem.
Lacking this ability, whether natural or
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acquired, the Classification Manager is
isolated and cannot function effectively,

In my opinion, the importance of
formal education or trvaining in one or mare
of the technical disciplines is not as
great in the team concept as it is in the
central staff concept. Obviously, an
interest in, and affirity for, things
technicul is a valuahle asset even in the
team concept. It does wonders when
communicating with the technical mcmbers
of the teem, but it is not essential, as is
wuanapgement skill.

In the line of formal education I
would look for a Business Administration
ma jor with a minor in one of the natural
sciences. A second choice would be Liberal
Arts in the tradftional .ense «f sci>nce
and bumcnities - not a curricvlum laced
with music appreciation, literature und the
tike. Based on my esperience, I woild he
more inclined to scrutinize moce carefullv
the other quelificaticnas of a straight ’
eaqgineering or science major to insure 'hat
mangpement potential is indicated.

Having found the individual with all
ot these desirable qualifications, he must
still be induced to enter the Classifica-
tion Manapement field. Tf he is good,
many respected and recognized fields wil!l
be open to him with the promisc of
financial and professional rewards.
Classification Management wili be hard
pressed te compete for this kind of ta ent
until the program has mire to offer in the
~ay of foomal career development.

Pinping nhrases an. personal dedication
will not fill the void which can te
nredier »d in the pot too distant futuve,

Assumin an unexpected stroke of luck.
the perfect rvecruit accepts an offer of
amplovment as a2 trainee member of the
classification team.  There nust follow
an exteasive pericd of on-the-job training
durtng whichh the trolnee will learn the
philosaphy and specific techniques of
ciasgifying infirmation, and how to use his
managcement ski'ls {n this snvir ament,
During this period he should be expused to
an fndectvination by each of the expeits
with whom re must subsequently work.
I'raining sessionr should he arrenged with
experts in each major techpical discipline
invalved, contract administrators,
personnel who will be the ultimate users
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of equipment and sysltems under development
in short, any group whose function could
influence the classification decision.

When this initial phase is completed the
trainee should begin to participate in
actual working sessions under the
supervision of a senfor classification
manager. lt would be useful and informative
Ltf the trainee could visit the site of

ma jor [&D or Production projects or
contracts to witness, first hand, the
impact of the classification decision on
those who must use, handle and protect
classified information. At the end of a
vear, if the initial evaluation of the
recruit was sound and it the training has
been aeffoective, the trainee should be able
vo operate independently in selected areas.

It is important that provisions be
made for periodic cefreshers, particularly
in technical areas so that the Classifi-
cation Manager is ut least aware of changes
in state of the art which might influence
the clansification decision.

When 1 started to record some thoughts
for this paper I bhad no intention of taking
a "Devil's Advocate'" position. As it turns
out, 1 geem Lo be leaning that way. There
is much we might have done, but have not
done. No matter how sound our reasons,
resuits are the same; Classification
Management has been painfully slow in
achieving recognition as a profession, if
in fact, it has outside of our own
community. It is time for this Society to
develop a formal position on Classification
Management job standards and career
development patterns which can be applied
in Government on a mandatory basis and in
Industry on a voluntary basis. This is an
over-due first step in building the
foundation for the viable career field
necegsary to support the program.

the

With increased emphasis on classifi-
cation management evidenced by E. 0. 11652,
other legisiative proposals and current
public expogure, the challenge and the
apportunity is here. It s our respunsi-
bility to answer it.

PRESENTATION BY MR. MARSH

When Jim Bagley asked me to join this
panel, 1 had serious reservations about the
suh)ect, ostensibly the selection, trsining,
care, and feeding of a classificetion analyst,
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Oertainly I am acquainted with the subject.
I have been directly involved in classifi-
cation at Sandia Laboratories for fifteen
years. Over that period I have developed a
aumber of unconventional views on this
subject, as well as others. Only after Jim
agsured me that he didn't mind my displsying
my prejudices, did I feel comfortable in
accepting. What you ere going to be exposed
to now are Marsh's personal views; no one
else should be saddled with the blame,

Perhaps a few words sbout my own back-
ground will put these remarks in hetter
perspective, I attended a nunber of univer-
sities from Ann Arbor, Michigan, to Tuscon,
Arizona, and sccunulated degrees in Business
Management and Economics along the way. I
even attended law school at the University of
Texas for a short time. I successively taught,
worked in accounting, and wrote engineering
procedures before, quite by accident, I
became a classification anelyst (AEC termi-
nology). I explain this background because
what I am about to tell you about selecting,
educating, or being & classification analyst
is in direct contradiction to my educational
background and natural interests,

With this as a btase, let us take a ook
at what security classification really is,
and how it relates to security - physical
security, document security, personnel
clearances, or whatever. I have worked in
the Atomic Energy Commigsion environment for
the past twenty years, The Atomic Energy
Commigsion was established by the Atomic
Energy Act of 194G, as amended in 1954, so
you see that classification under the AEC is
a requirement by statute. This results in a
situation that is quite different from that
which prevails in the DOD where Executive
Orders ccver classification and security
procedures. Perhaps this is one of the basic
reasons why the AEC and the DOD find them-
gelves at odds -n some classification matters,
Perhaps another reason for the difference in
attitude or philosophy is that much of the
information classified by the militery
establishment is operational data which tends
to be fluid or transient. Most of the
information classified under the Atomic Energy
Act, on the other hand, is technical des'gn
information of a more permanent nature. At
any rate, under the act, information
cnncerning design, manufacture, and use of
nuclear weapons ir "born" classified as many
of you are well aware, Of more than passing
interest is the ract that Reatricted Deta snd
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Formerly Restricted Data are exempt from the
declassification provisions of the new
Executive Order.

I believe that a classification deter-
mination is s quasi-legel judgement based on
the best relevant technical information
available, together with the pertinent
classification guidance derived from the
Atomic Energy Act or other authority.
Clagsification decisions or judgements, of
course, impinge on security and security
regulations. When the classificetion analyst
mekes & decision that 2 body of information
(usually technical) requires security pro-
tection in view of approved local or program
clagsification guidance, security becomes
responsible for determining the means required
to protect the information. Note the two
distinctly different functions and responsi-
bilities, For this reason, I feel that it is
fundementully unsound to have the classifica-
tion function reporting to the security
director or to have both functions reporting
to the same administrative head.

80, what place in the organizational
structure should the classification official
sceupy? AL Eandim, the Classification
Division, whish I supervise, reports to the
Technicel Publication and Art Department, and
I feel that this is certainly & reasonable
base from which to operate, My division,
hovever, ls also staff to the Vice President
who serves as Chairman of our Classification
Board and who is our top corporate authority
on classification matters. In accordance
with the new Executive Order, I also will
gerve as staff to the President of the
Laboratories on matters relating to Top Secret
authentication and control. 1In the AEC fam!ly,
{ncluding contractors, I don't believe that
there is any orgauizationel slot specified
for the classification function. The only
requirement is that security and classifi-
cation nct report to the same adm!nistrative
head, This is e fundamental point; obviously
it would be most undesirable to have the
auditors of an organization report to the
accounting people, or vice versa, No organi-
»atlonal structure should allow potential
conflict of interest, On the other hand
heing too rigid is not rewarding either. I
helieve that the successful classification
officer must work with both technical and
admini:trative people constantly, and as
harmoniourly &8s possible, to minimize
gecurity time and dollar costs, particularly
in placing classified contracts.

To put my remarks in perspective, let me
tell you something sbout Sandia Laboratories.
Sandin Lsboratories was established in 1945
as a part of the Los Alamos Scientific
Laboratory (LASL) to handle future wespons
development engineering and bomb assembly
for the Manhattan Engineering District, the
code name given the original atomic bomb
project. The facility was a branch of LASL,
operated by the University of California,
until 1949, when the University asked to be
relieved of the nuclear ordnance engineering
Job, President Truman asked the Bell System
to assume the responsibility for operation of
Sandin, and Sandia Corporation was formed as
a subsidiary of Western Electric to operate
the Laboratories under & non-prof'it, no-fee
contruct as a service of the Bell System to
the Atomic Energy Commission,

Sandia Laboratories consists of twn major
ordnance engineering and R & D facilities:
the headquarters laboratories at Albuquerque,
New Mexico, and the lahoratories at Livermore,
California.

Sandia's principal responsibility is
research and development on nuclear ordnance --
all the non-nuclear aspects of U. S. nuclear
bombs and warheuds. Together with the
necessary development enpineering, «e ore also
responsible for monitoring production, assuring
quality, and providing training courses nnd
manuals for the using services, There has been
o marked trend in our laboratory to concentrate
our efforts in research and development, 's
contrasted to engineering. As u result,

Sandia has acquired u highly qualified
technical staff,

The Classification Division personnel are
members of the laboratory staff, The job
structure consists of three levels of classi-
fication snnlyste and a supervisor designated
the clossification administrntor. Jobs are
evaluuted under the position evaluation plan
(PEP) which estaoblishes the relative worth of
various ndministrative positions. The rating
is based on job knovledge, problem solving
ubility, and dollar accountability, A person
+ith proper qualificntions can enter at any
job level commensurate with his qualifications
und lob experience, Fortunitely, our wage and
administrative people rank our positions high
in hoth job knowledpe and problem solving
ability, Hence, we have a point rating which
allows us to have a good salury ranjte. I feel
nlso that our people contribute substsntially
to dollar nccountability because of their
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proven ability to point out means of cost
savings to the operating people. Incidentally,
1 feel that many agencies do themselves a
great disservice by submerging the classifica-
tion Jjob in the security structure thereby
reducing ita importance and thus pay scale or
GB level, This happened very recently at
Kirtland Air Force Base and the job level of
the classification manager was reduced two
grade levels, The AEC, by using considerable
care in establishing job requirements and job
descriptions, has been able to establieh a
flexible job structure which attracts and
retains professional level people,

Before I discuss the qualifications and
training of classification analysts, let me
briefly list the activities performed by my
division:

1, Provide advice, counsel, resolution
on classification problems and
questions,

2. Prevare, coordinate, and justify
new and revised classification
guidance,

3. Review documents, work projacts,
material, and hardware as they
are generated,

4, Conduct classification education
programs, both general and on
specific subjects,

5. Prepare subcontractor/consultant
guidance, education, and liesison,

6. Review older documents and projects
for downgrading or declassification,

7. Carry on intercontractor/sgency
communication.

One of the classification administrator's
most important jobs, as I am sure you recog-
nize, ig to recruit and maintain a capable
staff. This is quite a trick in view of the
tight dollar situation, particularly in a
laboratory such as Sandia which is continually
reducing the ratio of the administrative staff
to the technical personnel., Over a period of
twelve or fourteen years ] have hired about a
dozen classification analysts and interviewed
many more, Basically, what I look for in an
applicant 18 a broad educational background
with strength in the pure sciences or
engineering areas, It is most important that
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a potential analyst have the ability to
comnunicate well both on a pergon-to-person
basis and in writing, Age is not necessarily
a consideration, although 1 have avotidead
hiring young candidates just out of school.
By the same jLoken, older folks with no par.
ticuler skills or applicable background
usually do not fit our requirements. It is
helpful if the individual has what I would
call a quasi-legal inclination, as I feel that
the process of making classification deter-
minations ie somewhat ekin to the judicial
process.

It is absolutely essential that the Job
candidate have the pstience and forbearance
required to deal with the frustrations of
classification. It ‘s dirficult to really
assess personal characteristics during a short
interview, but while discussirng the positive
and negative aspects of the position, you can
usually determine how the candidate would
react to the Jjob situation.

Another characteristic that is difficult
to evaluate is judgement., Obviously, clossi-
fication managers or snalysts do not last lony
if their Jjudgenrent is poor. The prime requi-
site for making good decisions is a thorough
evaluation of all relevant inforration before
making a Judpement., Another factor is
individual motivation. 1In this current eres
when good positions are hard to find, many
engineers with Bachelors and even Masters
degrees are f'inding it hard to compete in an
environment which caters to PhD's, ‘Tnis,
together with the pgrowing professionalism in
clagsification management, prompts the scien-~
tist or engineer to consider it mare seriously
ag a career then uced to be the case, Of the
percons I have {ntervieved or hired, the best
candidates huve been those with rather broad
educational backgrounds, skill in technical
writing, and the ability to elicit technical
informat ion f'rom the engineer or scientist,
Many outstanding candidates for classificaticn
management were young ex-military men who had
been connected with the then Field Command,
DASA Weepons School. These young officers
generally had a good technical background plus
a basic knowledge of weapons, vhich of course
was of great benefit in our work, In emphu-
sizing the importance of a technicnl degree
(which, in fuct, AEC requires for its classi-
fication officers) it would be an oversimpli-
fication to indicate that the mere fuct that
an individual has & technical degree assures
either interest in or skill at classification,
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The clasaification manager to be most effective 3.
must have gome knowledge and understanding of
every project at his installation., Obviously,
no man hag enough technical information in
depth to be able to answer any and all
inquiries, Esrly in my csreer in classifica~
tion menagement I learned that the best way to
survive with a limited technical background was
to obtain information from qualified indi-
viduals in the various technical fields at
Sandie -- to ask questions and more questions. 4,
Experience has shown that most technical people
are glad to expound on their area of expertige
if you ask the right questions in the right
way, It doesn't pay to be bashful in asking
questions, Especially, the trainee should
learn that there are no "8umb" questions if he
is honestly s-eking information. The other
side of the coin 1s that no one should try to
bluff his way by trying to give the impression
that he understands complicated technical
problems. Laser technology, for example, is a
new and extremely complex area which should be
"off limits" to all but & very few well in-
formed individuals. I recsll very vividly
working for a man thet was proud of his "nickel
knowledge" which he frequently tried to stretch
to 2-bits or b-bits worth, The number of times
I was embarrassed for him when he tried to
climb in off the limbs he had put himself on
are more than I care to remember,

Once you have hired a candidate whom you
feel will make a top flight classification
nnalyst, how do you train him to optimize his
capabllities, and therefore his worth to your
organization? The first few moanths in the
clussification business are frustrating to
many pecple because there are really no 5.
courses taught in classification management,
and skill in decision making and problem
solving is learned only by exposure and
experience over a lengthy period. But, there
are a good many things that the supervisor can
do to meke the break-in period both more i
palitable and more useful., I will list a few O,
of the tools nnd the means of training a new
dlassification analyst.

1. He should be given a broad knowledge
of the basic classification policies
and procedures of the AEC (DOD)
including a working knowledge of
the Atomic Energy Act or Executive
Order(s).

2. He should have or acquire a general
knowledge of ull active programs at
his installation with particular
emphasis on the classified
activities,
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He should participate and meet with
other organizations including in the
case of the AEC, the Operations
Office, and the headquarters people
and the integrated contractors. He
should attend working sessions on
Joint programs with various using
serviceg and visit contractors with
claseified subcontracts,

He should try to acquire a general
familiarity with the many related
security regulations such as
security clearances, mail channels,
and report/document marking. This
is not to say that the classification
analyst should presume to make himself
an expert in security matters, tuat
almost inevitably during my
classification orientetion session
questions are raised which have
security overtones. I have found
that my classificution organization
is being drawn more and more into
discussions relating to security
markings as well as classification
per se, Some recent examples of
this have been the implementation

of CNWDI, the revision of AEC
Manual Chapter 2108 on weapon

duta reports, retention periods as
they relate to the AEC's crash
declassification program, and

most recently, implementation of

the Executive Order 11652 which will
be reflected in revised ABC Manual
Chapters 2105 and 3401.

He should be involved in face-to-face
office discussions whenever possible,
attend orientation and technical
briefings, and as soon as possible

be given small prolects under the
direction of a senior staff person.

He should learn to use available
tools in the office -- guides, files,
manuals, and outside agency infor-
mation, He should be acquainted
with the drawing files, the central
technical files and their contents
and the computer facilities. It is
clear that an anslyst with some
programming vkill will find that

this ahility is very uceful. Data
processing will undoubtedly receive
greater emphasis in the future, e.g.,
the growing use of indices by the
AEC,




T. HKe should meet members of the company
clegsification committee if one exists,
At Sandia, the Classification Board
is made up of senior members of the
technicel stuff (AEC designmtes thiem
as Responsible Reviewers with indi-
vidual areas of expertise) who are
available for advice on classification
nmatters,

8. He should attend and participate in
all classificetion educstion sessions
conducted by the Division including
new staff briefings, new supervisor
orientation, secretarial refreshers,
and special topic presentations.

9. The weapon contractors of the AEC
have a rather unique group known as
the Weapon Contractors Clesaification
Conference which includes all the AEC
w2apon contractors and meets three or
four times a year. At these cunfer-
ences we air mutual classification
problems, listen to technical
briefings, and tour the various AEC
facilities. It is useful for people
new in the profession to attend these
meetings and listen to the sometimes
heated discussions which result, It
is also usaful for new personnel to
visit other contractors as individ-
uvals for a genersl orientation enad
philosophical discuesion. We welcome
vigits of uew classification people
from other contractors or government
offices.

I have already emphasized some of the
personsl sattributes, skills, and education
that I feel are necessary for success in
clasnsificat ion management, Let me once again
emphasize the importance of oral end written
communication, All of you appreciate the fact
that perticularly in clessification, any rules
or guidance that can be mirunderstood will be
misunderstood. Therefore, it must be s pri-
mary aim of classification management that all
vritten guidance must communicate the ssme
ideas to all users. In essence, & guide is a
means o formalizing and communicating judge-
ments made for use by others.

During the years I have been associated
with classification, I have had the pleasure
of knowing people like Don Woodbridge, Union
Carbide - Y-12, Les Redman and Bob Krohn of
LASL, Dean Wernsr and Art Thomas of LLL, end
weny other fine gentlemen from the manufac-
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turing and production egencies, the AEC, DASA,
NASA, and the using services and their con-
tractors, It is falr to say, at least as far
as the AEC i{s concerned, that the most success-
ful individuals heve been those with a broed
technical background and en ocutstanding
ability to communicate., Surprisingly enough,
the most frequent technicel background is
chemistry, and a number of the clessification
peojle possess advanced degrees in the subject.

In summary, I emphasize that classifi-
cation and security can and must be treated
a8 two geparate functions, and the difference
must be understood by management, Classifi-
cation and security must be separated in the
organizaetionel structure. Further, the judge-
ment that information (including material)
requires protection should be made by a
knowledgable classifier based on & competent
technical evaluation, as well as the appro-
priate classification guidence. It is not
clear that there can be specific rigid queli-
fications listed for e classification analyst,
but certainly a broad educational background
with emphasis in some technical area such as
physics or chemistry is desiruble, along with
the capabilities to communicate effectively
and exercise good judgement., Although no
field of formal course study is avnilable
for classification mansgera, there are means
that any orgsnization can improvise tn supply
the necessary "on-the-job" training.

In closing, let me dipress briefly to sny
that it is my hope that the new Executive
Order, although imperfect, will be implemented
as uniformly as possible by all agencies, with
the result that there will be great improve-
ment in classification nnd declassification
policies and procedure, Frankly, I feel that
in recent months the classification management
function has been badly maligned by s few
over-zealous critics., 1 bellieve that through
our classification function and our soclety,
we can demonstrate that we are real pro-
fessionals,

PRESENTATION BY MR. ROBINSON

As the third speaker, one always has some
trepidation - especially being the third man
on such a prestigious totem pole as this;

one can either face the situation thdt you're
completely free to comment since what the two .
previous speakers have sald or didn't say
doean't overlap what you plan; or, you may
find that you've been preempted completely on




what you had intended to present. In this
instance, fortunately, neither of these extremes
is in fact the case.

For those of you who may not know about the
Center for Naval Analyses, I should identify
that it is one of those unusual organizations
c¢alled a Federal Contract Research Center. If
you have read about them, you are probably aware
that recent Congressional activities are not
necessarily designed to ensure thelr perpetua-
tion! However, the kind of organization we are
does bear on our approach to Classification
Management matters.

Considering the comments of the two previous
speakers, we might say that Bob's presentation
was in the more general approach, as befits

their supervisory responsibilities, and certainly
Jim's critique, as would be expected, was tail-
ored in a very specific fied. With our organi-
zation, I suppose one might characterize my
approach ag the generally-specific!

We are examining the field from the point of view:
"whom does one get into it," and then "what does
one do with them.," An aspect atffecting the first
part is found in the new Executive Oxder 11652
and its implementing program. I should like to
quote from the NSC implementing directive of

17 May since it presents for the first time in
writing, to the best of my knowledge, a piece

of information very useful to all of us., In
Section 10, entitled "Departmental Implementa-
tion and Enforcement,”" “Action Program," I read:

"Those departments listed in 2A and B of

the Order shall assure that adequate person-
nel and funding are provided for the purpose
of carrying out the order and directives
thereunder,"

This seems to be the very first time that an
official statement has recognized that furding
and people are quite important in having an

ef fective classification program. 1 call it to
your attention since you may not have had the
opportunity to see it yet, It will be found also
in the forthcoming DOD Instruction 5200,1.

Having noted a potential source of support for
the program, let me proceed to outline some of
the elements of whome we try to get and what do
we do with them, First, what is our approach?
We have taken the central office approach, as
described by Bob, and 1 think it is important to
establish a few of the facts as to why thia was
chosen. Bob characterized the CNM effort as a
team effort principally, and in some ways the

central office is not actually differentc from
that, The application differs somewhat as I
will cover,

As one examines a group such as ours, we find
a very broad spectrum of things with which we
must deal. They range from the quite techni-
cal, as Jim Marsh would describe, to essen—
tially the abstract; covering most of the
points in between, Such as examining new
weapon technology for application or exchange
with existing weapons -~ What could you do with
weapon IB 1if you had it? Would it be more
effective to have a few more of such and such
or a few less? What will we do in Europe in
1985, and with what? What plan is the most
effective for achieving a given end; and, again,
with what?

To operate in such an environment one needs not
only a foundation of plans, one needs also the
capability to understand and examine the impli-
cations of technology, Recognizably, technology
infringes on all of us, and it does have a
bearing on some comments which I will make later
concerning people,

We also must contend with a variety of guidance -
let us recognize that a group operating on
matters such as these gets classification
guidance sometimes in rather weird ways - and
attempt to use that "guidance" correctly.

There are two basic conditions in connection
with guidance that exist either in government
or industry. I think one can recognize that in
industry, to address it primarily, either it is
principally paper producing (with possibly an
ancillary production in hardware or software)
or it is essentially only producing hardware.

In the case of the DD 254 issued for hardware
production, 1 think it generally can be said to
contain fairly good and complete guidance., 1In
the case of the DD 254 issued for the paper-
producer, on the other hand, is rarely complete
and that is perhaps an undevstatement.

In this connection, ours could be characterized
as a fishing license or a hunting license -
either one. We're authorized to seek any
guidance we can get but guidance, as I commented,
does come in some weird ways and some of it is
very bad indeed,

An {llustrative example of current bad guidance
issuing under the new Executive uUrder shortly

after it became effective: we were regaled with
a message from a fleet commander who classified
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as Secret, Exemption Category 3, the mere face
that he wanted aid in planning an exercise.
Exemption category 3, as you may remember,
covers plans., His use of that category for this
purpose vouldn't have seemed intended by the
Executive Order. However, if someone writing in
response to this measage had to directly incor-
perate some of the text, the Secret classifica-
tion would have to be used, when, in fact, it
should have been Unclassified. If one were in a
superior chain of command, one could change the
classification, of course, and one could reclama
an inappropriate classification. On the other
hand, it's not always convenient to reclama to
higher authority.

This kind of case is helped considerably by a
"central of fice" approach where there can be a
bit better capability to steer, guide, and
select an appropriate course of action without
having to perpetuate a bad classification--an
ind{vidual author in a technical field may not
be able to perceive how best to solve such a
problem.

In this connection, what other kinds of things
could we expect a central office to field? We
must recognize, as Bob quite rightly observed
and so did Jim, one cannot expect to have
expertise in all fields. One, therefore, could
really quite properly question whether a
"central office'" covering the spectrum I have
described could be feasible. Such a question

I shall attempt to cover as I then get to, "Whom
does one select." For the moment I will discuss
a bit further how one approaches the problem of
coverage of many fields.

If you are examining a cloth, a large cloth, and
you are concerned with classification matters
within it, you in a central office can examine
and focus your attention on differences in the
pattern, Which parts of the pattern are changing
and which continue. What are the pattern ele-
ments that cause something to be classified or
not as the case may be? If you are the author,
your point of view is necessarily much different.
Irrespective of whether you are thinking in terms
of budgets or technical matters, I suspect your
primary concern is the logic of your arguments
and points which you raise,

In this connection, EO 11652 does not eliminate
judgment. Fven yesterday, for example, when the
new statements were being explained, George
MacClain commented that one case ~ RD or FRD -
was clearcut and therefore needed no further
amplification, In some papers the question looms
as to whether RD or FRD is in the paper. That
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judgment 18 not always so easy to make as fall-
ing off a log. Authors are prone to unthinkingly
stick in phrases in the weirdest places, complete-
ly forgetting that a single phrase may indeed
make the paper restricted data. In many instances
this kind of thing has happened. In fact, papers
we receive from places which ought to know better
are sometimes similar and in our particular case,
we have to protect our clients as well as our
authors.

Then in a central office you are able to use more
effectively, because you have concentrated on the
pattern, official, formally released information.
Note the emphasis on official because official
velease and publication are quite different
matters as I'm sure all of us know. But, official
releases can be used very effectively for quick
changes in classifications. When the Secretary

of Defense, who is the principal authority for
classification if you are in the defense business,
makes a determination that certain pieces of infor-
mation are now to be released, they are then
unclassified, A wr-itten guide in hand, covering
such information, wuuld not be able to be changed
until much later, recognizing the time necessary
for rewriting, printing, and distribution., I
believe the impact here has often not been fully
appreciated—authors in their respective fields
could hardly be expected to keep up with this body
of information. As an aside, it seems hard to
imagine what Congress would do with any more in-
formation than it now has; despite this fact, one
does hear still about denying information to
Congress. Returning to our point, under these
circumstances a central office, being able to
focus attention, can help the authors in very
practical ways. An additional element, not only
are they not able to pay attention to many of
these matters, but also they are prone to forget
where they have learned some fact and whether it's
classified. In our group we have been able to
protect both the client and the author,

Granted that this may be true, still the question
exists, how can it work? As we know, it must work
or obviously it would not exist for very long. The
question of what would you dec i{f you wanted to
create a central office would hinge importantly on
people. That brings me to one of the two main
points we are trying to address: Whom would you
choose?

Our group, and those which are oriented towards
military activities per se, seek a foundation in
or an inclination toward military matters. It's
important that an individual selected have this

for a number of reasons; some evident and some not
so evideut. Questions arise where an understanding
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of the background aids significantly in assess-
ing whether certain information need be classi-
fied. Understanding the employment of tanks,
for example, or, indeed, that they are employed
in certain offensive operations; what one does
with a destroyer; how one considers the use of
nuclear weapons to achieve an effect; how one
structures a force and some of the ramifications
of its support; all may be standard and unclassi-
fied, or they may contain elements requiring
classification. These are the kinds of things
to which I refer in military operations. There-
fore, understanding them is a great aid when
establishing classifications in a spectrum of
military operational matters.

Then what else? As I've already inferred, and as
Bob and Jim so aptly emphasized, a technical
foundation is certainly critical, You can hardly
avoid having at least a working knowledge about
what lasers are if you want to talk about them,
You must understand enough about nuclear physics
to recognize when you are encountering restricted
data--which is curreat. and which is not. You
must be able to talk with electronics people about
a function and have an understanding of what they
are saying; I would say at least to the point of
recognizing the differences being described either
in technology, or fine timing, or the basis on
which one expects to obtain some advantage in
operations. Operational advantages, after all,
are at the heart of the classification system.

Since this is so important, a technical founda-
tion is necessary, It doesn't really matter much,
however, in what. Whether the background is in
physics, or chemistry, or any one I the others

is not critical. This is so because whomever :.u
find will not have complete knowledge of any given
field much less all of them., Just as in militury
operations, it doesn't matter whether the founda-
tion is Air Force, Navy, or Army; any one of these
will do nicely since you will have to learn sonc-
thing about the others in any case.

1s there anything further to seek in the indivi-
dual you are trying to select? Certainly ccmmon
sense - the horse sense type ~ is equally neces-
sary, as well brought out by Bob Green. A candi-~
date who is too far ot in theory will not neces-
sarily be your best bet for getting a practical
soiution tn, "what is thie fact classified as?"
So, the application of common sense and under-~
standing, and the ability to crmmunicate bhoth
ovally and in writing certainly must be judged
highly when considering the qualifications we
seek In a person to be in classification ~ as
such ~ or its management.
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After one examines requirements, these can be
cunsidered primary elements; any one of which
is substitutable for any other to some degree,
but a blend of them is needed. That leads
logically into the question of “'"What does one
do with them?" How does one integrate them
into an operating offlce?

It's reasonable to say that there cannot be a
single program to train a classification analyst.
There is a spectrum of programs because there

is a spectrum of qualifications; some of which
will exist in any given individual but no two
individuals are likely to possess the same,

After one has selected an individuel it is very
important and necessary to sit down and figure
out, between the two of you as a matter of fact,
what are the principal strengths, and then which
are the principal weaknesses or fields in which
he needs to do further study. Here we address

a very important key to the program. Study is
critical and an inescapable part of the program
for anyonc selected as a classification analyst.
Such has been both inferred and stated by both
Bob and Jim; I hope to have augmented the reasons
and emphasized further just how important it is.

This is also a kind of limitation, in a real way,
on the selection process. The person who 1is not
oriented to study would not fit into this kind
of classification management scheme - would not!
Some simply do not like to study. They would
not fit into an application of this kind
irrespective of how bright they were, They
could bave technical expertise in a given field,
for example, and he able to give expert advice
in that field., Beyond that field, if they are
disinclined to study, they would be likely to

be "bad news" in your operating program,

Aftecr mutual examination of the case, you decide
on an appropriate program. There must be a
foundation in the technical areas, How does one
get this? Basic texts in such fields as electro-
magnetics, for example, even to include the
excellent Radiation Laboratory scries of MIT

from World War IT vintage. Also from that period,
the Physics of Sound in the Sea is excellent and
very understandable for a background in acoustic
phenomena in water. In the area of nuclear
physics - particularly in the weapons applications
area - Glasstone 1s a prime piece of guidance and
very understandable if one does not dwell unduly
on the technical parts, Other items should be
selected appropriately to augment the foundation
the individual has, including military-operations-
type materlal,
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How ilong does this go on? A newly arrived
individual will have to study for at Jleast two
aonthe befoxe he begins then to thirk i{n terms
of , "What dces thit mean in reference to classi-
fication?" Until such a point, his time is
spant essentially i{n organized study; not that
he or she is completely isvlated, but rhe time
1z needed for scudy ~ it's critical for your
program. Then he should begin to do some
application or his study in an actual claseifi-
cation sense. He should begin examining some
classified things - some well done and some
poorly done. About concurrently in tiwe, he
should begin also in classifying things which
you would connider relatively straightforwaxd

oY easy, From that point forward the individual
gradually does move complicated things undar
guldance, while continuing to study applicable
fields.

The studying part, as Jim Marsh rightly cormeuts,
cin be deadly dull; hrwever, it is critical to
success. Here eucouragement and opporcunities
to see the applicability and the relationships
which evolve should help make the program some=-
what livlier., 4s I have mentioned inferentislly,
study 1s a coatinuing responsibility. In order
to be reasonably up-to-date, approximately 30
per cent of the total time 1s required for atudv.
Thig neeu not bte programmed in a formal way but
che need is very real, You who are responsible
for the program have to ensure that you vcbiain
thiays that bear on the operations of your
raspective groups - lrrespective of whether your
field 18 very rorrow or quite broad. Technical
things, guides, and the like must be sought out
since there iarely is tlie case c¢f being 2nsured
that they will arrive in hand without effort on
your part, Your salection of materials should
be forward-looking to the bLest of your ability
to learn about impending operations of your
otrganizatica.

One furcher point regarding the capability of a
Yeentral office." 1t is, of course, true that
no given individual a¢ any given moment will
have absolute answers for any questi{on that
arises in the Department of Defense, However,
the central office is in a bhetter position to
teep track of where to go to find the answer to
che quesation.

The points which 1 have tried to cover may be
restated. Seek someons with a background appro-
priate to the field as hest one can find. 1In
our application, a technically oriented, mili-
tarity trained or inclined person is the best

choice,
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Then, mutually develop a training-study program
tailored to cover the areas of information on
which the individual needs further work.

Then break the individual in gradually into the
classification of information continuing to
study as pointy seem to reguire,

Lastly, provide for coutinuing study in order
that your program remains up-to--date.,

CONCLUDING REMARKS BY MR. BAGLEY

It is obvious from this discussion that the
moat urgent priorities should be (1) the estab-
‘ishnent of job standards for Classification
Management personnel; (2) the development of
education and training programs at all levels;
and (3) recruitment of new people, hopefully
younger, into Classification Management,

A3 we well know, the only body of literature
which exists in this fleld are the Classifi-
cation Management Journals and Bulletins, The
Jovrnals are available through the Defense
Documents Ceater, This is uot enough, however.
Steps shoulc be taken to astablish courses at
the college and university level, Finally,

the title of the new DoD Directlve is “Infor-
mation Security Regulation." This states that ~
we ace dealing with information and the security
of information. Should we now consider read=-
justing cur focus to bring into this field
Information and icchnical Information special-
{ats? They toe are concerned with information
which may ve released and information which
must, for a time, be pr.otected.
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USER AGENCY SECURITY CLASSIFICATION
MANAGEMENT AND PROGRAM SECURITY
WILLARD N. THOMPSON

HEADQUARTERS SPACE AND MISSILE SYSTEMS
LOS ANGELES AIR FORCE STATICN

Classification management's greatest contribu-

tion to the U, S, security program must be more

accurate, realistic, timely security classifi-

cation guidance to all concerned.

I am concerned with the operation and responsi-
bilities of a classification management office
at the level of a user agency; how one is
organized, its association with contractors
and/or higher headquarters, how it operates and
some of the problems that evolve. The greatest
problem, I believe, 1s the indiscriminate classi-
fication direction that is issued by individuals
to individuals. To be truly effective, classi-
fication guidance nmust be coordinated and con-
trolled by a central office. The most important
function of and necessity for a classification
management office at a user agency is the
development of classification guidance, The
second most important function is that there
must be one central place where all guidance
funnels through. Classification decisions that
are nade between individuals leaves the rest of
the world in the dark and, in many instances,
causes the use of different classifications for
the same information.

Initial classification determination---vwhat
needs protection and at what level---in my
opinion is the most important factor in the
security of all projects and programs. Classi-
fication of information geunerated during the
life of the program is based on this original
determination. The part security plays as to
time, costs, etc., is based on the original
classification decisions. These original
clasgification determinations for a specific
project or program should be developed by the
System Program Office and the Classification
Management Of flice at the user agency.

Following the principle that the final authority
for classifying, regrading and declassifying of
information must be subject to control from &
central source, I believe this control must be
in the classification managewent office. The
System Program Office (SP0O) is responsible to
the Commander for the program including all
aspects of security, but classification manage-
ment is the Commander's representative to assure
that the best possible classification decisions
and actions are taken for all programs under

his command. Higher headquarters provide guide-
lines; contractors performing on classified
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contracts recommend classifications but the
contracting command (user agency), to be
effective, must make the decisions as to what
must be classified and what level of classifi-
cation is necessary.

Classification management personnel must be
involved from the start of a program to its end.
A security classification guide for each program
or project is prepared at the earliegt time
possible. This gulde should be staffed, pub~
lished and controlled by the classification
management office. The security classification’
guide for a program is the most important
security document pertaining to the program,

All classification guidance and actions for a
program has as its base the classification guide.
Clasgification determinations can differ because
of different interpretations of the guide and
may require resolution, but at least all con-
cerned are working from the same basic document.
The DD Form 254 (Contract Security Classifica-
tion Specification) is the contractuval document
furnishing eclagsification guidance for a contract
but to be really effective it must be based on a
classification guide, No matter how we lcok at
it, the security classification guide is the most
important document pertaining to the security of
the program. Therefore, it is mandatory that it
be as accurate and timely as possible,

The organization of a classification management/
program security offfce must vary with the
mission of the Command., As an example, a
research and development organization, by the
nature of its mission, will be involved in more
original clasgification actions than a command
that monitors contracts. Regardless of the
organization, if it is necessary to develop
classification guidance, a classification manage~
ment office is warranted. To efficiently perform
their mission, the classification management
office must have qualified personnel. OUnly with
complete knowledge of the program can the classi-
fication speclalist properly assist the program
office and assure that the best possible classi-
fication decisions and guidance for the program
are being made. The number of people varies with
the migsion, volume of work and expertise of the
individual clagsification management specialist.
Based on my experience, I would estimate one
specialist for every five programs--programs such
as the DSP; while a program such as the Minuteman
requires almost all of one specialist's time. A
program file {4 next to qualified personnel in
importance, The file should contain basic docu~
ments that originated the program, a program
development plan or technical development plan.
The name 1s unimportant---the what, why, when,
and how of the program is what is important.
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The files must contain a record of all actions
pertaining to classif{ication and security of the
program or project. Also, current operating
instructions are necessary. Iustructions that
provide guidance to all concerned as to who does
what and when. A current list of contracts in
programs and at contractors is necessary. A
sufficient number of qualified clerical pexson-
nel of course is essential, The organization
must be such that programs and/or projects ara
agsigned to specific specialists, The special-
ist must be closely associated with program
personnel for his assigned programs and/or
projects. The Chlef of the office must have
the confidence of and access to the Commander
and other individuals with decision~making
responsibilities. To be effective, he must be
the individual the Commaunder depende upon for
all clesaification decisions and development of
adequate security procedures for all programs
and/or projects. Specialists of the Classifi.-
cation Management Uffice must have a close
working relationshlp with their counterparts at
higher headquarters and at contractors. The
goal is to have qualified people, complete and
curvent program files, and operating procedurec
that result in the Classification Mgnagement
Office being the focal point for all classifi-
cation and program security actions,

In the concept that classification requirements
and guidance must be funneled through and con-
trolled by a central classification management
office, the following actions are considered
necessary during the life of a program:

a. Prepare and publish a classification guide
for the program. Contractor classification
personnel expand as applicable this guidance
for their personnel. Much controversy
exists over what a guide should contain, how
much detail it should contain, ete, 1
submit to you that if a guide covered every
item that everyone involved was iaterested
in, it would not be published before the
program vas completed, All areas needing
protection must be covered in a guide but
too much detail negates its cffectiveness,
Room for interpretativn as it applies to all
concerned must be available,

b. Continuous review and evaluation of security
requirenents for a program; processing
requirewents tor additional security guid-
ance and bringing to a conclusion nezceesary
changes. 1 consider it to be clasesification
management's responsibility at the procuring
agency to see that proper guidance is
furnished and industry‘'s to complain if it
is not.

antto sty i doack i calaLision ualabhe Ry vyt il e

¢, Determine necessity four special security
requirements; asuist in implewwntation of
special requirements. A good example of
special requirements is known as the
Special Access Required program.

d. Continuous study of security requirements
and changes necessary to maintain neces-
sary security at a minimal cost. This,
of course, 18 a continuing requirement of
clasgification management at all levels.
ALl sorts of conflicts, vegrading require-
ments, changes, additions or deletimms in
security requirements arise during the
life of a program and must be resolved.
Classification management is not only the
best wiay to contrel the security require-
ments of a program, but I believe the only
workable way. Coordination between
government and industry classification
speclalists {s mandatory. WMutual respect
and consideration of the problems faced
in both areas result in better security
for our programs.

Other agencies are responrinle for monitoring,
inspecting, and, in some instances, advising
but the user ageucy and the contracter involved
are the organizations spending the tax payers
money and are responsible for the necessary
classification and securxity.

It is emphasized that the initial security
clagsjfication decigion for a program is the
most important security consideration per-
taining to a program, Classification msnage-
ment nust be responsible for developing the
initial classification requirements of programs
and projects; must provide a central control
of all classification matters, all decisions,
all guidance, all changes in classification,
and the resvolution of classification problems
as thev arise; must have qualified personnel;
must be properly organized with the hacking

of the commander and/or management; probably
most important---must be completely familiar
with all aspects of programs supported.
Clagsification 1s a commond responsibility;
clagsification management's job is to see that
it 18 carried out in the most efficient way
possihle,
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AGING & CLAGSYFLCATION
' MANAGENINT PROGRAM = PANEL DISCUSSION

By
$.K. DOTSOW, CLASSIFXGATION mwu. NA AL

WEAPONS CENTER, GAINA AKE, CALAWORNIA

‘ As ve ull kuow, the success of a Classi~

fication Management' otficc dao' pandcnt ot
oniy on knqwlnéga ofktha eo@abli-hcd tules
and ;béu&aiidn-. but the @bLLity\ét ac;ilvg
?lé&iifieation 6. the tectmical community.

Z €eel that I am comstantly selling in

\

order to make our technicsl comwunity awars

of the imporcance of proper classification
and éhat my office ie a place whure help is
avallahle in problem solving, no matter how
siight or great they may fuei that problem
might be.

I shall tell you of some of the duties
assigned to my office and how we at the Naval
Weapons Centelr uttempt to achieve our goxl!
For instsnce, we are involvsd iui

¢1) Preparation of proposed classifica-
tion guidance which is ferwarded to our gpoa=
soring activity in Washington for review and
approvel,

(2) Preparation of ¢ll phases of tle LD
Form 254,

(3) Providing direction for proper clas~
sification, veclagsificstion, and declassifi-

cation, for cur militery and civilian team,
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(4) Review of
(& unzlescified information proposad
for public release a3 a member of the security
reviaw panel,

" (b} papuxs, classifisd/unclassified

to ba prceentead at syuposiume/seninars, and

{2) Jdocumeutation requested by fora=-
ign firms/governmants and make recommenda-
tiont for vrelcace wr denial. This is done
after coordination with the cognizsat techni-
cal/scientific personnel, and

(5) Maintaining constant reviaw of spe=-
cisl progrums assigned to the Naval Weaspons
Center and insure that each recipient has
bean proparly clearad and briefed prior to
having access. Special briefings and debrief=-
i{ags are dependent upon the particular type
of program.

In all cases, wa must counstantly sell
the classification management of the projects
we are working on, The Naval Weapons Center
is engaged in a wide variety of activities
ranging from climatic resesrch programs to
wespon system development and, as you know,
pesople of Scientific, Technical and R & D
Climate are particularily prone to losing
sight of all but the end result of vhat they
sre involved in, It takes an office such as
ours to more or less hold the reins and guide

them where classification is concerned.
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In order to accomplish these things, ws
must have direct lisison with our techuical
and scientific personnel. This is accomplish~
ed by the technique of direct interaction with
them, During this interaction, the technical
personnel may become so enthusiastic over
their program and what we are trying to ac=-
complish that they will actually draw me pic-
tures of how a system mates together, as well
ag explain in terms so that the average per-
son can comprehend the mission of that prog~
ram, As an example - To prepare a proposed
clagsification guide to be forwarded to our
sponsoring activity for approval - the Naval
Weapons Center Program Manager of a particular
weapon system, myself, and primary individuals
responsible for sub=components of that weapon
system meet and discuss what they feel should
be classified or declassified. My role is not
to tell them what level of claesification
should be assigned to a particular item or
plece of information but to give them the
when, how and whys for classifying, as well
as, ask what their justification is for pro~
posing these racommendations. This usually
leads us into various opinions and beging the
analysis of what their goal is - what thoy are
trying to protect - and why they feel it

should be protected, This analyeis provides

g
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the ultimate proposal and needed justifica~

tions = other than, "When in doubt - 1 clas~-
sify" « or "It is easier to handie if it '«

unclassified,"”

Thie same approach is taken when deeling
with future technical pr.grams anu when devel=-
oping a8 254 « however, in preparing the 254 -
it is usually just the person cognizant of a

particular proposed contract requirement and

myself who meet and work sut the classifica=

There are approximately 236 active/semi=
active pcograms (437 active contracts stem
from these) currently on going at the Naval
Weapons Center which involve access to clas-
sified information, My office is currently
staffed with three people: one typist, one
assistant and myself., How is everything ac-
complished? It is difficult, but by assigning
priorities everything gets done somehow, some-
way.

Success? How is it accomplished? By
communication,; coordination and the gaining
of confidence between a classification manager
and the technical and scientific community.
Not the "pounding in" of security rules and
regulations, but the establighment of rapport.
This 1is how we operate with what, so far has
proven to bs successful at the Nsval Weapons

Center,

j
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LUNCHEON TALK

CARL HAUSSMANN

ASSOCIATE DIRECTOR FOR PLANS & LASERS
LAWRENCE LIVERMORE LABORATORY

INTRODUCTION OF MR. HAUSSMANN

Carl has a varied and sundry educational back~-
ground. He graduated from the Military Academy
at West Point in 1946 with his B.S. degree in
military engineering. He is also a graduate of
the U.S. Naval Academy Postgraduate School at
Annapolis, Maryland. He got his Master's degree
at Pennsylvania State University. He has held
various positions in the AEC community including
nuclear supervisor at the Armad Forces Speclal
Weapons Project, Sandia Base in New Mexico. He
was a physicist team member in the Matterhorn
Project at Princeton; as an army officer, he was
invited to work at the Livermore Laboratory in
weapons design in 1953-1955. After he resigned
from the Army, he stayed at LLL and has served
as physics group leader, division leader, and
the Associate Director for Military Applications.
Currently he 1is the Associate Director for Plans
& Lasers at LLL: Mr. Carl Haussmann.

PRESLNTATION BY MR. HAUSSMANN

Of course all of that was when 1 was working for
a living! I am very pleased that I've been in-
vited here. I was looking through your program
brochure and noted your theme, "Classification,
A National Responsibility," and particularly a
subtheme by George McRoberts--that of "Partici-
pation." With regard to classification, or any
other important issue, I think that's the real
characteristic that identifies the "doers'" in
the country; participation.

In leafing through the program for the first day,
I realized that you fully understood the needs

of your position because you had an invocation

by a Navy chaplain! And then 1 read further.

I'in sorry to have missed Steve Lukasik's talk.
After hearing a thumbnail sketch of what Steve
covered (t sounds to me like there is a need to
breed clarsification officers with the usual
large brains but with very small bodies, so

that they can fit into the mainframes of computers
as we enter the era Steve describes.

1 also noted that Mr. Smith gave a discussion on
the SALT Agreements. 1 can't think of a topic
that (1) is more important, and (2) provides a
hetter reason for disseminating more information,
Any agreement between the United States and
foreign countries certainly should be based on a
broad understanding of the relative positions of

the countries involved, the potential gains,

and the potential problems. I know we are all
following the Arms Agreements that have been
arrived at, and those that may be, with great
interest and hope. I think my one disappoint-
ment tn date in regard to the agreements is

that more information hasn't been made available
to the public,

I noted also two very interesting topics scheduled
for today: (1) The Training of Classification
Personnel, and (2) Establishing and Managing the
Program. Those are two very important topics but
I'm going to address today two other pertinent
issues that I have been involved in over the

last several years. The first topic is on

setting up policy. The second i{s on implementing
the policy. I was our Laboratory's senior reviewer
for quite a number of years, and in that role was
one of the advisors to the AEC on classification
policy. Classification policy formation is just
another part of the whole jig-saw puzzle. It fits
in nicely with the topics of training personnel,
and managing the program which you are discussing.
Recently, for the last year or so, through having
been in charge of Livermore's Laser and Laser-
Fusion programs, I1've been on the rcreiving end of
a certain amount of classification directives.
Although I won't allude to those interactions in
detall, some of the thoughts which I will express
a little later on have obviously flowed from

those relatiouships.

There is a great deal of interest in classifica-
tion, or perhaps I should say declassification,
right now. The DOD requested a blue ribbon
panel, a year or two back, to give it declassi-
fication advice., To the extent that the DOD feels
it is feasible, it is trying to order and reduce
the classification associated with 1its programs.,
Congress 1s continuously interested in reducing
the amount of material that is classified.

IDr. Edward Teller, who is at the Livermore
Laboratory and {s also University of California
Professor at Large, has been stumping the country
for several years arguing for declassit ication,

1 don't know whether his talk to you stimulated
him to do this, or whether it was just a continu-
ing mission of his to be doing this stumping.
Edward sometimes tends to overstatement to make
his points. In this instance, he states that
things shouldn't be classi{ied unless they are
sensitive operationally-related issues. 1 think
{f you talk to him in detail; Fdward might back
of f stightly from that position,

I don't know whether times have really changed
or just my point of view, but when 1 was a
senior reviewer and advising on policy, things

b
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were going very smoothly. Now that I am receiv-
ing those policy directives, things are a little
more tedious.

I'm going to deal a little bit with my recent
experiences. While these are specifics, they're
generalized specifics, 1If you recognize some of
the actors involved, so be it, but they won't be
named. (This approach reminds me of our laser
program's attempt to improve our image relative
to bringing in minorities., My program has been
looking for a one-eyed Jewish Negro female Ph,D,
laser expert. Although she might remain nameless,
it's a small group so suometimes you can surmise
the ideutity,)

One of the things that 1 have run into recently
is there seems to be a connection made between
classification and what 1 might call, sensitivity.
I don't think it's a good arrangement. I asked
my bosees in Washington if they could define
these sensitivity issues and they gave me a good,
but useless, definition., Lt is a retrospective
and retroactive definition, that is, when the
Washington management gets clubbered because of
something we've said, then that's a sensitive
isaue! ‘there have been some programs recently
which, in fact or seemingly, have had paths and
goals which crossed or clashed. On such occa-
sions it 1s easy for some people vo believe that
their favorite ox 1is beilng gored., Such issues
aren't classilication issues, but they are real
issues, Unfortunately, in the weapons side of
the AEC, these 1ssues are a little bit foreign

to us. Yet with some of the progrums we're
undertaking now, we're being introduced to them,
We haven't yet learned to cope with these sensi-
tivities very well. T think in the long term
that sensitivity issues should be handled by the
programmatic side of the house, and the classifi-
cation issues should continue to be handled by
the classification side. Up to the present there
hasn't been this separation, and that is causing
some problems,

One of the problems with AEC classificatiovn review
fs, and I don't know how typical the AEC fs, that
in order to have a good enuuciation of policy it
is necessary to get the attentlon of senior people
within that organization, These leaders must
spend some time thinking about the classification
policy, or review the thoughts of the lower eche-
lons who have ordered the options for them.

That's a very difficult, albelt necessary, re-
quest, Senior persounel are very very busy, and
they would rather put any spare time on things ol
programnat lc Interest, The senior people tend to
view classification as an administrative jssue,
and 1t's difflcult to get their t'»e.  Because of
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this situation, one of the things that typically
happens is that the next echelon down must do
rather more than they should in the way of deter-
mining classification policy. There are some :
additional things that flow from this arrange- é
ment,

At this next lower echelon, when they attempt to
set policy they get pushed and pulled by various
interests, either above, at the side or below v
them in the scheme of things. In the AEC you
might have a Commissioner who is very conserva=-
tive, and who would say a great many things are
classified. We may have a Commissioner sitting
next to him who feels that very little should be
classified, because if that were the situation
we'd get even greater participation from industry.
Since by default people now are tryilng to set
pelicy at too low an echelon, they are vulnerable
to these pressures, They soon turn a little bit
schizophrenic. There are real implementation
problems created for the working echelons, where
one day it's one way and the next day it's an-

other. This sort of 1life gets a little tedious., 1

1 don't
This

There are some other important issues,
know whether they are policy or procedural.
second echelon has to, by default or intent,
settle on such things as, do you have a central-
ized policy? Relatively speaking, the AEC not
only has a centrallzed policy but a stronger
centralization of its classification implementa-
tion procedures than is the DOD situation.

This second cchelon has stil) another decision
to make, Once you and your hosses have made
sure tie pollcy is correct the classification
manuals must be written, You can request lower
cchelon help in writing up the classification
manuals, or you can concentrate on doing the
classification manual within Headquarters.

My expericnece within the AEC {s that {t's a very
pood idea to ask the [ield offficers to pive you
detailed advice on how to write the manual that
will implement the established policy. The
reason 1s that those field of ficers over the
years have learned what is necessary in o manual
in order to make it usable on a day-to-dav basis.
['ve seen classification guides written both ways
and when all is said and done, 1t is extremely
important to get the fileld officers feelings on
the subject. They have the vast wealth of

expe r l oncece,

Since T've touchied on the field classification
persoanel, let me say that 1 have nothing but
admiration for the people 1've run into, at
least witirin the ARG mode of operations,  The
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number of regulations and the number of pieces

of background information, both programmatic and
guidance, that must “e remembered are very large.
Congider someone who runs a program like I do. I
know generally what the guidance is, but I cannot
remember all of the details. It is just grand to
have pe.ple who can keep us straight on these
details. Quite often, not only do classification
people keep us squared away on the details, but
they are able to point out other things. First,
they note any trouble they're having, and we act
when we can as intermediaries to address those
problems, if possible. Secondly, in chatting
with our classification representatives (and
others), sometimes it becomes apparent that some
things have gotten a little out of date and the
guidance or the policy needs changing.,

Incidentally, when it comes to a change of policy,
1 guess over the years I have grown to favor
block changes rather than piece by piece changes.

Let me review again some of the difficulties that
1, a representative program leader see., There's
the desire to have more senior level thought on
setting policy, If the most senior level would
set the policy, that would help avoid the next
lower echelon from being pushed and pulled by
conflicting pressures, With time, I'm sure the
AEC will square away its hard to handle "sensi-
tivity" issues, hopefully sooner rather than
later. Another thing that makes policy setting

a task to be revisited with some frequency is the
observation that sometimes our policy, or France's
policy, or the Soviet Union's policy are quite
different. Afier they differ enough, you had
better acknowledge that some things arc no longer
clasgified. Maybe there ought to be an inter-~
national assoclation like this onc (suggested in
Jjest!),

With regard to the sensitivity issues I mentioned,
they are real issues. One of the things we run
across is that ve have something like 5,000 people
at Livermore. 7here's one director and about ten
associate directors. Many of the 5,000 employees
seem to have a gift for gab and just look for
(unclassified) opportunities to exercise it.
Seemingly also, whenever they say something that
doesn't set too well, it is requoted as "Labora-
tory Policy."” What is worse, it's not only quoted
but frequently misquoted, the worst inferences of
what was said are focused on. As the head of a,
for the most part, unclassified program I've

been in the midst of that kind of situation. It
takes very mature people in Washington to calm
their more reactive people down and to remember
that it is only an individual who 1s speaking.
LLL's "popular lecturers' usually say that they

LIRSy

are individuals speaking and not the Laboratory
speaking. But if you're from LLL you quote
policy whenever you talk, according to some
people.

Another thing fn the sensitivity area that we've
run into recently in the weapons side of our
house--I'm sure its old hat to you people~-has
to do with legal issue, For example, much of

my current program is unclassified. We there-
fore have to ge out of our way to submit patent
applications, and submit them early. Also, the
AEC in Washington is dealing with some companies
which provide them with company confidential
information. Under such circumstances you run
into a very interesting dilemma that I dom't
know the solution to, If the AEC passes the
information on, perhaps it is compromjised. If
they don't pass it on, maybe they are ‘trying

to make a judgment in Washington while being

cut off from the technical experts in the field.
To me, that's an unsolved dilemma. Perhaps some
of you that have had more enperience igp this
sort of thing could give us some advice.

The problems I have mentfoned have shown up

from time to time in various programs, 1 want
to talk about a program, which shall remain
nameless, that seems to have them all, Some
unfortunate special administrative procedures
have been instigated because of this. 1 rthink
this 1s a transient situation; 1 certainly

hope it is, Normally, in the AEC policy and
detailed guides are sent out for us to follow
in the field, and within the framework of those
guides, most of the actions can be handled in
the field. Well, in this one program the classi~
ficaticn situation 1s in transition and the seusi-
tivity issues are more intense than the AEC
Washington is used to, at least on the weapons
side of the house. So the interim procedure in
effect right now is that not only do we go
through the normal procedures which we've

always had, but also much more. Additional
echelons of intensive document review at the
Laboratory have been ordered by the AEC. For
instance, the program head involved must read,
and comment on, every document generated--~for
both classification and sensitivity, Advisory
memoranda comment ing on the classification and
gsensitivity aspects of each document are re-
quired. Then all of this is sent to Washington.
A full set of reviews and decisions are then
made in Washington, 1In addition, all talks

that might hit the various media wust be written
in advance and it's been suggested strongly that
they be read verbatum.
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Incidentally, you know the propensity of people
to wait until the last minute. Physicists are
among the worst offenders. So all in all thias
procedure is sort of a tough one to have to
implement. One of the unfortumate aspects of
all of this is that at least two-thirds of the
documents that have gone through this rather
conplex procedure are detailed technical physics
papers with no sensitivity and with no real
classification issues. This example is, again,
very close to being a worse case because of its
nature,

Now, other than all of the extra work involved,
one of the reasons you want to square those
types of situations away as rapidly as possible
is that it creates a credibility gap. Perheps
this typified by one of my people who just came
back from visiting a conference in the Soviet
Union, He had been through an awful lot of this
sort of thing in preparation for his trip. His
introductory phrase to me, '"Now that I'm back
in this erstwhile free country . . . "

I have reviewed some of the things that would be
desirable. Perhaps some of these just pertain

to AEC business, some are common between the AEC
and DOD, and scme the DOD probably 1is doing
already. In summation: it is very important

to attain better policy definition, and from the
highest levels, Senior people, whether in the
AEC or the DOD, should spend just a little more
of their time on classification policy. It would
be very helpful,

With regard to the implementation of classifica-~
tion policy, my conclusion over the years is that
this should be as decentralized as possible. My
observations are that the DOD is more decentral~
ized than AEC. Certainly the AEC has not gone
far enough.

One of the things that I have learned over the
last year 18 that I have a much greater appre-
ciation for the merit of being consistent. When

I was advising on policy, sometimes I fretted a
little bit about not making changes sooner. Now
that I'm on the receiving end, what I notice is
that inconsistency, whether in allowing exceptions
under the guidance or in interpretation of the
guldance, 1is the major cause for friction between
the field and the people in Washington.

While this talk portrays, perhaps, that "a foolish
consistency is the hobgoblin of little minds," I
think you could reverse that saying and note that
a reasoned inconsistency is also the hobgoblin of
little minds, and is the creator of a great deal
of trouble!!
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THF AEC DECLASSIFICATION PROCRAM
BY

A. E. BARBER

CLASSIFICATION SPECIALIST

ATLANTIC RICHFIELD HANFORD COMPANY

Introdugtion

Tt is & pleasure to be here., I have
attended three previous seminars, but this is
my Civst time up here on the firing line. My
topic is "The AEC Declassification Program”.
I hope that this report on the things the
Atomic Energy Commission and its contractors
are doing to reduce the huge inventory of
~lassified documents in our files and vaults
will be of interest to you and perhaps gen-
erate some ldeas which may speed up the gen-
eral declassification program. I think we are
all aware of the pressure from both the public
and the administration to get on with the Job.
I will mention Executive Order 11642, Classi-
fication and Declagsification of National
Security Information snd Material, only to
state that information classified by law such
ns AEC Restricted Data is exempt from the
provisions of the order. Classification in
the AEC complex is based on lew. The same
law that defines "Restricted Data" and makes
{t elassified also provides means for its
declassification by the AEC. When the Com-
mission, the five Commissioners, decides
that certain classified information no
longer requires protection in the interest
of national security, it has the authority to
Jeclassify that information. The Atomic
Enrergy Act of 1954 not only provides the means
for acclassifyinm information classified as
Restricted Data, but requires that the Com-
mission frequently review its files and its
~lassification rules and that it declassify
information no longer requiring protection.
Under the law, the Commission has the sole
authority and responsibility to declassify
Aestricted Data., Where the Dol has interest,
such as weapons use, military or naval reactor
Jdevelopment, air craft nuclear propulsion,
ete,, the declassification decisions are made
only with concurrence of the lepartment of
Defenge,

There are three basic requirements for
‘onducting a declassification program. They
are:

1. Specific and detailed classification

guidance.

?. Qualiried and authorized reviewers to

npply the guidance,

3, A notirication system, including man-

power Lo assure that all copies of a
declansified document are marked.
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Classitication Guidance

Most of you are familiar with the DD 54

form as a vehicle for providing classification
guidance, The guidance on form DD 25L is nor-
mally provided by a program or project manager
of & user agency and is based on his determina-
tion of what information involved in his pro-
gram or proJect should be safeguarded in the
interest of national security. The basic pol-
icies and criteria on which he makes his deter-
minations are stated in DoD Instruction
5210.47, "Security Clessification of Official
Information," and in implementations of that
instruction. Downgrading and declassification
of Defense Information based on an event or on
a time schedule may be determined at the time
the initial clagssification is made. The person
making the initial classification determination
on the DD-254 is normally also responsible for
determining how long the information shall
remain classified. Some revisions in practice
will result from E.0. 11652,

In the AEC, the system is quite differ-
ent, The Atomic Act of 1954 defined "Restric-
ted Data" as "all data concerning (1) design,
manufacture, or utiljzation cf atomic weapons;
(2) the production of special nuclear materials
or (3) the use of spec.al nuclear material in
the production of energy, but shall not include
data declassified or removed from the Restrice
ted Data category pursuant to section 142 of
the Atomic Energy Act of 1954." The Atomic
Fnergy Act also provided for special protection
of Restricted Mata. Thus, all information fal-
ling under the definition of Restricted Data is
born classified and will remain so until a spe-
cific act of the Commission declassifies it and
removes it from the Restricted Data category.
[t is exempted from nutomatic downgrading und
declassification,

This brings us to the AEC system of
classification guides. First and most impor-
tant nre the Poulicy Guides. These arc prepurcd
by the ARC Division of Classification ollowing
consultat.ions with many specialists and author-
ities and after much leliberation and ‘onsid-
ored judgment. ‘'These guides must be spproved
by the Atomic Fnerpgy Commission and cunstitute
the basic classification policy. They describe
in a reneral way the information which the Com-
mission has derlassirvied and that which must
remain clasdsjricd, In approving the Policy
Guldes, the Commission makes the statutory
determination that is required to decissify
Restricted Data.

Using the approved Policy Guides ns
bas.-s, the Division of (lassiication i:guexs
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several of a second type of guide called Pro-
gram Classification Gnides. These guides pro-
vide specific detailed guidance for each of the
mejor technical or production programs or proj-
ects, e.g. SNAP devices, nuclear propulsion,
military reactors, source and feed material,
etc, These guides implement the Policy Guides.
They do not require the approval of the Commis-
sion.

The third type is called a local (lassiri-
cation Guide. These are usually issued and
controlled by the Classification Officer at a
Field Location or AEC Opersations Office, al-
though they may be issued by AEC Contractors,
'I'he guidance in Local Guides 1is very detailed
and specific fror the activities at a given site
and is based on the guidance provided by one or
more Program Guides., Local Classification
‘iuldes must be approved by the Director of the
AEC Division of Classification.

S50, in the AFC classification guidance
system, we have three levels of guidance:
reneral Policy Guides, detailed Program Guides,
and more detailed Local Guides. The guidance
in them is all derived from law or direct aca
tion by the Commission and the guides are all
issued or approved by one authority, the Direc-
tor of the AEC Division of (Classification. The
tive man ccmmission sets the policy-=the Direc-
tor of the DoC implements it.

Applying the Guidance for Declassification

Now that we have our guldance system in-

stalled, how do we apply it for declassifying
documents? The AEC Manual 3401 Appendix de-
scribes the authority to declassify documents
and materials as follows: 1. the Director,
hivision of Classification, Headquarters aud
those to whom he may delegate authority are
quthorized to declassity documents in accor-
iance with fommission approved policies and
ruldes. . Directors of lleadquarters Divi-
sionis and Offices, Field Office Managers and
those whom they may designate are authorized to
declassify documents and materials genrrated
under the supervision of the particular Divi-
sion or Office Director or Field Office Mana-
rer 1f the documents disclosc only:

a. information falling wholly within the
unclassified topics of the Guide to
Unclarsified ¥ields of Research.

b, information identified as un-lassi-
fied in an approved Propram tuide or
Local tuide,

¢. dnformition specificully fdentiried
as deciassified by the Dircoctor of
Rivisicn of Classirication, Head-
auartorg,
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d. information identical with that con-
tained in previously declassified
documents,

e. purely administrative information
revealing no technical or program-
matic data.

3. When a document is not declassifiable by
local authority as listed above, it muay be re-
ferred to the Division of Classification,
Headquarters. What this boils down to then is
that only the Director, DoC and those to whom
he delegates authority may declassify docu-
ments, and then only according to approved
classification guide topics. Only the Commis-
sion, itself, can declassify information.
Those delegated declassification authority can
declassify documents only if they contain in-
formation determined to be unclassified
according to approved guides.

Role of C, O, D,

Declassification efforts of principal AEC
contractors arc normally Jlirected by a Coordin-
ating Organization Director (C.0.D.). This is
a key official appointed bty the AEC Assistant
General Manager for Administration upon the
recommendation of the NMrector DoC. The (,0.D.
is responsible for initiating classifi-ation
reviews of documents originating within his or-
ganization and for preparation of lLocal Guides,
if needed, He maintains direct liaison with
the Director, DoC in developing new czlassifica-
tion guidance topics relating to his contrac-
tor's activities, !e is not authorized by vir-
tue of his position as C,0.l, to declassify
documents, He Jdoes make the initfal review and
recommends decaussitication of specific docu-
ments.

In addition to the declmssification effort
at the local level, the AMC has a continuing
declascification review program, As additional
arears of informnation are removed from the Re-
stricted Data cuatepory by the Commission, new
gulde topics are developed to define the ac-
tion. Reviews of document t'iles are then con-
ducted by declassificntion review teams who ap-
ply the new topics in declassifying documents,
The tenms are made up primarily of AREC Classi-
fiention Officers, Responsible Reviewers, and
Analysts but may nlsc include AKC contractor
classification perso.ncl who are familiar with
AkC propramc,  Yours truly participated in n
team review of AFC files at Oak Ridge, "oennes-

geoy whore the ARC Tochnicnl Information Conter
and severnl other AFC and AEC contraclor of'-
rices are loeated,  luarine this review whi!
beran in Ueptember 1971, a million Jdesumente
were reviowed in an eiphtemonth period. Over
Can 000 o these were declassified,  ‘This
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review was on a Go, No-Go basis, i.e. there was
ro downgrading, no declassification with dele-
tions, and no evaluation for retention., The
documents were either declassified as they were
or no action was taken, The review team of
sbout 20 men was supervised by two to five mem-
bers of the DoC staff, Several complete sets
of Program Classification Guides and several
Local Guides were provided for the revievers
use, The AEC DoC staff members were availlable
for assistance and counseling and made final
decisions on declassification where questions
arose on the application of the classification
guides. The review at Oak Ridge was the first
phase of a comprehensive review of the 7.5 mil-
lion classified documents in AEC controlled
files. Reviews are currently being held at the
Albuquerque, N, M. offices. It will probably
take another two years to complete the AEC-wide
review. This will teke care of the backlog,
then we will proceed from there, Review of
classified information will continue after that
time. Much document declassification is per-
formed at the local level by AEC Field or Oper-
ations Office Classification Officers and Ana-
lysts using approved classification guide
topics.

AEC Manual Chapter 3L02 provides that
authority may be granted by Field or Operations
Office Managers to AEC contractors to designate
qualified personnel approved by that office to
declasaify documents generated under the super-
vision of that contractor or for which the con-
tractor has retained custodial or record re-
sponsibllity. Under recent AEC application of
the provision, this authority is being granted
to additional AEC contractors. It should help
speed up the declassification program.

Notification and Marking

If all classified documents were single
copy items, our task would end with the marking
of each document as it is declassified., How-~
ever, there are normally multiple copies and
distribution may be rather extensive, Because
clagsificd documents generated by AKC and itis
contractors are given alpha-numeric identifica-
tion numbers (document numbers) when issued,
the copies wherever they may be, can be identi-
fied and declagsification markings applied by
the custodian, It is the responsibility of the
person who declassifies a document Lo agsure
that custodians of all copies and the AEC Dew
classification Branch are promptly notified.
In addition to direct notification to document
recipients, the Declassification Branch re-
ports all declussification action to the Tech~
nical Information Center (TIC), formerly DTIE,
at Oak Ridge., The TIC distributes » bi-monthly
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report of classified report accessions to all
AEC and AEC contractor document transfer- ac~
countability stations, Included in this report
is a listing of all declassification actions
reported to TIC, The trausfer-accountability
stations use this listing as their authority to
declassify, i.e. mark copies of the declassi-
tied documente in their accountability system,
Following a comprehensive team review, such as
the one at Osk Ridge, a special report listing
all declassification action is distributed to
8ll AEC and AEC contractor transfer-accounta-
bility statioans, Distributing such a listing
for over 1,000,000 documents constitutes a siz~
able reporting Job in itself, This is part of
the co:it of declassifying documents. Perhaps
this is a good time to mention another impor-
tant aspect of document review--evaluation of
the document, itself. Evaluation is primarily
a8 records management responsibility, but it
also hag a bearing on the declassification pro-
gram, We should not have to go vo the trouble
and expense of declassifying a document {f it
is of margingl value and might Just as well be
destroyed as classified scrap. It would seem
that the best approach would be a review for
retention value or current worth of documents
prior to any consideration for declassification
review,

Summary

In summary, review of all clessified docu-
ments for declassification is an enormous un-
derteaking in the AFC and DoD complexes. The
systems are different, but the needs and the
problems are similar. The most important need
is timely, precise, authoritative clas:ifica-
tion guidance to be applied by reviewers. In
the AEC complex guidance is controlled by &
single authorlity, the Atomic Energy Commission,
through its Division of Classification. ‘The
gecond need is qualified reviewers who have
authority to declassify documents. If ade-
quate, detailed classification guidance is pro=-
vided, a reviewer need not bie an expert on the
subject with which a document deals to declus-
8ify it. He must be technically oriented and
knowledgeable in the security classification
f{eld, but needs only a ygeneral knowledpe of
the subject matter of a document to review {t
for declassification. The third requirement
for a declassification program is a system for
notification and marking and the manpower to
implement it., This last need may be & major
problem with the current budget squeere and the
order of priorities, but {t is essentinl to
completion of the job,

Classification is a national responsibil-
ity. Declassification appears to be the order
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of the day. The AEC and its contractors have
begun a concentrated program to carry out the
order. Our job is to complete the task, And
that Gentlemen (and Ladies) is the AEC Declas-
sification Program.
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PRESS PANEL

Mr. Ralph SMITH, Moderator, Public Affairs
Advisor, U.5. Arms Control and Disarmament
Agency, Washington, D.C.

Mr. Abraham MELLINKCFF, Spreaker, City Editor,
San Francisco Chronicle, San Francisco, Calif.

Mr. Kip COOPER, Speaker, San Diego Union,
San Diego, Calif.

Mr. Louis FLEMING, Speaker, Chief Editorial
Writer, Los Angeles Times, Los Angeles, Calif,

Mr. Donald TOLLEFFSON, Speaker, Editor,
Stanford Daily, Stanford University, Palo Alto,
Calif.

Mr. Richard DURHAM, Speaker, Classification
Advisor, U.S. Arms Control and Disarmament
Agency, Washington, D.C.

Mr. Smith: In the course of the argument which
took place on the television film we saw yester-
day, it seemed to he assumed by both sides that
there could be a thoroughly satisfactory classi-
fication system. One of the sides kept refer-
ring, in this connection, to "an independent
federal commision." The concept of a more or
less ideal system really wasn't disputed by
elther side, and so I think this raises a

double question: First of all, could there be
such a generally accepted and satisfactory
classification system-~so that the press would
be willing to accept the principal of a news-
paper's being prosecuted for violating classi-
fication? That's the first part of the question.
Secondly, does the new system of classification
that we have under the new Executive Order
constitute such a system?

Now in this connection, I want to ask our
distinguished colleague Dick Durham if he would
glve a very brief resume of what is different
now, under the new system of classification
emanating from the Executive Order--what is
different now from what existed before. Perhaps
he will do that now for the benefit of the
panelists in particular.

Mr, Durham., Mr. Donald Garrett's excellent
briefing on the first day has made us experts
on tha new Executive Order 11652. For the
benefit of the panel, utopia isn't here yet;
hovever, this audience is all looking f-rward
to tomorrow when utopia will arrive and the
scales between over classification and under-
classification will come into balance. With

Mr. Mellinkoff,

Mr, Smith,
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the establishment of an inner dapartmental
committee under the Nationel Security Council
as a watch dog committee to check on the Exec~
utive Branch agencies, we have top level focus
on the problem. Also, a redefining and a
slight narrowing of what is top secret, secret
and confidential has been accomplished in the
new Order. I would hope that, with this new
system, you gentlemen of the fourth estate will
see mych more information made readily avail-
able. Again, I would be kidding myself to say
that utopia is here. I think only time is going
to tell how well those of us in the audience,
and myself, exercise our judgments under this
new system,

Mr Smith. Perhaps a member of the panel could
glve us an opinion about this new system that
we have as a result of the Executive Order.
Does it give you the kind of confidence that
you would want in contemplating the principal
that the press should be held responsible and
prosecuted for a violation of classification?
Do 1 have any volunteers on this subject?

Mr. Fleming. I°'d be glad to seize the oppor-
tunity to say that it doesn't take Vice Presi-
dent Agnew to project the diversity within the
press in perceiving what is truth and what is
the national interest. It 1s inconceivable to
me that a precise formula could ever be worked
out so exactly that all the press would agree
that anyone who violated it would not be acting
in the public interest, I would like toc go a
step beyond the evident disagreement within the
press itself on an acceptable standard as what
should and should not be printed, and to argue
that I don't think the United States government
would ever want to see the day come when the
press would be punished in the court for the
publication of secret documents since most of
the secret material given to the press is given
deliberately and on orders of the highest
authorities of government for a particular
purpose.

Mr. Smith. Mr. Mellinkoff, do you have any
thoughts on that subject?

I think anyone who violates any
law should be prosecuted. I don't believe in
prior cengorship of the press, but if we violate
a law, a security law or any other law--speed
limit, the income tax, failure to have an
elevator in order, anything else--the violation
should be weighed by the judicial and adminis-
trative process.

Mr. Cooper, do you have any thoughts

on this subject?
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Mr, Looper., I have some thoughts on it. In
the first place, as Military Editor of the San
pPiego Union, I become privy to a 1ot of infor-.
metion that is classified. I 'don't print this
in all instances. In some lnstances I do, I
think tha* <o rar as prosecuting the press is
concerned, it is not the press that bas
violated a law. The duty of the press 13 to
publish news. ‘

il you have a home and you want to guard it
against burglars, then that is your responsi-
bility. That's the responsibility of the
goverrmeat. If you have somebody who leaves
the window open and if gomebody in the house
hands something out to you, you haven't stolen
anythirg, it was given to you, so I don't see
that the press has committed & crime by pub--
lishing something that is given to you anymore
than any other information you get from any
other source,

Major Richa vens (Space and Miseile Svatems
Organizatici,. For those of you who feel the
press should be prosecuted for publishing
clasgifiea information, the First Amendment
applies to not only the press of course, but

to freedom of speech. Now, if I were not a
government employer, or otherwise under con-
tract to the government, and I obtained clussi-
fied i{nformation, . .aight take that iaformation
and mimeograph it and pass it out to people,
stand on the street corner and shout it to
people, or walk ~wn to anv individual or any
nationality and pass it on. Informing the
nation is not the sole obligation of the press,

How would you support my position as a private
citizen if you say that I would not be proge-
cuted in that case?

Mr, Ralph Smith. Mr. Tolleffson, do you have
an opinion? Would you ilike to handle that one?

Mr. Tolleffson. The wsay I understand the
Espionage Act in this case, if a private
citizen were made privy to classitied informa-
tion that truly did effect the natiocnel
security-~you see this is the crucisl issue
when we talk about classification--he could

be prosecuted for committing an act of esplo-
nage. 1 think that's the crucial point. 1f
he goes out and -omecne leaks to him informa-
tion that really . going to effect our
national security, { think there are ways to
prosecute it and not under the First Amendment
a8 you're looking at it as Freedom of the
Press.
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Major Givens. My intent is to inform the public
rather than to pass it to a foreign intelligence
crganization. \

Mr, Tolleffsoun. It truly does effect the
national security and again I focus on that issue.
When you come out, whether it's a newspaper or a
person who does this, they should be prosecuted

for violating eapionage, because if it really is

golng to jeopardize this country, I don't think
it should be done. I think anyone who does some-
thing in that area should be prosecuted--should
answey for it--because I think it's a criminal
act, ‘

I thin% the impertant part is the one section
that talks about: In no case shall any infor-
matior be classified in order to conceal ineffi-
clency or administrative error, to prevent
embarrassment to a person or department, to
restrain rompetition or independent initiative
or ror any reason which does not require protec-
tion in the interest of national security.

1 think that the major issue that the press deals
with here is, "What truly does effect national
security?" In that program--and I hope that
most of you here did see "The Advocates"--it was
clear that there was a big disagreement over
whether or not the press can have knowledge of
what really does aifect national security, and
the whole Pentagon Paper issue. I'm sure some-
one is guing to raise sooner or later, so I'll
do go right now: it was the judgment of the
Jurists of both the New York Times and Washing-
ton Post and all the other papers that followed
it, vhat this information was being classified
and continued to be classified mainly because

of this embarrassment thing that is mentioned

in this classification order. The former
administrations were afraid that if this infor-
mation was brought out into the open it would
make them look stupid and this is namely why

the information continued to be classified, and
not that {t had an imminent worth to national
security.

When the Pentagon Papers were first released in
the New York Times that Sunday last June, there
was a lot of action, to say the least, in
Washington, in both the Justice and Defeuse
Departments and John Mitchell and Melvin Laird
were running around trying to figure out what
should be done. According to a number of reports--
the credibility of which I think has been estab-
lished-~Bob Doyle, who is one of Nixon's top
advisors and has a lot to do with Republican
strategy, proposed, as did a number of other
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Republican advisors, that the publication of
these papers be allowed because it would
smbarrass Demccratic Administrations primarily.
Jut it was thought won't, in the future, some
lemocratic Administration do the same to us
and make us look stupid? So T think this is
the whole issue which the press has a big
interest in--seeing that classification is
done truly, almost sonlely, on the basis of
uational security and not just to protect
politicisns, military people, or whoever, from
getting egg on their faces from a mistake
they've made.

Question from Audience. Would the gentlemen
agree to that on the panel--that the press
should stand the risk of being prosecuted?
And I wonder what the situ4tion would be to
the private citizen playing the same role,

Mr. Durham, I think the press has accepted
this view ever since Peter Zanger., This 1s
nothing new.

Mr., Fleming. The only point I would make is
that if it's regarded as the ultimate standard
that any violation of the classification
procedure is automatically a case for the
courts, this would be unacceptable cn both
sides, both for the press and the government.

But clearly, there's no exception of the press
from any legislative remedy to protecting the
national security,

Mr, Mellinkoff. I didn't say we should be
tried. I said we should pe subjected to the
administrative, judici il process. They may
decide that it's not verv good for the country
to try and put into jail 1,787 editors in the
country who approved a publication of parts
of the Pentagon Papers, but [ do think that
every newspaper, if they've violated a law,
should be subject t.. the process. Whether
they should actually go to court or not 1s
another question entirely,

Mr, Smith. If these gentlemen on the panel
should decide to write anything about the
morning's procedings, they do not plan to
wJote anybody by name, so I hope that nobody
will feel inhibited about what he says.

Mr., Robert D. Donovan (United Technology
Center). I would like to address this to the
gent lemen members of the panel up there. In
the last few days there has been a story
published by Ramparts magazine by a Mr. Beck
which makes certain allegations which may not
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be true. The point is, had this gentleman come
to you, what would your approach have been to
that particular story? Would you have printed
it as Ramparts did?

Mr. Mellinkoff. I wouldn't have published it in
the way Ramparts did. I would have first checked--
which the papers did when they finally got around
to it--to see what the situation actually was. I
had that written down to speak about. When the
story broke, we called the Air Force in Washington
to find out 1if the man actually ever served with
the Air Force and we were told that was classified.
However, cooler heads prevailed and we got a call
back which said, "Yes, indeed he had served with
the Ailr Force. He served with the Air Force in
Turkey," where he said he had. You listen to
people and you try to see if there's any credi-
bility at all to the story and then only do you
publish it--not the way Ramparts did it.

Mr. Cooper. The San Diego Union would not publish
anything that could not be substantiated. When I
was speaking of classification a minute ago, I was
thinking of a particular instance in which, as a
member of the Navy League, I was invited out to a
Research Community in San Diego to visit the base,
and | was shown a movie on something that was very
interesting to me from a military point of view,
and when I went back the next day to ask the Public
Affairs Officer for an interview with the scientist
involved, I was told it was classified, so then I
went to Washington and I was told it was classified,
Then I went to the White House and I was told that
if [ had seen it, then it obviously ~ouldn't be
classified! If I had seen it then it couldn't be
clagsified because I didn't have the security
clearance. Well, to make a long story short, it
all boiled down to this: 1 got the story that the
project had been unofficially "classified" when

the scientist wes working on it, because he wanted
to retain publication rights for a professionsl
journal, This is the type of classification I
think the journalist has the right to violate,

Major Givens. Perhaps I misunderstood you. 1
think I heard you say that if you were passed
information by gomeone out the window, you thought
you had the right to publish this information with-
out any prosecution for doing so?

Mr. Couper. If 1 couid substantiate it.
Major Givens. Right, even though it was classified?
Mr. Cooper. I don't take everything at face value.

Majo. uivens. Well, the reason | say this, you say
you shouldn’t be prosecuted; however, I want to say,




every day you read in the paper where someone
who has received stolen goods is being prose-
cuted, Evidently the material--though it may
not bhe considered stolen--if taken out of a
document control center, or out of a set of
files, mimeographed, or in its original form
is released to someone else, this 1s stolen
copy.

Mr. Cooper. I think that you misunderstood me.
What 1 sald was, if you have property that you
want to protect, it's your responsibility to
protect that., It's not my respousibility to
protect it, Now in my case, and on my news-
paper.; we do protect classified mutter; but

I think that the burden of the protectinn for
the property you have belongs to yon and not

to me, not to the receiver,

(Unknown). 1It's a very interesting point that
the last question was made by Chief Justice
Berger in the Pentagon Papers, He felt that
it could only be construed as "hot goods" in
effect and should have been returned to the
source. It's interesting that in that parti-
cular case that in the 6 to 3 decision, the
court really split 9 ways., I think Mr. Berger
alone cited that particular point only. Two
of the .‘ustices saw this whole affair as the
First Amendment, pure and simple, and there
were really 9 different opinionc that strayed
all over the map, which is a reflection of how
unclear the highest Judicial thinking is on
this problem, let alone ours.

(Unknown). 1I'm a little curious listening to
all this. You're all talking about the govern-
ment. I wonder what my company would do if

the same thing happened to some proprietary
information--if such material had been released
or stolen by one of my employees and been

givan to a publisher.

(Unknown). When 1 talk about security, I'm
not talking about the security of your company
or of my company. I feel that security, as
we're discussing here, only refers to the
security of the Country. Now if we study this
document that somebody slipped us and thought
it hurt the Country, I'd return it to you, If
I didn't think so, I would feel free to use it
and take the legal consequences of doing it,

(Unknown). 1 would ask the question.
would accept the legal consequences?
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Mr., Smith. What criteria do you use in deter-
mining whether something is newsworthy?
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Mr. Mellinkoff. 1it's obvious trom the dif feyeac
uedia and independent journalists within eny
particular branch that every editor eees it in

a highly subjective and very different way.
Generally, I think most media--and specking now
for newspupers--try to sell their products. On
the one hand part of that judguent is popularity
or general interest or what we assume to bu thet
general interest. I think the differens:e batween
the mediozcrity and the superiority in the press
then is the degree to which, rot only that Judg-~
ment, but a more sophiisticated judgment is applled
to the news., 7The aim is to try to grusp what may
be of edurational or historical or {meginative
valua beyond just simply what is pupular or
sensational or titilating for the day, But we
have to ask: does it get into a highly subjective
ares? In that area, I think, each of us would
require a half hour to outline our ownm judgment,

Mr. Tolleffaon. I think one thing I would like
to raise here is about what defines "news worthi-
ness.” I think it's important to look at, as
there are very few journalists who can make by
themselves a single determination as to what is
news. I know that my paper, a lowly, humble
student newspaper, tries to follow what I think
most good newspapers do--the whole concept of
collective news judgment. Most good newspapersg-~-
the Los Angeles Times of course, the Saint Louis
Post Dispatch, whatever, drew many collective
judgments., So it isn't like one person with an
incredible bias and incredibly irresponsible who
is going to make a judgment in his own warped
mind about what may affect the national security,
1 hope that you people would put a little more
trust in the collective judgments of the experi-
enced journalists who work on most newspapers,

Jackie Anderson is the exception, and it's going
to be a sore spot but here is an individual who
pretty much has free reign over what he can do,
and obviously he's not answerable to anyone but
good ole Jack Anderson., A lot of people in here
would disagree with some of his judgments about
what the national security is, but let's remember
that there are very few people with the freedom
and the power of Jack Anderson. The major amount--
almost all the decisions in journalism are collec-
tive judgments of people who have a lot of exper-
tise and are not a bunch of crazy people trying to
hurt the national interest.

Mr, Smith. aren't there more objective criteria,
80 to speak, as to what is newsworthy? Abe, do
you have some thoughts on that?

OR L AEE
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1 have to agree it'as a very
long question. 1( apoke about this at a con-
ference at Stanford for two houra. To swma-
rize it in a very flip way, it boila down to
this: news is what people want to read, In
other words, the readership detcrmines the
news value. If you people don't read some~
thing~~1f enough of you don't read it--we
won't publish it.

Mr, Mellinkoff.

(Unknown). There was a television program, 1
think it was called, "The Selling of the
Pentagon." Do you feel that television or a
portion of it can hurt the credibility in
the newspapers?

Mr., Fleming. Well, I'd be glad to say no. I
haven't seen that program but in part of it,
the quotes were used out of context. There's
no question that a different meaning was
attributed to one of the people on the program
and I think this is a very serious error, and
most unfortunate that the network never saw
fit to acknowledge and apologize for this
particular defect. But the general feeling
of our people w~io aid see the program and who
reviewed it, was that it deserved the rewards
it received despite that defect. I think, in
general, the public affairs functioning ot
television, sparse as it is-~it compromises
something like 4% of their network time~-has
often been outstanding in a way of communi-
cating very complicated subjects, A recent
one on the politics of Chile, for example, to
a broad and popular audience which we cannot
reach.,

(Unknown). I think it< een pretty well
publicized that there .- such an institution

as "backgrounder' reaching newspaper people

by government, and that there is another

rather well publicized activity that goes on,
the eager search by reporters for information
wherever they can find it, and sometimes, I
suppose they pursue this information that the
government considers to be classified. 1Is
there a position that the members of the press
here woula like to find, whether a backgrounder
type of briefing if it does occur, establishes
in the newspaper audience a responsibility for
the protection of that information from that
time on until they have knowingly been infosmed
of release without restraint, because the same
information might be leaked unofficially. You
might hear about and you might feel that now
that is out of the bag, my obligation, if I

had one, is gone, Is that question clear?
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Mr. Fleming. Yes, I think I understand what you
are saying., 1ln other words, we learn something
off the record--what you call "backgrounder,"

Then you learn about it from another source.

What is your obligation? If you want to keep

your sources~-forgetting morality now--you go back
to the person who gave you the information off the
record, tell him the situation and you're forced
to abide by his judgment. That's the danger of
accepting information off the record.

This is a very complicated uestion. The question
of protecting the source of background meetings,
which I think you were also asking about, and

there was the recent spectacular in which the text
of a backgrounder was published in the Congressional
Record attributing it to Henry Kissinger while the
reporters, up until that moment, had respected the
source as confidential and contributed only to high
American sources., So there's always that dilemma
posed with reporters of the background when someone
clse learns who gave the backgrounder and publishes
the name in the press. It has become so muddy that
one of the large Eastern establishment papers (that
we're not going to mention), I guess, has now
declined ro send reporters to backgrounders in
Washington.

(Unknown}. Yes, but they don't mind printing AP
and UP stories of those backgrounder meetings. So
I think that fs what you might call a cheap shot!

(Unknown). I would like to turn the conversation
around a little bit and ask the panel for their
opinion on proposed government merger of confiden~
tial sources that you are using. Has the govern-
ment elected to oublish it' What would you feel is
the government's responsibility in that kind of a
contract?

Mr. Fleming. You are aware that this is the subject
of a recent Supreme Court decision. My own news-
paper felt that the decision was widely construed

as written to risk some element of the First Amend-
ment, We do feel, for example, that our reporters
would have to risk imprisonment rather than have to
reveal sources under a wide variety of circumstances,
but we do not argue that absolute immunity must be
granted to reporters on the revelation of sources.
There are all kinds of new answers to this. The
reporter who observes a crime, for example, as
opposed tu a reporter who becomes involved in a
confidential arrangement to obtain information.

Mr. Durham, 1 wonder if this may not be a good time
to bring to your attention a current situation at
the Stanford Daily which is germane to this issue.
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Mr. Smith, Right, If Don Tolleffson will tell
us about that.

Mr, Tolleffson. I hope you can bear with me
for a few minutes while I try to give you a
little background on the whole issue. I don't
come here for an opportunity to attack the
Nixon Administration., I come for a two-way
dialog and I first want to thank all of you
people because I think what you are doing is
very good. 1 think there is obviously a need
for more professional management in the work
in which you deal, and I think you're to be
commended for coming together each year and
working together to try and improve the situ-
ation, and 1 think we would both agree, it
can use improvements.

However, 1 hope you'll bear with me for just

a moment, I sat in on some of your panels and
heard some of your problems and I would like
to take a moment and just run into it with the
mention of the Caldwell Decision in court.

Let's look for a moment at some of the problems
we have and mavbe, hopefully, you can get a
little bit of understanding c¢f what I think is
a bad thing that has been happening to the
press in this country recently,

My impressicned of President Nixon, and 1 have
studied the ran quite a bit, and obviously

1've been a'ound that long, but from what I've
studied of nim I think evervone believes that
President Nixon tikes a strong anti-communist
position and he has traditionally done this as
far back as the McCarthy days. One of his
major complaiiis about communist nations and
this was raisced recently when Congress had to
fight over whether to maintain funding for
Radfu Free Furope, or free press tdeas in
eastern kur.uoan countries, and President Nixon
was saying, "vu1l, we need to keep a second
voice, ycu know, and have some kind of alterna-
tive to the propaganda machine to these
counirier, at least for their press, And I
think it is kind of weird here that in essence,
tf you look at the Caldwell Decision--and now
I'm going to lead Into a case wherw we are
currently involved {n Federal District Court—
we have sort of a strange moving possibility

of the press and thut model of the press propa-
ganda of the goverpments, The Caldwell Decision

corcerned Earl Caldwell, reporter of the New York

Times, who had donc¢ some articles on the Black

Panthers and was subpoenaed by a Grand Jury to
t{sclose information about his sources and about
¢ information thev had given him,
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He refused to do that. His newspaper obviously
wanted him to refuse. Also, he personally, didn't
think that they could violate the confidentiality

of those sources, so he didn't. What happened is

a case which was argued by a Stanford Law Professor.

The Supreme Court ruled in essence that the press
is not immuned from Grand Jury Subpoenas and they
have to answer them, and there are many key men of
the press that may become unwillingly aid to the
government because they will be forced to compro-
mise confidentiality and lose a lot of sources,
and I think this can only hinder the role of the
press, and what we are talking about here is the
press classicly can be considered sort of an
adversary of government.

Now Mr. Agnew claims that the press has a liberal
slant, when it's just attacking the Nixon Adminis-
tration. You need to go back in the early '60's,
in the Democratic Administrations; and just look

at the Pentagon Papers, for that embarrassed
Democrats, In 1968, 807 of the papers incompassing
80% of the circulation in this country, endorsed
President Nixon for election to Presidency. The
statement that we had this overwhelming left liberal
bias in the press is kind of wrong you know. It
surprised me because the press has to fill an
adversary role no matter what administration is in
there.

The press has a responsibilicy to the American
people to act as a watch-dog, not only on the
government but everything else going on in soclety,
and hopefully, 1 think for a pursuit of truth.

It's my nature to amend that most journalists who
have any Integrity are committed to this truth
factor. 1It's a long introduction and I apologize
for that,

What our case involved was back about a little over
a year ago., There was a demonstration at the Stan-
ford Hospital and this involved the firing of a
janitor. A number of local radical groups rallied
to the cause and it ended up in a sit-in in the
hospital here.

As a result of this sit~in, the police were called
in to evict demonstrators one night and it was a
major tactical plow the way the police went in.
Obviously, they would never do what they did again.,
They sent too few officers and one got overwhelmed
by the number of demonstrators and it was very
tragic becausre a couple of officers were hurt very
seriously, and one policeman had to end his career
rather early. The people responsible for that
should be prosecuted, definitely.
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What happened was that a few days subsequent to
that we had had photographers and reporters on
the scene, The powers of the Police Department
came to the offices ot the Daily and for the
first time in the United States the files of a
le' itimate newspaper were searched by a law

ent rcement agency. The Search Warrant encom-
passed negatives., They wanted negatives we

had taken there, but they not only looked for
negatives, they went through everything in our
newspaper office, through files, through garbage
cans, through everything and made a completely
thorough search,

Now, what we have done is gone into court for
violation of a number of dJifferent Amendments:
our First Amendment right, and our Fourth Amend-
ment right against an unlawful search. In
essence we feel they went in and searcled with-
out going through the normal channels such as
getting a subpoena. They had no assurance

other than hearsay from one person that we would
not honor 4 subpoena. In fact, our policy has
been, and continues to be, if we are lawfully
subpoenaed we are going to honor the subpoena,
There's not much choice about that,

Now the whole question here, this kind of govern-
ment action against the |ress is very dangerous
because if you can allow the government to coume
on into an office and go through everyching in
your office, and have the right to conduct such

a blanket search of newspaper offices, it is

just really going to inhibit what the press can
do and curtail the role of [ree press in our
country which is really vital to making this

the best country in the world.

It just has terrible connotations and 1 hope
you can understand that we are fighting
vigorously against this, because confidential
sources are important to newsmen. No journalist
would deny that, and | think that people ought
to realize that we have to have conf idential
sources. 1 argue to lawycrs and doctors in the
client confidentiality relationship, A lot of
people in the press business argue that we
should have similar privileges. 1 think this

{8 crucial to understand. [|f your sources

start drying up becausc police and law enforce-
ment agencies have a right to come in and search,
you are really going to see uh end to what |
think is a vital part of a bemocracy, this free
press,

Just one more point | want to make, All of you
have to read a lot of newspapers. 1 read about
six a day in my job and I'm just fnundated with
Information. All of us ave aware that there is

an over-kill of information. You have a lot of
facts and they come in one ear and out the other.
In the development in journalism, and I think all
of my colleagues would agree, over the past ten
years this has been a realization that you not
only have to report facts but you have to put
them into perspective, and also, try and make
things more readible, more understanding, so that
you just don't present straight facts, that as I
say, a lot of times go in one ear and out the
other. You talk about the mmportance of the
feature story. Now 1 just want to give you one
example of how searches and subpoenas which would
end a lot of our use of confidential sources and
our ability to have them would really curtail
free press in this country and curtail democracy.

Drug problems are things 1'm very aware of, being
in the under-30 generation. 1 think there 1is a
serious drug abuse problem in this country. I
think there is a lot that has to be done to

correct it, but let's talk about trying to bring
this across to people that heroin addiction is a
major problem, 1 think you know this has to be
done, Now the one way that has been done 1is to

sit there and say we have ull these figures about
heroin addiction and we can say 12%Z of this number
of people in this geographic block has used heroin
one to three times etc.,, and those kind of facts
are going to ge like I say, to readers and a lot

of them are just going to disregard them. You get
so many damn facts every day from your newspapers
and your media. Now the way to handle a story

like that, I think, should be like a lot of news-
papers have done very successfully--to reduce 1t

to a feature, say on one heroin addict, so that

you sce the tragedv that is involved to heroin
addiction by only one human being. You can really
understand the problem a lot more vividly than
seeing a lot of statistics. Now it's very arguable
to say a heroin addict is committing 11lepal acts,
the mere possession of heroin is making him into

a criminal, and {1 this decision to search against
a Daily s allowed to stand up In court, and if

we say that the press should have no immunity to
maintain the confidentiality of their sources--
like this heroin addict--what would be in {t for
him to come and talk to you on any sort of level,
anonymously or not, in which the police could

come in and subpoena your records, all your records,
search vour offices and find out who he is and put
the guy in jail., 1 would like to present to you
people that these kinds of searches are kind of
like the recent Supreme Court decision., They

place the press in major jeopardy, in its continual
effort to fulfill its role as a fiee press, 1 want
to thank you for bearing with me on that,

Mr, Smith., Would anybody be so bold as to express
a contrary point of view?
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(Unknown), | just have a questicn., Would you
be willing to submit to me a list of all your
confidential sources and allow me to decide
whether they should continue to be protected?

Mr. Tolleffson. Now, are vou speaxking of you
as a government official, or, what role are
you saying, "Give them to you," just as a
private citizen? Do you want me to give my
sources to a piivate citizen or what? Just
what I'm asking, "Who am ! giving these to,
first of all, before 1 answer the question?

[ don't think the private citizen has a right
to know what my confidential sources are. As
I said before, I don't think the government
really has the right to know who these sources
are,

(Unknown). You're trying to say that the press
should determine what i{s sensitive and what is

not. What makes the press so eminently quali-

fied to pass judgment on confidentiality?

Mr., Tolleffson. Now all I'm saving, and let me
bring it down to a sense as tw why the Pentagon
Papers were publishea. is this In essence I
think it is a disagreement as to whether or not
the press has any brains and could figure out
what is really valuable as far as national
gecurity is concerned what tne press is doing
in the Pentagon Papers, in essence, {n publish-
ing them, was frying to get ' ts wnich in the
judgment of the press clearlv had newsworthy
value, and in the judgment cf tue press were

<, by proof of the national security, because
the press has a lot ot expertise available. We
have former military men 1 have two of them
right here with me. We nave all sorts of
sources who have a pretty ' lear picture of the
national securitv available to us. You just
have to put some sort of trust in a iree press
to make judgments about these questions,

The reporter is the one, or the photographer is
the one, who 1is going to be held in contempt of
court, in essence, it that subpoena isn't
answered. ts golng to bhe nis body who goes

to jail tor five days or ' itteen days, or how
many davsa they decide to put him away tor., We
allow the reporter or the photographer to make
that decision based on whether he .~ committed
to maintain that individual notes on that issue,
or those particulars, whether or not he thinks
it's worth going to jaill or answering the
subpoena. It's up to the individual person in
that case.

Now we feel 1t's only fair to the reporter that
if he's the one who is going to have to spend

time behiind bars that he have some say in whether

or not he's going to do that,
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Mr, Fleming. I sense a certain hostility to the
press here, I have the impression that all of
you must have had extraordinary experiences with
the press on the question of breaches of security,
I would like to hear some of the specifics that
have troubled you. I prefer presenting a loaded
case, for example, the restraint exercised by the
press at the time of the Bay of Pigs, Had the
press neen less restrained on information, it
might have saved the United States from an extra-
ordinary error, On the other hand, I think of

the difficulty the press would have encountered
had it respected security in the General Lavelle
case, or in the My Lai case, and not published
any of the data when it was leaked on those
particular events. We do not see ourselves in

the role of obstructing justice. A person's
photographs, which we have taken, would normally
become available to anyone who comes into our
iibrary or purchases them from the commercial
section, We do not keep from the District
Attorney material that we would sell to the general
public. We are very keen on supporting the law.
The delicate area dealt with in the recent Supreme
Court case had to do only where confidentiality
was essential to obtain material used in criminal
cases, not in government security matters, I
really wonder what has leaked out of your opera-
tions to the press?

{Unknown). I come back to the point I made earlier,
I bet 99% of the stuff is deliberately given by
senior government officials, whether it's the
Secretary of Defunse, Secretary of State or within
the White House complex, for purposes of policy
control, particularly at appropriations time.

Mr, Mellinkoff. It seems to me we are confusing
two subjects: One is the security of rhe United
States vis-ua-vis enemies abroad, I think we're

all agreed here that nothing should be printed or
published or anyway broadcast that would hurt the
security of the country. Now there is the other
problem about the security of individuals. 1If I
were to talk with this gentleman and he told me
sumething off the record, and then I were to print
it and attribute it to him by name--and let's say
it has nothing to do with national security, but
only with the profits of bis company--he would

have objections., 1'm sure he would want me to
respect hits conflidence, as i1f he was talking to
another businessman on a confidential basis. This
18 just human decency and people should do that.

1t just so happens that we in the press are given
more sccrets than most people and have to hold more
in, that's all.

Mr. Smith, Kip, you have something on that?

Mr. Couper. Yes, ! wanted to clarify because 1
think there may be soue misconception about what

1 mean about publishing classified information.
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I spent 23 years in the military and I used to
classify some information and 1 know reasons
why some was and was not classified. I think
that gso far as the type of companies that you
represent are concerned, that there are many
many sources of information from within your
companies and 1 think that you underestimate
the intelligence of a newspaper man to get this
type of information when it is presented to him,
and I think also that sometimes you insult his
profession by some of the things that are said
about it.

I want to cite two examples. Most all of your
companies have house organs. You publish news-
papers or little things and you send these out
to the press, and I'm quite sure that most
people read them. Now when you have something,
say for example, in recent case there was a
very beautiful article in a house organ about

a new missile that is being developed for the
U.S. Navy and it was in very great detail. So
far as I'm concerned, when something like that
is published, in that type of a publication,
where everybody who works for that company in=-
cluding the janitors, can get it and take it
home, drop it on the streetcar or on the street
corner, that when I call up the public affairs
officer of that company, and eventually to the
vice-president, and he tells me that he can't
discuss this because it's classified, I feel
that I can take the information from the house
organ and use the company as the basis for {t.

Now another instance of classification which
happened a couple of years ago., A manufacturer
saw fit to put a very large device on the back
of a flatbed truck and take it down a public
street, and 1T saw it, and a lot of other people
saw it. Having been in the Navy J had some idea
as to what it was for and when I called up the
company about that, they said it was classified.

Now these are the types of instances of classi-
fied information 1 feel a reporter is free to
use, stuff that you carelessly let get out into
the public domain and then try to deny that it
exists.

Now 1f somebody brought me something on a plece
of green paper or a piece of pink paper, 1
wouldn't use it. [ wouldn't even read it. I
have been in briefings where people would say,
"I'm going to tell you something that is classi-
fied,”" and I told them, "I don't want to know
it. Don't tell me. [ might forget where 1

got it from and publish {it."
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Mr. Tolleffson. In the instance of the policy

investigating a major crime and you have infor-
mation which you did not get from confidential

source, which could aid them, it's newsworthy,

and ought to be published because of that, and

the police can use it when it's published.

But I think that if you went and called up the
police and that became known to confidential
sources you have, you'd lose them pretty quickly
because they would fear that you are cooperating
with the police in that way rather than just on
the basis of news judgment.

(Unknown). I have not yet arrived at any
definition of pecple's rights.

Mr. Smith. The definition of people's rights to
know, Does anybody want to take that one?

(Unknown). I think that 1s what we are talking
about today and everybody that has spoken here
has been talking about that subject. Somebody
has to decide what the people are going to know.
No paper has the facilities to print everything
that comes to its attention and we try and make
our best judgment on what the people should know
in any given case. I don't think it can be
summarized briefly in one sentence.

Mr., Durham. In the Erecutive Order that was just
referred tv, there is an exhaustive reference to
this, and the further reference in the Preamble
to sections of the U.S., Code which shows the
Presidenc and Congress have sought to define the
people's riglt to know,

Mr. Smith. I wonder i1f I could throw out a
question now at the members on the floor, and 1
hope somebody can answer this one. There has
been a fair amount of discussion of covering up
things in government, using classification to
"avoid embarrassment,' and I wonder if someone
could offer an opinion about: "How often does
this happen? To what extent do you think that
people have classified things for that type of
purpose?"

Mr. Durham, It's happened. We all know its
happened., We've all seen it happen. At least
most of us have, We all hope that tomorrow will
be a new dawn and it won't happen again.

I can think of an instance of a professional
seminar where the sunject matter of the seminar
was embarrassing to one government agency and the
papers being presented by the University complex

Lt m
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at that particular seminay were classified by
that government agency to preclude the public
knowledge of that particular subject matter.
That's a classic case.

I think my colleagues in the audience are now
older and wiser and hopefully these type of
things will not happen again, but obviously
we're not utopia. I would like to hear if some
of my colleagues agree with me or not,

Mr. Tolleffson. Ralph, may I get in here for
just a minute? I have a study here which says
that in 1970 a special task force on secrecy
set by the Pentagon's Defense Science Board
reported, "The amount of scientific and techni-
cal information which is classified could
probably decrease perhaps by as much as 90% by
limiting the amount of information classified
and the duration of its classification,”

In essence the Pentagon is saying here~-is
admitting--that a lot of stuff gets classified,
for reasons other than national security. I
think the most vivid -example of this is in the
Pentagon Papers case. When it was being argued
in Appellate Court, the Solicitor General,
Griswold, was speaking and he was drawing wup a
complaint to try to show how much of this stuff
was really important in national security and
they were trying to cite specific examples
within them. It says here that "Griswold took
reams of notes on a yellow legal pad as three
of his advisors reeled off a total of 41 items
they were most concerned about in the Pentagon
Papers, and after reading each item in the a
papers, Griswold found that in his judgment
many could lead to a situation of political
embarrassment, but would surely not endanger
national security. It was perfectly plain to
him that the papers were over-classified in
places according to one high ranking Justice
Department official. I think that's the kind
of problem I'm talking about when we talk about
classification be based on national security
interests and not on political embarrassment.

Now I want to find out from you what is wrong
with the secrecy reports. 1 think most of us
agree that there is a problem with overclassi-
fication and political embarrassment and that
is the thing 1 think your Society is really to
be commended for, because it seems, what I can
see, you are trying to lessen that and that
should be done and that's what we're talking
about,

Mr. Fleming. My paper has argued, and 1

certainly agree with them, this has to be left
as a rather ambiguous proposition, and that
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through the history of this country the kind of
tension and confrontation that has always existed
between those in power and out of power, ang the
citizen and the government is unavoidable. The
press 1is seen by this audience, I think, as hostile
to government, but there are large groups in this
country that see the press as part of the estab-
lishment or oligarchy who is hostile to the public
intevrest, It is a curious dilemma trying to find

a balance.

These are broad generalities to say that I don't
believe you can write a precise rule book and the
courts will one by one in different ways deal with
these as the whole history of the Supreme Court on
this has shown in the past.

One of the reasons, frankly, that we were appre-
hensive about the decision of the New York Times
and the Washington Post to publish the textual
material of the Pentagon Papers, is that we thought
this action would invite court action. We would
have preferred to avoid that kind of a legal con-
frontation and to leave the ambiguity that 1
referred to previously which would have been the
case had mere excerpts or references to content
been used by the papers that had the material, and
which has in the past been the usual way in handling
highly classified material that became available

in this way.

ngknownl. If government or major companies we:c
to release everything that could be veleased with-
out violating the nation's security, I don't think
then there would be uearly the pressure from the
media to get information.

in all the years I've had contact with the milfitary,
boch as a member of it and as an observer of it, I've
never heard of anyone who was reprimanded for over-
classifying something.

Although this new order says that overclassification
can be penalized, I would wait to see the first man
who was publicly chastized for cancelling sumething
or overclassifying it. When that happens, 1 think
the media will have a greater belief in this Execu-
tive Order and how it is going to affect us.

Mr. Cooper. There have been several statements made
about the adversary role of the press, the govern-
ment and various people. I would like to say that
when I was in the Navy, many, many moons ago, many
of the officers who were Ensigns and Second Lieuten-
ants then are Admirals and Generals now, and I can
say that we have remained friends even though 1 am
now in the press, They don't tell me any secrets.
Many of the people in Defense Industry, people who
have formerly been in the military that I know and
particularly in public affairs, and I don't think
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that there is any adversary relationship and
there should not be one in my job as a military
reporter dealing with people like you, because
1 think that when you become an adversary of
the person with whom you are dealing, when you
are confronting each other, then you are not
communicating, and if I can't communicate with
the people in your business and in government,
then I don't have anything to write about,

Mr. Tolleffson, May I speak on that for just

a minute, I use the term, "adversary," and a
lot of journalists use that, and I just want

to explain what I mean, I have a few friends
in government, locally here in student govern-
ment, city government, whatever, and it does
not imply hostility but in the way in which

the free press would envision in this country,
part of its major function should be and is a
watch-dog function toward the gevernment. This
does not mean that necessarily everything the
government says, [, as a journalist have to say
something different or try to contradict what
they are doing. That's not true. I think the
word, "watch-dog,”" 1s sort of a loose term but
its meaning is a little bit better than
"adversary" which has its connotation in clob-
bing each other over the head.

Mr, Smith. I think I can confirm that there is
a change., I know, in my own case, when the new
system came into effect I had to do a memo, and
finally I decided I did not know how to classify
it; so I went and delivered the message verbally!

Mr, Durham. I think Ralph's point is well taken.
The Executive Order, if you read it closely, says,
"The preferable method of transmission of top
secret is orally.”" 1 trust though, under the new
definition, what you said earlier wasn't top
secret!

(Unknown). The problem of what to do about de-
classified information is still with us, and I do
not think that we have a completely ready answer
for you, What I am trying to say just briefly,
more specific is, classified information some-
times contains proprietory information, patent
information and when you take the wraps off
declassification, there is & problem about publi-
cations, Now on the other hand, if you have
technology, let us say, valuable, and it doesn't
deserve classi®ication and nevertheless there is
a law in this country that says that some of that
technology will not be exploited without a
license, the problem then is always one of evalu-
ating whether valuable technology should be
protected because of a statutory desire that it
be protected, and the silver platter concept is

brought up in connection with that more than it
is with classification and is a constant problem.
I'm glad that Dick mentioned it.

I would like to suggest as an observation that
it always bothers me a little bit when I read in
the newspaper that the following information,
classified by the government, has been obtained
and here it is. Would it rot be in the spirit
of cooperation if the press could say that we
have obtained the following information and here
it is, rather than saying the government says
it's clagsified. I would like to solicit the
cooperation of the press once it publishes, while
at the same time explicitly accusing the govern-
ment of stupidity.

(Unknown) . Doesn't it enhance the interest of
the readership though if the newspaper can say
this was classified?

(Unknown) . Yes indeed. Everyone else does it
too.

Lorry McConnell, System Development Corporation.

I have a question on a little Aifferent tack
here. I have the impression that there is a
rather large volume of press copy released by

the government. My question is: To what extent
does the press take these releases on face value
and print them, and to what extent does the press
do a little investigating on its own before it
publishes them?

Mr. Tolleffson. For our policy I think we are a
1ittle unique for being a college newspaper,
we're not very big and we don't have to worry
about just putting out 50 pages a day so that we
don't publish any press release verbatim., Ve
take all press releacres and they are read by
people who have specific areas to cover, If

it's newsworthy then they'll check it out and do
a story using that as source material, but we do
not do what I think is a grievous sin in jour-
nalism--running anybody's press release verbatim.
You see some classic examples of this; some news-
papers, to get something out quickly, will run it
verbatim und look really stupid.

Mr. Ralph 3mith. This is very discouraging to
writers of press releases!

Mr. Cooper. I think you do get a great volume of
press releases from the government and from the
military everyday. I think that both the mili-
tary and industry save the best stories for their
house organs because they don't want their own
publications scooped, so 1 read those more care-
fully than I do the press releases; but 1 think
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that any newspaper, at least a daily, a credible
newspaper, will not take a handout at face value.
You not only call the person who originated it
to be sure that ha did, but you also try to
check out the facts to be sure they are as he
has presented them.

(Unknown). Recently with the new Executive
Order we are looking for new and great things
in classification management. We've received
so much publicity that members of Congress are
rushing to get on the bandwagon by introducing
the main bill which would take security classi-
fication out from under the Executive Order, I
wonder if the press has considered this or
reviewed this with any alarm or determination,
or have you huad an opportunity to consider this?
How do you feel about it? Do you have any
feelings about an Executive Order or law? Would
it be more of a problem to you in the long run?

(Unknown). I would throw out one comment that 1
think it would be in the interest of the Fourth
Estate to see it stay as an Executive Order
because laws usually become more unflexible and
difficult to change. Hopefully, Executive Orders
are a little more flexible.

(Unknown). It's easier to talk to a Congressman
than to the President!

Mr. Tolleffson., This is a question I would like
answered by anyone of you people for my own
benefit., I'll get back to a source which is not
confidential. This is a book by Stanford J,
Unger from the Washkington Post called, "The
Papers and the Papers,’ which 1 think would make
good reading but I work neither for the Washing-
ton Post or E. P, Dutton, so I'm just saying on
the basis that I think it's a good book, There
are a lot of things in it that people won't
agree with but it's good because it details the
whole legal issue we are talking about in light
as they apply to the Pentagon Papers., It says
in here something I would like to throw out
because I think the majority of you, 1f 1'm not
mistaken, work for corporations that handle
Defense contracts rather than working divectly
for the Federal Government, Uunger says in here,
"In some instances the worlds of derivative
classification requires that any compilation of
documents, such as the Pentagon Papers, receive
the highest classification contained in any of
its parts, resulting in putting secret stamps on
newspaper clippings, public speeches and other
material that is circulating freely in other
parts of the government. Occasionally defense
contractors employ this technique and extreme
extension of it in order to dircct more serious
attention to their work from the upper echelon
in the Defense Department.”
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Is this a valid charge that Defense contracts
will up the classification if they can possibly
do that to make it seem more important for theilr
benefir? Can somebody answer it?

Now I just want to get back off the track for
just a minute. We are all human beings and I
think we should have mutual respect for each
other. I think there's a lot of similarity
between government and the press. Most of the
people in both businesses are really truly
interested in the society, improving that society
and helping the people in that society. We do

it in different ways. I think you can see that
for so many people seem to go from the govern-~
ment to the press, one way or the other. I have
the upmost respect for many many career govern-
ment people many politicians, but there is also
the problem you have to realize on our part, that
there are a lot of politicians who are just out
to raise themselves quickly in the public light.
When this gets into classification, that's wherve
our problem comes in and that's what we're talking
about.

I think in "The Advocate' show yesterday they
pointed out that in the case of the career govern-
ment official, you can easily trust his judgment,
He doesn't have a vested interest in keeping his
name as the “"white knight in shipning armor," and
that sort of thing., Some of the politicians we
have to watch out for, and I've worked with enough
of them to realize that. But I want to say again,
T really respect you people for inviting us here.
I've learned a lot from this session and I hope
you have, You know, we're all human beings and
committed toward improving society and if we just
give a little bit to each other, look through the
other guy. eyes (which is what 1've been doing
this morning) I think it's really going to help
everyone in the long run.

Mr. Smith, Ladies and gentlemen, on this note of
understanding 1 think I must point out that we are
about to run out of time. I think 1 speak for all
of us in saying that, notwithstanding so-called
Yadversary" relationships, clars feelings, and
things of that sort, I think everybody has had an
opportunity to look at the other side of the
problem. I hope 1 can speak for all of us, also,
in saying, that notwithstanding problems that
come up from time to time, we all are grateful to
the press for many things; and in particular, we're
grateful this morning to these representatives of
the press who have been kind enough to come and
share their thoughts with us,
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CLASSIFICATION: SYSTEM OR SECURITY BLANKET?

AMROM H, KATZ

INTRODUCTION OF MR, AMROM H. KATZ

Mr, Katz is quite a distinguished gentleman, a
native of Chicago, raised and educated in
Milwaukee. He has done graduate work in math-
ematics and physics at the University of Wis-
consin., He started his work in the area of
Aerial Reconnaissance and Intelligence in 1940
with the United States Air Force Aerial Recon-
naissance Laboratory in Dayton., He was Techni-
cal and Scientific Advisor to the Air Force
Photo Commander at the 1946 Bikini Bomb Tests,
leaving the Aerial Reconnaissance Labs as Chief
Physicist, he joined the Rand Corporation in
1954 where he became a member of the senior
staff,

He is a senior member of the American Institute
of Aeronautics and Astronautics, a Fellow for
the American Geographic Scciety, a Fellow of
the Society of Photographic Instrumentation
Engineers and a member of several other pro-
fessional groups, and is a member of the
Institute for Strategic Studies in London.

Long active in public and international affairs,
he was a long-time regular panelist on a weekly
TV program sponsored by the Dayton Council on
World Affairs in the early 50's. He is a mem-
ber of the National Planning Association Com-
mittee on Security Through Arms Control. He
helped draft the widely circulated pamphlet
"1970, Without Arms Control," as well as the
committee's other publications.

He is on the board of sponsors of the magazine,
War/Feace Report. He is consulting editor of
Arms Control and Disarmament., He is on the
Advisory Board of Technological Forecasting and
on the Editorial Board of Remote Sensing of
Environment.

Mr, Katz is listed in American Men of Science,
World's Who's Who in Science, World's Who's
Who in Commerce and Industry, Who's Who in
Space and Who's Who in the West and we are
going to listen in a minute to "Who's Who at
NCMS !

He has published numerous articles on disarma-
ment and arms control. He is a consultant to
the Arms Control and Disarmament Agency, to
the United States Air Force and to the Depart-
ment of State,

He enjoys a national reputation as a wit and
humorist about science, government and bureau-
cracy and he 1s a much sought after speaker.

Mr. Katz 1is now a consultant to several agencies
of the United States Government, to industry and
to some other institutions and we want to express
our appreciation for him. Yesterday afternoon he
was 1in Boston, He cut his visit to be sure and
be here for our luncheon today.

PRESENTATION BY MR. KATZ

It is a good thing that I attended only the last
hour of the morning seminar because I am sure that
had I attended the other meetings I would have
realized that my entire speech had been preempted.

At the end of what I laughingly call my formal
presentation I will be happy to entertain questions.
I offer no guarantee ot answering them, but I will
entertain them anyway.

However, it is quite apparent as 1 look around that
however you classify this society, you cannot call
it a society of male chauvinist pigs, for which I
am glad!

Now we begin., A funny thing happened to me on my
30 year journey through classified bureaucracy

en route to this meeting. I got to know both

Dan Ellsberg and Tony Russo very well. More on
this later, First, I need to ensure that you are
wide awake and paying attention.

Whenever I hear the word '"classification" it
reminds me of an experience I had in 1946 which
is getting increasingly remote in time and space.

1 was at the Bikin{ atomic bomb tests, We were
out a few months early arranging markings on the
target ships we were going to bomb, and installing
photogrammetric markers on the islands. Things
were quiet (it was well before the tests) and we
took a cruise among the hundred or s¢ odd ships

of the doomed fleet, While we were there we saw
one ship lying a few miles off with much activity
around it, The Navy chap who was driving us around
in a little Navy craft, none of whose names are
familiar to me, told us, when we asked, "That's
the USS Nathaniel Bowditch."

Now Nathaniel Bowditch, I remembered from my

student days, was a famous navigator and astronomer
of the previous century. 1 said, "What the hell is
going on there?" He said, "That's where all those
long hairs are." I said, "What long hairs?" ‘''Well,
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you know, you've heard about the strange fish
they've been catching.”" And indeed we had
heard, because this was the first American
marine expedition in that part of the world in
the previous half century,

1 said, "Drive us over there." About an hour
later I climbed abvard the ship wanting to see
the strange fish they had caught., Right next
to me on deck as I got aboard was a clam of
some kind, about three feet thick, the biggest
damn clam ever caught.

The Captain asked, "What can I do for you?"

We said, "We want to see some of those strange
fish you've caught." He said, "Stop!" "You
can't see them!" "Why not," I said. "Well,"
he said "we got an order to classify all fish
we caught and we classified them secret.”

Abgolutely true!

Now you know when you hear a story like this

# that you are confronted with one of two options:

whether it is a made~up story or it happened,
and a story like this 1s too preposterous to
have been made-up! It has to be much easier
to have happened. I am sure you find the same

thing that I notice - the preposterous things
are what's happening.

Clearly there are other meanings to the word
"classification,” than the automatic response
I got on board the USS Bowditch, but we are
not concerned with them here today.

A phrase frequently heard in the audience and

in the panel (during the last hour this morning}
is the "the state of the art,”" I argue that it
is not the state of the art that should concern
us here so much as it is the art of the state.
That is really the subject matter we are talking
about.

Allow me to state what I believe (without support
from a scientific sampling of opinion) what many
"people" believe about the 'classification
system" or problem.

It is interesting that these two words are often
used interchangably - system and problem. By
"people” 1 include lay people such as the press,
members of the House and Senate, ex-government
classification experts, the Defense Science
Board, you know, just plain folks. They

believe -~

1) The classification system keeps information
from Americans and their friends but not
from America's enemies,
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2) There 18 too much classified material and
much, if not most, of it is overclassified,

3) The classification system is a self-supporting
and growing bureaucracy that costs too much
for what it does and in fact, far from doing
anything p-sitive it incurs costs and produces
negative effects.

Now do not get hostile. I am not asserting that
these propositions are true. (Nor am I saying that
these propositions are false.) What is important
is the widely held belief that they are true., The
objective fact does not count as much as the per-
cepticn. I will not "answer" these statements,
but I will comment on them and on other matters,
trying to illuminate the subject. While I am
making light of the subjecrt, I hope that at the
same time I will shed light on it. T believe that
this audience of conscientious professionals will
plck and choose from among such insights as I
produce and reject others as they will.

Is it true that the classification system costs too
much for what it does? I suspect it is true. But
on the other hand 1 am old-fashioned and I believe
everything costs too much,

First let us examine the cbarge, made under various
guises, that the system costs too much or that it
is not cost-effective, to use modern up-to-date
jargon, Similar arguments were made that the
Manson trial cost too much. That the Sirhan trial
cost too much., No struggle is required in order to
believe those statements,

I believe them too. There 18, fortunately, however,
no way to measure just how much a trial and an
attempt at justice should cost and such discussion
is properly out of order,

Take a moment to consider Viet Nam as an exercise
in cost effectiveness, or cost ineffectiveness,

as 1t turned out. Our maximum rate of expenditure
in Viat Nam was of the order of 30 billion dollars
per year, that's with 9 zero's after it, 30 x 107,
The maximum estimate of the enemy order of battle,
the enemy facing us, was 300,000 which is 30 with
4 zero's after it, 30 x 104, Now dividing the
first number by the second number, yields that

we have been spending $100,000 per year per enemy
dead or alive except we have not gotten delivery!
Now it turned out that the $100,000 which we were
spending per year per enemy was say, ahbout 15 or
20 timea the maximum life expected income of the
average enemy. We were spending 20 times per year
what he would have heen expected to earn in his
lifetime 1f we had left him alone, so clearly
something i: wrong,
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Obviously our negotiation process was not
working and still 18 not. It would have been
cheaper to buy them and put them on an annuity!

This is an example of what oftem happens when
you invert the whole problem. In this case,
inverting the problem would have made every-
thing different. Now we go to a hell of a lot
of hard work to caprture a guy and persuade him
that he is a VC and make him talk. Instead, by
offering him an annuity, we have inverted the
problem and made him prove he is a vc!

Furthermore, this idea has the additional
advantage that instead of having open season on
the enemy we would have a closing date. More
advantages will occur to you if you think about
this proposal for a few minutes. Of course
there are certain administrative problems you
run into such as ensuring they remain bought,
you can do this by using partial payments, for
example. But I happily turn this over to the
administrators with the observation that I am
only a technical type.

Back to the Sirhan Sirhan and the Manson trials,
about which I argued that the remark that they
cost too much is inappropriate.

We wish they had cost less but we cannot scale
justice by cost,

However, another aspect of those two examples,
and the criticism that they called forth, does
have an analogy in the continued brouhaha going
on over the classification system, The two
trials were certainly lengthy, (and therefore
expensive) and they tled up the system, delaying
trials of other people and other cases. The
analogy with the classification system, is that
everyone affected by the system, not involved in
monitoring it but in complying with it and work-
ing within this system finds it to be an imped-
ance, a nuisance and that it never facilitates
one's work., It is something you have to take
time out to do: to get something classified,
registered, receipted, or declassified, unreg-
istered, unreceipted. But you have heard all

of this before and you have heen insulted, down-
graded and attacked by genuine experts, so I bow
to them,

Were 1 not already convinced that too many
projects, reports and other artifacts of our
defense establishment and foreign policy estab-
lishment are overclassified, and were 1 approach~
ing the discussion today armed with only plain
logic and fancy psychologic, I would argue that
overclassification is {nevitable.

In the first place there is a filerce asymmetry
between the penalties and consequencies for
underclassifying and those for overclassifying.
Suppose someone clasgifies a document TOP SECRET
when it should have been classified no more than
CONFIDENTIAL. I lay aside without comment the
implicit argument that correct classification
caa be determined objectively, like weighing a
pound of hamburger (or should I have said
bologna). The "correct" classification is a
subjective thing at best, and there is no way of
measuring weighing and so on. To detached
observers, of whom there is none in my audience
today, I state that, like a £ish hook going in,
it 18 easier to stump a document than un - or
restamp it.

Now back to the asymmetry. 1If one overclassifies
a document he may be regarded as foolish or
stupid. But if so, he joins a multitude and the
epithet is neither lasting nor heinous, However,
if one underclassifies some information, or
distributes, say unclassified, some SECRET or
TOP SECRET data, there are penalties.

There is, therefore, a built-in bias to play
safe, a bias that argues in favor of overclassi-
fying,

I can illustrate this from another field,
intelligence estimates. Many feel that a similar
bias exists in the intelligence estimating process.
If we overestimate the enemy, it may cost us moneyv,
to buy defenses against the estimated threat, If
we underegtimate the enemy, it may cost us blood.
We can print money but we cannot print blood,.
{(Although you can type it!) Clearly this example
is a caricature but I thirk the bias works in this
general direction, This does not mean that a
conspiracy is at work, rather, I conclude forces
are at work,

Of course there are other reasons to overclassify,
sometimes operating at the subconscious level,

One may want to shield and insulate his project
from criticism, be it literary or technical,
Literary criticism is usually needed and deserved
the higher the classification of the document.
This occurs because such documents do not have to
meet the test of open publication, and have highly
restricted readership. Although one may desire to
insulate his project from criticism by hiding it
as best as he can, such protection by insulation
does not work very well, But as long as people
think it works, that is what counts,

Some, fortunately few in number, vorship classi-
fication, and regard any attacks on it as an
assault on religious principles and theology. |
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am reminded here of an old New Yorker cartoon.
Deservedly a classic, this cartuvon showed a
monastery high in the Pyrenees. In one room a
monk was working at a safe marked "Sacred,"
and in another room one was working at a safe
marked "Top Sacred."

Now, about the charge that the classification
system is a bureaucratic apparatus? Of course
it is, What is not? As soon as you get more
than two people, one has to be the boss and
issue orders, You have the beginning of
bureaucracy, In the system we are here to cuss
and discuss there are many more than two people!
A paradox inherent in bureaucraciss (this one
as well as all others) is that as ihey grow,
they get more joints, nodes and branches. But
they become more rigid; this is a paradox,
because one would think that they would get
looser and more flexible. Alas, they become
more rigid,

Another gratuitous truism about bureaucracies

or other large collections of people is that

as they get bigger, intellectual level decreases,
That is a cumbersome way of beating around the
bush and [ would rather say it plain: they do
not get smarter, they get dumber!

Another, perhaps minor shift occurred when we
shed the old category RESTRICTED. My impression
is that when we had the categories RESTRICTED,
CONFIDENTIAL, SECRET and TOP SECRET, there were
very few TOP SECRET documents around, When the
lowest classification was abolished, what we
used to call RESTRICTED became marked CONFIDEN-
TIAL, and there was a general upgrading, hence
the proliferation and liberal use cf the TOP
SECRET stamp. This is only a partial explana-
tion, but I think it is ow the track,

et us turn back to the Pentagon Papers case,
Tons and reams have been written about this
historic episode and much more will be written.
The matter ia now before the third branch eof

our government, the judiciary, and 1 will there~
fore say (what is for me) comparatively little,
The disclosures did satisfy, for many, the
opportunity of voyeurism, permitting a peek
inside the government, but I wundered at the
time, and I ask again, who really read the
Pentagon Papers? Of the thousands who pointed
at, commented on and bought the Papers, at best,
a microscopic minority has really vread them., 1
have satisf{ied myself about this truth by pgoing
around and asking detailed questions. But all
of these people have streong ideas of what they
think was proved, what was revealed, what was

f lushed out and what was given to the American
public. People polnted at them and some writers
made headlines by say!lng things that you cawnot
find in the Papers.

79

Others made, and still make, the grievous error

of equating contingency pl: - with marching

orders. This error is not new. Some of you in
this audience may be oJd enough to remember that
The Chicago Tribume, on or about, December 4, 1941,
three days before Pecarl Harbor, obtained and pub-
lished the United Srates War Flans, Everybody
knows we did not have war plans. A little earlier,
Lt. Col. Eisenhower was drilling in Louisiana with
wooden rifles. But they published our war plans
with the c¢laim, based on a semantic inversion,

that because we had war plans, we were planning
war,

To anyone who has been an even moderately careful
newspaper reader, the Pentagon Papers offered
absolutely no surprises, Details - yes;

surprises ~ uo. The trouble is that many who will
not, or do not drink from the highly potable flood
of unclassified fnformation are dying of thirst
fcr secrets,

Thiz suggests that a titillation factor coupled
with an a priori commitment to various conspiracy
theories is hard at work,

With that as an introduction, 1 turn to a memo I
wrote on the Pentagon Papers case on, July 1, 1971,
about two weeks after the New York Times started
publishing the Papers.

To keep the memo short, I confined myself to some
predictions which, like fall out, will descend
upon all of us,

First, and most important, we must recogniie that
Dan Ellsberg invented something. What I mean is
that, as the guy who kidnapped the first diplomat
set the stage for other kidnappinge, as the first
contemporary alrline hijacking set the stage for
other hijackings, suv thi. event will serve as a
stimulant and a model for future similar events.
(Remember, T am qucting from the memo of, July 1,
1971.) Ellsberg has received miany accolades, has
achieved martyrdom and will likely get off free
and clear, (the prediction 1 made :then still holds),
Any book he writes will automatically be a best
seller. He i3 portrayed by mauny as a patriot, a
super hero and so on, He is on TV frequently and
will be knoun and commemorated as Saint Daniel!

1 argue that this general reartion will inspire
further disclosures by others Jho aspire to some
collection of similar statuses. We had better be
alert to this, My own favorite and incomplete
148t of subjects which can make for embarrassing
and exciting disclosurces, include Information rela
related to our atomic weapons and strategriv
delivery systems, information wlout intellipence
operations, aome of our transactions in the ‘tiddle
East between the United States and Russia and
hetween the United States and lsrael, details
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about strategic contingency plans, a subject
that was earlier vemarked upon. (Everyone knows
that a contingency plan is never used, because
you are always confconted by a new contingency
and when you look .around at a lot of your plans,
there are none that fit. Besides, contingency
plans are guarded by their preparers and owners,
like the library books are guarded by an old
maid librarian, They are to be kept £nd not be
removed.)

So I predict, therefore, (July 1, 1971) we should
expect further disclosures in other areas. I
predict and expect further polarization between
the press and the government, which cannot be
good. The press equates secrecy with secretive-
ness, Adding to this 1s the well-known phenom-
enon of overclassification in some areas. 1
might add, parenthetically, that as pointed out
in the earller discussion that the press defends
its right to secrecy, and its right to confiden-
tiality of sources. I understand this, but I
cannot reconcile it with the implicit denial of
the government's right to secrecy. Back to the
memo.

These events will only launch the press on the
warpath for more ecalps and kudos. Any writer
who wants a Pulltzer Prize will exert diligence
to come up with further disclosures. I noticed
that Neal Sheehan did not get a Pulitzer Prize,
and this created quite a storm. Perhaps he
should have gotten the Olympic medal for fencing!

A third prediction concerned further and possible
loss of confidentiality internal to the goverun-
ment which I estimate will contaminate much
comnunication on policy matters, A guy will be
writing clasgified messages with an eye on the
possibility that they are going to be published,
not 30 vears later, but maybe next week,

A fourth point is that we are still in a growing
anti~defense mood in this country. Most people
will not read the Pentagon Papers (I confirmed
later that they did not), but will only point at
them, and will use them as a further weapon to
belabor and attack the defense establishment.

1 concluded my memc by remembering that in older,
and hopefully former times, the messenger who
brought bad news was sometimes shot, because of
misidentification of the bad news with {ts
bearer, In this case, clearly I am only the

1 want everyhody to understand that!
I leave it to you to

messenger.
That is what 1 predicted,
evaluate these {deas.
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Let us look at the practice of secrecy in the
United States. What is open and what is secret?
To do this we will start with a short review
courgse in the theory and practice of deterrence
in 3 nuclear era. Being well armed in the face
of a threat from an opponent is necessary, but
not a sufficient condition for protection in a
nuclear era, The fundamental requirements of
deterrence, if we want to deter the Soviets, and
they want to deter us, is that each side has to
know what the other side has, and be suitably
impressed by it. In other words, a truly secret
weapon is completely valueless for the purpose of
deterrence. This is so obvious that it is
usually forgotten and has to be remermbered. A
secret weapon, that is a weapon whose existence
is not known to the other opponent, may be gooid
for something, but not for deterrence. So how
do we tell each other?

We have an elaborate diaclosure apparatus in
this country, in spite of all of us working with
the classification system. To a member of a
Soviet intelligence apvaratus studying the
United States, the job of drawing the wiring
diagram of the United States disclosure system
would be a snap, He would have the following
ingredients: the brothers Stewart and Joseph
Alscop, Bill Beecher of the New York Times,

Mike Getler of the Washington Post, Aviation

"Leak" as we call it sometimes, the annual

Secretary of Defense Posture Statement aund the
enormous collection of green books and brown
books published by the Senate and House respec-
tively, the institutional advertising, the f[ree
commercial reports, the available data .......

He would be drowning in information, 1In truth,
you would cause great mirth among the Russfans {if
you told them how we really work. We do not have
a system. He would have this all wired together,
Every once in a while 1 suspect he aight not be
all wrong.

1 want to make a plausible retrospective case
that there is a system and it is wired together.
1 say this because certain secret Information b's
to be given out without declassification or else
is declassified by the process of leaking {t,

We need not detail any further what we all know
is an elaborate disclosure system., If anybody
wants to find out how many weapons we have, how
big they are, how well they work, where they are
located, roughly what our strategic doctrine is;
etc., can find out all that information. Most
people who want that information do not even tap
the flood of free i{n/ormation to get 1it,
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Now let us look at the Soviets' disclosure
system. Remember the symmetry here is that they
have to tell us what they have in order for us
to be scared and impressed by what they have.
How do they do it? Well, they are not set up
very well to do 1t, because over there when they
say a telephone directory is classified, they do
not mean it has yellow pages. They mean it is
secret., We do not understand that. We cannot
cope with such a thing. Sc they are not set up
at all tv reveal anything, but thev do reveal.
How do they do 1t?

By and large they do have two systems; one is
qualitative and the other is quantitative, About
15 or 18 years ago I wrote a paper suggesting
that the Soviets were going to have to exhibit
their missiles and that they were going to have
to constitute what I named, "The Moscow Drag-
strip," to give us a look at them. A moment's
thought will confirm the administrative incon-
venience of flying missiles by in parade. This
i{s not a very handy business, so I thought they
were going to have to drag them by, and indeed
they did and do! And we are impressed, as we
are supposed to be, That is the purpose of it.

But nobody is deterred by quality alone. You

2re deterr:d by numbers. Here comes a fairly
fancy word that I find describes what is happen-
ing: symbiosis. To achieve credibility in the
number of missiles and aircraft and defensive
systems: in the state of the art; to impress
China, West Germany, Italy, France and the United
Stetes, to back up and exert their political
leverage and muscle around the world, the Soviets
depend on the United States National Intelligence
System and the disclosures set forth in posture
statements, reprinted, elaborated somehow by the
Institute of Strategic Studies in London, printed
apparently independently in Aviation Week. These
estimates all come from the same place. We are
doing the Soviets' work for them. We are part of
thelr disclosure apparatus. 1 leave the implica-
tions, most of which should be obvious to most of
you, for you to draw, or to the question period,

The practice of secrecy in the Soviet Union Is
not a dirty communlist trick but is rather, an
old Russian habit. It pre-dates the advent of
communism, which is barely a half century old,
and goes way back. It is truly an old Russian
habit. You cannot expect to have that changed
with regime or modification of the regime,

It is often alleged by some of these lay or plain
folk | referred to earlier, that we should
communicate 1ore internationally, communicate

all vur information, declassify everything,
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There is a built-in assumption (hardly even
subjected to careful analysis) that more communi-
cation betveen one nation and another makes for
more friendship and understanding., Clearly, the
existence of a pipeline is not alone what counts.
What is coming through it? I8 it dessert or
gewage? What has been communicated counts for
more than the fact of communication. As I recall,
it was not until we seriously listened to Hitler's
communications that we took him seriously, with
unpleasant results from Hitler, so it depends
entirely on what is being communicated.

My wife, as usual, hit at the heart of the matter.
She makes remarks, out of which I make speeches.
She once pointed that the trouble with modern
communications - referring to TV, radio and the
press, is that it brings you, at high speed, in
great volume, from all directious, 24 hours a
day - bad news! And the more you think about it,
the more you realize this has nothing to do with
what I am talking about today, but since I am
talking I will finish this interesting diversion
by noting that most news is bound to be bad,
because most news is a discontinuity, and a dis-
continuity is something breaking, something
busting, scmething bLlowing up, and something
catching on fire -- it is bound to be bad news.

Earlier I suggested that inverting a problem will
often provide a clue to a solution. Why classify
documents, projects, or activities? Only to
protect them., What is the precise meaning of the
phirase? Crudely put, we mean to see to it that
the wrong, guy does not read the report., Of course
this result can be obtained if nobody reads it.
This is known as the Captain Kidd effect, after
the unlamented pirate who was supposed to have
shot his fellow pirates after they helped him bury
his treasure. The net result was that the sccret
of the treasure died with the Captain. The non-
pirates among you might prefer to call this
"throwing the baby ovut with the bath water."

However, 1 have previously observed and communi-
cated to high officials of the Dol, that in 10
years we may cxpect to have great difficulty in
hiring people to work on classified projects.

If so, this is going to cut down on the reading
problem and the protection problem, If you cannot
hire any workers for your projects it is going to
be tough to produce any classified reports. No,
1 am not basing this on an expansion or expected
continuation of the wide-spread anti~defense mood
or reluctance to work for the Dol, rather 1 argue
that very few will be able to pet cleaved. Think
about {t,
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Project what is happening. By 1984, a felici-
tious choice of dates, practically everyone in
the pool of potential new employees will have
smoked pot, have been arrested, have been
plunged deep into one or move kinds of so-called
therapy, have been a member of one or more kinds
of subversive organization or have deviated from
the sexual norms of the them current establish-
ment, thus making clearance difficult, perhaps
in most cases impossible. This solution (when
no one reads anything) may be coming, but never
fear: I have the cancellation orders in the
next sentence.

The supreme and over-riding commandment of a
bureaucracy is, ''Thou shalt not go out of
business,'" and therefore, that is sufficient to
ensure that you will not allow yourselves to go
out of business. Criteria will have to be
changed. <(learance criteria will be changed as
needed to ensure a steady flow of employees,
and grist for your various mills.

I fear, and you probably rejoice, that I have
not really solved your problems. Not all prob-
lems are soluble, Coping with them is fre-
quently the best we can hope for. We have
examined some of the differences of opinion and
I{nterpretation that occur. This does remind me
of a closing story I must tell. A friend of
mine who travels from the east coast to the west
coast fairly frequently, once or twice a year,
got fed up with driving the turnpikes. He
always drove., He said, "Damn it Katz, I want
to drive acress the country and see the country
while there is still country to see.’" He drove
across the country on old U.S. 30, through Iowa.
It was summer and it was hot. He stopped at a
small town of no more than 120 people, and the
temperature was about equal to the population.
He got out to get a coke and refuel himgelf and
so forth. Looking down the two blocks of the
maln street of town, he noticed two huge
churches facing each other across the Y axis in
the main street. He asked, 'What is that?"
"Iliem are our two famous churches,” the filling
station man said, pointing to the first one,
"That's the Fundamental Church of Christ."” My
friend said, '"What's that one?" '"That's the
Fundamental Church of Christ, Reformed." "What's
the difference?" So the guy says, '"Well, a vast
theological gulf separates these two churches."
"The hell you say," my friend said, "What ias 1t¢?"
"They," the attendant said, pointing to the first
one, "believe that Adam's fall was caused by his
eating of the apple at the hand of Eve."
"Really? What do they believe?” My friend
asked, pointing to the second church. “They
believe he was a son-of-a-bitch from the word

"

RO

Moderator. Never again wil)l you ask me, who is
Amrom Katz! Any questions?

(Unknown). You sound like Art Buchwald. Do
you know him?

Mr. Katz. Art happens to be a good friend of
mine, I had him at my house for lunch one day.
We were discussing something seriously., He said,
this reminded him of the story of a woman who
had two pet chickens. One of them got sick so
she killed the second one to make chicken soup
for the first one!

There 18 a universal moral there somewhere.

Moderator. Thank~you very much, It is pretty
obvious we thoroughly enjoyed your presentation.
Someone wanted to ask Amrom: What is a con~
sultant? You will recall we had a little query
about this in Washington last year.

Mr. Katz., Long before I became a consultant 1
used to tell this story and although I still
tell it occasionally, I usually wince when I do.

It seems that Farmer Jones had an unusually fine
bull., A mighty stud animal. Jones earned about
75% of his monthly income from the services of
this one bull, with negligible work by Jones
himself.

He kept the bull in a corral, about 20 feet
square, surrounded by a high fence.

One day the farmer moved in a black and white
Holstein cow into the pen next to the bull, to
be serviced, as they say, the next day. Some-
thing snapped in this bull's mind. He thought,
"Those are the most heautiful horns I've ever
seen, the most beautiful sway back, the nicest
hide, prettiest eye lashes and beautiful purple
eyes. I'm not about to wait until tomorrow,
I'm going right now!" So he backed off about
15 feet and made a mighty leap -~ but he did
not make it! He got wiped out on the way over.
He lost, as we say, his credentials,

So Farmer Jones bemoaned this rragic accident.
With one fell swoop, or hetter one foul swipe,
he lost 75% of his income, #His neighbors, who
were, of course, completely uninvolved in this
episode, came around, laughed, and said, "Jones,
what are you going to do? Shoot the old bull?"
He said, "Hell, no, 1'm going to keep him on as

a consultant!!®
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A LOOK AT CASUAL CLASSIFICATION -
BY INTWSTRY
BY

JOSFPH C. WINGERD, IMSC, INC.

Foruword

I would like to state at this
time that this paper which T am geing
to jresent is tc be considered in
strictly an academic light and in no
way reflects the position of the
Lockheed Aireraft Corporation. As
yru ail must well know, there are
many Divisions and parts of Lockheed
aad I am speaking as an individual
with rather extensive Contract Admin-
istration exverience end the analyses
and the opinions stated here today by
me are my own and are for the purpose
of raising questions and pointing out
what I consider are areas requiring
cloger contractual sdministrative
attention.

Yronm the viewpoint of the Contrac-

Lo dein business with the Unilted
itates Government, Casual Classifica-
iion hug many facets, both frocu a legal
mrproach upder the many Executive Or-
ders, Federal Statutes and Department
¢! Defense Directives and frem a basic
contractial tecemplishient.  For the
uricse of this discussion todny, I
slinil make no attempt to go inte the
iognl ramifications o1 all of che
Sbovementioned repulations. I shall
Lient cugund clnssificntion primuily
fror a contractual interpretation and
frpaen on the Defense Contractors To
coora lish this, 1 have broken cngunl
cassifleuticn into three (5) broie
wrens of copsideration.  The first

o i6 that dealing wilh Casual Clas-
sification by the Lovernment to Protect
Privite Dntn ae well as Data which
wuld be Determined ns Injuricus to
cur Nutiopad Defense it Disclosed to
Unautherized Personnels Thio Scecond
apec by Tound Ciesgifieation by the
Gevernment and Induotr, when o wuestion
cr Doubt Exig*s ag to the Llevel of
Classificitica or tiat wn Iterm Chould
te Clagsiricd -ou o ds but o then
Cranrirficd g e hsirst May te Jolve
it saxdotiiy ilerma. The thdrd are s
o Coswnd Clascifiention Lircetion te
e Gutmeror L Aord of Mouth oroin

st Hoon e Cone e gy
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to the DD 254 Specification and Not by the
Contracting Officer.

Industry's responsibility for the
clacsification of information or the safe-
guarding of such classified information
only comes into being at such time ag the
Contractor involved enters into a Contract
or some such proper agreement with the United
States Government and then requires access to
already classified information or generates
such classified iutformation in accomplishing
his contractual obligations for the U. .
Government, primarily the Department ol
Defense. Since this responsibility is cstab-
lished solely Ly ti: existence of this Con-
tract or Agreewent, we must look then to the
contract for the extent of his obligations
in complying with the classification of in-
formetion which is spelled out in the DD 25k
Classification Specification for this partic-

ular contract or agreement.

The Industrial Security Manual for
afeguarding Clessificd Information assigns
to the Contracting Oft'icer the responsibil-
ities of furnishing necessary classification,
authorlzing retention of clussified material
nnd certifying contractor's nced to attend
classified meetings.

The Manual states that "For the jurpese
of tiis Manual, the tere Contracting Ctlicer
refere *« the contractin: oftficer at the
purchug’ng office who is ldentifie:d ang the
Procuring Contracting Officer (PCO) and the
contracting off'iccr at o contract ndminis-
trative office whe ic identified as the
fdmdnistentive Contrct iy efticer (ACC).
Normrlly, the resporsibilitios which tido
Munual ucsi e o the contraclin: off'bovr
during the pre-countract, contract sawar!
and postecontret Cioyef ot noclascifin
procuremnt. will be performed by the PCO,
with tie ACCG pe etorudme thore respenofiil-
itics which swrise carin: the jerformane:
stages of - cluooit ed contract.

Tt cleardy fappewrs thet tae BB o
Classification ypecifiotion fe barfently
intended Lo be treanted in the gome roooer
ns any « ther contrnetyadly-i=g God e -
jewtion whethe o [ he caorb Bttty VoS
hicle spesifd ticn o pert prane g il

Tontic gy I o nber o pds o i U He s
Lpnct=direoter eforr e e o Pled oW T
and whiiohe e 0ot w0 et ot e ot ot
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In this light it very clearly
falls under the "Changes Clause" of
the contract and 311 its ramifications,

The "Changes Clause" reads as
follows:

"The Contracting Officer may

at any time, by a written order,
and without notice to the sure-
ties, make changes, within the
general scope of this contract,
in any or more of the following:
(1) Drawinge, designs, or spec-
ifications, where the supplies
to be furnished are to be spec-
lally mamifactured for the
Government in accordance there-
with; (ii) method of shipment
or packing; and, (1ii) place of
delivery. If any such change
causes an increase or decrease
in the cost of, or the time re-
quired for the performence of
any part of the work under this
contract, whether changed or not
changed by any such order, an
equitable adjustment shall be
made in the contract price or
delivery schedule, or both,

and the contract shell be mod-
ified ia writing accordingly.
Any claim by the Contractor for
adjustment under this clause
must be usserted within 60 dnys
from the date of receipt by the
Contractor of the notification
of change, provided, however,
that the Contracting Officer,

{f he decides that the facts
Justify such action, may re-
ce-ive and act upon any such
cluim usserted at any time jprior
to final payment under this con-
tract. Where the cost of prop-
erty made obsolete or excess as
result of a change is included
inu the Contructor's claim for
udjustument, the Contructing
Of'ticer shall have the right

Lo prederibe the munner of dis-
position of question of fact
within the meaning of the clause
uf’ this contract entitled
"Disjutes”. However, nothing in
this clruse shall excuse the
Contructer from procerding with
the contract ug chunged.”
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Now, let's consider Casual Classifica-
tion Area No. 1 in light of this contrac-
tual requirement.

1. Casual Classification by the
Govermment to Protect Private Data as

well as Data which would be Determined
as Injurious to our National Defense
1f Disclosed to Unauthorized Personnel.

Since tne DD 254 Specification that
is included as part of the Contractor's
contractual obligation contains a refer-
ence to the Industrial Security Mamual for
Safeguarding Classified Information as part
of his obligation, and since we must take
it in i1ts entirety, the type of classified
information considered here would have been
generated by the Government, its handling
and protection would be in accord with the
requirements established for the handling
of this level of classified information
without exception. Nowhere in this contrac-
tual relationship is the Contractor given
the prerogative of analyzing such classified
information and questioning the reasons that
the Govermment-authorized personnel clngsi-
fied such information to the level which he
received 1t. It must be recognized und ac-
cepted as an assumption that when classified
information is submiticd to a Contractor for
use urder a Government contract, that it has
been properly classificd by an authorized in-
dividual who has nccess t¢ background infor-
mation that probably is not avallable to the
Contractor and therefore his Judgment should
not be subject to question. In this in-
stance, if the Contractor tnkes it upon
himself to disagree with the level of clne-
sification or the fact of clnussification at
all and discloses this information te unnu-
thorized individuals, he is, nt the lenst,
in default of his contractunl obligntions
and the Government should have every right
to terminnte such contract for default and
withdraw the security clearnnce nd 1)
classified materinl from that Contractor'c
possession. The drtermination of hic vuilt
or his innocerce under the Nationnl Oecurity
Act 18 & problem for the Courts to decide
based primrily on whether there wng
compromi se of information in,uricus to the



National Defense.

The effect on the Contractor's
obligations by the classification of
the Government of data for reasons
other than the protection of our
Nat.nnal Defense information, is to
impose upon him a heavier burden of
classification than he originally
would have anticipated because the un-
derlying connotation throughout the
Industrial Security Mamual is that in
addition to that information stated in
the DD 254 Clessif'ication Specification,
that the Contractor is also responsible
to ensure that classification is applied
1o all information which i1s the same as
or similar to information that ne has
knowledge of that has been classified
previously. This poses a question: If
such volume of classified information
becomes burdensome or costly, who should
bear such costs? While it is true that
there 1s alwuys the channel of request-
ing a review by the originsl classifiers
te determine the applicability of this
seeningly misclussifled informtion and
the zost of the handling ond classifico-
tion of similar information creates,
ther nay still be in the final anaiysis
mucH unnecessary cost imposed upon a
cetitractor by this method. In this par-
ticular area it would seem that the only
real answer is o close working relation-
shir with the User Agency to apply down-
vradine in every instance that is possl-

Lle.

Now, from a contractual standpoint,
Jet's acasider Casual Classificition Area
Hes 71

e Casual Classiflention by the
Goveorert and Industry When n Question
ol Toubt Exists as un the Level of
Cluciitication or that an Item Should
! _Classified ut all, but is then
Clocsifled au the Enpiest Way to Solve
cht Existing: Dilemma.

Peeple being what they are and
cinusification by interpretation of n
LD .k or whnt type of {nformatilon
coalt be injustous te the National
Tet'ense 48 poting to vary from individual
oo Individunl becoise much of the {nter-
[retuation o plied to those nreang of JH 8~
sitle anbigndiy are strictly within the
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Judgment factors peculiar to that individual
responsible to exercise the particular au-
thority applied to this area of interpreta-
tion. What then happens 1if the Contractor,
in hie Jjudgment, dces not classify certain
information which he considers is no

in the DD 254 specification and which, in
his judgment is in ne way injurious to the
National Defense if disclosed to an unau-
thorized individuel, when on the other hand
the Government User Agency determines that
there is s possibility for such information
to be injurious to the National Defense and
feels that such informaticn should be clas-
sified to avoid this possibility and that
these two actions happened independently of
evch other, is the Contractor in danger of
a security violation if he has knowledge of
such Government Iinterpretation after is-
suance of the information and does nothing
to regolve the opposing interpretation? If
such classifiication by the Goverument, if
complied in by the Contractor, should in-
crease the Contractor's cost since he de-
pended on the type of interpretaticn that
he hnd made and expected to operate under
at the tine such specification was original-
ly rcviewed, would this increased cost be
paid the Contracter through a Crntract
Change for complisnce or would he have to
absorb it through his misinterpretation of
the security speci®lcation? It would seem
in this type of instance that it was an
obvious ambigsuity or lack of specific dir-
ection in the security specification, to
such an extent that a change to such spec-
ificaticn should be issued through the
Contracting Cfficer to the Contructor car-
rying with 1t the Ceontractor's right under
the Changes Cleuse to submii a claim for
additional cost :wiud fer which would then be
negotiated throupsh the proper contractual
channels.

Now, let's consider Casual Classit'ien-
tion Aren Ne. .

4e  Cnsual Classification Mrection
to the Contractor by Word off Mouth or in
Writing but Not by n Contrnct Change to
the ID 200 Cpecification and Not by the
Contracting Officer.

New this aresc can become quite contros
versial because of thy broad geope of tecu-
rivy responsibiljtiee fryoscd upon a4 Contrae-
tor when he accopts o Govermment Controct,

It ie recopnized thr elaggification deei-



had itk 1o T AR e " Rk

86

sions are made by the User Command and
trained security people and not by the
Contracting Officer; however, inasmich
as the Contractor's channel of respon-
sibility for contractual compliance
lies solely within the contract docu-
ment, 1t is important that any changes
to his responsibility are implemented
through such contract document. As we
atl know, this is not necessarily al-
woys done. When such course is fol-
lowed so that each direction in clas-
sification of upgrading or downgrading
the Contractor's responsibllity are
implemented by contractual change or
written direction signed by the Con-
tracting Officer as a Contracting
Officer, there is no doubt of the Con-
tractor's responsibility to comply
fully with such direction and to be
held fully responsible for his action
or lack of action under his contrac-
tual obligations. However, when casual
claseification direction is given to a
Contractor either by word of mouth or
in writing by someone other than the
Coutracting Officer, what impact does
such direction have in fact on the
Conlractor's responsibility? In the
event he did not follow such direction
because of disagreement with the inter-
pretation or because it did not come in
through the proper channels for dissem-
ination, and, because of this, issues
infermation in that category in an un-
classified manner, is he subjected to
a security violation; or on the other
hand, if he should follow such direc-
tion and it substantially increases
hls cost f'or compliance with the secu-
rity requirements, does he get paid
with fee for this additional cost?
This situantion arises quite frequently
und in many instances is of insuffi-
cient impact cost-wire that such dir-
ections are accepted as port of our
genvral responsibility for Industrial
Security and which condoning action
tends to create a loose method of
operating which should be guarded
apainst. in all instances. The first
question of a possible sccurity viola-
tion from a contractunl standpoint
weuld appear to be in the negative as
long u8 it stayed in the area us a
borderline case of a Judgment factor.
Cince the Contractor has nn obligation
te protect clnssified information im-
posed upon him by his basic DD 254

B e s ]

Clussification Specification and the general
responsibilities imposed upon him by the
Industrial Security Manusl, the argument of
a security violation would require complete
analysis of the facts involved in each sit-
uation. The argument of cost would depend
upon the type of contract involved. In the
instance of a Fixed Frice Contract, such
casual classification direction would Le
strictly on the Contractor unless he could
convince the Contracting Officer to give

him a Contract Change to implement such
direction. In the instance of a Cost
Reimbursement Contract, such direction

could be considered as being within the
general. scope of the DD 254 Specification
and the general intent of the Industrial
Security Manual and such additional cost
would then be allowed as overrun to its

Cost Reimbursement Contract. But on the
other hand, if such casual direction was

not interpreted by the Administrative
Contracting Officer and the various Defense
Audit Agencies, to be within the scope of
the DD 254 Specification, then such addi-
tional costs would be disallowed and of
necessity then come out of the Contractor's
profits, a situation which is certainly in
no mamner fair to tne Contractor and I am
sure was not the intent of the Government
under such circumstances to impose on him.
In the event of such a happening, there is
of course a channel open to the Contractor
which is under the doctrine of Constructive
Change to a Contract. This doctrine is
based on those instances when a Contract
Change is requested or imposed upon the
Contractor by a person of apparent author-
ity but who has not gone through the Con-
tracting Officer or the proper contract
change document route. This method is not
an accepted way of doing business and is
frowned on quite heavily by the Government
and the Contractor as a method of rcuclving
these type of differences. It is highly
recommended therefore, both to Industry

and the CGovernment, that in those in:itunces
wvhere casual classification direction is
involved, that upon receiving same, the
Industry representntive should call this
immediately to the nttention of the individ-
ual giving such direction wund request verif-
ication by the cognizant Contracting Of'ficer
on behalf of the Governm:nt and in the ~vent
such 1s not accomplished, the Industry Rep-
resentative should contact his Contract Rep-
resentative and have him immedintery filc a
Construction Change Notice to bring such
1ssue to the proper Hipght without any delay.

o et e il s men

i i il o,

.
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Problems in this area can be avoided
by clearly stating in the regulation
that any direction from the Government
that changes in any manner the Contrac-
tor's obligations under a Contract must
be submitted to the Contractor by the
Contracting Officer through the proper
cantractual channels.

..
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THE BRiTISH OFFICIAL SECRETS ACY
An Exemination

by
JACK ROBINSON

INTRODUCTION

regulations.

discursive exposition,

paper.

THE ACT

major provisions as they have changed.

Kingdom). The following topics are covered:

Pensities for spying
Meaning of grohibited place

Wronglul receipt of sketch, etc.
Herbouring of spies

Offences by corporstions
Attempts, inciterrants, ete.
Punishment

Coment of law officer
Powers of arrest

'Faatnotes follow the text
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All of us have hesrd comments about the British Official
Secrets Act and have heard murmurs — not to mention outright
recommendations — about adoption of such a law here,

We are now beginning to operate under a new Executive
Order, with an extensively changed but evolving set of regulations.
it seems timely, therefore, to look more clossly at the British Act,
to consider whether some of its provisions would strengthen proper
application of Executive Order 116562 and

The purpose of this paper, therefors, is to present the
available information on the British law, discuss some facts about its
relationship to our own, and offer some observations about its
effect on operations. The paper is a “highlight,’’ not intended as a

Another purpose of this paper is to make the Act available for
easier access. Recommendations concerning the advisability of
adopting specific provisions of the Act are beyond the scope of this

The first point to establish is that the “Act”” is not & single
law at all. Properly, it is ‘The British Official Secrets Acts, 1911 to
1939.”' This point is not purely semantic, as aryone who reflects
on the range of yesrs covered will agree. Wa shall examine the

The law is found in the Laws of England® which is the closest
approximation to our Code {statutes are not codified in the United

Effect of communication with foreign agents
Communication, etc., of information
Communication of information relating to munitions

Gaining admission to prohibited plece, etc.
Wrongful retention, etc., of officisl documents
Obstruction of polics, etc., in prohibited places
Power of polics to obtain informetion

Tra Ay R TR VBN RS TR

Exclusion of public during hearing

Production of telegrams

Accomodation addresses

Extent of Acts and place of trial

Laws of British possessions

Communicstion of informetion concwning atomic
snergy

The last provision is, of courss, of more recent origin then
1838. In this connection, it is interesting to nots that the first
formal act of this type,® contained only the following provisions:

Disclosure of information

Breach of official trust

Punishment for incitement or counseling to commit
offencs

Expenses of prosecution

Saving for laws of British possessions

Extent of Act and place of trial of offence

Restriction of prosscution

Interpretations

Examining then the Act of 1911* which repealed the Act of
1889, one finds:

Penalties for spying

Wrongful communication etc., of information
Definition of prohibited place

Power to arrest

Penalty for harbouring spies

Restriction on prosecution

Search Warrants

Extent of Act and plece of trial of offence
Saving for laws of British possessions
Interpretation

it is not surprising that the Act of 1911 added to the detait
and definition (e.g., the mesning of prohibited place} and added
provisions. Among the latter were: Powsr of srrest, Penaity for
herbouring spies, Search warrants, and, the most notable from our
view, the one establishing ‘“Wrongful receipt’”’ as an offence. It thus
became an offense under ths Act for a person to receive prohibited
information, just as it was for a person to pass such information,
uniess the receiver coulld prove that the receipt was contrary to his
desire.’

The Act of i920° provided further extensions and
smplification. Its sections included:

L] Unsuthorised use of uniforms; falsification of reports,
oc.

Communication with foreign agents 10 be evidenoces, etc.

Interfering with officers of the police, etc.

Powst 10 require the production of telegrems

Roegistration snd regulation of persoms. . . recsiving postel
peckets

Powers of polics i arrest

Attomprs, incitements, otc.

Provisions as to trisl and punishment of offencss

The main elements in these ssctions relate to detailed
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definition of improper use of uniforms and identification in
connection with obtaining information or access to a “prohibited
place”; a statement of details for establishing evidence of
communication with a foreign agent; establishment of a series of
records 10 be kept by persons in the business of receiving “postal
packets’ for transshipment; and reinstitution of a section pertaining
to incitement to commit an offense under the Act. Such »
provision, it might be observed, had been in the Act of 18887 but
not in the Act of 1911,

Undoubtedly, the changes reflscted experience gathered in one
way or another during World War |, as was noted by Viscount Peet,
the Undes-Secretary of State for War, when introducing the bill for
a second reading in the House of Lords:

“My Lords, this Bill is intended to amend the Official
Secrets Act of 1811. Of course, great changes have
taken place in espionage during the war, and great
advances, if advances they may be called, have
occurred in that somewhat doubtful art, and the
sxperience of countering espionage which we have
had during the war is embodied in the amendments
contained In this B, , . .""®

Further, it zppears that many of the amendments had
appeared es regulations under the Defence of the Realm Act, as
reflected by Viscount Burnham during debates:

"...} quite see it may be necessary, with the
experience of the war behind us, to embody by way
of Statute those provisions which have been
extremely wuseful during the war under the
Regulations made by virtue of the Defence of the
Realm Act...."*

The Act did not, inowever, basically change the pruvision pertaining
the ‘‘wrongful receipt’” although it did add a provision, subject to
considerable debate, pertaining to ‘‘wrongful retention.”

Finally, the Act of 1939'° extended the provisions of the
collective Acts to Northern Ireland and rewrote section 6 of the Act
of 1920. That section describes the procedures o be followed in
obtaining information from those believed to have it about offenses
or suspected offenses.

Though no Secrsts Act has been written since 1039,
provisions covering production and use of stomic energy were addod
to the Law by The Atomic Energy Act of 1946.!!

Another aspect, worth noting, is that some provisions of the
Secrets Act are incorporated in current laws. Two recent ones are
The iladiological Protection Act of 1970 and the Civil Aviation Act
of 1971.12

An excerpt from the istter will {llustrete the continuing
application:

“Section 81 Officis! Secrets

(1) For the purposes of Section 2 of the Official

Secrets Act of 1911 (which among other things

relstes to the wrongtul commonication of
information) & membar and an employes of the
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Authority shall be deemed to hold an office under
Hor Majesty and a contract with the Authority shall
ba deemvd to ba & contract with Her Majesty.

(2) For the purposes of paragraph (c) of section 3
of zaid Act of 1911 (under which the Secretary of
State may by order declare any place belonging to
Her Majesty to be a prohibited place for ths purposes
of that Act) a place belonging t0 or used for the
purposes of the Authority shall be desmed to be a
place belonging to Her Majesty. (3) Subjact to the
following subsection no person shall, except with the
consent of and in accordance with any conditions
imposed by the Authority, be entitied to exercise any
right of entry (whether arising by virtue of a
statutory provision or otharwise) upon a place which
by virtue of the preceding subsection is a prohibited
place for the purpose of the said Act of 1911.”

These then, are the provisions of the British Official Secrets
Acts, 1811 to 1939 as carried forward into current law.

UNITED STATES LAW

In this country the first of the Acts of this type was passed in
1911."2 It is perhaps not common knowledge that it was drawn
from the British Act of 1889, as the discussion in the House
attendant on passage of the law reveals:

“Mr. BENNET of New York. | would like to ask the
gentieman if the language in this bill is substantially
in the form of foreign sta*utes. Mr. PARKER. It is
almost exactly in the form ( ¢ the English statute. We
have stricken out the presumption of intent; we
thought that was not fair.” '4

An examination of the texts of the two clearly establishes the
relationship even though the formets differ and neither “Her
Majesty’”’ nor the British possessions anter the discussion. In the
comment by Mr. Parker, that the U.S. law nad “stricken out the
prasumption of intant,” he apparently refers to the Section of the
1889 Act relating to providing such information to a foreign source:

{3.) Where 8 person commits any act declared by this
section to be a misdemeanour, he shall, if he
intended (emphasis supplied) to communicate to a
foreign state any. . .or if he communicates the same
to any agent of a foreign state. . ."**?

Our law of 1911, on the other hand, says only:

“SEC. 2. That whoever, having committed any
oftense defined in the preceding section,
communicates of attempts to communicats to any
foreign government, or to any agent or employes
thereof, any. .. *'¢

As svident from the fact that Public Lew 470 passed on 3
March: 1911 and the British Act of 1811 on 26 August, they wers
at the time in the process of preparing the Act of 1911 which
ropssied the Act of 1880. The relstion between the Act of 1911
and our "“Espionage Act” of 1917 is #l3o evident, but so are some
ditferences. For example, it is in the Act of 1911 that the
definition of “prohibited place” appeers. By inference, certain
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named places in the 1889 Act and in our own 1911 law certainly
would be considered as intended of limited access. But, in the 1217
iaw we find essentislly the addition of the ‘“prohibited place:”

“Section 6. The President in time of war or in case
of national emergency may by proclamation designate
any place other than those set forth in subsaction (a}
of saction ong hereof in which anything for the use
of the Army or Navy is being prepsred or
constructed or stored os a prohibited place for the
purposes of this title: Provided, That he shall
determine that information with respect thereto
would be prejudicial to the national defense.’*

Other portions of this Title are quite similar to those of the Law of
1911, which was repeaied by Title | of the 1917 law.'® Aspects of
procsdure under law and other matters included in the British Act,
in (he US. are found in appropriate sections of the United States
Code. tn major respects, then, the provisions of the British Official
Secrets Acts are found in United States law; one, of course, is
nu. - ngmely, the part that makes it unlawful to receive official
secrots.

SOME OBSERVATIONS

Clearly, the Acts are part of the fabric of current British law,
and aspects of oiders issued under them can be found. Malsbury's
Statutory Instruments is similar to our Code of Federal Regulations.
One portion is concerned with Official Secrets.!®

Of probably greater interest, however, are views expressed
over a period of time relsting to the one notable aspect that does
not appear in U.S. law — the designation of receipt of prohibited
information as an offense. A few examples may be illuminating.

in the House of Commons during the discussions and debates
incident to the pastage of the Act of 1889, one Member
commented:

"Sir G. CAMPBELL (Kirkcaldy): | do not wish to
opirose this Motion (reading the bill » third time
preiiminary to the final pssssge), but | must say it
soems to ne that the discussion of some measures in
this House is scomped. This Bill has not been
sufficiently discussed, and | venture to say it will be
of no practical use until the Government have the
courage to go further and punish not only those who
stesl information, but tha receivers of the stoimn
goods — the newspapers. Until the Government deals
with the press, nothing in connection with this
matter will be satisfactory. . . ."?°

During the same discussion, and reminiscent of many comments
heard in this country today, was the following:

“Mr. HANBURY (Praston): ...l shouid asiso like to
know what is meant by a8 “Department?”’ For
instance, in the Admiralty, what is the Department?
Is it the First Lord. . When we are passing o meacure
of this kind which inflicts punishment not only on
the person whc gives official information, but on
those who toke it, we ought to have the clearest
information 2% to what can possibly be contrary to
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the interests of a Deparment, . .when the Department
is acting for the true benefit of the State...but
looking at the way the Departments have bean
managed lately, | do not think we should rendsr it
illegal to obtain information as to that
management. . If the words to which | object are
retained. . .A good many of the Departments will not
be kept in that good order they ought to be in if we
do not obtain more information about them in the
future than we have been able to obtsin in the
past, , !

Then, with respect to effects on the press and in a not totally
dissimilar vein, in the deoates attendant upon passage of the Act of
1920, Viscount Burnham, the prestigious publisher of the Daily
Telegraph, expressed the foliowing apprehensions concerning a
clause relating to “wrongful retention:”

.. .What | wish to bring before your Lordships is
this. In the second subsection of Clause 1 a series of
new offences is created, and the principal one is that
any person who is in possession of any official
document, the return of which is demanded by a
competent authority, is guilty of 3
misdemeanour. . .He is, thcrefore, in a very grave
position. 1 do not know a single edilur of a national
paper who from time to time has not been in
possession of official documents. . .and which it may
be inconvenient to the Minister of the responsible
Department should have gcne out. . .| do not believe
any editor would be safe if the Bill were passed in its
present form. . and ) have not such unlimited faith in
Government Departments that | wish to give them
the sort of autocratic powers that have no doubt
been exercised. . .in other countries, which have
treated official documents as if they were nspired
and sacrosanct, . . ."%?

It must be observed, of course, that while modifications were
made in some of these points, the main thrust was enacted and
remains law. Clearly these aspects are matters of prime importance
in the United States. More recent comments, much in point, were
made by Lord Shawcross, a formar Attorney-General of the United
Kingdom, tormer member of the Permanent Court of Arbitration at
the Hague, and, at the time of writing, Chairman of JUSTICE, the
British branch of the International Commission of Jurists, in
Encountor in 1966:

State Secrets | turn now to the publication in
newspapers of so-calicd official or government
secrets: information in the possession of Departments
of State which they do not care to discloss or
information about matters taking piace within
Departments. in Britain there is legislation known as
the Official Secrets Acts, snd there are other siatutes
which have somewhat similar effect in forbidding
disclosure in particular cases. This is not a matter
which we can expect to be left entirely to the
discretion of the newspapers . .the fact remains that
not every newspoper oditor can at every moment be
fully informed in every case whether or not
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disclosure of some particular matter might be
detrimental to the State. There must, thersfore, be
some degrea of control by law. The important thing
is to ensure that it doss not go further than the
necessity requires — and that indeed is a danger, for
the moment that it is admitted to be right that some
things should not be published, the matter bocomes
one of degree and those who ssek to preserve secracy
in order perhaps to conceal mistakes or inefficiency
in their Departments may push the restraint on
publicity 100 far. There are perhaps four categories of
cases in which it may be argusble that the public
interest justifies a restraint on disclosures:

1. Information prejudicial to the security of
the State — for instance, matters relating to
defence or police.

2. Information prejudicial to the national
interest — matters concerning foreign relations,
diplomatic negotiations and, perhaps, matters
affecting banking, currency and commodity
reserves so far as they are matters for the state.

3. Information concerning matters of State, for
instance in regard to an impending budget, the
premature disclosure of which could provide
unfair opportunities for private financial gain.

4. Information provided to Government
Departments in regard to matters of State on
the promise of non-disclosure.

Inregard to these four matters, the realities of
politicsl life and cf State interests justify a restreint
on publication or, indeed, even on receipt of
information without authority. In regard to these it is
legitimate for the State to forbid disclosure or
publication. . . "3

Lord Shawcross went on to discuss a mesns by which the
system iz made workable. A system of advisories called ‘D Notices”
is made available through the oiticial press and broadcssting
company. These provide warning on matters of which the press may
learn or hear as to their sensitivity in the sense of The Official
Seciats Acts. He observes that these have no statutory or legal
effect, but adds:

*“...In practice this system has at least in recent
years, in general, prevented the Official Secrets Acts
forming a serious restriction on the liberty of the
Press in matters relating to National Security. . . ."?*

He observed further that some Dupartments are still prons to cause
problems:

.. .But Departments not concernsd with militery
security sometimas still continue to thresten the Pres
with dire consequences under the Act. .. ."?*

These problems appeer similar to problems of some U.S. agencies
which had original classitying authority, but whose operations could
b? only remotely related to security matters.

.. sl i
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SUMMARY

At the beginning of the paper, the stated intention was to
present a precis of the British Official Secrets Act. We have seen
that it apparently ditfers from our law in only one
respect — namely, receipt of prohibited (classified) information is an
offense just as is obtaining, losing, or \.assing such information.
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APPENDIX A

Ofticial Secrets Act, 1089

An Act to prevent the Disclosure of Official Documents and
Information. [26th August 1889.]

Be it enacted by the Queen's most Excellent Majesty, by and with
the advice and consent of the Lords Spiritual and Temporal, and
Commons, in this present Pariiament assembled, and by the author-
ity of the same, as follows:

1.-11.) (2.} Where a person for the purpose of wrongfully

obtaining information-

{i.) enters or is in any part of a place belonging to Her
Majesty the Queen, being a fortress, arsenal, fac
tory, dockyard, camap, ship, office, or other like
place, in which part he is not entitied to be; or

(ii.} when lawfully or unlawfully in any such place as
aforesaid  either obtains any document, sketch,
plan, modl, or knowledge of any thing which he
is not entitlcd to obtain, or takes without lawful
authority any sketch or pian; or

(»ii.} when outside any fortress, arsenal, factory, dock-
vard, or camp belonging to Her Majesty the
Queen, takes or attempts to take without author-
ity given by or on behalf of Her Majesty, any
sketch or plan of that fortress, arsenal, factory,
dockyard, or camp; or

.} where a person knowingly having possession of, or control

over, any such document, sketch, plan, model, or know-
ledge as has been obtained or taken by means of any act
which constitutes an otfence against this Act at any
time wilfully and without lawful authority communicates
or attempts to communicate the tame (0 any person to
whom the same ought not, in the interest of the State,
to be communicated at that time, or

{c.) where a person after having been entiusted in confidence

by some officer under Her Majesty the Queen with any

document, sketch, plan, model, ¥ information relating

to any such place as aforesaid, or to the naval or

military aftairs of Her Majesty, witfully and 2 breach of

such confidence communicates the same when, v the

interest of the S‘ate, it ought not to be communicated,;
he shall be quilty of a misdemeanor, and on canwiction be liable to
mprsonment, with or without hard labour, tor a term not exceed
ing one year, or 10 a fine, or to both imprisonment and a fine.

(2.) Where a person having possession of any document,
sketch, plan, mode!, or information relating 10 any fortress, arsenal,
factory, dockyard, camp, ship, oftice, or other ke place belonging
10 Her Majesty, or 10 the naval or military aftars of Her Majesty, in
whatever manner the same has been obta’ned or taken, at any tune
willully communicates the same to any person tuo whom he knows
the same ought not, in the interest of the State, to be communi
cated .t that time, he shall he guity of o misdemeancur and be
fiable to the same punishment as if he committed an offence under
the foregoing provisions of this section

{(3) Where o person commits any act declared by this section
to b a misdemcanour, he shall, i he intended to communicate to a
toreyn State any intormation, document, sketch, plan, model, ot
knowleige obtained or taken by huim, or entrusted to hun as
aforesaid, or 1t he communicates the same 1o any a,ent of a toreign
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State, be guilty of felony, and on conviction bs liable at the
discretion of the court to penal servitude for life, or for any term
not less than five years, or to imprisonment for any term not
exceeding two years with or without hard labour.

2.~41) Where a person, by means of his holding or having
held an office under Her Majesty the Queen, has lawfully or uniaw:
fully either obtained possession of or control over any document,
sketch, plan, or model, or acquired any information, «i'd at any
time corruptly or contrary to his official duty communicates or
attempts to communicate that document, sketch, plan, model, o1
information to any person to whom the same ought not, in the
interest of the State, or otherwise in the public interest, to be
communicated at that time, he shall be guilty of a breach of official
trust.

(2.) A person guilty of a breach of official trust shall-

fa.) it the communication was made or attempted to be made

to a foreign State, be guilty of felony, and on convic:
tion be liable at the discretion of the ¢ourt to penal
servitude for life, or for any term not less than five
years, or Lo imprisonment for any term not exceeding
two years, with or without hard labour; and

(b.} in any other case be guiity of a misdemeanor, and on

conviction be liable to imprisonment, with or without
hard labour, for a term not exceeding one year, or to a
fine, or to both imprisonment and a fine.

(3.} This section shall apply to a person bolding a contract
with any department ot the Guvernment of the United Kingdom, or
with the holder of any office under Her Majesty the Queen as such
holder, where such contract involves an obligation of secrecy, and
to any person employed by an person or body of persons holding
such a contract, who is under a like obligation of secrecy, as if the
person holding the contiact and the person so employed were
respectively holders of an office under Her Majesty the Queen.

3. Any person wha incites or counsels, or attempts to pro
cute, another person to commit an offence under this Act, shall be
guilty of a misdemeanor, and on conviction be liable to the same
punishment as if he had committed the offence.

4 TYhe expenses of the prosecution of o tisdemeanor under
this Act shall be defrayixd in like manner as in the case of o felony,

5. It by any law made betore or after the passing of this Act
by the legislature of any British possession provisions are made
which appear 10 Her Majesty tne Q:een to be of the like effect as
those contained in thus Act, Her Majosty may, by Order iy Council,
suspend the operavon within such British possession of this Act or
of any pirt thereof. '+ tong as such law continues in force thee,
and nw tonger, sdd such order shalt have eftect as if «f were enited
n this Act

Providad  that the suspension of this Act, or of any pint
thereof i any British possession shall not extend to the holde ot
an oflice under Hat Majesty the Oueen who is not appointed 10
that othice by the Goveriynent of that possession

The exprossion "British ossession” means any pat of Her
Matesty's dominions not within the United Kingdom

6. (1} This Act shali apply 1o all acts made offences by this
Act when commatted i any part ot Her Majesty’s dommons, of
when camimitted by Botsh athicers o subjects elsewhere

The Pubtu General Act.
%2 & H3 Virtons, HMSG | omden, 1BRY
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(2.) An offence under this Act, if alleged to have beon com.
mited out of the United Kingdom, may be inquired of, heard, and
determined, in any competent British court in the p'ace where the
offence was commitied, or in Her Majesty’s High Cou:t of Justice in
England or the Central Crimina! Court, and the Act of the forty-
second year of the reign of King :.ecorg:e the Third, cnapter eighty-
five, shall apply in like manner as if the offence were mentions4 in
that Act, and the Central Criminal Court as well as the High Court
possessed the jurisdiction givent by that Act 10 the Court of King's
Bench.

(3.} An offence undar this Act shall not be tried Ly any court
of general or quarter sessions, nor by M2 sheriff court in Scotland,
nor by any court out of the United Kingdom which has not
jurisdiction to try crimes which invoive the greatest punishinent
allowed by law.

(4.) The provisions of the Criminal Law and Procedure (lre-
land) Act, 1887, shall not apply to an, trial under the provisions of
this Act.

7.—-(1) A prosecution for an offence agai it this Act shall
not be instituted except by or with the consent of the Attorney-
General,

{2.) In this section the expression “Attorney-General’ means
the Attorney or Solicitor General for Ewgisnd, and as respects
Scotland, means the Lord Advocate; and as respects Ireland, means
the Attorney ar Solicitor General for Ireland; and if the prosecution
is instituted in any court out of the United Kingdom, means the
person who in that court is Attorney General, or ¢ .rcises the like
functions as the Attorney-General in England.

8. In this Act, unless the context otherwise requires—

Any reference to a place belonging to Her Majesty the Queen
includes a place belonging to any depa tmant of the
Government of the 'nited Kingdom or of any of Her
Majesty's possessiors, whether thc place is or is not
actually vested in Her Majesty;

Expressions referring to communications include any com-
munication, whather in whole or in part and .whether
the document, sketch, plan, model, or information itself
or the substance or nfiect thereof only be communi
cated;

The expression “document’’ includes part of a document;

The expression “model” includes design, pattern, and speci-
men;

The expression “‘sketch™ includes any photograph or other
mode of represantation of any place or thing;

The exprussion ‘“oftice under Her Majesty the Queen,”
inciudes any oftfice or employment in or under any
department of the Government of the United Kingdom,
and so ter as regards any document, sketch, plan, model,
or information relating to the naval or military attairs of
Her Majesty, includes any oft‘ce or employment in or
under any department ot the Government of any of Her
Majesty’s possessions.

9. This Act shall not exempt any person from any procesding
for an offence which 1s punishable at common law, or by military
or naval law, or under any Act of Parliament other than this Act, so
however, that no person be punichad twice for the same offence.

10. Thus Act may be cited as the Official Secrets Act, 1889
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APPENDIX B
THE STATUTES

THE OFFICIAL SECRETS ACT 1911
{1 & 2 Geo. 5 c. 28)
Arrangement of Sections

. Penalties for spying

Wrongful communication, etc., ot information
. Definition of prohibited place

Power 0 arrest

. Penaity for harbouring spies

. Restriction on prosecution

Search warrants

10. Extent of Act and place of trial of offence
11. Saving for laws of British possessions

12. *Aterpretation

13, Sevirt title

VENB W

An Act to re-enact the Official Secrets Act, 1889, with Amendments
[22nd August 1811)

(See Appendix A for text.)

General Note. This Act, the Official Secrets Act 1920, p.
294, post, and the Official Secrets Act 1939, p. 337, post, deal
with espionage arul the unauthorised obtaining or disclosure of
fficial information,

Bank of England. The Bank of England Act 1946, s. 4 (4),
(5), Vo! 2, p. 787, apptlies the provisions of the Official Secrets
Acts 1911 to 1939, to certain directions and recommendations
given by the Bank under that section.

Parliamentary Commissioner. Information obtiyined by the
Parliamentary Commissioner or his officers in the course of or for
the purposes of an investigation under the Parliarnentary Commis:
sioner Act 1967, Vol. 6, p. 822, may be disclosed for the purposes
of any proceedings for an offence under the Official Sacrets Acts
1911 to 1939 alleged t0 have been committed in respect ot infor-
mation obtained by the Commissioner or any of his officers by
virtue ot the Act of 1967 or for the purposes of an inquiry with a
view to the taking of such proceedings, see s, 11 (2) (b) of the Act
of 1967, Vol. 6, p. 829.

Diplomatic missions. The Official Secrets Acts 191 to 1939
extend to a diplomatic sgent desling with documents of the diplo-
matic mission which employs him, see A v. A.8., [1941] 1 K B.
454

Duties of chief officers of police. Chief officers of police must
report otiences olleged to have been committed aginst the Official
Secrets Acts 1911 (0 1939 in tiwir districts to the Director of
Public Prosecutions; see the Prosecution of Offences Raguiations
1946, S.R. & O. 1946 No. 1467, reg. 6 (2) (6 Halsbury's Statutory
Instruments, title Criminal Law {Part 1A (i) ).

Official Secrets Acts 1811 to 1930. By the Official Secrets
Act 1939, 5. 2 (1), p. 337, post, the following Acts may be cited
together by thu collective title and are to be construed as one: the
Official Secrets Act 1911 (this Act); the Official Secrets Act 1920,

Halsbury s Stattes of England.

Thid Edition, Volumwe 8,

Rutterworths, | ondon, 1969

{*Interat puge references in text refor to this volume )
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p. 294, post; the Cticial Secrets Act 1939, p. 337, post. As to
construction see the note ““Construed as one” to the Official
Secrets Act 1920, s. 11, p. 302, post.

Northern Ireland, This Act applies. As respects Northern ire-
land s. 5 was repealvd and ss. 6 and 10 were partly repeaied by the
Criminal Law Act {Northern Ireland) 1967, Sch. 2.

1. Penalties for spying
{1) 1f any person for any purpose prejudicial to the safety or
interests of the State-
fa) approaches [inspects, passes over] or is in the neigh-
bourhood of, or enters any prohibited place within the
meaning of this Act; or
(b) makes any sketch, plan, model, or note which is calcu-
lated to be or might be or is intended to be directly or
indirectly useful to an enemy; or
{c) obtains, [collects, records. or publishes,] or communi-
cates to any other person [any secret official code word,
or pass word, or] any sketch, plan, model, article, or
note, or other document or information which is calcu-
fated to be or might be or is intended to be directly or
indirectly useful to an enemy;
he shall be guiity of felony ...

(2} On a prosecution under this section, it shall not be neces
sary to show that the accused person was guilty of any particular
act tending to show a purpose prejudicial to the safety or interests
of the State, and, notwithstanding that no such act is proved against
him, he may be convicted 1f, from the circumstances of the case, or
his conduct, or his known character as proved, it appears that his
purpose was a purpose prejudicial to the safety or interests of the
State; and if ary sketch, plan, model, article, note, document, or
nformation relating tv or used in any prohibited place within the
meaning of this Act, or anything in such a place |or any secret
official code word or pass word], is made, obtained, [coliected,
recorded, published], ar communicated by any persun other than a
person acting under lawful authority, it shail be deemed to have
been made, obtained, [collected, recorded, published] or communi
cated for a purpose prejudicial to the safety or interests of the State
unless the contrary is proved.

2. Wrongful communication, etc., of information

(1) if any person having in his possession or control {any secret
official code word, or pass word, or] any sketch, plan, model,
article, note, document, or informaunn which relates to or is used
in a prohibited place or anything in such » place, or which has baen
made or obtained in contravention of this Act, or which has been
entrusted in confidence to him by any person holding office under
His Majesty or which he Fas obtsined [or to which he has had
sccess] owing to his position as a person who holds or has held
office under His Majesty, or as a persorn who holds or has heid a
contract made on behalf of His Majesty, or as a person who is or
has been employed under a person who holds or has held such an
office or contract, -
fa) Communicates the !code word, pass word,l sketch,
plan, model, article, ncte, document, or information to
any person, other than a peison to whom he is author
ised 10 communicate it, or 8 person to whom it is in the
interest of the State his duty to communicate it, or,
[faa) Uses the information in his possession for the benefit of
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any foreign power or in any other manner prejudicial to
the safety or interest of the State;]

(b) retains the sketch, plan, model, article, note, or docu-
ment in his possession or control when he has not right
to retain it or when it is contrary to his duty to retain
it [or fails to comply with all divections issued by lawful
authority with regard to the return or disposal thereof]
{or

fc) fails to take reasonable care of, or s0 conducts himself
as to endanger the safety of the sketch, plan, model,
article, note, document, secret official code or pass word
or information| :

that person shali be guilty of a misdcmeanour.

{(1A) If any person having in his possession or control any
sketch, plan, raodel, article, note, document, or information which
relates to munitions of war, communicates it directly or indirectly
to any foreign power., or in any other manner prejudicial to the
safety or interests of the State, that person shalt be guilty of a
misdemeanour ;|

(2) If any person receives any [secret official code word, o
pass word, or] sketch, plan, model, article, note, document, or
information, knowing, or having reasonable ground to believe, at the
time when he receives it, that the [code word, pass word,] sketch,
pian, model, article, note, document, or information is communi-
cated to him in contravention of this Act, he shall be gquilty of a
misdemeanour, unless he proves that the comrmunication to him of
the [code word, pass word,] sketch, plan, model, articie, note,
document, or information was contrary to his desire.

{3) (Rep. by the Official Secrets Act 1920, s. 11 (2) and Sch.
2/

3. Definition of prohibited place

For the purposes of this Act, the axpression “prohibited place”
means -

{fa) Any work of defence, arsenal, naval or an force estab
lishment or station, factory, dockyard, mme, minefield,
camp, ship, or aircraft belonging to or occupied hy or
on behalf of His Majesty, or any telegraph, telephore,
wireless or siynal station, or office s belonging or
occupied, and any place belonging to or vccupied by or
on behalt of His Majesty and used for the puipose of
building, repairing, making, or storing any munitions of
war, or any sketches, plans, models, or documents relat
g thereto, »r for the purpose of getting any metals,
oil, or minerais of use in time of warl ; and

fh) any place not beionging to His Majesty where any
Imunitions of wail, or any [sketches, models, plans] ot
documents relating theteto, are being made, repaired,
{gotten] or stored under contract with, or with any
person on behalt of, His Majesty, or otherwise on behalf
of His Majesty, and

fc) any place belonging to {or used for the purposes ot] His
Majesty which is for the time being declared |by order
of a Secretary of State] to he a prohibited place for the
purposes of this section on the ground that information
with respect thereto, or damage thereto, would be useful
to an enemy, and

{d) any railway, road, way, or channel, or other means of
communication by land or water (including any works



or structures being part thereof or connected therewith),
or any place used for gas, water, or eleciricity works or
other works for purposes of a public character, or any
place where any [munitions of war], or any [sketches,
models, plans] or documents relating thereto, are bein

made, repaired, or stored otherwise than on Lehalf of
His Majesty, which is for the time being declared [by
order of a Secretary of State] to be a prohibited place
for the purposes of this section, on the ground that
information with respect thareto, or the destruction or
obstruction thereof, or inteiference therewith, would be
useful to an enemy.

4, 5. (S. 4 rep. by the Official Secrets Act 1920, s. 11 (2} and Sch.
2: 5. 5 rep. by the Criminal Law Act 1967, s. 10 (2) and Sch. 3,
Part 11t.)

6. Power to arrest

Any person who is found committing an offence under this Act . .
or who is reasonably suspected of having committed, or having
attempted to commit, or being about to commit, such an offence,
may be apprehended and detained . . .

7. Penalty for harbvuring spies

If any person knowingly harbours any person whom he knows, or
nas reasonable grounds for supposing, to be a person who is about
to commit or who has comnmitted an offence under this Act, or
Lnowingly permits to meet or assemble in any premises in his
accupation or under his control any such persons, or if any person
having harboured any such person, or permitted to meet or assem:
ble in any prermises in his occupation or under his control any such
puersons, |wilfully omits or refuses] to disclose to a superintendent
of police any information which it is in his power to give in relation
to any such person he shall be guilty of a misdemeanour . . .

8. Restriction on prosscution

A prusecution for an offence under this Act shall not be instituted
except by or with the consent of the Attorney General:

Provided that a person charged with such an offence may ne
arrested, or a warrant for his arrest may be issued and executed,
and any such person may be remanded in custady or on bail,
notwithstanding that the comsent of the Attnrney General to the
institution of a prosecution for the offence has not heen abtained,
but no further or other proceedings shall be taken until that
consent has been obtained.

8. Sear-h warrants

(Y} M a justice of the peace is satisfied by nformation on oath
that there 1s reasunabie ground for suspecting that an u fence under
this Act has heen or 1s about to be committed, he may grant a
saarch warrant authorising any constable named therein to enter at
any time any premises or place named in the warrant, +f recessary,
by force, and to search the premises or place and every person
found therein, and to seize any sketch, plan, model, article, note, or
document, or anything of a iike nature or anything which is evi
dence to an offence under this Act having heen or being about to
be committed, which he may find on the premises or place or on
any such person, and with regard to or in connexion with which he
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hat reasonable ground for suspecting that an offence under this Act
has been or is about tc be committed.

{2) Where it appears t0 a superintendent of police that the
case is one of great emergency and that in the interests of the State
immediate wCtion is necessary, he may by a written order under his
hand give to any constable the like authority as may be given by
the warrant of a justice under this section.

10. Extent of Act and place of trial of offence

{1) This Act shall apply to all acts which are offences under this
Act when committed in any part of His Majesty’s dominions, or
when committed by British officers or subjects elsewhere.

{2) An oftence under this Act, if alleged to have been com-
mitted out of the United Kingdom, may be inquired of, heard, and
determined, in any competent British court in the place where the
offence was commited, or . .. in England . . .

{3) An offence under this Act shall not be tried .. by the
sheriff court in Scotland, nor by any court out of the United
Kingdom which has not jurisdiction to try crimes which involve the
greatest punishment atlowed by law.

{4) The provisions of the Criminal Law and Procedure (ire-
land} Act, 1887, shall not apply 10 any trial under the provisions of
this Act.

11. Saving for laws of British possessions

If by any law made before or ufter the passing of this Act by the
legislature of any British possession provisions are made which
appess to His Majesty to be of the like effect as those contained in
this Act, His Majesty may, by Order in Council, suspend the
operation within that British possession of this Act, or of any part
thereof, s0 long as the law continues in force there, and no longer,
and the Order shall have effect as if it were enacted in this Act:

Providea that the suspension of this Act, or of any part
thereof, in any British Possession shalit not extend to the Holder of
an office under His Majesty who is not appointed to that office by
the Government of that possession.

12. interpretation

In this Act, unless the context otherwise requires,

Any reference 10 a place belonging to His Majesty includes a
piace belonging to any department of the Government
of the United Kingdom or of any British possessions,
whether the place is or is not actually vested in His
Majesty,

The expression “Attorney-Generai’” means the Attorney or
Solicitor General tor England: and as respects Scotland,
means the Lord Advocatr. and as respects Ireland,
means the Attorrey or Solicitor Genersi for lreland;
and, if the prosecution is instituted in any court out of
the United Kingdom, means the person who in that
court is Attorney-General, or exercises the like functions
as the Attorney-General in England,

Expressions referring to communicating or receiving mclude
any communicating or receiving, whether in whole or n
part, and whether the sketch, plan, model, article, note,
document, or information tself or the substance, effect,
or description  thereof only be communicated or
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recvived; expressions referring to obtaining or retaining
any sketch, plan, model, article, note, or document,
include the copying or causing to be copied the whole
or any part of any sketch, plan, model, article, note, or
document; and expressions referring to the communi-
cation of any sketch, plan, model, article, note or docu-
ment include the transfer or transmission of the sketch,
pian, model. article, note or document;

The expression “‘document’” includes part of a document;

The expression “model” includes design, pattern, and
specimen;

The expression ‘‘sketch’’ includes any photograph or other
mode of representing any piace or thing;

[The expression ‘‘munitions of war’’ includes the whole or
iny part of any ship, submarine, aircraft, tank or similar
engine, arms and ammunition, torpedo, or mine,
intended or adapted for use in war, and any other
article, material, or device, whether actual or propused,
intended for such use;|

The expression “superintendent of police’’ includes any police
officer of a like or superior rank [and any person upon
whom the powers of a superintendent of police are for
the purpose of this Act conferred by a Secretary of
State] ;

The expression “‘office under His Majesty’” includes any office
ur employment in or under any department of the
Government of the United Kingdom, or of any British
possession,

The expression “offence under this Act” includes any act,
omission, or other thing which is punishable under this
Act.

13. Short title
(1) This Act may be cited as the Official Secrets Act, 1911,
(2) (Rep. by the S.L.R. Act 1927.)

NOYES - ACT OF 1911

Section 1

The words omitted were repealed, and the words in square
brackets were added, by the Otficial Secrets Act 1920, ss. 10, 11
{2} and Schs. 1, 2.

Genesal Note. In Chandler v. Directur of Public Prosecutions,
119641 A.C. at p. 777, {1962] 3 All E.R. 142, the House of Lords
held that on the true construction of this section: fa/ the section
was not hmited to oftences of spying notwithstanding that its
marginal heading referred only to spying but extended to the
saboteur as much as to the spy, (b/ "purpose’” within the meaning
of this section was to be distinguished trom the motive for doing an
€, and the words ‘‘any purpose’” meant or included the achieving
of the consequence which a person intended and desired 1o tollow
directly on his act, viz , his direct or immediate purpose as opposed
to tus ultimate aim, and even it a person had seveial purposes, his
immediate purpose remained one of them and was within the words
“any purpose’’; () 0 the phase “‘inferests of the State” the word
“State” meant (per Lords Reid and Hodson) the argamised com
munity or {per Lords Devilin and Pearcel the organs of gqovernment
of a national community, and (per Lords Devliin and Pearce) the

“interests of the State’’ meant such interest according to the poli-
cies of the State as they in fact were, not as it might be argued that
they ought to be.

As to the obtaining of information concerning otffences or
suspected oftences under this section, see the Official Secrets Act
1920, s. 6, p. 299, post.

Purpose prejudicial to the safety or interest of the State. See
the General Note above; and note the provisions of sub-s. (2) above.

Enemy. This includes a3 potential enemy with whom there
might be war (R. v. Parrott (1913}, 8 Cr. App. Rep. 186).

Obtains . .. or communicates . . . information . . . useful to an
enemy. Communication or attempted communication with a foreign
agent is to be evidence that a person has obtained or attempted to
obtain information of the kind mentioned in subs. (1) (c); see the
Official Secrets Act 1920, s. 2 (1), p. 296, post, and see also s 2
{2) of that Act, p. 296, post.

The falsity of the information given is not material except as
to a possible defence of intent to mislead (R v. M. (1915), 23
T.LR. 1, CCA).

Shall be guilty of felony. The distinctions between felony and
misdemeanour were abolished, and the law and practice applying to
misdemeanour were in general made applicable to all offences, by
the Criminal Law Act 1967, s. 1, p. 552, post See also, in
particular, s. 12 (5) of that Act, p. 561, post, as to the construction
of existing enactments.

The punishment s laid down by the Official Secrets Act
1620, s. 8 (1), p. 300, post. See also s. B (3)-(5) of that Act, p.
301, post; s. 7 of that Act, p. 300, post {attempts, incitements,
etc.), s. 6, post (power of arrest), s. 7, post {penalty for har
bouring); s. 8, post (restuiction on prosecution); s. 9, post (search
warrants); and s. 10, post {extent of Act and place of triat of
offencel.

The offence is exciuded from the jurisdiction of all courts of
quarter sessions; sce the Crimina! Law Act 1967, s. 8 (2} and Sch.
1, List B, para. 15, Vol. 21, title Magistrates.

Definitions. For “‘prohibited place”, see s. 3, post, for “‘com
municates’”’, “obtains’, “document”, “model’” and “sketch’’, see s.
12, post.

Section 2

The wotds in square brackets n subss (1) and (2} and the
whole of subss. (1) faa), (c). (1A}, were added by the Official
Secrets Act 1920, ss. 9 (1) 10 and Sch. 1,

Extension. This section is applied to recommendations and
dirtecttons made under the Bank of England Act 1946; see s. 4 (4),
{5) of that Act, Vol. 2, p. 7G7.

Relates to ... a prohibited place, etc. An offence under this
section tnay be committed though the code word, et., does not
relate 1o a prohilnted place (R v Simington, (1921} 1 K.B 451,
C.CA)

Made or obtained in contravention of this Act. See s 1 (1}
(h), (c), ante.

Entrusted in confidence to him, etc. It 1s not necessary to
prove that the information was entrusted especially in confidence to
ham (R. v. Crsp and Hemewood (1919), 83 0P 121),

Otfice under His Majesty. See the defintion in's 12 post, and
the note thereto

Contract made on behalf of His Majesty. Any contract with
the United Kmgdom Atomic Eneigy Authority s to be deemed for
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the purposes of this sertion to be a contract with Her Majesty; see
the Atomic Energy Aut ority Act 1954, 5. 6 (4} and Sch. 3, Vol.
37, title Trade and Industry.

Manner pesjuciicisl to the ssfety or interests of the State. Cf.
the Geners) Note to 5. 1, snte.

Shall be guility of » misdemeanour. The note “Shall be guilty
of a felony” to 3. 1, ante, spplias subject tn the modification that
in the case of misdemasncurs the punishmant is laid down by the
Official Secrets Act 1920, s. 8 (2}, p. 300, post.

Knowing. See the nots “knows’ to the Perjury Act 1871, s.
1, p. 242, ants.

Reusonabie ground to believe. See the Nola “Restonable cause
to believe’’ to the Foreign Enlistment Act 1870, s. 8, p. 186, ante.

Unless he proves. The burden of proof laid on the defendant
is loss onerous then that resting on the prosscution as regards
proving the offence. nd may be discherged by satisfying the court
of the probability, or rather the preponderance of probsbility, of
what the defendant is called to prove; see B. v. Cair-Briant, {1943)
K.B. 607; [1943] 2 Ali E.R, 168, and A. v. Dunbar, (1858] 1 Q.B.
1, [1967] 2 Al E.R, 737.

Definitions. For “‘prohibited piace,” see s. 3, post’ for “‘com-
municztes’’, ‘‘receives”, “‘obtained”, “‘retains’”, ‘‘document”’,
“model”, ‘‘sketch’, “munitions of war" and "“office under His
Majesty”, see s, 12, post. See alco, as to “office under Mis Majesty’’,
the note to s. 12, post.

Sectich 3

The words in square brackets were substituted and added by
the Official Secrets Act 1920, s. 10 and Sch. 1.

Para. {c). Any place belonging to or used for the purposes of
the United Kingdom Atomic Energy Authority is regarded as a
piace belong to or used for the purposes of Her Majesty under this
poragraph, see the Atomic Energy Authority Act 1954, s. 6 (3),
Vol. 37, title Trade and Industry.

Daefinits For "‘d t”, “model’’, ‘munitions of war”,
“place belonging to His Mujesty’” and “sketch”, see s. 12, post.

Orders under pars. (c). The Office Secrets (Miristry of Sup-
ply) Order 1947, S.R. & O. 1947 No. 1357, the Officisl Seciet
(Ministry of Supply) {No. 2) Order 1947, SR. & O. 1947 No.
2368 ; the Official Secrets (Ministry of Supply) Order 1949, S0,
1949 No. 2315; the Official Secrets (Ministry of Supply) Order
1950, S.). 1960 No. B26; the Official Secrets (Prohibited Place)
Order 1964, S.I. 1964 No. 243; the Official Secrets (Prohibited
Place) (No. 2) Order 1654, S.1. 1954, No. 1482; thy Offical Secrets
(Cyprus) Order 1956, S.|. 19656 No. 584; the Official Secrets
(Cyprus} (No. 2) Order 1965, S.!. 1965 No. 1410; the Official
Secrets (Prohibited Placs) Order 1966, S.i. 1965 No. 1497; the
Official Secrets (Prohbitsd Place) Order 1956, S.1. 1956 No. 1438;
the Official Secrets (Prohibited Place) Order 1658, S.1. 1958 No.
1935; the Official Secrats (Prohibited Places) Order 1959, S.I. 1959
Na 708 s amended by S.I. 1964 No. 92, the Otficial Secrets
{Prohibited Piaces) Order 1980, S.1 1960 No. 1348. For the places
specified by these orders, sse 8 Halsbury’'s Statutory Instruments,
title Criminal Law (Part 4)

Section 8

The Words omitted wers repesied by the Criminal Law Act
1967, 5. 10 (2) and Sch. 3, Pert Iil.
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Section 7

The words in square brackets wese substitutad, and the words
omitted were repealed, by the Official Secrets Act 1920, ss. 10 and
11 (2) and Schs. 1 and 2.

Knowingly. See the note “Knows'’ 10 the Perjury Act 1811, s,
1. p. 242, ante.

Wilfully. Cf. the note to the Perjury Act 1911, . 1, p. 241,
ante.

Superintendent of police. See the definition in s. 12, post.

Shail be guitty of » misdemeanour. The noty “‘Shall be guilty
of a telony” tw s. 1, ante, applies subject to the modification that
in the case of misdemeanours the punishment is laid down by ths
Official Secrets Act 1920, s. 8 (2), p. 300, post.

Section &
Attorney-General. For meaning see 5. 12, post.

Section 9

Definitions. For “‘document”, “model”, “sketch” and “supes-
intendent of police’” see s. 12, post.

Section 10

The words moitted from sub-s. (2) were repealed by the
Criminal Justice Act 1948, s. 83 (3) and Sch. 10, Fart |, and the
Criminal Law Act 1967, s. 10 {2} and Sch. 3, Part |. The words
omitted from subs (3) were repealed by s. 10 (2) of, and Part I} of
Sch. 3 to, the Act of 1967,

United Kingdom. /.e., Great Britain and Northern Ireland; see
the Royal and Parliamentary Titles Act 1927, s. 2 (2), Vol. 6, p.
520.

Offence undor this Act should not be tried, stz. Offences
under this Act are also excluded from the jurisdiction of 8!l courts
of quarter sessions; see the Criminal Law Act 1867, s. 8 (2) and
Sch. 1, List B, para. 15, Vol. 21, titls Magistrates.

Criminal Law and Procedura (lreland) Act 1887. 60 & 51
Vict. c. 20; not printed in this wovk.

Section 11

See all the Officisl Secrets Act 1920, s. 11 {1) proviso (a/, p.
302, post, as to the exclusion of that Act trom application to the
Dominions.

British possession. For meaning, see the (nterpretation Act
1889, s. 18 (2), Vol. 32, title Statutes.

Otfice under His Majesty See the definition in s. 12, post,
snd the note thereto

Orders under this section. The Official Secr«ts (Common-
wealth of Australia) Order in Councit 1915, S.R. & O. 1915 No.
1199; the Official Secrets {{ieuritws) Order in Council 1916, dated
12th April 1916, the Official Secrets {Malta) Order in Council 1923,
SR & O. 1923 No 650 the Official Secrets (india} Order in
Council 1923, SR. & O. 1923 No. 1517, the Official Secrets
(Straits Settlements) Order in Council 1936, S.R. & O. 1836 No.
409; the Official Secrets (Penang and Malacca) Order in Council
1950, S.1. 1950 No. 1779; the Ofticial Secrets (Jersey) Order 1952,
S.4. 1952 No. 1034
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Section 12

The words in square brackets defining “munitions of Wer"
were added, and the words in squure brackets relating to the
definition of “superintandent of police’” were subetituted, by the
Ofticial Sncrets Act 1920, ss. 9 {2}, 10 and Sch. |,

United Kingdom. See the note to s. 10, ante.

Ctfica under Kis Majesty. This also includes mambership of an
office or employment under the United Kingdom Atomic Enargy
Authority (Atomic Energy Authority Act 1954, s. 6 {4) end Sch. 3,
Vol. 37, title Trade and industry, wnich applies, however, only for
the purposes of s. 2, ante), the Parliamentary Commissioner for
Administration and his officers (Parliamentary Commissioner Act
1867, s. 11 (1), Vol. 8, p. 829) and poiice officers iLewis v. Cattle,
[1938] 2 K.B. 484, {1938] 2 Al ' R. 388).

THE OFFICIAL SECRETS ACT 1820
(10 & 11 Geo. 5 ¢. 75)

Arrangemant of Sactions

1. Unauthorised use of uniforms: falsification of reports,
forgery, personation, and faise documents

2. Communrications with foreiyn agents to be evidence of
commission of certain offences

3. Interfering with officers of the police or member of
His Majesty’s forces

4. Power to require the production of telegrams
Registration and requlation of persons carryong on the
business of receiving postal packets

6. Superseded by Act of 1939

7 Acttempts, incitements, eic.

8. Provisions as to trial and punish,nent of offences
10. Minor smendments of principal Act

11. Short title, constructian, and repeal

An Act to amend the Official Secrets Act, 1911
(23rd December 1920]

See the Introductory Note to the Oftiaial Secrets Act 1911, p
250, ante.

Official Sacrets Act 1811 to 18938. This Act is one of the Acts
which may be cited by this collective title; see the Introductory
Nute to the Official Secrets Act 1811, p 250, ante

Northern ireland. This Act appiies.

1. Unwuthorised use of uniforms; fsiufication of reports, forgery,
personation, and folse documents

{1) ti sny person for the purpo:e of gaining admission, or of
ausisting any other person to gain admission, to a prohibited place,
within the meaning of the Official Secrets Act, 1911 (hereinafter
referred to as “‘the principal Act”’), or tor any other purpose preju
dicial to the tatety or interests of the State within the meaning of
the said Act-

{a) uses or wears, without lawful authority, any naval,
military, air force, police, or other ofticial uniform, or
any unitorm so nearly resembling the same as to be
calculated 10 decewve, or taisely represents hirmseli (o ba
a parson who s or has been entithed to use or weat any

such unitorm, or

{b} orally, or in writing in any declsration or application, or
n any document signed by Rim or on his bohalf, know-
ingly makes or connives at the meking of any false
stateraent or any omission; or

fc) forges, sliers, or tampers with any passport or any naval,
military, air-force, police, or official pass, permit, certifi.
cate, licence, or other document of a similar character
(hereingofter in this saction referred to as an official
document), or uges or hss in his possession any such
forged, altered, or irregular otficial document; or

(d) personutes, or falwly represents himseld to be a person
holding, or in the employment of a person holding
office under His Majesty, or 10 be or not to be a person
to whom an official document or secret official code
word or pass word has been duly issued or communi-
cated, or with intent to obtain an official document,
secret otficial code word or pass word, whether for
himself or any other person, knowingly makes any false
statement; or

fe)] uses, or has in his possession or under his control,
without the authority of the Government Departmen* or
the authority concerned, any die, seal, or stamp of or
belonging to, or used, make or provided by any Govern:
ment Department, or by any diplomatic, naval, military,
or air force authority appointed by or acting under the
authority of His Majesty, or any die, seal or stamp so
nearly resembling any such die, seal or stamp as to be
~Weulated to deceive or counterfeits any such die, seal
or stamp, or uses, or has in his possession, or utider his
control, any such counterfeited die, seal or stamp;

he shall be guilty ot a misdemeanour.

(2) M any person

{a) retains for any purpose prejudicial to the safety or
interests of the State any official document, whether or
not completwd or issued tor use, when he has no right
to retain it, or when 1t is contrary 10 his duty to retain
i1, or fails to comply with any directions iss.ed by any
Government Department or any person authorised by
such department with regard to the return or disposal
thereof; or

th) allows any other person to have possession of any
official document issued tor his use along, or cornmuni
cates any secret official code word or pass word so
ssuad. or, withuut lawtyl aathority or excuse, has in his
possession any official dorument or secret official rode
word of pass word issued tor the use of some person
other than himselt, or on obtairing postession ot any
official document by finding or otherwise, negiects or
fails to restore it to the person or authority by whom or
for whose use it was issued, or {0 a police constable, or

{c;  without lawful authority or excuse, manufactures o
seils, or has in his possession for sale sny such die, saat
or stamp as aforesad;

tyve shall be guidity of a musdemeanovur

(3) In the cave 0f any prosecution under this section involving
the proot of a puipose prepudicial 1o the safety or interests of the
State, subsection (21 of wetion one of the prencipal Act shall apply
i hke manner as it apphes (0 prosecutions pnder that section
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2. Communications with foreign agents to be evidence of commis-
sion of owrtein offences

{1} In any procredings ageinst a person for an offence under
saction one of the principal Act, the fect that he has been in com-
munication with, or attemptad to cc icate with, a foreign
agent, whether within or without the Unitad Kingdom, shall be
evidencs that he has, for & purpose prejudicial of the safety or
interest of tha Stats, obtained or attempted to obtain information
which is calculated t0 be or might be or is intended to be directly
o¢ indirectly useful to an enemy.

(2) For the purpose of this section, vut without prejudice to

the ganerality of the foregoing provision—

{a} A person shall, unless he proves the contrary, be deemed
to have been in communication with a foreign agent if—

(il He hss, either within or without the Urited
Kingdom, visited the address of a foreign agent or
vonsorted or associated with a foreiyn agent; or

{iih Either, within or without the United King
dom, the name or address of, or any other infor-
mation regarding a foreign agent has heen found in
his possession, or has baen wpplied by him to any
other person, or has been obtained by him from
any other person:

{b) The expression ‘‘foreign agent’ includes any person who
is or has been or is reasonsbly suspected of being or
having been employed by a foreign power either direcily
or :ndirectly for the purpose of committing an aci,
either within or without the United Kingdom, prejudi-
cial to the safety or interests of the 3tate, or who has or
is reasonably suspected o* having, either within or with:
out the United Kingdom, committed, or attempted to
commit, such an act in the interests of a foreign power:

fc) Any address, whether within or without the United
Kingdom, ressonably suspected of being an address used
for the receipt ¢f communications intended for a foreign
agent, or any address at which a foreign agent resides, or
to which he resorts for the purpose of giving or receiv-
ing communications, or at which he carries on any
business, shall be deemed tc be the address of a foraign
agent, and communications addressed to such an address
to be communications with a foregin agent

3. Interfering with officers of the police or mambers of His Maj-
esty’s forces

NG parson i the vicinity of any prohibited place shall obstruct,
knowingly mislead or otherwise interfere with or impede, the chief
officer or a superintendent or other officer of police, or any
membar of His Majesty's forces ergaged on guard, sentry, patrol, or
other similar duty in relation to the prohibited place, and, it any
person acts in contravention of or fails to comply with, this
provision, be shall be guilty of » misdemeanour

4. Power 1o require the production of telegrams

(1} Where 1t appears to a Sacratary of State that such a course 13
expediont 1n the public interest, he may. by warrant under his hand,
require any person who owne Of contiols any telegraphic cuble of
wire, Of any apporatus for wireless telegraphy, used tor the sending
or receipt of telegrams to or from any piace out of the United
Kingdom, to produce to him, or to shy person named in the
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warrant, the originais and transcripts, either of all telegrams, or of
telegrams of any specified class or description, or of telegrams sent
from or addressed to any specified person or place, sent or received
to or from any place out of the United Kingdom by rmeans of any
such cable, wire, or apparatus, and all other papers relating to any
such telegram as aforesaid.

{2) Any person who, on being required to produce any such
original or transcript or paper as aforesaid, refuses or negiects to do
so shall be quilty of an offence under this Act, and shall, for each
offence, be liable on conviction under the Summary Jurisdiction
Acts to imprisonment with or without hard labour for a term not
exceeding three months, or 1o a fine not excesding fifty pounds, or
to both such imprisonment and fine.

{3) in this section the expression “‘telegram’’ shall have the
same meaning as in the Telegraph Act, 1968, and the exprassion
“wireless telegraphy’’ shall have the same meaning as in the Wireloss
Telegraphy Act, 1904,

5. Registration and regulation of persons carrying on tha business
of receiving postal packets

(1) Every person who carries on, whether gtone or in conjunction
with sny other business, the business of receiving for reward lotters,
telegrams, or other postal packets for delivery or forwarding to the
persons for whom they are intended, shall as soon as may be send
to the chief officer of police for the district, for registration by
him, notice of the fact together with the address or addresses where
the business is carried on, and the chief officer of police shail kesp
a register of the names and address of such persons, and shall, if
required by any person who sends such a notice, furnisn him on
payment of a fee of [seven shillings and sixpence] with a ceitificate
of registration, and every person so registered shall from time to
time furmish to the chiet otficer of police notice of any change of
address or new address at which the business is cairied on, aad such
other information as may be necessary for maintaining the cormrect-
nass of the particulars entered in the register

{2) Every person who carries on such a business as aforesaid
<hall cause to be eontered in a book kept for the purpose the
tuliowing particulavs

fa) the name and address of every pevson for whom any
postai packet is received, or who has requested that
postal packets receiver! may Le delivered or forwarded
to him,

{h} any wmstructions that may have been received as to the
delivery or forwarding ot postal packets,

fc! m the case of every postsl packet received, the place
from which the postal packet comes, and the date of
posting (a8 shown by the postmark) and the date of
recer’t, and the name and address of the sender if
shown on the outside of the packet, and, in the case of
a reqistercd packet, the date and office of registration
and the number oY the registered packet,

(d) i the case of every postal packet delivered the date of
debivery and the name and aadress of the person 1o
whom 1t s detiyered!

fe} i the case of every postai packet forwarded. the name
and  adkiress 1o wineh are' the date on which st s
torwarded,

and shall not deliver a letter to any person until that person ha
signed a receipt tor the samne in such book as aforesard, noe, if that
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person is not tha person to whom the postal packet is aidressed,
untess there is left with him instructions signed by the last
mentioned person as (o the delivery thereof, and shall not forward
any postal packet to another address unless there is left with him
written instructions 1o that effact signed by the addressee,

(3} The books so kept and all postal packets received by a
person carrying on any such business, and any instruction as to the
detivery or forwarding o! postal packets received by any such
person, shali he kept at all reasonable times open to inspection by
any police constable.

{4) if any person contravenes or fails to comply with any of
the provisions ot this section, or furnishes any false information o¢
makes any talse entry, he shall be guilly of an offence under this
Act, and shali, fcr each oftence, be liable on conviction under the
Suminary Jurisdiction Acts to imprisonment with or without hard
fabour for a term not exceeding one month, or to a fine not
exceeding ten pounds, or to both such imprisonment ard fine.

{b) Nothing in this section shail apply to postzl packets
address to any cffice where any newspaper or periodical is pub-
lished, being postal packets in reply to advertisements appearing in
such pewspaper or periodical.

(6) Nothing in this section shall be construed as rendering
fegal anything which would be in contravention of the exclusive
privilege of the Postmaster General under the Post Office Acts,
1908 1o 1920, or the Telegraph Acts, 1963 to 1920.

6. {1} Where a chief officer of police s satisfied that there is
reasonable ground for suspecting that an offence under section one
of the principal Act has been committed and for believing that any
person is able to furmish information as to the offence or suspected
offence, he may apply to a Secretury of Siate for permission to
exercise the powers conferred by this subsection and, if such per-
mission is granted, he may authorise a superintendent of police, o
any poiice of{icer not below the rank of inspector, o require that
person Letieved to be able to furnish information to gwe any
infurmation in his powei refating to the offence or suspecied
offence, and, it so required and on tender of his reasonable ex-
penses, to attend at such reasonable time and place as may be
specibied by the superintendent or other officer, and if a person
reauired in pursusnce of such an authadsation to give intarmation,
or to attend as aforesaid, fails 1o comply with any such requirement
or knowingly gives false information, he shall be guilty of a misde-

e an g

{2} Where a chiet officer of police has reasonable grounds to
believe that the case is one of great emergency and ihat i the
mterest of the State immediate action is necessary. he may exercise
the powers conferied by the last foregoing subsaction without
applying for or being granted the permission of a Secretary of State,
but it he does so shall forthwith report the crrcumstances to the
Sacretary of State

(3) References in this section to a cheef officer of pohes shall
be consttued as inclisding reterences to any other officer of pobes
expressiy authonsed by a cheef officer of police to act on his behalf
for the purposes of this secthion when by reasen of illness. ahsence
or other cauw he s usable 1o do 5o )

7. Attempts, incitements, etc.

Any person wha attempts to commit any offence under the princi-
pal Act or this Act, or solicits or incites or endeavours (0 persuade
another person to commit an offence, or aids or abets and does any
act preparatory to the commission of an offence under the principal
Act or this Act, shall be gquilty of a felony or 8 misdemeanour or a
summary offence according as the offence in question is a felony, a
misdemeanour or a summary offence, and on conviction shall be
liable to the same punishment, and to be proceeded against in the
same manner, as if he had committed the offence.

8. Provisions as to trial and punishment of offences

(1) Any person who is guilty of a {elony nder the principal Act
or this Act shall be liable to penal servitude for a term of not less
than three years and not exceeding fourteen years.

{2) Any person wha is guilty of & misdemeanour under the
principal Act or this Act shall be liable on conviction on indictment
to imprisonment, with or without hard labour, for a term rot
exceeding two years, ur, on conviction under the Summary Jurisdic-
tion Acts, to imprisonment, with or without hard labour, for a term
not exceeding three months or to a fine not exceeding fifty pounds.
or both such imprisonment and fine:

Provided that no misdemeanour under the principal Act or
this Act shall be dealt with summarily except with the consent of
the Attorney Generdl.

{3) For the purposes of tne trial of a person for an offence
under the principat Act or this Act, the offence snall be deemed to
have been committed either ar the place in which the same actually
was committed, or at any place in the United Kingdom in which
the offender may be found

(4} in addition and without prejudice to any powers which @
court may possess to order the exclusion of the public trom any
pruceedings if, in the course of proceedings before a court against
any petson fur an offence under the principa’ Act or this Act or the
proceedings on appeal, or v the course of the uial of a person for
felony or misdemeanour under the principal Act or this Act, apph
cation is made by the prosecution, on the ground that the publica
tion of any evidence to be given ur of any statement to be made in
the course ot the proceedings would be prejudicial to the national
safety, that att or any portion of the public shali be excluded duning
any part ol the hearnmyg, the court may make an order to that
effect, hut the passing of sentence shall in any case take place in
pubtic.

{5) Where the person quilty of an oftence under the poncipal
Act or this Act s a company ot cotporation, every director and
otticer of the company or corporation shall be guilty of the hke
atfence unless he proves that the act or amission constititing the
offence took place without his knowledge or consent

9. tAmenids the Offiaad Sevrets Act 1911, ss. 2. 12 pp 252, 256,
ante )

10. Minor amendments of principat Act
The smendiments specitied i the sxoond colwmn of the Ficst Sched
ule to tius Act {which retates to minor detaifs) shall be made in the
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orovisions of the principel Act specified in the first column of that
schedule.

11. Short titie, construction, and repaal
(1) This Act may be citad as the Official Secrets Act, 1320, and
shall be construed as one with the principal Act, and the principal
Act and this Act may be cited tugether as the Official Secrets Acts,
1911 and 1920.
Provided that—
fa) this Act shall not apply te any of the following Domin-
ions, that is to say, the Dominion of Canada, the
Commonwealth of Australia (which for this gurpose
sha!l be deamed to include Pepua and Norfolk Istand),
the Dominion of New Zealand, ... [india . ..]; and
{b) ({anplies to Scotlant).

{2) (Rep. by the S.L.R. Act 1927.)

{3) For the purposes of this Act, the expression ‘“chief officer

of police,”" -

fal  with respect to any place in England other than the city
of London, has the meaning assigned to it by the Police
Act, 1890;

{b) with respect to the city of London, means the Commis.
sioner of the City Police;

fc)  (applies to Scotland),

(d} with respect to ireland, means, in the police district of
Dubtin metropolis, either of the Commissioners of Police
for that district, and elsewhere the district inspector of
the Royal Irish Constabulary.

NOTES — ACT OF 1920

Section ?

Prokibited place. For the meaning of this term, see the Offi
cial Secrets Act 1911, s. 3, p. 253, ante, and the notes thereto.

Purpose prejudicial to the safety or interest of the State. Cf
the General Note to the Official Secrets Act 1911, s. 1 p. 251, ante,
and note sub-s. {3) above.

Uses or wears, without lawful authority, etc. See also the
Uniforms Act 1894, Vol. 29, title Royal Forces, as to the rastric-
unn of the wearing by unauthorised persons of naval, military and
air force uniforms

As to wrongful use of the uniform or an asseciation incor
porated by Royal charter and penalties therefor, see the Chartered
Associations (Protection of Names and Uniforms) Act 1926, s 1
(3), (4), Vol. 37, title Trade Marks and Trade Namas.

Knowingly. See the note "Knows™ to the Perjury Act 1811 5
1, p 242, ante.

Forges ... any passport. See alsc the Crimingl Justice Act
1925, 5. 36, Vol. 21, title Magistrates.

False. See the note to the Perjury Act 191t s 1, p. 242,
arnfe.

Shalt be guilty of & misdemeanour. The distinctions between
felony and misdemeanour were abolished, and the law and practice
appiying to misdemeancur were in general made applicable to ali
offences, by the Criminal LLaw Act 1967, s. 1, p 552, post See
also, in particular 5. 12 15} of that Act, p. 561, post, as 10 the
construction ot existing enactments,
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The punishment iy laid down by s 8 {2), post. See also s. 8
{3)-(5), post, s. 7, post (attemnpts, incitemaents, etc.); and {by virtue
of 5. 11 {1), posr) the Official Secrets Act 1911, ss, 6-10, pp. 254,
255, ante.

Ottances under this Act are excluded from the jurisdiction of
all courts of quarter sessions; see the Criminal Law Act 1067, s. 8
(2} and Sch. 1, List A, Division 1§, para. 6 fa), and List B, para. 16,
Vol. 21, title Magistrates.

Definitions. For '‘communicates’, “retains’’, “document’” and
“office under his Majasty”’, see (by virtue of s. 11 (1), post) the
Officiai Secrets Act 1911, 5. 12, p. 256, ante. See also as to ‘office
under his Majesty” the note to s. 12 of the Act of 1911, p. 257,
ante; and note as to "official document”, sub-s. (1) (c) above.

Section 2

Enemy. See the note to the Official Secrets Act 1911, 5. 1, p.
251, ante.

Unless he proves the contrary. See the tir,. note to the
Prevention of Corruption Act 1916, s. 2, p. 291, ante.

Principal Act. je., the Official Secrets Act 1917; see s. 1 (1),
ante. For s. 1 of that Act, see p. 250, ante.

Saction 3

In the vicinity of. This expression means "in or in the vicinity
of”, see Adler v. George, [1964] 1 Al ER. 628,

Obstructs. Obstruction need not involve physical violence; sze,
in particular, Berrow v. Howland (1896), 74 L.T. 787, and Hinch-
liffe v. Shelgon, [1955] 3 All E.A. 406, In fact there is authority
for saying that anything which makes it mora difficult for a person
to carry out his duty amounts to obstruction; see Hinchliffe v.
Sheldon above Yet standing by and doing nothing is not obstruc-
tion unless there s a legai duty to act; see Swallow v. London
County Council, 119161 1 K.B. 224; [1414.15] All E.R. Rep. 403;
and contrast Baker v. Ellison, {1914] 2 K B. 762; but see Rice v.
Connolly, [1966] 2 Q.B. 414, {1966] 2 All £ R. 649.

Knowingly. See the note “Knows" to the Perjury Act 1911, s.
1, p. 242, ante.

Shail be guity ot a misdemeanour. See the note to s. 1, ante.

Definitions. For “chief officer of police”’, see s. 11 {3), post,
by virtue of s 11 (1}, pose, for “prohibited place’ and “superin
tendent of police”, see ss. 3 and 12, respectively, of the Official
Secrets Act 1911, pp. 253, 266, ante.

Section 4

United Kingdom. /e, Great Britain and Northern lreiand; see
the Royal and Parliamentary Titles Act 1927, 5. 2 (2), Vol. 6, p.
520.

Hard lahour. imprisonment with hard tabour was abolished by
the Criminat Justice Act 1948, s. 1 (2}, p. 339, post

Not exceeding three months. As the maximum term of impris
onment is not more than three mosiths, trigl by jury may not be
claimed under the Magistrates’ Courts Act 1952, 5. 25, Vol 21, title
Magistrates

Summary Jusisdiction Acts. This expression is defined by the
Interpretation Act 1BHO9, s 13 (10}, Vol 32, title Statutes. The
Acts have been lirgely consolidated Ly the Mayistrates’ Courts Act
1952 Vol 21, ttle M gistrates, as respects England and Wales

Telegraph Act 1869, See Vol 35, utle Telegiaphs and
Telephones. “Telegram™ s defineg i s 3 of that Act




Wirelesy Telcgraphy Act 1904. That Act sxpired on 1st June
1954; tor the meaning of “‘wireless telegraphy’, see now the Wire-
less Telegraphy Act 1949, 3. 19 {1), Vol. 35, title Telsgraphs and
Telephones, by virtue of s. 18 (2} of that Act.

Section 5

The words in square brackets in sub-s, (1) were substituted by
the Miscellanecus Fees {Variation) Order 1968, S.I. 1968 No. 170
{rade under the Local Government Act 1966, s. 35 (2) and Sch. 3,
Part {1, Vol. 19, title Local Government), and the fes in question
may be further varied or may be abolished by order made under
that power.

Chief officer of police. For the meaning of this term, see 5. 11
(3), post.

it any person contravenes. 'Any person” includes a parson
using, as well as keeping, the sccommodation address; see Stevenson
v. Fulton, {1936] 1 K.B. 320.

False. See the note to the Perjury Act 1911, 5. 1, p. 242,
ante.

Hard labour. imprisonment with hard labour was abolished by
the Criminal Justice Act 1948, s. 1 {2), p. 339, post.

Not exceeding one menth. Ci. the note 'Not exceeding three
months’”’ tc s. 4, ante.

Summary Jurisdiction Acts. See the note to s. 4, ante,

Post Office Acts 1908 to i920. All those Acts have been
repealed, as to the exclusive privilege of the Postmaster General, and
its infringement, see ncw the Post Office Act 1953, ss. 3, 4, Vol.
25, title Post Oftice,

Telegraph Acts 1863 to 192u. For the Acts which may be
cited by this collective title, see the (ntroductory Note to the
Telegraph Act 1863, Vol. 35, title Telegraphs and Telephones.

Section 6

The whole of this section was substituted by the Official
Secrets Act 1939, 5. 1.

Ressonable cause for suspecting; for believing; to belisve. Cf.
the note “‘{leasonable cause to believe”’ to the Foreign Enlistrnent
Acy 1870, s. 8, p. 186, ante.

Knowingly. See the note "Knows'' to the Perjury Act 1911, s
1, p. 242, ante.

False. See the note to the Perjury Act 1911, s 1, p. 242,
ante.

Shat! be quiity of a misdemeanour. See the note to s. 1, ante.

Definitions. For “‘chief otficer of police”, see 5. 11 (3), post
{and note sub-s. (3) above}; for “superintendent of police”, see {by
virtue ot s. 11 {1), post} the Ofticial Secrets Act 1911, 5. 12, p.
266, ante.

Principal Act. Defined in s. 1 (1), ante, as the Official Secrets
Act 1911, For 5. 1 of that Act, see p. 250, ante.

Northern lreland. For modifications of this section in s
applicatio v to Northern treland, see the Official Secrets Act 1933, s
2 (2), p. 337, post

Section 7

Attempts. As to attempts, see A v Ofsson (1915), 31 T LR,
659, CC.A,

And does any act preparatory, etc. In this phrase the word
“or” should be read for “and” (R v Qzkeg [1858) 2 Al F R 92,
CCA)

Falony; misdemeariour. See the first paragraph of the note
“Shall be guilty of a misdemeanonr” to s, 1, ante.

Principsl Act. Defined in s. 1 (1}, ante, as the Official Secrets
Act 1911, p. 250, ante.

Saction 8

Felony; misdemeanour. See the Tirst paragraph of the note
“Shall be guilty of a misdemeanour™ to s. 1, ante,

Penal servitude for a term, etc. In the cases mentioned in
sub-s. {1) above, imprisonment for up to fourteen years his taken
the place of the punishment provided by that subsection; :ee the
Criminal Justice Act 1948, s. 1 (1), p. 338, post.

Where cach of several offences charged in an indictment is
separate and distinct the judge has a discretion whether the sen-
tences imposed should be consecutive or concurrent, and his discre-
tion is not limited so as to prevent him awarding consecutive
sentences which would be longer i the aggregate that the maximum
permitted for any one of the offences by itself (R. v. Blake, [1961]
3 Al E.R. 125, C.C.A .

Hard labour. Imprisoniment with hard labour was abolished by
the Criminal Justice Act 1948, 5. 1 (2), p. 338, post.

Not exceeding three months; United Kingdomn. See the notes
to s. 4, ante.

Attorney General. For meaning, see (by virtue of s. 11 (1),
post) the Official Secrets Act 1917, s. 12, p. 256, ante.

Unless he proves. See the first note to the Prevention of
Corruption Act 1918, s. 2, p. 291, ante.

Knowledge. See the note "Knows™ to the Perjury Act 1911, 5
1, p. 242, ante.

Consent. There is authority for saying that this presupposes
knowiedge; see Re Caughey, Ex parte Ford (1876), 1 Ch. D. 521,
CA., at p. 528, per Jessel, MR., and Lamb v. Wright & Co.,
[1924] 1 K.B. 857; [19241 All E.R, Rep. 220. at p. 864 and p.
223, respectively. It is thought, however, that actual knowledge is
not necessary; cf. Knox v. Boyd, 13941, S.C. (J.) 82, at p. 86, and
Taylor's Central Garages (Exeter), Ltd. v. Roper (1951), 115 JP.
445, at pp. 449, 450, per Devlin, J.; and see also, in particular,
Mallon v. Allon, [1964]) 1 Q.B. 385; [1963] 3 All E.R. 843, at p
394 and p. 847, respectively.

Principal Act. Defined in s. 3 (1), anre, as the Official Secrets
Act 1911, p. 250, ante

Summary Jurisdiction Acts. Gee the note to s. 4, ante.

Section 10

Principal Act. Defined in 5. 1 (1), ante, as the Official Secrets
Act 1911, p. 250, ante.

Section 11

The words in square brackets were substituted by the Govern
ment of India (adaptation of Acts of Parliament) Qrder 1937, S.R
& O. 1937 No. 230, arts. 2 and Schedule, Part {1, as to the
construction of the term “India’’, see the indian independence Act
1947, 5. 18 (1}, Vol. 4. p. 327 The words omitted from sub-s. (1)
faj in the tirst place were repealed by the Newfoundland (Conse
quential Provisions} Act 1950, s 1 and Schedule, Part 11, and the
South Africa Act 1952 5. 2 (3} and Sch. 5; and in the second place
were repealed by the Burma independence Act 1947, 5 § and Sch
2, Part |

Construed as one. /¢ every part of cach Act 1s to be
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construad as if contained in one Act, unless there is some monifest
discrapancy; see for exampls Phillips v. Parnaby, [1934] 2 K.B.
299, {{934) Al E.R. Rep. 267, at p. 302 and p. 268, respectively;
see also Preliminary Note to title Statutes in Vol. 32.

Principal Act, Defired 1n 5. 1 (1), ante, a3 the Otficiui Secrets
Act 1911, p. 250, avite.

Police Act 1880. Repaaled by the Policu Act 1964, s. 64 (3
and Sch. 10, Part |; see now s 62 (b of, and Sch. 8 to, that Act,
Vol. 25, title Police.

Northern ireland. As to “district inspector of the Royal Irish
Constabulary’’, see the Constabulery Act (Northern Ireland) 1922
{c. 8) (N.L}, s. 1 {4) (not printed in this work).

(Sch. 1 amends the Official Secrets Act 1911, p. 250, ante;
Sch. 2 rep. by the S.L.R. Act 1927.)

THE OFFICIAL SECRETS ACT 1939
(2 & 3 Geo. 6 c. 121)

An Act to amend section six of the Orficial Secrets Act, 1920
[23rd November 1939)

See the introductory Note to the Cfficial Secrets Act 1911, p.
250, ante.
Nortivern lreland. This Act applies; see s. 2 (2), post.

1. (Substitutes a new 5. 6 in the Official Secrets Act 1920, p. 299,
ante./

2. Short titie, construction, citation, and applicaticn o Northern
fredand

(1) This Act may be cited as the Official Secrets Act, 1939, and
this Act and the Official Secrets Acts, 1911 and 1920, shall be
construed as one, and may be cited together as the Official Secrets
Acts, 1917 to 1939.

{2) 1t is qrieby declared that this Act extends to Northern
Ireland; and, in e application thereof to Northern Ireland, this Act
shall have effe't subject to the following modifications, that is to
say, for referenzer to a chief officer of police there shall be
substituted refercices . a district inspector, for references to a
Secretary ot State there shall be substituted references to the
Minister of Home Affairs, anc for the reference to the rank of
inspector there shall be ibs*teted a reference to the rank of head
constable,

NOTES - ACT OF 1939

Construsd a3 one. See the note to the Official Secrets Act
1920, s. 11, p. 302, ante.

Official Secrets Acts 1911 and 1920. /o, the Official Secrets
Act 1911, p. 250, anre, and the Official Secrets Act 1820, p. 294,
ante, se2 5. 13 (1) of the Act ot 1820, p. 302, ante
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APPENDIX C

HALSBURY'S I.LAWS OF ENGLAND
Thivd Edition, Volume 10
SECT. 4. OFFENCES IN RESPECT GF OFFICIAL SECRETS

Panelties for spying. A person is by statute’ guilty of
felony2 who, for any purpose prejudicial to the safety or interests
of the state (1) approaches, inspects, passes over or is in the
neighbourhond of or enters uny prohibited piace:? or (2) makes any
sketch,5 plan, mndel,6 or note which is calculated to be or might
be or is intended to be directly or indirectly useful to an enemy;’
or (3} obtains, coi'ects, records, or publishes or communicates® to
any other percon any secret official code word or pass word, or any
sketch, plan, model, article, or note or other document® or infor-
mation which is calculated to be or might be or is intended to be
directly or indirectly useful to an enemy.

Meaning of prohibited place. For this purpose a prohibited
place is defined as being. (2) any work of defence, arsenal, naval or
air force sstablishment or station, tactory, dockyard, mine, mine-
field, camp, ship, or aircraft bei. ging to or occupied by or on
behalf of Her Majesty or any telegraph, telephone, wireless or signal
station, or office so belunginy or occupied, and any place belonging
to or occupied by or on behalf of Her Majesty and used for the
purpose of building, repairing, making, or storing any munitions of
war, or any sketches, plans, models, or documents reiating thereto,
or for the purposc of getting any metals, oil, or minerals of use in
time of war; (2) any place not belonging to Her Majesty whore any
munitions of war,!0 or any sketches, models, plans, or docu
ments! ! relating thereto, are heing made, repaired, gotten, or stored
under contract with, or with any person on behalf of, Her Majesty,
or otherwise on behalf of Her Majesty; {3) any place belonging to
or used for the purposes of Her Maiesty1? which is for the time
being declared by order of » Secretary of State 10 be a prohibited
place'3 on the ground that information with respect thereto, or
damage thereto, would be useful to an enemy; and (4} any raiiway,
road, way, or channel, or other means of cormmunication by land or
water, including any works or structures being part thereof or
connecterd therswith, or any place used for gas, water, or electricity
works ot oth-r works for purposes of a public character, or any

place where iy cnustions of war o any sketches, models, plans,
or documents i iawg ereto, are oeing made, repaired, or stored
othetwise than « -+ behalf of Her Majesty, which s for the time

being declared by order of a Secretary of State to be a prohibited
place for the purposes of this section, on the ground tnat informa
tion with respect thereto, or the destriction or obstruction thereof,
or interference therewith, would be useful to an eneny 14

Effect of communication with foreign agents. In any pro
ceedings against a persan in respect of the offences described,"‘ the
vact that he has been in communication with, or attempted to
communicate with, a foreign agent, whether within or without the
United Kingdom, is evidence that he has for a purpose prejudicial to
the safety or interests of the state, obtained or attemipred to obtamn
information which is ralculated to be or nught be or is intended 1o

be directly or induactiy usetal to an enemy 5
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Communication, etc., of information, A person is by stat
ute'? guilty of a misdemeanour'® if he commits certain acts when
he has in his possession or control any secret official code word or
pass word, or any sketch,‘g plan, modal,20 article, note, docu:
mem,z' or information, (1) which is cannected with a urohibited
place;z"’ or {2} which has been made or obtained in contravention
of the Officiel Secrets Acts:23 or {3) which has been entrusted to
hirn in confidunce?? by a person holding office?® under the Sover-
eign, or (4} which he has obtained or has had access to bec vise he
hotds or has held office under the Sovereign or holds or has held a
contract?® made on behalf of the Sovereign, or because he is or has
been employed by a person who holds or has held such an office or
contract. in these circumstances an offerce is committed if the
person concerned (1) communicates?’ tha code word, etc., to any
person other than a person to whorn he is authorised to communi-
cale it or a person to whom it is in the interest of the state his
duty to communicate it; or (2) uses the information in his posses-
sion for the benefit of any foreign puwer or in a way prejudicial to
the satety or interects of the state; or (3) retains the sketch, plan,
model, article, note, or document in his possession or control whan
he has no right so to do or when it 1s contrary to his duty so to do,
or fails to comply with law ul directions with regard to its return or
disposal; or (4) feils to tike reasonable care of or so conducts
himself as to endanger the sifety of the sketch, plan, model, article,
note, document, secret officiil code or pass word or information 28

Communicaiion of inforinaticn relating to munitions. A per-
son is by statute yuilty of a mlsdemeanourzg who having in his
possession or conto' any sk':tch,:’o plan, mode|,31 article, note,
ducument,3? or infornation r:lating to munitions of war, cornmuni-
cations>? it directly or indirectly to a foreign power or in any other
way prejudicial to the safety and interests of the state.”

Wrongful receipt of sketch, etc. A person is by statute quilty
¢f a misdemeanours® who receives any .~.kmch,3‘3 secret official
code word or pdss wuid, ui plan, mcdcl,37 « ticle, note, docu-
vm:nt,38 or nformation, knowing or having veasonable ground to
believe, ot the time of receipt, that the sketch, etc, is communi-
ca(ed39 to him in contravention of the Otficial Secrets Acts, unless
he proves that the commumcation was contrary to his desire.

Harbouring sptes. A person is by statute guilty ot a misde
meanout?’ who {1} harbours any person whom he knows or has
teasonable grounds for supposing to be g person about to conumit
or who has committed an otfence against the Official Secrets Acts;
who (2} kriowingly permits any such persons to meet or assembie
i premiises i his occupation o under nis control; or who (3)
having harboured such person or permitted such persons to meet or
assemble in premuses in his occupation or under his control, wilfully
omits or retuses to disciose (0 a supenntendent of policed? any

information which 1 is i fis power to given in relation to any such

3
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Gaining admission to prohibited place, etc. A person is be
statute®? gqurtty of a risdemeanour®® whn for the purpose o!
qaining  admisston or helping another 1o gan admussion to a pro
hibited maw“' o for aiy other purpose prejudicial to the safety
and mnterests of the state® ¥ does any of the fotlowing acrs

(1} Uses oF weats without fawial authonty any naval, nul
tary, ar force, pohice or other otficial unitorm or any oniform so
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similar as to be colculated to Jdeceive, or talsely represants himself
tc be a person who is or has been entitled to use or wear such
uniform; or

{2} Oraily or in writing knowingly makes or connives at the
making of any false statement or omission in a declaration or
application or any document signed by him or on his behalf; or

(3) Forges, alters, ur tampers with a passport, or any naval,
military, air force, police, or official pass, permit certificate, licence,
or other official document, or uses or has in his posses:ion any such
forged, altered, or irregular officiol docurm:nt;46 or

(4) Personates or falsely represents himself to be a person
holding office under the Queen or employed by such a person, of
to be or not to be a parton to whom an official document or secret
official cade word or pass word has been duly issued or communi-
cated, or knowingiy makes a false statemment to obtain, whethey for
hirnself or any other person, an official document, secret official
code word or pass word; or

{5) Uses or has in his possession or under his contro! without
authority a die, seul, o: stamp of, or belonging to, or used, made, or
provided by, a government department or any diplomatic, nava!,
military or air force authority, appointed by or acting under the
authority of the Queen, or any die, etc., so similar to those
mentioned as to be calculated to deceive, or who counterfaits any
such die, etc., or uses or has in his possession, or under his control,
any such counterfeited die, etc.; or

{6) Untawfully makes, sells, or has in his possession for sale
any such dig, seal, or smrnp."9

Wrongful retention, ete., of official documents. A person is
by statute guilty of a misdemeanour®? who (1) for any purpose
prejudiciai to the safety or interests ot the stated! wrongfully
retains®? an official d()(:umcnt,ﬁ:; whether or not completed or
issued for use or fails to comply with any authorised directions
with regard to its return or disposal; or {(2) who allows another to
possess an official document issued for his use alone, or communi
cates?? any secret official cede word or pass word so issued, or
unlawfully possesses an ofticial document or secrot official code
word or pass word issued for the use of another, or who obtaining
possession, by tinding or otherwise, of an official document fails to
give it to the person or authority by whom or for whose use it was
issued or 1o 1 police constable 2®

Obstruction of police, vlc., in prokibited places. A person is
by statute quilty ot a mns(!emeanourss who in the vicinity of a
prohibited plu(:u'“” obstructs, knowingly misleads, or otherwiswe
interferes with, or impedes the chiet officer or a superintendent or
ower officer of police, or a member of Her Maiesty’s forces on
duty n refation to the prohibited place o8

Power of police to obtain information  Where a chief officer
of pohr,ef’g is satisfiedd that there is reasonable ground for suspecting
that an offence® has been committed and for helieving that any
person s able to furmish mtorniation as to the offence or suspected
offence, he may, baving applied for and obtaired the permission of
A Secretary of State zuthouse any supernintendent of pmicem ot
any pohee othicer not below the rank of imspector 10 require that
person 1o give any mtformation i his powset reiating to the offence
or suspected offence. and, o o gequired and on tender of s
reasondble eapenses 1o attend at such reasonable place as may be

specihiod 62
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Where a chisf otiicer of police has ressonable grounds to
believe that the cass is one of great erwrgency and that in the
interest of the state immediste action is nocessary, v may exercise
this power without spplying for permission but must forthwiih
reaport the circumstonces to the Secretary of State 53

Any person who fails to comply with any such vezuivement or
knowingly gives falsz information is guilty of a misdemeanour,

Oft by corp Where 3 parson guilty of an
offence under the Official Secrets Acts is a company or corporation,
every director and officer of the company or corporation is guilty
of the like offance, uniess he proves that the act or omission
constituting the offence took place without his knowledge or
consent. 89

Atternpts, inciterents, etc. A person who attempts to com-
mit an offence under the Official Secrets Acis, or solicits or incitas
or endeavours 10 persuade another person te commit an offence, or
aids Or abets and does nay act preparatory to the commission of
that offence is guilty of a fa'ony or a misdemeanour or a summary
offence according to what thy substantive otfence is, and on convic-
tian is liable to the same punishment and tn be proceeded against in
the same manner as \f he had comrnitted the oftence.58

Punishment. Tha ponishment for the foregoing offences on
conviction on indictment is, in the case of an offence declared to be
a felony, impreisonment for not mora than fourteen vears, and, in
the case of & iisdemeanour, imprisornment for not more than two

years.67

Consent of law officer. Prosecurions for offences uncler the
Official Secrets Acts can only be instituted with the consent of the
Attorney -General or Sr.-iicitor-General:Ca but a person charged with
such an offence may be arrested or a warrant tor his arrest issued
and executed, and he may be remanded in custody or on bail,
nutwithstanding that the consent has not been obtained 52 Consent
is necgsgsary, however, before any further or other procredings are
taken,

Powers of arrest. A person found committing an offence
under the Official Secvets Acts, or who is reasonabiy suspected of
having committed or attempted to commit or to be about to
commit any such otfence, may be apprehended and detained in the
same way a5 a person found committing a felony, wherher the
olfence is a felony or not.

A justice of the peace who iy satisfied by informatien on oath
that thete is reasonable ground tor suspecting that an offence under
the Official Secrets Acts has been or is about to be commirted, may
grant a search warrant authorising any constable nsmed therein to
enter at any fime any premises or piace namexi in the warrant, if
necessary by force, and to search the premises or place and every
person found therein and to seize any sketch, plan, model, article,
note. or document or anything of a like nature or anything which is
evidence of sn offence having heen or being sbout to be committed,
which he may tind on the premises or place or on any such person,
and with regard to or in connection with which he has reasonable
ground for suspecting that an offence has been or 15 about to be
committed .’}

A superint :ndent of police, 10 whom 1s appears that the case
1 one of great emergency and that in the mterests of the state
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immediate action is necessa’y, may by a written order undar his
hand give to any constable the like authority as may be given by
the warrant of a iusﬂce.”

Exclusion of public during hearing. In addirion and without
prejudice to any powers which a court may possess to oreer the
exciusion of the public from any proceedings, if, in the course cf
proceedings before a court against any person for an offence under
the Official Senrets Acts or the proceedings on appea!, or in the
course of the trial ot 4 person for felon:, of misdemeanour under
those Acts, application is made by the prosecution on the ground
that the publication of any evidence to be given or of any state-
ment to be made in the course of the proceedings would be
prejudicial to the national safety, that all or an portion of the
pubhic shall be excluded during any part of the hearing, the court
may maoke an order to that etfect.’3 The passing of the sentence,
however, rmust in any case take place in pubﬁc.74

Production of telegrams. If it appears to him to be expedi-
ent in the public interest, » Secretary of State rnay, by warrant
under his hand, require any persun who owns or controls any
telegraphic cable or wire or any apparatus for wireless telegraphy,
used for the sending or receipt of telegrams tu or from any place
aut of the United K’ingdom,75 te produce to him or to any person
nramed in the warrant the originals and transcripts either of af!
telegrams or of i=legrams of any specified class or description, or of
telegrams sent from or addressed to any specified person or place,
sent or raceived to or from any place out of the United Kingdom
by means of any such cable, wire, or apparatus, and all nther papers
relating to any such tehagram.’6

Accommodation uaddresses. Every person who carrics on,
whether alone or in conjunction with any other business, the busi-
ness of receiving for reward letters, telegrams, or other postal
packets for deiivery or forwarding to the persons for whom they are
intendel must, as soon as possible, send to the chiet officer ot
police for the district. for registration by him, notict of the fact,
together with the address or addresses where the business is ciairied
on.”7 The chiet officer of police must keep a register of the names
and addresses of such persons, and must, if required by any person
who sends such a noticz, furnish him, on payment ot a fee of 15,
with a certiticate of registration n Every person <o registered must,
from time to time, turnish to the chief officer of police notice of
any change of address or new address at which the business is
carried on, ond such other mformation as may be necessary for
maintaining  the correctness of the partizulars entered in the
-egister /|

A person who carriere on such o business must enter in a
book kept for the purpose the tolowing particalars (1) the name
and address of every person fur whom any postal packet, is received
or who has regoested the delvery o forwarding of such packets,
(2) any insttuctions that may have been received as to the delivery
or torwarding of postal packets, (3} in the case ot o postal packet
received, the place from which i comes and the date of posting {as
shown by the postinark) and the dare of receipt and the name and
address ot the sender 1t showa on the outside of the packet, and, In
the case of ¢ reqistered packet, the date and offwce of reginttgtion
and the number of the registered packet. (4) in the case of every
pastal packet dehvered, the date of delivery and the name and

address of the proson 1o whom n e dedieered ) (G) o the e of
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every postal packet forwarded, the name and address to which and
the date on which it is forward.”® Such a person must not deliver a
letter to any person until thet person has signed a receipt for the
same in the book, or, if that person is not the person to whom the
postal packet is address, unless the lastinentioned person has left
signed instructions as to the delivery thereof, and unless written
instructions to that effect, signed by the addressee, are left with
such person, he must not fooward any postal packet to another
address.”8

The books so kept and all postal packets received vy a person
carrying on any such business, and any instruction as to the delivery
or forwarding of postal packets received by any such person, must
be kept at all reasonable times open to inspectien by any police
constable.”®

A person who centravenes or fails to comply with any of the
foreguing provisions or who furniches any talse information or
makes any false entry, is quiity of un oftence and is liable, fo! each
such offence, on summary conviction, to imprisonment for a tern
not exceeding one month, or to a fine not exceeding £10, or to
botn 59

Extent of Acts snd place of trial. Subject as stated ofter-
wards®! the Official Secrets Acts apply  to all acts which are
oftences under their provisions, when cornmitted in any part of Her
Majesty's domintons or when committed by British officers or
subjects elsewhere 8¢ An offence, if alleged to have been committed
out of the United Kingdom, may be inquired of, heard, and dewer
mined in any competent British court in the place where the
offence wos committed, or in any county or place in England in
which the accused is apprehended or may be in cusmdy.sg

For the purposes of the trial of a person for an offence under
*he Official Secrets Acts, the nffence will be deemed to have been
cominitted cithei  at the place in which the saome actuvally was
committed ov at any place in the United Kingdom in which the
uvffender may be found. B4

Laws of British possessions. f by any few made by the
legistature of any British possession provisions are made which
appear to be of the life effect as those contamed in the Official
Secrets Act, 1911,85 the aperation of the latter Act, or any part
thercof, may be suspended within that possession, by Crder in
Council, so tong as that law continues in force there and noe longer,
andd the Order will have effect as if 18 were enacted in the Ofticia
Secrets Act, I‘Jll,m’ the suspension, nowever, will not extend to
thee holder ot an office under Her Ma;estv86 wno is not appointed
te that office by the governmeint of that p()sﬂl’s'ii(m,t” It has been
expressly enacted that the Official Secrets Act, !920,“8 is not to
apply to Canada, Australia (inctuding Papua and Norfolk island),
New Zeatand, South Africa, India and Pakistan 49

Communication of information concerning atomic energy. A
person is by statute guilty of an offence who, withoot the consent
ot the Lorg Presdent of the Coun "'90 communicates to any atha
person, except one authorised by the Lord President to recaive such
information, any docament, drawing, photogeiph, plan, model
other intormation whatever which to his knowledge descnibes, vepte
sents of used o1

mopused 1o be usea tor the porpose of prodacng o usimg atormue

Y

Hustrates (1) any oasting or propo g
[,

tfnPrqy,"' (21 the purpos o nethod ol operagtion of any such

of {4 any process operated or proposed

exasting o proposed plant
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to be operated ir any such existing or proposed plam,93 Such a
person is liable (1), on conviction on indictment, ta imprisonment
for a term not exceeding five years, or to a fine not exceeding
£500, or t¢ both, or {2), on summary conviction, to imprisonmant
for a term not exceeding three months, or to a fine not exceeding
£100, or to both,%%

Cammunication of information in respect of any plant of a
type in use for purposes other than the production or use of atomic
energy is excepted unless the information discloses that plant of
that type is used or is proposcd to be used for such production,gs

Where any information has heen made available to the general
public otherwise than in the course of the commission of this
offence, any subsequent communication of that intormation does
not cons:itute an oﬂence.% The above provisions do not apply to
anything done by or to the United Kingdom Atomic Energy
Auth(‘;rityﬁ’7

NOTES TO LAWS OF ENGLAND

'Official Secrets Act, 1911 (1 & 2 Geo. 5 ¢ 28), s. 1 (1),
Official Secrets Act, 1920 (10 & 11 Geo. 5 ¢. 75) ss. 10, 11, Schs.
T, 2. These two Acts and the Oificial Secrets Act, 1939 (2 & 3
Geo. 6 «. 121}, are to be construed os one; see /i, s. 2 (1),
Archives of a foreign embassy can be the subject of a charge under
the Acts; an employee of such an embassy enjoys immunity, which
can be waived by the ambassador; where the employee has been
dismissed and the immunity waived, there cian be no extensiun of
immunity for a reassnabie time to allow th2 ex empioyec 1o leave
the countr (R. v. A.8., [1941] 1 .6 454, C.C. A).

“There is power to convict of misdemeanour if the civeum:-
stances warrant such o finding (Qfficial Secrets Act, 1911 (1 & 2
Cen b ¢. 28), s. 6). For the punishment for felony under the Acts
see Section on punishinent, post

3¢ is not necessary 1o prove o particu!ar act tending to show
a purpose prejudicial 1o the safety or interests of the state. It is
sufficient «f, from the circumstances of the case, or from the
conduct or kaown characier of the accused as proved, o appems
that such was his purpose Where any sketch {see note 5}, plamn,
modet (see note 6), article, note, document (see note 9, ov infor
matien; reliding to or used moany probibated place {see text, mrfra),
or anything in such a place or any seciet official code word or pass
word 15 made, obtamed, coliccted, vecarded, pablished, o cormmun
cated {see note 8) by anyone other than o person acting unde
lawfu! authority, it will be deemed to have heen made, etc., tor
such o purpose, unless the contery s proved (Official Secrets Act,
1911 (1 & 2 Geo. D ¢ 28}, 5. 1 {2), as amended by the Official
Secrets Act, 1820 {10 & 11 Geo 5 ¢ 75}, s 10, Seh 1) See 7. v
O Grady {1941). 728 Cr App R 33

a'hu meanmg ol “prohibited  place,” see mfra As o the
premeses of the Unied Faingdom Atonue Eovigy Autherty | see note
12

Pogketch” mehudes any phaotegaph or omer mode ot tepte
serting a place or thang 1OHeml Seerers Act, 1911 00 & 2 Gen b
By, s 12

bepodel” incandos desan pattern and specimen (bl | 5
(]

/"fur-u‘y" wntudes o potenbl eneiny with whon there
tght be war (R v Pangt 1610 B O App Repr 1861E The

fdeaty of thie antarmabon peen s oot el except oo vo posehie
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datence of intent to imislead (R. v. M. (1915), 12 T.L.R. 1,
C.C.A),

aE)q;ymssions relating to communicating or receiving inciude
any communicating or receiving, whather in wholi or n part, and
whether the sketch, plan, rnodel, article, note, document, or infor-
mation itself or the substance, effect or description thereof oniy be
communicated or received; expressions referring to obtaining or
retaining any sketch, otc., include the copying or causing to be
copied the whole or any part of the sketch, etc,, and expressions
referring t0 the communication of any sketch, etc., include the
transfer or transmission of the sketch, etc. ((Mficial Secrets Act,
1911 (1 & 2 Geo. 5 c. 28), 5. 12},

9Document” includes part of a dociment {ihid., 5. 12)

10-Mynitions of war” includes the whole or any part of any
ship, submarine, aircraft, tank or similar engine, arms and ammuni-
tion, torpedo or mine, intended or adapted for use in war, and any
other article, material or device, whether actual or proposed,
intended for such use (ibid., s. 12; Official Secrets Act, 1920 (11 &
12 Geo. 5 ¢. 75), 5. 9 (2)),

Eor the meanings of ‘‘sketch,” “model,” “document,’” see
notes 5, 6, and 9.

'2Any reference to a place belonging to Her Majasty includes
a place belonging to any department of the government of the
United Kingdom or of any British possessions, whether the place is
or is not actually vested in Her Majesty (Officizl Secrets Act, 1911
{1 & 2 Geo. 5 c. 28}, 5. 12). Any ploce Lelonging to or used for the
purpose of the United Kingdom Atomic Energy Authority is for
this purpose deemed to be a place belonging to or used for the
purposes of e Majesty; and no person other than a constable or
officer of customs and excise or inland reveaue acting in the
execution of his duty as such, or an officer of any yovernment
department especially authorised by or on behalf of a minister may
exercise any right of entry (whether arising by virtue of any statu-
tory provision or otherwise) upon any place belonging to or used
for the purposes of the autherity which is declared a prohibited
place {see infra), except with the corsent of the authority and
subject to any conditions imposed by them {Atomic Energy Author
ity Act, 1954 (2 & 3 £liz. 2 ¢. 32), s. 6 (3)). Any person aggrieved
by a refusal of consent or by conditions imposed may apply to the
Lord President of the Council who may authorise the exercisz ot
ihe right subject to such conditions, if any, as he may think tit to
impose {itvd., s. 6 (3} proviso). As to communication of infor
mation concerning atomic energy, fee section on cemmunicatios
ete., post.

3 The following ordars made under this power are in force: -
the Official Secrets (Ministry of Supply) Order, 1847, S 8. & O,
1947 No. 1357, the Officiil Secrets {Ministry of Supply) ‘Mo, 2)
Order 1947, S R & O. 1847 No. 2355; the Ctficiai Secrete (Minis-
try of Supply} Order, 1949, St 1949 MNo. 2315, the Otficial Secrets
(Ministry of Supply) trder, 1960, No. 826; the Official Secrets
{Prohibitect Place} Order 1954, S.|. 1954 No. 243; the QHicial
Gecrets {(Frohibited Place) (Mo, 2) Order, 1954, St 1954 No. 407

t0ticial Secrets Act 1911 (3 & 2 Geo. b ¢ 28), » 3.
Otficial Secrets Act, 1920 (10 & 11 Geo. 5 ¢. 75}, 5. 10, Sch. 1.

'55ee section of penalties for spying, anre.

180 ¢ficial Secrets Act, 1920 {10 & 1Y Geo S ¢ 786} ¢ 2 {1)
by sbid. s, 2 (2, tur the purpeses of the secton it wethout
prejudice to the generality of the statement in the text, the fo'low
Ing pravisions apply (see Jhid, s. 2) (1) a person s, unless he
proves tha contrary, deemed to have been in communication with a

107

foreign agent ar consorted or associated with him, or it the name or
address of, or any other information regarding a foreign agunt has
been found in his possession or has been supplied by him to any
other person or has been obtained by him from any other person;
(27 “foreign agent” includes any person who is or has been or is
reasorably suspected of being or having been employed by a foreign
power either directly or indirectly for the purpose of committing an
act. either within or without the United Kingdom, prejudicial to the
safety or interests of the state, ur who has or is rmasonably sus
pected of having, either within or without the United Kingdom,
commitied or attempted to commit, such an act in the interests of
a foreign power; (3) any address whether within or without the
United Kingdom reasonably suspected of being an address used for
the receipt of communications intended for a foreign agent, or any
address at which a foreign agent resides, or to which he resorts for
the purpose of giving or receiving communications, or at which he
carnes on any business, is deemed to be the address of a foreign
agent, and communications aldressed to such ar address are com
munications with a foreign agent.

7 0fficial Secrets Act, 1911, (1 & 2 Geo. 5 ¢. 28), 5. 2 {1
Official Secrets Act, 1920 (10 & 11 Geo. 5 c¢. 75), ss. 9, 10, Sch. §

‘BAs t punishment for the offense, see section on punish-
ment post.

Yeor the meaning of "sketch” see note 5.

20¢g; the meaning of ““model” see note 6.

2 For the meaning of "document,” see note 9.

USPU section on prohihited place, ante.

230”0:1(:95 under heads (2), (3), and (4) may be committed
thouyh the code word, etc., does not relate to a prohibited place
(R. v. Simington, {1921] 1 . B. 451, C.C. A).

Mlt is not necessary  to prove that the antermation was
entristed especially in confidence to him (R v. Crispr and Home
wood (1919). 83 J.P. 121, C.C. A).

2F’This includes any office or employment in or under any
department of the government of the United Kingdom o any
British possession {Official Socrets Act, 1911 (1 & 2 Geo. S ¢ 28),
s. 12}, and membershin of or any office or employment under the
United Kingdom Atomic Energy  Authority (Atamic Energy Act,
1054 (2 & 3 Ehiz. 2 ¢ 32), s 6 14), Sch. 3). A patice officer holds
office under the Soversign (Lewis v. Cattle, (1938] 2 K R, 454,
D.C; {1938] 2 Al £ 1. 36K},

T his  inchudes any  contract  with  the United  Kmgdom
Atomic Frergy Authority (Atomic Eriecgy Authority Act, 1954 (2
X3 Fhy 20¢ 3D . 6{4), Sch 3)

?TGee note §

BOteal Secrots Act, 1911 (1 & ¢ Geo. 5 ¢ 28) s 2 (1),
Ofticial Secrets Act, 1920 (10 & 11 Geo S ¢ 79, 55 © 10, Sch

?QF()r punishiment, see section on punishment post,

060 the meaning of wketch’ see note 5.

o the meaning of “mode!” see note 6

o the meanmy of “document” see note 9

Fgen note 8

A ftiaat Secrete Act, 1911 (1 & 2 Geo § ¢ 281 < 2 (1A),
Official Secrets Acy, 1920 {10 & 11 Geo. S5¢. 75 s O

35F0" punishment, see section un punishisent posf

Wy the mieaning of “cketch” see note &

Iy the meanine of “model” see note B

By G the meanttg of Cdocumen U e nate 9

Gen
Y9500 note 8

00l Secrets Act, 1841 () & 2 Geo b o 2R) s 2 (7))
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Qfficial Secrets Act, 1920 (10 & 11 Geo. 6 ¢. 756}, s. 1Q, Sch 1.

N For punishmaent, see section on punishment post.

42"Superimendem of police” inciudes any police officer of
like or superior rank and any person uporn whom the powers of a
superintendent of police are for this purpose conferred by a Secre-
tary of State (Otficial Secrets Act, 1911 {1 & 2 Geo. b c. 28), .
12; Official Secrets Act, 1920 (10 & 11 Geo. 5 ¢. 75}, 5. 10, Sch.
1).

430ticial Secrets Act, 1511 {1 & 2 Geo. 5 c. 28), s. 7;
Official Secrets Act, 1920 (10 & 11 Geo. 5 ¢. 75}, ss. 10, 11, Schs.
1,2

M(Jfﬁciul Secrets Act, 1920 (10 & 11 Geo. 5 ¢. 70), 5. 1 (1),
(2) (c).

45g,, punishment, see section on punishinent post.

46gu, section detining prohibited place ante.

47|n the case of any prasecution involving the proof of such a
purpose prejudicial to the safety and interests of the state, 5. 1 (2)
of the Official Secrets Act, 1911 {1 & 2 Gro. b «. 28) (see note 3),
applies (Official Secrets Act, 1920 (10 & 1V Geo. 5 ¢. 75), s. 1 (3)).

B Document” includes part of a document (Official Secrets
Act, 1911 (1 & 2 Geo. S ¢. 28), 5. 12).

*90Hicial Secrets Act, 1920 (10 & 11 Geo. 5 . 75), 5. 1 {1),
(2) {c).

SOFOr punishment, see section on punishment post.

51 the case of any prosecution under thase provisions
mvolving the proof of a purpose prejudicial to the safety or inter
ests of the state, s. 1 {2) of the Official Secrets Act, 1911 {1 & 2
Geo. b ¢, 28) (ser note 3}, applies {OQfticial Secrets Act, 1920 (10 &
11 Geo. S ¢, 75), 5. 1(3)).

52506 note 4.

53890 note 9.

5450e note 8

550tticial Sevrets Act, 1920 (10 & 11 Gen. S ¢. 75}, 5. 112)
{u), {b).

56y punishment, see section on punishment post

37500 sechon on prohibited place, ante

580ificial Secrets Act, 1920 (10 & 11 Geo. 5 ¢ 78), s 3.

59 hiet otficer of police means in England the Commissioner
of the City ot London Police, the Commissionar of Police of the
Metropolis or the Chief Constabte as the case may be (Official
Secrets Act, 1920 {10 & 11 Geo. S ¢ 75), so 11 (3, appiying the
Police Act, 1H90 (53 & 54 Vict. ¢ 45}, s 23, Sch. 3). The tern
metudes for the present purpose any other officer ot pohice expios
st adthorised by o chief officer of police to act an tus behalt for
this purpose when by reason of iilness, absence or other cause he s
unable tu do so (Official Secrets Act, 1920 (10 B 11 Geo. B ¢ 76,
5. 6 (31, Oficial Secrets Act, 1939 12 & 3 Geo 6 ¢ 121}, 5. Y

E00nder s 1 of the Otficial Secrets Act, 1911 (1 & 2 Gen b
o 28)

61500 note 43

SL0Mewl Secrets Act, 1920 (10 & 11 Geo 5 78 s 6 (15,
Offical Secrets Act, 1939 (2 & 3 Gea 6 ¢ 121, 5. 1

GI0Mheral Secrets Act, 1920 (10 & 11 Geo 5 ¢ %) s 1 (2],
Official Secrets Act, 1939 (2 & 3 Geo B¢ 121} ¢

BA0icl Seaets Act, 1920 (10 & 11 Geo § ¢ 78), 4 6 (1],
()fhu%l Secrets Act, 1939 (2 & 3 Geo Ge 121, 5 1

5504 al Secrets Act, 1020 (10 & 11 Geo. b . 78}, s B (h)

UB”III/ s 7 As 1o attempts, see /1 v Ohson (1915 1
tL R SHY O A

B0l Secrets Act, 1920, (10 & 11 Geo S o 79 5 B (1),
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(2). Crminal Justice Act, 1948 (11 & 12 Geo. 6 . 5€), s. 1. tor
power ta tine, see p. 494 yerre. A misdemeanour 18 punishabie
summariy by imprisonment tor g term not exceeding three months,
cr by a fine not exceeding Lou, or by both imprisonment and fine;
But no misdemeanodr can be so deait with swmrnarily except with
the conseny ol the Attormey Geneval Ubid, s 8 (2)). As 1o
“Attorney -General,” see note 68

EB0ytficiot Secrets Act, 1911 (1 & 2 Geo 5 ¢ 28), s B: see
also the Offictal Secrets Act, 1920 (10 & 11 Geo. 5 ¢ 75}, s 8
{2)}). "Antorney-General” means Attorney or Sohicitor General for
England {Official Secrets Act, 1911 (1 & 2 Geo. 5 ¢. 28}, < 12},
The chief otficer of police must report to the Director of Public
Prosecutions all otences alteged 10 have been committed within his
police distnict  {Prosecution  of  Offences  Reyulations, 1946,
S R.&O 1946 No 1487, rey. 6 (2) (o) (iD))

G901 it Secrets Act, 1911 {1 & 2 Geo 5 ¢ 28), 5 8

P O YO powers of airest generaliy, see pp. 342 . ¢
seq., ante. A person may be arrested before the consent of the
Attorney General o Sohcitor General 1o proceedings has  bee
obtained; see p. 610, antwe

1 Otficial Seciets Act, 1911 (1 & 7 Geo. 5 ¢. 28), 5. 8 (1)

72/bid., s. 9 (21, For the meanig ot “'superintendent of
nolice,” see note 42

T30MHicial Seerets Act, 1920 (10 & 11 Geo. 5 ¢ 751, + 8 (4)

M 1nict 5.8 (4}

"D This term doss not inclde the Republic of hrefand; see
note (k) p.o 565, anote.

760 fticial Secrets Act, 1920 (10 & 11 Geo. 5 ¢ 76}, « 4 (1)
A persan who, on being required to do so, refuses or neglects 1o
produce anv such onginal, o transenipt or paper s guilty of an
offence, and for each offence .o hable on conviction summarity to
wnprisonment for g tetm not exceeding three months, or to o fine
not exceeding {80, or ta both such imprsonment and fine {Offi i
Secyets Act, 1920410 & 11 Coe, B e 79, 5 4120 “Telegram™ has
the same imcaning as i the Polemaph Act, 1869 (32 & 13 Vier ¢
73), 5. 3, ond Uwiteicss el acaphy” hos the same meaning asoan the
Wirteless Tetegraphy Act, 1904 (4 Fdw 7 ¢ 24), <« Y AT (Ofticial
Secrets Act, 1920 {10 R 11 Geo B C 75 « 4{3) S 1 (/) of the
Wireless Telearaphy Ac, TuD4 {4 Fdw 7 ¢ 21 has expired (see
the Waeless Telegraphy Act, 1949 (12, 13 & 11 Gro 6 ¢ h4) 18
(1)), andt an extended meaming of wicless telegraphy appears @n
ibid. .« 19 81 See title Telegraphs

TPOMeal Secrets Act, 1020 (10 & 11 Geo 50 15« & (1)

Nothing m this section L pnbe o 1o postal packets o lreserd 1o any
oftice where any newspaper - penodical o published | heing postal
packets i reply to xbverti nis appeating o that newspaper or
penotheat b < B Y 10 G tion does GOt legiatse any thing
which would be mocont Lot of the exclusivie privilege of the

Postmaster General ander o 7ot OfFfr ¢ Act, 1953 {1 & 2 Fiy 2
e 36 {wee btle Povr 002, the Pelegraph Acis THES 1o 10654
{ses ttle Telegrophs) (0 w0 e et A 1920 010 & Y1 Goo 5
751, s Hohh)

Bt 5 m

bt < 513

FOO i al Secrets G20 (10 & vt Gee 50 h) oy S g
Tie wser o wel! Ly the o ot g accommoaation oo hbrees oy
be gty of (e offence ¢t grensg fabae indonmation (STevenso o
Fofren D196 KB 320 1 ()
'”f’wc- wrlra
F20 0l Secrety Act 1911 (1 A& D Gon B0 ZHL 4 10T
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830tficiat Secrets Act, 1911 (1 & 2 Geo. 6 ¢. 28), 5. 10 (D)
{applying the Criminal Jurisdiction Act, 1802 (42 Geo. 3 c. 85));
Official Secrets Act, 1920 (10 & 1t Geo. 5 ¢. 75), s 8 ().
Administration of Justice {Miscelisneous Provisicns) Act, 1933 (23
& 74 Geo. 5 c. 36), 5. 1 (4), Sch. 1; Criminal Just.ce Act, 1948 (11
& 12 G. 6 c. 58), . 31 {2), \3), 83, Sch. 10, Pt. 1. Ofimces
cahnot be wisd by any court of genersl or quartss sestions, or by
the sheriff court in Scotland, of by any court out of the United
Kingdom which hat not jurisdiction to try crimes involving the
greatest punishment aliowsd by lav' (Official Secrets Act, 1911 (1 &
2 Geo. 5 c. 28), s. 10 {3); Official Socrets Act, 1920 (10 & 11 Geo.
6 c. 75), 5. 11 {1} {b)}.

B4sbid., 5. 8 (3).

85y & 2 Cr.. 6 c. 28; for the Acts to be construed as one
therewith, see not.: 1.

B6Eor the meaning of this expression, sse nots 26,

37 0fficial Sacrets Act, 1911 (1 & 2 Geo. 5 c. 28), 5. 11, See
the Official Secrets {Commonwealth of Aurtraiia) Ovder in Council,
1915, S.R. & 0. 19156 No. 1199; the Official Secrets (Mauritius}
order in Council, 1916 {S. R. & O. Rev. 1948, Vol. XVL, p, 1130);
the Official Secrets {Malta) Order in Council, 1923, S. R. & 0. 1923
No. 650; the Official Secrets (India} Order in Council, 1923,
S. R &0, 1923 No. 1517 (as to the effect of the creation of the
Dominions of iIndia and Pakistan, see title Commonweslth and
Dependencies, Vol. 5, p. 530); the Official Secrets {Straits Settle-
ments) Order in Council, 193€, S. R. & 0. 1936 No. 409 (as to the
former Straits Settiementz, see title Commonwealth and Depend.
encies, Vol. 5, p. 634; ond, as to Penang and Malacca, see the
Oftficial Secrets {Penang and Malacca) Orvder in Council, 1950, S.I.
1850 No 1779); the Official Secrets (Jarsey) Qvder in Counci,
1952, S.1. 1952 No. 1024.

An Order in Council dated 30th June 1890, as to the Isle of
Man, made under the Officiat Secrets Ace, 1889 (52 & 53 Vict. ¢.
52) (repeaied), is prohably no longer effective.

8810 8 11 Geo. 5¢c. 75.

89,00 s. 11 (1} {8); Indian independence Act, 1947 {10 &
11 Geo. ¢ ¢ 30), s. 18 (1}, Newfoundiand (Consequential Pro
visions) Act, 1950 (14 Geo. 6 ¢. 5), s. 1 {2}, Schedule, Pt. 1.

9 7The functions of the Minister of Supply under the Atemic
Enerqy Act, 1946 (9 & 10 Gen. 6 «. BO), weve transferred to the
Lard President of the Council by the Transter of Function: {Atumic
Energy wnd Radioactive Substances! Order, 1853, St 1952 No
1673 The Lord President may not withhold consent if satisfied that
the infarmation proposed to be communicated is not of importance
tor purposes of defence (Atomic Energy Act, 1946 (9 & 10 Geo 6
c. 80}, s 1 {20}

91 plant” includes any machinery, equipment or appliance
whether affixed to land or not (Atomic Energy Act, 1946 (9 & 10
Geo 6 ¢ 8O, s 18 (1)),

27 Atomic energy’’ means the energy released from atomic
nucier as a result of any process, inciuding the fission process, but
does not mclude energy released in any proess of natural transmu
tation or radiosctive decay which is not accelerated or influenced
by external means (ibidd.. s 18 (1)} Any reference to the produc
uon or use ol alomic snergy 3 to be construed as including a
reference to the carrying out of any process prepsratory of ancillary
to such production of use (bid | s 18 (4))

I atomic Energy Act, 1946 (9 & 10 Geo 6 ¢ B0}, s 11 (i)
The Lord President ot the Council riay by order grant axemption
trom this s o such ciasses of cases, and to suvh extent and
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subject 10 such conditions, as may be specified in the order (ibid, s.
17 {3}). Fo. sn order made undér this power, ses the Atomic
Energy {Disclosure of information) (No. 1) Order 1947, S. R. & Q.
1847 No. 100.

% Atomic Energy Act, 1946 (9 & 10 Gro. 6 ¢. BO), 5. 18 (1},
Whare s person convictud on indictment is a body corporate, ths
provision limiting the smount of the fine does not apply, and a fine
may be imposed on the Lody corporate of such amount as the
court thinks just {/bid., s. 14 (2)). Where an offence has been
committed by s body corporate, every parson who was at the tune
a diractor, genoral manages, secretary or other similar officer is
deerned to be guilty of the offence, uniess he proves that the
offence was committed without his consent or connivance and that
he exercised all such diligence to gpweveni the commission a3 he
ought to have exercised having regard to the nature of his functions
in that capacity and to all the circumstances (ibid.. s. 14 (3)).
Procsedings in respect of an offence under jbid., s. 11, cannat be
instituted in F-gland except by, or with the consent of, the Direr-
tor ot Pudlic Prosecutions (/bid., s. 14 (4)).

9spid, 5. 11 (1) proviso.

%bid., 11 (4.

97 Atomic Energy Authority Act, 1954 (2 & 3 Eliz. 2 c. 32,
s. 6 {4). 5ch. 3.

APPENDIX D

STATUTES OF THE UNITED STATES
Volume 36

CHAP. 226.—-An Act To prevent the disclosure of national defense
secrets.

Be it enacted by the Senate and House of Representatives of the
United States of America in Congress assembled, That whoever, for
the ~urpos¢ of obtaining information respecting the natiunal
defense, to whiich he is not lawfully entitled, goes upon any vessel,
or enters any navy yard, naval station, fort, battery, torpedo station,
arsenal, camp, factory, buitding, office, or other place connected
with the national defense, owned or constructed or in process of
construction by the United States, or in the possession or under the
control of the United States or any of its authciities or agents, and
whether situated within the United States or in anv plice non
contiguous 1o but subject 1o the jurnishotion thereot, or whoever .
when lawfully or untawfully upon any vessel, or 10 or near any such
place. withont proper anthonty, obtamns, takes, or makes, or
attempts to obtain, take or make, any document, skeich, photo
graph, photographic negative. plan, model, o1 knowledge of any
thing connected with the natwonal detense to which he s not
entitiec!, or whoevet without proper authority receives or obtains,
or undeitrh. v Or agrees 10 recaive o obtain, fror. any person, any
such document, sketch, photogeaph, photograc nic negative, plan,
modei, or knowledge ol anything connected with the national
detense 1o which he 15 not entitled. or whoever, without proper
authority  receives or obtains, or undestakes o sgrees 10 receive or
obtain, from any perscri, any such document, sketch, photograph,
photographic negative. plan, model, or knowledge, knowing the
seme 1o have been <o Obhtained. taken, o made. ot whoever having
possession of o control over any such document sketeh, photo
qaph, phorographu negative, plan, model o knowledge, wilitily
antd without  proper aathonty . commumeates  of  attempts (o
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communicate the same to uny person not entitled to receive it, or
o whom the same ought not, in the interest of the national
dafense, b2 communicated at that time; or whoaver, being lawfully
intrustad with any such document, sketch, photograph, photo-
graphic nagetive, plan, model or knowledge, willfuily and in breach
of his trust, so communicates or attempts to communicate the
same, shali be fined no! more than one thousend dollars, or impri-
soned not more than one yeer, or both.

SEC. 2. That whoaver, having comrnitted any affense defined in
the preceding section, communicates Or attempts to communicate to
any foreign government, or to any agent or employee thereof, any
document, skeich, photogeaph, photographic negstive, plan, model,
or knowledge 3o obtained, taken, or made, or 30 intrusted to him,
shail be imprisoned not more than ten years.

SEC. 3. That offensss against the provisions of this Act com-
mitted upon the high seas or elsewhere outside of a judicial district
shali be cognizable in the district where the offender it found or
into which he is first braught; but offenses hersunder commisted
within the Philippine Islands shall be cognizable in any court of said
islands having original jurisdiction of criminal cases, with the same
right of appesl as is given in other criminal cases where imprison-
ment exceeding one year forms a part of the penalty; and jurisdic-
tion is hereby conferred upon such courts for such purpose.

Agpproved, March 3, 1911,
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GENERATION OF A CLASSIFIED DOCUMENT COST STUDY
BY
EIWARD J. CASTRO

I vish to express wy appreciation to
Mr. Daigle for allowing me the opportunity to
spsak to you toduy on a subject which I feel
is of interest to all personnel who handle
classified documents. Specifically, the
aanae~ 1n whicih bo compute costs involved to
generate and maintain one !'Secret' document.,

Many of us, I am sure, are not fully
aware of the various elvments and their re-
spective costs that contribute, in one way or
another, with the costs involved to generatce
and maiataln one Secret document. I wish, in
the next few minutes, to deascribe for you the
various jub functiocns and equipment which
concern themselves to Secret document generu-
tion and maintenance and the method in which
to compute these costs in an effort to arrive
at a slaple per copy cost.

In August 1964, Lockheed, Sunnyvale pub-
lished its first Classified Document Cost
Study - a study deslgned to reveal the speci-
fiec costs involved to generate and maintain
oae Secret document. Since publication,
however, five subsequent revisions have besn
published, each refined in such a manner to
include current timings and cost expendi-~
tures for each calagory utilized. The Cost
Study is concernsd with Secret documents
only; Top Secret and lesser classification
categories have been omitted aince their
volume and attributable work efforts are not
sufficlant.

A Document Cost Study 1s a compilation
of cost expenditures for various items which,
in one way or another, are iavolved in the
generation and maintenance of Secret docu-
wents. Exawples of categories which concern
themselves to Secret documents are (1) Repro-
duction Costs - the percent of time expundeld
0y Reproduction Personnel in the reproduction,
collating and binding of Secret documents;

(2) Classification Managemont Roview - the tim
time required to review a document for clas-~
gification purposes; (3) Document User Re-
sponsibilities - the percent of time attri-
huted to the safeguard of classified Informa-
tion; (4) Transmission Costs - the percent

of tlme attribuledl by company furnished
couriers to move classified documents in-
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plant from one bullding to another., These are
only four of the 25 total categories utilized

in our study ranging from Document OJrigination
Responaibilities to the costs involved for
purchage of sscurity desks, locks and safes
which gafeguard classified informention. The
object therefore is to correlate the total coaste
incurred for each category and arrive at a
piugle cost for generaiing and maintaining cne
Secret. document.

To arcive at a single per copy cost, the
study is divided into two broad cost areau
entitled DIRECT and INDIRECT. Direct cost
fuctors coaslat of ull processing expenditures,
such as Origination Processing, Sec.etary Pro-
cessing and Ducument Control Processing, which
have en intrinsic attachment to a document as
it travels from the originator to Document Con-
trol for entry into the accountable Document
Control System and, finally, on to the ultimate
reciplent. The premise for direct costing is
to isolate those items whose costs are an
integral part of the Document Coatrol process
and to exclude supporting security coats which,
once lacarred, 3o not necessarily vary directly
with document fluctuations.

Indireci, cogbts ancompassss all other con-
tributing expenditures, suaci as Security and
Destruction personnel, Security Education and
Clearance Costs, and Meterial Costs that are
related in one way or another with Soccet docu-
meats. [xternal costs, however, such as
fencing and perimeter patrols, are not included
in the indirect cost categories ainee thay are
considered normal plani protection snfeguards.

The first step in gencrating a Document
Cost Study is to determine the {tems vhich
direactly, or indirectly, are involved in ths
generation and miintenance of Secret documents.
Duce the cutegories have becn Jdetermined, the
next step iIs to contuct the respective per-
sonnel invelved to determine, through estimates
or actusl timings, the percent of time they
attribute in their job function to Secret
document generation and maintenance.

birect costs, whi=h consiat of Jriglnator,
Procesaing, Secretary Processing, Document
Holdar Responsibilities, Document Control Pro-
ceseing and Courier functions, all) play an
active role in the generation ani maintenance
of Secret documents. The document originator
is responalnta for reviasving classification
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guidelines; determining the correct classi-
fication to apply to the paragraph and page;
and raqund clarification or assistance on
classification matters from Claasificacion
management.

Tha Secretary responesible for prepariag
Sacret documents in final type is concerned
with safeguarding the material during typing
of the document; staaping the approp-rlate
classification on each page; obtaining a con-
trol number from Document Control; and =mis-
cellaneous time expended directly pertaining
to the generation of the document.

Document Holders are responsihle for
the receipt, verification and signature of
the 1ocimeat; security considerations and
gafeguard of the material while under his
custody; and dealings with Document Centrol
concerniag procedural problems, audits, etc.

Document Control Proce3sing is concerned
with all phases of document generation and
maintiaerr - Srom reviewing the document
upon receipt from the originator for com-
pleteress of required markings and entry
into the accountabis Docuaant Controk
Syst=m to destruction,

Ihe Courier functicn of mow.ing Secret
documents 1n-plant from cne building to
anob:ec is somswhat more involved. Not
only is it necessary to consider Lhe time
expended in moving the material but compu~
tation of vehicle utilization - its wonthly
rental and maintenance costs - must be con-
gidared.

Rates of pay utilized to determine
lator charges shoull incl ide the employees
basic puy, cost-of-living adjustments and
fringe henafite,

Computation of Direct Cousts per copy is
compited by multiplying the combined total
costs incurred for each category by the per
cent of original and reproduced cupins on
hand in the total dvoisment inventory.

Indirect Costs, coasisting in part of
personnel i: Piant Protection, Destruction,
Classification Managemeat, Reproduction,
Securlty, Document Control Supervislon and

Miscellaneous Supervision actively contribute
to tne costs incurred for Secret document
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generation and maintenancr. Thelir concern in-
cludes, but 1s not limited to, the safeguard of
Secret documents within the Company; plckup and
destruction of outdatsd material; publication
of clessirication guidsace ror using psrsonnel;
reproduction of documents; adherence to securit;
and Document Control procedures and security
moaitor and security coordinator responsibilit-
ies.

Security Education and Ciaaraace Costs are
concerned with the total time expended in basic
orinantation relating to Secret Document gen-
eration and maiatenanca; preparation and re-
view of PSQ's; f*1gerprinting and miscellaneous
recordkeaping.

Material Costs consist of those items
which indirectly assist in the generation,
transmission ani safeguard of Secret documenta-
tion. Document Coatrol Msnuals, destraction
equipment and EDP equipment are utilized by
Document Control in the gensration procees.
Stamps, postage and forms are concerael with
transmitting correspondence either ln-plant or
to an cut-of-company facility. Security desks,
file cablnets, vaults, safos 1.i locks are all
utilized to safeguard classified information.

Each item in the Indirect Cost category
is based on a percent in whizh it is ntilized
for Secret documents. Again, rates of pay
utilized to determine labor charges should
include the employees basic pay, coat of
liviag adjustments, and fringe benefits. In
the case of Material Costs, the total cost
incurred for each item can normally bn ob-
tainad “arough the department or organization
responsible fo- their purchase price and
quantity

Couputation of Indirect costs per copy is
computed hy rﬂviding tha +ntnl rnewmbhior AP nertiar
docunents in the Document Control System into
the combined annual expenditure for cach
category.

To arrive at a single per copy cost, the
totals of the Direct and Indirect Cost cate-
gories are added together.

Throaglioat. the past eight years, slnce
publication of our firat classified Document.
Cost Study, we bave found this publicatlen to
be an excellent means of requesting document
originators to curtall excesslve distribution
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of documents by citing the additive costs in-
volved for additional copies. Along the same
line, the classified Document Coat Study is
vors naaful in determining woaatary savings
realized through document processing proce-
Jural eliainations.

If you elect to generate a Cost Study of
your own, I hope you will find it as useful
as we havse,

To aasist you in ‘he publication of a
Document Cost Study for your facility, I have
preparad an outline depicting the various
categories utiligzed in our latest, study and
the method in which each category is computed.
If gou decide to generate a Cost Study for
your {scllity, feel free to call or write me
for clarification or assistance. My name and
uddrese are indicated on the outline. I will
be wore than happy to assiat you.

Thank you for your attention,
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EVOLUTION AND DEVELOPMENT OF CLASSIFICATION

MANAGERS
JAMES C. MARSH, SANDIA LABCRATORIES

The stomic BEnergy Act of 1946, as
amended in 1954, established Atomic Energy
Commission classification. This act resulted
in a classificetion program quite different
from that of the Department of Defense where
Executive Crders cover classification and
security procedures. Perhaps this is one of
the reasons why the AEC and DOD find them-
selves at odds un some classificatlion matters.
Perhaps enother reason for the difference in
attitude or philosophy is that much of the
information classified by the Military is
operut lonal date which tend to be fluid or
transient. Most of the information classi-
fied under the Atomic Energy Act is technical
design informstion of & more permanent
nature,

Of importence to AEC classification
management people is the fact that Restricted
Dats and Formerly Restricted Data are exempt
from the downgrading and declassification
provisions of Executive Order 11652.

A classification determination is a
quuasi-legal judgement based on the bect
available relevant technical informetion and
supported by pertinent clasasificetion guldance
derived from the Atomic Energy Act or other
authority. Claesificatiocn declsions or
judgements frequently impinge on security and
security regulations., When the classification
anslyst decides that a& body of information
(usually technical) reguires security pro-
tection in view of approved locel or program
classification guidance, security is respon-
sible for determining the means required to
protect this information. Note the two dis-
tinct functions and responsibilities., Tnis
difference in functions and responsibilities
suggests that probably it is unsound to have
the classification organization reporting to
the security director.

This being the case, then just what place
in the organizational structure should the
clagsification officiel occupy? At Sandie
Laboratories, the Clessification Division,
whicl. I wupervise, reports to the Technicel
Publication and Art Department. This hes
proven to be a reasonsble base from wvhich to
operate. The Classification Division is also
staft to the vice president who seérves as
(Chualrman of Sandim’'s Classification Board.
™is vice president is also the top lLaborstory
suthority on classification mstters, In
gccordance with the new Executive Order, 1
also serve as staff to the Leboratouries Presi-
dent, on matters relating to top secret authen-
tication and control,
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Within the AEC famlly, including con~
tractors, there is no specific organization
slot specified for the classification function.
The only requirement is that security and
classification will not report to the same
administrative head. This iz & fundamental
point. Obviously, it would be most undesirable
to have the production acceptance psople report
t.0 the production manager, or vice versa, No
organizational structure should allow sveh a
potential conflict of interest. However,
being too rigid is not rewarding either.

The successful clacsification officer musc
work with both technicsl and administrative
people constantly, and as harmoniously as
possible, to minimize security time and
dollar costs. This is particularly true

in placing classified contracts.

A few words about Sandia Iaboratories
will help make clear why its Classification
Division functions as it does. Sandie wes
established in Albuquerque in 1945 as a part
of the Los Alamos Scientific Leboratory. It
wvas intended thet Sandia would handle weapons
development engineering and bomb assembly
for the Manhattan Engineering District--a
code name for the original atomic bomb pro-
Ject, The University of California operated
Sendia es & brench of Los Alamos Scientific
imboratory located in Los Alemos, New Mexico,
until 1949 when the University requested the
AEC to be relieved of nuclesar ordnance engi-
neering responsibilities. Presideat Truman
agsxed the Bell System to assume responsibility
for cperating Sandia, Sandie Laboratories
was designated ac a subsidiary of wWestern
Electric Company, the manufacturing branch
of the Bell System. Western Electric manages
the Laboratories under a no-profit, no-fee
contract as a service to the U.S. Atomic
Energy Commission,

Sandia's principal responsibility lies
in research and development in nuclear ord-
nance and non-nuclear aspects of nuclear
bombs and warheads. There has been a marked
trend in Ssndia Laboratories to concentrate
afforts in research and development, As a
result of this emphasis, Sandia has acquired
a8 highly gnuelified scientific and engineering
staff.

Classification Division personnel are
members of the Laboratory steff, The job
structure consists of three levels of ana-
lysts and & supervisor designated claselfi-
cation aduninistretor. Jobs are evaluasted
under & position evaluation plan which
establishes the relative level of various
administratlve positions., Ratings are based
on job knowledge, problem solving avility,
and dollar accountability, Persons with
proper Jjob qualifications can enter ak a job
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level commensurate with quelitications and

Job experience, Our wage administration
people rank our pusitions high in both job
knowledge and problem solving requirements,
Henca we have a point rating which allows

us to have a good salary range, Many agencies
do themselves a great dicservice by sub~
merging the classification job in the security
structure reducing its importance and pay
scale or GS level, The AEC, using consid-
erable cere in establishing job requirements
and Job descriptions, has established a
flexible Jjob structure which attracts and
retains professional level people.

Iet me briefly list the activities per-
formed by Sandia's classificetlion Division,

1, Provide advice, counsel, resolution
on classification provlems and
questions.

2. Prepare, coordinate, and Jjustify
new and revised classification
guidance,

3. Review documents, work projects,
material, and hardware as they are
generated,

4. Conduct classification education
programs, on both general and aspecific
subject g,

5. Prepare gubcontractor/consultant
puidance, education, and liaison.

G. Review older documents and projects
{or downgrading or declassification,

7. Carry on intercontractor/agency
comnunication.

One of the classification administrator's
mest important jobs is to recruit and maintain
a capable staff. This is a challenge {n view
of the Light dollar situatlon, particularly
in a laboratory such as Sandla which is stead-~
11 reducing the ratio of administrative staff
to technical staff. Trkrough 14 years of
classification management work I have hired
about a dozen classification analysts and
interviewed many more. What I have looked
for in an opplicant 1s & broad educational
background and strength in pure srciences or
engineering areas. It is most important that
a potentinl analyst communicate well both
orally and with the written word. Age is
not necessarily a consideration. Hopefully,
the individuel should have quasi-legal 1ncli~
nation for the process of making classifica-
tiong determinations is somevhat akin to
making decisions in legal processes.

An absolute essential in a job applicant
is patience and forbearance in dealing with
the t'rustrations of classification. It is
difficull to really assess personal charac-
terintics during a sihcrt inte view, but one
can usually determine howv the candidate would
react to the job s{tuation,
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Another characteristic d1f®icult to
evaluate is judgement, Obviously, clessifi-
cation managers or analysts do not last long
if their judgement is poor. The prime
requisite for making good decisions is a
thorough evaluation of ell relevant iaforma-
tion before making the judgement., Another
factor 18 individual motivation. Todey,
when good positions are hard to find, many
engineers with bachelor's degrees and even
master's degrees are finding it hard to
compete in an environment which favors per-
pons with PhD degrees, This, with the grow-
ing professionalism in classification manage-
ment, now prompts the sclentist or engineer
to consider classification more seriously as
a career than did his counterpart in years
past. Of persons I have interviewed, the
best candidates have had broad educational
backgrounds, skill in technical writing, and
the ability to elicit technical information
from the engineer or sclentist. Many out-
standing candidates for classification man-
agement positions at Sendie Laboratories have
been young ex-military meu who have been
connected with the former Field Command,
Detrense Atomic Support Agency Weapons School.
These young officers generally had a good
technical background plus a basic knowledge
sf weapons, which c¢f course was of gresat
benefit to our work. The AEC requires its
classification officers to have technical
degrees, but it is unsefe to feel confident
that a technical degiree assures either
interest or skill at classification.

The clagsification manager, to be most
effective, must have some knowledge and under-
standing of every project at his install-
ation., Obviously, no man has enough in
depth technieal {nformation to be able to
answer all dnquiries. Early in my career
in classification management T learned
thaet the best way to survive with a limited
t.echnical background was to obtain informa-
tion from qualified individuals by asking
questions and more guestions. Experience
has shown that. most technicsl people are
glad to expound on their areas of expertise
if you ssk the right questions. However,
no one should try to bluff his way by
attempting to yive the impression that ne
understands complicated technical problems.

Once you have hired a cendidate whom
you feel will make a top flight classifica-
tion enalyst, how do you train him to
optimize his capablilities and his worth to
the organization? The first few months in
the classification husiness are frustreting
to mesny people becaure there is no prescribed
course of study. Okill in decision meking
ard problem solving is learned only by
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exposure and experience over a lengthy
pericd. But, there are a good many things
that the supervigor can do to make the
bresk-in period both more palatable and
more useful. Here are a few tools and &
few means of training a new classification
ansalyst .

The newcomer shouid:

1. Acquire a knowledge of the bagic
classification policies and pro-
cedures of the AEC or DOD, includ-
ing a working knowledge of the
Atomic Energy Act or Executive
Orders which set bie policies.

2. Have or acquire a general knowledge
of all programs at his installation
with particular emphasis on class-
ified activities,

3. Cooperate and meet with other
orgenizations, including in the
case of the AEC, the Operations
Office and the headquerters pecple
and the integrated contractors,

He should attend working sessions
on joint programs with various
using services and visit contrsctors
with classified subcontracts,

k. Try to attain a general familiarity
with the many related security
regulations such as clearances,
mail channels, and report marking.
Thie 1s not to esy that the class-
ification analyst should presume
to make himself an expert in security
matters, but almost inevitably
during claseification orientation
segsions, questions are raised
which bave security overtones,
Sandia's classification organization
i3 being drawn more and more into
discussions relating to security
markings as well as security matters.
Some recent examples of this have
been the implementation of CNWDI,
the revision of AEC Manusl Chapter
2103 on weapon data reports, re-
tention periods as they relate to
th= AEC's declassification program,
and most recently, implementstion
of Executive Order 11652,

5. Be 1involved in face-to-face office
discussions whenever possible,
attend orientation and technicsl
briefings, and as soon as poseible
be given small projects under the
direction o a senior stafr person,

6. Learn to use available tools in the
office~-guides, riles, manuals, and
outside sgency information, MHe
should be acguainted with the draw-
ing flles, the central technicel
files and their contents, and the
computer facilities. An analyst
with some programming skill will
find this ebility useful.

T. Meet members of the Laboratory's
classification committee, if one
exists, At Sandia, the Classifi-
cation Board is made up of seaior
wembers of the technical staff (the
AEC designates them as Regponsible
Reviewers with individual areas of
expertise) who are available to
advise on clessificatior matters.

8. Attend and participete in all
clussification education sessions
conducted by the division including
new staff briefings, new supervisor
orientations, secretarial refreshers,
and special topic presentations,

9. Attend meetings of AEC weapons con-
tractors, There is a rather unique
group known as Weapons Contractors
Classification Conrerence which
includes all the AEC weapons con-
tractors and meets three or four
times a year. At these conferences
we air mutual classification probe
lems, listen to technical briefings,
and tour various AEC contractor
facilities, It 1s useful for people
new in the profession to attend
these meetings and listen to the
gometimes heated discussions. It
is also useful for new personnel to

vigit other contractors for a general

orienta’ lon and philosophical dis~

cueslons, We welcome visits of new

classification people from other

contractor and gnvernment offices,

Already emphasized are some of the per-

sonal attributes, skills, and education
necessary for succes: in clessification man-
agement. Once agaln emphasls is placed on
the importance of competence in oral and
written coomunications, Farticularly in
classification, any rules or puldance that
can be misunderstood probably will be mis-
understood. Therefore, it must be a primary
aim of the clasgsificalion mansger to assure
that all written guldsnce relay what the
mansger intend, snd be received by all users
with the same reaning,
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During the years I have been associated
with classification, I have had the plossure
of kncwing many fine capable people, It s
fair to say, at leosst as far as the AEC is
concerned, that the most successful classifi-
cation management individusie ia the prectical
aense have been those uwith the brond technical
background aud an outstanding ability to
comnunicate, Surprisingly enough, the most
frequent teclinical background of AZC complex
anslysts has been and is chemiastry,

In summary, I emphasize that classifica-
tion and security cen and must be treated as
two separate functions, and the difference
should be unde: stood by mansgement, (lassi-
fication ané security shculd be separated in
the organizational structure., Further, the
Jjudgement that information (including matsrial)
requires protection should be made by & know-
ledgesable clessifier with his opinion based
on competent technical evaluation, es well as
the appropriate claepification guidance., It
is not clear that there csn be specific rigid
qualifications liated for a clessification
analyst, but certeinly a broad educstional
background with emphasis in some technicel
area such as physica or chemisiry 1s desir-
able, aloang with good Jjudgement and the
capubility to comeunicate cffactively,
Although no formei academic course of study
1s available for classificat‘on managers,
any organization cen improvise weys to supply
the necesgary oa-the-job training.
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