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Senate employees and contractors arc obligated to protect classi fi ed information pursuant [0 all 
applicable laws. anella use government information lechnology systems in accordance with 
Scnale policy ill order to ensure 1ha1 the in tegrit y of stich systems is not compromised. 

Unaulhori zcd disclosure of class iii cd information (whether in pri nt. on a blog. or on websites) 
docs not al ter the information' s class ilied slat us or automatic" ll y resu lt in dccbssilication orlhc 
informatioll. To the contrary. classified information , whcthcr or no t already posted on public 
websites or disclosed to the media. remains classifi ed , and must be treated as s llch b) Senate 
employees and contractors. until it is declassified by an approp ri a te U.S. Governme nt illllharity. 

Regarding the Wik iLeaks disclosures specifically: 

• Do not visit the WikiLeaks si te it self. 
• Sena te employees or contractors shall not. while us ing computers or other devices (such 

as Blackberrics or Smart Phones) that access the web on non-class ified governmcn! 
systems. access documents that are marked class ified (including classified documents 
publicly available on the Wiki Leaks and other websiles). as doi ng so risks that material 
still classifi ed will be placed onto non-classified systcms. 

• This requirement does 110t rest ri ct employee or contractor access 10 non-classified. 
publicly availab le news report s (and other non-classified material ) thai Illay in !Urn 

di scuss classifi ed materi a l, as dist inguished from access to underl y ing documents that 
themse lves arc marked class ified (i ncluding i f the underlying c1assi tied documents arc 
available on public websites or otherwise in the public domain ). 

o Media reports that desc ribe or even include po rt ions o t"til c c'lb!cs. arc 110t 
class ifi ed as long a the y are maintaincd in their origi naf cont e;.: t as bcing media 
report s (i.e .. second hand references may be used. just 110tt ile :lClllill data). 
Fu rther, as lo ng as the reports are intact and ha ve no US ve rification ot"thcir 
accuracy. the y may be processed and di sseminated as UIIFOUO. 

• A[[ WikiLeaks reporting should be treatcd as (UIIFOUO) 
• Sl'nale employees or contraclO rs shall not access. or be granted ilCl:CSS 10. classi fied 

material unless they have been granted the necessary securit y clearance and havc anced 
to know the infonnmion. 

• Senate employces and contractors who believe thcy may have ina<l\"erh.'lltly accessed or 
downloaded classified or sensi ti ve in formation on computers that acccss thc wcb \·ia non­
classified Senate systems, or wi thout prior authorization . should contact thc Offi cc of 
Senate Securit y ro r assistance. 


