FA

Board of Sponsors

(Partial List)

* Peter Agre

* Sidney Altman

* Philip W. Anderson

* Kenneth J. Arrow

* David Baltimore

* Baruj Benacerraf

* Paul Berg

*J. Michael Bishop

* Gunther Blobel

* Nicolaas Bloembergen

* Paul Boyer
Ann Pitts Carter

* Stanley Cohen

* Leon N. Cooper

*E. J. Corey

* James Cronin

* Johann Deisenhofer
Ann Druyan
Paul R. Ehrlich
George Field

*Val L. Fitch

* Jerome . Friedman

* Riccardo Giacconi

* Walter Gilbert

* Alfred G. Gilman

* Donald Glaser

* Sheldon L. Glashow
Marvin L. Goldberger

* Joseph L. Goldstein

* Roger C. L. Guillemin

* Leland H. Hartwell

* Dudley R. Herschbach

* Roald Hoffmann
John P. Holdren

* H. Robert Horvitz

* David H. Hubel

* Eric R. Kandel

* Jerome Karle

* Wolfgang Ketterle

* H. Gobind Khorana

* Willis E. Lamb

* Leon Lederman

* Roderick MacKinnon

* Eric S. Maskin
Jessica T. Mathews
Roy Menninger
Matthew S. Meselson
Richard A. Meserve

* Mario Molina
Stephen S. Morse

* Ferid Murad

* Joseph E. Murray
Franklin A. Neva

* Marshall Nirenberg

* Douglas D. Osheroff

* Arno A. Penzias

* Martin L. Perl
George Rathjens

* Burton Richter

* Richard J. Roberts

*J. Robert Schrieffer
Andrew Sessler

* Phillip A. Sharp

* K. Barry Sharpless
Stanley K. Sheinbaum

* Robert M. Solow

* Jack Steinberger

* Thomas A. Steitz

* Joseph Stiglitz

*E. D. Thomas

* Daniel Tsui

* Charles H. Townes

* Harold E. Varmus
Frank von Hippel
Robert A. Weinberg

* Steven Weinberg

* Torsten N. Wiesel

* Eric Wieschaus

* Frank Wilczek

* Oliver E. Williamson

* Nobel Laureate

FEDERATION OF AMERICAN SCIENTISTS

T: 202/546-3300 1725 DeSales Street, NW 6" Floor Washington, DC 20036
F: 202/675-1010

www.fas.org
fas@fas.org

October 24, 2012

Privacy and Civil Liberties Oversight Board
via email: matthew.conrad@gsa.gov

Dear Board Members:

I am writing to propose an item for the Privacy and Civil Liberties Board's
forthcoming agenda.

I suggest that the Board inquire into the privacy and civil liberties
implications of Section 215 of the USA PATRIOT Act, as interpreted by the
Foreign Intelligence Surveillance Court.

The use of Section 215, the so-called "business records" provision, is the
subject of intense and unresolved controversy that warrants the Board's attention.
As Senators Ron Wyden and Mark Udall wrote in a March 15, 2012 letter to the
Attorney General (copy attached):

We believe most Americans would be stunned to learn the details of how
these secret court opinions have interpreted section 215 of the Patriot Act.
As we see it, there is now a significant gap between what most Americans
think the law allows and what the government secretly claims the law
allows. This is a problem, because it is impossible to have an informed
public debate about what the law should say when the public doesn't know
what its government thinks the law says.

I think this issue -- the scope and application of section 215 — would be a
perfect topic for the Board’s initial investigation for several reasons. It is specific
and well-defined. It has been credibly alleged by well-informed members of

Congress to have implications that would "stun™ the public. And yet public

efforts to clarify it have been stalemated by national security classification.
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Given the Board's charter and its authorized right of access to the classified materials it
requires, | believe the Board is uniquely suited to bring an impartial, public interest perspective

to bear on this vexing issue.

Thank you for your consideration.

With best wishes for the success of your efforts,

Steven Aftergood

Project Director

Federation of American Scientists
1725 DeSales Street NW, Suite 600
Washington, DC 20036

(202)454-4691
saftergood@fas.org



1nited States Denate

WASHINGTON, DC 20510

March 15, 2012

The Honorable Eric Holder
Attorney General

United States Department of Justice
Washington, D.C. 20530

Dear Attorney General Holder:

We have discussed the dangers of relying on secret interpretations of public laws with
you on multiple occasions, both through correspondence and in person. While we know
that you are generally aware of our views on this subject, we feel obliged to comment
specifically on the Justice Department’s recent attempt to seek dismissal of two lawsuits
that have been filed under the Freedom of Information Act and that specifically pertain to
this problem of secret law.

The two lawsuits (filed by the New York Times and the American Civil Liberties Union)
seek to obtain information about how the United States government has interpreted the
text of the USA Patriot Act, specifically section 215 of that Act, the controversial
“business records™ provision.

[t is a matter of public record that section 2135, which is a public statute, has been the
subject of secret legal interpretations. The existence of these interpretations, which are
contained in classified opinions issued by the Foreign Intelligence Surveillance Court (or
“FISA Court”) has been acknowledged on multiple occasions by the Justice Department
and other executive branch officials.

We believe most Americans would be stunned to learn the details of how these secret
court opinions have interpreted section 215 of the Patriot Act. As we see it, there is now
a significant gap between what most Americans think the law allows and what the
government secretly claims the law allows. This is a problem, because it is impossible to
have an informed public debate about what the law should say when the public doesn’t
know what its government thinks the law says.

As we have said before, we believe that it is entirely legitimate for government agencies
to keep certain information secret. Americans acknowledge that their government can
better protect national security if it is sometimes allowed to operate in secrecy and as
such, they do not expect the Obama Administration to publish every detail about how
intelligence is collected any more than early Americans expected George Washington to
tell them his plans for observing troop movements at Yorktown. However, in a
democratic society — in which the government derives its power from the consent of the
people — citizens rightly expect that their government will not arbitrarily keep
information from them. Americans expect their government to operate within the
boundaries of publicly-understood law, and as voters they have a need and a right to



know how the law is being interpreted, so that they can ratify or reject decisions made on
their behalf. To put it another way, Americans know that their government will
sometimes conduct secret operations, but they don’t think that government officials
should be writing secret law.

While the executive branch has worked hard to keep the government’s official
interpretation of the Patriot Act secret from the American public it has, to its credit,
provided this information in documents submitted to Congress. However, these
documents are so highly classified that most members of Congress do not have any staff
who are cleared to read them. As a result, we can state with confidence that most of our
colleagues in the House and Senate are unfamiliar with these documents, and that many
of them would be surprised and angry to learn how the Patriot Act has been interpreted in
secret.

A number of the senators who are familiar with these secret legal interpretations
(including the two of us) have pressed the executive branch to declassify these
interpretations so that Congress and the public can have an informed debate about the
proper scope of the law. We have personally raised this issue in meetings, hearings, and
correspondence (both classified and unclassified) with senior officials (including you) on
many occasions over the years, thus far to no avail. It was initially encouraging when the
Department of Justice and the Office of the Director of National Intelligence wrote to
Senator Rockefeller and Senator Wyden in August 2009 to announce the establishment of
a regular process for reviewing, redacting and releasing significant opinions of the FISA
Court. Two and a half years later, however, this “process” has produced literally zero
results. Not a single redacted opinion has been released.

The crux of the Justice Department’s argument for keeping the official interpretation of
the law secret is that this secrecy prevents US adversaries from understanding exactly
what intelligence agencies are allowed to do. We can see how it might be tempting to
latch on to this chilling logic, but we would note that it would then follow that all of
America’s surveillance laws should be secret, because that would make it even harder to
guess how the United States government collects information. For example, when
Congress passed the Foreign Intelligence Surveillance Act in 1978 it would have been
useful to keep that law secret from the KGB, so that Soviet agents would not know how
the FBI was allowed to track them. But American laws should not be made public only
when government officials find it convenient. They should be public all the time, and
every American should be able to find out what their government thinks those laws mean,
We recognize that this obligation to be transparent with the public can be a challenge, but
avoiding that challenge by developing a secret body of law is not an acceptable solution.

The Justice Department’s motion to dismiss these Freedom of Information Act lawsuits
argues that it is the responsibility of the executive branch to determine the best way to
protect the secrecy of intelligence sources and methods. While this is indeed a
determination for the executive branch to make, we are concerned that the executive
branch has developed a practice of bypassing traditional checks and balances and treating
these determinations as dispositive in all cases. In other words, when intelligence



officials argue that something should stay secret, policy makers often seem to defer to
them without carefully considering the issue themselves. We have great respect for our
nation’s intelligence officers, the vast majority of whom are hard-working and dedicated
professionals. But intelligence officials are specialists — it is their job to determine how
to collect as much information as possible, but it is not their job to balance the need for
secrecy with the public’s right to know how the law is being interpreted. That
responsibility rests with policy makers, and we believe that responsibility should not be
delegated lightly.

We would also note that in recent months we have grown increasingly skeptical about the
actual value of the “intelligence collection operation™ discussed in the Justice
Department’s recent court filing regarding the pending lawsuits. This has come as a
surprise to us, as we were initially inclined to take the executive branch’s assertions about
the importance of this “operation” at face value. We will provide more detail about this
skepticism in classified correspondence.

We hope that you will reconsider the Justice Department’s stance on the issue of secret
legal interpretations, as we continue to believe that this stance is contrary to core
principles of American democracy and will serve our nation quite poorly over the long
term. Thank you for your attention to this matter.

Ron Wyden Mark Udall
United States Sefator United States Senator



