






























































































































































































































































• Established timetables from 6 to 10 years for the automatic 
declassification of documents, with exemptions permitted. 

• Established a mandatory review procedure based upon a request from 
a private citizen for documents exempted from the automatic 
declassification provisions and that had been classified for 10 
years. 

• Established automatic declassification for documents over 30 years 
old unless exempted in writing by the head of the originating 
department. 

• Incorporated prohibition of classification to conceal inefficiency 
or administrative error or to prevent embarrassment to a person or 
Department. 

• Expanded classification training and orientation programs. 

• Established an implementation and monitoring process set up under 
the National Security Council and the Interagency Classification 
Review Committee. The committee consisted of members from the 
Departments of State, Defense, and Justice; the Central 
Intelligence Agency; the Atomic Energy Commission; and the NSC 
staff. The President designated the Archivist of the United 
States as Chairman. 

At about this same time, the Foreign Operations and Government Information 
Subcommittee of the House Committee on Government Operations was holding 
hearings on the government classification system as it had operated under 
Presidential Executive Orders. A conclusion contained in the Subcommittee's 
report of the hearings was that a statutory classification system should be 
established to make it clear that Congress intends a proper balancing between 
the safeguarding of information classified under strict guidelines to protect 
vital defense and foreign policy secrets and the right of the public to know 
about how the affairs of government are conducted. The Restricted Data system 
established under the Atomic Energy Act and as operated by the Atomic Energy 
Commission was considered as a possible model for a new statutory system. 

Executive Order 12065 (December 1978) - Seeking a Better Balance 

The Carter Administration considered that Executive Order 11652 contained 
certain weaknesses and, as a result, an interagency review group was convened 
under the direction of Robert Gates, then a member of the NSC staff (later the 
Deputy to the National Security Adviser to the President, and now the Director 
of Central Intelligence). The interagency group produced Executive Order 
12065 that was issued in June 1978 with an effective data of December 1978. 

The major changes from the previous order were: 

• A change to the definition of Confidential to require 
"identifiable damage" rather than merely "damage." 
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• A balancing test for classified information in order to determine 
whether the public interest in disclosure outweighs the damage to 
the national security. 

• Established a policy that when reasonable doubt existed about 
which classification designation is appropriate, the less 
restrictive designation should be used. 

• Identified seven areas with which information must be concerned in 
order for it to be classifiable. 

• Established a six year maximum before automatic declassification, 
with provisions for exemptions. 

• Abolished the Interagency Classification Review Committee and 
established the Information Security Oversight Office (ISOO) to 
monitor the classification activities of the Executive Branch. 
The NSC retained the overall policy direction for the order. 

Executive Order 12356 (August 1982) - A More Conservative Approach 

Because of some problems resulting from the implementation of E.O. 12065, an 
interagency group was convened under the direction of the Director of ISOO in 
1980 during the Carter Administration to work on an amendment to the order. 
Certain provisions of the order such as the "identifiable damage" and the 
balancing test had proven to raise problems during litigation associated with 
Freedom of Information Act requests. 

The interagency group continued their efforts after the Reagan Administration 
took over but their direction was changed from drafting a revision of E.O. 
12065 to producing a new order, E.O. 12356, which was issued on April 6, 1982, 
with an effective date of August 1, 1982 (See Appendix E). The tone of E.O. 
12356 was in the direction of a tighter classification regime than E.O. 12065, 
as indicated by the following examples: 

• 

• 

• 

E.O. 12065 

Reasonable doubt-use lower 
classification 

Identifiable damage needed to 
classify information 

No prOVisions for 
reclassification of 
information 
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• 

• 

• 

E.O. 12356 

Reasonable doubt-use higher 
classification until reviewed 

Reasonably expected to cause 
damage needed to classify 
information 

Reclassification of 
information permitted under 
certain conditions 



• 

• 

Information may not be 
considered for classification 
unless it concerns specified 
categories 

Specifies need to balance the 
public's interest against 
national security 

• 

• 

Information shall be 
considered for classification 
if it concerns specified 
categories 

Implies a balancing of the 
public's interest and national 
security 

E.O. 12356 is still in effect as originally issued in 1982. However an 
interagency group under the chairmanship of the Director of the Information 
Security Oversight Office is working on a new order. 

Over the past 50 years that Executive Orders have been used to promulgate 
national security classification policy, a much more formal and organized 
system has evolved. While this system is subject to change by each new 
Presidential Administration, this has not always happened. Where a new order 
has been issued by a new administration, the changes have tended to be more a 
change in tone than in substance. However, the fact that a new Executive 
Order can be issued that changes classification policy for the government 
without congressional input, has caused some congressional support for a 
statutorily based classification system similar to that incorporated in the 
Atomic Energy Act for Restricted Data. Table 8-1 (from "Security 
Classification of Information," Oak Ridge Gaseous Diffusion Plant, K/CG-
1077/V1, Arvin S. QUist (September 1989» gives a comparison of various 
features of the Executive Orders for classification of National Security 
Information. Differences between NSI and RD are summarized in Table 8-2. 
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TABLE B-2 

Differences Between RD and NSI 

RD 

BASIS Atomic Energy Act 

DEFINITION "All data" in 
specified 
categories; 
includes both 
government and 
private 
information 

DECLASSIFICATION 

• Authority 

• Criterion 

POLICY 

PROCEDURES 

Secretary of 
Energy, and his 
delegate. 
Coordinates with 
DOD on military 
utilization 
information and 
with CIA on 
foreign 
intelligence 
information 

"may be published 
without undue risk 
to the common 
defense and 
security" 

DOE establishes 
basic policy 
consistent with 
the Atomic Energy 
Act 

DOE Office of 
Classification 
establishes 
centralized policy 
and procedures 
through program 
guides and orders 
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NSI 

Executive Order 12356 

Government data in specified 
categories identified by 
classification authorities 

Original Classifier or the 
designated senior official 

"disclosure [cannot] reasonably be 
expected to cause damage to the 
national security" 

Each agency administers its own 
classification and declassification 
program consistent with E.O. 12356 
and with oversight provided by the 
Information Security Oversight 
Office 

Each agency operates in a 
decentralized manner with 
classification guidance developed 
for each program 



8.3 The DOE Classification System 

Introduction 

The DOE Classification System operates in accordance with the policies and 
procedures contained in the Atomic Energy Act (AEA) for RD and Executive Order 
12356 for NSI. The system includes both government and contractor 
classification elements under the direction of the Secretary, the Under 
Secretary, and the Director of Office of Security Affairs, with day-to-day 
operational responsibility assigned to the Director of the Office of 
Classification (OC) as shown in Figure 8-1. 

The DOE Classification System is centralized with policy, procedures, orders, 
and guidance originating in the Office of Classification and disseminated to 
DOE Program Offices, Field Offices, and Contractor organizations. The 
classification program, although closely related to the DOE security program, 
is clearly separate and distinct. Classification identifies the information 
to be protected; security determines how to implement this protection. This 
distinction has existed from the earliest days of the Atomic Energy Commission 
because of a philosophy that classification and security should be separate so 
that the integrity of both programs is maintained. 

Organization 

The DOE responsibility for the classification of information under the 
authority of the Atomic Energy Act and Executive Order 12356 is carried out by 
the Office of Classification under the Office of Security Affairs. The Office 
of Classification carries out its functions and accomplishes its mission and 
goals through the work of the Director's Office supported by two divisions. 
The organizational structure of the Office of Security Affairs and the Office 
of Classification are shown in Figures 8-2 and 8-3. 

Mission 

The mission of the Office of Classification is to develop and implement policy 
for the classification and declassification of Restricted Data, Formerly 
Restricted Data, and National Security Information within DOE's jurisdiction 
in accordance with the requirements of the Atomic Energy Act of 1954, as 
amended, and applicable Executive Orders. The statute and Executive Order 
require continuous review of Restricted Data and other classified information 
to assure that information is properly classified and to determine what 
information may be declassified and disseminated in the interest of scientific 
and technical progress and the general public welfare without damage to the 
national security. In addition, the Office supports the nonproliferation 
objectives of the U.S. by shaping its classification policies to inhibit the 
spread of nuclear weapons, materials, and associated technologies through 
cooperative and coordinated classification policies with other nations. 
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Organizational Functions 

The Office of Classification fulfills the above mission by carrying out the 
following functions: 

• Develop, implement, and interpret DOE classification and 
declassification policy, guidance, rules, regulations, and procedures. 

• Initiate and recommend to the Director of the Office of Security Affairs 
all actions for removing information from the RD and FRO (with DOD 
approval) categories. 

• Perform interagency and international classification coordination and 
cooperation. 

• Manage programs for classification and declassification review of 
documents and other materials. 

• Develop classification and declassification education and training 
programs, and administer such programs for DOE headquarters personnel 
and, as required, for field element personnel. 

• Appraise the effectiveness of the classification function of 
Departmental Elements and contractor organizations. 

• Develop policies and procedures for the identification and control of 
Unclassified Controlled Nuclear Information (UCNI), as defined in sec. 
148 of the AEA. 

Program Activities 

The Office of Classification carries out its functions and accomplishes its 
program goals through the work of the Director's office, supported by two 
divisions. The two divisions cover four major activities: (1) Classification 
Division (weapons activities and nuclear fuel cycle technology and safeguards 
activities); and (2) Policy and Program Operations Division (policy 
activities; and operational activities). See Figure 8-4 for the 
responsibilities of the two divisions. 

A. Classification Division Activities 

Section 142 of the Atomic Energy Act requires that the DOE maintain a 
continuous review of Restricted Data and classification guides for atomic 
energy programs in order to determine which information may be declassified 
without undue risk to the common defense and security. Executive Order 
12356 contains similar requirements regarding the issuance and periodic 
revision of classification guides for other programs. 

The mission of the Classification Division is to meet this requirement by 
developing and implementing effective classification and declassification 
policies and guidance for specific DOE programs. 
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To be effective, such policies and guidance must be sCientifically 
credible, technically accurate, consistent with the statutory and Executive 
Order criteria, and practical from an operational viewpoint. 

Program responsibility is divided between two branches: (1) The Weapons 
Branch, covering all nuclear weapon related program activities including 
nuclear directed energy weapons, nuclear emergencies, and ICF; and (2) The 
Technology Branch, covering all other DOE program activities requiring 
classification policy and guidance support, including both sensitive 
nuclear and non-nuclear technologies. 

B. Policy and Program Operations and Support Division Program Activities 

The mission of the Policy and Program Operations Division covers a broad 
spectrum of activities designed to (1) achieve consistent and effective 
basic overall classification policies and procedures; (2) ensure that 
information is properly classified and declassified in accordance with 
applicable statutes and Executive Orders; (3) provide timely and consistent 
document reviews; (4) develop and maintain the DOE education and training 
program; (5) develop and maintain management information systems including 
the computer-based Classification Guide System (CGS); (6) manage the 
Unclassified Controlled Nuclear Information (UCNI) program; (7) maintain 
quality assurance, program planning, budget, and contracting activities. 

Program responsibility is divided between two branches: (1) the Policy 
Branch for basic overall classification policy and procedures and support 
activities; and (2) the Program Operations Branch for classification and 
declassification reviews and procedures. Additionally, the Policy and 
Program Operations Division is responsible for implementing the 
Classification Appraisal Program. The purpose of this program is to 
provide the management review and oversight necessary to ensure the 
effectiveness of the classification program. 

Program Structure 

A. Policy 

DOE classification policy for RD and NSI is contained in the Atomic Energy 
Act, Executive Order 12356, DOE Order 5650.2B, Classification Guides, 
Classification Bulletins, and other policy documents. 

1. General - The principle underlying classification and declassification 
policy for atomic energy information is to achieve a balance between two 
aims: (1) assuring the common defense and security by controlling the 
declassification of information concerning the military aspects of atomic 
energy; and (2) promoting the dissemination of scientific and technical 
information relating to the peaceful applications of atomic energy 
consistent with the common defense and security. However, the Atomic 
Energy Act states that the paramount objective of protecting the common 
defense and security must be observed. A determination on the 
declassification or downgrading of information can proceed only after a 
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careful balancing of the risk to the common defense and security against 
the benefit to a DOE program or the public welfare of the proposed action. 
In such a risk-benefit analysis, credibility of the DOE classification 
program is one of the factors considered. It is particularly important to 
avoid revealing information that may contribute to nuclear proliferation. 

In accordance with E.O. 12356, it is DOE policy to classify information as 
NSI that concerns national defense and foreign relations which in the 
interest of the u.s. must be protected against unauthorized disclosure. 

2. Classification Guides - DOE classification policy is implemented 
through a hierarchy of classification guides. In principle, the Policy 
Guide provides overall classification policy that serves as the basis for 
the Program Classification Guides that indicate the classification level of 
information within specific programs. Based on the Program Guides, Local 
Guides are developed by the DOE field offices and contractor organizations 
to provide detailed, site-specific classification guidance. There are over 
800 classification guides of all types. The Policy Guide and Program 
Guides are issued by the Office of Classification while the Local Guides 
are issued by the DOE or contractor field elements. The local guides are 
approved by the Office of Classification except where that authority has 
been delegated to a Field Office. The DOE guide system helps to ensure 
consistent and accurate classification determinations. 

3. Classification Bulletins - In general, the purpose of Classification 
Bulletins is the same as for Classification Guides, but with a more limited 
scope. Bulletins may express classification policy or clarify or expand 
guidance. Bulletins may also cover classification procedural matters. 

4. UCNI Guidelines - The Office of Classification is also responsible for 
developing and issuing general and topical guidelines for the 
identification and control of UCNI. The guidelines cover DOE production 
and utilization facilities, safeguards and security information, and 
certain declassified nuclear weapons information. 

B. Procedures 

1. Classification and Declassification of RD and FRO - Since RD and FRO 
are classified by the Atomic Energy Act, there is no original 
classification determination required for this type of information. The 
authority to declassify RD and FRO has been delegated by the Secretary of 
Energy to the Director of the Office of Security Affairs. In the case of 
RD information relating to nuclear weapons, the DOE normally coordinates a 
declassification action with the DOD. FRO can only be declassified by the 
joint action of the DOE and the DOD. Once RD and FRO have been 
declassified they may not be reclassified as RD, FRO or NSI. 
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2. Criteria for Declassification - In formulating recommendations for 
declassification of RD and FRO, the following criteria are considered: 

• The extent to which the information would assist potential 
adversaries in the development of an initial nuclear weapon 
capability or in improvements to existing nuclear weapons. 

• The extent to which the information would assist others in 
countermeasures against U.S. nuclear weapons or in unauthorized 
use. 

• The extent to which the information would assist in the production 
of special nuclear material (if applicable). 

• The cost in terms of time and money of acquiring the information 
independently. 

• The state of the art for the information in both the U.S. and in 
other countries. 

• The benefit to be realized by the U.S. public welfare from the 
declassification, including improvements in environment, safety, 
and health and any significant technology commercialization 
potential. 

• Any detrimental (or beneficial) effect that release of the 
information might have on U.S. foreign relations, arms control 
negotiations, or treaty obligations. 

• Any impact on the credibility and effectiveness of the Department 
of Energy classification program caused by the continued 
classification of the information. 

• Any penalties to U.S. programs due to the continued classification 
of the information. 

3. NSI Classification and Declassification - In order for information to 
be classified as NSI it must concern at least one of the classifiable areas 
specified in E.O. 12356 (see Appendix E), and the unauthorized disclosure 
of the information must reasonably be expected to cause damage to the 
national security. In DOE, NSI may only be declassified by the original 
classifier of such information or by the Director of the Office of 
Classification. 

4. Other Control Measures - Information determined to be unclassified 
according to topics in a classification guide is not automatically approved 
for release to the public. Unclassified information may be subject to a 
number of limitations on its distribution (e.g., proprietary information, 
patent review clearance, Naval Nuclear Propulsion Information (NNPI), 
Unclassified Controlled Nuclear Information (UCNI), and other exemptions 
under the Freedom of Information and the Privacy Acts). Review of all 
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applicable regulations and orders as required by the specifics of each case 
prior to the release of any unclassified information is the responsibility 
of the official authorizing the release. 

5. Access to Classified Information - RD, FRO, and NSI may be transmitted 
only to persons having appropriate clearance and a valid need-to-know. RD 
or FRO may be transmitted to a foreign nation or a regional defense 
organization only if there is a formal Agreement for Cooperation between 
the receiving party and the U.S., entered into in accordance with the 
provisions of section 123 of the Atomic Energy Act of 1954, as amended, and 
implementing statutory determinations under sections 91 c., 144 b., and 
144 c., as appropriate. 

Critical Nuclear Weapon Design Information (CNWDI) is an access limiter 
used primarily within the DOD to control need-to-know access for nuclear 
weapon design information (See Appendix F). DOE uses a Sigma numbering 
system to identify Nuclear Weapon Data (see Table B-3) that is classified 
RD or FRO. For example, the Sigma 1 category covers information concerning 
the theory of operation or complete design of thermonuclear weapons or 
their unique components. Information in a Sigma category may be made 
available only to individuals approved to receive that category of 
information. 

C. DOE Classification Community 

The Office of Classification (OC) provides oversight and guidance to the 
DOE classification community consisting of Classification Officers at the 
DOE Field Offices and major classified contractors. There are 
Classification Officer meetings sponsored by OC that are held three times a 
year to discuss classification issues of mutual interest. These are 
especially useful in keeping OC and the field organizations aware of each 
other's concerns and problems related to classification. These meetings 
are supplemented by periodic visits by OC management to field organizations 
in order to improve communications between OC and the field and to increase 
field office and contractor management awareness of the classification 
program. 

D. Interagency Activity (See Figure B-5) 

The OC maintains a working relationship with other government departments 
and agencies on classification matters. The most extensive coordination is 
carried out between DOE and DOD because of the joint responsibility for FRO 
contained in the Atomic Energy Act and because of nuclear weapons-related 
classification guidance and other related matters. 
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TABLE B-3 

SIGMA CATEGORIES 
(Weapons Data Access Designators) 

SIGMA CATEGORIES. Restricted Data and/or Formerly 
Restricted Data in the following categories which 
concern the design, manufacture, or utilization of 
atomic weapons or nuclear explosive devices: 

Si~ 1. Theory of operation (hydrodynamic and 
nuclear) or complete design of thermonuclear 
weapons or their unique components. 

Si~ 2. Theory of operation or complete design 
of fission weapons or their unique components. 
This includes the high explosive system, and 
nuclear initiation system as they pertain to 
weapon design and theory. 

Si~ 3. Manufacturing and utilization 
information not comprehensively revealing the 
theory of operation or design of the physics 
package. Complete design and operation of 
nonnuclear components but only information as 
prescribed below for nuclear components. 
Utilization information necessary to support the 
stockpile to target sequence. Information 
includes: 

(a) general external weapon configuration, 
including size, weight, and shape. 

(b) environmental behavior, fuzing ballistics, 
yields, and effects. 

(c) nuclear components or subassemblies which do 
not reveal theory of operation or significant 
design features. 

(d) Production and manufacturing techniques 
relating to nuclear parts or subassemblies. 

(e) anticipated and actual strike operations. 

Si~ 4. Information inherent in preshot and 
post-shot activities necessary in the testing of 
atomic weapons or devices. Specifically excluded 
are the theory of operation and the design of such 
items. Information includes: 

(a) logistics, administration, other agency 
participation. 

(b) special construction and equipment. 

(c) effects, safety. 

(d) purpose of tests, general nature of nuclear 
explosive tested including expected or actual 
yields and conclusions derived from tests not to 
include design features. 
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Sigaa 5. Production rate and/or stockpile 
quantities of nuclear weapons and their 
components. 

Si~ 9. General studies not directly related to 
the design or performance of specific weapons or 
weapon systems, e.g., reliability studies, fuzing 
studies, damage studies, aerodynamic studies, etc. 

SigIB 10. Chemistry, metallurgy, and processing 
of materials peculiar to the field of atomic 
weapons or nuclear explosive devices. 

Sigma 11. Information concerning inertial 
confinement fusion which reveals or is indicative 
of weapon data. 

SigIB 12. Complete theory of operation, complete 
design, or partial design information revealing 
either sensitive design features or how the energy 
conversion takes place for the nuclear energy 
converter, energy director or other nuclear 
directed energy weapon systems or components 
outside the envelope of the nuclear source but 
within the envelope of the nuclear directed energy 
weapon. 

SigIB 13. Manufacturing and utilization 
information and output characteristics for nuclear 
energy converters, directors and other nuclear 
directed energy weapon systems or components 
outside the envelope of the nuclear source, not 
comprehensively revealing the ~heory of operation, 
sensitive design features of the nuclear directed 
energy weapon or how the energy conversion takes 
place. Information includes: 

(a) General external weapon configuration and 
weapon environmental behavior characteristics, 
yields, and effects. 

(b) Component or subassembly design that does not 
reveal theory of operation or sensitive design 
features of nuclear directed energy weapons 
categorized as Sigmas 1, 2, or 12. 

(c) Production and manufacturing techniques for 
components or sub-assemblies of nuclear directed 
energy weapons that do not reveal information 
categorized as Sigmas 1, 2, or 12. 
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OC RELATIONSHIPS WITH OTHER AGENCIES 

• review GAO reports for 
classified material 

• coordinate DOE activities 
with ISOO as appropriate 

• review for classification, congressional transcripts 
and other documents 

• interact with certain congressional staffs, 
as required 

• coordinate classification policy 
• coordinate RD and FRO transclassification 

and declassification actions 
• participate with 000 in developing ATOMAL 

classification guidance for NATO/SHAPE 
• develop joint DoD/DOE classifICation guides 
• coordinate implementation of Section 148 

and NSDD-189 

• coordinate classification matters, 
as appropriate 

'---~1'ta: ...... -. wort< with State in establishing consistent 

• cooperate with ACDA (and State) 
in developing arms control 
classification guidance 

Figure 8-5 

classification policies with other countries 
• support State in reviewing for classification 

documents with atomic energy information 



E. International Activities (See Figure 8-6) 

Coordination is maintained between OC and those responsible for 
classification in the UK, France, and Canada. The Policy Guide is 
coordinated with the UK and Canada, and the US and UK coordinate on and 
issue a joint weapons classification guide. 

OC has also maintained coordination with the UK, FRG, and the Netherlands 
on the classification of gas centrifuge enrichment technology. This 
relationship results in similar classification policies among the four 
governments for centrifuge technology. 

General classification policies are also coordinated among the U.S., UK, 
and France for ICF information. 

F. Technical Evaluation Panel 

The Technical Evaluation Panel consists of a group of senior classification 
advisors to the Director of the Office of Security Affairs. It succeeded 
the "Committee of Senior Reviewers" in 1978. Each of the three weapon 
laboratories (LANL, LLNL, and SNL) is represented by a member of the panel, 
and a retired senior military officer with relevant experience serves as a 
consultant. 
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OC RELATIONSHIPS WITH FOREIGN ENTITIES 

• coordinate trl-partlte 
centrifuge classification policy 

• coordinate trI-partlte centrifuge 
classification policy 

• coordinate classification 
policy for ICF and other 
matters 

• coordinate control of ICF and 
other sensitive Information 

• coordinate ICF tri-Iateral 
guidelines (U.S., U.K, France) 

• coordinate classification policy 

Figure 8-6 

• participate In ATOMAL survey . 
• participate In preparation of ATOMAL 

classification guide 
• assist In establishing a classification 

management program for NATO/SHAPE 

t...--~""k--' coordinate preparation of Joint 
classification guides, e.g., Joint 
U.S./U.K. nuclear weapons guide 

• coordinate trI-partlte centrifuge 
classification policy 

• coordinate ICF classification policy 



APPENDIX C 

Pr;nc;pal Contacts for Class;f;cat;on Pol;cy Study* 

Headquarters 

AD - Administration and Human Resource Management 
Office of Scientific and Technical Information 
History Division 

AN - Arms Control and Nonproliferation 
DP - Defense Programs: Military Applications 

Development, Testing, and Acquisition 
Transportation Safeguards and Emergency Management 
Research and Advanced Technology 

EH - Environment, Safety, and Health 
EM - Environmental Restoration and Waste Management 
ER - Energy Research 
GC - General Counsel 
NE - Nuclear Energy 

Uranium Enrichment 
SA - Security Affairs 

Safeguards and Security 
Classification 

Field Offices 

Albuquerque (AL) 
Chicago (CH) 
Idaho {IO} 
Nevada {NV} 
Oak Ridge (OR) 
Rocky Fl ats {RF} 
Richland {RL} 
San Francisco (SAN) 
Savannah River (SR) 

*Listed by institutional affiliation. In many cases several people were 
interviewed, including managers and staff of technical programs and 
classification offices. Both group and individual interviews were used. 
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laboratories 

Argonne National laboratory (ANl) 
Brookhaven National laboratory (BNl) 
los Alamos National laboratory (lANl) 
lawrence livermore National laboratory (llNl) 
Oak Ridge National laboratory (ORNl) 
Pacific Northwest laboratory (PNl) 
Sandia National laboratories; Albuquerque and livermore (SNlA, SNll) 
Idaho National Engineering laboratory (INEl) 

Other Major DOE Contractors 

Pinellas - General Electric Nuclear Devices (GEND) 
Kansas City - Allied-Signal Aerospace Co., Kansas City Division (KCD) 
Nevada Test Site (NTS) - Reynolds Electrical and Engineering Co. (REECO), 

EG&G, Holmes and Narver 
Rocky Flats (RF) - EG&G 
Y-12 - Martin Marietta Energy Systems (MMES) 
Savannah River - Westinghouse, Wackenhut 
PANT EX - Mason Hanger - Silas Mason 
MOUND - EG&G 
Idaho - EG&G, Westinghouse Idaho Nuclear Co. (WINCO), Rockwell 
Richland - Battelle, Westinghouse, Rockwell, Kaiser 
K-25 - Martin Marietta Energy Systems (MMES) 
Paducah-MMES 
Portsmouth-MMES 

2. OTHER EXECUTIVE AGENCIES 

Arms Control and Disarmament Agency (ACDA) 
Central Intelligence Agency (CIA) 
Department of Defense (DOD) 
Department of Justice (DOJ) 
Department of State (DOS) 
Institute for Defense Analysis (IDA) 
Information Security Oversight Office (ISOO) 
National Science Foundation (NSF) 
Nuclear Regulatory Commission (NRC) 
Office of Management and Budget (OMB) 

3. CONGRESS 

House 
- Armed Services (HASC) 
- Energy and Commerce (HE&C) 

Senate 
- Governmental Affairs (SGA) 
- Armed Services (SASC) 
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4. Interest Groups 

- American Civil liberties Union (AClU) 
- Carnegie Institution 

Federation of American Scientists (FAS) 
- Nuclear Control Institute (NCI) 
- Natural Resources Defense Council (NRDC) 
- Union of Concerned Scientists (UCS) 

5. Professional Societies 

- American Association for the Advancement of Science (AAAS) 
- American Chemical Society (ACS) 
- American Institute of Aeronautics and Astronautics (AIAA) 
- American Nuclear Society (ANS) 
- American Physical Society (APS) 
- American Society of Mechanical Engineers (ASME) 

Institute of Electrical and Electronic Engineers {IEEE} 
- National Academy of Engineering {NAE} 
- National Academy of Science (NAS) 
- Optical Society of America {OSA} 
- Society of Manufacturing Engineers (SME) 

6. Trade and Other Associations 

ADAPSO, The Computer Software and Services Industry Association 
Adhesive and Sealant Council 
Aerospace Industries Association 
Alliance of Metal Working Industries 
American Association of Ceramic Industries 
American Council of Independent laboratories 
American Electronics Association 
American Iron & Steel Institute 
Association of American Universities (AAU) 
Association of Industrial Metalizers, Coaters, and laminators 
Association of Small Research, Engineering, and Technical Services 
Center for Innovative Technology 
Chemical Manufacturers Association 
Computer and Communications Industry Association 
Council on Competitiveness 
Council on Research and Technology 
Electronic Industries Association 
Electric Power Research Institute 
Federal laboratory Consortium 
Industrial Research Institute 
los Alamos Economic Development Corporation 
NMBTA -- Association for Manufacturing Technology 
National Association of Manufacturers 
National Electrical Manufacturers Association 
National Machine Tool Builders Association 
Oak Ridge Associated Universities 
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Trade and Other Associations (Cont'd) 

Precision Metalforming Association 
Resources for the Future 
Specialty Metals Processing Consortium 
Technical Ceramics Manufacturing Association 
Technology Transfer Society 
U.S. Advanced Ceramics Association 
U.S. Council for Energy Awareness 

7. Advisory Committees 

- Advisory Committee on Nuclear Facility Safety (ACNFS) 
- Defense Nuclear Facilities Safety Board (DNFSB) 

8. Former Government Officials 

- AEC/ERDA/DOE 
- LANL 
- LLNL 

- ACDA 
- DOS 
- DOD 
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ACRONYMS 

AEA 

ACDA 

AEC 

ASDP 

CNWDI 

DP-I 

EO 

FOIA 

FOUO 

FRD 

GAO 

ICF 

ISOO 

LOU 

NDP 

NDPC 

NIE 

NISP 

NNPA 

NNPI 

APPENDIX F 

Glossary 

The Atomic Energy Act of 1954, as amended. 

The Arms Control and Disarmament Agency. 

The Atomic Energy Commission. 

The Assistant Secretary of Energy for Defense Programs (also "DP-I"). 

Critical Nuclear Weapon Design Information. 

The Assistant Secretary of Energy for Defense Programs (also "ASDP"). 

Executive Order. 

Freedom of Information Act of 1967, as amended. 

For Official Use Only, a category of unclassified but sensitive 
information used by the Department of Defense. 

Formerly Restricted Data. 

General Accounting Office. 

Inertial Confinement Fusion. 

Information Security Oversight Office. 

Limited Official Use, a category of unclassified but sensitive 
information in the Department of State. 

National Disclosure Policy. 

National Disclosure Policy Committee. 

National Intelligence Estimate. 

National Industrial Security Program. 

Nuclear Non-Proliferation Act of 1978. 

Naval Nuclear Propulsion Information. 

NPT Non-Proliferation Treaty: "Treaty on the Non-Proliferation of Nuclear 
Weapons" (I970). 
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ACRONYMS (Cont'd) 

OSA 

OSS 

OUO 

RD 

S-l 

S-2 

S-3 

SA-1 

SA-20 

SCI 

SUCI 

TEP 

TS 

UCNI 

WD 

National Security Council. 

National Security Information. 

Office of Classification, Security Affairs, DOE (formerly Office of 
Classification and Technology Policy (OCTP)). 

Former Office of Classification and Technology Policy in Defense 
Programs, DOE (now Office of Classification (OC)). 

Office of Security Affairs, DOE. 

Office of Safeguards and Security, DOE. 

Official Use Only. 

Restricted Data. 

The Secretary of Energy. 

The Deputy Secretary of Energy. 

The Under Secretary of Energy. 

The Director of the Office of Security Affairs. 

The Director of the Office of Classification. 

Sensitive Compartmented Information. 

Sensitive Use Control Information. 

Technical Evaluation Panel. 

Top Secret. 

Unclassified Controlled Nuclear Information. 

Weapon Data. 
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DEFINITIONS 

Agreement for Cooperation - Any agreement with another nation or regional defense 
organization authorized under sec. 123 of the AEA. 

Atomal - The term NATO uses for classified military nuclear information that 
corresponds to U.S. RD/FRD. 

Atomic Energy Act (AEAl - The Atomic Energy Act of 1954, as amended. 

Atomic Energy Commission (AEC) - A five-member commission and supporting 
organization established by the AEA of 1946 to manage the U.S. civil and military 
nuclear energy programs. Succeeded by the Energy Research and Development Agency 
(ERDA) in 1974 and then by the current Department of Energy (DOE) in 1977. 

"Born Classified" - The term used to describe the fact that Restricted Data 
information is classified by the AEA from its origin. No affirmative act of 
classification is necessary with RD, as it is with NSI. 

Classification - The determination by an authorized official that information 
requires protection under the provisions of an Executive Order (NSI) or that a 
document or material contains NSI or contains Restricted Data (RD) or Formerly 
Restricted Data (FRO), as defined in the Atomic Energy Act. 

Classification Category - One of the three kinds of classified information (i.e., 
RD, FRO, or NSI). 

Classification Guide - A document containing explicit classification guidance. 

Classification Level - One of the three terms which indicate the degree of 
sensitivity of classified information, i.e., Top Secret, Secret, or Confidential. 

Classification Officer - Official who administers classification programs of a 
Field Element or contractor and oversees or monitors classification programs of 
contractors under their jurisdiction. 

Clearance - See "Security Clearance". 

Commission - The former Atomic Energy Commission. As used in the AEA, now 
generally the Secretary of Energy. 
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Confidential (C) - The lowest classification level, applied to information whose 
unauthorized disclosure could reasonably be expected to cause damage to national 
security. 

Critical Nuclear Weapon Design Information (CNWDI) - A Department of Defense 
(DOD) category of weapon data designating Top Secret/Restricted Data or 
Secret/Restricted Data revealing the theory of operation or design of the 
components of a thermonuclear or fission bomb, warhead, demolition munition, or 
test device. Specifically excluded from designation as CNWDI is information 
concerning: 

(1) Arming, fuzing, and firing systems. 
(2) Limited life components. 
(3) Total contained quantities of fissionable, fusionable, and high explosive 

materials by type. 
(4) Components which military personnel set, maintain, operate, test, or 

replace. 

Declassification - A determination by appropriate authority in accordance with 
approved classification policy that information is no longer classified, or that 
a document or other material no longer contains classified information. 

Derivative Classification - A determination in accordance with approved 
classification guidance or source documents that a document or material is 
classified (NSI, RD, or FRD). 

Document - Any record of information regardless of physical form. 

Downgrading - A determination by appropriate authority that the level or category 
of classified information, documents, or material may be lowered to reflect 
reduced expectations of damage from unauthorized disclosure, e.g., reducing the 
level from Top Secret to Secret, or from Secret to Confidential. 

Executive Order (EO) - Formal Presidential order mandating activities of the 
Executive Branch. As used here, Executive Orders concern the identification and 
protection of classified national security information, such as the current 
Executive Order 12356. 

f 

Field Element - A departmental element located outside the Metropolitan 
Washington area. 
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Fore'ign Government Information - Information provided to the U.S. in confidence 
by foreign governments or developed by the U.S. under arrangements with foreign 
governments requiring confidentiality. 

Formerly Restricted Data - Classified information jointly deter~ined by DOE and 
DOD to be related primarily to the military utilization of atomic weapons, and 
removed by DOE from the Restricted Data category pursuant to section 142 d. of 
the Atomic Energy Act. FRO is protected as NSI except for the purpose of foreign 
dissemination where it is treated as RD. 

Guide - See "Classification Guide". 

1 

Information Security Oversight Office (ISOO) - An organization within the General 
Services Administration responsible for implementing and monitoring the 
information security program prescribed in E.O. 12356. The National Security 
Council provides overall policy direction for this program. 

International Arrangement - Any international agreement approved by the Congress 
or any treaty. Agreements for Cooperation are not included. 

L-Clearance - DOE or NRC clearance for access to CRD, SFRD, SNSI. Not used for 
DOE employees. 

Local Classification Guide - A classification guide prepared and issued by DOE or 
by a DOE contractor organization and approved by DOE for a specific facility or 
activity. It is based on one or more Program Classification Guides and provides 
detailed classification guidance. 

Mandatory Review - A declassification review that can be initiated or requested 
by a member of the public, a Government employee, or another Government agency 
pursuant to E.O. 12356. 

National Disclosure Policy (NDP) - Presidentially approved policy concerning 
communication of classified military information to foreign governments. 

National Disclosure Policy Committee (NOpe) - Interagency committee established 
to apply the National Disclosure Policy. 
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National Industrial Security Program (NISPl - A major Executive Branch program to 
establish government-wide standards and procedures for industrial security for 
government contracts. 

National Security - The national defense and foreign relations of the United 
States. 

National Security Information (NSIl - Information that has been determined 
pursuant to Executive Order 12356 or any predecessor order to require protection 
against unauthorized disclosure and that is so designated. Note that only DOE 
uses "NSI" markings on documents. 

Naval Nuclear Propulsion Information (NNPIl - Information, classified or 
unclassified, concerning the Naval Nuclear Propulsion Program. 

Need-To-Know - A determination by a person having responsibility for classified 
information or material that a proposed recipient's access to such classified 
information or matter is necessary in the performance of official or contractual 
duties of employment. 

Nuclear Non-Proliferation Act of 1978 (NNPAl - Public Law 95-242 (March 10, 1978) 
provides for additional controls over sensitive nuclear weapons-related 
technology. 

~ 

Official Use Only (OUOl - A designation identifying certain unclassified DOE 
information that may be exempt from public release under the FOIA. 

Oriainal Classification - The initial determination that information requires 
protection as NSI under the provisions of Executive Order 12356. Includes the 
specification of a classification level and the classification duration. 

Policy Guide - A guide by which the Director of the Office of Security Affairs 
approves basic DOE policy statements on the classification and declassification 
of all DOE nuclear-related information. 

Private Restricted Data - Information meeting the AEA definition of Restricted 
Data but generated outside government control. 

Program Classification Guide - A guide that states specific classification policy 
for a particular DOE program and provides the basis for the development of local 
guides. 

Proliferation - Used here to describe both first acquisition and subsequent 
developments of nuclear explosives by other countries. 
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Q-Clearance - DOE or NRC clearance for SRD, TSFRD, TSNSI. A "Q-sensitive" 
clearance and written authorization by designated senior officials are required 
for TSRD. 

Restricted Data (RD) - A category of classified information defined by the AEA, 
Sec ll.y.: "The term "Restricted Data" means all data concerning (1) design, 
manufacture, or utilization of atomic weapons; (2) the production of special 
nuclear material; or (3) the use of special nuclear material in the production of 
energy, but shall not include data declassified or removed from the Restricted 
Data category pursuant to section 142." 

Responsible Reviewers - Reviewers appointed to advise Field Element and 
contractor Classification Officers and SA-20 on matters in their field of 
professional expertise. 

Secret (S) - The classification level between Confidential and Top Secret, 
applied to information whose unauthorized disclosure could reasonably be expected 
to cause serious damage to the national security. 

Security - The protection of valuable matter, including classified material and 
information. 

Security Clearance - Official determination that access by an individual to 
classified information will not be inimical to national security, e.g., in DOE 
(and NRC) "L-" and "Q"-clearances for RD, FRO and NSI, and "S" and "TS" 
clearances for NSI only. "C", "S", and "TS" clearances are used in other agencies 
for NSI. 

Sensitive Compartmented Information (SCI) - Classified information concerning or 
derived from intelligence sources, methods, or analytical processes, which is 
required to be handled within formal access control systems established by the 
Director of Central Intelligence. 

Sensitive Use Control Information (SUCI) - Particularly sensitive information 
concerning possible circumvention of nuclear weapon use control features. 

Sensitive Nuclear Technology (SNT) - Information on uranium enrichment, nuclear 
fuel reprocessing, and heavy water production whose export is controlled under 
the NNPA, i.e., such information that is not RD, not publicly available, and 
important to design, construction, operation, or maintenance of related 
facil ities. 
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Sigma Categories - Designations used for access control, or need-to-know, for 
Restricted Data and/or Formerly Restricted Data in various categories which 
concern the design, manufacture, or utilization of atomic weapons, or utilization 
of atomic weapons or nuclear explosive devices. (See Table B-3 of Appendix B.2.) 

Special Nuclear Material (SNM) - Plutonium, uranium enriched in the isotopes 233 
or 235, or any material enriched in the foregoing. 

I 

Technical Evaluation Panel (TEP) - A panel of senior technical experts appointed 
to advise SA-Ion the technical aspects of information under the cognizance of 
the Office of Classification. 

Top Secret (TS) - The highest classification level, applied to information whose 
unauthorized disclosure could reasonably be expected to cause exceptionally grave 
damage to national security. 

Transclassification - The removal of information from the RD category to (1) the 
FRO category (military utilization information, section 142 d. of the AEA) or (2) 
the NSI category (foreign intelligence information, section 142 e. of the AEA. 

Unclassified - The designation for information, a document, or material that has 
been determined not be to classified or that has been declassified by proper 
authority. 

Unclassified Controlled Nuclear Information (UCNI) - Certain unclassified 
Government information prohibited from unauthorized dissemination under sec. 148 
of the AEA. 

Upgrading - Raising the classification level and/or category of (1) information 
or (2) documents or material, including correction of classification of such 
items erroneously issued as unclassified or at too low a classification level or 
category. 

Weapons Data (WD) - Restricted Data/Formerly Restricted Data concerning the 
design, manufacture, or utilization (including theory, development, storage, 
characteristics, performance, and effects) of atomic weapons or atomic weapon 
components. This includes information incorporated in or relating to nuclear 
explosive devices. 
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APPENDIX G 

Bibliography 

7.1 PUBLIC LAWS 

• Public Law 82-593, "The Patent Secrecy Act of 1952" [established 
authority for imposing secrecy on patents of importance to the 
national security] 

• Public Law 83-703, "The Atomic Energy Act of 1954, as amended," 42 
U.S.C. 201, (August 30, 1954)[established requirements for 
availability and dissemination of information generated by or for 
DOE] 

• Title 5 U.S.C. 552, "The Freedom of Information Act" (1966) 

• Public Law 93-438 "The Energy Reorganization Act of 1974, as 
amended" (October 11, 1974) [created the Energy Research and 
Development Administration (ERDA) and the Nuclear Regulatory 
Commission (NRC)] 

• Public Law 95-91, "The Department of Energy Organization Act of 
1977," 42 U.S.C. 7112(5)(d) (August 4, 1977) [created the 
Department of Energy and established requirements for 
dissemination of information generated by or for DOE.] 

• Public Law 95-242, "The Nuclear Non-Proliferation Act of 1978" 
(March 10, 1978) [provided for more efficient and effective 
control over the proliferation of nuclear explosive capability.] 

• Public Law 96-480, the Stevenson-Wydler Technology Innovation Act 
of 1980 (October 21, 1980), [requires technology transfer by 
federally funded R&D laboratories to state and local governments 
and to the ~rivate sector] 

• "Defense Technical Data Act", A section of the Department of 
Defense Authorization Act of 1984 

• Public Law 102-228, "The Soviet Nuclear Threat Reduction Act of 
1991 11 (SNTRA) (November 1991) 

7.2 EXECUTIVE ORDERS 

• Executive Order 12356, "National Security Information" (April 6, 
1982) 

• NSDD 189, "National Policy on the Transfer of Scientific 
Technical, and Engineering Information" (September 21, 1985) 
[provided national policy on the transfer of scientific, 
technical, and engineering information] 
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7.3 DEPARTMENTAL ORDERS 

• DOE Order 1430.1A, "Managing Scientific and Technical Information" 
(September 10, 1986) 

• DOE Order 1430.2, "Implementation of the Scientific and Technical 
Information Management Program" (December 13, 1983) 

• DOE Order 1430.3, "Policy for the Dissemination of and Access to 
Departmental Unclassified Scientific and Technical Information" 
{December 24, 1986} 

• DOE Order 1700.1, "Freedom of Information Program" (November 19, 
1979) 

• DOE Order 5610.2, "Control of Weapon Data" (August 1, 1980) 

• DOE Order 5630.8A "Safeguarding of Naval Nuclear Propulsion 
Information" {July 31, 1990} 

• DOE Order 5631.2B, "Personnel Security Program" (May 18, 1988) 

• DOE Order 5631.4 "Control of Classified Visits" {May 25, 1984} 

• DOE Order 5631.5, "Violation of Laws, Losses, and Incidents of 
Security Concern" {February 12, 1988} 

• DOE Order 5632.5, "Physical Protection of Classified Matter" 
{February 3, 1988} 

• DOE Order 5635.1A, "Control of Classified Documents and 
Information" (February 12, 1988) 

• DOE Order 5635.4, "Protection of Unclassified Controlled Nuclear 
Information" (February 1988) 

• DOE Order DP 5650.1, "Identification of Defense Programs Official 
Use Only Information" (September 12, 1990) 

• DOE Order SA 5650.1, "Identification of Security Affairs Official 
Use Only Information (September 12, 1991) 

• DOE Order 5650.2B, Identification of Classified Information 
(December 31, 1991) [Basic Directive for DOE Classification 
System] 

• DOE Order 5650.3, "Identification of Unclassified Controlled 
Nuclear Information", {February 29, 1988} 

• DOD Directive 5210.2 Rev., "Access to and Dissemination of 
Restricted Data", (January 12, 1978) 
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• Information Security Oversight Office Directive No.1, "National 
Security Information" (June 23, 1982) [Supplement to E.O. 12356] 

7.4 REGULATIONS 

• Title 10 CFR 810, "Unclassified Activities in Foreign Atomic 
Energy Programs" (December 10, 1986) [Establishes control 
regulations for the Nuclear Non-Proliferation Act of 1978] 

• Title 10 CFR 1017, "Identification and Protection of Unclassified 
Controlled Nuclear Information" (April 22, 1985) [Establishes 
overall policies and procedures for the identification and 
protection of Unclassified Controlled Nuclear Information (UNCI)] 

• Title 15 CFR 368.1-399.2, "U.S. Export Administration Regulations" 
(including EAR 378.3, "Nuclear Technical Data" and EAR 379.4, 
"Technical Data") (April 25, 1980) [implements the Export 
Administration Act (50 U.S.C. App. Section 2401, et seq.), 
provides for development by DOD of a "Militarily Critical 
Technologies List" (MCTL)] 

• Title 22 CFR 121-130, "Revision of the International Traffic in 
Arms Regulations" (ITAR) (April 1, 1985) [implements the Arms 
Control Export Act of 1976, as amended (22 U.S.C. 2728).] 

7.5 REPORTS 
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• "Security Classification of Information, Volume 1. Introduction, 
History, and Adverse Impacts," Oak Ridge Gaseous Diffusion Plant, 
K/CG-I077 VI, Arvin S. Quist (September 1989) 
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• "Nuclear Weapons Information Study," Richard N. Cody, et ale 
(July 30, 1988) 

• "National Security Controls and University Research: Selected 
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• "Communicating Technical Information," American Institute of 
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• "The First Amendment and the Export Laws: Free Speech on 
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