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UNCLASSIFIED

The National Defense AuthorizationAct for Fiscal Year 1999 (PublicLaw (P.L.) 105-261)
requiresthat the Secretary of Energy notify the Committee on Armed Servicesof the Senate, the
Committeeon Armed Services of the House of Representatives, and the Assistant to the President
for National Security Affairsof inadvertent releasesof Restricted Data (RD) and Formerly
Restricted Data (FRD) associated with recordsdeclassified under section 3.4 of Executive Order
12958.

Asaresult of the Department of Energy's (DOE’s) examination of approximately 1.35 million
additiona pagesof publicly availablerecords accessioned by the National Archivesand Records
Administration (NARA), the Department discovered an additional 148 documentscontaining 356
pages of RD and FRD which were inadvertently released:

Additiona Pages | Number of Documents | Number of Pages | Number of | Number of Pages

Examined Since | with RD/FRD in the Documents| PagesRD | FRD
Last Report
1,352,000 148 9,609 121 235

Theidentified documentsar e in collectionsbel onging to the Department of State, the Department
of the Navy, the Department of the Army, and the Department of the Air Force. The documents
wereinadvertently declassified and made avail ableto the public during the years from 1995 to
1997 by the Department of State, the Department of Defense, and NARA.

No classified documentsof the DCE or its predecessor organi zationswerefound.

The documentscontained RD and FRD information, including:

RD FRD

- massor dimensionsof fisslematerials - stockpilequantities

- tampers - storage | ocations and capacities
- boosting - yidd

- other nuclear weapon designinformation | - delivery system accuracy

- nava nuclear propulsion information - test information

- radiological warfare

A significant portion of the documents (115 out of 148) wasimproperly marked for classification
level (e.g., Secret), classification category (e.g., RD), and/or automatic classificationlevel
downgrading. The improper markings occurred when the documentswereoriginated, or a a
later timeduring the lifetimeof thedocuments. Theimproper marking of the documents for
classfication level, classification category and/or downgradingmay have contributedto the
inadvertent release of documents.
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UNCLASSIFIED

NARA, the Department of State, and the Department of Defense have been advised the specific
documentscontain RD and FRD. The 148 documentshave been withdrawn from public access
and protected in accordancewith DOE requirements.

The inadvertently rel eased nuclear weaponsdesign information (RD) detailedin thisreport
concernsthe early generations of nuclear weaponsthat thiscountry developed in the 1950s and
1960s. Potential adversaries, emerging proliferant nationsand terrorist groupsaggressively
target U.S. nuclear weaponinformation. Information regarding older nuclear weaponsis of
significant valuesinceit isoften technically lesssophisticated. These designs would be most
readily used by a would-be nuclear proliferant to obtain its first nuclear weapon.

Additionally, the inadvertently released naval nuclear propulsion information (also RD}
addressed in thisreport could assist adversariesin the development of nuclear propulsion
systemsfor their submarines and surfaceships.

Theinadvertently rel eased nuclear weaponsutilizationinformation (FRD) detailedin thisreport
could assist potentia adversariesin assessingthe strengthof the U S nuclear arsendl.
Additionally, inadvertently rel eased information on deployments of nuclear weapons outside the
U.S. may violateinternational agreementsand harm diplomatic tieswith foreign host nations.

In accordancewith P.L. 105-261, the DOE to date has trained 2091 individual sfrom other
agenciesto recognizeRD and FRD information. Thisincludes241 individualsfrom the
Department of the Army, 84 from the Department of the Navy, 105 from the Department of the
Air Force, 211 from the Department of State, and 151 from NARA. Additionaly, 203
individuals have attended refresher courses.

Thetraining of other agency reviewerscontinuesto reduce the rate at which Restricted Dataand
Formerly Restricted Data are inadvertently declassified. During this quarter, DOE performed
quality control overcheck examinationson 45 newly declassified collections(over 467,620
pages). Of the 45 collections, 39 wereerror free and 4 had only one document declassifiedin
error. Thi S can be compared to 148 documentsfound in 1,352,000 pages for thisreport. The
documentsare saved from inadvertent release and protected in accordancewith DOE
requirements. The departmentsthat performed the incorrect declassifications have been
informed of the errors.

DOE and NARA areworking to better integratetheir effortsto more quickly identify and
safeguard documentspotentially containing RD and FRD. All recordsthat may contain RD and
FRD are removed from public access.

Detailsof the specificinadvertent releases are contained in the attached classified appendix.
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SEEREY
APPENDIX: SUMMARY OF FINDINGS (U) (Deleted Version)

RG/EO' Year Number of |Origination |Numberef |No of |Ne.of | RD/FRD Information Inadvertently
(Dept)* Declassified |Documents |Dates of the |Documents w/ [P'ages |Fages |Made Publicly Available

(Department)® | containing Documents® |Inappropriate | RD FRD
RD/FRD' Markings®

RG 191 Deleted 17 1953 17af 17 3 24 RD:

Deleted (Navy) - Mass or dimensions offissile materids, pits, or nuciear

(Navy) assembly systems

- Tanper s (mass, maerids, design, or performance)

- Other nuclear wegpondesign, function, material uses or
configurations, or nuclear test information revealing RD

FRD:

- Stockpile quantities

- Storage locations

- Storage capacitiesor quantitiesauthorized
-Yields

-Nuclear wegpon delivery system accuracy

RG 191 Deleted g 1962 8of8 2 13 RD:
IDeeted (Navy) - Nava nuclear propulsioninformation

(Navy) FRD:

- Stockpilequantities

- Storagelocations

- Storage capacities or quantities authorized
-Yields

RG 191 Deeted 18 1958 16 0of 18 ’ 17 RD:

IDdeted (Navy) - Nava nuclear propulsioninformetion
(Navy) FRD:

- Stockpile quantities

- Storage locations

- Yields

- Nuclear test information




SEERET
APPENDIX: SUMMARY OF FINDINGS (U) (Ddeted Version)

RG/EQ Year Number of jOrigination | Number of No.d |No. of | RD/FRD Information |nadvertently
(Dept) Declassified | Documents |Dotesdf the |Documentsw/ |bages |Pages {IMadePublicly Avalable
(Department) |containing |Documents  {Innppropriate | IW FRD
RD/FRD Markings
RG191 Deleted 12 1954-1958 12 of 12 52 0 RD:
Deleted (Navy) -Naval nuclear propulsioninformation
(Navy}
RG19/ Deleted 3 1954-1956 2 of 3 43 0 RD:
Deleted (Navy) - Naval nuclear propulsion information
(Navy)
RG921 Deleted 4 1950-1951 4 of4 1 3 RD:
Deleted (NARA) - Radiologicd warfare
(Army) FRD:
- Nuclear test information
RG 168/ Deleted 2 1955-1957 lof2 0 6 FRD:
Deeed {NARA) - Yields
{Ammy)
RG 319/ Deleted 11 1962-1965 40f11 0 16 FRD:
Deleted (NARA) - Storage locations
(Army) - - Yields
RG 319/ Deleted 7 1959 7 of 7 1 11 RD:
Deleted {NARA) - Other nuclear wegpondesign, function, materid uses or
{Army) configurations, or nuclear test information reveaingRD
FRD:

- Sto;:kpi le quantities
- Storage locations
-Yidds
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APPENDIX: SUMMARY OF FINDINGS (U) (Deeted Version)

RG/EO
(Dept)

¥fear
Declassified
(IDepartment)

Mumber of
Documents
containing
RD/FRD

Origination
Dates of the
Documents

Number of
Documents w/
Inappropriate
Markings

No, of
Fages
RD

No. of
Pages
FRD

RD/FRD Information Inadvertently
Made Publicly Available

RG 31¥/
IDeleted
(Army)

Déeted
(NARA)

45

1956

23 of 45

11

107

RD:

- Mass or dimensionsof fissile materids, pits, or nuclear
assembly systems

- Tampers( NAasS, materias, design, or performance)

- Boosting systems — operation, contribution to wegpon
performance, Or design

- Other nuclear wegpondesign, function, material usesor
configurations, ot nuclear test information revealing RD

FRD:

- Stockpile quantities

- Storage locations

- Storage capacitiesor quantitiesauthorized
- Yidds

- Nuclear test information

RG 340/
Deeted
(Air Force)

Deleted
(Air Force)

1957-1958

5of5

RD:

- Other nuclear weagpon design, function, materia uses or
configurations, or nuclear test information revealing RD

FRD:

- Stockpile quantities

- Storagelocations

- Yidds

- Delivery systemaccuracy

RG 59/
Deleted
{DOS)

Deleted
{DOS)

1967-1968

Sof5

FRD:
- Storageloceations
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APPENDIX: SUMMARY OF FINDINGS (U) (Deleted Version)

RG/EO Y ear Number of |Origination | Number of No. of |No. of [RD/FRD Information Inadvertently
(Dept) Declassified | Documents |Datesof the |Documentsw/ | Pages |Pages |Made Publicly Available
(Department) |containing |Documents {Inappropriate | RD FRD
RD/FRD Markings

RG 591 Deleted 1 1967-1969 1t of 11 0 20 FRD:

Deleted (DOS) - Storagelocations

(DOS)

Totals 148 1950-1969 115 of 148 121 | 235

1 (1) RGEO = Record Group/Executive Order Plan Number of the file seriesfound to contain RD and/er FRD.

2 (V) Dept = Executive Branch Department or Agency that submitted the file seriesto the Nationa Archivesand Records Administration(NARA);
DOS: Department of State; Army: Department of the Army; Air Force: Department of the Air Force; Navy: Department of the Navy.

3(U) Year Declassified (Department) = Y ear the file serieswasdecl assified and the department/agency that conducted the declassification

4 (U) Number of Documentscontaining RD/FRD = Number of documentsfound to contain RD and/or FRD per current classification guidancein
accordance with the Atomic Energy Act of 1954, as amended.

5(U) Origination Datesof the Documents= Period of time over which thedocumentswereoriginated.

6 (U) Number of Documentsw/ InappropriateMarkings =Number of documentscontaining RD/FRD found to have inappropriate classification,
declassification,and/or downgrading markings. Thisincludesinadequately marked documentsthat had routing/transmittal/endorsement cover

sheetswith inappropriatemarkings.
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