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UNCLASSIFIED 

RESTRICTEI) DATA AND FORMEZRLY RESTRICTED DATA 
FOW BY COLLECTION 

The National Defense Authorization Acts for Fiscal Year 1999 and 2000 (Public Laws 105-26 1 
and 106-63, require that the Secretary of Energy notify the Committee on Armed, Services of the 
Senate, the Committee on Armed Services of the House of Representatives, and the Assistant to 
the President for National Sm.uity AfEtirs of inadvertent releases of Restricted Data (MI) or 
Formerly Restricted Date (FRD) associated with records processed under Executive Order (E.0.) 
12958. 

As a result ofthe Department of Energy’s (DOE’s) audits of approximately 52 million pages of 
publicly available records accessioned by the National Archives and Records Administration 
@JAM), the Department discovered 25 documents containing RD and FRD which were 
inadvertently released. The documents total approximately 560 pages of which about 40 pages 
were classified. The documents were marked Secret or Confidenti& except for two marked Top 
Secret and one which was unmarked. 

The findiigs did not concern any records of the DOE or its predecessor organizations. 

The improperly declassified 25 documents constitute significantly less than a small fraction of one 
percent of the total number of declassified documents audited by the Department. These 25 
documents are all at least 25 years old. They contain the following types of information which 
could aid an adversary in obtaining a nuclear weapon of mass destruction: 

- tamper material 
- nuclear device weight 
- cost of fissile materials 
- tIssion/fhsion ratio 
- nuclear weapon detonation simultaneity requirements 
- materials in a nuclear assembly system 

Even though the classified documents described in the classified appendix were declassified 
improperly and publicly availabIe for 1 to 4 years, there is no direct evidence that classified 
information was compromised, i.e., obtained and used by a researcher. The 25 documents have 
been withdrawn &om public access and protected in accordance with DOE requirements. 

Specifk details regarding these inadvertent releases are contained in the classified appendix, 
attached. 
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2.1.2 Actions Taken . . . . . . 
NARA has been adiised @at the q&&c &cum& contains RD. The documibt 

. has been withdrawn and protected as RD and FRD in cooperation with NARA 
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class&ation. This information is stilJ chs&ied as’ WFRD under cuxient joint 
guidance in accordance tith the AEA of 1954, as aminded. 

2.2.2 Actions Take! . 

Nk has t&n advked that the tspec& documents contain FRD. The documents 
have been’withdrawn and pot&ted BS RD and FRD & ixb~eration with IWkA. 

Y . ., ,--. -L;;-e----y--. .-w-m. . . . . -A 

I LW docu.x&S”tia xnaked’ti Secret but the pitragr@ was “ 
portion rriZ-‘as S/FRD. This infbmation is stilt cbsified as s/FRD under 
current guidance in accordance with the AEA of 1954, as arnkded. 
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2.3.2 ActionsTaken ’ 

NARAhas been advised that the specih document contains F’RD. 
The document has&m withdrawn rind pragctt$ as RD andFRD ia cooperation with NARA. 
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and four as S/R-D, but all maikiijijtl were c / 

Two dcynents we& marked Sei;ret 
ossed out. This information is still 

classified as Conlidenti+l (C)!RD under cunent guidance in accordan?‘tith the 
AEA of 1954, as amended. . a’ 

3.12 Actions Taken _ . 

* 

NARA has been advised that the specific do&eats contain RD. The documents 
have been v&3mn1 and protcctcxi as RD and FRD in cooperation with NAR& . 
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bi’e d~mark&d S/&B. ‘f’his infotiation is still : i 1 
clmed as C/FRD under &rent guidance in accordance with t.?k AEA of 1954, . 

4. i.2 Actions Taken : w. . .I - -. _..-. --- -- -- -dL-. -.- -_. 
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The dtimetrts are marked Secret anct MU%. TiiKiiZormation 1s sr& iii745 ‘cIassifi %IFRJ? under ckrent guidance in accordance with the AEA of 1954, ’ 
as arne&ed. . . * 

4.2.2 Actions Taken . 
. 

NM has been advised that the specific documents contain FRD. The documents 
haye been withdrawn and protected as RD and FRD in coopkation with NAM 
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however, DOE’s recent exami~&on of this record group afk dleclastication ‘-’ 
. 

- 
“nwiew found signi&mt &har weapon design information thzit wouijj aid ah 
kiversary in obtaining a weapon of mass destruction, including: . 
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, Some of this infbrmation wss found in a document~m&rked [ds &&a&g RD.. .’ .,. - . . 

“- 5.2 IFindings . . 
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,I% iriformation is still -classified as S/lb 
C&D, anri‘b%D under current g&be in accordance with ‘the AEA of 1954: 8s 
mended. * 
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becauy of fhe Top Secret in&ii-, an- 
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