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MODELING RISK ASSESSMENT FOR NUCLEAR PROCESSING PLANTS WITH LAVA
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ASSTRACT

Using the Los Alamos Vulnerability and Risk
Assessment (LAVA) methodology, we daveloped a
modal for assessing risks associated with nuclear
processing planty. LAVA is a three-part systema-
tic approach to risk assessment. The first part
is the mathematical methodology; tha second is the
ganeral personal computer-based software engine;
and the third is the application itself. The
methodology provides a framework for creating
applications for the software engine to operate
upon; all application-specific information is
aata. Using LAVA, we build knowledge—based expert
systems to assets risks in appiications systems
comprising a subject system ang a safeguards sys-
tem. The subject system model is sets of threats,
assets, and undesirable outcomes. The safequards
system model is sets of safeguards functions for
protacting the assets from the threats by prevent-
ing or ame.iorating tho undesirable outcomes, sets
of safegquards subfunctions whose performance de-
termine whuther the function is adequate and com-
plete, and sets of issues, appearing as interac-
tive guestionnaires, whose measures (in both mone-
tary and Jlinguistic terms) define both the weak-
nesses in the scfeguards system and the potential
costs of an undesirable outcome occurring. LAVA
applications include ocur popular computer security
application and applications for em: 1dded systems,
survivability systems, transborder data flow wys-
tems, property control systems, and others

INTRODUCTION

We used the Los Alamos Vulnerability and Risk
Atsassment (LAVA) methodology to develop a hier-
archical structure and sets of fuzzy event trees
for modeling risk assessment for nuclear safe-
guards systems. This structure is quiding our
development of a completo automated LAVA applica-
tions system (LAVA/NSG) that assesses risks in
nuc lear safeguards systems.

LAVA/N3G addresses risks associated with such
potential outcomes as theft or diversion of nu-
clear material, radiolog: al sabotaqge, unauthor-
ized control of nuclear weapons or test dev ces,
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and other concerns. LAVA/NSG is an alternative
to existing quantitative methods, providing an
approach that is both objective and subjective
and producing results that are both quantitative
and qualitative. In addition, LAVA/NSG can be
used as a self-testing device in preparing for
inspections, as a self-evaluating device in test-
ing compliance with the various orders and cri-
teria that exist, and as a certification device
by an inspector or an inspection team.

LAVA is an original systematic approach to
risk assessment developed at the Los Alamos
National Laboratory to deal with risks inherent
in massive, complicated systems.l-% Character-
istics of such 3ystems are huge budies of impre-
cise data, indeterminate (and possibly undetected)
events, large quantities of subjective informa-
tion, and a dearth of objective information The
methodology has been used for our popular computer
security application, LAVA/CS.® as well as ap-
plications for embeddec systems, survivability
systems, transborder data flow systems,’ oprop-
erty control systems, and others.

THE LAVA SYSTEM

LAVA has three separate parts. The first part
i{s the mathematics of the methodology—its mathe-
matical underpinnings and technical basis. The
second part is the general software engine, writ-
ten for a widely used family of personal computers
and structurec to be independent of the appliva-
tions that (t drives. The third part 1s the
application itself. The LAVA methodology provides
a framework for craating applications for the
general software angine to operate upon; all ap-
plication—specific information is represented as
data

Using LAVA, we build knowledge-based erxpert
systems for assessing risks in applications sy4
tems. There are two parts that define an appl1 -
cation. The first part is the hierarchical struc-
ture «nd trees that define the model —the thruat.
asset, and outcome sets, the outcome possibility
matrin, the safeqguards functions for each thruat .
asset pajr, based upen the kinds of i1nteractinns
that might occur to result in one or more of 1w
outcomes; the safeguards subfunctions for weach
function; mitigating factors for outcome severily



and the contributing factors, both linquistic and

monetary, to the potential cost of a successful
attack The second part is the set of question—
naires. implemanted as data sets for the general

software engine to operate upon the vulnerability
assessment questionnaire, the outcome severity
mitigation questionnaire, the dynamic threat ques-
ticnnaire (if applicable), and the monaetary and
linguistic impact (or cost) guestionnaires

The vulnerability assessment questionnaire
for a given application is concatenated from a
library of castegory questionnaires that come about
from specific security orders, inspection cri-
teria, interviews with various experts in the
field, and general good security practice. The
questions themselves represent individual safe-
quards (called "safegquards elements") or portions
of safeguards (called "safeguards attributas”)
that are related through a catabase stru.ture to
one or several of the safeguards subfunctions.
The vulnerability questionnaire can comprise from
a few hundred to several thousand questions, de-
pending on the required analytical depth.

The other questionnaires are all considerably
smaller than the vulnerability questionnaire. The
outcome severitw mitigation questionnaire inquires
aoout the presence and estimated effectivenesr of
any micigating situations that might be pertinent.
If intelligence information is available and ana-
lytical detail about thae dynamic threat is re-
quired, the dynamic threat questionnaire seeks
information about the motivation, capability, and
opportunity of the current known threat and about
the attractiveness of each asset et to the
threat, if such information is not available, the
user aestimates a relative attractivenuss factor
for the asset sets and whether the dynamic thraat
is the same as or, in varying degqrees, larger or
smaller than the background (static) threat. The
impact questionnaires ask cost-related questions

in either linguistic or monetary terms With the
excaption of the intelligence-based dynamic threat
questionnaire, all of the questions in these gues-
tionnaires number in the single or double digits
(usually not more than a dozen or so questions)

THE NUCLEAR SAFEGUARDS MODEL

for our nuclear safeguards model, LAVA/NSG,
we postulate four assets: 1) nuclear material;
2) the facility, including physical plant and
personnel; 3) machine interpretable information,
including software, input and output files, and
dacabases; and 4) human interpretable information,

including documents, screen displays, graphs,
charts, and so forth. The modal's threat set
consists of three threats: 1) natural, random,

and environmental hazards; 2) onsite humans, in-
cluding the &uthorized insider; &and 3) offsite
humans, such as terrorists and hostile intelli-
gence agents. Figures 1-3 show the hierarchical
structures for the three threat categories with
respect to the four asset categories; included in
these hierarchies, and discussed later in this
paper, are the safeguards functions and subfunc-
tions associated with each threat-asset pair.

There are seven undesirable outcomes consid-
ered in the current model: 1) theft; 2) diver-
sion; 3) unauthorized control, use, or access;
4) radiological sabotage and radioactive releasas;
3) denial of use or loss of production capability;
6) damage or injury; and 7) unauthorized modifi-
cation or disclosure. It is important to note
that a single event can result in the simultanecus
occurrence of more than cne of the outcomes Fig-
ure 4 shows the outcome possibility matrix for
the threat-asset combinations; a value of :zero
indicates that the outcome is impossible for that
threat-asset (T-R) combination, and a value of
unity means the outcome is possible for that T-A
pair.
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Fig. 4. Outcome possibility matrix.

Once we have aestablished the threat, asset,
and outcome sets and the outcome possibility ma-
trix, we then address what constitutes the ideal
safeguards system for preventing the threats from
attacking the assets and achieving the postulated
outcomes. For this we define a set of safeguards
functions for each of the distinguishable threat-
asset pairs (nine T-A pairs, in this application)
in such a way that the relative importance of
each function within the set of functions for
each T-A pair is about the same. Then, for each
of the individual safeguards functions, we define
a set of subfunctions that provide performance
criteria for tha adequacy and completeness of
that safeguards function; each of the subfunctions
is devised so that the relative importance of
each subfunction within a specific function is
about the same. Again referring to Figs. 1-3,
the figures show the safeguards functions and sub-
functions for each distinguishable thresat-asset
pair.

The questionnaires and other data required
for the software engine to operate upon derive
from the existing safeguards orders; from inspec-
tion, evaluation, and certification criteria; and
from discusaions with recognized experts in the
field.

CONCLUSIONS

Using the LAVA approach for risk assessment of
nuclear materialsg safegua~ds has denefits that do
not accrue from the ute of other mathods. First,
the automated report generators produce resulty
that are immediately usable, both to managers who
must make major, far-reaching decisions and to
the security personnal in the field whose job it
is to maintain an acceptable leval of safeguards.
Second, because LAVA produces both qualitative
and quantitative results, users feel more comfort-
able with the results because thay understand both
the results and the {nformation that produced
those results. Third, because LAVA does not re-
quire the user to generate probabilities (often
unfounded) for its operation but insteed relies
on a natural-language, user-friendly interface to
acquire ity data, uysery are more willing to act
upon its results And finally, because of the

team environment in which an assessment is per-
formed and the discussions that arise among team
members, using a LAVA application has proved to
be an experience that both raises the security
consciousneass of the users and enhances the over-
all working environment at the facility.
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