LR 96-2570 CowF-9¢07¢7-- 39

Titlg: | GLOBAL. NUCLEAR MATERTAL MONTTORING WITH NDA AND
C/8 DATA THROUGH INTEGRATED FACILITY MONITORING

Coad 8

~y
s

uj\ﬁ
A 2 b

)

s St
Author(s): | J. A. Howell, H, 0. Menlove, P. E. Argo,
C. A, GQoulding, XK. I', Klostorbuer, and J. K. ilalbig

Submitted t0: | 3Tth Annual Moeting of tho loastitute of Huelaar
Materials Management, July 28~3%t, 1996, Naples,

éi" - L.

ey ~:., - ﬁ‘*""_"""‘ﬁ“‘"vé&; ‘um.;‘;
n‘v‘\m!q sl )

Los Alamos

NATIONAL LABORATONY

1604 AlMriig Htmnal LAbTatary | A0 Airive SGHOMSQUM OpROTIUALy eriidyed, 1§ 4000ied by ine University of Ulilorma fol ine U Depaitmang m»cuwm
AP LAY W 2408 EHO. 20, By acceptance of thin a4iCle, 1he publither reSogAizes that 10 U.U Govaimninem fetaing A rafescivdive (Cyaly .l ciwiie
PUlalt Ottt i et T00n gl 1We GNIIDLIGN, 31 10 dNuw e 10 6 89, 0 U B Coveivment (aipeeas TRE 104 Alamat Nabonas | dteiaiiy

thgule 1hal the Dublishat ittty i 8HICe Al WOk DT med Undet 1he dusinced o1 tha U S Dspariment of Eneegy

HTAUTION OF THIS DOCUMENT 18 UNUMTED

XYY T RTRIL)
gi dway P Y


About This Report
This official electronic version was created by scanning the best available paper or microfiche copy of the original report at a 300 dpi resolution.  Original color illustrations appear as black and white images.



For additional information or comments, contact: 



Library Without Walls Project 

Los Alamos National Laboratory Research Library

Los Alamos, NM 87544 

Phone: (505)667-4448 

E-mail: lwwp@lanl.gov


DISCLAIMER

Portions of this document may be illegible
in clectronic image products. Images are
produced from the best available original
document.



DISCLAIMER

This report was prepared as an account of work iponsored by an agency of the
United States Governmient, Nelther the United States Guvernment nor any ugency
thereaf, aor any of their employses, makes any warranty, sxprest or implisd, or
assurnes any legel liability or responsibility for the accuracy, completensss, of use-
fulnets of any information, apparstus, product, or process disclosed, or repretents
that its uss would not infringe privataly owned rights, Ralerance harsin 1o sny spe-
cific commarcial product, process, or service by trade name, trademark, manufac:
turar, or otherwise does not necessarily constitute or imply lis endorsement, recoms
mendation, or favoring by the United States Government or any agensy thereof.
The views and opinions of authors expressed hersin do not necessarily stats or
reflect those of the United States Government or any agency thereo!,



Global Nuclear Material Monitoring
with NDA and C/S Data
through Integrated Facility Monitoring*

J. A, Howell, H, O. Menlove, P. Argo, C. Goulding,
8. Klosterbuer, and J. Halbig
Los Alumos National Luboratory
Los Alamos, New Mexico USA

ABSTRACT

The initiative described in this papor focuses on a
fleaible, integrated domonstration of a menitoring
approuch  for  auclear  materlal  monitoring,  This
approach will include aspects of item signature identitl-
vation, perimeter pottal monitoring, advanced data anal.
ysis, und communication ug a part of an unattended con-
tinuous monitoring system lo an operating nuclear facil-
ity. Advanced analysis is applicd to the integrated nons
destiuctive assay (NDA) and contalnment and survoll-
tunce (C/8) duta that awe synchronlzed in ime, The ond
resuft will be the foundation fur a cost-effective moni.
toting system that could provide the necessary tcanspar-
ety oved in areas that are donled to foreign nationals of
both the US and Russia should these processes and
materinds come under fullsscope safeguurds or bilatecal
agreotnents, Monitoring systems of this kind have the
patential o provide  wdditional  bonetits  Including
improved nulear facility seourity and yafeguards and
lower personnel radiation exposures,

INTRODUCTION

The amount, complexity, and throughput of
nuclear materials 15 lacreasing at nuclear facilities
worldwide, Continuous unattended surveillance and
radiation monitoring systems can significantly ceduce
the taspector and guard time In the facilities. However,
Lontinuous systoma prodece large databusen thag can
require lurge umounts of inspector and aperator time (ur
treview and analysis, With complex and diverse duta, it iy
difficult and time consuning for safegumds lnypectns
s examine whl of the data {or consistency und o {ind
stieppihiey thit coult be cauwsd by diversion of nueleas
Hunerinls

“lechnolony hmm on pattetn recognition soltware
has bheon dcvemmd 1o automate the vaview and analysis
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1 wink mm‘_iuwd by Tabermtory Direcisd Resemich
aned Dovelogunent ¢ DRD) tunds,

of safeguards databasns, When normal tronds and pat.
terns In the data can be characterized, such anomalies
reveal themselves, Software that can recognize putterns
through neural actworks cun be an efficient aid o
inspectors., The software can analyze all the data and
identity anomalies for more thorough review by the
Inspector or facility vperator,

To officlently analyze all of the Jata, it I8 necessary
to intograte divorse sonsors including C/8 systoms, nxdi-
atlon, porsonnel, and mechanical data into & synchro-
nized database for tho computenalded analysis, ‘The
goal of our Integruted Facllity Monltoring Inltlatlve is to
develop the architecturo and technolugy required to
mako this integration possible, We have made signiticat
mnnlmring ndvances with simart radlatlon sonsors that
filtor* and bufter data prior 10 transmission on the net.
work, porsonnul sonsors that identify legitimate handlery
of nuclear materlal, Local Operating Notwaork (1, ONy?
natwork nodes that authonticate and tansmit the data,
dighal vidoo images that can be transformed into tw
times domaln (the Video 'Time Radiation Analysis Peos
gram (V‘I‘RM’)I“ concept, and softwary 10 collet wind
analyzo the data,

In this paper we desetibe our approwch to nte:
yrated Cacllity mounltoring, including tw wehitectare,
enabling technologles, wnd demonstrution fuciliviey

ARCHITECTURE

An effeotive intograted salogunsds sysiem can e
dewaribed {n termu of xix bankd fanctions® sensor systeis
thist track matorial, sensor systems that teaek people,
Information management systems that manage authion
sation information, measurement systems that pettor
ussny, analysis tools that process the vollected daty, und
softwing thit ties all ot the above functions together intv
ung 1ast and ensy 10 use svstenm. Presently these tuny:
tiong eXist 10 separate torm, 1 s desirable that they e
paplementad 40 that lormation can be passed between



them, enhancing  decision-making  and  safeguards-
assessment capability, In this scction we describe in
moce detail each of these functions and Hlustrate how
they can be combined into one integrated system,

A. Material Tracking Sensors

Radiation sensors play an important role in mont-
toring nuclear materials because of the charactoristic
emussions from the materials, The neuiron and gaunma
cmissions are of most interest because of their high pen-
ctrability, Mlutonium, mixed oxide (MOX), and irradi-
ated reactor fuel have high ratos of neutron aod gamma
emissions and are relatively casy to moniter using radia
tion sensors,

The radintion sensors can be classified ax highe
sensitivity fixed-area radintion monitors (FARMS) that
measure both neutron and gumma rayx without separats
ing the signals. An examplo of this type FARM would
te a large-volume plastie scintilator, Fur upplications
where it is nocessary to distinguish botwaen neutrons
and gammas, one can use *He detectons for neutrons and
i chumbers, Nal, or sulid stute dotectors that provide
gomma-ray spectral information,

The radiation sensors provide counts as a funcon
of time, and the time intérvals can he selected to be
shorter than the time required to significantly change the
matertal boing monitored. For typical applications, the
tima intorvals for data collection are 2«10 8, Continuous
opoeration rosults in large quantitios of data, especially
tor tystoms with multiplo sensors, ‘1t help alleviate this
problam, weo aro doveloping smart sensocs thut tlter data
to preatly reduce data.stornge requiroments, Smast son.
s0rs alro ¢an butter data to facilitate the integration of
muluple sensors under the control of u central colteat
computer,

Tafortation on the stutus and henfth (e, voltnge
tovely, buttery dife, vie.) of the sensor can be provided 1o
the centrl computer for preventive malntenunce wnd
duti evaluation. Camera tiggeey and goickaesponse
wlarins can be provided by theesholds and algorithine in
the st sonsots, Hecsuse the sinatt sensors have lucal
dutisdornge capability, tme synchronlzation with the
ol dntegrated system Iy nedded, Local senxors provide
Hndled data Dackup I cane the network system or the
ventral comnputer talls,

B, Personnel Tracking Sensors

A majur pat of mowtloeing activities in o niclew
fucility whll e snformation on who is maving whete and
when, This infonmation san be usod with the materlal
tacking sy stenn discussed sbove to keep track of who

is moving nuclear material and to establish the patterns
of movement of the facility personnel and material, The
Identification systems will be voupled with motion-
tracking and activity-unalysis systoms (o provide addi:
tional information about the utivities inside protected
aroas such as vaulis,

For tho most part, personael tracking sensors will
bo Identitication systema. ‘These blometric systems will
extond from simple hand/palm readers available now
through sophisticated video face-recognition aystems
presently in the tirst stages of development, ‘The hand
readers demonstrate one aspect of personnel recogni-
tion/verification, where the individual is attempting
access some part of a fucility and must prove hisiher
identity. Other msthods also usetul under these ¢ondi-
tlons ure the various forms of eye scanning (rotina, iris),
Usually implicit 1o this method 18 that the porson bas
identitied himself and can be expected to participate in
the recognition procoss. A far more challenging use of
personneleidentification systems iy to have the systoms
passively log the passage of facility personne!l with no
obatruction to their passage. Sophisticated face. and
spoaker-recognition systems that can do tus ure under
dovelopment but are not presontly uvailable, Active
hadges that radiate information about a person's pres-
once and wentity will probably be used in the cxly
stages of theso systoma, ua it is far casior to verify an
identity than 10 determine it,

Commercinl video mutionsdetadtion systems can
track individuals through the camera mage, identifying
the contlnuity of motion ax a single person, Oroups of
such systems could “hand oft" the peron between
mution detection systems, allowing us to keep n tecurd
of intermediate activittes,

C.  Information Management Systems

The Los Alamos Integrated acility Monltoting
Indtiative is designed around the concept ot obtadning ay
much information about the tunctioning of the nuclew
tucility as possibie, 10 an attempn 10 define ki acveptabie
background pattern of nctvity against which we hope to
detect anomaious tliepui or prolifarant aetivity. The
fesult in that we will luive iimense quantities of dig
from n lueye variety of sonsors, mwd et by ae ngiiee the
datw will be ¢rosscoupled nnd dispurnte Processing tlun
Unte wind wewching for the anomalons movement of
omie ption of the nuclear material will make the o
veehial xeurch for "a needle i a haystack™ appenr sins
ey Wy erefore eattemely Impoitant that we avenge
the diutubasen I an imanner approptiate for the varlous
search englnes that will be il



The databases themselves will include the infor-
mation from both the personnel-activity and material
movement subsystems, as well as standard material con-
trol and accounting systems [o.g., Los Alamos Nuclear
Material Accounting System (LANMAS)], and some
form of authorization database, This last database will
bo designed to contain information on what activitics are
expected to happen in a facility, both generally and spe-
cifically, For example, if a weapons system is to be
moved from starage to a test facility, the date, time, and
method of the expected movement would be inserted
into the datahase and the uctual activity could be com-
pared sgainst that,

D. Measurement

The concept of intograted facility monitoring
should incomorate both intelligent portal monitors and
siganture monitors 0 measure the churacteristics of
material  heing  transported.  Conceptually, personnel
would move theough a portal monitor and  materlal
would move through a signature monitor,

The personnel monitor would identify the individ.
ual us described above, followed by a database sccess to
venify that the actions are atlowed for that individual
{can move sourcos, can move SNM, not allowed access,
¢t In addition 10 the standurd alarms, the monitor
would also alow downloading some data such a back.
ground counts to a central computing systetn 1o allow
“mining" for anomalles,

The slgnature detector would ook for signatures
specilic o particular sources and quantities of apecial
wuchoar mteriad (SNM) (ganuna ray energlos, neutron
source steength cad multiplicity, welght, ete)). The
souree identitication could bo entered by key pad and
the signatute compared (0 the sppropriste record in the
databise, Differences between the datubase record und
moartted signaturas could be recorded for fnther study.
The detector waould wetivate an audible wlurm if the sig-
nnture does st miatch the signature of the declwed ftem
of the parson doeas not have periasion 0 move that
ttem,

K. Analysis

Perhapn e inoat stralghtforward type of anulyaly
iat vai De peefonmed on fucitity data s that of sunma-
ey activity, Fxampley of this type of analysls inulude
dalvuliting

nuttiber of (ual nansfers,
digeetion of trnnalers,
tine of urnvter,

spnted of movenent,

sbre of fuel nud,
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+  consistency of sensors,
* existence of data gaps, or
* table of results and printing a hard copy.

These types of analyses may be performed in real time.

At a higher fcvel of analysis (and usually per
formed off-line) is data understanding and interpreta-
tion, Analysis tochniquos of this type are called on to
provide interpretations, predict trends, and identify
anomalies, Using these techniques, we can thoroughly
analyze large volu.nes of data to provide inspectors with
information that atlows them o focus on anomalies and
duta of interest for effective safeguards. [n a real-time
sctting, they provide immediate feedback (0 potontial
diversion of material ¢ other abnormal activity.,

Specific techalgues Include

neural netwaorks,

expert systems,

clustering algorithms,

decision trees,

visualization tools,

data mining (includes the ahove algorithins as
well as rule discovery, decision trees, and other
methods),

*  genetic programmung, and

*  nearest neighbor.
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A third type of analysis Is seconciliation—compais
son af the sensor record with stated declarations o
activity, together with reconciling or explaining tho difs
ferancen. In an off<dine application this might bo a tool
for the safeguards dnspector to lcate  differeuces
Lstween the wetlvities recorded by the sensors with the
fuvility decluration. Tron weal-thme application, it could
be w compurison of a dutabmse weeord with gecess o
assuy informution with sensor remdings (padm weadet wnd
srinture doteviun),

K. System

The system softwurs uand hardware that tiex
together all of the components deacribed above connisty
of the foilowing pans;

network,

contral database,
alarn system, amd
user Inlertade,

The netwuork st (rovide suppont fon quthenticas
Hon, thie sy nehontzation, connectivity (o u wide vatis
ety uf sensors and muttiple databases, atdd suppont Lot
remute aucess and teansiiseion, T ot abs suppait
etherniet, REAY, and other cotmen comtiication
protocols,



The centrrd database is where all status inforna-
tion is stored, It must support rapid retrieval, playback,
and archiving, The alacm system provides notification of
problems in the monitoring system, Tt must support
acknowledgment of ularms, resolution, and integration
with analysis tools.

The user interface must allow datn display, hard
copy, remote access, and system start-up and termina-
tion. It must also allow access 1o other software tools
including simulation.

A simple diagram showing an example layout of
the basic software system functions is shown in Fig, 1.
The monitor function continuously acquires data from
sensors. ' Jhe data collection software stores and sorts the
datn, Real-Time Analysis performs simpls analyses such
as calculating summary information and comparing sen-
sor output with authorization information, Review pro-
vides the visualization capability. Analysis is u higher
level of off-line computation such as pattern recognition,

ENABLING TECHNOLOGIES

Sevoral technologles have been idontified that are
required for the full development of an integrated facil
Ity monitoring system of the future. Stine of thoso that
presently oxist are as follows:

intertace building,

plotting and visualization tools,
authentication,

pattern recognition,

radlayon sensors,

portal monitars,

dightal video, and

facility simutation.
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The following 18 a parcial Hist of technologles tiu
need to be developed:

»  anomaly detection for particular safeguards
upplications;
o integrution of databases with analysis, wlarm

systems, and displays;
smart SeNIOTK;
datu-mining tools;
reconciliation tools; and
data simulation,

The identification cf these technologies is impor-
tant because it directs us to arcas wheie research and
development funds should be focused,

DEMONSTRATION FACILITIES

Integrated facility monitoring concepts have been
tested tor the past two years at Los Alamos. These proto-
type systems have provided valuable input to systems
that are currently being installed. In this section we
describe these systoms.

V1T'RAP-Prototype

‘Io develop and ovaluate fucility monitoring and
analysis concopts, we have cstablished a testbed in a
controlled radiation laboratory at Los Alamos Nuational
Laboratory, The equipment includes ¢ nucloar material
vault, a radioactive source shicld, two neutron-stab
totals detectors, a neutron coincidence detector (HLNC-
1. und a digital video camera.

Wa have developed and tested transformation
ulgorithims? for VTRAP data that integrate temporal hets
vrogeneouy duta into u conyistent homogeneous data set
for neural network snulysis, ‘Transformation algorithms
have been applied to twosdimensionad digital video
images (movement) und radiation signals (nuclear mate.
vialy to provide time-based data for automated analysia
of movement of persunnel and nuclear matenaly,

A,

5. Los Alamos Criticnl Assemblics

Facllity

A completo integrated facithy monltoring progeam
will requite a tosthed facility where vaddous st sens
sotn, xonsr networking schoines, and analysis/processs
ing systems can be guickly and easlly tested, We e

‘ Monftor 1““{ Collect Jm{ RT Analvsils

l Review

PO

t L, Analyady 1 Measurement }
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implementing such a testbed at an operational Category
1 facility, the Los Alamwos Critical Assemblies Facility,
with plans of moving later to the Plutonium Facility
after initial testing.

The monitoring system for the Critical Assemblios
Facility will consist of (at the end of FY96)

+ twa portal monitors (old style),

three badge/palm readers,

three bar-code readers,

single VTRAP system,

Sentine! Video Motioa Detection System,
LANMAS system,

simplistic authorizatlon system, and
facility-activity data-collection system.

»
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An updated testbed systom intended for general
use by the DOE Laboratory Complex will require addi-
tional hardware and software tools, such as

+  LONwaorks net,
«  integrated database, and
»  analysis tools/user interfuge.

In addition, the enhanced testbed facitity will need
additional systems to help describe the activities under-
taken in the Critical Assemblies Facility. We believe that
at 2 minimum these should include

¢ Authenticated ltem Monitoring System
(AIMS) - the Sandia Nutional Laboratory
{SNL) systom {or monitoring tem muvement,
door openings, ete.;

¢ Authenticated Tracking and Monitoring Sys-
tein CATMS) - the SNL syatem for reparting the
position of the monitored vohicle:

o {wo additional VTRAD systoms;

s prototype activity-analysis systeny; and

s additional portal monitors (old stylo and
cnlianed),

Additional persunne! recognition systems will be
required 1o deteet and identify activity throughowt the
monitored part of the facility, ‘These will include more
hadge/paim rewders. We would like w install an active
hadkgie Ayniem, which would ba used in conjunction with
W prototype fuvesrecognition xystem being developed at
Tox Alwoos, Other personnelsidentfication  sysietns,
stch us wn drissseun system, should also be included 1
the revognitinn vysten vuite,

(' Kuzukhstun BM-350 Reuctor Monitor

An unattended monltoring system 1y belng devel.
o] foe the BN-350 fust breedut teavtor in Kuzakhstan,
The putpose of the monitoring system 18 o verlty the

mavement of spent reactor and blanket fuel ussemblies
without requiring  the presence  of  international
inspeators,

Radiation sensars, including high-sensitivity plas-
tic seintillator FARM detectors, are being used together
with 3He, fission counters, and fon chambers tor specific
neutron and gamma-ray discrimination, Prototype sen
sofs were installed in March 1996, and a more integrated
monitoring system will be tested in July 1996,

D. DUPIC Radiation Monitoring

The Korean Atomic Energy Rosvarch Institute
(KALRD is developing a process to make use of the
energy potential in plutonium from spent fuel without
the necessity of reprocessing. This  proliferstion-
resistant fuel cycle is called the direct uso of spont pres-
surized water reactor (PWR) fuel in CANDU (DUPICY
and is illustrated In Fig, 2. The plutonium in the spant
PWR fuel is protected by the “spent {uel standards™ dhiat
are being proposed for the disposition of weapons-arigin
plutonium,

The DUPIC fuel is refabricated from PWR fuct
directly into CANDU tuel bundles in heavily shiglded
hot colls,

We are evaluating the VTRAR methnd! 10 muonitor
tho DUPIC process. The highly radivmctive spent fuel in
the DUPIC cycle provides an excellont tadintion sigou.
ture that can be integrated with video data aler the
video lmage hus been reduced 10 the pixel difference
metric and merged into the radiationsensor datubase.

Neutron senzory and camerns are positioned near
the hot cell portale to give a continuous record of all
auclenr material movement Into or out of the DUPIC
refabrinction hor celly, The activity Inside the process
cell is comtinuously monltored by the DUPIC tuel
hutetle counter that ulso provides NDA accountaney
mensurements, The integrated NDA and video system
pives 1 contintous record of all actdvity that involves
tudioactive material in the process cells,

B JOYO und MONJU Rudlatlon
Monltoring

Ruliation monltoeing s parforimed at the JOYO
atd MONIU prototype fast eeder teactors in Japan
The MOMIU reactor is shown in Pig, 3 Radlation sen
aots st located at the fesh-tuel input, the eactor Qore,
and the underwater xpont tusl storage. The tudiation aen

=ty duclude don chatnbers und Nal detectors toe gamma
payn and e tubey for neutran detection,
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Fig. 2. The diagram illustrates the fuel flow in the DUPIC process from the PWR spent fuel assemblies, through
the mechanical refabrication procery, to the CANDU fuel bundles containing the highly radivactive fuel

»

Fig. 3 MONJU Prototype Fast lveeder.



The radiation sensors are operated in the continu-
ous mode with data collection intervals of a fow sec-
onds. Thus, large quantities of data are collected and
stored between monthly inspection visits. The quantity
of data is greatly reduced by data-filter algorithms that
have been developed® for the radiation sensors to com-
pact the data during background intervals when nuclear
material is not moving. Also, data-review software has
been written to assist in the evaluation of large quanti-
ties of data. New software is being developed to auto-
mate the dat svaluation and reporting,

CONCLUSIONS

Integration of safeguards functions iato an eifoe-
live system requires careful consideration. The uadi-
tional approach to safeguards systems requires too much
human {nteraction and radiation exposure, Our upproach
to integration combines sensor data, authorization infor-
mation, and assay together with higher level analysis,
which strengthens the overall elfectiveness of nuclesr
safeguards and increases transparency beyond current
IAEA sufeguards requirements  while considering
ALARA requirements.
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