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(U) DEPARTMENT OF STA1~"CLASSIFrCATrO"ftafJIDE (DSCQ) 
A GUIDE FOR THE CLASSIFICATIONOFDOCUMENTS 

UNDER EXECUTIVE ORDER 12958 

(U) I. INTRODUCTION AND BACKGROUND 

(U) A. Name and Citation 

(U) This Guide is entitled Department of State Classification Guide, 2005, 
Edition 1. It is abbreviated DSCG 05-01. The abbreviated title shall be used when citing 
the Guide in classification actions. The title shall remain unchanged until changes are 
made to the .Guide itself. When changes to the Guide are made, they shall be indicated in 
tIfe title by the year in which they ate made and the number of the change for iliat year. 
For instance, the first change to this Guide in 2005 would change the abbreviated title to 
DSCG 05-02. The second change in 2005 would result in DSCG 05-03. 

(U) B. Purpose and Scope 

(U) This Classification Guide is for the use of State Department employees in 
classifying information under the terms of Executive Order 12958 on National Security 
Information in documents they create or control. It constitutes the classification authority 
to be cited by persons without' original classification authority (OCA) and should be used 
also by persons with OCA when the Guide properly describes and characterizes the 
information to be classified. Documents that are classified using this Guide are 
derivatively classified under its authority. This Guide does not affect the authority and 
procedures for classifying derivatively from other documents. While this Guide provides 
the authority for the protection of national security information, it does not replace sound 
judgment by classifiers as to the need for, level, and duration of classification. Persons 
approving documents dratted by subordinates who have used this guide to classify 

. information should assume responsibility-for assuring that it has been done properly. For 
purposes of contractor compliance with national-level safeguarding 'directives, this Guide 
is a compliance document for State Department contractors. 

(U) This Guide aims particularly at the type of information most often classified 
at foreign service posts abroad and in Department of State domestic offices. While. this 
Guide is specific as to c;ategories of information that may be classified under its authority, 
the dynamic nature of foreign affairs requires that the described categories be sufficiently 
genel'al to encompass most situations requiring the protection of information. There may, 
nonetheless, be information not covered by this guide that requires classification 
protection. In tho~e cases, the classifier must seek the authority of an OCA to accomplish 
the necessary classificati()-iJ1 fi~tiO'n. ~. ~ ~ ~ 3 • • •• .). " Jl, • ...' 
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(U) Supplement,!I-9l!i.oon::e. !3ure.au.s ¥at} ~@lc~~.<m~ epool!r.a;;ed to 
supplement this Guide ~ittI actdit1o\1aI guiti~%lce~ .cla~~fte(l 'br 1}n'IassW~d, tailored to 
their specific requirements ana-geogniphicat or tunchOliatresponsioiliiies, and/or 

- covering aspects of E.O. 12958, as amended, or the IS00 Implementing Directive not 
covered in this Guide. All such supplemental guidance must be cleared with the Office 
of 1nfonnation Programs and Services (AJRPSIIPS), which has overall responsibility for 
classification guides within the Department. AJRPSIIPS will review such guid~s to 
ensure that they are consistent with this Guide and will coordinate, as appropriate, with 
other concerned bureaus or agencies and, as required, obtain the clearance of the 
Infonnation Security Oversight Office (1S00), which has government-wide 
responsibility for implementation ofE.O. 12958 and has reviewed this guide. Nothing in 
this Guide is intended to preclude elaboration ofE.O. 12958 and the IS00 Implementing 
Directive as they apply to the specific requirements and responsibilities of individual 
bureaus in the Department. Guides in effect at the time of issuance of this Guide remain 
in effect without amendment .. Copies of all such existing guides should be sent to 
AfRPSIIPS for purposes of establishing and maintaining a central record. 

(U) c. Classification Levels 

(D).Section 1.2(a) ofE.O. 12958 defines the three levels at which information may be 
classified, as follows: 

(1) "Top Secret" shall be applied to information, the unauthorized disclosure of 
which reasonably could be expeded to cause exceptionally grave damage to the 
national security that the original classification authority is able to identify or 
describe. 
(2) "Secret" shall be applied to information, the unauthorized disclosure ofwhich 

reasonably could be expected to cause serious damage to the national security 
that the original classification authdrity is able to identify or describe. 
(3) "Confidential" shall be applied to information, the unauthorized disclosure of 
which reasonably could be expected to cause damage to the national security that 
the original classification authority is able to identify or describe. 

(U) D. Damage to National Security 

(U) The definition of "Damage" is contained in Section b.1G) ofE.O 12958 and is quoted 
below. Note that the language specifically equates harm to the foreign relations of the 
U.S. with damage to the national security: 

"Damage to the national security" means harm to the national defense or foreign 
relations of the United States from the unauthorized disclosure of information, 
taking into consideratioll such aspects of the information as the sensitivity, value, 
utility, and prove.nallfill of that fnfonnati£Jn.. > ~ '" ~ ~ ~ J • • • 
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(U) E.O. 12958,SectiQ~ l.JeaJ, proQ.ibit~J:he.Gl~sY~<;afiioihGf.i~fonnation in order 
• •• ••• ••• • •• •• •• • • ea • • •• • • ••• ••• $. 
• a _ ••• e33 s •• ~ •• •• 

1) conceal viola'tlon~ b~ la\v, frieffiderlcy, or adininistfative error; 
2) prevent embarrassment to a person, organization or agency; 
3). restrain competition; or 
4) prevent or delay the release of infonnation that does not require protection in 

the interest of the national security . 

. (U) Section 1.7(b) states that "Basic scientific research infonnation not clearly 
related to the national security shall not be classified." 

(D) Section 1.7ec) specifies that information thathas been released to the public 
under proper authority may not be reclassified except unqer the personal direction of the 
agency head or deputy agency head (i.e., the Secretary or Deputy Secretary) and then 
only when it-may be reasonably recovered. 

(U) Section 1.7(d) specifies that information may not be classified or reclassified 
after it has been requested either under the Freedom of Infonnation Act, Privacy Act, or 
the mandatory review provisions ofE.O. 12958 except with the personal participation or 
under the direction of the Secretary, Deputy Secretary or Under Secretary for 
Management (M). This procedure appears to have been intended to assure the public that 
classification procedures will not be abused to withhold infonnation from the public' that 
does not truly merit Classification protection. ·M has directed by Notice published in the 
Federal Register that the authority to take such action be exercised by the Deputy 
Assistant Secretary for Records Management and Publishing Services (A/RPS). Where 
classification in these circumstances is required, holders must contact the Office of 
Infonnation Programs and Services (AlRPSIIPS) to arrange for classification action~ 

(U) F. Unclassified Protected Information 

(D) This Guide concerns only classification of information under E.O. 12958. It 
does not address how to deal with information that does not meet the criteria for 
classification on national security or foreign affairs grounds but which may require 
protection for other reasons. Such information may include, for example, personnel and 
other privacy protected information, trade secrets and confidential commercial 
information, deliberative process,. attorney work-product and attorney-client information 
and law enforcement information. Additional categories of such information include 
critical infrastructure or sensitive homeland security information that is sensitive for 
security or anti-terrorism reasons. All such infonnation should be treated as Sensitive 
But Unclassified (SBU) and, when prudent, marked as SBD. Most important, persons 
handling such infonnation must be aware that SBU is not a security classification and 
does not protect national security information from unauthorized disclosure. In the case 
of certain unclassified n~~leN jnf0ITl1a1;jon,,~ontrpllecj lplcjer the AtOJ.Ili~ Energy Act, 
additiol1al markings wiJ!l tle m~uireG1.: ! ~ ~ ~ ~ ! "!. = ~: ,,:! ~ 
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(U) G. Classification Dp~ Nm Depgnd Qa"th.e Medium: ... : :." :. ~ . ... . . ".. . . . ... ... .. 
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(D) Classifiers need constantly to bear in mind that if the infonnation is classified 
it needs protection regardless of the medium in which it is contained. In addition to 
telegrams and e-mailsforexample.this would include action or infonnation memoranda, 
including legal memoranda of opinion, biographic reports, position papers, think-pieces 
by participants in diplomatic activity, intelligence analY$es or unpublished studies by 
government or outside experts working for the government (e.g. on boundary, water
rights or refugee issues). If classified information is put on a disk, the disk needs" to be 
marked appropri?-tely. It is important that a draft be marked at least with the highest 
classification of the information it contains, even if other required markings are not added 
until the document is circulated. 

(U) Use of a secure system such as CLASSNET to transmit e-mails or other 
information, does not provide protection after receipt. If the information is classified, it 
must be marked as such before being transmitted. If the information is unclassified but 
otherwise protectable under law, this should also be indicated by marking the material 
SBU and with additional captions as appropriate. Failure to apply appropriate markings 
before translpission risks compromise or unauthorized release. 

(U) H. Marking and Procedural Requirements 

(U) E.O. 12958, Section 1.6, requires that documents be properly marked at the 
time of classification with (1) the classification" level (Confidential, Secret or Top Secret); 
(2) the identity, by name and position, of the OCA; (3) office of document origin if not 
otherwise evident from the OCA title; (4) reason for classification; and (5) 
declassification instructions (i.e., a date or event for declassification.) The creator of a 
document shall mark each portion to indicate the classification level. When a document 
is marked with a classification level (e.g., CONFIDENTIAL) but lacks other necessary 
markings, it shall be considered as classified at that level and the missing markings added 
as soon as possible. If identical classified information is contained in both marked and 
unmarked documents, the unmarked document shall be consid~red tq be classified at the 
level and duration of the marked document and marked appropriately as soon as possible. 

(U) For persons using this guide as classification authority, the citation of this 
guide will take the place of the name and position of the OCA. The authority shou,ld be 
listed as bepartment of State Classification Guide as abbreviated "DSCG" plus year and 
edition indicators. This should be followed by the paragraph letter or letters from Part III 
ofthis Guide describing the reason(s) for classification; this will constitute the reason for 
classification. The paragraph letters all correspond to the subsections of Section J.4. of 
E.O. 12958. le., A corre£ponds to 1.4(a), military plans, weapons systems, or 
operations; B corresponds to 1.4(b), foreign government information; D corresponds 
t01.4(d), foreign relatiou Otr<>(lctiviti€s;l etG.~ "D~da&Si$y :on'; sh.ould Q~ followed by an 

. '~.J3 '.2~" Ii ....... :;j~ .. lP'JJ 

event or a date 25 year!> elr Ie~ )l"orb:dlite 'Of otigil}. :(Th~r~ i~ a gipg~e:important 
exception to the 25 year~linllt"descnbeCI "Mlow'"under Duration.r ~ i)" 
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(U) Examples. .... " " .. .... .. ... •••• •• .. .... ..' 
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(D) The marking on {fie first page ofea Ciocument classitied un$d'er authority of this 
guide because it contains foreign government information being classified for twenty 
years from January 5, 2005 would read: 

Derived from: DSCG 05-1, B 
Declassify on: 01/05120025 

(U) A document classified because of foreign relations and economic matters 
relating to national security for a duration of 25 years from OliOS/OS: 

Derived from: DSCG 05-1, D,E 
Declassify on: 0110512030 

(D) More detailed marking instructions, as well as other reference materials 
relating to classification and th~ FOIA, are available on the Department's ClassNet 
website. Go to the Department's Iiomepage (http://intranet.state.sgQv.gov),click on 
FOIA at the top, which will bring up the InfoAccess page, and click on "Classifying 
Iriformation" in the box to the left. (Similar information is available through the intranet 
and Internet.) 

(U) I. Duration of Classification 

, CD) 1. Classifying Up to 25 Years At Origin. The criteria governing the duration 
of classification at the time information is originally classified have been simplified in 
Section 1.5 of the March 2003 amendment to E.O. 12958. There is no longer a separate 
set of criteria for classifying information for more than 10 and up to 25 years (the old 
Section '1.6). The categories of Section 1.4 may be used to classify information up to 25 
years at the time of first classification. There is still, however, a bias in favor of a date or 
event not greater than 10 years. Section l.5(d) reads in pertinent part: 

If the original classification authority cannot detennine an earlier specific date or 
event for declassification, infonnation shall be marked for declassification 10 
years from the date of the original decision, unless the original classification 
authority otherwise detennines that the sensitivity of the information' requires that 
it shall be marked for classification for up to 25 years from the date of the 
original decision . .... 

(U) 2. Using an Event. It is sometimes possible and useful to designate an event 
fpr automatic declassification. This should only be done, however, when the event is 
rea~onably definite and foreseeable. The event cannot be more than 25 years away. 
Examples where an event might usefully be used could include: 

-- Upon signing of the treaty. 
-- After the sprin.g 2DJl6 NAl'O.Mj~1list($J;ial. ~:>u ~ <»u ., 

-- After the Secfeiarylf s~h@4u~d' ~ar@~ 1(j~5 p~es:er1tati~ ~t lhe UNSC. 
-- When the minute~ bf the~lrleetifi~ hii~e been approved htld ptIblished. 
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(U) At the time ~f:O~gin<ll ~lctssifit.ahoJ1 ~n fndMih1te t>r:I!yp~tltetical event should . ..~ ... . eo..... .. .. c..... . 
not be used for declassIfIcation. Examples of such incorrect usage would mclude: 

-- When the issue is no longer sensitive. 
-- When any party to the talks divulges their content. 
-- When.countries X and Y improve relations. 

(U) 3. Picking a Date. While a significant amount of State Department 
information will be adequately protected by assigning a classification duration of ten 
years or less, that duration of classification could,. be grossly inadequate for many classes 
of information. This latter is particularly true for information derived from foreign 
governments and confidential sources and, as discussed below under several individual 
categories, it applies to other types of information as well. Often there are multiple 
considerations in determining the duration of classification. While the information 
provided by a source may be of lessened sensitivity in ten years, the fact that the source 
provided the information could be sensitive for as long as the source lives. Similarly, the 
signing of an agreement generally means that much of the related information loses its 
sensitivity, but a negotiating history of the agreement describing the diplomatic details 
and discussions could well remain sensitive for many years. It is therefore incumbent 
upon the user of this guide, as for OCAs, carefully to consider each duration decision. 

(U) 4. Not More Than 25 Years. The categories of information described in this 
Guide may be classified for up to 25 years -- which experience has shown to be a period 
more than adequate to protect the vast majority of classified information. B.O. 12958 
does not authorize original classification beyond 25 years except to protect confidential 
human sources or human intelligence sources. Because of the generally great sensitivity 
of these latter kinds of information, and the possibly fatal consequenc~s of unauthorized 
release, the Information Security Oversight Office (ISOO) has authorized documents 
containing such information to be marked as exempt from automatic declassification at 
the time of creation. This will be indicated by use of "25Xl-human" on the declassify on 
line. 

(U) Some information other than human-source-derived will also require 
classification protection for a period longer than 25 years from date of origin. This 
extension of classification protection will normally take place as a result of the systematic· 
review conducted pursuant to Section 3.4 ofE.O. 12958. This review is generally 
conducted as the 25-year declassification deadline nears, in sufficient time to ensure that 
still-sensitive information does not become automatically declassified. The categories of 
information that may be exempted from automatic declassification at 25 years are 
enumerated in Section 3.3(b) ofE.O.12958. That section of the Order is reproduced in 
Part IV at the end of thi~ Guide. 

(U) 5. Cite All Cat~g')lies Tl1at Aooly~ ~A.s wilJ.lJe <ividE',llt in the descriptions of 
classification categori~s;n S~C~OIl" trI:of t!}is qu~~, mq1t{pl~ ca~io~es of Section 1.4 .of 
E.O. 12958 may apply to asingle~ClodlJ:ll~nCForinstarfce,"infbtfnal1~n passed by a 
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foreign government in t~~ .cQ\t~e.d:& n~goti1:!tio~~-rG~c!n ::tg;r~~m.el}t t)n:e~change of 
specific ~cientific infomiC}1!io~: to bt-uie.<1 i~.~rqt~~ti~~ f~cilitiei ~'linft international 
terrorism could be protected under three, and possibly four, categories, i:e. 1.4(b), 1.4( d), 
1.4(e)and possibly 1.4(g). All that are applicable should be cited. This will help ensure 
the level and type of protection required, as well as help detennine disposition in the. 
event of a request for declassification and release of the information. Ultimately, it could 
help defend continued classification if there is a challenge in court. 

(U) II. ORGANIZATION AND USE OF THE GUIDE 

(U) The categories of information that may be classified are enumerated in 
Sections 1.4(a) through (h) of Executive Order 12958. This section ofthe E.O. is 
reproduced in its entirety at the beginning of Part III of this Guide. Users should become 
familiar with it. The remainder of Part III of this Guide is a discussion of the application 
of these classification categories to information in documents created by Department of 
State personnel. The subject headings in Part III follow the order of the categories in 
E.O. 12958 and are followed by the applicable E.O. 12958 categories in brackets, e.g., 

. "Foreign Government Information [1.4(b)]". A large majority of State Department 
documents are classified underE.O. 12958 Sections 1.4(b) (foreign government 
information) and 1A(d) (foreign relations)~ These categories are discussed in 
considerable detail in Sections III B and III D respectively. Most other categories of 
classified information in State-created documents will generally have been originally 
classified by another agency of the federal government, e.g., military plans by DOD or 
the military services, intelligence by CIA or other intelligence agency, etc. This is 
particularly true for INR, which produces many all-source documents drawing on 
material from other agencies. In,these cases, the information is to be given a derivative 
classification in the State document. In consequence, the discussion of the classification 
of categories of information usually classified derivatively is shorter in this Guide. 
Bureaus and offices in the Department that create derivatively classified information in 
such categories may supplement this guide with their own guide. 

(U) Each classification category is described generically, usually followed by 
illustrative examples. In order to give this guide general applicability and to keep it 
largely unclassified, the examples are not always specific, nor are they intended to be 
comprehensive. An effort to include in this Guide every possible contingency would 
produce an unmanageably cumbersome product that could not serve its purpose and 
WOUld, moreover, have an unacceptably short shelf life. To repeat a point made earlier, 
and which is essential to the use of this Guide, it is not intended and cannot substitute for 
the knowledge, experience and judgment of the classifier (whether an individual using 
this Guide or an OCA). By way of example, Section III D authorizes classifying 
reporting of negative material about a country's royal family, if release of the information 
would harm relations with that country. But clearly, the citizens of some European 
countries, for instance~ htJ.ve> ~ llluch:IllO~& 'fe~a>xe<i "attitl!<;ie, t:O;VIlli~S !k~ir royals than do 
the citizens of certain .l.t\.stan()GOl~ntt'i~s.~ W'here'M1~ fbrm~r nuight'l~e:urlfazed, the latter 

~~ ~~) ~ ~~~ ~ ~~ ~~ ~ ~ ~ 3~3 ~~ 
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could be offended; critic.lilm coold.evtin be ~ crime UlIllrn-- hGJ£t ~olllltrJl Jaw. The classifier 
• a •• a -.. ••• • ... •• •• • 
18 expected to apprecIate: t~e~e kitJ.~ c:f cUlwal 'tLiffa:~n~~"an~ ttl·t~ them mto account. 

az ••• • ••• ~ ••• •• •• a ~ •• $3 

(U) When the creator of a document who does not have original classification . 
authority believes that State Department information not described in this Guide requires 
classification protection, he/she should obtain the authority of an OCA to classify it. 

IlIA 
IlIB 
IlIC 
IlID 
IDE 
IlIF 
IIIG 
IIIH 

(U) Order of Discussion of Classification Categories 

E.O. Section Page 

Military Plans, Weapons Systems or Operations 
Foreign Government Information 
Intelligence Activities, Sources, Methods, Cryptology 
Foreign Relations and Confidential Human Sources. 
Scientific, Technological or Economic Matters 
Safeguarding Nuclear Materials or Facilities 
Vulnerabilities of Systems, Installations and Plans 
Weapons of Mass Destruction 

1.4(a) 
1.4(b) 
1.4(c) 
1A(d) 
1A(e) 
1A(f) 
1.4(g) 
1.4(h) 

(U) III. CLASSIFICATION CATEGORIES 

(U) Section.lA. Classification Categories. 
Information shall not be considered for classification unless it concerns: 
(a) military plans, weapons systems, or operations; 
(b) foreign government information; 

8 
9 
12 
13 
20 
21 
22 
23 

(c) intelligence activities (including special activities), intelligence sources or 
methods, or cryptology; 
(d) foreign relations or foreign activities of the United States, including 
confidential sources; 
(e) scientific, technological, or economic matters relating to the national security, 
which includes defense against transnationa1 terrorism; 
(f) United States Government programs for safeguarding nuclear materials or 
facilities; 
(g) vulnerabilities or capabilities of systems, installations, infrastructures, 
projects, plans, or protection services relating to the national security, which 
includes defense against transnational terrorism; or 
(h) weapons of mass destruction. 

CU) A. MILITARY PLANS, WEAPONS SYSTEMS, OR OPERATIONS. [1.4(a)] 

(D) Information in this category might include: military plans for operations or 
contingencies, scientific"OJ ~:g..vlleeriJ1g.an~ys~~ OJ qes .. cJiptipns"Qf UrA. weapons 

akn . ~ 1-."~ ~ JI T'~S' j}.{;" ~".! '>r1'S" ~ Aal' d ·1· systems; we esses m~tl,)'V clilrreont u. a uG'ilenSe p~s~ure;"u. ~ natiou .an llli ltary 
~ J 3 J ~ ~ ~ ~ ~. J. ~ ) a , 

command, control and C<31mnunitati'(Jn~ sy~teIl1~, al1d nudeat weapon"l>elease authority 
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and agreements; and an\,9t)th~li1inf@nn!ltion iikeli.lilto we<ik~l!"UtS~\,se&llons systems. With 
J. •• ••• • Q.~. .. .. SL. 

their extensive involve~rlt MvatiQ,u~nat!L\1fal ~d i'hte:n:ltton~lnrili~ organizations 
and operations, State Dep8rtment offictais "create mimerou8 documents· containing 
classified infonnation relating to lJ!ilitary plans, weapons systems or operations. 
Virtually by definition, however, classified infonnation in,this category is likely to have 
originated at DOD or one of the armed services. When this is the case, the document 
should be classified derivatively based on the original classification reason, level and_ 
duration. When a State Department official creates information that has not previously 
been classified, as for instance, a proposal for military response to a particular threat or 
action, or an analysis of foreign reaction to u.s. military action, the information should 
be classified SECRET (though CONFIDENTIAL may in some circumstances be 
adequate) for at least ten and possibly as long as 25 years. If there is question as to the 
need for, level or duration of classification, classification action should be taken by an 
OCA familiar with the subject matter. 

(U) B. FOREIGN GOVERNMENT INFORMATION. [1.4(b)] 

(U) Foreign Government Information (FGI) is defined in Section 6.l(r) of EO. 
12958 as: 

(l) information provided to the United States Government by a foreign 
government or governments, an international organization of governments, or 
any element thereof with the expectation that the information, the SOlf-rce of the 
information, or both, are to be held in confidence; 
(2) information produced by the United States pursuant to or as a result of a joint 
arrangement with a foreign government or governments, or an international 
organization of governments, or any element thereof' requiring that the 
information, the arrangement, or both, are to be held in confidence; or 
(3) information received and treated as "foreign government information" under 
the terms of a predecessor order. 

(U).Background. In the 2003 a.rnendment to E.O. 12958 the following language 
was added to the order: "l.l(c) The unauthorized disclosure offoreign government 
information is presumed to cause damage to the national security. " 

(U) Virtually identical language had been in the predecessor executive order (E.O. 
12356) but was dropped when E.O. 12958 was first issued in 1995. Because the inherent 
sensitivity of FGI and the negative impact of its unauthorized release is not always clear 
from the substanc~ of the infonnation, restoration of this language was considered 
necessary in order to: a) ensure that classifiers gave proper attention to the possible 
sensitivity of FGI; and b) to defend against legal challenges to classification of FGr. It 
has not been State Department practice to classify and' withhold FGI in t~e absen,ce of 
identifiable harm to the national interest. Therefore, the major practical effect of this 
change, as far as the Stat~ :O~partmtlnt.is c;QnCfstIlfsd,. w)H be .. to ~trpngt:pen the 
government's position:wlIen~Jrd'en~n~ tn® withh@tding ~f~F<:JI in!cGmh. *. J ~ ~ q 3 ~ ~. ~ ~ ~ ) J ) 

~~ ~~I J J~~ J ~3 ~J ~ ~ ~ ~~~ ~J 
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(U) 2. General. :Ail! .!:~cu.:sed :above,! o~seNillg rn~ "coJifmeiitiality of the ~4fw ~ • • ~ s • a ••• a ••• 

exchange of infonnation:\>;t\fl££ns gbvJ;nlcl~~ts. ~ a.bltsi~ ~quj~i1l; {OJ: tl,e successful 
conduct of diplomacy; trust in the discretion of the other side is often essential to 
successful negotiations and discussiQns. The expectation of confidentiality applies 
equally to exchanges .between adversaries and friends. Actions that undermine this trust 
carry costs which must be weighed. Additionally, foreign governments are the frequent 
sources of infonnation vital to the formulation and execution of u.s. foreign policies. 
The continued access to this information will generally depend upon our willingness to 
protect such infonnation and the foreign government as the source. The same may be 
true of certain exchanges with officials of international organizations and other 
confidential international organization material. 

(D) Generally the foreign-derived information will itself be sensitive and the need 
for dassification will be clear based upon its substance. This will not always be the case, 
however, so the classifier must calculate the likely reaction of the source to disclosure 
even if the infonnation is not by itself sensitive, and weigh the effect of that reaction on 
U.S. foreign policy and foreign relations, including the willingness of the government or 
official to share infonnati,on in the future. Some governments are more pr~tective of 
their information than are others - including even the fact that they have provided 
information to the U.S. at all. Some governments insist that their infonnation.be 
protected for a set period of time, such as 25 years. In deciding whether to classify, the 
classifier may conclude that a predictable negative reaction of the originating country to 
release of its information is of sufficient magnitude to justify classification evenin the 
absence of self-evident sensitivity of the information itself. 

(U) If a foreign government or international organization of governments has 
itself classified the document at a level which corresponds to the U.S. classification 
"Confidential" or above, the document should be considered properly classified and 
given protection at least equivalent to the comparable U.S. classification. A U.S. 
classification may be assigned, but there is no need to do so if the responsible ?-gency 
determines that the foreign government markings are adequate to meet the purpose served 
by U.S. classification markings. [Section 1. 6 (e)] 

(D) Not classifying FGI is not equivalent to approving public release. Certain 
types of information exchanged with foreign governments (e.g. dealing with protocol, 
administrative and consular matters) are not normally classified by either government, 
though both parties may regard them as non-public communications. On the American 
side, considerations such as storage requirements and the need for host and third country 
U.S. Government employees to have access are likely to be factored into the decision 
whether to classify. The fact that FOI is not classified at time of receipt does not mean 
that it would necessarily be released in response to a Freedom of Information Act or other 
access request. Under procedures for processing such information requests, a 
determination would beim~tI~ lIt th~ ti!m!3"Mtl1.e ~c;qe~);eqa~S1?~h~~er foreign relations 
considerations might ;~quir.HwitWi~lciini fr~p. ntt&ase ~Glj Ifp~~el;.s:U-Y' whether the . 
document should be classified at that time under the provisions of ~ection 1.7(d) ofE.O .. 
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12958. Classifiers sAoulril;1.otme,SBUto prC'tectFGI'"as ~. geDer~1 rule FGI is either 
classified or it is puqlif.;, ;:: '" , " " " 

"f. , "" I I I , "", ", 

(U) 3. Types of FGI Likely to Require Classification. FGI can encompass a broad 
range of types of information, including: 

CD) a. High Level Correspondence. This includes letters, diplomatic notes or 
memoranda or other reports of telephone or face-to-face conversations involving foreign 
chiefs of state or government, cabinet-level officials or comparable level figures, e.g., 
leaders of opposition parties. It should be presumed that this type of information should 
be classified at least CONFIDENTIAL, though the actual level of classification will 
depend upon the sensitivity of the contained. information and classification normally 
assigned by the U.s. to this category of information. Information from senior officials 
shall normally be assigned a classification duration of at least ten years. Some subjects, 
such as cooperation on matters affecting third countries, or negotiation of secret 
agreements, would merit original classification for up to 25 years. . 

(D) b. Foreign Government Documents on Matters of Substance. These include, but 
are not necessarily limited to foreign government diplomatic notes, aides-memoir, 

. position papers, "non-papers" and USG transcriptions of foreign. documents e.g. the 
telegraphic reporting by a U.S. embassy of the text of a foreign government docu~ent. 
Foreign g~vernment documents will frequently bear no classification markings when 
received. Whether the information should be classified will depend upon the sensitivity 
of the underlying subject to both governments. As a general rule, such FGI should be 
classified at the highest level normally assigned to this kind of information by either 
government and for the same length of time as U.S. documents containing similar 
inforniation. When there is no comparable U.S. information to provide a guide for 
duration, the FGI should normally be classified for ten years from date of origin. 

(C) c. Information Provided Orally by a Foreign Government or International 
Organization Official. Information provided to the DSG by a foreign government or 
international organization official in the performance of his duties should generally be 
accorded the same level of protection as comparable information contained in documents. 
If an official is merely conveying the official position of his government on a then
current issue in bilateral or multilateral relations which has been made public and is well 
known, there may be no need to protect the information. The foreign government or 
official, however, might expect such communications to be treated as confidential. There 
are a number of instances in which the information will almost invariably require 
classification protection. These might include: ._._~~~_""""""= .... _'H •. 

• 

• ! 

( 0$ ~~a .. .. ,. .. . ... 
G .. .. .. .. · .. "" tI. 

C 4 . .. • .... .. ... • .. .. . " ~ ~" 4 f 

• .. ~ .. .. .. . . . ' . . . . ... "' ... .. ..... · .. . . 
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(U) Often a p~r~l}: ~taie D®nartm®nt oocullloot:wi1l:ioc'uclli lieference to an .. ~a. _ .~..... .. .. . ..... 
intelligence presence in a particular country. This may be in the form of information 
from or about an intelligence source or simply identification of an intelligence presence. 
A document containing such information should be classified at least CONFIDENTIAL 
for a duration of 25 years, or 25Xl if it reveals the identity of a human intelligence 
source. , 

(U) Roger Channel messages are controlled by the Assistant Secretary, INR. 
Tl1.ey are used to report sensitive intelligence matters and have very limited distribution. 
Roger Channel should normally be classified SECRET for a duration of 25 years, or 
marked 25Xl-human if they reveal the identity of a human intelligence source. 
(Inclusion of information here on Roger Channel does not constitute authority to initiate 
messages in this channeL This will normally be done by an OCA.) 

(U) Cryptologic materials. are generally held by the Department on a temporary 
basis. Cryptologic materials come under the control of the National Security Agency 
(NSA) and classification determination will generally have been made by that agency. 
These might include information on: U.S. cryptologic capabilities' and vulnerabilities; 
foreign cryptologic capabilities and vulnerabilities; cryptoperiod dates; and inventory 
reports of COMSEC material. When there is question about the classification of possible 
cryptologic information, it should be given to officials in the Department who regularly 
deal with such information or sent to NSA for a classification determination. In the 
interim, it should be marked and treated as TOP SECRET/SCI with a duration of 25 
years. If storage is not available at the TS/SCI level, it should be marked and treated in 
the interim as SECRET. 

(U) D. FQREIGN RELATIONS OR FOREIGN ACTIVITIES OF THE UNITED 
STATES INCLUDING CONFIDENTIAL SOURCES [l.4(d)] 

(U) As noted above, and outlined in more detail below, the conduct of foreign 
affairs takes place in a highly fluid and often rapidly changing environment. What is 
sensitive in a particular country at a particular time may have greater· or less sensitivity 
six months later and have none whatsoever in another country. We have described below 
the most likely circumstances in which information should be classified to avoid damage 
to U.S. foreign relations or U.S. diplomatic activity. These should cover, at least by 
logical extension, most circumstances where information will require classification. The 
discussion below focuses on foreign countries, but also applies to international 
organizations where the same considerations apply. . 

(U) 1. Sensitive Diplomatic Commentary, Reporting and Analysis. 

(U) General Consiqe;raJl~. R¥Pprtip$ op"a!:d.ffil~llsi~ 0tt~e i:t;!ernal affairs or 
foreign relations of a cou~t:r¥ is. ~ (!entI~ fUTItti<J:q of!tr;S. f~reign s~rvtc~ posts and is 
vital to the formulation an@ eXGOOutiol!loof tJ.&. ~fo'feigll3polic;r. ' Thiffiar.ephlling should be . 
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unclassified when th~.su"bjut lllatt.er is r.outi:Q~, alr.e~~ ir.t tl1e.,pvblj~ domain, or otherwise 
not sensitive. Draftocs:wil·l s~metMnes:fiid·i4:'preteribf&to~e~¥e @u~or separately report 

• •• ••• ••• s • a _. •• 

sensitive informatiorf 1n c1Ib"cr rt:> oM<lirt tfte 'b~oatrest'Us"eful"di~!;~n:fihation of the 
remaining reported information. However, much reporting and analysis necessarily 
contains material that, if released, would damage u.s. relations with the government or 
important elements of a country or otherwise undermine U.S interests and should be 
classified. This could include: 

CD) a. Reporting and Analysis about the, policies of the government, or a political party, 
or social or economic group. Sensitive commentary in this category warranting 
classification can be either favorable or unfavorable. The basic question is whether 
release of the information would complicate U.S. political activities or impair relations. 
For example, favorable commentary about the policies of opposition parties or 
personalities could complicate relations with the government. Even neutral commentary 
could have a negative impact if it gives the impression that the USG is 'too deeply 
involved in the country's affairs. However, neutral commentary about a country's 
current domestic or foreign affairs is unlikely to be very sensitive and therefore may not 
require a long duration of classification. Classification at the CONFIDENTIAL level for 
a duration of ten years or less is likely to be adequate for this type of information. 02.!!t 
see Section III.D 7 below when information is derived from a confidential human 
source.). 

(D) When the commentary is negative, the information is inherently more 
sensitive and likely to require a higher level and longer duration of classification. This 
could include any kind of negative commentary, whether based on policies or 
personalities. Especially sensitive examples of negative commentary might include 
reports of corruption of individuai officials, foreign government agencies or other 
institutions. The possibility that foreign political, economic, religious and social leaders 
will survive and rebound from adversity again to become significant players on the 
political or diplomatic scene should not be underestimated and needs to be taken into 
account when assigning classification duration. The Bureau of Intelligence and Research 
(INR) produces a broad range of all-source analyses. Most of these reports are 
derivatively classified from sensitive sources. Where INR reporting is based upon State 
or unclassified sources, classification will be determined by this Guide or other approved 
guides (see lB. Supplemental Guidance). See."also Section C on Intelligence Activities. 

(C) 

,~ . ,'J > l! • • ~ •• ... • » . ~ ~ J ••• J ) 

• • .. • • • .. " ••• • J) • • • .. 
• • 1!. • l. • " ;> • • ) J •• • • 
'" • • • .. • ~ 3 • • • • • • • • •• "" . • \l-'J'.) • ... "" J • .. J~ • ;OJ 
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(C) c. Biogr~;.:>.hif.];u\oqn~tion,; .. ~ipwal?hicin!@~t!Gli ~ut foreign persons 
may be classified or lI¢I%t~sif:ed- cbepellQ.j)1g 'UpOlt ~<tlt~f1t allct ~outce of the information 
as described elsewhere ins tills guide.- Wlien CI~gj.Jlini.JjpJm1h~~1g,§§ific~nongl",,_~~~ I . l-( 

. bi~formation in State reportingr_~=~~-.",,,- __ '- ___ ,-.;: 
writers should take into account local sensitivities such.as the deference 

~ex.fenCFe(rlo1~ligious or ro.yal per~nages or the privacy accorded to female family 
members. --=----- -.--~ -~."--'-"'"--"~---~--'.. -- .. .. ..... ~-- ----' _·"-"0" -'--"~~"'-"'_" 

(C) 2. Sensitive Policy DiscussionslRecommendationslPlans. 

(C) a. Policy Formulation. The formulation ·of foreign policy is a broad-ranging 
and sometimes free-wheeling process in which many options are explored. In addition to 
critical analytical material, as described above, policy documents may raise policy 
options in regard to countries, groups or organizations which, if revealed, would damage 
or impair foreign relations or national security. There are, for instance, situations in 
which the thoroughn~§.~ ot!cll~lJ.Qljsy~cl:~b~t~_re9..l!~res conside:r.:?:tJ2.I1 . .9J 0J2~.2~~!ha!,_~~01!!~L .. , 
not be made public. J . .--'\ 

\\ 
l f 

_ Forln~sfance, knowiedge<ofthe'fact-thatthe U.S. is 
exploring adopting-a particular postur~ at the UN or in another international forum could 
have a possibly broad negative impact. Additionally, policy deliberations need to be 

.. 

( )~ 
, 

t 
!. 

i 

protected in order to protect d~tails of t4~._9-ec~~io~ process, even for policy gptio.E§J.~!h::.;,;;;;j~ _ 
haye be~!!.rei~9ted.[ ___ . . 

(D) The level of classification given to policy documents will depend upon the 
sensitivity of the underlying issues, but a classification of SECRET will often be 
appropriate. (In rare circumstances where the release of policy deliberations could result 
in exceptionally grave damage to the national security, a TOP SECRET classification 
might be appropriate. In these cases, the classificatiori should be derived from an existing 
TS document, or an OCAwith TS authority should be asked to classify the information.) 

.~ *@~ ~ 3 ~ ~a J~' ~ ~~~ ~ *3' ~~ 

Policy information may al~O~reI));ril' seJ1~itive;)f01l ~ cqli.~ider~hlepe:rj~d!oi!time. The faCt 
that a particular policy was i';ot.a~oFt@@~~is. ilO Iongel.> In effec1io wi~]' nohnecessarily 
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diminish the sensitivit~ or"the.p(J)li~y ddibe.rMicID~. Su11r i~f~ftllati'qn should generally be 
• ••• • • •• • • ••• ••• •• • 

protected for at least:t~fl }~~~.deJ:l~:Q.dil~f; QIJ ~h~.<:ri.r~u:nstap.~.s~ ~ ~mation of 25 years 
could be appropriate. 

(U) b. Contingency Plans. The policy process frequently culminates in specific 
plans for dealing with various actual or potential situations. The same sensitivity 
described above in relation to the policy debate would probably be embedded in the 
resulting plan, whether or not it has been implemented, and similar consideration should 
be given to classifying the information at the SECRET level (and in rare circumstances at 
the TOP SECRET level) and for a duration of ten or more years. Additionally, references 
to older contingency plans which remain in effect or which are relevant to current 
situations or plans should be considered for classification . 

. --.-..,.~----....,....:~~~-.-~~-.. """,.""-......... ~ ..... """~-.... ~ . .:......,~~. , 

(C) f-::-3~~ 
l f .,",_._".~.~_.~,"_~"."o.,",~.~.~_.2 .. ::;;.":";;:::';:;;;:';:;';;",.;.:;;_:'\7 

__ ~:..<:. ... .....-." ... -=-.,!:;;=--",~~;::;:::.::;\'i}.;:""a.:.":::':''::'r~$'''~.J''¥''I~'''~'':::'1'''::~'::::'i::...'';;'_! 

(U) 4. U.S;'Involvement In Int~rn~ti~~~IDisput~~-' . 

(U) Because of its status as a global great power, there are few international 
disputes or controversies in which the U.S. does not have an interest, either directly as a 
party, because a friend or ally is a party, or because of the U.S.' s actual or potential role 
as mediator or participant in conflict resolution efforts. This includes new controversies 
but also may include issues which date back many years (or decades) that are still the 
subject of current negotiations, ongoing dispute, open or hidden resentments, current or 
potential irredentism, or capable of again becoming contentious issues involving U.S. 
interests. In those cases where the U.S. has been, or may again be, involved as an 
intermediary, it is an additional concern that information not be released which would 
prejudice future negotiations on unresolved issues or impair the U.S.'s ability to continue 
an intermediary role to res£\lv.e,thoseis.sues."For .. thi$ r~a.'l-pn, it isj~port;mt that 
information be classified :When·?ts;'el~is; waht ~ari6e!or r~viv~ coofl~ct!or controversy, . ~ ~') , ~ li ~ ~ ~ ~) ~ ~ J ) 

inflame emotions or othet#ise>prejum.ceV~S. irtteresfs. Cl'llssUiet~ ~hdVld be aware th:;tt 
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it may be necessary t{).c13!S'6ify inf<mnat}on aoout.liewh1.m~ingcQrillicts, about long-
• •• ••• ••• e • & •• • ~ . 

standing ones such a~ nrclel-P~l~st:ne ~<1 K<1~hrrti;, ~s!WelJ:a~!nf~npation relating to 
long-simmering or dOITnallt·controversieS such tne F3JKlancis lsl-aIicfs or Peru-Ecuador. 

(U) The potentialdamage to the national security and foreign relations will, to 
some'extent, be a factor of the U.S. involvement in the basic dispute or settlement efforts. 
In these cases where there is involvement, a classification of SECRET will frequently be 
appropriate. As the foregoing discussion suggests, this type of information can remain 
sensitive for an appreciable length of time, even well beyond the time that the dispute is 
supposedly "settled". It should, therefore, normally be classified for at least ten and up to 
25 years. (During systematic review, this category of information is often exempted from 
automatic declassification at 25 years.) 

(U) 5. Confidential Diplomatic Exchanges and Negotiating Agreements. 

(U) In many negotiations and other diplomatic exchanges, particularly but not 
solely in a bilateral context, it is a deeply rooted and long-standing tradition of diplomatic 
intercourse that the details of the exchanges between the parties, including commentary, 
will not be divulged during the course of the negotiations. Most countries expect that 
their diplomatic cormminications will be treated with confidence even after the matter 
'under consideration is concluded. As a general rule, therefore, when negotiations or 
other diplomatic exchanges are conducted in a non-public, off the record, channel, details 
should be classified. This rule applies to negotiations and exchanges with international 
organizations as well as with foreign governments. Information obtained from (and in 
some contexts, shared with) other governments or international organizations of 
governments in a non-public, confidential exchange should be treated as Foreign 
Government Information (FGI) and classified for as long as necessary, taking into 
account both the inherent sensitivity of the information and the expectations of that party. 
(See section on FGI above.) 

(U) In many cases, U.S.-origin classified information relating to the U.S. position 
in negotiations needs to be classified only until the negotiations have been corppleted. 
However, if the same or similar issues are to be separately negotiated with another party 
or parties, or if an agreement is controversial and is likely to remain a sensitive topic in 
the public discourse of the other negotiating party, U.S. interests may require longer-term 
classification of information regarding the negotiations. Additionally, references to prior 
international agreements that remain classified should generally be classified also. 

(D) The sensitivity of the subject matter of a negotiation will dictate both the level 
and duration of classjfication. For instance, agreements on defense-related subjects such 
as mutual defense or force basing agreements are likely to have greater sensitivity than 
economic or consular agreements. Additionally, agreements on defense subjects may 
include provisions specifyi~~ tp~e, c!assific;Jati~:r:' p~~te~ti},ll!~ b~ giy~~ to !he negotiatin~ 
record or the text of the agreym!t~t.; ~:el} tPlis i3 !he:e&!Se, tl1o~e:te~s ~hall govern 
classification. • .! • ~! ! .. 3! ! , ~ ~ ~ .. " ~ .. " !' • ~ 3"! » .. ! 
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(U) While th~r~ ii..viGe a~eemettt mat S1!cc@s;ftll ~e:@Jtia~ioos require andJ·ustify 
...... ~ ••••••• • 'if .:1 

the classification and 'Witflil'bld1ng·clf iMcJntlMiob·, thtr~ is crls~°c! strong belief that citizens 
have the right to be informed of the commitments the government makes on their behalf. 
Therefore, information on the negotiation of international agreements ought to remain 
classified only as· long as necessary to protect U.S. interests evident at the time of the 
agreement. In most cases, this will mean that a dUration of ten years or less should be 
applied unless the particular circumstances, including the terms of the agreement, require 
a longer duration of classification. 

(U) 6. Confidential Relations with Foreign Domestic Entities. 

(C) Various elements of embassies, consulates, or missions abroad will often" 
establish relationships with governmental or non-govemm~nt!:l:Lentities in the hos~-=, 
country in order t()J<:lciIitate their work. ..... -

, 

\ 
\ 

(U) Information relating. to the security and protection ofD.S. individuals and 
facilities may also be classified under Section 1.4(g). Information relating to securIty that 
does not warrant classification may nonetheless require protection and should be treated 
and marked as SBU. (See Section rrtG. below). Information relating to law 
enforcement investigative materials that does not qualify for classification protection 
under E.a. 12958 may, noJJ.6'the1Ms,:be mobocly~ witna@l~ rroIDp~ ~blio a~c®ss under the d ~ JI J--~- l-- 'l {t .,;t ~ ~ $" ~ • 

FOIAandshouldbelabele~"~,,BJJ.!: u:: u' ",," ~,,~ : ~~~ u! )J: . 
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(D) A confidential human source is any individual who has provided, or who 

may. reasonably be expected to provide, information to the United States on matters 
pertaining to the national security with the expectation that the information,.or the 
relationship, or both, are to be held in confidence. (This is distinct from a Human 
Intelligence Source covered by Section 1.4(c). See W.C. above.) The understanding that 
there is to be confidentiality need not - and in fact generally will not-be explicit. It is 
en'ough that an individual under the circumstances ·would reasonably anticipate that his 
U.S. interlocutor would treat the information or the relationship as confidential. The 
identity of the individual and the information should ].1ot be classified in the absence of 
the threshold of identifiable damage to the national security, but this determination need 
not focus on the specific individual or information at hand if just divulging the source 
would be likely to damage confidence in the willingness of the U.S. to protect sources of 
information passed in the expectation of confidentiality. 

fI 
(C)j 

(U) Classification at the CONFIDENTIAL level will generally be adequate to 
protect information identifying a confidential source. However, when the information 
being provided by the source is itself very sensitive and valuable to the U.S. or if 
revealing the identity of the source could result in danger to his own or to his family's 
life, physical well-being or livelihood, a SECRET classification would be appropriate. 

CU) Special attenti0:t~ee~~ t~ br~¥c}50 t~rd~tion:or~~wi~on of 
·information that would reveW~h~jpc;;ntitJt Q~r@ttm.f;ifiehtfal hIDtl3n s{)'Thrce~:including 
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consideration ofthe PQssibility.of :g.egatWe ac;1;iolleii.gci:Qst.the i>Q~r<;li. The duration of 
classification shouldp~siPficie~tli longio p!.'~teettIie~'f:mrfe:iiron; tpe danger of 
retribution for as long*as M"is <tIiv~;An~ ltmeger iTthe!re"is drmlsH- cff"retribution against his 
family. While a classification duration of 25 years, or even less, may be adequate in most 
cases, the lllformation Security Oversight Office has recognized the continuing 
sensitivity of source-revealing information and has authorized exempting from 25-year 
automatic declassification, at time of origin, information that would reveal a confidential 
human sQurce or human intelligence source. (These are the only categories of 
information that may be so exempted at time of original clf'l.ssification.) When the 
classifier determines that a confidential human $ource may require protection for longer 
than 25 years, he shall make the entry "25X1-human" on the duration line. No other date 
is required and the information shall remain classified until declassified un~er proper 
authority. 

(U) E. SCIENTIFIC, TECHNOLOGICAL, OR ECONOMIC MATTERS. [lACe), 
1.4 (d)] 

(D) Section 1.4(e) authorizes classification of "scientific, technological, or 
economic matters relating to the national security, which includes defense against 
transnational terrorism." State Department personnel will often create documents 
containing scientific or technical information requiring classification but that information 
will generally already have been classified elsewhere. A document creator in these cases 
should derivatively apply the appropriate classification level and duration from the source 
documents or, if no example is available, seek a knowledgeable OCA to classify the 
iIiformation. 

(U) While economic information may similarly have been classified. elsewhere 
and therefore handled as derivative, officials in the Department or abroad will more often 
make original compilations or analyses of economic matters that require classification. 
This could include, for instance, analyses of foreign economies or economic sectors, or of 
the activities of U.S. firms in foreign countries, the release of which would harm 
economic relations with the country or relatively disadvantage aspects of the U.S. 
economy. Information classified under this category might, in many instances, also be 
classified under 1.4(d) as relating to the foreign relations or foreign activities of the U.S. 
For instance, information or analysis compiled or prepared in connection with the 
negotiation of an international economic agreement could be classified under both l.4(d) 
and (e) if release would harm the U.S. negotiating position. In some cases merely 
revealing the extent and depth ofUSG knowledge of aspects of a foreign economy could 
be harmful to U.S. foreign and economic relations. As noted above, if more than one 
category of Section 1.4 applies to the same information, all applicable categories should 
be cited. Generally classification at the CONFIDENTIAL level will provide adequate 
protection to economic information, but if the information appears to·be of particular 
sensitivity, inherently or because of the context, it should be classified SECRET. 
Economic information will !r~qu~!trr l~~ its\O~en9iJivi}:y!a{tef a>p~~;li ~vent such as 
the conclusion of a negotiatfQJ}, tM sImi.r%gpf,,:i tcmtta'Ct'br tJ1e ~nCl G)if1t B~vest season. If 
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the event is sufficiently d~fi.nite an.d ide1&ltifiagle,..it shovld- geJJ.std.for classification 
duration. Economicinioimatio~ ~ill ~~~gePl¥nil'l¥ ~CJVire~li@sific~tion beyond 10 years 
(but keep in mind thE!longerernl ne*e-cfto p"'rd'tecttonfld~ntiai hWlat·sources of 
information). 

. . 

(D) Classification category 1.4(e) was modified by the 2003 amendment to E.O. 
12958 to include the words "which includes defense against transnational terrorism." 
This language did not arise in the interagency discussions which preceded the issuance of 
the amendment, so its precise meaning is not clear. On its face, however, the inclusion of 
this language would appear to authorize classifying scientific, technical or economic 
information, including U.S.-origin information, that might individually, or in the 
aggregate, be of use to potential planners or perpetrators of terrorist acts. Thus, 
information such as that relating to the weaknesses of certain structural designs or the 
combustibility of certain materials would appear to be classifiable in those circumstances 
in which there is a likelihood that release would aid terrorism .. Absent an identifiable and 
imminent terrorism connection, a classification of CONFIDENTIAL would normally be 
adequate as would a duration of ten years. It should be borne in mind that the inclusion 
of classified information in a document imposes certain storage, transportation and other 
safeguarding requirements. It should also be recalled that Section 1.7(b) of E.O. 12958, 
as amended, states that "Basic scientific research information not clearly related to the 
national security shall not be classified." 

(U) F. USGPROGRAMS FOR SAFEGUARDING NUCLEAR MATERIALS OR 
FACILITIES [1.4(0] 

(U) The Department of Energy (DOE) is responsible for U.S. Government 
programs for safeguarding nuclear facilities or materials within the U.S. Department of 
State officials incorporating such information in Department of State documents should 
classify the material derivatively based on a referenced document or DOE guidance. 
Persons who lack a DOE guide but believe that information requires' classification under 
this category should elther obtain the assistance of a Department of State OCA 
knowledgeable in the subject area, or send the material without delay to the Department 
of Energy for a classification determination. The material should be marked as SECRET 
for purposes of transmission and all copies should be protected at that level pending a 
DOE determination. 

(U) Department officials occasionally create documents containing information 
about the safeguarding and vulnerabilities of foreign nuclear facilities and materials or 
nuclear materials in international transit. Frequently the information will have been 
originally classified by DOE or another agency or will be covered by a DOE or other 
agency guide. In those cases, the information should be derivatively classified at the 
appropriate level. Department of State originated information about safeguarding foreign 
nuclear facilities or materials should normally be classified SECRET for a duration of at 
least 10 and up to 25 years &lepentting on!trle b'e~t~>stinwle '"m!h(j)~v.lon~ t1.f~ information is 
likely to remain relevant to:O:S. stidlritv:c@ncems.3·.\\~en w~tj-,eJf gW~anp~ is not ~3 ~3~ , ~~~ ~ ~~ ~~ .~~ ~ 
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available, it is prefer~.~le t~@t slJch.infol1l1atiou b~~l~s~jjieQ h.J' ~n.QCA familiar with the 
b e " • liP • 0:. ••• • a * 3. •• su Ilect matter. .. ~ It" .. .. &. .. .. ..... ".... • .. 

J - • $. •• s .as • ~.. a 5 •• 
• $ ••• • •• 8. a.. •• •• s ••••• 

(U) G. VULNERABILITIES OF SYSTEMS, INSTALLATIONS AND PLANS 
[1.4(g)] 

-
CO) Section 1.4(g) authorizes classification of information that concerns 

"vulnerabilities or capabilities of systems, installations, infrastructures, projects, plans or 
protection services relating to the national security, which includes defense against 
transnational terrorism." The underlining above indicates the language that was added in 
the March 2003 amendment to the Order. Whilethe additions were arguably covered by 
the previous language, their addition reflects the post 9/11 concern that the classification 
system be capable of adequately protecting all information concerning vulnerabilities or 
capabilities the release of which could compromise U.S. security. 

(U) Department-originated information relating to installations and 
infrastructures should be protected from unauthorized release to the general public if it 
could be useful to individuals or organizations that might harm U.S. Jacilities or 
installations. Much of that information, however, does not require assignment ofa 
security classification and may be designated and marked as SBU. Other information 
will, because of its greater sensitivity and possible use to individuals and groups hostile 
to u.S. interests, require classification under this section. With over two hundred 
embassies, consulates and missions abroad, the Department has particular vulnerability 
and responsibility in regard to this 'category of information. Attacks on U.S. facilities and 
personnel in Africa, the :Middle East and elsewhere underline the importance of 
protecting this category of information. As regards information relating specifically to 
the design and construction of overseas facilities, the Bureau of Diplomatic Security has 
issued a detailed guide entitled Security Classification Guide for Design and Construction 
of Overseas, Facilities - May 2003. It is available from the Bureau of Diplomatic 
Security or through Regional Security Officers at post. Nothing in this Guide is intended 
to amend or change that guidance. 

, (C) When classifying, classifiers must balance the degree of protection given to 
the info~ation with the reality that achieving a secure environment will sometimes 
require sharing information with non-cleared persons, e.g., local officials, facilities 
maintenance personnel, and local security guards. Below is a non-inclusive, illustrative 
list of categories of information that may require classification protection in whole or in 
part: I 

a) The emergency and evacuation plans of embassies and missions abroad; 
b) information 'on structure, design and layo~t of current USG facilities; 
c) details about security and anti-sabotage, anti-terrorism equipment or techniques 

that might be useful to planning an attack on ~.~~~pe~~~2:~L~~.~~! '.""'~\ I 1--/ (c\") 
uri ' "..; 
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d) methods of protecting U.S. persons and facilities against physical penetration .... ' ... . ~~ ..... . 
" ._.~ ...•. -.' • ..... ..• 's ....• ' .• 

I) •• .... f! ... " .•• 
• ••• a ~ •• 

'--":'--.. ,------'>--...... ,'1 

\ •• •• •• * 8 •••• 

'··,1 
1 

i ,,/ \ 

\c"g}''''Pfan:s'io consoiiCiate-or:relocate-US'.6verseas 'russions -in the eventofa -, ='" 

national emergency. 
h) details of negotiations or arrangements with foreign governments to coordinate 
anti-terrorism actions and practices. 

CD) While classification offers the best protection, these kinds of information 
often need to be shared with uncleared Americans or foreign persons and classification, 
therefore, may not be appropriate. While not within the scope of this Guide, such 
information may be proper1y designated as SBU, bearing in mind that SBU is not a 
classification. Where classification is warranted, classification at the CONFIDENTIAL 
level will often be adequate and most appropriate, especially when the information needs 
to be widely shared, particularly with other agencies where personnel clearances at the 
CONFIDENTIAL level are the norm. When the sensiti vity of this type of information 
requires, it should be classified at the SECRET level. When classified, information in 
these categories should normally be classified for as long as the information is likely to 
remain current and sensitive, usually at least 10 years, but not generally for as long as 25 
years. 

CD) Frequently Depart:IJ?ent officials will incorporate another agency's 
information relating to these categories into Department of State documents; for instance, 
Secret Service information in a message on presidential travel. When this is the case, the 
information should be classified derivatively, based upon the other agency's 
classification level and duration unless the Department of State infonnation in the 
document requires a greater level and duration of protection, in which case it shall be 
classified based upon this Guide or an OCA decision. 

(U) H. WEAPONS OF MASS DESTRUCTION (Wl\1D). [l.4(h)] 

(U) Section 6.1(pp) of E.O. 12958 reads: "Weapons of mass destruction' means 
chemical, biological, radiological, and nuclear weapons." Information should be 
classified under this category to protect against proliferation of these weapons and to help 
prevent terrorist groups or other potential adversaries from either acquiring these 
weapons or the technical information that could be used to develop these weapons. 
Additionally, information that would assist a potential developer of weapons of mass 
destruction in evading monitoring and detection by the United States and its allies and 
international verification bodies such as the International Atomic Energy Agency or the 
Organization for Prohibition of Chemical Weapons should be considered as assisting in 
the development of such weapons and be classified accordingly. 

OJ J •• • • o • ~. • • ~<> • .. )3' •• ." . • " ,0 • .. • .. • • • , 
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(D) 1. Che~~al W~ B\olo.,gical ~eap.ons.~. Jni~Pll'ltion that would as~ist 
in the acquisition, del'do{.lme1%t, -ddsign; ahd' m~.lfa~tltr.e of C:inV:s?stems and delivery 
~ystems and the devctl!Jpmellt of-h~meIDatIes~BW·sYstems lli;i!eonid be used by terrorists 
is likely to have been developed and originally classified by another agency. State 
classifiers should derivatively apply the original classification level and duration. In the 
event that a Department official creates a document containing such information for 
which there is no indication of previous classification; it should be classified 
CONFIDENTIAL or SECRET depending upon the classifier's best estimate of the 
sensitivity of the information, with a classification duration of at least 10 years. 

(U) 2. Radiological Weapons. Information that would assist in the acquisition, 
development, design, and manufacture of a radiological weapon and its delivery systems' 
and the development of homemade radiolo gical weapons that could be used by terrorists 
is likely to have been developed and originally classified by another agency. State 
classifiers should derivatively apply the original classification level and duration. In the 
event that a Department official creates .a document containing such information for . 
which there is no indication of previous classification, it should be classified 
CONFIDENTIAL or SECRET depending upon the classifiers best estimate of the 
sensitivity of the information, with a classification duration of at least 10 years. "In 
addition, since radiological weapons contain nuclear material, some informlltion related 
to radiological weapons could be classified as nuclear weapons information discussed 
below. 

(U) 3. Nuclear Weapons. U.S. nuclear weapons information falls under the 
authority of the Department of Energy (DOE) under the terms of the Atomic Energy Act 
of 1954 (ABA). DOE classified information falls into three categories: a) National 
Security Information (NSI) which is classified under the authority of the present and 
previous executive orders, such as E.O. 12958; b) Restricted Data (RD); and c) Formerly 
Restricted Data (FRD). The latter two classification classes are authori~ed by the ABA, 
and are administered by DOE. RD concerils the design, ml:lIlufacture or utilization of 
atomic weapons, the production of special nuclear material (e.g., plutonium and uranium 
235), and the use of special lll:J.clear material in the production of energy. RD is 

. controlled by DOE alone. FRD applies to information that has been removed from the 
RD category after DOE and DOD have determined it relates primarily to the military use 
of atomic weapons and can be adequately protected as NSI. Examples ofFRD include 
information about nuclear weapons stockpile quantities, safety arid storage, and 
deployment -- foreign and domestic, past and present. DOE shares control ofFRD with 
DOD.· 

(U) a. NSI should be considered for classification under Section l.4(h) if it: 
(1) could reasonably be expected to assist other nations or terrorists in acquiring, 
designing, building, testing, or deploying a nuclear weapon, including component 
parts or nuclear material; 
(2) is identifiably intelligence on foreign nuclear weapons; 
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(3) would assl~t ajPIeign n.ation.or tworWS.tO.Qlql1~¥~nUJ.S. and allied 
systems or inlema(wniJ. sajeguirds 8.E.d v~rindtion:lT~su!-ei for the detection of 

• • s' ••• ..3 '& _. $ S. .. 
CBW and nu~reara\\l~aptmg."· • Sit' .,. ... ,. a",. a .. 

(U) b. RD and FRD. Department officials do not have the authority to classify 
information as RD under the Atomic Energy Act. Information identified as RD should be 
sent to DOE for classification. In the interim, it should be handled as NSI SECRET. 
Information that is FRD should be marked as FRD and be given an NSI classification of 
SEC:R.ET with a classification duration of 25 years. Some records containing FRD 
information have previously been released to the public. The fact that the same or similar 
information has been previously released does not mean that the FRD should not now be 
classified. Nothing in B.O. 12958 supersedes any requirement ofthe ABA with regard to 
classification. 

(U)IV. EXEMPTION FROM AUTOMATIC DECLASSIFICATION AT 25 
YEARS 

(U) B.O. 12958 does not permit classification of information at time of creation 
beyond 25 years except in the case of information that would reveal the identity of a 
confidential human source or human intelligence source. It does, however make 
provision for the subsequent exemption from automatic declassification at 25 years of 
information that must be protected to prevent damage to the national security. Though 
this exemption may be done at any time afte:t; 20 years from date of classification, it will 
normally take place during systematic review prior to transfer the National Archives for 
permanent safekeeping. 

(U) The categories of information that may be exempted at 25 years are defined in 
B.O. 12958 Section 3.3(b): 

Sec. 3.3. Automatic Declassification. 
(b) An agency head may exempt from automatic declassification under 

paragraph (a) of this section specific infonnation, the release of which could be 
expected to: 

January 2005 

(1) reveal the identity of a confidential human source, or a human 
intelligence source, or reveal infonnation about the application of 
an intelligence source or method; 

(2) reveal infonnation that would assist in the development or use 
of weapons of mass destruction; 

(3) reveal infonnation that would impair U.S. cryptologic systems 
3') J .) ~., ~J') i ~~~ ~ ~J. ~, 

or activities;~ ": •• • ~ '" ~ "" * ,,~~ '"0 J .» ltJ) ~) J .:J J ") ,J .,. ::i. J » 
~t ») )) :) :J,)' J~J .... I 
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(5) reveal actual u.s. military war plans that remain in effect; 

(6) reveal infonnation, i11:cluding foreign government infonnation, 
that would seriously (md demonstrably impair relations betvveen 
the United States and a foreign government, or seriously and 
demonstrably undennine ongoing diplomatic activities of the 
United States; 

(7) reveal infonnation that would clearly and demonstrably impair 
the current ability of United States Government officials to protect 
the President, Vice President, and other protectees for whom 
protec~ion services, in the interest of the national security, are 
authorized; 

(8) reveal infonnation that would seriously and demonstrably 
impair current national security emergency preparedness plans or 
reveal current vulnerabilities of systems, installations, 
infrastructures, or projects relating to the national security; or 

(9) violate a statute, treaty, or international agreement. 
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