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(U) Change Log

{U} The complete history of changes Is posted on the CAPCO webslites (JWICs and SIPRnet) under "Markings and
Reference Library”.

{U) This update includes the following changes:

(V) Global

= Corrrected typographical errors, font inconslistencies, notional example erors, and spacing issues.

= Added outline numbers to Manual sections for reader ease.

» Replaced all Designated Information Disclosure Official {DIDO) references to the new LCD 403 term Senior
Foreign Disclosure and Release Aulthority (SFDRA).

(U} Frant Cover - Added "Adminisirative Update” and date.

{(U) Table of Contents —~ Regenerated.

{U) Change L.og — Updated lo reflect administrative revisions to the CAPCO Register and Manual v6.0 publication.
)} General Markings Guldance

Classification by Compliation — Added that compilation may include both classification level and control

markings.

* Multiple Sources and the Declassity On Line Hlerarchy
- Corrected typo on first bullet of declassification hierarchy, removed first "NATO" in the "N/A to

[RD/FRDITFNINATO, as appropriate] [and NATO, if appropriate] portions.”

~ Added interim guldance on determining longest period of duration for 25X1-25X9 exemptions that are missing
the required date or avent,

» Retired or Invalid Declassify On Values — Added Interim guidance for derlvalive classifiers when reusing the
invalid Declassify On values "25X1-25X9, missing a date or event® and “Source Marked 25X#, date of source
[value].”

{U) CAPCO Reglster — e

»  Cormrected order under NATO marklngs secuon. moved Balk above Bohemia in table.

(V) CAPCO Manual

AEA Information Markings - Added rules to establish RD and RD-SIGMA [#] precedence cver FRD and FRD-

SIGMA [#], respectively when RD and FRD information is commingled in the same document and/or portion.

» Dissemination Control Markings
~ ORCON - Added missing Relationship(s) to Other Markings paragraph and included applicable guidance.

- ORCON-USGOV
s Relationship(s) to Other Markings — Clarified that the marking may not be used with RELIDO.
¢ Revised the Notes section to separate the electronic systems paragraph into two bulleted items for further

clarification, one for intelligence Information and one for finished inteliigence products.

= DEA SENSITIVE — Added note at top of tempiate that the marking will be evaluated for continued CAPCO
registration with implementation of the Contrelled Unclassified Information (CUI) Program.

»  Non<C Disgsemination Control Markings
~ EXDIS and NODIS — Added guidance that reuse of EXDIS and NODIS information requires Department of

State approval, and provided point of contact and phone number.

— 88l - Noted that the SSI waming is placed at the bottom of each page of a document containing SSI
information, and replaced note at fop of template to match other notes on similar templates that the marking
will be evaluated for continued CAPCO registration with implementation of the Conlrolled Unclassified
Informatlon (CU!) Program.
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(U) Introduction

) Authori

(V) Intelligence Community Directive (ICD) 710, Classification and Control Markings System, dated 11 September 2009,
govems the implementation and oversight of the Intelligence Community (IC) classification and control markings system
as a critical element of [C procedures far protecting intelligence and information (hereinafter referred fo as "information”)
and sources and methods while ensuring that Information is available without delay or unnecessary restrictions. The
classification and contro| markings system enables information sharing while protecting sources, methods, and aclivities
from unauthorized or unintentional disclosure. The markings system includes all markings added to classified and
unclassified information to communicate one or more of the following: classification, comparimentation, dissemination
controls, disclosure or release authorizations, and other wamings.

{U) The IC Classification and Conirol Markings Syslem augments and further defines national-level guldance on marking
requirements for classified information found in Executive Order (EO) 13528 and the companion Information Security
Oversight Office (ISOQ) Implementing Directive found in Tille 32 of the Code of Federal Regulations Part 2001 (32 CFR
2001) and for controlled unclassified information (CUI) found in EOQ 13556, Controlled Unclassified Information. This
system does not stipulate or modify the classification authority information required by EO 13526 and the 1SO0
implementing Directive; any guidance related to classification authority Is reproduced in this document for completeness
and user understanding. The markings and guidance for CUI found in this document will be revised to include CUI
marking requirements in accordance with national and IC-level implementation guidance when such guidance is
published.

(U} The IC Classification and Control Markings System is implemented and maintained through the CAPCO Register and
Manual. 1C elements may submit requests for new markings, waivers, or other modifications to the system through their

— ——Glassification Markings-Implementation Working-Group-(CMIWG) representative-to-the-Office of the-Nationa —— —— — —F
Counterintelligence Executive (ONCIX) via CAPCOQ. IC elements have up to twelve months from the publication date of £
the CAPCO Register and Manual to incorporate any modifications to the marking system into autornated systems and
machine-readable marking slandards for automaled systems. IC elements may submit requests for waivers to markings,
formats, authorized abbreviations, or systems implementation of markings through their CMIWG representalive, The
ONCIX is the approval authority for all requests for waivers.,

{U} Purpose

(U) The IC Classification and Conltrol Markings System prescribes a standard set of markings to be applied to human-
readable information, to include Information in an electronlc environment rendered or displayed for human utilization, The
Ragister portion of this document identifies the authorized list of classification and control markings. The Manual portion
of this document provides the amplifying and explanatory guidance, allowable vocabulary for all information markings and
other non-IC markings, the human-readable syntax, and abbreviations and portion marks fo contrel the flow of
information. The markings in the Manual are to be applied to human-readable information regardless of medium (e.g.,
text, image, graphics, electronic documents including web page, etc.), unless a waiver has been granted. The IC
Classification and Conirol Marking System, as defined and described in this document, is the basis for IC technical
standards and automated [C classification and conirol markings systems,

(U) Documents transmitled over 1C automated systems, including networks and telecommunications systems that collect,
create, communicate, compute, disseminate, process, and store classified information shall conform to EO 13526 and 32
CFR 2001 for marking electronlc Information and to IC standards and technical specifications on machine-readable
classification and control markings. The IC Chief Intelligence Officer (IC CIO) has identified the Classification
Management Tool (CMT) in [C Standard {(ICS) 500-8 as the required aulomated system for |C classifiers to create, apply,
store, and re-use classification and control markings in email and MS Office products (e.g., Word, Excel, PowerPoint),
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(U) The originating IC element may apply caveats or wamings to communicate distibution or handling instructions for the
information. Any such caveats or warnings may not resirict dissemination beyond the restrictions already imposed by
official control markings and must be consistent wilh any and all dissemination controls.

(U) White not the policy basis for an individual agency’s use of any particular marking, the CAPCO Manual cltes the
applicable authorily(ies} and sponsor{s) for each marking. Some of the Dissemination Control Markings and Non-
intelligence Community Dissemination Contro! Markings are restricted for use by specific agencies. These markings are
included to provide guldance on handling information that bears them. Inclusion in this document does not authorize
other agencies to use these markings. Non-US Protective Markings are used to translate (as appropriate) protective
markings received from international organizations {e.g., NATO) or foreign governments. Joint Classification Markings
are restricted for use on information which is owned or produced by more than one country andfor interational
organization.

(U) Applicability

(U) The guidance in the Register and Manual applies to the IC, as defined by the National Security Act of 1847, as
amended, and such other elements of any other depariment or agency as may be designated by the Presidant, or
dasignated jointly by the DNI and the head of the depariment or agency concemed, as an element of the IC. When
established by written agreement or understanding, this document also applies to Federal departments and agencies;
state, local and tribal governmants; private seclor organizations; and other non-IC elements that handle, store, or
disseminate intelligence information,

(U} This document does not address intemnal IC elament control markings, or notices and wamings (e.g., US-Person
Notice or DoD Distribution statements) not assoclated with a registered marking; and that may be applied to information fo
meet legal procedursl raquirements, indicate addrassing, routing, or distribution guidance. Refer to the applicable IC
element guldance associated with these markings, notices, or wamings for guidance.

(U) This document provides authorized markings for both unciassified and classified information. Existing practices for
marking sensitive unclassified information remain in effect until the implementation of the CU! markings.

{U} Marking Structure and Formatting
(W) Marking Structure

(U) The IC Classification and Contro| Markings System has nine categories of Classification and Control Markings as
follows:

Non-US Protective Markings ¢ with dissemination controls - ftems 1-3 are mulually exclusive
Joint Classification Markings) within & banner and portion mark

Sensitive Compartmented Informalion Control System Markings

Special Access Program Markings

Atomic Energy Act Information Markings

Foreign Govemment Information Markings

Disseminalion Control Markings

Non-Intelligence Community Dissemination Control Markings

US Classification Markings } Required on classified documents and unclassified documents

LENOTRON S

(U) Formatting

{U) Portion marks must always be placed at the beginning of the portions, immediately preceding the text to which it
applies. This posilion affords maximum visibility to the reader. Portion marks must be enclosed in parentheses. Portion
marks must use the same order and separators (i.e., slashes, hyphens, commas, or spaces) as are used for the banner
line, except for the SENSITIVE BUT UNCLASSIFIED NOFORN (SBU NOFORN) and LAW ENFORCEMENT SENSITIVE
9
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NOFORN (LES NOFORN) markings, where the banner line marking does not use a hyphen to connect the NOFORN and
the portion mark does use a hyphen (j.e., SBU-NF and LES-NF).

(U} For US information, the first value of a banner line or portion mark is always the US classification marking. For Non-
US or Joint information, the banner line and portion mark always starts with a double forward slash with no interjected
space followed by the Non-US or JOINT classification marking. The banner line shall elways have the classification
marking capitalized and spelled out for US, Non-US and Joint information; no abbreviations are authorized.

{U) Sensitive Compartmented information {SCI) Confrol System Markings shall follow if applicable, preceded by a double
forward slash with no interjected space, SC) control systems and their compariments shall be kept together, connected by
a hyphen., SCI control systam compartments and their sub-compartments shall be kept together, separated by a space.
Multiple SCI control systems shall be separated from each other by a single forward slash. All SCI conirol systems,
compariments within control systems, and sub-compartments within compartments shall ba listed in alphanumeric order
(this ordering guidance applies for both published and unpublished markings). An example may appear as: TOP
SECRET//SI-G ABCD DEFG-MMM AACD//ORCON/NOFORN where G and MMM are S| compariments, ABCD and
DEFG are sub-compariments of G, and AACD is a sub-compariment of MMM,

(U) Special Access Program (SAP) Markings shall follow, if applicable, precedad by a double forward slash with no
interjected space. The first value in the SAP category is the SAP category indicator either “SPECIAL ACCESS
REQUIRED-" or “SAR-" (the authorized abbrevialion). The hyphen appearing with the SAP category indicator is not a
marking separator, but should ba considered part of the SAP catagory indicator for marking syntax purposes. Following
the SAP category indicator shalt be the SAP program indicater which is the program’s nickname or authorized digraph or
trigraph. ¥ multipte SAP program identifiers are applicable, each subsequent SAP program identifier shall be listed In
alphanumeric order separated by a single forward slash (/") without interjected spaces. The SAR- category indicator shall
not be repealed whern multiple program indicators are used. Reflecting SAP program hierarchy below the program
identifier lavel in the portion or banner markings is optional and based on operational requirements. Compartmaent(s) {if :
any) associated-with-a-SAP-program-identifier, shall-be-kept-with the-SAP-progranridentifier, listed-alphanumericallyrand — —§
separated by a hyphen ("-"). Sub-compariment(s) (if any), shall be kept with the compariment, listed alphanumerically,
and separated by a single space. An example may appear as: SECRET//SAR-ABC-DEF 123/SDA-121//NOFORN.

(U} Atomic Energy Act (AEA) Information Markings shall follow, if applicable, preceded by a double forward slash with no
interjected space. AEA information Markings and their subsets shall be kept together, connected by a hyphen. Mulliple
AEA markings shall be separated by a singte forward slash with no interjected space. An example may appear as:
SECRET//RD-CNWDI/FRD//REL TO USA, GBR,

(U} Foreign Govarnment [nformation (FG1) Markings shall follow, if applicable, preceded by a double forward slash with no
interjected space. Muitiple FGI trigraph cauntry codes or tetragraph codes shall be separated by a single spaca. Trigraph
codes used with the FGI marking shall be listed first alphabetically, followed by tetragraph codes listed alphabetically. An
example may appear as: SECRET//FG! GBR JPN NATO//REL TO USA, GBR, JPN, NATO.

{U) Dissemination Control Markings shall follow preceded by a double forward slash with no interjected space. A single
forward sfash with no interjected space shall be used to saparate multiple dissemination controls. Multiple REL TO
countries shall be separated by commas with an interjected space. The "USA” trigraph code shall ba listed first, followed
by trigraph codes listed alphabelically, then tetragraph codes listed alphabetically, e.g., SECRET/REL TO USA, GBR,
JPN, ISAF, NATO. US and Joint information, as the US is always a co-owner, shall be explicitly marked for appropriate
foreign disclosure and release at the portion and banner level per ICD 710, §G.

(U) Non-Intelligence Community Dissemination Control Markings shall follow preceded by a double forward slash with no
interjected space. A single forward slash with no interjected space shall be used to separate multiple controls in the
category. In the portion mark for Non-IC Dissemination Conirol Markings, the marking and its sub-marking shall be kept
together, connectad by a hyphen, (i.e., the portion mark for SBU NOFORN is "SBU-NF").

{U) All applicable markings shall he applied in the order in which they appear in the Register with the exception of the SCI
and SAP categorles in which markings are to be ordered alphanumerically within each calegory. See ordering guidance
10
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above for SCI and SAP categories. Only applicable control marking categories are to be used; no placeholders are
required for categories that are not applicable.

(L)

Figure 1 provides a graphic representation of the structure, order, and formatting of the IC marking system as

described in this section and detailed in this document.

U.S. Classification Non-U.S. Classification Joint Classification
SC| Control System Special Access Program Atomic Energy Act Info
Foreign Government Information

Dissemination Controls
Non-IC Dissemination Controls

Required, only one Appiopriate foreign
classification type and disclosure or release
value aliowed mutlngyequ.ﬁed

“Classification// SC1,-compartment/SCl,//SAP//AEA//FGI XXX/ Dissem, /Dissem,//NonlC
Banner Line and Portion Mark Separators:
/I Double forward slash is used to separate marking categories
| Single forward slash is used to separate mulliple values within a marking category
- Hyphenis used to link a marking to a sub-marking (e.g., SI-G or RD-SIGMA)
" " Space is used to separate multiple sub-markings and multiple trigraph or tetragraph codes in the
FGI Marking (e.g., //SI-ABD-G XYZW//, /SAR-BP-123 X11/CD-HHH JAD/, or /IFGI GBR JPN//)
» Comma is used to separate multiple trigraph or tetragraph codes in the REL TO Marking

(U) Figure 1 - IC Classification and Control Markings Structure and Formatting

(U) Resources

(U) This document is available electronically at the following locations:

CAPCO Home Pages:
e On Intelink-TS: http:/fintelshare.intelink.ic.gov/sites/dnissc/capco
o On Intelink-S: http:/intelshare.intelink.sgov.gov/sites/ssc/capco

DNI §SC FOUO Information Portal: Send an e-mall to dni-ssc-help@dni.gov and provide in the subject line of
the e-mail "Request access to the SSC Portal." Potential users will receive an e-mail with further instructions.
The SSC Help Desk is available at (866) 304-4238 for additional assistance.
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{U) IC Classification and Control Markings System Artifacts

(U) The implementation of the markings in this document depends on additlonal guidance found in the documents listed
below and avallable on the CAPCO websltes:

CAPCO Registar Annex A — Tetragraph Codes* {classified, releasable)

CAPCO Reglster Annex B - Telragraph Codes* (classified, NOFORN)

CAPCO Reglster Annex G — Trigraph Country Codes

CAPCO Register Annex D — Automated Marking System Guldance for DNI Developers {unpublished)
CAPCO Unauthonzed IC Classification and Control Markings

CAPCO Manual Appendix A — Non-US Protective Markings (includes the Five Eyes Marking Comparisons)
CAPCQ Manual Appendix B ~ NATO Proteclive Markings

CAPCO Manual Appendix C — UN Protective Markings (classified, releasable)

(U) * Note: A tetragraph Is a four-letter code {unless an exception is granted) used to represent an intemational
organization, alllance, or coalition,

(U) For addltional information, questions, or commenis on these guidelines, please contact the CAPCO/CCM office by e-
malf on JWICS at DNI-SSD-CAPCO@dnl.ic.gov or by phone at (571) 204-6500,

12
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{U) Marking Requirements

{U) Classification and control requirements apply to all information, whether in printed or electronic format regardless of
the medium {(e.g., text, image, graphics, and electronic information, including finished inteliigence disseminaled via cahles,
web pages, wikis, and blogs). “‘Document’ is used throughout this Manual to more effectively describe and define marking
requirements, but is not intended to limit the types of media on which classification markings musi be applied. Figure 2 on
the next page depicls each of the required human-readable marking elements on classified information.

{U) Classification and controi markings shall be applied explicitly and uniformly when creating, disseminating, and using
classified and unclassified information to maximize information sharing while protecting sources, methods, and aclivities
from unauthorized or unintentiona! disclosure.

(U) In accordance with ICD 710, §D.8, originators of information shall include an IC element point of contact and contact
instructions at the end of all intelligence products to expedite decisions on information sharing. Procedures for
downgrading or sanitizing information shall not impose addilional dissemination controls beyond those included in the
CAPCO Register and Manual,

{U) Marking Electronic Information

(U) In general, classified nalional securily information (CNS1) in the eleclronic environment is subject to the marking
requirements specified in EO 13526. It must be marked with proper classification markings to the extent such marking is
practical, including portion marks, overall classification, and a complele classification authority block. In cases where _-
classified information-in-an-electronicenvironment cannotbe marked in this- manner, e warning shall-be-applied toatet ——— — g
users thal the information may not be used as a source for derivative classification and providing a point of contact and :
instructions for users to receive further guidance on the use and classification of the information.

{U) The markings shown in Figure 2 may be augmanted or modified for specific electronlc environments In accordance
with 1800 Implementing Directive §2001.23, Classification Marking in the Electronic Environment. Refer o this section of
the Directive provides additional guidance on marking the following types of electronic information: e-mail, web pages,
electronic media files, URLs, dynamic documents and relational databases, bulletin board postings and BLOGS (Web
Logs), classified wikis, instanl messages and chats, and chat rooms. The directive is available on the CAPCO website,
When fully implemented across the IC, users will rely on the CMT automated marking system to ensure ali required IC
classification and control markings are accurately appiied.

{U) The IC Technical Specification titled "XML Data Encoding Specification for Information Security Marking Metadala™
{ISM.XML) defines a data format for exchanging information security marking metadata between automated information
systems. It provides technical guidance to 1C sofiware developers on using XML to encede information security marking
metadata in XML. Implementation of ISM.XML is declared in [CS 500-21, "Tagging of Intelligence and Intelligence-related
Information” (28 January 2011). In accordance with [CS 600-20, "Intelligence Community Enterprise Standards
Compliance (16 December 2010)°, IC elemants shall consull the 1C Enferprise Standards Baseline (IC ESB) for
compliance requirements associated with each specification version. Each version is individually registered in the (C ESB
and defines, among other things, the location(s) of the relevant artifacts, prescriptive status, and validity period, ali of
which characterize the version and its utility,

{U} In accordance with ICD 710, IC elements shall incorporate any modifications to the CAPCO Register and Manual into
automated systems that disseminate information, within one year of the modification. After one year, IC systems that
disseminate information shall be madified to reject information not marked in accordance with the CAPCQ Register and
Manual, unless a markings waiver has been approved. Markings waivers shall be submitted by the IC Element's CMIWG
representative to ONCIX via CAPCO.
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A and Office of SECRET/MOFORN 4———1—=— BannerLine
Origin (ifnol otherwise s
evident, a.g, as > AgencylOfice
providedin an e-mai Agency Address
adkfross or signatise Date of document
01 2011e4—f—
biock) January 2011 o
i (U} This is an Unclassified portion marked for training
purposesonly.
r (C/RELTO USA, FVEY) Thisis a Confidential
Pottion Markings portion masked for training purposes only.
* (S/NF) This Is a Secret portion with a NOFORN
Dissemination Control Marking. Marked for training
purposes only.
J (W/FOLIO) This is an Unclassified For Official Use
Only portion marked for tralning purposes only. / C Element POC
{U) Information Sharing POC
Chiet, Extemal Liaizon ithe Derived From s
T Gk Ese a2 L7 utpleSources®includofhe
Classified By: Unique ID / list of source matesials on o
Ciassification Authority Deyived From: SCG XYZ, dated 01/01/2012 attached to the document
Block Declassily On: 20310115
SECRET/INOFORN L—  BannerLine

(U) Figure 2: Required Classification and Control Marking Elements

U} Change Requests (CR

{(U) The IC Markings System is reviewed and revalidated by CAPCO and all IC slemenls each year as required by |CD
710. Any mid-year change requests proposed by an agency CMIWG member or CAPCO, are documented and
processed by CAPCO as a CR to the markings system baseline. For additional information regarding the CR process,
contact the appropriate agency CMIWG member.

(U} Classification by Compilation

{U) Data that individually is unclassified or classified at a lower level, may becoms classified or classified ata higher lave!
when combined or compifed in a single document, if the compiled Information reveals an additional assoclation or
ralationship that meets the standards for classification under EQ 13526, and is not otherwise revealed in the individual
data items. Likewise, data that Is not individually controlled, may become controlled when combined or complled in a
single document, if the compiled information meats the criteria for application of the control marking(s) under relevant
poiicy, and is not otherwise controlled by the classification and control markings of the individual data items, Classification
and control markings by compilation can be a derivative classification action based upon existing otiginal classification
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and contro! marking guidance or an original classification action. If the classification and control markings by compilation
is a derivative action and reveals a new aspect of Information that mesets the criteria for classification, but that is not yet
defined in an applicable classification gulde as an approved classification by compilation, It shall be referred to an Original
Classification Authority (OCA) with jurisdiction over the information to make an original classification decision. When a
classification or conirol marking determination is made based on compillation, clear Instructions must appear with the
compilad information as to the circumstances under which the individual portions constitute a classified andfor controlied
compilation, and when they do not.

{U) Classification and Marking Challenges

(1J) Requesters of information and authorized holders of information shall seek to resolve classification and control
marking issues at the lowest possible level in accordance with IC element procedures established under EO 13526, the
1ISO0 Implementing Directive, and ICD 710.

(U) Classified information and unclassified information with dissemination controls must bear the following required
classification and control marking elements;

»  Classified information:

» Highest classification level of information contained in the document and any applicable control markings
placed at the top and bottom of every page (hereafter referred to as the "banner line”)

» Portion marks (preceding the text to which they apply)

« Classification authority block (may appear anywhere on the first page/cover either vertically or horizontally)

« Date of origin of the document

(U} Note; Classified informalion shall be-explicitly marked for appropriate-foreign disclosure and releaserat therportion-and— — —F
banner level as defined by and under the purview of ICD 710. This requirement is reflected throughout the marking '
templates as “[Explicit FD&R]" to represent one or more of the following dissemination control markings: NOFORN, REL
TO, RELIDOQ, and DISPLAY ONLY. Follow internal agency pracedures for obtaining foreign disclosure and release
guidance on classified information, ,

= Unclassified information with contrel markings:

+ Bannerline
s Portion marks

{U) Transmittal Documents

(U} Unclassified or lower-classified documents such as cover letlers or forms often are used to transmit classified
attachments. The transmitlal document must include: a banner line with the highest classification level and most
restrictive conlrols of any classified information attached or enclosed, portion marks, and a classification authority block
for the aggregate of all information transmitted. (Note: a ctassification block may alsc appear on individual attachments as
appropriate.) The classlification autherity block must provide the required elements for the classified information that is
being transmitted or enclosed, as described below in the Classification Authority Block section, The transmittal document
shall also include conspicuously on its face, the following or similar instructions, as appropriate: “Upon Removal of
Attachments, this document Is (Classification Leval)."
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{U) Per 32 CFR 2001 (1S00Q Implementing Directive) each portion of a document, ordinarily a paragraph, but including
subjacts, tilles, graphics, tables, charts, bullet statements, subparagraphs, classified signature blocks, bullets and other
portions wilhin slide presentalions, and the like, shali be marked to indicate which poriions are classified and which
portions are unclassified by placing a parenthetical symbol immediately preceding the portion to which it applies.

(U) Documents containing information that requires classification and/or controi markings, regardless of format or
medium, shall be portion marked unfess a portion mark waiver has bean granted (see below under Portion Marking
Whaivers). Classificalion and contro} markings shall be applied appropriately to each portion of information to ensure that
the information is available without unnecessary delay or restrictions. An authorized portion mark is listed for each
classification and control marking entry In the Register.

(U) Note: At this lime, portion marking caveats on text documents such as: “All portions are {[class level portion
mark}/f{control marking portion mark, if applicable]) unless marked otherwise,” are pot authorized by 1S00.

{U) In cases where portions are segmented, such as paragraphs, subparagraphs, bullets, and sub-bullets:

« If the classlification level Is the same throughout, it is sufficient to put only one portion mark at the beginning of the
muain paragraph or main buliet,

+ |f there are different levels of classification among these segments, then all segments shall be portion marked
separately in order to avoid over classification of any one segment.

s If the information contained in a subparagraph or sub-builet is a higher level of classification than its parent

paragraph or parent buliet, this does not make the parent paragraph or parent bullet classified at that same level.
Each portion shali reflect the classification leve! of that individual portion and not any other portions.
Any portion, no matter what its slalus, is still capable of determining the overall classification of the document. 2
To therextentpossible;if segmented portions span-more thanone page, portion-marksshould be appliedtothe——— —§
paragraphs, subparagraphs, butlets, and sub-bullets. In addition, if segmented portions stand on their own as a
complete thought from the parent portion, consideration should be glyan to applying portion marks to each
segment.

{U) Syntax Rules

(U) The following syntax rules shall be followed when applying a portion mark;

»  Portion marks must be used on all classified information regardless of format or medium, unless a waiver has
been obtained in accordance with guidance from the ISQO.

= Allunclassified documenis with contro) markings, regardless of format, or medium, shall be portion marked.

» Portion marks must always be placed al the beginning of the portions, immediately preceding the text to which it
applies. This position affords maximum visibility lo the reader.

= Portion marks must be enclosed in parentheses.

= Portion marks must use the same separators (i.e., stashes, hyphens, commas, etc.) as are used for the banner
line, except for SBU NOFORN and LES NOFORN where the portion mark uses a hyphen to connect the
NOFORN, e.g., (SBU-NF),

*  When appropriate, Individual portion marks may be less restrictive than the banner line. For example:
+ Some portions of a SECRET//NOFORN document may be marked (U946} when appropriate.
s Some portions of a SECRET//NOFORN document may be marked (S/REL TO [trigraph(s)/tetragraph(s)])

when appropriate.

(U) On purely unclassified documents (i.e., no control markings) transmitted over a classified system, the designation
*UNCLASSIFIED" must be consplcuously placed in the banner line. However, portion marks, l.e., "(U)" are not required.
When fransmitting purely unclassified documents (i.e., no control markings) over unclassified systems, classification
markings are not required. For hard copy documents which are purely unclassified, it Is optional to mark
“UNCLASSIFIED" In the banner line, and portion marks are not required.
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(U) Portion Marking Waivers

{U) The Director of ISOO may grant a waiver from portion marking. Waivers are granted for limited and spacific
categories of information. On 22 February 2012, 1SQO approved the DNI's request far IC-wide portion mark waivers
thraugh 30 June 2014 for the following informalion categories:

Complex technical, financial, or engineering diagrams, graphs, mission models, equations, and simulations
GEOQINT graphics products

Internal forms

President's Daily Brief [President’s Copy] (DNI waiver only)

Raw mission data

(U) The DNI did not petition for walvers on the foliowing, as the ISOO Implementing Directive provides specific guidance
regarding marking requirements:

»  Audioivideo files -

» Dynamic/Ad-hoc Database Query/Report Results
= Dynamic web-based content

» Instant messages/chals

{U) ISO0O mandatas the following requirements when using these waivers:

s A classified document that is not portion marked cannot be used as a source for derivative classification, nor can
it be used as a source for preparers of classification guides.

«  Adocument falling under a walver that is not portion marked should contain a caveat stating that it may not be
used as a source for derivative classification.

information, the document must be portion marked.
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(V) The banner line must be conspicuously placed at the top and bottorn (header and footer) of each page, in a way that
clearly distinguishes it from the informational text, whether in hard copy or being transmitted electronically. Each interior
page of a classified document must have a banner line that contains either the highest fevel of classification of information
contained on that page, including the designation “UNCLASSIFIED" when it is applicable, or the highest overall
classification of the document,

{U) Syntax Rules

(V) The banner line must follow the order and syntax of the classification and control markings documented in the
Register. it must contain, at a minimum, a classification leve! for the information and per ICD 710, the appropriate explicit
foreign disclosure and release (FO&R) marking, as applicable. Other control markings are to be applied only if applicable
to the Information. In all cases, the lowest appropriate classification and least restrictive dissemination controls applicable
shall be used.

(U) The following syntax rules shall be followed when creating a banner line:

» The banner line must be in uppercase letlers.

«  The classification level must be in English without abbreviation.

«  US classified documents must always have a banner line with a US classification marking conspicuously placed
at the top and botiom of the outside of the front cover (if any), on the tille page (if any), on the first page, and on
the outstde of the back cover (if any).

» The banner line for intemal pages of a document may be either the overall classification and control markings for ;
the 3ntite, document (repeated on every page), or the _Qlasstﬁgalim_ancLoonuol,markingsmogiatedpnlyﬂitme__ .
individual page. :

« Non-US or JOINT classified documents must always begin the banner line with a double forward slash with no
interjected space, followed by the Non-US or JOINT classification marking.

«  Only applicable control marking categories are represented In the banner line after the classification. No slashes,
hyphens or spaces are used to hold the place of contro! marking categories when the control marking is not
represented in a document.

« Categories in the banner line are separated by a double forward siash with no interjected space {(e.g.,
SECRET/NOFORN).

»  Any control markings in the banner line may be spelled out per the “Marking Tilie" or abbreviated as per the
*Authorized Abbreviation® In accordance with the Register, unless otherwise directed by component policy to use
one form aver the other. ,

= Multiple entries may be chosen from the SCi Control System, Special Access Program, Atomic Energy Act
information, Dissemination Gontrol, and Non-Intelligence Community Dissemination Control marking categories If
the entries are applicable to the Information. if multiple entries are used within a category, they are listed in the
order in which they appear in the Register separaled by.a single forward slash with no interjected space.

= Ahyphen is used to connect a marking to its sub-marking(s) within the SCI control system, SAP, and AEA

categories.

(U) Note: On purely unclassifled documents (l.e., no control markings) transmitted over a classifled system, the
designation "UNCLASSIFIED™ must be consplcuously placed in the banner line. However, portion marks, i.e., "(U)" are
not required. When transmitting purely unclassified documents (i.., no control markings) over unclassified systems,
classification markings are not required. For hard copy documents that are purely unclassified, it is optional to mark
<UNCLASSIFIED" in the banner line, and portion marks are not required.
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{U) Banner Line "Roll-Up" Rules

(L) The banner line is developed by the “roll-up” or aggregation of partion marks. Ganerally, the roli-up process consists

of:

Taking the highest classification level of all the porlions and using that as the banner line classification marking;
except In cases of classification by compilation as described in the 1SOO Implementing Directive §2001.13(c) and
§2001.24(g). Note: Per ISOOQ, in cases of ¢lassification by compilation, the banner line will represent the highest
clagsification and most restriclive conirol markings revealed by the information. The classifier must give clear
instructions providing a reason why the information in aggregate is classified higher than ils individual portions
and also the clrcumstances under which the Individual portions constitute a classified compilation, and when thoy
do not.

Repeating in the banner line, all unique SCI, SAP, and/or AEA markings used in the portlons. Note: If there are
duplicate SC1 and SAP digraphs or trigraphs values, the SAP category indicator "//SAR-" clearly identifies the
applicable category and ensures unique markings across the two categories.

Repeating in the banner line, only "FGI" if any of the markings have concealed FGI source information {(e.g.,
portion marked: //FGI [classification level}), or FGI* plus all unique counltry trigraph(s) and/ tetragraph(s) as used
in the portions, when all portions are unconcealed FGI {e.g., portion marked: /GBR S).

Repeating all unique and most resirictive dissemination and non-1C markings. Refer to the aclual marking
templates for additional precedence rules for the banner line.

Marking documents containing multiple portlons with diffarent foreign disclosure and release (FD&R) markings
with the overall most protective marking. For exempls, if & document contains NOFORN portions and REL TO
portions, NOFORN is the most protective of the markings and will always roll-up to the banner line. Refer {o the
spacific FD&R marking templates for additional banner precedence guidance.
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(1)) At the time a classification determination Is made, EO 13526 requires the informalion be identified and marked with
several elemsnts of infomhation regarding the determination. These elements combined are referred to as the
classification authority block. The classification authority block shall appear on the face of all classifled documents to
indicate: the person responsible for the classification determination, the reason for classification (only used on onginal
classification dacisions), the authority for the classification determination, and the declassification instructions.

(U) EO 13526 identifles two types of classification authority: Original Classification Authority (OCA) and derivative
classification authority.

(V) Original Classiﬂéation Authority

(U) An OCA classification decislon Is the act of inltially determining that unauthorized disclosure of information reasonably
could be expected fo resuft In damage to the national secunity. On the face of all originally classified documents,
regardless of the media, the OCA shall apply the following classification aulhority block markings {ISOO Implementing
Directive, §2001.21 and §2001.26):

» Classified By: Identification by name and position, or personal identiffer of the OCA.

= Agency and Office of Origin: If not otherwise evident, the agency and office of origin shall be identifiad and
follow the name on the “Classified By line.

« (Classification Reason: Concise reason for classification that, at a minimum cites one of the classification
categories listed in EO 13526, §1.4.

= Declassify On: Duration of the original classification decision, spaclﬁed as the date, event, or exemption that

corresponds to the lapse of the information's national security sensitivity.Valid values include:

¢ A date of no more than 25 years from the original classification decision or the information's origin. The
following format must be used: YYYYMMDD
An event,.Events must be reasonably definite, foreseeable, and less than 10 years in the future.
*50X1-HUM" marking used when the information clearly and demonstrably could reveatl a confidential human
source or a human inteiligence source.

s "50X2-WMD" marking used when the information clearly and demonstrably could reveal key design concepts
of weapons of mass destruction,

o "25X1, EO 12951 (Note: Per DNI Memo E/S 00400, dated 26 May 2010, value replaces the *DCI Only" and
*DN1 Only” markings).

» Anexemption category of “26X#, date or event” (where “#" Is a number from 1-8), see Note,

¢ Anexemption category of "50X#, date or event™ (where "#” is a number from 1-8), ses Note.

s An exemptlion category of “75X3#, date or event” (where “#" is number from 1 -9), see Note.

e "N/A to [RD/FRD/TFNI, as appropriate] portions. See source list for NS| portions." Used when classified NSI
includes RD, FRD, andfor TFNI portions, see SO0 Notice 2011-02.

» "N/Alo NATO portions, See source st for NS| portions”. Used when dlassified NSl includes NATO portions,
see ISO0 Notice 2013-01 for additional guidance. ‘

» "N/A to [RD/FRDITFNI, as appropriate] [and NATO, if appropriate] portions. See source list for NS! portions.”
Used when classified NSI includes RD, FRD, and/or TFNI portions and NATQ portions, see ISOO Notice
2013-01 for additional guidance,

= Date of origin of the document: The date of origin of the document shall be indicated in a manner that is
immediately apparent.

{U} Note: The use of exemptions from aulomalic declassification by agencles must be authorized In accordance with

ISO0 Implementing Directive, §2001.26. In addition, §2001.26(a)(6) states that "the marking “subject to treaty or
international agreement’ is not to be used at any time.”

20

UNCLASSIFIED/ /¥eue




UNCLASSIFIED//FOUC

{U) Derivative Classification Authority

{U) Derivative classlfication is the act of incorporating, paraphrasing, restating, or generating In new form any infarmation
that is already determined to be classified by an OCA either In a source document, classification guide, or other OCA
guidance document. Unless superseded by OCA guidance, a derivative classifier should observe and respect the original
classification decision, and carry forward to any newly created document the pertinent classification and control markings
from the source document(s], classification guide(s), or other applicable OCA guidancs.

(U) Derivalive classifiers are respensible for ensuring that the information is appropriataly classified and properly marked.
Individuals who believe that information in their possession is inappropriately classified or unclassified, are expected to
bring their concems to the attantion of responsible classification management official(s) within their organization. The
face of all derivatively classifisd documents shall carry all markings prescribed In 1SO0 Implemenling Directive §2001.20
and §2001.21 and the following classification authority block information Is to be provided (ISOO implementing Directive,
§2001.22):

« Glassified By: Cite the derivative classifier's identification by name and position, or by personal identifier, in a
manner that Is immediately apparent on each derivatively classified document. if not olherwise evident, the
agency and office of origin shall be identified and follow the name on the "Classified By” line.

» Derived From: Concisely identify the source document or the classification guide on the “Derived From" line,
including the agency and, where avaitable, the office of origin, and the dale of the source or guide used for the
classification determination.

s Declassify On: Cite the date, event, or exemption that corresponds to the lapse of the information’s national
security sensitivily either carried forward from the source document's "Declassify On” line, or from the applicable
classificalion guide.

{U) In addition to portion marks, classification banners, and a classification authority block, 1SOO also requires the dateof
origin of the document to be indicated for all classHied documents {regardless of medium). This date of origin shall be

indicated in a manner that Is Immediately apparent. In addition, the “Classification Reason® is not transferred from

originally classified source(s) documents or gulde(s) in a derivative classification action.

{U) Multiple Sources and the Declassify On Line Hierarchy

{U) When a document Is classified derivatively based on more than one source document, classification guide, or element
of a classification guide(s), use “Multiple Sources” as the "Derived From” value. The “Declassify On” line shall refiect the
single declassification value that provides the longest classification duration of any of the sources. When determining the
single most resirictive declassification instruction among multiple source documants, adhere to the folfowing hierarchy for
determining the declassification instruclions:

= “N/A to [RD/FRD/TFNI, as appropriate] {and NATO, if appropriate] portions. See source list for NS| portions.”

Note: per related ISOO Notice 2011-02 and 2013-01, these values do not have a date or event associated with

. them. Any one or combination of these declassification instruclions takes precedence over all other
declassification instructions. Recipients are o use the source list for declassification instructions for each
classified NSI source.

«  “50X1-HUM" or "50X2-WMD", or an 1500 approved designator reflacting the ISCAP approval for classification
beyond 50 years. If the source documents have both 50X1-HUM and 50X2-WMD exemptions, apply 50X1-HUM
as the exemption with the lowest number, Note: Per ISOO Nolice 2012-02, "25X1-human” is no longer
authorized; “50X1-HUM" replaces it.

»  "25X1, EO 12951" Nota: Per DNI Memo E/S 00400, dated 26 May 2010, value replaces the “DCI Only” and "DNI
Only” markings when the document contains imagery as described in EO 12951,

s 25X1 through 25X9, with a date or event, If the source documents have mulliple 25X exemptions, apply the
exemplion with the date or event that provides the longest period of protection. If all “25X#, date or event”
exemptions have the same date or event, apply the "25X#, datefevent” exemption with the lowest number,
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s 25X1 through 25X9 without a date or event. If the source document(s) have 25X# exemption{s) without a date or
event, determine the longest period of protection by using a calculated 50 year date from the source document
date. If the source document date cannot be readily determined, calculate a date 50 years from the current date.
If all 25X#'s with a calculated 50 year date have the same date, apply the exemption with the lowest number and
the calculated 50 year date, Nota: This is interim guidance pending a final ruling from 1SOO,

» A specific declassification date no more than 25 years in the future.

= Anevent less than 10 years in the fulure.

= Absent guidance from an criginal classification authority with jurisdiction over the information, a calculated 25-
year date from the date of the source information, When the source date cannot be readily determined, calculate
a date 25 years from the current date.

(U) When the “Derived From® value is "Multiple Sources”, the derivalive classifier shall include a listing of the source
materials on or attached to each derivatively classified document, Tha list of sources is intended to facilitate future
declassification reviews.

{U) Commingling Atomic Enaergy Act Information and Classified National Security Information

(U) When a derivatively classified document contains portions of Restricted Data (RD), Formerly Restricted Data (FRD),
or Transclassified Foreign Nuclear Information (TFNI), the “Declassify On” line shall not contain a declassification date or
event. The following shall be annotated on the “Declassify On” line: “Not Applicable or (N/A) to [RD/FRD/TFNI, as
appropriate] portions” and “See source list for NSI portions® separated by a period. The National Security Information
(NS1) scurce list, as described in ISOO Implementing Directive, §2001.22{c){1){il}, must include the declassification
instruction for each of the source documents classified under EO 13526, This source list shall not appear on the front
page in the case of a commingled document as noted in the ISO0 Implementing Directive, §2001.24(h)(3).

(1) In the case of a single page document that commingles RD or FRD and classified NS, or in the case of a single page
document that commingles TENI and classified NSE, the NSi source list may appear at the bottom of the document below._ .
and clearly identified as separate from the classification authority block. This NSI source list will display the appropriate
declassification instructions for each source. The *Declassify On” line will read “N/A to [RD/FRD/TFNI, as appropriate]

portions. See source list for NS| portions.”

{U) Commingling NATO Information and classified National Security Information

{U) When a derivatively classified document contains portions of North Atlantic Treaty Organization (NATO) information,
the “Declassify On” line shall not contain a declassification date or event. The following shall be annotated on the
*Declassify On” ling; “Not Applicable or (N/A) to NATO portions. See source list for NSI portions®. The NSI source list
must include the declassification instruction for each of the source documents classified under EQ 13526.

{U) Retirad or invalid Declassify On Values

{U) When using a source document or classification guide to derivatively classify information, where the *Declassify On®
value(s) have been either retired or declared by 1800 as invalid, the ISO0 Implementing Directive provides the following
guidarice:

= “Originating Agency's Determination Required”, “OADR", or “Source Marked OADR, date of source [value]®
» The derivalive classifier shall calculate a date that is 25 years from the date of the source document (see
Nole.)
+ When the source date cannol be readily determined, calculate a date 25 years from the current date.

» “Manual Review”; “MR", or "Source Marked MR, dale of source [value]”
+ The derivalive classifier shall calculate a date that is 25 years from the date of the source document (see
Note.)
o When the source date cannot be readily determined, calculate a date 25 years from the cumrent date.
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=  Exemptlion markings “X17, “X2", "X3", "X4", "X5", "X&", “X7", and “X8" or "Source Marked X1-X8, date of source

[value]”
+ The derivative classifier shall calculate a date that is 25 years from the date of the source document (see
Note.)

+ When the source date cannot be readily determined, calculate a date 25 years from the current date.

= "DNi Only” or "DC| Only"

+ [f the source document dogs not contain information described in EQ 12951, Release of Imagery Acquired by
Space-Based National Intelligence Raconnaissance Systems, the derivative classifler shell calculate a date
that is 25 years from the date of the source doecument (see Note.)

+ |f the source document contains information described In EO 12951, Release of Imagery Acquired by Space-
Basad Natlonal intelfigenice Reconnaissance Systems, the derivative classifier shali use a declassification
instruction prescribed by the DNI. The DNI has prescribed use of the following declassificatlon instruction:

*25X1, EO 12051".

» “Subject to trealy or international agreement”
* The derivalive classifier shall refer to the applicable OCA guidance regarding use of an authorized exemption,
if any; absent guidance from an OCA, the derivative classifier shall calculate a date that is 25 years from the
date of the source document.

= “25X1-human”
« The derivative classifier shall not carry forward the 25X1-human declassification instruction from the
source document; but instead, derivative classifiers should use the *50X1-HUM" marking.

»  Exemption markings "25X1°, "25X2", “25X3", "25X4", "256X5", "25X67, “25X7", *26X8" and "25X9" withoul the
reguired date or event, or "Source Marked 25X1-25X9, date of source [value]” {(Note! This is Interim guidance
pending a final ruling from 1S0CO0.)

» The derivative classifier shall calculate a date that is 50 years from the date of the source document.
+ When the source-date cannot-be-readily determined; calculate-a-date-50 yearsfrom-the current-date.

{U) Note: A derivative classifier should not assisme the information Is unclassified if the calculated 25-year date has
passed. The derivalive classifier should contact the onginating agency for guidance regarding an appropriate
declassification instruction for that information.

(U) The guidance provided in this section is paraphrased from EQ 13526, the Implemeniing Directive, and other ISO0O
guidance. Should there be any discrepancies between this Manusf and EQ 13526 or ISQO guidance, the EQ 13526 and
ISO0 guidance will take precedence until the Manual is updated. For more information on the classification authority
block, refer to EO 13526 and the ISOO Implementing Directive, Subparts A-C.
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(U) CAPCO Register
{U) The CAPCO Register provides the list of authorized classification and control markings for the IC. All markings used

in a banner line and portion mark shall follow the order in which they appear in this list. Refer to the comesponding
marking section in the CAPCO Manual for specific marking Instructions and guidance (e.g., banner line and portion mark

formatting and syntax).

{U) Teble Is (U#FGHB)'in- its entirety.

1. US Classificatlon Markings :
TOP SECRET None TS
SECRET None S
CONFIDENTIAL . None C
UNCLASSIFIED None U
2, Non-US Protective Markings - _
Non-US Protactive Markings, refer to Appendix A
Non-US Classification Markings
See Appendix A Section 1 Guidance
Non-US Special Access Program Markings
See Appendix A Seclion 2 Guidance
Non-US Dissemination Control Markings
See Appendix A Section 3 Guidance
Five Eyes Protective Marking Comparisons
See Appendix A-Section-4-Guidance—- - —
NATO Protective Markings, refer to Appendix B
NATO Classificatlon Markings
COSMIC TOP SECRET None CTS
NATO SECRET Nona NS
NATO CONFIDENTIAL None NC
NATO RESTRICTED None NR
NATO UNCLASSIFIED None NU
NATO/NAC Markings
NATO [NATO Appendix B, Sact. 2] SECRET None NATO Appendix B, Sect. 2
NATO [NATO Appendix B, Sect. 2] CONFIDENTIAL None NATO Appendix B, Sect, 2
NATO INATO Appendix B, Sect. 2] RESTRICTED None : NATO Appendix B, Sect. 2
NATO [NATO Appendix B, Sect. 2] UNCLASSIFIED None NATO Appendix B, Sect. 2
NATO Spacial Access Program Markings
ATOMAL None ATOMAL
BALK None BALK
BOHEMIA None BOHEMIA
NATO Dissemination Control Markings
See NATO Appendix B, Sect. 4
United Nations (UN) Protective Markings, refer to
Appendix C -
UN RESTRICTED None None
3. JOINT Classification Markings (US is Co-Owner) ‘ .
JOINT TOP SECRET [LIST]* None JOINT TS [LIST]
| JOINT SECRET JLIST] None JOINT 8 [LIST]
JOINT CONFIDENTIAL [LIST} None JOINT C ILIST]
JOINT UNCLASSIFIED jLIST] None JOINT U JLIST)
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Authorized Banner Line Marking Title Authorized Banner Authorized Portion Mark
Line Abbreviation

4. SCI Control System Markings . :
ENDSEAL EL EL

ECRU EU EU
NONBOOK NK NK

HCS ' HCS
un

U/ . P P
U/ - -

KLONDIKE KDK KDK

BLUEFISH _ BLFH BLFH
BLFH-[SUB-COMPARTMENT] (up to 6 alphanumeric BLFH-XXXXXX BLFH-XXXXXX
characters)

KANDIK KAND KAND
KAND-[SUB-COMPARTMENT] (up to 6 alphanumeric KAND-XXXXXX KAND-XXXXXX
characters)

IDITAROD IDIT IDIT
IDIT-[SUB-COMPARTMENT] (up to 6 alphanumeric IDIT-XXXXXX IDIT-XXXXXX
characters)

RESERVE RSV RSV
RESERVE-[COMPARTMENT] (3 alphanumeric RSV-XXX RSV-XXX
characters)

Gliss—ssep T~ T AR S e e e T eee—— i
SI-[COMPARTMENT] (3 alphanumeric characters) SI-XXX SI-XXX
GAMMA G G

GAMMA [SUB-COMPARTMENT] (4 alphanumeric G XXXX G XXXX
characters)

TALENT KEYHOLE TK TK

5. Speclal Access Program Markings

SPECIAL ACCESS REQUIRED-[PROGRAM IDENTIFIER] SAR-[PROGRAM (SAR-|[PROGRAM

IDENTIFIER] or SAR- | IDENTIFIER abbreviation])
[PROGRAM
IDENTIFIER

- abbreviation]

6. Atomic Energy Act Information Markings

RESTRICTED DATA - RD RD
CRITICAL NUCLEAR WEAPON DESIGN INFORMATION CNWDI CNWDI
SIGMA [#] SIGMA [#] SG [#]

FORMERLY RESTRICTED DATA FRD FRD
SIGMA [#] : SIGMA [#] SG [#]

DOD UNCLASSIFIED CONTROLLED NUCLEAR DOD UCNI DCNI

INFORMATION )

DOE UNCLASSIFIED CONTROLLED NUCLEAR DOE UCNI UCNI

INFORMATION

TRANSCLASSIFIED FOREIGN NUCLEAR INFORMATION TFNI TFNI
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7. Forelgn Govemnient Information Markings
FOREIGN GOVERNMENT INFORMATION or FGl or [LIST] [non-US
FOREIGN GOVERNMENT INFORMATION [LIST}* FGI [LIST] classification
’ portion mark]
(Note: This category is used when US classifiers denvatively or
source foreign government marked information in US NATO portion
products.) mark
or
FG1 [non-US classification
portion mark]
Speclal Access Program Markings .
Refer to section 7 | |
Disgemination Control Markings
Refer to section 7
8. Dissemination Control Meriings: N T
RISK SENSITIVE RSEN RS
FOR OFFICIAL USE ONLY FQUO FOUO
ORIGINATOR CONTROLLED ORCON QcC
8.3.1 ORIGINATOR CONTROLLED-USGOV ORCON-USGOV ORCON-USGOV
CONTROLLED IMAGERY IMCON IMC
NOT RELEASABLE TO FOREIGN NATIONALS NOFORN NF
CAUTION-PROPRIETARY INFORMATION INVOLVED PROPIN PR
AUTHORIZED FOR RELEASE TO [USA, LIST]* REL TO [USA, LIST] REL TO [USA, LIST] or
REL
RELEASABLE BY INFORMATION DISCLOSURE OFFICIAL RELIDO RELIDO
USA/ _ EYES ONLY (Note: waivered through 09 Sep None USA/__ EYES ONLY or
2014) - EYES
DEA SENSITIVE Nons DSEN
FOREIGN INTELLIGENCE SURVEILLANCE ACT FISA FiSA
DISPLAY ONLY [LIST]* DISPLAY ONLY JLIST] DISPLAY ONLY [LIST]
9. Non-ntelligence Comniunity Dissemination Control ' oY
Markings: L _ A4
LIMITED DISTRIBUTION , LIMDIS DS
EXCLUSIVE DISTRIBUTION EXDIS XD
NO DISTRIBUTION - NODIS ND
SENSITIVE BUT UNCLASSIFIED SBU SBU
SENSITIVE BUT UNCLASSIFIED NOFORN SBU NOFORN S8U-NF
LAW ENFORCEMENT SENSITIVE LES LES
LAW ENFORCEMENT SENSITIVE NOFORN LES NOFORN LES-NF
SENSITIVE SECURITY INFORMATION S8l SSi

* “[LIST]" pertains to one or more CAPCO Register, Annex G trigraph country codes or CAPCO Register, Annex A and B
tetragraph code(s) used with the Non-US, JOINT, FG), or DISPLAY ONLY markings. Refer to the specific marking
templale in the Manual for "[LIST]" formatting and syntax guidance.

+C[USA, LIST]" pertains to the string that contains "USA” followed by one or more CAPCO Register, Annex C Irigraph
country code(s) or CAPCO Register, Anniex A and B tetragraph code(s) used with the REL TO marking. “USA" must

always appear first whenever the REL TO string is used to communicate release decisions either by the US or a Non-US
entity. Refer to the REL TO marking template in the Manual for “[LIST]" formatting and syntax guidance.
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{U) CAPCO Register Annsxes
= CAPCO Register Annex A - Telragraph Codes (classified, releasable)
= CAPCO Register Annex B — Telragraph Codes (classifled, NOFORN)
» CAPCO Register Annex C - Trigraph Couniry Cadas
» CAPCO Ragistar Annex D — Automated Maridng System Guidance for DNI Developers (unpublished)
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(U) CAPCO Manual

1. (U) US Classification Markings

(U) US Classification markings are used in the banner line and portion marks of US classified National Security
information (NSI}).

(U) “Cotlateral® information I defined as classified NSI under the provi'sions of EO 13528 and not subject to the enhanced
security protections (e.g., saleguarding, access requirements) required for SCI or SAP information,

{U) The classification marking s the first entry In the banner line. The classification must be spelled oyt in fulf and ma
not be abbroviated in the bahner fine. The four permilted US classification markings are:

TOP SECRET
SECRET
CONFIDENTIAL
UNCLASSIFIED .

{U) Note: There are only three classification levals defined in EO 13526: CONFIDENTIAL, SECRET, and TOP SECRET.
UNCLASSIFIED is a marking that indicates the information did not meet the threshold for classification as defined in EO
13528.

{U) ICD 710 Foreign Disclosure and Release Markings on Classifled inteliigence Information

(U) Classified information, as defined by and-under the purview of 1€D 710, shait be explicitty marked for appropriate-———— — @
foreign disclosure and release at the portion and banner level. This requirement is reflected throughout the marking .
templates as “[Expiicit FD&R]" to represent one or more of the folfowing dissemination control markings; NOFORN, REL
TO, RELIDO, and DISPLAY ONLY. Originators of intelligence information are responsible for determining appropriate
classification markings for the information they produce, and for applying the appropriate control markings that implament
DNI guidelines for dissemination (fereign and domestic). Follow internal agency procedures for the use of foreign
disclosure and release markings with classified information.

(U) ICD 710 is not applicable to classified military information falling under the purview of National Policy and Procedures
for the Disclosure of Classifiad Military Information to Foreign Govermments and Intemnalional Organizations (short title:
National Disclosure Policy-1 (NDP-1 )). Within the Depariment of Defense, application of foreign release markings is
accomplished by the Foreign Disclosure Officer (FDO) when foreign release is needed.

{U) Uncaveated Clagsifled Intelligence Information Used as a Derivative Source

(U) In accordance with EQ 13526, §2.1 and ICD 710, derivative classifiars shall carry forward to any newly created
documants, the perlinent classification, comparimentation, dissemination controls, disclosure or release authorizations
and other warmnings.

(U} When sourcing from classified Intelligance material that bears no control markings (uncaveated) and requires an
explicit foreign disclosure and release decision per ICD 710, in the absence of anv other applicable quidance {e.q..
classification quide, soyrce documents], or DNI guidelines for forelgn disclosure and release}, the appropriate foreign

release marking to add Is RELIDO. Any other marking used in this sourcing scenario may jeopardize the information
and/or the foreign release process.

(U) Note: If sourcing caveated (additionat controls) classified intelligence material that does not have an explicit foreign
disclosure and release marking, reéfer to the specific marking category/template in this document for additional guidance.
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(U} Uncaveated Classified Non-C information Used as a Derivative Source

(U) The folfowing guidance is provided for sourcing from classified non-1C originated material that bears no control
markings (uncaveated) and requires an explicit foreign disclosure and release decision, in the absence of a formal
agreement or notification betwaen the non-IC organization and the IC gle { on handlin virements (includin

guldance from the non-|C element marking sponsor included in this document):

«  When sourcing uncaveated classified military information under the purview of NDP-1 into intelligence material,
contact the controlling organization or locat Fareign Disclosure Office for further guldance.

»  Whaen sourcing other uncaveated classified non-IC originated information into intelligance material, the
appropriate foreign release marking to add is RELIDO, which indicates the originator has authorized a Senior
Foreign Disclosure and Release Authorily (SFDRA) to make further sharing declisions in accordance with existing
procedures.

{U} Note: if sourcing caveated {(additional controls) classified non-iC originated information into intelligence material that
does not have an explicit foreign disclosure and release marking, refer to the specific marking template in this document
for additional guidance.

(U) Foraign Disclosure and Release Markings on Unclassified Information

{U} Unclassified information may be explicilly marked for appropriate foreign disclosure and release at the portion and
banner level as circumstances warrant. Explicit foreign disclosure and release markings are ngt required on unclassified
information. Follow intarnal agency procedures for the use of foreign disclosure and release markings with unctassified
information. See the Unclassified marking template for banner line roll-up guidance.
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(U) Authorized Banner Line Marking Title: TOP SECRET

(U) Authorized Banner Line Abbreviation: None

{U} Authorized Portion Mark: T8

{U) Example Banner Line TOP SECRET/H[Explicit FD&R]
{U) Example Portion Mark: ‘ {TS/Explicit FD&R])

{U) Marking Sponsor/Policy Basis: OCA/EO 13526, §1.2(a)

(U) Definitlon: Under EC 13526, TOP SECRET shall be applied fo information, the unauthorized disclosure of which
reasonably could be expected to cause exceplionally grave damage to the national security that the original classification
authority (OCA) is able to identify or describe.

(V) Further Guidance:
= SO0 Implementing Directive, §2001.24
= D710

{U) Applicabliity: Available for use by all agencies.

(U) Additional Marking Instructions: Applicable Level{s) of Classification: May not be used with US UNCLASSIFIED,
CONFIDENTIAL or SECRET,; or non-US or JOINT classification markings, in the banner fine or portion mark,

(V) Reletionship{s) to Other Markings: May be used with other markings listed in the CAPCO Register for the SCI,
SAP, AEA, FGI, Dissemination Control Markings, and Non-|C Dissemination Control Markings categories, unless
specifically prohibited, ~

{U} Precedance Rules for Banner Line Guidance: TOP SECRET takes precedence over SECRET, CONFIDENTIAL,
and UNCLASSIFIED and must always roll-up to the banner line.

(U) Commingling Rule(s) Within a Portion: May be combined with other informalion at a lower classification level and
the TS marking must convey in the porlion mark.

(U) Notional Example Page:

TOP SECRET//NOFORN

(TS/MNF) This is the portion mark for a portion that Is classified TOP SECRET and is not relgasable to foreign
nationals. This portion Is marked for training purposes only.

{U) Note: The classification authority block is required on all US classified NSI. See the ISQO Implementing
Directive and General Marking Guidance Section of this document for more information,

TOP SECRET/NOFORN
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{U) Authorized Banner Line Marking Title: SECRET

{U) Authorized Banner Line Abbreviation: None

{U} Authorized Portion Mark: S

{U) Example Banner Line: SECRET/[Explicit FD&R]
{U) Exampls Portion Mark: {SMExplicit FD&R])

{U) Marking Sponsor/Poflcy Basis: OCAJEQ 13526, §1.2(a)

(U} Definltion: Under EO 13526, SECRET shaft be applied to information, the unautherized disclosure of which
reasonably could be expected {0 cause serious damage o the nationa! security that the original classification authority is
able to Identify or describe.

{U) Further Guidance:
= |800 implementing Direcfive, §2001.24
» 1CD710

(U) Applicability: Available for use by all agencies.

{U) Additional Marking Instructions: Applicable Level(s) of Classification: May not be used with US UNCLASSIFIED,
CONFIDENTIAL, or TOP SECRET; or non-US or JOINT classification markings, in the banner line or portion mark.

{U) Relatlonship{s) to Other Markings: May be used with other markings listed in the CAPCO Register for the SCl,
SAP, AEA, FGI, Dissemination, and Non-1C Dissemination Control Markings categories, unless specifically prohibited.

(U) Precedonce Rules for Banner Line Guidance: SECRET takes precedence over UNCLASSIFIED and
CONFIDENTIAL in the banner line.

{U) Commingling Rule(s) Within a Portion: May be combined with other information at a lower classification level and
the S marking must convey in the portion mark. SECRET takes precedence over UNCLASSIFIED and CONFIDENTIAL
in the portlon mark. .
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{U) Notlonal Example Page 1:

SECRET//RELIDO

(S/RELIDO) This is the portion mark for a portion that is classified SECRET which the originator has determined is
releasable by an Information disclosure official. This portion is marked for training purposes only.

{U} This Is the portion mark for an UNCLASSIFIED portion that is uncaveated (i.e., no conirols). The releaseabilily of
this portion is pot considered in developing the overall banner line RELIDO marking because it does not have an
FD&R portion mark, This portion is marked for training purposes only,

(U) Note: The ctassification authority block is required on all US classified NSI. See the 1S0O0 Implementing
Directive and General Marking Guidance Saction of this document for more information.

SECRET//RELIDO

{U) Notional Example Page 2:

SECRET/fREL TO USA, FVEY

{S/MREL) This is the portion mark for a portion that is classified SECRET which the originator has determined is
releasahle to USA, AUS, CAN, GBR, and NZL. This porion is marked for training purposes only,

{U) This is the portion mark for an UNCLASSIFIED portion that is tincaveatad (i.e.; no controls). :i'he releéseabiilty of
this portion Is not considered In developing the overall banner line REL TO marking because it does not have an
FD&R portion mark. This portion is marked for training purposes only,

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing
Direclive and General Marking Guidance Section of this document for more information.

SECRET/REL TO USA, FVEY
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) CONFIDENTIAL

{U) Authorized Banner L}ne Marking Title: CONFIDENTIAL

{U) Authorized Banner Line Abbreviation: None

{U) Authorized Portion Mark: ]

(U) Example Banner Line: CONFIDENTIAL/[Explicit FD&R]
{U) Example Portion Mark: (CliExplicit FD&RY])

(U) Marking Sponsor/Policy Basls: QCA/EQ 13526, §1.2(a)

{U) Definltion: Under EO 13526, CONFIDENTIAL shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause damage to the national security that the original classification authority is able to
identify or describe.

(U} Further Guidance:
= SO0 Implementing Directive, §2001.24
» CD710

(U) Applicabllity: Aveilable for use by all agencies.

(U) Additlonal Marking instructions: Applicable Level(s) of Classification: May not be used with US UNCLASSIFIED,
SECRET, or TOP SECRET,; or non-US or JOINT classification markings, In the banner line or portion mark.

(U) Relationship(s) to Other Markings: May be used with other markings iisted in the CAPCO Reglster for the SCi,
SAP, AEA, FGl, Dissemination Control Markings, and Non-|{C Dissemination Control Markings categories, unless
specifically prohibited,

{U) Precedence Rules for Banner Line Guidance: CONFIDENTIAL takes precedence over UNCLASSIFIED in the
banner line. .

{U) Commingling Rule{s) Within a Portlon: May be combinad with other information at a lower classification level and
the C marking must convey in the portion mark, CONFIDENTIAL takes precedence over UNCLASSIFIED in the portion
mark.

(U) Notional Example Page:

CONFIDENTIAL/RELIDO

(C//RELIDO) This is the porlion mark for a portion that is classified CONFIDENTIAL which the originator has
determined is releasable by an information disclosure official. This portion is marked for training purposes only,

(U) Note: The classification authority block is requirad on all US classified NSI. See the ISOO Implementing
Directive and General Marking Guldance Section of this document for more information,

CONFIDENTIAL/RELIDO
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(1) Authorized Banner Line Marking Title: UNCLASSIFIED

{U) Authorized Banner Lina Abbrevlation: None

{U) Authorized Portion Mark: U

(V) Example Banner Line: UNCLASSIFIED

(L) Example Portion Mark: (V)

{U) Marking Sponsor/Policy Basls: None/EO 13526, §1.6(c)

{U) Definition: A designation uged to mark information that doss not meet the criteria for classified (CONFIDENTIAL,
SECRET or TOP SECRET) national security information as defined by EO 13526,

{U) Further Guidance:
s SO0 Implementing Directive, §2001.24
= ICD710

{U) Applicabllity: Available for use by all agencies.

(U} Additional Marking Instructions:
»  Applicable Level(s) of Classification: May not be used with US CONFIDENTIAL, SECRET or TOP SECRET,; or

non-US or JOINT classification markings, in the banner line or portion mark,
= A classification authority block Is not required on unclassified information.

{U) Relationship(s) to Other Markings: May be used with other markings listed in the CAPCO Register for the AEA,
FGI, Dissemination, and Non-IC Dissemination Contro) Markings categories, unless specifically prohibited,

{U) Precedence Rules for Banner Line Guidance:

»  UNCLASSIFIED only rolls-up to the banner line when all portions of the document are UNCLASSIFIED,

s |f a document has portions of unclassified or unclassifiad with dissemination controls information thatinclude
explicit FD&R marking(s), those markings are used in delermining the overall document's banner line FD&R
marking(s).

= If a document has portions of unclassified information that do not include explicit FD&R marking(s), those
portions are not used in determining the overall document’s banner line FD&R marking(s). This rule is provided
for automated system FD&R banner line aggregation processing. it is appropniate for IC classifiers to follow this
guidance in the.absence of any applicable local agency FD&R processes that require additional restrictions or
internal controls for FD&R review of unclassified information.

» If a document has portions of unclassified with dissemination conlrols information that do not include explicit
FD&R marking{s), those portions are treated as RELIDO for purposes of determining the overall document's
bannser Hne FD&R marking(s).

{U) Commingling Rule(s} Within a Portion: May be combined with other information bearing other classification Javels.
May not appear in the portion mark when combined with Information classified at a higher lavel.

{U) Notes:
» Unclassified information is withheld from public release until approved for release by the originator.

UNCLASSIFIED/ /Fote
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s For unclassified decuments transmitted over a classified system, the designation *UNCLASSIFIED" must be used
in the banner line and include any dissemination controls that may apply, such as FOUO or PROPIN.

» Unclassified information that bears any control markings must also be portion marked.

= [tis optional to have a banner line of “UNCLASSIFIED" on hard copy documents that are UNCLASSIFIED and
bear no other control markings, such as FOUQ or PROPIN.

¢ Purely unclassifled documents {i.e., no control markings) transmitted over an unclassified system; do not require
a classification marking.

{U) Notional Example Page 1:
UNCLASSIFIED
" {U) This is the portion mark for an unclassified portion.

(U) Note: A classification authornity block is not required on unclassified information. See the ISOO Implementing
Directive and General Marking Guldance Section of this document for more information.

UNCLASSIFIED

{U) Notionat Example Page 2:

UNCLASSIFIED//REL TO USA, FVEY

({U) This is the portion mark for an UNCLASSIFIED portian that is uncaveated {i.e., no controls). When a document
has portions of unclassified information that do not include explicit FD&R marking(s), those partions are not used in
determining the overall document’s banner line FD&R marking(s). This rule is provided for automated system FD&R
banner line aggregation procassing. it is appropriate for IC classifiers fo follow this guldance in the absence of any
applicable local agency FD&R processes that require additional restrictions or internal controls for FD&R review of
unclassified information without controls. This portion Is marked for fraining purposes only.

{U//REL TO USA, FVEY) This is the portion mark for a portion that is UNCLASSIFID and that the originator has
datermined is releasable to USA, Australia, Canada, New Zeatand, and United Kingdom. This portion is marked for
training purposes only. The releaseability of this portion is considered in developing the overall banner line REL TO

marking.

{U) Note: Documentis contalning multiple portions with different foreign disclosure or release markings must be
marked overall with the most protective marking.

(U) Note: The classification authority block is not required on unciassified information. See the 1ISOO Implementing
Directive and General Marking Guidance Section of this document for more information.

UNCLASSIFIED/REL TO USA, FVEY
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{U) Notional Example Page 3:

SECRET/NOFORN/FISA

(U/IFISA) This Is the portion mark for a portion that Is UNCLASSIFIED and conlains FISA information. This portion is
congidered RELIDO for purposes of developing the overall banner line FD&R marking. This portion is marked for
training purposes only.

(S/IREL TO USA, GBR) This Is the portion mark for a portion that is classified SECRET and that the originator has
determined is releasable fo USA and United Kingdom, This portion is marked for training purposes only.

(U) Note: Documents containing multiple portions with different foreign disclosure or release markings must be
marked overall with the most protective marking.

{U) Note: The classiflcation authority block is required on all US classified NSI. See the [SOO Implementing Directive
and General Marking Guidance Section of this document for more information.

SECRET/NOFORN/FISA

{U) Notional Examp!le Page 4:

UNCLASSIFIED//NOFORN//SBU

(U/SBU-NF) This Is the portion mark for an UNCLASSIFIED portlon that is controlled SBU NOFORN. Because this
portion has an FD&R marking of NOFORN, the overall FD&R marking in the banner line must be NOFORN. This
portion is marked for iraining purposes only.

{UW/IREL TO USA, FVEY) This Is the portion mark for a portion that is UNCLASSIFIED and that the originator has
determined is releasable to USA and Australia, Canada, New Zealand, and United Kingdom. This portion is marked
for tralning purposes only. :

{U) Note: Documents containing multiple portions with different fareign disclosure or release markings must be
marked overall with the most protective marking.

{U) Note: The classification authority block is not required on unclassified Information. See the ISOO Implementing
Directive and General Marking Guidance Section of this document for more information.

UNCLASSIFIED/NOFORN//SBU
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(U} Notional Example Page 5:

SECRETH/REL TO LUSA, JPN

(U//FFOUO/REL TO USA, JPN) This is the portion mark for an UNCLASSIFIED portion that is FOR OFFICIAL USE
ONLY and the originator has determined is releasable to USA and JPN, This portion is marked for training purposes
only. i

(S//REL TO USA, JPN) This Is the portion mark for a portion that s classified SECRET and the originator has
determined Is releasable USA and JPN. This porlion Is marked for training purposes only.

(U) Note: The classification authority block is required on all US classified NSI. See the 1800 Implementing Directive
and General Marking Guidance Section of this document for more information.

SECRET//REL TO USA, JPN

UNCLASSIFIED/ /EQUQ
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2. (U) Non-US Protective Markings (Refer to the CAPCO Manual
Appendices A, B, and C)

(U) The Non-US Protective Markings category has heen moved and divided into Appendix A, B, and C to clarify for US
classifiers that there are different protocols for marking US and Non-US information, The protocols fer marking US
information are In this document and the protocols for marking Non-US information are contained in the following 1C
marking system artifacts:

=  CAPCO Manusl Appendix A - Non-US Protective Markings (includes the Five Eyes Marking Comparisons}
s  CAPCO Manual Appendix B — NATO Protective Markings
= CAPCQ Manual Appendix C — UN Protactive Markings (classified, releasable)

(U) JOINT Classlfication Markings

(U) The JOINT section remains in the US marking system and this document, because currently the US is the only
country using the JOINT marking (i.e., US is always a co-owner/producer). The JOINT marking will be added to the Non-
US Protective Markings Appendix when/if a foreign government(s} adopts the JOINT marking Into its classification
system.

(U) FGI Markings
{U} The FGI section remains in the US marking system and this document. FGI markings are used by US classifiers to

identify and prolect foreign-owned or foreign-produced information derivalively sourced in a US product, These markings
are applied based on sharing agreements or arrangements with the source country or international organization.
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3. (U) JOINT Classification Markings

(U) JOINT classification markings are used on Information which is owned or produced by more than one country andfor
infernational organization(s). Currenily the US is the only country using the JOINT marking (i.e., US is always a co-
owner/producer). The JOINT marking will also appear in the Non-US Proteclive Markings category once a foreign
govemmenti(s) adopts the JOINT marking into their classification system,

(U) The JOINT classification marking always starts with a double forward stash, i.e., "/I".
{U) The JOINT marking takes the following form:
»  /{JOINT [classification] [LISTJ/REL TO [USA, LIST]

(U} “[LIST]" pertalns to one or more CAPCO Register, Annex C trigraph country codes or CAPCO Register, Annex A and
B tetragraph code(s) used with the JOINT marking.

(U) “[USA, LISTT pertains to the string that contains *“USA" followed by one or more CAPCO Register, Annex C trigraph
country code(s) or CAPCO Register, Annex A and B tetragraph code(s) used with the REL TO marking. “USA” must
always appear first whenever the REL TO siring is used to communicate release decisions either by the US or a Non-US
entity. Refer to the REL TO marking template In the Manuaf for “[LIST]" formatling and syntax guidance,

{U) Note: Joinily classifled information no longer camies an implied release to the co-owners and requires a REL TO
[USA, LIST] marking that Includes at least the co-owners in the LIST at both the portion and banner leve! per 1ICD 710,
§G.
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(U) Authorized Banner Line Marking Title:
(U) Authorized Banner Line Abbreviation:

(V) Authorized Portion Mark (US co-owner)
(whan the portion’s country trigraphs and/or
tetragraph list is diffsrent from the banner line
JOINT marking):

{U) Authorized Portion Mark (when the portion’s
country trigraphs andlor tetragraph list Is the
same as the banner line JOINT):

{U) Example Banner Line (US co-owner):

{U) Example Portion Mark (US co-owner):

(U) Marking Sponsor/Policy Basis:

HIJOINT [Classification Level] [LIST]
None

HJOINT [Classification Leve! Portion Mark] [LISTI/REL TO [USA,
LIST]

fIJOINT [Classification Level Portion Mark}//REL [TO USA, LIST]
(Note: the "REL" portion mark abbreviation may used with the
JOINT portion mark, if the portion's “REL TO" country trigraphs
and/or tatragraph list is the same as the banner line REL TO
country trigraph and/or tetragraph list.)

HJOINT TOP SECRET CAN ISR USA//REL TO USA, CAN, ISR
(/MOINT S AUS USA/REL TO USA, AUS)

Respective Countries/EO 13526, §6.1(s)(2)

(U) Definition: This category covers markings for information that is jointly owned and/or produced by more than one

country/international crganization.

{U} Further Guidance:

« SO0 Implementing Directive, 32CFR2001, §2001.24(c), Foreign government information
» SO0 implementing Directive, 32CFR2001, §2001.54, Foreign govemment Information
s  |SOQ Implementing Directive, 32CFR2001, §2001.55, Foreign disclosure of classified information

ICD 710

{U) Applicability: Avaitable for use by all (C elements.

{U) Additional Marking Instructions:

Authorized classifications and portion marks are as follows:

« TOP SECRET (TS)
« SECRET (S)

» CONFIDENTIAL (C)
+ UNCLASSIFIED (U)

= Currently, the US is always a JOINT marking owner/producer; therefore, RESTRICTED may not be used with the
JOINT marking as it is a non-US classification for which there is no US equivalent marking.

»  "[LIST]" pertains to one or more CAPCO Register, Annex C tngraph country codes or CAPCO Register, Annex A
and B tetragraph code(s) used with the JOINT marking. Country trigraph codes are listed alphabetically followed
by tetragraph codes In alphabetical order. Multiple codes are separated by a single space.

= “[USA, LIST} pertains to the string that contalns “USA” followed by cne or more CAPCO Registor, Annex C
trigraph country code(s) or CAPCO Ragister, Annax A and B tetragraph code(s) used with the REL TO martking.
"USA" must always appear first whenever the REL TO string is used to communicate release decisions either by
the US or a Non-US entity. Refer te the REL TO marking template in the Manual for [LIST}" formatting and

syntax guidance.
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»  The “REL" ahbreviation may be used with the JOINT marking if the portion’s "REL TO" country trigraphs and/or
{etragraph list Is the same as the banner line REL TO country frigraph and/or tetragraph list.

{U} Relationship(s) to Other Markings:
« May ba used with SCI, SAP, AEA, IC and Non-IC dissemination conlrol markings {excluding NOFORN), as
appropniata.
» May not be used with the NOFORN marking.
= May not be used with tha FGI marking.

{U) Notos'
The JOINT marking in the banner line and in the portion mark Indicates oo-ownarsmp and releasability of the
entire document or portion only 1o the co-owners. All JOINT information is withheld from further release until
approved for relasse by the co-owners,

» JOINT classified information for which the US is a co-owner, must be appropriately classified and explicitly
marked with a REL TO marking that inclides the US and all co-owners, at both the banner and portion level.

«  While the application of US contrel markings with the JOINT marking may not be a frequent operational need, the
markings are allowed "as appropriate” to ensure technical standards and systems do not prohibit the combination
and possibly impede information sharing,

»  Agencies that create JOINT information are required to provide specific marking guidance and instruction to
classifiers regarding when such a combination of JOINT and US control markings is appropriate.

« JOINT ciassified documents, because the US is always a co-owner, require a classification authority block, See
the 1SO0 Implementing Directive and General Marking Guidance Saction of this document for more information.

{U} Derivative Use {i.e., re-use of information in whole or In part in intelligence products): JOINT information may
be sourced into & US document provided that (see example 3).
» The JOINT information has receivad prior approval from aII CO-OWNers usad in the JOINT markmg

»  Theportion-mark contains-the-following:

» JOINT marked portions must be segregated from US classified porlions.

» [fthe JOINT portion is extracted into a US document then the co-owner country trigraph code(s)! and/or
tetragraph code(s) must be listed l.e., (/JOINT S [trigraphs and/or tetragraphs]).

e When extracting a JOINT portion marked with the authorized REL TO marking abbreviation “REL" from a
source document, camry forward the trigraph/tetragraph codes listed in the source document banner line to the
new portion mark (see page example helow).

= The banner line contains the following:

¢ Highest classification lovel of all pertions, expressad as a US classification marking.

s The JOINT marking is not carried forward to the banner line in US documents, but remains for applicable
portions.

+ The FGI marking is then added to the banner line including all frigraphitetragraph codes identified in the
JOINT portion(s).

« REL TO, to Include all common non-US country trigraphftetragraph codes identified in the JOINT portions,
unless a portion Is marked NOFORN, in which case the NOFORN marking must appear In the banner line.

41
UNCLASSIFIED/ /EQUO._




UNCLASSIFIED/ /¥6b6-

(U) Notional Example Page 1.

/IJOINT SECRET CAN GBR USA/REL TO USA, CAN, GBR

(/IJOINT S//REL) This is the portion mark for a portion that is classified JOINT Canadian, British, and US SECRET.
The JOINT portion mark indicates co-ownership and releasabllity of the enfire porlion only to the co-owners (same as
banner line}. This portion Is marked for training purposes only.

(/IJOINT S CAN GBR USA//REL TO USA, FVEY) This is the portion mark for a portion that is classified JOINT
Canadian, British, and US SECRET as the co-owners have aulhorized further release to Australia and New Zealand.
This portion is marked for training purposes only.

{U) Note: The classification authority block Is required on all JOINT classifled documents because the US is a co-
owner. See the ISO0 Implementing Directive and General Marking Guidance Section of this document for more
information.

fIJOINT SECRET CAN GBR USAJ//REL TO USA, CAN, GBR

{U} Notlonal Example Page 2:

HJOINT SECRET GBR USA/REL TO USA, FVEY

(//JOINT S//REL} This Is the portion mark for a portion that is classified JOINT British and US SECRET. The British
and US as co-owners have authorized further release to Australia, Canada, and New Zealand (same &s banner {ine).
This portion is marked for training purposes only.

{U) Note: The classification authority block is required on ali JOINT classified documents because the US is a co-
owner. See the ISOO Implementing Directive and General Marking Guldance Section of this document for more
information.

HNSOINT SECRET GBR USA/REL TO USA, FVEY

{U) Notlonal Example Page 3:

SECRET/FG! GBR //REL TO USA, AUS, CAN, GBR, NZL

(/IJOINT S GBR USAJREL) This is the porlion mark for a portion that is classified JOINT British and US SECRET.
The British and US as co-owners have authorized further release to Australia, Canada, and New Zealand (same as
banner line). This portion is marked for training purposes only.

{S/REL) This Is the portion mark for a portion that is classified US SECRET and authorized for release to Australia,
Canada, New Zealand, and Uniled Kingdom (same as banner line). This portion is marked for training purposes only.

{U) Note: The classification authority block is required on all JOINT classified documents because the US is a co-
owner. See the ISO0 Implementing Directive and General Marking Guidance Section of this document for more
information.

SECRET/FGI GBR /fREL TO USA, AUS, CAN, GBR, NZL
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4. (U) Sensitive Compartmented Information (SCl) Control System Markings

() General Information

{U) Sensitive Comparimented Information {SCI) is classifiad national intelligence information conceming or derived from
intelligence sources, methods or analylical processes, which is required fo be handled within formal access control
systems established by the DNI. The SCl control system structure is the system of procedural protective mechanisms
used to regulate or guide each program established by the DNI as SCI, A control system provides the ability to exercise
reslraint, direction, or influence over or provide that degree of access conltro! or physical protection necessary o regulate,
handle or manage information or items within an approved program. Within an SCI contro! system, there may be
compariments and sub-compariments, used to further protect andfor distinguish SCI. Figure 3 below illustrates the basic
hierarchical structure of an SCI control system:

SCi Control Syatem
{e.g., Sl)

T

~
Compartment Compartment
{e.g., G) (e.g., 175)
.
Sub-compartment Sub-compartment | Sub-compartment
{e.g., ABCD) (o.g., WXYZ) {o.g., JJJ}

Sample banner line $Cl category as depicted: //S1-G ABCD WXYZ-175 JJJ/I

{U)} Figure 3: SCI Contro) System Hierarchical Structure

(U) For the purposa of succlnctness m the banner and pomon mark, the 1C SCI Marking Standard js nof infended fo show

} 8 g ant level, To display a program beyond the sub-
comparlment [avel move the subordlnale program upto the sub-compartment level and list the sub-compartment(s) in
alphanumeric order. In this manner, the relationship to the compartment will be shown, but because the sub-
compartments are listed aiphanumerically, direct hierarchy of the sub-compariment(s) will not be shown. Refer to the
syntax rules below and Table 1 for additional guidance and a marking sample,

{U) There are six SCI control systems published in the Register:

ENDSEAL {EL)

HCS

KLONDIKE (KDK)
RESERVE (RSV)
Special Intelligenca (SI)
TALENT KEYHOLE (TK)
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(U} In addition to the published SCI control systems, the CAPCQO/SCl and SAP Management Office also maintains & list of
registered but unpublished SCI control systems. These must remain unpublished due to sensilivity and restrictive access
controls, Individuals encountering information with unpublished markings in the SCI/SAP marking category should
contact their agency SCI or SAP Management Office or CAPCO's SCI and SAP Management Office for further guidance
on use and protection of information marked with an uppublished marking.

{) For all published and unpublished SCI control systems, use the following syntax rules for both portion marks and
banner lines:

= Use a double forward stash ("//*) with no interjected space to separate the US classification marking and the SCI
control system marking.

= Multiple control systems may be used in the SCI control system category, if applicable.

= Multiple SCI contro! system markings shail be listed alphanumerically separated by a single forward slash with no
interjected space (“F").

= An SC| control system may have multiple compariments.

=  Mulliple compartments within an SC! control system shall be iisted alphanumaerically separated by a hyphen (-},
i.e., a hyphen will precede each compartment.

» An $Cl compartment may have multiple sub-compartments separaled by a space (" *), L.e., a space will precede
each sub-compariment,

»  Multiple sub-compartments shall be listed in alphanumeric order.

s Only unique SCI control system, compartment, or sub-compartment markings wili be used, i.6., no marking shall
be repeated within the SC| Control Marking category.

«  SCl type indicator markings used to group compartments, such as "ECI®, shall not be used.

{U) The sample banner below illustrates the syntax rules for the SCI Control Marking category. The separators have been
enlarged and boldad for illustrative purposes. Refer to Table 1 below the samyle banner, for a listing of each marking
category and marking used in the sample:

TOP SECRETHEL-EU/KDK-AAA 123-LLL SSSIMMM-XYZ/SI-G QURT-PPPITK/IORCONMNOFORN

(U) All portions in the table below are UNCLASSIFIED,

Marking Category Markings Used
U8 Classification Level TOP SECRET
§Ci Control Systems EL, KDK, MMM (unpublished), Sl, TK
SCI Compartments EU Is a compartment {published) of EL

AAA is a compartment {unpublished} of KDK
LLL is a compartment {unpublished) of KDK
XYZ is a compartment (unpublished) of MMM
G Is a compartment (published) of Si

PPP is a compartment {unpublished) of Sl

$CI Sub-Compartments 123 is a sub-compartment of AAA under KDK
{Note; all sub-compariments in the example are 858 Is a sub-compartment of LLL under KDK
fictitious unpubtished values) QURT is a sub-compartment of G under S|
Dissemination Control Markings ORCON, NOFORN

{U) Tabla 1: Sample Bannsr Marking Categories and Markings
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(U) ICD 710 Forelgn Disclosurs and Release Markings on Classified Intefligence Information

{U) Classified information, as defined by and under the purview of ICD 710, shall be explicilly marked for appropriate
foreign-disclosure and release at the portion and banner level. This requirement is reflected throughout the marking
templates as “[Explicit FD&R]" to represent one or more of the following dissemination control markings: NOFORN, REL
TO, RELIDO, and DISPLAY ONLY. Originators of intelligence information are responsible for determining appropriate
classification markings for the information they produce, and for applyling the appropriate control markings that implement
DNI guidelines for dissemination (forelgn and domestic). Follow internal agency procedures for the use of foreign
disclosure and release markings with classified information,

{(U) Sensitive Compartmented information without Dissemination Controls Used as a Darivative Source

{U) In accordance with EQ 13526, §2.1 and ICD 710, derivalive classifiers shall carmry forward to any newly created
documents the pertinent classification, compartmentation, dissemination controls, disclosure or release authorizations and

other wamings.

(U) When sourcing SC| material without dissemination controls, In the absence of any other applicable guidance (e.g.,
clagsification guide, source document(s], or DNI guidelines for foreign disclosure and release), the appropriate foreign
release marking to add is NOFORN per DCID 6/7, Attachment A, Sections A and B. Any other marking used In this
sourcing scenario may jecpardize the information and/or the forelgn release process.
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(U) Authorized Banner Line Marking Title: ENDSEAL

(U) Authorized Banner Line Abbreviation: EL

(U) Authorized Portlon Mark: EL

(U) Example Banner Line: - TOP SECRET/EL/SI//[Explicit FO&R]

(U) Example Portlon Mark: (TS/IEL/SI{Explicit FD&RY))

(U) Marking Sponsor/Policy Basis: DNI/National Securily Act of 1947, as amended, Title I, §105

(b)(1)

ull Definition:

(U) Further Guidance:
« DCID 6/1
= ICD710
a  NSA/CSS Policy 1-41
= Signals Intelligence Security Regulations (SISR)
»  ENDSEAL Control System Security Manual

(V) Applicabllity: Agency specific.
(U) Additional Marking Instructions:

= Applicable Level(s) of Classification: May be used only with TOP SECRET.

= For classification guidance refer to the ENDSEAL Conlrol System Security Manual.
(V) Relationship(s) to Other Markings: Requires SI.

(U) Precedence Rules for Banner Line Guidance: All unique SCls contained in the porlion marks must always appear
in the banner line.

(U) Commingling Rule(s) Within a Portion: May be combined with other caveated information when appropriate and
the EL marking must be conveyed in the portion mark.

(U) Derlvative Use (l.e., re-use of information In whole or In part in Intelligence products): EL Information may be
sourced in accordance with relevant IC policy and/or procedures. See above precedence and commingling rules.

(V) Distribution statements, warnings, etc: N/A
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(U) Notional Example Page:

TOP SECRETHEL/SI/REL TO USA, CAN, GBR

(TSHEL/SI/REL) This Is the portion mark for a portion that is classified TOP SECRET, contains EL and S|
information, and is authorized for release to Canada and United Kingdom. This portion is marked for training

purposes only.

(V) Note: The classification aulhority block is required on all US classified NSI. Ses the ISOO Implementing
Directive and General Marking Guidance Section of this document for more information.

TOP SECRET/EL/SI/REL TO USA, CAN, GBR

UNCLASSIFIED/ /AEQUG-
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(U) ECRU

(U) Authorized Banner Line Marking Title: ECRU
(V) Authorized Banner Line Abbreviation: EU
(U) Authorized Portion Mark: - EU
(U) Example Banner Line: TOP SECRET//EL-EU/SI//[Explicit FD&R]
(U) Example Portion Mark: (TSIEL-EU/SIExplicit FD&RY])
(U) Marking Sponsor/Policy Basis: R)I;l(lf;laliona! Security Act of 1947, as amended, Title |, §105
U/l Definition:
(U) Further Guidance:
DCID 6/1
ICD 710

NSA/CSS Policy 1-41
Signals Intelligence Security Regulations (SISR)
ENDSEAL Control System Security Manual

(V) Applicability: Agency specific.
(U) Additional Marking Insfructions:

= Applicable Level(s) of Classification: May be used only with TOP SECRET.

=  For classification guidance refer to the ENDSEAL Conlrol System Security Manual.
(U) Relationship(s) to Other Markings: Requires EL and SI.

(U) Pracedence Rules for Banner Line Guidance: All unique SCls contained in the portion marks must always appear
in the banner line.

(U) Commingling Rule(s) Within a Portlon: May be combined with other caveated information when appropriate and
the EL-EU marking must be conveyed in the portion mark.

(V) Derivative Use (l.e., re-use of information in whole or In part in intelligence products): EL-ECRU information
may be sourced in accordance with relevant IC policy and/or procedures. See above precedence and commingling rules.

(U) Distribution statements, warnings, etc: N/A
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{U) Notional Exampla Page:

TOP SECRET//EL-ECRU/SIFREL TO USA, CAN, GER

(TSHEL-EU/SH/REL) This is the portion mark for a portion that is classifled TOP SECRET, contains EL-ECRU and
St information, and s authorized for release to Canada and United Kingdom. This portion is marked for tralning

purposes only.

(U) Note: The classification authority block Is required on all US classifted NSI. See the ISOO Implementing
Directive and General Marking Guidance Section of this document for more information.

TOP SECRET/EL-ECRU/SI/REL TO USA, CAN, GBR
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(b)(3)

UNCLASSIFIED/ fFOUC

| (U) NONECGOK

Had
(V)] Authoﬁud Banner Line Marking Title: NONBOOK
(V) Authorized Banner Line Abbraviation: NK
(U) Authorized Portion Mark: NK
(U) Example Banner Line: TOP SECRET/EL-NK/SI//[Explicit FD&R)
(U) Exampte Portion Mark: (TSHEL-NK/SU/{Explicit FD&R])
(U) Marking Sponsor/Pollcy Basis: gl;l(lf)\!ational Securily Act of 1947, as amended, Title |, §105
U/ finition:

(U) Further Guidance:

DCID 6/

ICD 710

NSA/CSS Policy 1-41

Signals Intelligence Security Regulations (SISR) o )

ENDSEAL Control System Security Manual

(U) Applicability: Agency specific.
(U) Additional Marking Instructions:

= Applicable Level(s) of Classification: May be used only with TOP SECRET,
=  For classification guidance refer to the ENDSEAL Control System Security Manual.

(U) Applicable Level(s) of Classificatlon:

= May be used only with TOP SECRET.
»  For classification guidance refer to the ENDSEAL Control System Security Manual.

(U) Relationship(s) to Other Markings: Requires EL and SI.

(U) Precedence Rules for Banner Line Guidance: All unique SCls contained in the portion marks must always appear
in the banner line.

(U) Commingling Rule(s) Within a Portion: May be combined with other caveated information when appropriate and
the EL-NK marking must be conveyed in the portion mark.

(U) Derivative Use (l.e., re-use of information in whole or In part In intelligence products): EL-NK information may
be sourced in accordance with relevant IC policy and/or procedures. See above precedence and commingling rules.
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UNCLASSIFIED//Foue—

- {U) Notional Example Page:

TOP SECRET/EL-NK/SI//REL TO USA, CAN, GBR

(TSHEL-NK/SI//REL) This is the portion mark for a portion that is classified TOP SECRET, contains EL and Si
information, and is authorized for release to Canada and United Kingdom. This portion is marked for tralning
purposes only.

(U) Nota: The classification authority block is required on all US classified NSI. See the 1ISOO Implementing
Directive and General Marking Guidance Section of this document for more information. y

TOP SECRET/EL-NK/SIH/REL TO USA, CAN, GBR
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UNCLASSIFIED/ /Touc—

{U) Authorized Banner Line Marking Title: HCS

{U) Authorized Banner Line Abbreviation: HCS )
{V) Authorized Portion Mark: HCS

(U) Example Banner Line: TOP SECRETHHCS//INOFORN

{U) Example Portion Mark: {TSIIHCSINF)

{U) Marking Sponsor/Policy Basls: DNI/EO 13528, §4.3

{U) Definition: HCS Is a sensitive compartmented infonmation {SCI) control system that protects the most sensitive
HUMINT operations and information acquired from clandestine and/or uniquely sensitive HUMINT sources, methods, and
certain technical collection capabilities, technologies, and methods linked to or supportive of HUMINT.

(U} Further Guidance:
* EO 13526, §4.3
» DCID§/%
= |CD 304
= [CD710
» HCS Security Manual
=  HCS Classification Guide

{U) Applicability: Agency specific.

(U) Additional Marking Instructions: Applicable Level(s) of Classification: May be used only with TOP SECRET,
SECRET, or CONFIDENTIAL,

(U) Relationship(s) to Other Markings: NOFORN is required,

(U) Precedence Rules for Banner Line Guldance: All unigue SCis contained in the porlion marks mus! always appear
in the banner line,

(U) Commingling Rule(s) Within a Portion: May be combined with other caveated information when appropriate and
the HCS marking must be conveyed in the portion mark.

(U) Darivative Use (i.e., re-use of information In whole or in part In intelligence products); HCS information may be
sourced in accordance with relevant 1C policy and/or procedures. See above praecedence and commingling rules.
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UNCLASS IFIED/ /EGUS

(U) Notional Example Page:

SECRET/HCS/NOFORN

(SHHCSHINF) This is the portion mark for a portion that is classified SECRET, contains HCS information, and is not
releasable to forelgn nationals. This portion is marked for training purposes only.

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing
Directive and Genaral Marking Guidance Saction of this document for more information.

SECRET//HCS//INOFORN

UNCLASSIFIED//Toue
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UNCLASSIFIED/ /AEUe—

’!FO HO) OPERATICNS

(L/IFOHO) Authorized Banner Line Marking Title: [
(U/IFOUO} Authorized Banner Line Abbreviation: l

(UIFOYO) Authorized Portion Mark: ||

(UIIFeU) Examplo Banner Line: R A T |
(U/FEYS)Example Portion Mark: EE = L e T

(U) Marking Sponsor/Policy Basis DNI/EO 13526, §4.3
U/ efinition:

(V) Further Guldance:

EO 13526, §4.3

ICD 304

DCID 6/1

ICD 710

HCS Program Manual
HCS Classificalion Guide

(U) Applicability: Agency specific.

(U) Additional Marking Instructions: Applicable Level(s) of Classification: May be used only with TOP SECRET and
SECRET.

(U) Relationship(s) to Other Markings: Requires HCS, ORCON and NOFORN.

(U) Precedence Rules for Banner Line Guidance: All unique SCls contained in the portion marks must always appear
in the banner line.

(U ommingling Rule(s) Within a Portion: May be combined with other caveated information when appropriate
and the marking must be conveyed in the portion mark.

(U/IFOUO} Derivative Use (.., re-use of Information in whole or In part in intelligence products):
information may be sourced in accordance with relevant policy andfor procedures. See above precedence an
commingling rules.
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(b)(3)

UNCLASSIFIED//FoUo—

(U) Notional Example Page is U//FOUO:

_) This is the portion mark for a portion that is classified SECRET, contains information that
is onginator controlled, and not releasable to foreign nationals. This portion is marked for training purposes only.

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing
Directive and General Marking Guidance Section of this document for more information,
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UNCLASSIFIED//¥0U0-

charactersi

(U/IFEU8) Authorized Banner Line Marking Title:

(U//FGH6) Authorized Banner Line Abbreviation:
(U/FOU0) Authorized Portlon Mark:

(U/FOUO) Example Banner Linae:

(U/FEU6) Example Portion Mark:

(UH#OUO) Example Banner Line with Multiple
OPERATIONS Identiflers:

(U/IFOUD) Example Portion Mark with Multiple

OPERATIONS Identifiers:
(U) Marking Sponsor/Policy Basis: DNI/EO 13526, §4.3
(UiFeyoy Dafinition: [
(U) Further Guldance:
= |CD 304
=  DCID 6/1
= ICD710
=« HCS Program Manual
= HCS Classification Guide

(U) Applicability: Agency specific.
(U) Additional Marking Instructions: Applicable Level(s) of Classification: Requires TOP SECRET or SECRET.

(UIIFeU®) Relationship(s) to Other Markings: [ INENEGEGTGTNEENEGEGEGEEEEE

(U) Pracedence Rulas for Banner Line Guidance: All unique SCls contained in the portion marks must always appear
in the banner line.

(U/FEYO) Cammingling Rule(s) Within a Portion: May be combined with other caveated informalion when appropriate
and the sub-compariment marking(s) must be conveyed in the portion mark.

(UHFEOY®) Derivative Usa (l.e., ra-use of Information in whole or in part in Intelligance products): [ sub-

compartment information may be sourced in accordance with relevant policy and/or procedures. See above precedence
and commingling rules.
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(b)(3)

UNCLASSIFIED//FoUYe—

(U) Notional Example Page Is U/fFOHO:—

This is the portion mark for a portion that Is classifiad TOP SECRET, contains [l
nformatian, is originator controlled, and not releasable to foreign nationals. This portion is
marked for training purposes only.

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing
Directive and General Marking Guidance Section of this document for more information.
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(b)(3)

UNCLASSIFIED//FOUO—

[ (UIIFCUC) PRODUL

(U/IFeYO) Authorized Banner Line Marking Title: [ |

(UIFEYO) Authorized Banner Line Abbreviation: [
(V/IFOYO) Authorized Portion Mark: []

(U//PFEHO) Example Banner Line: (LS T - St e sl
(U/IFOUB) Example Portion Mark: [ e |

(U) Marking Sponsor/Policy Basis DNIEO 13526, §4.3
U/ Definition:
(V) Further Guidance:
= |CD 304
« DCID 6/1
= JCD710

HCS Program Manual
= HCS Classification Guide

(U) Applicabllity: Agency specific.

(U) Additional Marking Instructions: Applicable Level(s) of Classification: May be used only with TOP SECRET and
SECRET.

(U) Relationship(s) to Other Markings: Requires HCS and NOFORN,

(U) Precedence Rules for Banner Line Guidance: All unique SCls contained in the portion marks must always appear
in the banner line.

(u/ Commingling Rule(s) Within a Portion: May be combined with other caveated information when appropriate
and the arking must be conveyed in the portion mark.

(U//FOUOY Darlvative Use (l.e., re-use of information in whole or in part in intelligence products):

information may be sourced in accordance with relevant policy and/or procedures. See above precedence an
commingling rules.
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(b)(3)

UNCLASSIFIED//FOUO

(U) Notional Example Page Is U//FOUS:-

“ This is the portion mark for a portion that is classified SECRET, contains [ ll§nformation that is
not releasable to foreign nationals. This portion is marked for training purposes only.

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing
Directive and General Marking Guldance Section of this document for more information.

UNCLASSIFIED/ AEeoUue—
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UNCLASSIFIED//FOHO-

characters?

(UIFEY) Authorized Banner Line Marking Title: —

(U/IFOUO) Authorized Banner Line Abbreviation:
(U/IFOUO} Authorized Portion Mark: [ e [ [T e
(UIFBUO) Example Banner Line: [ i e ]

(UIFEYS) Example Portion Mark: | [

(UIIFQUO) (UIIFEUS) Example Banner Line with [SEA T e R e e

Multiple PRODUCT Identifiers:

(UNFQUQ) Example Portion Mark with Multiple e et T g =

PRODUCT Iidentifiers:
(U) Marking Sponsor/Policy Basis: DNI/EO 13526, §4.3
(UriF@t©) Defintion:
(U) Further Guldance:
« ICD 304
«  DCID 6/1
= |CD710
= HCS Program Manual
s HCS Classification Guide

(U) Applicability: Agency specific.
(U) Additional Marking Instructions: Applicable Level(s) of Classification: Requires TOP SECRET or SECRET.

(VIFOU0) Relationship(s) to Other Markings: [ EEEG_—

(U) Pracedence Rules for Banner Line Guldance: All unique SCis contained In the portion marks must always appear
in the banner line.

(U/ Commingling Rule(s) Within a Portlon: May be combined with other caveated information when appropriate
and the sub-compartment(s) marking must be conveyed in the portion mark.

(U/IFQUBY-Derivative Use (i.e., re-use of information in whole or in part in intelligence products): [l sub-

compartment information may be sourced in accordance with relevant policy and/or procedures. See above precedence
and commingling rules.
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UNCLASSIFIED/ /#QUOQ_

{(U) Notional Example Page is U//FEUS:
This is the portion mark for a portion that Is classified TOP SECRET, contains [l
nformation, Is originator controlled, and not releasable to foreign nationals. This portion is marked
or {raining purposes only.

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing
Directive and General Marking Guidance Seclion of this document for more information.

UNCLASSIFIED//Foyde
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UNCLASSIFIED//Foue-

{U) Authorized Banner Line Marking Title: KLONDIKE

(U) Authorized Banner Line Abbreviation: KDK

(U) Authorized Portlon Mark: KDK

(L)) Example Banner Lina: TOP SECRET/KDK/NOFORN
(U) Example Portion Mark: (TSHIKDKIINF}

{U) Marking Sponsor/Policy Basls: DNI/EO 13526, §4.3

{U) Definition: KLONDIKE is a sensitive compartmented information (SCI) conirol system designed to protect sansitive
Geospatial ntelligence (GEOINT).

(U) Further Guldance:
= DNI Memo, M-07-7202, 27 February 2007
= DCID 6/1
= ICD710

NSG Manual CS 9201
KLONDIKE Control System Security Manual

(U) Applicabllity: Agency specific.

(U) Additional Marking Instructions:
= Applicable Level(s) of Classlification: May be usaed only with TOP SECRET or SECRET.
»  “KCS’Is not an authorized marking. It Is an authorized abbreviation for the KLONDIKE Control System and
should not be used in portion or banner markings.

{U) Ralatlonsghip(s) to Other Markings:
* Requires NOFORN.
= May be used with RSEN.

(U) Precedence Rules for Banner Line Guidance: All unique SCls contained in the pottion marks must always appear
in the banner line.

(U) Commingling Rule(s} Within a Portion: May be combined with other caveated information when appropriate and
the KDK marking must be conveyed in the portion mark.

{U) Derivative Use (i.0., re-use of information in who!e or In part In intelligence products); KDK information may be
sourced In accordance with refevant [C policy and/or procedures. See above precedence and commingling rules.
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UNCLASSIFIED/ /FQUG-

(U) Notional Example Page:

TOP SECRET/KDK/NOFORN

(TS//KDKJ/INF) This is the portion mark for a portion that is classified TOP SECRET, contains KLONDIKE
information, and is not releaseble {o foreign naticnals. This porlion is marked for training purposes only,

{U) Note: Tha classification authority block is required on afl US classified NSI. See the ISQOO Implementing
Directive and General Marking Guidance Sectlion of this document for more information.

TOP SECRET/KDK/NOFORN
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UNCLASSIFIED/ /FOUG-

{U) Marking Titie: BLUEFISH

(U) Authorized Banner Line Abbreviation: BLFH

{U) Authorized Portion Mark: BLFH

{U) Example Banner Line: TOP SECRET/KDK-BLFH//NOFORN
(U) Example Portion Mark: {TS/IKDK-BLFH//NF)

{U) Marking Sponsor/Policy Basis: DNI/KDK Policy

(U) Definition: A KLONDIKE (KDK) compartment.

{U) Further Guldance:
« EO 13526 §4.3
ICD 710
DCID 6/1
NSGI SC 9204, KLONDIKE Control System (KCS) Instruction
NSGM CS 9301, KLONDIKE Control System SCG

- (Uy Appilcabliity: Agency specific— —— - e

(V) Additional Marking Instructions:
s Applicable Level{s) of Classlification: May be used with TOP SECRET or SECRET
=  “KCS™is notan authorized marking. {tis an authorized abbreviation for the KLONDIKE Control System and
should not be used in portion or banner markings.

{U) Relatlonship(s) to Other Markings:
* Requires KDK.
* Requires NOFORN.
= May not be used with RSEN.
s May not be used with IMCON,

{U) Precedence Rules for Banner Line Guidance: All unique SCls contained in the portion marks must always appear
in the banner line,

(U) Commingling Rule(s) Within a Portion: May be combined with other caveated information when appropriate and
the KDK-BLFH marking must be conveyad in the portion mark.

{V) Derivative Use (re-use of Information in whola or in part into Intelligence products): KDK-BLFH informalion
may be sourced in accordance with relevant IC policy andfor procedures. See above precedence and commingling rules.

UNCLASSIFIED/ /EQUG-




UNCLASSIFIED/ /EQUs

(U) Notional Example Page:

TOP SECRET/KOK-BLFH/NOFORN

(TSHKDK-BLFHI/NF) This is the portion mark for a portlon that is classified TOP SECRET, contains KLONDIKE-
BLUEFISH information, and is not releasable to foreign nationals. This portlon is marked for training purposes only.

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive
and General Marking Guidance Section of this document for more information.

TOP SECRET/KDK-BLFH/NOFORN
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7 {U) Applicability: Agency specific.

UNCLASSIFIED//retde—

{SUR.COMPARTMENT] (up to 6 alphanumeric characters)

(U) BLUEFiSH

{U} Authorized Banner Line Marking Title; BLUEFISH [SUB-COMPARTMENT] {up to 6 alphanumeric
characters)

(U} Authorized Banner Line Abbreviation: BLFH [SUB-COMPARTMENT] {up to 6 alphanumeric
characters) .

{U) Authorized Portion Mark: BLFH [SUB-COMPARTMENT] {up to 6 alphanumaeric
characters)

{U) Example Banner Line: TOP SECRET//KDK-BLFH ABCD/NOFORN

{U) Example Portion Mark: (TS/H/KDK-BLFH ABCD/INF)

(U) Marking Sponsor/Pollcy Beasls: DNIKDK Policy

(U) Definitlon: A KDK-BLFH sub-compartment.

(U) Further Guidance:

EO 13526 §4.3

ICD 710

pCiD 6/1

NSGI SC 9204, KLONDIKE Control System (KCS) Instruction
NSGM CS 8301, KLONDIKE Control System SCG

{U) AddHional Marking Instructions:
»  Applicable Level(s) of Classification: Requires TOP SECRET or SECRET.
= "KCS"is not an autherized marking. Itis an authorized abbreviation for the KLONDIKE Contrel System and
should not be used in portion or banner markings.

(V) Relationship(s) to Other Markings:
» Requires KDK-BLFH.
=  Requires NOFORN.
*  May not be used with RSEN.
= May not be used with IMCON,

{U) Precedence Rules for Banner Line Guidanca: All unique SCis contained in the portion marks must always appear
in the banner line.

{U) Commingling Rule(s) Within a Portlon: May be combined with other caveated information when appropriate and the
KDK-BLFH sub-compariment marking must be conveyed in the portion mark.

(U) Derivative Use (i.0., re-use of information in whole or in part in intelligence products): KDK-BLFH compartment
information may be sourced in accordance with relevant IC policy and/or procedures, See above precedence and
commingling rules.
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UNCLASSIFIED/ /FOHO—-

(U) Notional Example Page 1:

TOP SECRET//KDK-BLFH ABCD//NOFORN

- (TS/KDK-BLFH ABCD//NF) This is the portion mark for a portion that is classified TOP SECRET, containg
KLONDIKE-BLUEFISH ABCD information, and is not releasable to foreign natlonals. This portion is marked for
training purposes only.

{U) Note: The classification authonity block is required on all US classified NSi. See the 1ISOO Implementing Direclive
and General Marking Guidance Seclion of this document for more information.,

TOP SECRET/KDK-BLFH ABCD/NOFORN

(U) Notional Example Page 2:

TOP SECRET/[KDK-BLFH ABCD-IDIT/NOFORN

- {TS/IKDK-BLFH ABCD//NF) This s the portion mark for a portion that Is classified TOP SECRET, contains
KLONDIKE-BLUEFISH ABCD information, and is not releasable to foreign nationals. This portion is marked for
training purposes only.

{TS//KDK-IDIT//NF) This Is the portion mark for a portion that is classified TOP SECRET, contains KLONDIKE-
IDITAROD information, and-is not releasable-io foreign-nationals. This portion.is marked-for training purposesonly, — — -

{U) Note: The classification authority block is required on all US classified NSl. See the ISOO Implemanting Directive
and General Marking Guidance Section of this document for more information.

TOP SECRET//KDK-BLFH ABCD-IDIT/NOFORN
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~ {U) Applicabitity: Agency specific.

UNCLASSIFIED/ /FOus-

(U) Marking Titla: IDITARQD

{U) Authorized Banner Line Abbreviation: IDIT

{U) Authorized Portion Mark: DIT

(U) Example Banner Line: TOP SECRET/KDK-IDITHNOFORN
(U) Example Portion Mark: {TSI/KDK-IDIT/INF)

{U) Marking Sponsor/Policy Basls! DNI/KDK Policy

{U) Definition: A KLONDIKE (KDK) compartmant.

{U) Further Guidance:
= EO 13526 §4.3
ICD 710
DCID 6/1
NSGI $C 9204, KLONDIKE Control Systam (KCS) Instruction
NSGM CS 9301, KLONDIKE Control System SCG

(U) Additional Marking Instructions:
= Applicable Level(s) of Classification: May be used with TOP SECRET or SECRET.
= "KCS"Is not an authorized marking. It is an authorized abbreviation for the KLONDIKE Contro! System and
should not be used in portion or banner markings.

(V) Relationship(s) to Other Markings:
» Requires KDK.
*  Requires NOFORN.
* May be not used with RSEN.
= May not be used with IMCON.

{U) Precedaence Rules for Banner Line Guldance: All unique SCls contained in the portion marks must always appear
in the banner line.

{U) Commingling Ruie{s) Within a Portlon: May be combined with other caveated information when appropriate and
the KDK-IDIT marking must be conveyed in the portion mark.

(U) Derivative Use (re-use of information In whole or in part into intelligence products): KDK-IDIT information may
be sourced in accordance with relevant |C policy andlor procedures. See above precedance and commingling rules.
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UNCLASSIFIED/ /F&ue-

{U) Notional Example Page:

TOP SECRET/KDK-IDIT//NOFORN

(TSHKDK-IDIT/NF) This is the porlion mark for a portion that is classified TOP SECRET, contains KLONDIKE-
IDITARQD information, and is not releasable to foreign nationals. This portion is marked for training purposes only.

(U) Note: The classification authorily block is required on all US classified NSI. See the 1SQ0 Implementing Directive
and General Marking Guidance Sectlion of this document for more information,

TOP SECRET/KDK-IDIT/NOFORN
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UNCLASSIFIED//Fouo-

(U) Authorized Banner Line Marking Title: IDITAROD [SUB-COMPARTMENT] (up to 6 alphanumeric
characters)

{U) Authorized Banner Line Abbreviation: IDIT [SUB-COMPARTMENT] (up to 6 alphanumeric characlers)

{U) Authorized Portion Mark: IDIT [SUB-COMPARTMENT] (up to 6 alphanumeric characters)

{U) Example Banner Line: TOP SECRET/KDK-IDIT ABCD/NOFORN

(U) Example Portion Mark: {TS//IKDK-IDIT ABCD//NF)

{U) Marking Sponsor/Policy Basls: DNI/KDK Policy

{U) Pefinition: A KDK-IDIT sub-compartment.

{u) Fuﬂher Guldance:
EO 13526 §4.3
ICD 710
. DCID 6
NSGI SC 9204, KLONDIKE Control System {KCS) Instruction
NSGM CS 9301, KLONDIKE Control System SCG

{U) Applicabllity: Agency specific,

—(UyAdditional Marking InstructionsT— —— ——

= Applicable Level(s) of Classification: Requ;res TOP SECRET or SECRET.

«  "KC8"is not an authorized marking, It is an authorized abbreviation for the KLONDIKE Contro! System and
should not be used in portion or banner markings.

{U) Relatlonship(s) to Other Markings:
= Requires KDK-IDIT.
= Requires NOFORN.
» May not be used with RSEN.
= May not be used with [MCON.

{U) Precedence Rules for Banner Line Guidance: All unique SCIs containad in the portion marks must always appear
in the banner line.

{U) Commingling Rule{s) Within a Portion: May be combined with other caveated information when appropriate and the
KDK-IDIT sub-compariment marking(s) must be conveyed in the portion mark.

{U) Derivative Use (i.e, re-use of information in whote or in part In Intelligence products): KDK-IDIT sub-
compariment information may be sourced in accordance with relevant IC policy and/or procedures. See above
precedence and commingting rules.
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UNCLASSIFIED//FOUS

(U} Nofional Example Page 1:

TOP SECRET/KDK-IDIT ABCD/MNOFORN

{TS//KDK-IDIT ABCD/INF) This is the portion mark for a portion that is classified TOP SECRET, contains KLONDIKE-
IDITAROD ABCD information, and is not releasable to foreign nationals. This portion is marked for training purposes
only.

{U) Note: The classification authority block is required on all US dassified NSI. See the ISCO Implementing Directive
and General Marking Guidance Saclion of this documant for more information.

TOP SECRET/KDK-IDIT ABCD//NOFORN

(V) Notlonal Example Page 2:

TOP SECRET/KDK-IDIT ABCD-KAND//INOFORN

(TS/IKDK-IDIT ABCD//NF) This is the portion mark for a portion that Is classified TOP SECRET, contains KLONDIKE-
IDITAROD ABCD information, and is not releasable to foreign nationals. This portion is marked for training purposes
only.

(TSHKDK-KAND/MNF) This is the portion mark for a portion that is classified TOP SECRET, contains KLONDIKE-

{U) Note: The classification authority block is required on all US classified NS1. See the ISOO Implementing Directive
and General Marking Guidance Section of this document for more information.

TOP SECRET//KDK-IDIT ABCD-KAND//NOFORN

UNCLASSIFIED/ /Poyo-

T 7 TKANDIK information, and is fiot relgasabile toforeign nationals. This portion is marked for raining purposes only.
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UNCLASSIFIED//Pove

(U) Marking Title: KANDIK

(U) Authorized Banner Line Abbreviatlon: KAND

(U) Authorized Portlon Mark: . KAND

{U) Example Banner Lina: TOP SECRET/KDK-KAND/NOFORN
(V) Example Portion Mark: (TS//KDK-KAND/INF)

{U) Marking Sponsor/Pollcy Basis: DNIVKDK Policy

(U) Definitlon: A KLONDIKE (KDK) compartmient.

(V) Further Guidance:
» EO0 13526 §4.3
ICD 710
DCID 6/
NEGI SC 9204, KLONDIKE Conlrol System (KCS) Instruction
NSGM CS 9301, KLONDIKE Control System SCG

(V) Applicability: Agency spegcific.

{U) Additional Marking Instructions:
» Applicable [ evel(s) of Classification: May be used with TOP SECRET or SECRET
= "KCS" Is not an authorized marking. it is an authorized abbreviation for the KLONDIKE Control System and
should not be used in portion or banner markings.

() Relationship{s) to Other Markings:
= Requires KDK,
* Requires NOFORN.
= May not be used with RSEN.
= May not be used with IMCON.

(V) Pracedence Rules for Banner Line Guldance: Ali unique SCls contained in the portion marks must always appear
in the banner line. i

(U) Commingling Rule(s) Within a Portion: May be combined with other caveated information when appropriate and
the KDK-KAND marking mus! be conveyed in the portion mark.

{U) Derivative Use (re-use of information in whole or in part into intelligence products): KDK-KAND information
may be sourced in accordance with relevant IC policy and/or procedures. See above precedence and comniingling rules.
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(U) Notlonal Example Page:

TOP SECRET/KDK-KAND//NOFORN

(TS/IKDK-KAND//NF) This is the portion mark for a portion that is classified TOP SECRET, contains KLONDIKE-
KANDIK information, and is not releasable to foreign nationals. This portion is marked for training purposes only.

~ (U) Note: The classification authority blc:\ck is required on all US classified NSI. See the ISOO Implementing Directive
" and General Marking Guidance Section of this document for more information.

TOP SECRET/KDK-KAND/NOFORN
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OMPARTMENT] (up to 6 alphanumeric characters)

(U) KANDIK 1SUB.C

i KANDIK [SUB-COMPARTMENT] (up to 6 alphanumeric
{U) Authorized Banner Line Marking Title: characters)

. KAND [SUB-COMPARTMENT] (up to 6 alphanumeric
(U) Authorized Banner Line Abbreviation: characters)

KAND [SUB-COMPARTMENT] (up to 6 alphanumeric

(V) Authorized Portlon Mark; characters)

(U) Example Banner Line: TOP SECRET/KDK-KAND ABCD//INOFORN
(U) Example Partion Mark: (TSI/KDK-KAND ABCD//NF)

(U) Marking Sponsor/Policy Basis: DNIKDK Policy

(U} Definition: A KDK-KAND sub-compariment.

{U) Further Guidance:
« EO 13526 §4.3

ICD 710

DCID 8/

NSGM CS 9301, KLONDIKE Control System SCG
{U) Applicability: Agency specific.

(U} Additional Marking Instructions: ~
» Applicable Level(s) of Classification: Requires TOP SECRET or SECRET.
» "KCS"is not an authorizad marking. It Is an authorized abbreviation for the KLONDIKE Control System and
should not be used in portion or bannar markings.

{U) Relationship(s) to Other Markings:
= Requires KDK-KAND.
» Requires NOFORN.
» May not be used with RSEN.
= May not be used with IMCON,

(U) Precadance Rules for Banner Line Guidance: All unique SCls contained in the porlion marks must always appear
in the banner line.

{U) Commingling Rula{s) Within a Portlon: May be combined with other caveated information when appropriate and the
KDK-KAND sub-compartment marking(s) must be conveyed in the portion mark.

(U) Derivative Use {l.e,, re-use of Infonnation In whole or in part In intelligence products): KDK-KAND sub-

compartment information may be sourced in accordance with relevant iC policy and/or procedures. See above
precedence and commingling rules.
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(U) Notional Example Page 1:

TOP SECRET/KDK-KAND ABCD/NOFORN

(TS/KDK-KAND ABCD//NF) This is the portion mark for a portion that is classified TOP SECRET, contains
KLONDIKE-KANDIK ABCD information, and Is not releasable to foreign nationals. This portion is marked for training

purposes only.

{U) Note: The classification authority block is required on all US classified NSI, Sea the ISOO Implementing Directive
and General Marking Guidance Seclion of this document for more information.

TOP SECRET/KDK-KAND ABCD/NOFORN

{U) Notlonal Example Page 2:

TOP SECRET/KDK-IDIT-KAND ABCD//NOFORN

(TSHKDK-KAND ABCD//NF) This is the portion mark for a portion that is classified TOP SECRET, contains
KLONDIKE-KANDIK ABCD informatlon, and is not refeasable to foreign nationals. This portion Is marked for training

purposes only.

{TS/KDK-IDIT/NF}) This is the porion mark for a portion that is classified TOP SECRET, contains KLONDIKE-
IDITAROD information, and is not releasable to foreign nationals. This portion is marked for training purposes only.

{U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Diractive
and General Marking Guidance Seclion of this document for more information.

TOP SECRET//KDK-IDIT-KAND ABCD//NOFORN

UNCLASSIFIED//POba.
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[(U) RESERVE

(U} Authorized Banner Line Marking Title: RESERVE

(U} Authorized Banner Line Abbreviation: RSV

{U) Authorized Portion Mark: RSV

{U) Example Banner Line: SECRET/RSV-ABC/[Explicit FD&R)

(U) Example Portion Mark; : (S/IRSV-ABC/[Explicit FD&R])

(U) Marking Sponsor/Policy Basls: DNI/DCI Memorandum for the NRO Director of Security, 10
January 2005

(U} Definition: RESERVE is a sansitive compartmented information (SCI) control system designed to protect NRO
information pertalning to new sources and methods during the research and development acquisition phases.

{U) Further Guldance:
= DCI Memo, 10 January 2005
= PCID 6/1
« |CD710
= RESERVE Control System Security Manual, 20 May 2005, v. 1.0

(U} Applicability: Agency specific. NRO authorization required.
(U) Additional Marking (nstructions:
= Applicable Level(s} of Classification: May he used only with TOP SECRET or SECRET.

= Al RESERVE information is contained within individual compartments; the RSV marking may not be used alone
and requires the associated compariment.

(U) Relationship{s} to Other Markings: May be used with other control markings listed in the Register.

{U) Precedonce Rules for Banner LIne Guldance: All unique SCls contained in the portion marks must always appear
in the banner fine.

{U) Commingling Rula(s) Within a Portion: May be combined with other caveated information when appropriate and
the relevant RSV marking must be conveyed in the portion mark.

(U) Derlvative Usa (i.e., ra-use of information in whola or in part in intelligence products): RSV information may not
be sourced.
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(U) Notional Example Page:

- TOP SECRET/RSV-ABC//NOFORN

(TSH/RSV-ABC/INF) This is the portion mark for a porlion that is classified TOP SECRET, contains RESERVE

information from the ABC compartment, and is not releasable to foreign nationals. This portion is marked for training
pumoses only.

(U) Note: The classification authority block Is required on all US classified NSI. See the ISOO Implementing Directive
and General Marking Guidance Section of this document for more Information.

TOP SECRET//RSV-ABC//INOFORN
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{U) RESERVE{COMPARTMENT] (3 alphanumeric characters)

{U) Authorized Banner Line Marking Title: RSV-[COMPARTMENT] (3 alphanumaric characters)
{U} Authorized Banner Line Abhreviation; RSV-[COMPARTMENT] (3 alphanumeric characters)
{U) Authorized Portlon Mark: RSV-{COMPARTMENT] (3 alphanumeric characters)
(U) Example Banner Line: ’ TOP SECRET//RSV-123//[Explicit FD&R]
{U) Example Portion Mark: {TS/RSV-123/Explicit FO&RY))
LI |
gy e" Line with Multiple TOP SECRET//RSV-ABC-123//[Explicit FD&R]
(U) Marking SponsoriPolicy Basls: DNIDCI Memorandum for the NRO Director of Security, 10

January 2005
{U) Definition: An RSV compartment,

{U) Further Guidance:
= DCI Maemo, 10 January 2005

DCID.6/1 .

ICD 710

RESERVE Control System Security Manual, 20 May 2005, v. 1.0

(U) Applicability: Agency spacific. NRO authorization required.

{U) Additlonal Marking Instructions;
» Applicable Level(s) of Classification: May be used only with TOP SECRET or SECRET.
* Requires RESERVE.
» The RSV compariment consists of 3 alphanumeric characters.

{(U) Relationship(s) to Other Markings: May be used with other control markings listed in the Register.

(V) Precedenca Rules for Banner Line Guldance: All unique SCls contained in the portion marks must always appear
In the banner line.

{U) Commingling Rule{s) Within a Portion: May be combined with other caveated information when appropriate and
the relevant RSV compartment marking must be conveyed In the portion mark,

{U) Derlvative Use (I.0., re-use of information in whole or in part in intelligence praducts): RSV compariment
information may not be sourced.
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{U) Notional Example Page:

TOP SECRET//RSV-ABC-123//NOFORN

{TS//IRSV-ABC/INF) This is the portion mark for a portion that is classified TOP SECRET, contains RSV-ABC
information, and is not releasable to foreign nationals. This portion is marked for training purposes only.

{TS/IRSV-123//NF) This is the portion mark for a portion that is classified TOP SECRET, contains RSV-123
Information, and is not releasable to foreign nationals. This portion is marked for tralning purposes only.

{U) Note: The classification authority block is required on all US classified NSI. See the SO0 Implementing Directive
and General Marking Guidance Section of this document for more information.

TOP SECRET//RSV-ABC-123//NOFORN
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{U) Authorized Banner Line Marking Title: ]|

{U) Authorized Banner Line Abbreviation: sl

{U) Authorized Portion Mark: ’ Sl

{(U) Example Bannar Line: TOP SECRET//SI//[Explicit FD&R]

(U) Example Portion Mark: (TS/SIExplicit Fb&RJ)

{U) Marking Sponsor/Policy Basis: _ R)r;l(i‘:l)\lational Securily Act of 1847 (as amended) Title 1, §105

{U) Definition: Special Intelligance, or Sl, Is a sensitive compartmented information (SCI) control system designed to
protect technical and intelligence information derived from the monitoring of foreign communications signals by other than
the intended recipients. The SI control system protects Sl-derived information and information relating to SI activities,
capabilities, techniques, process and procedures.

(U) Further Guidance:
»  DCID 61
« CD710

s  NSA/CSS COMINT Classification Guide - - ] _

{U) Applicability: Agency specific.

{U) Additional Marking Instructions: Applicable L.evel(s) of Classification: May be used only with: TOP SECRET,
SECRET or CONFIDENTIAL.

(U) Relationshlip(s) to Othar Markings: May be used with other control markings listed in the Regisfer when authorized.

{U) Precedence Rules for Banner Line Guldance: All unique SCls contained in the portion marks must always appear
in the banner line.

{U) Commingling Rule{s) Within a Portlon: May be combined with other caveated information when appropriate and
the relavant Sl marking must be conveyed in the portion mark.

{U) Notes: The COMINT title for the Special Intelligence (S!) control system is no Jonger valid.

(U) Derivative Use (i.e., re-use of information in whote or in part in intelligence products); Sl information may be
sourced in accordance with relevant policy and/or procedures. See above precedence and commingling rules.
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(U) Notional Example Page:

SECRET//SI//REL TO USA, FVEY
{S//SH/REL TO USA, FVEY) This Is the portion mark for a portion that is classified SECRET and contains Sl
information that is releasable to Australia, Canada, New Zealand, and United Kingdom within a US classified
document. This portion is marked for training purposes only.

(U) Note: The classification authority block s required on all US classified NSI. See the 1SO0 Implamenting Directive
and General Marking Guidance Section of this document for more information.

SECRET//SI/REL TO USA, FVEY
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(U) SHCOMPARTIEN |

{U) Authorized Banner Line Marking Title: SI-[COMPARTMENT] (3 alpha characters)

(U} Authorized Bannsr Line Abbrevlation: SI-[COMPARTMENT] (3 alpha characters)

(V) Authorizad Portion Mark: SI-[COMPARTMENT] (3 alpha characters)

{U) Example Banner Line: TOP SECRET//SI-ABC/f[Explicit FD&R

(U) Example Portion Mark: _ {TS//SI-ABCHExplicit FD&R])

{U) Example Banner Line with Multiple TOP SECRET//S1-ABC-EFG-G PXYZ//ORCON/|Explicit
Compartments: FD&R]

() Marking Sponsor/Policy Basis: gl;l(lil;iaﬁonal Security Act of 1847, as amended, Title |, §105

{U) Definition: Sl compartment.

(U} Further Guidance:
= DCID6M
* [CD710

=  NSAJ/CSS COMINT Classificatlon Guide
(U) Applicabllity: Agency specific,

{U) Additlonal Marking {nstructions:
Applicable Level(s) of Classification: Requu'es TOP SECRET.

= Requires Sl
» Sl compartments consist of 3 alpha characters.
= SC indicators used to group compariments, such as "EC{" shall not be used in the banner line and porlion

mark. For example, Information formerly marked TS//SI-ECI ABC will now be marked TS//SI-ABC.
(U) Relatlonship{s) to Other Markings: May be used with other control markings listed in the Register when authorized,

{u} Precedence Rules for Banner Line Guldance: Multiple compartments within the S control system shall be listed
alphanumerically separated by a hyphen.

{U) Commingling Rulae{s) Within a Portion: May be combined with other caveated information when appropriate and
the S| compartment marking must be conveyed in the portion mark.

(U) Derivative Use (i.e., re-use of information in whole or in part in Intelligence products): S| compartiment
information may be sourced in accordance with relevant policy and/or procedures. See above precedence and
commingling nites.
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{U) Notional Example Page:

TOP SECRET/SI-ABC/NOFORN

(TS//S1-ABC/INF) This Is the portion mark for a portion that is classified TOP SECRET, contains SI-ABC information,
and is not releasable to foreign nationals, This portion is marked for training purposes only.

{U) Note: The classification authority block Is required on all US classified NSI. See the ISO0 Implementing Direclive
and General Marking Guidance Section of this document for more information.

TOP SECRET/SI-ABC/INOFORN

UNCLASSIFIED//FEHO

83



UNCLASSIFIED//FOY0

(U) Authorized Banner Line Marking Title: GAMMA
{U) Authorlzed Bannar Line Abbreviation: G
(U) Authorizad Portion Mark; G
{U) Example Banner Line: TOP SECRET/S|-G/IORCON/[Explicit FD&R]
(U) Example Portion Mark: (TSHS\-GHOCHExplicit FD&R]))
() Marking Sponsor/Policy Basis: DNifNational Security Act of 1947, as amended, Titla I, §105
(b)(1}
(U) Definition: An S| compartmeant.
{U) Further Guldance:
= DCID 61
= |CDT710

= NSA/CSS COMINT Classification Guide
{U) Applicability: Agency specific,

{U) Additional Marking Instructions: Applicable Level{s} of Classification: Requires TOP-SECRET— — —
{U) Relationship(s) to Other Markings: Requires Sl and ORCON. :

(U) Precedencae Rules for Banner Line Guidance: Al unique SCls contained in the portion marks must always appear
in the banner line.

(U) Commingling Rule{s) Within a Portlon: May be combined with other caveatad information when appropriate and the
51-G marking must be conveyed in the portion mark. )

{U) Derivative Use (i.e., re-use of Informatlon in whole or in part in intelligence products): SI=-GAMMA information
may ba sourced in accordance with relevant policy and/or procedures. See above precedences and commingling rules.

{U) Notional Example Page:

"“TOP SECRET//SI-G/ORCON/NOFORN

(TSH/SI-GHOCINF) This is the portion mark for a portion that Is classified TOP SECRET, contains SI-GAMMA
information, is originator controlled, and not releasable to foreign nationals. This portion is marked for training

purposes only.

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive
and General Marking Guidance Section of this document for more information.

'TOP SECRET/SI-GH/ORCON/NOFORN
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{U} Authorized Banner Line Marking Titls: GAMMA [SUB-COMPARTMENT] {4 alpha characters)

{U) Authorizad Banner Line Abbreviation: G [SUB-COMPARTMENT] (4 alpha characters)

{U) Authorized Portlon Mark: G [SUB-COMPARTMENT] {4 alpha characters)

{U) Example Banner Line: _ TOP SECRET/S!-G ABCD//ORCONAExplicit FD&R]

(U) Exampls Portion Mark: (TS//S1-G ABCD/IQC/[Explicit FD&RY])

{U} Example Banner Line with Multiple GAMMA TOP SECRET//S!-G ABCD EFGHI/ORCON/[Explicit FD&R]
Identifiers:

(U) Marking Sponsor/Policy Basis: :?Jl')\l( [llfl)\lational Security Act of 1947, as amended, Title |, §105

(U} Definition: An SI-GAMMA sub-compartment,
(U} Further Guidance:
» DCID 61

« ICD710
= NSA/CSS COMINT Classification Guide

(U) Applicability: Agency specific.
{U} Additional Marking Instructions: Applicable Level{s) of Classification: Requires TOP SECRET.
{U) Relattonship(s} to Other Markings: Requires S|, G, and ORCON.

{(U) Pracedsance Rules for Banner Line Guidance: All unique SCls contained in the portion marks must always appear
in the banner line,

{UJ) Commingling Rule{s) Within a Portion: May be combined with other caveated information when appropriate and the
SI-G sub-compartment marking(s) must be conveyed in the portion mark.

{U) Notes: Multiple GAMMA identifiers must be listed in alphabelical order, with a space to separate each identifier. For
exampie: SI-GAMMA ABCD EFGH WXYZ,

{U) Derivative Use {i.e., re-use of information in whole or In part in Inteillgenée products): SI-GAMMA sub-
compartment mforrnallon may be sourced in accordance with relevant policy and/or procedures. See above precedence
and commingling rules.
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(U) Notional Example Page:

TOP SECRET/SI-G ABCD//ORCON/NOFORN

(TS/iS1-G ABCD//OC/NF) This is the portion mark for a porfion that is classified TOP SECRET, contains SI-GAMMA

ABCD information, Is originator controiled, and not releasable to foreign nationals. This portion is marked for training
purposes only.

(U) Note: The classification authority block is required on ali US classified NSI. See the ISOQ Implementing Directive
and General Marking Guidance Section of this document for more information.

TOP SECRET//SI-G ABCD//ORCON/NOFORN
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(U) TALENT KE

{U)} Authorized Banner Line Marking Title: TALENT KEYHOLE

{U) Authorized Banner Line Abbreviation: TK

{U) Authorized Portlon Mark; ' TK

{U) Example Banner Lina: SECRETHTK/{Explicit FD&R]

(U) Example Portion Mark: ' (SITKIMExplicit FD&RY])

(U) Marking Sponsor/Policy Baslis: DNIAWhite House Memorandum of Aug 26, 1960

{U) Definition: Tatent Keyhole, or TK, is a sensitive compartmented Information (SCI1} control system designed to protect
information and activilles related to space-based collection of imagery, signals, measurement and signature intelligence,
cartain products, processing, and exploitation techniques, and the design, acquisition and operation of reconnaissance
satellites.

{U) Further Guldance:
= DCID 61
ICD 710
Talent Keyhole Control System Manual
National System for GEOINT (NSG) GEOINT-Security-Classification Guide - - — e
DIA/DT Policy Series
Integrated NRO Classification Guide (INCG) 1.0, 13 February 2012
Signals Intelligence Security Regulations (SISR)

{U) Applicabllity; Agency specific.

{U) Additionat Marking Instructlons: Applicable Level(s) of Classification: May be used only with TOP SECRET or
SECRET.

(U) Relationship{s) to Other Markings: May require RSEN for imagery product.

{U} Precedence Rules for Banner Line Guidance: All unigue SCls contained in the portion marks must always appear
in the banner line.

{U) Commingling Rule{s) Within a Portion: May ba combined with other caveated information when appropriate and
the TK marking must be conveyed in the portion mark.

(L) Derivative Usae (i.e., re-usa of information in whole or in part in Intelligence products): TK information may be
sourced in accordance wilh relevant policy andlor procedures. See above precedence and commingling rules,
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{U) Notional Example Page:

SECRET/TK/RELIDO

(SHTK/RELIDO) This is the portion mark for a portion that Is classified SECRET and contains TALENT KEYHOLE
information, which the originator has determined 1s releasable by an information disclosure official. This portion is
marked for training purposes only.

(U) Note: The classification authority block Is required on all US classified NSi, See the SO0 Implementing Directive
and General Marking Guidance Section of this documant for more information,

SECRET/TK/RELIDO
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5. (U) Special Access Program Markings

{(U) Special Access Program (SAP) markings are used to denote classified information that requires extraordinary
protection as allowed by EO 13526.

(U) SAP markings take the form:
= SPECIAL ACCESS REQUIRED-[program identifier] or abbreviated as SAR-[program identifier abbreviation]

(L) A progrem identifier is the program's assigned nickname, codeword, or abbreviation. Mulliple SAR program identifiers
may be applied if applicable. Mulliple program identifiers are listed in alphanumeric order. When mulliple SAR values are
used, the marking takes the form:

= /ISPECIAL ACCESS REQUIRED-[program identifier]-[compartment] [sub-compartment)/[program identifier], or
abbreviated as

»  [ISAR-]program identifier abbreviation]-[compariment] [sub-compariment}[program idsntifier abbreviation].
Example: SECRET/SAR-XXX-YYY 123/2ZZ.

{U) Within a SAP, there may be compariments and sub-compartments used to further protect andfor distinguish
information within the program. Figure 4 illustrates the basic hierarchical structure of a SAP. Depiction of the hierarchical
structure of a SAP below the program identifier in the banner line or portion mark is optional.

SAP Program

{e.g., BP)
Compartmant Compartment
{e.g., A12) {e.g., 121)
| - 1
Sub-compartment Sub-compartment

(0.9, CDE) | (e.g., 125)

Sampie banner line SAP category as depicted: //SAR.BP-A12 CDE 125-121//

(U) Figure 4: Optional SAP Hierarchical Structure

{U) For the purpose of succinctness in the banner and portion mark, the IC SAP Marking Standard s nof intended to show
direct hierarchy/structure be r th the s ariment level. To display a program beyond the sub-
compartment level, move the subordinate program up to the sub-compartment leve! and list the sub-compantment(s) in
alphanumeric order. In this manner, the relationship to the compartment will be shown, but because the sub-
comparments are listed alphanumerically, direct hierarchy of the sub-compariment(s) will not be shown. Refer to the
syntax rules below and Table 2 for additional guidance and a marking sample.
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(U) All SAP programs and compartments/sub-compartments are unpublished, For all SAP markings, use the following
syntax rules for both portion marks and banner lines:

»  {se a double forward slash (“/'} to separate the SAP category from the preceding cafegory {i.e., Classification or
SCl.) '

= The first value in the SAP category will be the SAP category indicator, either "SPECIAL ACCESS REQUIRED-" or
*SAR-" (authorized abbreviation.)

= The hyphen appearing with the SAP category indicator is not a marking separator, it is considered part of the SAP
category indicator for marking syntax purposes.

= [f multiple SAP program identifiers are applicable, each subsequent program identifier shall be listed in
alphanumeric order separated by a single forward slash {*/) without interjected spaces,

» The SAP category indicator shall not be repeated if multiple SAP programs are applicable.

»  Compartment(s) (if any), shall bé kept with the SAP program identifier, listed alphanumerically, and separated by
a hyphen ("-") without interjected spaces.

«  Sub-compartment(s) (if any), shall be kept with the compartment, listed alphanumaerically, and separated by a
single space.

(U) Note; Reflecting SAP program/control system hierarchy below the program/contrel system lavel in the portion or
banner markings is oplional and based on operational requiremants.

(U) The sample banner below lllustrates the syntax rules for the SAP Control Marking category. The separators have
been enlarged and bolded for illustrative purposes. Note the first hyphen is not bold as it is part of the SAP category
identifier and not considered a marking separator. Refer to Table 2 below the sample banner for a listing of each marking
category and marking used in the sample:

SECRET//SAR-BP-H12 J54-K15/CD-YYY 456 669/XR-XRA RB/NOFORN

(U) All portions in the table below are UNCD\SSIFIED’.

Marking Category Markings

US Cilassification Leve! SECRET

BP is a SAP program

CD is a SAP program

XR Is a SAP pragram

J12 is a compartiment of BP

SAP Compartments K15 is a compartment of BP

YYY Is a compariment of CD

XRA is a compariment of XR

J54 Is a sub-compartment of J12 under BP
SAP Sub-Compartments 456 is a sub-compartment of YYY under CD
688 |s a sub-compariment of YYY under CD
RB is a sub-compartment of XRA under XR

Dissemination Control NOFORN
Markings

SAP Programs

(U) Table 2: Sample Banner Marking Catagories and Markings
{U) 1CD 710 Foreign Disclosura and Releasp Markings on Classifiad Intelligence Information

{U) Classified information, as defined by and under the purview of ICD 710, shall be explicitly marked for appropriate

foreign disclosure and release at the portion and banner lavel. This requirement is reflected throughout the marking

templates as [Explicit FD&R]" to represent one or more of the following dissemination control markings: NOFORN, REL
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TO. RELIDO, and DISPLAY ONLY. Originators of intelligence information are responsible for determining appropriate
classification markings for the information they produce, and for applying the appropriate control markings that implement
DNI guidelines for dissemination (foreign and domestic). Follow internal agency procedures for the use of foreign
disclosure and release markings with cldssified information.

(U) ICD 710 Is nat applicable to classified military information falling under the purview of Nationat Policy and Procedures
for the Disclosure of Classified Military Information to Foreign Govemments and Intemational Qrganizations (short title:
Nationa! Disclosure Policy-1 (NDP-1)). Within the Depariment of Defense, application of foreign release markings is
accomplished by the Foreign Disclosure Officer (FDO) when foreign release is needed.

(U) Derivative Use of Special Access Program Intelligence Information Without Dissemination Controis

{U} In accordance with EO 13526, §2.1 and ICD 710, derivative classifiers shall carry forward to any newly created
documents the pertinent classification, compartmentation, dissemination controls, disclosure or release authorizations and

other wamings.

(U} When sourcing from SAP intelligence material without dissemination controls, in the absence of any other applicable
guidance {e.g., classification guide, source document]s], or DNI guidelines for foreign disclosure and release), the
appropriate foreign release marking to add is NOFORN. Any other marking used In this sourcing scenario may jeopardize
the information and/or the forsign release process.

{\) Derivative Use of Non-IC Special Access Program Information Without Dissemination Controls
(U) When sourcing from non-IC ofiginated SAP material without dissemination controls, In the absence of a formal

agreement or notification between the non-IC organization and the IC element on handling requirements, contact the
originating agency or local foreign disclosure office for further guidance. . . .
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(U) SPECIAL ACC

{U} Authorized Bannar Line Marking Title: SPECIAL ACCESS REQUIRED-[program identifier]
{U) Authorized Banner Line Abbrevlation: SAR-[program identifier] or SAR-[program identifier abbreviation]
{U) Authorized Portlon Mark: SAR-[program Identifier abbreviation]
{U) Example Banner Line: . - TOP SECRET/SAR-BUTTER POPCORN//[Explicit FD&R]
or

TOP SECRET/SAR-BP/[Explicit FD&R]

(U) Example Banner Line with Multiple SARs:  TOP SECRET/SAR-BUTTER POPCORN/SODA//[Explicit FD&R]
or
TOP SECRET/SAR-BP/SDA/(Explicit FD&R]

{U) Example Portion Mark: (TS//SAR-BP//[Explicit FD&R]}
{U} Marking Sponsor/Policy Basis: DN, DoD, DOE, DoS, DHS, Attomey General/EQ 13526, §4.3

{U) Definition: SAP markings denole classified information that requires extraordinary protection as allowed by EO
13526. A program identifier is a program’s assigned nickname, codeword, or abbreviation.

{U) Further Guldanca:
» DoDM 5200.01-V2, Feb 24, 2012
= DOE471.2
= |CD710

{U) Applicabllity: Agency specific.

(U} Additional Marking Instructions:
= Applicable Level(s) of Classification: May be used only with: TOP SECRET, SECRET or CONFIDENTIAL.

= A program ldentifier abbreviation is the two or three-character designator for the program,
» Program identifiers may be spelled out or abbreviated,

{U) Precedence Rules for Banner Line Guidance: Unique SAPs contained in portion marks must always appear in the
banner line.

{U) Notes: Depicting the hierarchical structure of an SAP program below the program identifier Is optional and depandent
upon operational requirements. 1t is not mandatory to reflact a SAP program’s hierarchy in either the portion marks or
banner line.
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{U) Notional Example Page:

TOP SECRET//SAR-BP//NOFORN

(TSHSAR-BP/NF) This Is the portion mark for a portion that is classified TOP SECRET, contains SPECIAL ACCESS
REQUIRED-BUTTER POPCORN information, and is not releasable to foreign nationals. “BP" is the abbrevialion for
the BUTTER POPCQRN program idantifier in this example. This portion is marked for training purposes only.

(U) Note: The classification authority block Is required on all US classified NSI. See the ISOO Implementing Directive
and General Marking Guidance Seclion of this document for more information,

TOP SECRET//SAR-BP/NOFORN
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6. (U) Atomic Energy Act Iﬁformation Markings

{U) Atomic Energy Act (AEA) information markings are used in US products to denote the presence of classifled
Restricted Data (RD), Formerly Resiricted Data (FRD)}, and/or Transclassified Foreign Nuclear Information (TFNI)
information, and/or unclassified DoD Unclassified Controlled Nuclear Information (DOE UCNI) and DOE Unclassified
Controlied Nuclear Information (DOE UCNI),

{U) Restricted Data is information concerning: (1) the design, manufacture, or utilization of atomic weapons; (2) the
production of special nuclear material; or (3) the use of special nuclear material in the production of energy, except for thal
information that has been declassified or removed from the RD category under section 142 of the AEA. (Note: the
Department of Energy (DOE) makes that defermination,) Formerly Restricted Data is information conceming: military
utilization of atomic weapons that has been removed from the RD categery under section 142d of the AEA,
Transclassified Foreign Nuclear information is informatien conceming the atomic energy programs of other nations that
has been removed from the RD category for use by the Intelligence Community and is safeguarded as NSl under EO
13526. When RD information is transclassified and is safeguarded as NSI, it is marked "TFNI" and is handled, protected,
and classified under the provisions of EO 13526 and the ISOO Implementing Directive,

(U} Atomic Energy Act information is classified and controlled under the Atomic Energy Act, as amended, and
10CFR1045. National Security Informalion (NSI) is classified and controlled by Presidential Order in EO 13526 and the
ISO0O Implementing Directive, and pursuant io T0CFR1045, the DOE "manages the Government-wide system for the
classificalion and declassification of RD and FRD in accordance with the Atomic Energy Act.” DOE is the classification
and declassification authority for all RD information and shares joint classification and declassification authority wiih DoD
for all FRD information. The declassification process for TFNI is govemed by the Secretary of Energy under the Atomic
Energy Act.

(U) The automatic declassification of documents containing RD or FRD information Is prohibited. Per ISOQ, {o the extent
practicable, the commingling of RE or FRD information with NSI classified under EO 13526 should be avoided. When itis
not practicable to avoid such commingling, the marking requirements in EO 135286, the 1SOO Implemenling Direclive and
ISQO Notica 2011-02, as well as the marking requirements in 10CFR1045 must be followed. If a classified document
contains both AEA information and National Security Information (NSI), the *Declassify On” line of the ciassification
authority block shall not indude a declassification date or event and shall instead be annotated with “Not Applicable {(or
N/A) to RD/FRD/TFNI portions” and “See source [ist for NSI portions.” The NSI source list, as described in ISOO
Implementing Directive, Section 2001.22(c¢)(1)(iii), must include the declassification instruction for each of the source
documents classified under EO 13526.

(U) The AEA information markings included in the Regisfer are:

« RESTRICTED DATA (RD)
« CRITICAL NUCLEAR WEAPON DESIGN INFORMATION (CNWD!I)
o SIGMA (SIGMA) :
» FORMERLY RESTRICTED DATA (FRD)
o SIGMA (SIGMA)
» DOD UNCLASSIFIED CONTROLLED NUCLEAR INFORMATION (DOD UCNI)
» DOE UNCLASSIFIED CONTROLLED NUCLEAR INFORMATION (DOE UCNI)
« TRANSCLASSIFIED FOREIGN NUCLEAR INFORMATION (TFN))
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{U) Authorized Banner Line Marking Title: RESTRICTED DATA

(U) Authorized Banner Line Abbreviation: RD

(U) Authorized Portlon Mark: RO

{U) Example Banner Line: SECRET/RESTRICTED DATA/[Explicit FD&R]

{U) Example Portion Mark: (SIIRD//[Explicit FD&R])

{U) Marking Sponsor/Policy Basjs: - DOE! Alomic Energy Act c_>f 1954, as amended, §141-143

{U) Definition: All data concerning {1) design, manufacture, or utilization of alomic weapons; (2) the production of special
nuclear material; or (3) the use of special nuclear material in the production of energy, but shall not include data
declassified or removed from the Restricted Data categery pursuant io Section 142 of the Atomic Energy Act of 1954, as
amended.

{U) Further Guidance:

10CFR1045

EO 13526, §3.3(g) and 6.2(a)

ISOO Implementing Directive, 32CFR2001, §2001.24 (h), §2001.30 (p) and §2001.34 (b) (8)
DOE Order 475.2A, Identifying Classified Information

(U) Applicability: DOE Is the proponent. As designated on a case-by-case basis, other IC agencies as designated by joint
classification guides for the specific RD subject matter.

{U) Additional Marking Instructions:

* Applicable Level(s) of Classification: May be used only with TOP SECRET SECRET or CONFIDENTIAL,

»  DOE documents that solely contain DOE material shall record the identity of the classifier and the classification
guide or source document tille and date used to classify the document on the first page (10CFR1045).

»  Automalic declassification of documents containing RD information 1s prohibited. |f a document conlains both RD
information and Nalional Security Information (NSI), the “Declassify On” line of the classification authorily block
shall not Include a declassification date or event, and shall instead be annotated with “Not Applicable (or N/A) to
RD portions" and "Ses source list for NSI portions.”

= The NSI source list, as described in ISOO Implementing Directive, Section 2004.22(¢)(1){lli), must Include the
declassHication Instruction for each of the source documents classified under EO 13526.

{U) Relationship(s) to Other Markings:
* CNWDI can only be used with RD as designaled by DOE or joint DOE-DoD guidance.
» SIGMA 14, 15, 18, and 20 can only be used with TOP SECRET and SECRET RD in accordance with DOE Order

452.8.

(U) Precedence Rules for Banner Line Guidance:
= |f the RD marking is contained in any portion of a document, it must appear in the banner line.
* [fRD and FRD portions are in a document, the RD takes precedence in the banner line and the RD marking is
conveyed In the banner line. In this case, only the RD warming stalement shall be used.
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(U) Commingling Rule(s) Within a Portion:
= Where possible, RD should be separated into a separate annex. If not possible, the RD marking must be indicated
in the portion mark.
= [f RD&FRD information are in the same portion, only RD is used in the portion mark. RD takes precedence over

FRD in the portion mark.

(U) Notes: .
= DOE manages government-wide RD classification and declassification system,.
»  RD is not releasable to foreign nationals/governments unless authorized. Contact the Joint Atomic Energy
Information Exchange Group (JAEIG) at (703)767-4463 when a foreign disclosure/release determination is

needed.
= DOE is the classification and declasslfication authority for all RD information.

(U) Derivative Use (i.e., re-use of information In whole or in part In Intelligence products): RD information may be
sourced provided that:
= The source document is portion marked.
= Contact the JAEIG at (703)767-4463 when a foreign disclosure/release determination is needed.
» |tis recommended that the RD portion be placed in a separate attachment/appendix.
= Automatic declassification of documents contalning RD Information is prohibited. If a document contains both RD
information and National Security Information (NSI), the “Declassify On" line of the classification authority block
shall not include a daclassification date or event, and shall instead be annotated with “Nat Applicable (or N/A) to
RD portions" and “See source list for NS portions".
» The derivative classifier authorizing the marking must be frained in accordance with 10CFR1045.

(U) Distribution Statements, Wamings, etc: All documents containing RD information are required to include the
following RD warning statement on the first page: “(U) RESTRICTED DATA: This document contains Restricted Data

as defined In the Atomic Energy Act of 1954, as amended. Unauthorized disclosure Is subject to Administrative
and Criminal Sanctlons.”

(U) Notlonal Example Page:

SECRET//RESTRICTED DATA/NOFORN

(S//RD//NF) This is the portion mark for a portion that is classified SECRET and containing RESTRICTED DATA, and
is not releasable to foreign nationals. This portion is marked for training purposes only.

(S/INF) This is the portion mark for a portion of NS| that is classified SECRET and is not releasable to foreign
nationals. This portion is marked for training purposes only.

[Insert RD Warning]

(U) Note: Automatic declassification of documents containing RD information is prohibited. If a document contains
both RD information and National Securily Information (NSI), the “Declassify On" line of the classification authority block
shall not include a declassification date or event, and shall instead be annotated with “Not Applicable (or N/A) to RD
portions” and “See source list for NSI portions.”

SECRET/RESTRICTED DATA//NOFORN
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(U} Authorlzed Banner Line Marking Title: CRITICAL NUCLEAR WEAPON DESIGN INFORMATION
(U) Authorized Bannaer Line Abb‘reviaﬂon: CNWDI

(U) Authorized Portion Mark: CNWDI

{U) Example Banner Line; SECRET//RD-CNWDI/[Explicit FD&ﬁ}

(U) Example Portion Mark: _ ' (S//RD-CNWDI/H[Explicit FD&R])

(U) Marking Sponsor/Policy Basis: DoD/Atomic Energy Act of 1954, as amended

(U) Definition: TOP SECRET or SECRET Restricted Data (RD) information revealing the theory of operation or design
of the components of a fission or thermonuclear bomb, warhead, demolition munitions, or test device, Specifically
excluded are the following: informalion conceming aming, fusing, and firing systems; limited-life components; and total
contained gquantities of fissionable, fusionable, and high-explosive materials by type. Among these excluded items are
the components that DoD personnel set, maintain, operate, test, or replace.

{u) Further Guidance:

10CFR1045

DoDM 5200.01-V2, Feb 24, 2012
s DoD 5§210.02

» DOE COrder 452.8

(U) Apptlcabllity: DoD components/contractors and properly cleared personnel of other Federal Agencies.

(U) Additional Marking Instructions: Applicable Level(s) of Classification: May be used only with TOP SECRET or
SECRET,

(U} Relationship{s) to Other Markings:.
* Must be used as a subset of RD in accordance with DOE or joint DOE-DoD guidance.

(U) Precadence Rules for Banner Line Guidance: If the CNWDI marking is contained in any portion of a document, it
must appear in the banner line.

{U) Commingling Rule(s) Within a Portion: CNWDI-marked information must be segregated from classified NSI
portions.

(U) Notes:

= Dissemination of Restricted Data to any nation or regional defense organization or to a representative thereof is
prohibited except In accordance with the AEA.

= DOE is the classificalion and declassification authority for all RD information,

«  Automatic declassification of doccuments containing RO information Is prohibited. |If a document contains both
RD-CNWD information and National Security Information (NS1), the "Declassify On” line of the classification
authority block shail not include a declassification date or event, and shall instead be annotated with "Not
Applicable (or N/A) to RD portions® and “See source list for NSI portions.”

«  The N8I source list, as dascribed in ISOO Implementing Directive, Section 2001.22(c)(1)({ii), must include the
declassification Instruction for each of the source documents classified under EO 13526,
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{U) Derlvative Usa (i.e., re-uss of information in whole or In part in intelligence products): RD information may be
sourced provided that:

= The source document is portion marked.
It is recommended that the RD portion be placed in a separate attachmenVappendix.
Declassification date/event is prohibited on the document (refer RD portions to DOE for declassification)
The derivative classifier authorizing the marking must be trained In accordance with 10CFR1045,
IAW DoD Palicy, DoD marks both banner line and portion mark as "-N" appended to the RD marking (L.e., banner
would be marked as "RESTRICTED DATA-N" and portlon mark would be marked as ‘RD N°. When sourcing. re-
mark "N" as "CNWDI",

{U) Distribuﬂon Statements, Warnings, etc: .
All documents containing CNWDI Information are required to include the following identifying statement placed on
the first page: “Critical Nuclear Weapons Design Information. DeD Instruction §210.02 Applies.”
» All documents containing RD information are required to include the following RD warning statement on the first
page: “{U) RESTRICTED DATA: This document contalns Restricted Data as defined in the Atomic Energy
Act of 1954, as amended. Unauthorized disclosure Is subject to Administrative and Criminal Sanctions.”

(U) Notionat Example Page:

SECRET/RD-CNWDI/NOFORN

(S/RD-CNWDN/NF) This is the portion mark for a portion that is classified SECRET RESTRICTED DATA CRITICAL
NUCLEAR WEAPON DESIGN INFORMATION, and is not releasable to foreign naticnals. Thls portion is marked for
training purposes only.

(S//NF) This is the porlion mark for a portion of NSl that is classified SECRET.and.is notfeleasabletoforeign. . . .
nationals. This portion is masked for training purposes only,

{insert RD Warning] [/nsert CNWD/ Staternent]

{U) Note: Aulomatic declassification of documents containing RD information Is prohibited, If a documaent contains
both RD-CNWD! information and National Security Inforrnation (NSL), the "Declassify On” line of the classification
authority block shall not include a declassification date or event, and shall instead be annotated with “"Not Applicable (or
N/A) to RD portions™ and "See source list for NSI portions.”

SECRET//RD-CNWDI//NOFORN
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S'*GM LY ,:,

{U) Authorized Banner Line Mrking Title: SIGMA [#]

{U) Authorized Banner Line Abbreviation: None

{U) Authorized Portion Mark: SG[#

{U) Example Banner Line: | SECRET/RO-SIGMA Z0//[{Explicit FD&R]
(U) Example Portion Mark: (S//RD-SG 20//[Explicit FD&R])

{U) Exampla Bannger Line with multiple SIGMAs: SECRET/RD-SIGMA 18 20/(Explicit FDAR]

(U} Marking Sponsor/Policy Basis: - DOE/Atomic Energy Act of 1954, as amended, §141-143

{U) Definition: A subset of TOP SECRET and SECRET RD information relating to the design, manufaclure, or use
(including theory, development, storage, characteristics, perfonmance, and effects) of atomic weapons or atomic weapon
components. This includes information incorporated in or relating fo nuclear explosive devices. SIGMAs provide a
structure for limiting authorized access to weapons information to only those who have a need to know that specific
category of RD, The current categories of the nuclear weapon data described above are SIGMA 14, SIGMA 15, SIGMA
18, and SIGMA 20.

(V) Further Guidance:

10CFR1045, Nuclear Classification and Declassification

EOQ 13526, §3.3(g) and 6.2(a)

ISOO Implementing Directive, 32CFR2001, §2001.24 (h), §2001.30 (p) and §2001.34.(b) (8)
DOE Order 475.2A, Identlifying Classified Information

DOE Order 452.8, Control of Nuclear Weapon Data

{U} Appitcabliity: DOE is the proponent. Other IC agencies are designated on a casé-by-case basls, by joint
classification guides for the specific RD subject matter.

{U) Additlonal Marking Insfructions:
Applicable Level(s} of Classification: May be used only with TOP SECRET and SECRET,

»  SIGMA # currently represents one or more of the following numbers: 14, 15, 18, and 20.

= Multiple SIGMA numbers shall be listed in numerical order with a space preceding each value.

* Automatic declassification of documents containing RD information is prohibited. !f a document contains both
AEA information and National Security Information (NS!), the "Declassify On™ line of the classification authority
block shall not include a declassification date or event, and shall instead be annotated with “Not Applicable {or
N/A) to RD portlons® and “See source list for NSI portions.”

{U) Relatlonship{s) to Other Markings: Requires RD in accordance with DOE or Joint DOE-DoD guidance,

V) Precedence Rules for Banner Line Guldance:
If the SIGMA marking is contained in any portion of a document, it must appear in the banner line with all unique
SIGMA numbers identified in the portion marks.
= Ifboth RD and FRD SIGMA [#] portions are in a document, the RD-SIGMA [#] takes precedence over the FRD-
SIGMA [#]i |lr:\ the banner line. List all SIGMA numbers in the banner line, regardless of whether the information
was RD or FRD.
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{U) Commingling Rule(s) Within a Portion:

Where possible, SIGMA-marked information should be separated inlo a separate annex. If not possible, RD-SG
[#] must be indicated in the portion mark,

RD-SIGMA-marked information shall not be commingled in the same portion that has a REL TO portion unless
an equivalent positive release determinalion has been made.

if both RD and FRD SIGMA, [#] information are in the same portion, the RD-SIGMA [#] takes precedence over
the FRD-SIGMA [#] in the portion mark. List all SIGMA numbers in the portion mark, regardless of whether the
information was RD or FRD. Note: It is not required, but highly recommended that the RD and FRD SIGMA
information is segregated into separate portions in a document, so the FRD portion can be more readily shared
within DoD and other government agencles.

{U) Notes:

RD Is not releasable to forelgn nationals/govemmants unless authorized. Contact the Joint Atomic Energy
information Exchange Group (JAEIG) at (703)767-4463 when a foreign disclosurefrelease determination is
needed.

RD information marked with obsolete SIGMAs (1-5 and 9-13) does not require review or re-marking while at rest
{or when simply accessed). When information containing legacy SIGMAS is to be shared outside the originating
agency, or where the information is to be incorporated, paraphrased, restaled, or reintroduced into the working
environment from a resling state, the obsolete SIGMAs shall not be carmmiad forward to any newly created
information; rather, they shall be converted to the appropriate current SIGMA categories. Check with your
organization's RD Management Officlal to determine how to convert the obsolete markings to the current
SIGMA calegories.

{U) Derivative Use (0., re-use of information in whole or In part In intelligence products): it may be extracted
provlded that:

The source document is portion marked,

Contact the Joint Atomic Energy informiation Exchange Group (JAEIG) at (703) 767-4464 when'aforeign —

disclosure/release determination is needed.

RD-SIGMA information may only be disseminated to persons who have a need-to-know and the appropriate
clearance and SIGMA access authorization. To determine if a parson has the appropriate SIGMA access
authonization, contact the National Nuclear Security Administration at (202} 588-5014 or (202) 586-6502.

It is recommended that any RD portions be put in a separate attachment/appendix.

Declassification date/event is prohibited on the document (Refer RD portlons to DOE for declassification).

{U) Distribution Statoments, Warnings, etc: All documents containing RD information are required to include the
following RD warning statement on the first page: “{U) RESTRICTED DATA: This documant contains Restricted
Data as defined in the Atomic Energy Act of 1954, as amended. Unauthorized disclosure is subject to
Administrative and Criminal Sanctions."”
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{U) Notional Example Page:

SECRET//RESTRICTED DATA-SIGMA 20//NOFORN

(S/IRD-SG 20//NF) This is the portion mark for a portion that is classified SECRET RESTRICTED DATA, SIGMA 20,
and is not releasable 1o foreign nationals. This portion is marked for training purpases only.

(S//NF) This is the portion mark for a portion of NS! that is classified SECRET and is not releasable to foreign
nalionals, This portion is marked for training purposes only,

[insert RD Warning)
{U) Note: Automatic declassification of documents containing RD Information is prohibited. if 8 document contains
both RD-SIGMA information and National Security Information (NSI), the “Declassify On" line of the classification

authority block shall not include a daclassification date or event, and shall instead be annotated with *Not Applicable
{or N/A) to RD portions” and "See source list for NSt portions.”

SECRET//RESTRICTED DATA-SIGMA 20/MNOFORN

UNCLASSIFIED//POHS-
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(V) FOPMFRH RESTRICTED nArA i

{U) Authorized Banner Line Marking Title: FORMERLY RESTRICTED DATA

(U) Authorized Banner Line Abbreviafjion: FRD

{U) Authorized Portion Mark: FRD

{U) Example Banner Line: SECRET/FRD/Explicit FD&R]

(U} Example Portion Mark: (S//IFRDMExplicit FD&R])

(U) Marking Sponsor/Policy Basis: ?‘gE and DoD/Atomic Energy Act of 1954, as amended, §141-

(U) Deflnition: Information removed from the Restricted Data category upoﬁ a joint determination by the Depariments of
Enargy and Defense that such information relates primarily to the military utilization of atomic weapons and that such
Information can be safeguarded adequately as classified defense information.

) Further Guidance:
10CFR1045, Nuclear Classification and Daclassification
=  EQ 13526, §3.3(g) and 6.2(a) -
s 1SO0 Implementing Directive, 32CFR2001, §2001.24 (h), §2001.30 (p) and §2001.34 (b) (8)
= DOE Order 475.2A, Identifying Classified Information
= DOE Order 471.8, Information Secunfty

(U) Applicabllity: Agency specific. DOE and DoD are [oini proponents. Other agencios are authorized to-classify FRD———. —
provided they follow the provisions in 10CFR1045, which require determinations to be made by appropriately trained
individuals using classification guidance or source documents.

{U) Additional Marking Instructions:
» Applicable Level(s) of Classification: May be used only with TOP SECRET, SECRET or CONFIDENTIAL.
« DOE documents that solely contain DOE material shall record the identity of the classifier and lhe classification
guide or source documant title and date used to classify the document on the first page (10CFR1045).

{U} Relationship{s) to Other Markings: SIGMA 14, 15, 18, and 20 can only be used with TOP SECRET and SECRET
FRD in accordance with DOE Order 452.8.

(U) Precedence Rules for Banner Line Guidance;
= If the FRD marking Is contained in any portion of a document, it must appear in the banner line (except when RD
is present.)
» | RD and FRD portions are in a document, the RD marking takes precedence in the banner line and is conveyed
in the banner line. In this case, only the RD warning statement shall be used.

{U) Commingling Rula{s) Within a Portion:
«  Where possible, FRD should be-separated into a separate annex.
= |f not possible, the FRD marking must be indicated in the portion mark, except if RD informaltion is also present
in the portion then only RD is used In the portlon mark. RD takes precedence over FRD in the portion mark.

(U} Notes:

« DOE manages the govemmaent-wide FRD classification and declassification system.
« DoD and DOE have joint responsibility for identifying and declassifying FRD.
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» FRD is not releasable to forelgn nationals/governments unless authorized. Contact the Joint Atomic Energy
Information Exchange Group (JAEIG) at (703)767-4463 when a foreign disclosure/release determination is
needed.

»  Automatic declassification of documents containing FRD information Is prohibited. If a document contains both
FRD information and National Security Information (NSI), the “Declassify On" line of the classification authority
block shall not include a declassification date or event, and shall instead be annotated with "Not Applicable (or
N/A) to FRD portions” and “See source list for NS| portions.”

= The NSI source list, as described in ISOO Implementing Directive, Section 2001.22(c)(1)(iii), must include the
declassification instruction for each of the source documents classified under EO 13526.

(U) Derivative Use (i.e., re-use of information in whole or In part In Intelligence products): FRD may be extracted
provided that:
s  The source document is portion marked.
Contact the JAEIG at (703)767-4463 when a foreign disclosure/release determination is needed.
It is recommended that the FRD portion be placed in a separate attachment/appendix,
Declasslfication date/event is prohibited on the document (refer FRD portions to DOE for declassification)
The derivative classifier authorizing the marking must be trained in accordance with 10CFR1045.

(U) Distribution Statements, Warnings, etc: All documents containing FRD information (but no RD information) are
required to include the following FRD waming statement on the first page: “(U) FORMERLY RESTRICTED DATA
unauthorized disclosure Is subject to administrative and criminal sanctions. Handle as RESTRICTED DATA In
forelgn dissemination. Section 144b, Atomic Energy Act of 1954.”

(U) Notional Example Page:

SECRET//FORMERLY RESTRICTED DATA//NOFORN
(S//FRD//NF) This is the portion mark for a portion that is classified SECRET FORMERLY RESTRICTED DATA, and
is not releasable to foreign nationals. This portion is marked for training purposes only.

(C/INF) This is the portion mark for a portion of NSI that is classified CONFIDENTIAL and is not releasable to foreign
nationals. This portion is marked for training purposes only.

[insert FRD Warning]
" (U) Note: Automatic declassification of documents containing FRD information is prohibited. Ifa document contains
both FRD Information and National Security Information (NS!), the "Declassify On" line of the classification authority

block shall not include a declassification date or event, and shall instead be annotated with “Not Applicable (or N/A) to
_FRD portions™ and "See source list for NSI portions.”

SECRET/FORMERLY RESTRICTED DATA/NOFORN
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(V) Authorized Banner Line Marking Title: SIGMA [#]

{U) Authorized Banner Line Abbreviation; None

{U) Authorized Portion Mark: SG[#]

{U) Example Banner Line: SECRET//FRD-SIGMA 14//[Explicit FD&R]

{U) Example Bannar Lina with multiple SIGMAs: SECRET/IFRD-SIGMA 14 18//[Explicit FD&R]

(U) Example Portlon Mark: (S//FRD-SG 14)

(1) Marking Sponsor/Pollcy Basis: DOE/Alomic Energy Act of 1954, as amended, §141-143

{U} Definition: A subset of TOP SECRET and SECRET FRD information relating to nuclear weapon data concerning the
design, manufacture, or utilization (including theory, development, storage, characteristics, parformance, and effects) of
atomic weapons or atomic weapon components, This includes information incorporated in or relaling to nuclear
explosive devices. SIGMAs provide a structure for limiling authorized access to weapon information to only those who
have a need-to-know for that specific segment of FRD,

V) Further Guidance:

10CFR1045

EO 13526, §3.3(g) and 6.2(a)
ISOO Implementing Direclive, 32CFR2001, §2001.24 (h), §2001.30 (p) and §2001 34 (b)(B)
DOE Order 475.2A, Identifying Classified information

DOE Order 452.8, Control of Nuclear Weapon Data

{U) Applicability: Agency specific. Deparimant of Energy (DOE) Is the propanent. Othar 1C-agencles as designatad on
a case-by-case basis and by joint ¢lassification guides for the specific FRD subject matter,

{U} Additlonal Marking Instructions:
= Applicable Level(s) of Classification: May be used only with TOP SECRET and SECRET.
= SIGMA # currently rapresents one or more of the following numbers: 14, 15, 18, and 20.
s Multiple SIGMA numbers shall be listed numerically with a space preceding each value.

{U) Relationship{s} to Other Markings:
» Requires FRD as designated by joint DOE-DoD guidance. See FRD marking sections for additional marking

quidance.
= SIGMA 14, 15, 18, and 20 can only be used with TOP SECRET and SECRET FRD in accordance with DOE Order

452.8.

(U) Precedence Rulas for Banner Line Guldarice;
» lfthe SIGMA marking Is contained in any portion of a document, it must appear in the banner line.
» |f both RD and FRD SIGMA [#] portions are in a document, the RD-SIGMA [#] fakes precedence over the FRD-
SIGMA [#] in the banner line. Ltst all SIGMA numbers in the banner line, regardless of whether the information
was RD or FRD.
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[{1)] Commlngling Rule(s) Within a Portion:
Where possible, SIGMA-marked information should be separated into a separate annex. if not possible, FRD-SG
: [#] must be indicated in the portion mark (unless RD is present, then RD appears in the portion mark).
= Information marked FRD-SIGMA shall not be commingled in the same portion with REL TO information unless an
equivalent positive release determination has bean rmade. Contact the Joint Atomic Energy Information Exchange
Group (JAEIG) at (703)767-4463 when a foreign disclosure/release determination is needed.
= |f both RD and FRD SIGMA [#] information are in the same portion, the RD-SIGMA [#] takes precedence over the

FRD-SIGMA [#] in the portion mark, List all SIGMA numbers in the portion mark, regandless of whether the
information was RD or FRD. Note: it is not required, but highly recommaended that the RD and FRD SIGMA
information Is segregated into separate portlons in a documant, so the FRD portion can be more readily shared

within DoD and other government agencles.

{U) Notes:

» FRD Is not releasabla to foreign nationals/govarnments unless authorized. Contact the JAEIG at (703)767-4463
when & forelgn disclosure/release determination is nesded.

» DOE manages the classification and declassification system for all FRD information and shares joint classification
and declassification authority with DoD for all FRD information.

= Automatic declassification of documents containing FRD information is prohibited. If a document contains both
FRD information and National Security Information (NS}, the "Declassify On" line of the classification authority
block shall not include a declassification date or event, and shall instead be annotated with “Not Applicable (or
N/A) to FRD portions® and “See source list for NSI portions.”

s  The NSisource list, ag described in ISOO Implementing Directive, Section 2001.22(c}(1)(iii), must include the
declassification Instruclion for each of the source documents classified under EO 13528.

= FRD Information marked with obsolete SIGMAs {1-5 and 8-13) does not require review or remarking while at rest
{or when accessed), When Information containing legacy SIGMAs is to be shared outside the originating agency,
or where the information is to be Incorporated, paraphrased, restated, or reintroduced into the working environmant
from a resting state, the cbsolete SIGMAs shall not be carried forward to any newly created information, rather
they shall be converied to the appropriate current SIGMA categories. Check with your organization's RD
Management QOfficlal to determine how to convert the obsolete markings to the current SIGMA categories.

{U) Derivative Use (i.e., re-use of Information in whole or in part in Iintelilgence products): it may be extracted

provided that;
» The source document is portion marked.
» [tis recommended that any FRD portions ba put in a saparate attachment/appendix.
« Declassification datefevent Is prohibiled on the document (Refer FRD portions to DOE for declassification).

{U) Distributlon $tatemants, Wamnings, etc: All documents containing FRD information (but no RD information) are
required to include the following FRD waming statemant on the first page: *{U) FORMERLY RESTRICTED DATA
unauthorized disclosure is subject to administrative and criminal sanctions, Handle as RESTRICTED DATA (In
forsign dissemination. Section 144b, Atomic Energy Act of 1954.”
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(V) Notional Example Page:

SECRET//FORMERLY RESTRICTED DATA-SIGMA 14//NOFQRN

(S//IFRD-SG 14//NF) This Is the porlion marik for a portion that is classified SECRET FORMERLY RESTRICTED
DATA, SIGMA 14, and is not releasable to foreign nationals, This portion is marked for training purposes only,

{S/INF) This is the portion mark for a po}'ﬁon of NSI that is classified SECRET and is not releasable to foreign
nationals. This portion is marked for training purposes only.

[Insert FRD Warning)

{U) Note: Automatic declassification of documents containing FRD information is prohibited. If a document contains
both FRD information and National Securily Information (NS, the "Declassify On” line of the classification authority
block shall not include a declassification date or event, and shall instead be annotated with *"Not Applicable (or N/A) to
FRD portions” and “See soutce fist for NSI portions.”

SECRET/FORMERLY RESTRICTED DATA-SIGMA 14//NOFORN

UNCLASSIFIED//POUE-
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(U DOLUNGELAY!

DOD UNCLASSIFIED CONTROLLED NUCLEAR

{U) Authorized Banner Lina Marking Titie: INFORMATION

(U) Authorized Banner Line Abhreviation; DOD UCN|

{U} Authorized Portion Mark: DCNI

{U) Example Banner Line: UNCLASSIFIED//DOD UCNI

(U) Example Portion Mark: {U/DCNH)

(U) Marking Sponsor/Policy Basis; DoD/Atomic Energy Act of 1854, as amended

{U) Definitlons: DOD UCNI is unclassified information on security measures for the physical protection of DoD Special
Nuclear Material (SNM), equipment or facilittes. Material is designated as DOD UCNI only when it is determined that its
unauthorized disclosure could reasonably be expecied to have a significant adverse effect on the health and safety of the
public or the common defense and security by increasing significantly the likelihood of the iifegal production of nuclear
weapons or the theft, diversion or sabotage of DoD SNM, equipment or facilities.

(U) Further Guldance: DoD 5210.83, dated November 15, 1691
{U) Applicahliity: Agency Specific.

(U) Additional Marking Instructions:
= Applicable Level(s) of Classification: May be used only with UNCLASSIFIED.
» A classification authority block Is not required on unclassified information,

{Y) Relationship{s) to Other Markings: The DOD UCNI marking must not be applied to classified matter that contains
UCNL

{U) Precedance Rules for Banner L.Ine Guidance:
* UNCLASSIFIED documents: DOD UCNI must always appear in the banner line.
»  (lassified documents: BOD UCNI does not appear in the banner line.

(U) Commingling Rula(s} Within a Portion: DOD UCNI may be commingled with classified non-UCNI material; in which
case, the DCNI portion mark is not used because the classification level adequately protects the DOD UCNI information
in the portion.

{U) Notes: Spacific physical protection and access requirements apply; refer to DoD guidance.

(U) Derivative Use (i.e., re-use of information in whole or In part in intelligence products): DOD UCNI information
may be sourced in accordance with relevant policy and/or procedures. See above precedence and commingling rules. in
addition, derivativa classifiers that re-use DoD UCNI information in inteliigence products shall carry forward the DoD UCN|
waming statement found on the face of the document,
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(V) Notional Example Page:

UNCILASSIFIED/DOD UCNI

(Uf/DCNI) This Is the portion mark for an UNCLASSIFIED DOD CONTROLLED NUCLEAR INFORMATION portion.

This portion is marked for training purposes only.
(U) Note: A classification authority block is not required on unclassified information.

UNCLASSIFIED//DOD UCNI

UNCLASSIFIED//Poue—
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(U) DOE UNCLASSIFIEO

DOE UNCLASSIFIED CONTROLLED NUCLEAR

{U) Authorized Banner Line Marking Title: INFORMATION

{U) Authorized Banner Line Abbrevlation: DOE UCNI

(U) Authorized Portion Mark: UCNI

(U) Example Banner Line: UNCLASSIFIED//DOE UCNI

{U) Example Portlon Mark: (U/IUCNE

{U) Marking Sponsor/Policy Basls: DOE/Atomic Enargy Act of 1954, as amended, §148

{U) Definltlons: Applies {o information that has been daclassified or removed from the RD category but may not be
disseminated to the general public. included are certain unclassified aspects of design of the nuclear production and
utilization facilities; security measures for production/utilization facilities, nuclear material contained in such facilities, and
nuclear material in transit; as well as unclassified design, manufacture, and utitization information of any atomic weapon
or component.

{U) Further Guidance
* 10 CFR1017
= DOE Order 471.1B, Identification and Protection of Unclassified Controlled Niiclear Information

(U) Applicability: DOE.

(V) Additional Marking Instructions:
=  Applicable Level(s) of Classification: May be used only with UNCLASSIFIED.
» Aclassification authority block Is not required on unclassified information,

(U) Relationship(s) to Other Markings: The DOE UCNI marking must not be applied to classified matter that contains
UCNI.

{U) Precedence Rules for Banner Line Guidance:
= UNCLASSIFIED documents: DOE UCNI must always appear in the banner line.
= Classified documents: DOE UCNI does not appear in the banner line,

{U) Commingting Rule{s) Within a Portian: DOE UCNI may be commingled with classified non-UCNI material; in this
casg, the DOE UCNI marking is not used because the classification leve! adequataly protects the DOE UCNI information
in the portion.

{U) Notes: Specific physical proteclion and access requirements apply.

(U) Derivative Use (l.e., ro-use of Information in whole or in part in intelligence products):
« DOE UCNI information may be sourced in accordance with DOE policy and procedures, and the above
precedence and commingling rules,
» [fanintelligence docurnent or material marked as containing DOE UCNI (whether classified or not) falls under
the cognizance of another DOE organization or other Government agency, the Reviewing Official or Denying
Oificial must coordinate the decontrol review with that DOE organization or other Government agency.
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(U} Notional Example Page:

UNCLASSIFIED//DOE UCNI

(U/UCNI) This is the portion mark for an UNCLASSIFIED DOE CONTROLLED NUCLEAR INFORMATION portion
This portion is marked for tralnlng purposes only.

{U) Note: A classification authority block Is not required on unclassified information,

UNCLASSIFIED//DOE UCNI
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(T'ft)l :f“““’"“d Banner Line Marking TRANSCLASSIFIED FOREIGN NUCLEAR INFORMATION

(V) Authorized Banner Line Abbreviation: TFNI

(U) Authorized Portion Mark: ' TENI

{U) Examp!le Banner Line: SECRET/TFENIH[Explicit FD&R]

(U) Example Portion Mark: (SHTENI[Explicit FD&R])

(U) Marking Sponsor/Policy Basis: 2200% :l;(j(li))NllAtomic Energy Act Section 142e and 32CFR2001,

(U) Definitlon: Information concemning the atomic energy programs of other nations that has been removed from the
Reslricled Data category for use by the Intelligence Community and is safeguarded as NSI under EO 13526.

(U) Further Guidance:
» [EO 13526
s SO0 Implementing Directive, 32CFR2001
s 1SQOOQ Notlce 2011-02

(1) Applicabifity: DOE and DN} have joint responsibility for determining what information is TFNI. Intelligence agencies
are authorized to derlvatively classify and mark documents containing TFNI in accordance with the ISOO Implementing
Directive, 32CFR2001, §2001.24(i), and additional instructions provided by DOE and ISOQ (ISOO Notice 2011-02). Only
authorized DOE personnel may remove TFNI markings from documents.

{U) Additional Marking Instructions:

= Applicable level(s) of classification: May only be used with TOP SECRET, SECRET or CONFIDENTIAL.

» I TFNI appears in a portion-marked document containing other National Securly Information (NSI), the
“Declassify On:" line of the classifier marking must be annotated with “Not applicable (or N/A) to TFNI portions.”
And "See source list for NSi Portions.”

= Automatic declassification of documents containing TFNI information is prohibited. If a document contains both
TFN! information and National Security Information (NSI), the “Declassify On” line of the classification authority
block shall not include a declassification date or event, and shall instead be annotated with “Not Applicable (or
N/A) to TENI portions™ and "See source list for NS| portions.”

» The NSl source list, as described in |SO0 Implementing Directive, Section 2001.22(c)(1Xiii), must include the
declassification instruction for each of the source documents classified under EO 13526.

{U) Pracedanca Rules for Banner Line Guidance: If the TFNI marking is contained in any portion of an NSI document
it must appear in the banner line,

{U) Commingling Rule{s} Within a Portion: TFNI shouid not ba commingled in the same portion in order to avoid
competing classification and/or declassification equities. If TFNI is commingled with other NSI within a portion, "TFNI"
must be included in the portion mark. When TFN!is commingled with Restricted Data (RD) or Formerly Restricted Data
(FRD) within a portion, the RD or FRD takes precedence and "RD" or *FRD,” as appropriate, is annotated in the portion
mark.
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(U) Notes:
= DOE and DNI have joinl responsibility for determining what information is TFNI.

» The declassification of TFNI is determined by the Secrelary of Energy.

» Documents marked as containing TFNI are excluded from the automatic declassification provisions of EO 13526
untii the TFNI designation is properly removed by the Department of Energy.

s TFNI may be shared with foreign partners in accordance with exlisting DNI and IC element guidance for foreign
disclosure and release of classified NSI.

{U) Derivative Use {i.e., re-uge of information in whele or in part in intelligance products): TFNI information may be

sourced provided that;
= The source is portion marked.
»  The "Declassify On” line of the new document(s) must state “Not applicable {(or N/A) to TFN! portions.” and "See
source list for NSt Portions” as noted in the Additional Marking instructions.

{U) Distribution Statements, Wamnings, etc: None

{U) Notional Example Page 1:

SECRETHTFNI/NOFORN

(S/ITENIINF) This is the portion mark for a portion that is classified SECRET and containing TRANSCLASSIFIED
FOREIGN NUCLEAR INFORMATION -and not releasable to foreign nationais. This portion Is marked for training
purposes only,

(U) Note: Automatic declassification of documents containing TFNI is prohibited. If a document containsonly TENI-—_ _:'
marked portions, the "Declassify On:" line of the classification authority block shall be annotated with “Not applicable :
{or N/A) to TFNI portions.”

SECRET/TFNINOFORN

{U) Notional Examp!e Page 2:

SECRETHTFNINREL TO USA, ACGU

(S/ITFNIREL TO USA, ACGY) This is the portion martk for a portion that is classified SECRET and contains
TRANSCLASSIFIED FOREIGN NUCLEAR INFORMATION and authorized for release to Australia, Canada, and
United Kingdom. This portion is marked for training purposes only.

{S//REL TO USA, ACGU) This is the portion mark for a portion that is classified SECRET and authorized for release
to Australia, Canada, and United Kingdom. This portion must contaln only US classified information that is
releasable to Australia, Canada, and United Kingdom, This portion Is marked for training purposes only.

(U) Note: Automatic declassification of documents containing TFNI is prohibited. If & document contains both TFNI
and Nalional Sacurity Information (NS!), the “Daclassify On:" line of the classification authority block shall be
annotated with "Not applicable (or N/A) to TENI partions.” and "See source list for NSI Portions.”

SECRET/TFNI//REL TO USA, ACGU
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7. (U) Foreign Government Information Markings

{U) Foreign Government Information (FGI} markings are used in US products to denote the presence of classified or
unclassified foreign owned or produced information. These markings are used based on sharing agreements or
arrangements with the source country or intemational organization.

(U) The FGI markings included in the CAPCO Register for banner lines are:

= FGI[LIST]
»  FGI (when countrylies] or organization[s] of origin must be concealed)

(U) The FGI markings includ_ed in the CAPCO Register for portion marks are:

» {LIST] [Non-Us Classification Porlien Mark) or NATO [Classification Portion Mark]//{Special Access Program

Marking(s)J/[Dissemination Controls]
= FGI [Non-US Classification Portion Mark] (when countrylies] or organization[s)] of origin must be concealed)

{U} "[LIST]" pertains to one or more CAPCQ Regisier, Anniex C trigraph country codes or CAPCO Register, Annex A and
B tetragraph code(s) used with the FGI marking. Country trigraph codes are listed alphabeticaily followed by tetragraph
codes in alphabetical order. Multiple FGI countries shall be separated by a single space.

{U) Note: For more information about values, format, and syntax of Non-US or NATO Markings, refer to the Non-US
Protective Markings appendices of the CAPCO Register and Manual.

{U) ICD 710 Foreign Disclasure and Release Markings on ClassHled Intelligence Information

(U) Classified information, as defined by and under the purview of ICD 710, shall be explicilly marked for appropriate
foreign disclosure and release at the portion and banner level. This requirement is reflected throughout the marking
template as “{Explicit FD&R]" to represent either NOFORN or REL TO, Originators of intelligence information are
responsible for determining appropriate classification markings for the information they produce and for applying the
appropriate control markings that implement DNI guidelines for dissemination {foreign and domestic). Follow internal
agency procedures for the use of foreign disclosure and release markings with classified information.

(U} iCD 710 is not applicable to classified military information falling under the purview of National Policy and Procedures
for the Disclosure of Classified Military Information to Foreign Governments and Intemational Organizations (short title:
National Disclosure Policy-1 [NDP-1]}. Within the Depariment of Dafense, application of forelgn release markings is
accomplished by the Forelgn Disclosure Officer (FDO) when foreign release is needed.

(4}) Foreign Govarnment Information Without Dissemination Controls Used as a Derivative Source

(L) When sourcing from classified forelgn government information without dissemination controls, and an expficit foreign
disclosure and release decision per ICD 710 (e.g., //GBR 8) is raquired, jn the absence of any other applicable quidance
{e.g.. classification guide, source documeniisl, or DNI guidalines for foreign digclosura and release), the appropriate

foreign release marking to add is NOFORN. Any other marking used in this sourcing scenario may Jeopardize the
information and/or the foreign release process.

{U) Foreign Disciosure and Release Markings on Unclassified Foreign Government Information

(U} Unclassified foreign govemmaent information portions in a US document may be explicitly marked for appropriate
foreign release using the NOFORN or REL TO markings as circumstances warrant. Explicit foreign release markings are
not required on unclassified FGI, Follow intemal agency procedures for the use of forelgn disclosure and release
markings with unclassified FGL.
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(U) FOREIGN GOVERNMENT INFORMATION

(U) Authorized Banner Line Marking Title FOREIGN GOVERNMENT INFORMATICN [LIST}
{when source Is acknowledged):

{U) Authorized Banner LIne Marking Title FOREIGN GOVERNMENT INFORMATION
{when sourcé must be concealed):

(W) Authorized Bannar Line Abbraviation FGI [LIST]
{when source |s acknowladged):

{U) Authorized Banner Line Abbreviation FGI
(when source must be concealed):

{U) Authorized Portlon Mark (when source(s) [LIST] [Non-US Classification Portion Mark] or NATO Porion Mark
is acknowladged and segregated from US):

{U) Authorizad Portion Mark (when source FGI [non-US Classification Portion Mark]
must be concealed and segregated from US):

{U) Exampla Banner Line of US document TOP SECRET//FG! GBR/[Explicit FD&R]
(when sourca is acknowiaedged)

{U) Example Banner Line of US document TOP SECRET/FGI/Explicit FD&R]
(when source must be concealed) o ' R

(U) Example Portion Mark (whan source Is (//ICAN GBR S/{Explicit FD&RY])
acknowledged, segregated from US, and with
multiple forelgn sources):

(U) Example Portlon Mark (when sources are (S/FGI AUS GBRExplicit FD&RY)}
acknowledged, but not segregated from US):

{U) Example Portion Mark (when source must {(/IFGI TSH[Explicit FD&RY])
be concealed and segregated from US):

(V) Example Portion Mark (when source(s) (TSHFGUI/[Explicit FD&R])

must be concealed, but not segregated from

us)

{U) Marking Sponsor/Policy Basis: Respective country/EO 13526, §1.6(a) and §6.1(s)

{U) Definition: Under EQ 13528, Foreign Government Information |s defined as:

* Information provided to the United States Government by a foreign government or govemments, an international
organization of governments, or any elamant thereof, with the expectaticn that the information, the source of the
information, or both, are to be held in confidance; or

» |nformation produced by the United States pursuant to or as a result of a joint arrangement with a foreign
government or governments, or an international organization of govemments or any elemant thereof, raquiring
that the information, the arrangement, or both, are to ba held in confidence; or
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« Information recelved and treated as "Foreign Government [nformation” under the terms of a predecessor order.

{U) Further Guidance:
= |SOO0 Implementing Direclive, 32CFR2001, §2001.24{c), Foreign Government Information
= |SOO0 Implementing Directive, 32CFR2001, §2001.54, Foreign Government Information
= |SOO Implementing Directive, 32CFR2001, §2001.55, Foreilgn Disclosure of Classified Information

{U) Appflicability; Available for use by alt IC elements as appropriate,

{U) Add}tlonal Marking Instructions:
Authorized non-US Classification portion marks values are:

TS for TOP SECRET

S for SECRET

C for CONFIDENTIAL

R for RESTRICTED

U for UNCLASSIFIED
Do not include country codes within the portion marks where the specific government(s) must be concealed.
*ILIST]" pertains lo one or more CAPCO Register, Annex C trigraph country codes or CAPCQ Register, Annex A
and B tetragraph code(s) used with the FGI marking.

= Multiple FGI countries shali be listed alphabefically and separated by a single space.

= When the use of REL TO is appropriate to communicate a Non-US release determination, the “[USA, LIST}" in
the REL TO marking pertains to the string that contains "USA" followed by one or more CAPCO Register, Annex
C trigraph country code(s) or CAPCO Reglster, Annex A and B teiragraph code(s) used with the REL TO
marking. "USA" must always appear first whenever the REL TO string is used to communicate release
daclsions either by the US or a Non-US entity, After USA, you must list one or more country trigraph codes in
alphabetical order followed by tetragraph codes listed in alphabetical order. Each code is separatedbya
comma and a space.

« NOFORN may be used when release or disclosure back to the source country and any third-country is
prohibited and must be approved by the responsible agency.

{U) Relationship(s} to Other Markings: REL TO or NOFORN may be used on classified or unclassified FGI.

{U) Precedcnce Rules for Banner Line Guldance:
Used as a content indicator to denote the presence of foreign government material in a US product. If any
document contains porlions of both source-concealed FGI (e.g., "(//FGI S/REL TO USA, GBR)") and source-
acknowledged FGI (e.g., "(#/GBR S//REL TO USA, GBR)"), then only the *FGI* marking wilhout the source
trigraph(s)/tetragraph{s) must appear in the banner line,

= Use FGI + CAPCO Ragister, Annex C trigraph country code(s) andfor CAPCQ Register Annex A and B

tetragraph code(s) in the banner line, unless the very fact that the information is foreign government informalion
must ba concealed. Then the FGI marking described here must not be used. Such information must be marked
as if it were wholly of US origin.

(U) Commingling Rula{s) Withln a Portion:

= Documents marked In accordance with ICD 208, Sourcing Requirements for Disseminated Analytic Products,
dated 17 Qctober 2007, may commingle FGI and US information in portions. The FGI shall be identified in the
source refergnce citations as endnotes in disseminated analytic products.

* Documents nat marked in accordance with ICD 208 must keep the FGI segregated from US portions.

« Do not mix concealed FGI (e.g., "(/FGI S/REL TO USA, ACGUY)") with acknowledged FG! {(e.g., “(/GBR
S/MNF)") within the same portion.

« Documents marked in accordance with ICD 206 may commingle FGI from more than one country andfor
international organization in portions. Each FGI| source shall be fdentified in the source reference cifations as
endnotas in disseminated anaiytic products.
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s Documents not marked in accordance with ICD 206 must keep the FGI from different sources segregated in
separate portions.

(U} Notes
Release or disclosure of FGI back to the source country is prohibited and must be approved by the responsible

agancy if the source country is not repeated in the foreign release marking(s) or is marked with NOFORN.

» The release or disclosure of FGI to any third-country entity must have the prior consent of the originating
govemment if required by a treaty, agreement, bilateral exchange, or other obligation {see ISOQ Implementing
Directive §2001.54[e]).

s Unclassified FGI is withheld from public release until approved for release by the source country.

{U) Derlvative Use (i.e., ra-use of Information In whole or In part in intelligence products): FG! information may be
sourced in accordance with the relevant foreign sharing agreement(s)/arrangement(s). See above precedence and
commingting rules.

(U) Sourcing NATO Information In a US Product
(U) When NATO information is incorporated into US products, the following must be considered:

* The documant must contain the NATO waming stalement: “THIS DOCUMENT CONTAINS NATO [classification
levell INFORMATION." The statement is affixed to the front covar or first page if there Is no cover.

»  The US banner line wlll indicate the presence of NATOQ information using the FGI marking and will reflect the
highest classification level of information In the document, to include any NATO portion{s). For example, a
document with US portions marked (CAREL TO USA, NATO) and a NATO SECRET porﬂon (HNSIIREL TO .
USA, NATO) should have an overall banner of SECRET/FGI NATO//REL TO USA, NATO. R

=  Commingling NATO and US NSI information in the same portion-is only authorized when the information is on
the same {opic or subject and marked in accordance with ICD 206, Sourcing Requirements for Disseminated
Analytic Produets, dated 17 Oclober 2007, The NATO marked information shall be identified in the source
reference citations as endnotes in disseminated analytic products. Otherwise, the information must be
segregated into separate paragraphs by source,

= NATO information is not subject EQO 13526 marking requirements; therefore, per ISOO Notice 2013-01, the
declassification instruction for US documents that commingle NATO information will be “N/A to NATO portions.
See source list for NS| portions.”
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(U} Notional Example Page 1:

TOP SECRET//FGI CAN DEU/REL TO USA, CAN, DEU

(TS//REL TO USA, CAN, DEU) This is the portion mark for a portion that Is classified TOP SECRET and Is
authorized for release to Canada and Germany. This portion must contain only US classified infermation that is
releasable to Canada and Germany. This portion is marked for training purposes only.

(TS/FGI DEUW/REL TO USA, CAN, DEU) This is the portion mark for a commingled portion of US TOP SECRET
information and German SECRET within a US classified document, in which Germany has authorized release back
to Germany and furiher release to USA and Canada. This document must include source reference citations as
endnotes for the DEU Information as required by ICD 206. Use CAPCO Register, Annex C trigraph country codes.
This portion is marked for tralning purposes only.

(//CAN S//REL TO USA, CAN, DEUV) This is the portion mark for a Canadian SECRET portion within a US classified
document, in which Canada has authorized release back to Canada and further release to USA and Germany. This
portion must contaln only Canadian SECRET FGI that is releasable to the countries listed, Use CAPCO Register,
Annex C trigraph couniry codes or CAPCO Reglster, Annex A and B tetragraph code(s). This portion is marked for
{raining purposes only.

{U} Note: Release or disclosure of FGI back to the source country is prohibited and must be approved by the
responsible agency if the source country is not repeated In the foreign release marking(s) or is marked with
NOFORN.

{U) Note: The release or disclosure of FGI {o any third-country entitymust_have the prior consent of the originating . . .
govemnment if required by a treaty, agreemant, bilateral exchange, or other obligation {see ISOO Directive No. 1
2001.53[e]).

{U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing
Directive and General Marking Guidance Sectian of this document for mare information.

TOP SECRET//FGI CAN DEU/REL TO USA, CAN, DEU
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{U) Notional Example Page 2:

TOP SECRET/FGI AUS CAN DEU NATO/BOHEMIA//NOFORN

{U} [Insert NATO waming statemen]

(TS/RELIDO) This is the portion mark for a portion that is classified TOP SECRET and the originator has
determined is releasable by an information disclosure official. This portion must contain only US classified
information. This portion is marked for iralning purposes only.

{(//CAN DEU S/REL TO USA, CAN, DEU) This is the portion mark for a commingled portion of Canada and German
SECRET within a US classified document, in which Canada and Germany have authorized release back {o Canada
and Germany and further release to USA. This portion must contain only Canada and German SECRET FGl that is
releasable to the countries listed. This document must include source reference citations as endnotes for the CAN
and DEU information as required by ICD 206, Use CAPCO Register, C trigraph country codes or CAPCO Register,
Annex A and B tetragraph code(s), This portion is marked for iraining purposes only.

{fAUS S/IREL TO USA, AUS) This is the portion mark for an Australian SECRET portion within a US classified
document, in which Auslraiia has authorized release back to Australia and further release to USA. This portion must
contain only Australian SECRET FG). Use CAPCOQ Register, Annex C trigraph country codes or CAPCO Register,
Annex A and B telragraph code(s). This pertion is marked for training purposses only.

(/ICTS/IBOHEMIA/REL TO USA, NATQC) This is the portion mark for a NATO COSMIC TOP SECRET BOHEMIA
portion within a US dassified document and is releasable back to NATO. This portion must contain only NATO
COSMIC TOP SECRET BOHEMIA FGI, This portion is marked for fraining purposes only.

(U} Note: Documents containing multiple portions with different disclosure or release markings must be marked
overall wilh the most proteclive marking.

(U} Note: The classification authority block is required on all US classified NSI. See the 1SO0O !mplementlng
Directive and General Marking Guidance Section of this document for more information.

TOP SECRET/fFGI AUS CAN DEU NATO/BOHEMIA/NOFORN
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{U) Notlonal Example Page 3:

SECRET/FGI/NOFORN

(S//RELIDO) This Is the portion mark for a portion that is classified SECRET and the originator has determined is
releasable by an information disclosure official. This porlion must contain only US classified information. This
portion is marked for fraining purposes only.

(//[DEV SIINF) This Is the portion mark for & portion that is classified German SECRET and is not releasable back lo
Germmany or to any third country entity. Bacause thls document is not marked in accordance with ICD 206 (L.e,, itis
not a disseminated analytic product, this portion must contain only German SECRET FGI. This portion is marked for

training purposes only.

{//DEU C/IREL TO USA, CAN, DEU)} This Is the portion mark for a Gerrnan CONFIDENTIAL portion within a US
classified document, in which Germany has authorized release back to Germany and further release to USA and
Canada. Because this document is not marked in accordance with ICD 206 (i.e., it is not a disseminated analytic
product, this portion must contain only German CONFIDENTIAL FGI that is releasable to the countries listed. This
portion is marked for training purposes only.

(//FGI SHNF) This Is the portion mark for a portion that is classified German SECRET in cases where Germany must
be concealed within a US classified document and is not releasable back to Gemrmany or to any third country entity.
Because this document is nof marked in accordance with ICD 206 (i.e., it is not a disseminated analytic product, this
portion must contain only German SECRET FGI, This porlion Is marked for training purposes only.

(U) Note: Release or disclosure of FGI back to the source country is prohibited-and must be.approved bythe
responsible agency if the source country is not repeated in the foreign release marking(s} or is marked with
NOFORN. ‘

{U) Note: The release or disclosure of FGI to any third-country entily must have the prior consent of the originating
government if required by a trealy, agreement, bilateral exchange, or other obligation (ISO0 Directive No. 1
2001.53[¢)).

{U) Note: Per ICD 710, §G, documents containing multiple porlions with different disclosure or release markings
must be marked overall with the most protective marking. A document containing portions of both source-concealed

FGI and source-acknowledged FG! shall have only the “FGI* marking without source trigraph(s)tetragraph(s) in the
banner line, as it is the most restrictive form of the marking.

{U) Note: The classification authority block Is required on all US classified NSI. See the 1SO0 Implementing
Directive and General Marking Guidance Section of this document for more information.

SECRET//FGIMNOFORN
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{U) Notlonal Example Page 4:

TOP SECRET//FGI CAN DEU//NOFORN

(SIIREL TO USA, AUS) This Is the portion mark for a SECRET portion and is authorized for relaase to Australia. This
portion must contain only US dlassified information that is releasable to Australia. This partion is marked for training

purposes only.

(//CAN S//IREL TO USA, AUS, CAN, GBR) This is the porlion mark for a Canadian SECRET portion in which Canada
has authorized release back to Canada and further release to USA, Australia, and Unilted Kingdom within a US
classlfied document. Because this document is not marked in accordance with ICD 206 (i.e,, it is not a disseminated
analytic product), this portion must contain only Canadian SECRET releasable FGI to the countries listed. Use
CAPCO Register, Annex C trigraph country codes or CAPCO Register, Annex A end B tetragraph code(s). This
portion is marked for training purposes only.

(//OEU TS/INF) This is the portion mark for a German TOP SECRET portion within a US classifled document which
Germany has determined is not raleasable back to Gemany or {o any third couniry entity. Because this document is
not marked in accordance with ICD 206 (i.e., It is not a disseminated analytic product this portion must cantain only
Gemnan TOP SECRET FGI, Use CAPCO Register, Annex C trigraph country codes or CAPCO Register, Annex A
and B tefragraph code(s). This portion is marked for training purposes only,

(U) Note: Release or disclosure of FGI back to the source country is prohibited and must be approved by the
responsible agency if the source country is not repeated in the foreign release marking(s) or is marked with
NOFORN.

{U) Note: Per ICD 710, §G, documents containing mulliple portions with different disclosure or release markinfgﬂé'
must be marked overall with the most protective marking.

{U} Note: The classification authority block is required on all US classiflad NSI. See the ISOQ Implementing
Diraective and General Marking Guidance Section of this documant for more information.

TOP SECRET/FGI CAN DEU/NOFORN

120

UNCLASSIFIED/ fAEQUG—~




UNCLASSIFIED//Fede

{uU) Notional Example Page 5:

SECRET/{FGI CAN GBR/REL TO USA, CAN, GBR

{S/IFGI CAN/IREL TO USA, CAN, GBR) This is the portion mark for a commingled US and Canadian SECRET
portion that is authorized for release back to Canada and release to USA and United Kingdom within a US classified
document. This document must include scurce reference citations as endnotes for the CAN information as required
by ICD 206. This portion is marked for training purposes only.

(/IGBR S//REL TO USA, CAN, GBR) This is the portion mark for a British SECRET portion in which Britain has
authorized release back to United Kingdom and further release to USA and Canada within a US classified document.
This porlion must contain only British SECRET FGI releasable to the counlries In the REL TO list, Use CAPCO
Register, Annex C trigraph country codes or CAPCO Register, Annex A and B tetragraph code(s). This portionis
marked for training purposes only.

{U) Note: REL TOC with an overlap in the country lists, roll-up to the most restrictive list. Canada and United Kingdom
appear in the banner line because these countries appear in all portions.

{U) Note: The classiftcation authority block is required on all US classified NS1. See the ISOO Implementing
Directive and General Marking Guidance Section of this document for more information.

SECRET//FG! CAN GBR//REL TO USA, CAN, GBR
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{U) Notional Example Page 6:

TOP SECRET//FGI CAN GBR//REL TO USA, AUS, CAN, GBR

{/lJOINT TS GBR USA/REL TO USA, AUS, CAN, GBR) This is the portion mark for a portion that is classified JOINT
Britlsh and US TOP SECRET. The Brilish and US, as the co-owners, have authorized furlher release to the Australia
and Canada. Use CAPCO Registsr, Annex C trigraph country codes andfor CAPCO Register Annex A and B
tetragraph codes. This portion is marked for tralning purposes only,

(V) Note: When a JOINT portion is exiracted into a US documant; the co-owner country codes must be carriad
forward. The JOINT marking Indicates co-ownership and releasability of the entire portion anly to the co-owners. All
JOINT information is withheld from further release until approved for release by the co-owners.

(S/REL TO USA, AUS, CAN, GBR) This is the portion mark for a portion that is classified SECRET and authorized
for release to Ausftralia, Canada and United Kingdom. This portion must contaln only US classified informalion that is
releasable to Australia, Canada, and the United Kingdom. This portion is marked for training purposes only.

(//CAN SI/REL TO USA, AUS, CAN, GBR) This is the portion mark for a Canadian SECRET portion in which Canada
has authorized release back to Canada and further release to USA, Auslralia and United Kingdom. This portion must
contain only Canadian SECRET FGI releasable to the couniries in the REL TO list. Use CAPCO Register, Annex C
trigraph country codes or CAPCO Regisier, Annex A and B tetragraph code(s). This portion is marked for tralning

purposes only.

{U) Note: REL TO portions with an overlap in the country lists, roll-up to the most restrictive list. AUS, CAN, and GBR
appear in the banner line bacause these countries appear in all portions.

(U) Note: The classification authority block Is required on ali US classified NSl See the ISOO Marking Implementing
Directive and General Marking Guidance Section of this document for more information.

TOP SECRET/FGI CAN GBR//REL TO USA, AUS, CAN, GBR
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8. (U) Dissemination Control Markings

(V) General Information

{U) Dissemination Controls are control markings that identify the expanston or limitation on the distribution of information.
These markings are in addition to and separate from the levels of classification defined by EO 13528,

(U) The Information Security Oversight (ISOC) Implementing Directive (32CFR2001, §2001.24[j}[2]), identifios the DNI as
the authority over extemal dissemination control and handling markings for intelligence and intelligence-related
information,” Only those DNI-authorized extemnal dissemination control and handling markings contained in the Register
may be used by {C elements to control and handie external dissemination of classified information.

{U) Multiple entries may be chosen from this Dissemination Control category if applicable. If mulliple entries are used,
they are listed in the order in which they appear in the Register. Use a single forward slash with no interjected space as
the separator between multiple Dissemination Control entries,

(U) Note: Somae of the Dissemination Controls are restricted to use by certain Agencies. They are included in the
Ragister to provide guidance on handling documents that bear them. Their inclusion in the Reg/ster does not authorize
other agencies to originaie these markings.

{U) ICD 710 Foreign Retease Markings

(U) Classifled information, as defined by and under the purview of ICD 710, shall be explicitly marked for appropriate
foreign disclosure and release at the portion and banner level. This requirement is reflected throughout the marking
templates as “[Explicit FD&R]" to represent cne or more of the following dissemination control markings: NOFORN, REL
TO, RELIDO, and DISPLAY ONLY. Criginators of intelligence information are responsible for determining appropriate
classification markings for the information they produce, and for applying the appropriate control markings that implement
DNI guidelines for dissemination (foreign and domestic). Follow internal agency procedures for the use of foreign
disclosure and release markings with classified information.

{U) ICD 710 is not applicable to classified military information falling under the purview of National Policy and Procedures
for the Disclosure of Classified Military Information to Foreign Govemments and Intemational Qrganizations (short titie:
National Disclosure Policy-1 [NDP-1]). Within the Department of Defense, application of foreign release markings is
accomplished by the Foreign Disclosure Officer (FDO) when foreign release is needed.

{U) Classified Intelligence Information with Dissamination Controls Used as a Derivative Source

(U) in accordance with EQ 13526, §2.1 and ICD 710, derivative classifiers shall carry forward to any newly created
documents the pertinent classification markings, to include classification level, compartmentation, dissemination controls,
disclosure or retease authorizations, and other wamings.

(L") When sourcing from dlassified intelligance material that bears a dissemination control{s), but that is not marked with
an explicit foreign disclosure and release decision per ICD 710, In the abserice of any other applicable guidance (e.g.,
classification guide, source document|s], or DNI guidelines for foreign disclosure and release) derivative classifiers shall
contact the originator for further guidance.

(U} Non-IC Classified Information with Dissemination Controls Used as a Derivative Source

(U) When sourcing from Non-IC originated classified material that bears a dissemination controi(s) but that is not marked
with an explicit foreign disclosure and release decision, in the absence of a formal agreament or notification between the
non-IC organization and the IC element on handling requirerments (including guidance from the Non-IC element marking
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sponsor included in this documaent}, derivative classifiers shall contact the originating agency or local foreign disclosure
office for further guidance. '

(U} Foreign Disclosure and Release Markings on Unclasslified Information

(U) Unclassified information may be explicitly marked for appropriate foreign disclosure and release at the portion and
banner level as circumstances wamant. Explicit foreign disclosure and release markings are not required on unclassified
information. Follow internal agency procedures for the use of foreign disclosure and release markings with unclassified

Information.

(U} The following Dissemination Control markings and their respective marking sponsor(s} are listed below in the order
they appear in the Register.

RISK SENSITIVE (NGA)

FOR OFFICIAL USE ONLY (Various Agencies)

ORIGINATOR CONTROLLED (DN)

ORIGINATOR CONTROLLED-USGOV (DNI)

CONTROLLED IMAGERY (DN}

NOT RELEASABLE TO FOREIGN NATIONALS (DN}

CAUTION-PROPRIETARY INFORMATION INVOLVED {DNI)

AUTHORIZED FOR RELEASE TO {USA, LIST] (DNI) |

RELEASABLE BY INFORMATION DISCLOSURE OFFICIAL (DNI)

USAJ[country trigraphs] EYES ONLY (NSA) Note: NSA has been granted a control markings waiver through 9
September 2014, at which time it will expire automatically, Automated systems will be modified to reject
information marked EYES ONLY beginning 10 September 2014,

DEA SENSITIVE (DEA)

FOREIGN INTELLIGENCE SURVEILLANCE ACT (DNI)

DISPLAY ONLY [LIST] (DNI1)
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(U RISK SENSITIVE

(U} Authorized Banner Line Marking Title: RISK SENSITIVE

(U) Authorized Banner Line Abbreviation: RSEN

(U) Authorized Portion Mark: ' RS

(U) Example Banner Line: TOP SECRET//TK//RSEN//[Explicit FD&R]
(U} Example Portlon Mark: (TSHTKHRSI[Explicit FDARY])

{U) Marking Sponsor/Policy Basis: . NGA/National System for GEQINT (NSG)

(U) Definition: This term is used to protect especially sensitive imaging capabilities and exploitation techniques.

{U) Further Guldance:
s NGA, Sensitive Analytical Technlques Procedural Guide, Feb 2006
»  NSGM documentation where TK and RSEN are used together
= Talent Keyhole Contro! System Manual
» NSG GEOINT Security Classification Guide

(U) Applicability: Available for use by all agencies. S

(U) Additional Marking Instructions: Applicable leval(s) of classification; May be used only with TOP SECRET or
SECRET.

(U) Relationship(s) to Other Markings: May be used with TK.

{U) Precedence Rules for Banner Line Guidance: If any porlion contains RISK SENSITIVE information, the RSEN
marking must appear in the banner line.

{U) Commingling Rule(s) Within a Portlon: May be combined with other caveated information when appropriate and
the RS marking must be conveyed in the portion mark.

(U) Derivative Use (i.e., re-use of information in whole or in part In intelligence products): RSEN information may
be sourced In accordance with relevant IC policy and/or procedures. See above precedence and commingling rules,
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(U) Notional Example Page:

TOP SECRET/TK/RSEN/REL TO USA, ACGU

(TS/TKNRS/REL TO USA, ACGU) This is the portion mark for a portion that is classified TOP SECRET, contains
TALENT KEYHOLE information, Is handled as RISK SENSITIVE, and Is authorized for release to Australia, Canada,
and United Kingdom. This portion must contain only US classified information that s releasabie to Australia,
Canada, and United Kingdom. This portion is marked for training purposes only.

(U) Note: The classification authority block is required on all US classified NSI. See the 1SO0 Implementing
Directive and General Marking Guidance Section of this document for more information.

TOP SECRET/T K/I/RSEN/REL TO USA, ACGU
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This document is not approved for public release.

(U FOR OFFICAaC Unt UNLY &0

{U) Note: This marking will be evaluated for continued CAPCO registration with implementation of the Controlled
Unclassified Information (CUI) Program.

{U) Authorized Banner Line Marking Tﬁle: FOR OFFICTAC USEUNLY
{U) Authorized Banner Line Abbreviation: Fo4o--

{U) Authorized Portion Mark: FOLO-

(U) Example Banner Line: ) UNCLASSIFIED//FOYO
(U) Example Portion Mark: (UIIFOYOY

{U) Marking Sponsor/Policy Basls: Various Agenciss

(U) Definition: Intelligence Marking used for UNCLASSIFIED official govemmaent information that is withheld from public
release until approved for release by the originator,

{U) Further Guldance: Agency speclfic

(U) Appiicability: Available for use by all agancles,

(U} Additional Marking Instructions:
s Applicable level{s) of classification: May be used only with UNCLASSIFIED.
» Unclassified documents that bear a dissemination control marking(s), such asF&H80or PROPIN, must be

portion marked.
{U) Relationship(s) to Other Markings: Portions of a classified document may be marked (U/FOYOLIf appropriate.

{U) Precedence Rules for Banner Line Guldance:
=  UNCLASSIFIED with FOY8 and no other dissemination conirol markings in the document: FEY8must convey

in the banner line. ,
*  UNCLASSIFIED with FOYE and other dissemination conlrol markings, excluding FD&R markings in the

document: FEUEOHs not conveyed in the banner line.

»  UNCLASSIFIED with only FOUS-and FD&R markings in the document: FobG.must convey in the banner ling,
and any FD&R markings as appropriate based on existing banner line roll-up rules for FD&R markings.

» Classified document: FOUO is not conveyed in the banner line.

(U) Commingling Rule(s) Within a Portion: May be combined with other caveated information when appropriate and
the-FOYE marking may or may not convey In the portion mark using the same rules above for banner line.

(U} Derivative Use (l.e., re-use of information In whole or in part In intelligence products): POHES-information may
be sourced in accordance with relevant policy and/or procedures. See above precedence and commingling rules.
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{U) Notional Example Page:

UNCLAS SIFIED/FOR-OFHGIAL-USE-ONLY

(UIIFEUO) This Is the portion mark for an UNCLASSIFIED FOR-GFFISIAL-UBE-ONLY portion. This portion is marked
for training purposes only.

UNCLASSIFIED/FOR-OFFGIALUEE ONLY:
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BY ORI(J“\]A f(JR_.:

(U) Authorized Banner Line Marking Title: ORIGINATOR CONTROLLED

(U) Authorized Banner Line Abbreviation: ORCON

(U} Portton Mark: ocC

(U) Example Banner Line: | TOP SECRET/ORCONAExplicit FD&R]

(U) Example Portlon Mark: (SHOCHExplicit FD&R]

(U) Marking Sponsor/Policy Basis: DNI/Natlonal Security Act of 1947, §103 (c)(5)

{U) Definitton: The ORCON marking may be applied by originators of classified national intelligence information that
maets one or more of the criteria listed in section §0.3 of Intelligence Community Policy Guidance (ICPG) 710.1,
Application of Dissemination Controls: Originator Control. This marking allows originators to maintain knowledge,
supsrvision, and control of the distibution of the ORCON information beyond its original dissemination. Further
dissemination of ORCON information requires advance parmission from the originator,

{U) Note: When the ORCON information is pre-approved by the originator for dissemination to Executive Branch
departments and agencles and for use in finished intelligence products for Congressional intelligence Committees who

have oversight functions and respensibililies, the ORCON-USGOV marking shall be used rather than ORCON. (See the
CRCON-USGOV template for additional guidance).

{U) Further Guidance:
» Principal Depuly Director of National Intelligence Memo, E/S 00124, dated 14 February 2008

= |ICPG 710.1
(U) Applicability: Avallable for use by all IC agencies as appropriate.

(U) Additional Marking Instructions: Applicable level(s) of classification: May only be used with TOP SECRET,
SECRET or CONFIDENTIAL.

{U) Relationship(s) to Other Markings:
= May not be used with ORCON-USGQV in a portion mark or banner line.
»  May be used with NOFORN, REL TO, DISPLAY ONLY.
= May not be used with RELIDO.

{U) Precedence Rules for Banner Line Guldance:
» The ORCON marking must always appear in the banner ling if any portion containg GRCON information.
= [FORCON and ORCON-LISGOV portions are in a document, ORCON takes precedence and is conveyed in the

banner line.

{U) Commingling Rule(s) Within a Portion:
= May be combined with other caveated information when appropriate (e.g., SCI, SAP, AEA, FGI, IC and Non-IC
digssemination controls) and the OC marking is conveyed In the portion mark.
= |f combined with non-ORCON information in a single portion, the non-ORCON information must also be handled
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in a manner consistent with ORCON information as provided in ICPG 710.1 (see first Note below).
= May be combined with ORCON-USGOYV information in the same portion, and the OC marking takes precedence
and is conveyed in the portion mark.

(U) Notes:
= Originators of ORCON information shall separate sources, methods, and activities content from the substanlive

classifled national intelligance by using tearlines, write for release, or other sanitization metheds, in accordance
with DNI policy.

» ORCON information may be shared with all reclplents who have been authorized to receive the information on
the dissemination list (either the original dissemination list or an originator-authorized amendment to the
disseminalion list) or by pre-approval, to include dissemination to Congressional committees consistent with
oversight functions and requirements.

* Recipients of ORCON information may further share the information without additional approval from the
originator to organizations and Individuals described in ICPG 710.1, §E.1.b., and in accordance with
requirements for access to classified NSI set forth in EO 13526, §4.1(a).

= Requests for further sharing of ORCON information bayond the organizations and individuals described in ICPG
710.1, §E.1., to include recipients utside the IC, require advanced permission of the originator.

(U) Derivativa Use (l.e., re-use of information in whole or in part In Intelligence products):

» The use of ORCON enables the originator to maintain knowledge, supervision, and contro) of the distribution of
ORCON information beyond its originat dissemination. Further dissemination of ORCON information requires
advance permission from the originator who shall make a defermination based on the mission need of the
intended recipient,

= Information marked with ORCON may be incorporated in whole or in part inte other briefings or producis,
provided the briefing or product is presented or distributed only to original recipients of the information and those
organizations and individuals described in ICPG 710.1, §E.1.b.

» As described in ICPG 710.1 §E.3.a, the Principal Deputy DNI (PDDNI), in consultation with the heads of IC
elaments, shall designate Secure Communities Of Interest (SCOI) within which relevant disseminated ORCON
information originated by an IC element may be posted by any authorized reciplent participating in the SCOI
without additional originator approvals or control. SCOI pariicipants are not authorized to share ORCON material
outside of the SCOI with any organization that is not otherwise an authorized recipient without pre-approval by
the criginator and in accordance with the procedures In ICPG 710.1, §E4.a.

{U) Distribution Statements, Wamings, etc: There may be certain types of ORCON information that require the
addition of a distribution or waming statement. When this cccurs, the required disiribution or warning statement should
not repeat or re-state the ORCON restrictions, but rather provide the necessary additional direction.

{U) Notlonal Example Page:

TOP SECRET/ORCON/NOFORN

{TS/OCINF) This is the portion mark for a portion of information that is classified TOP SECRET, ORIGINATOR
CONTROLLED, and is not releasable to foraign nationals. This portion is marked for training purposes only.

{U) Nota: The classificalion authorily block is required on all US classified NSi. See the ISOO Implementing
Directive and General Marking Guidance Section of this document for more information.

. TOP SECRET/ORCON/NOFORN
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(U) DISSEMINA
i BY ORIGINATO#

{U) Authorized Banner Line Marking Title; CRIGINATOR CONTROLLED-USGOV

(U) Authorized Banner Line Abbrevlation: ORCON-USGOV

{U) Authorized Portion Mark: | OC-UsSGov

{U} Example Banner Line: SECRET//ORCON-USGOV/[Explicit FD&R]
{U) Exampte Portion Mark: (SIIOC-USGOVIIExplicit FD&R])

{U) Marking Sponsor/Pollcy Basis: - DNI National Security Act of 1947, as amended

{U) Definition (Dascription}: The ORCON-LSGOV marking is used by IC elements that originate ORCON information to
communicate to racipients that the information has been pre-approved for further dissemination, without originator
approval, to the US Government's Executive Branch Departments and Agencles, and for use in finished intelfigence
products provided to Congressional Intelligance Committees who have oversight functions and responsibilities. ORCON
appears in the labal {o ensure reclpients are aware and adhere to the processes, procedures, access and reporting
requirements as set forth in EO 13526, Section 4.1 and ICPG 710.1. Disseminatior: to other US entities requires
originator approval. Originators of ORCON-USGQV must also adhere to the marking criteria and reporting requirements
for ORCON Information when applying the ORCON-USGOV marking as established in ICPG 710.1. »

(U) When applied, the ORCON-USGOV marking doas not alter the definition, processes, procedures, or pre-approval
agreements assoclated with the ORCON marking. This new marking, by definition, will prevent the proliferation of non-
standard markings, and distribution and waming statements used to communicale pre-approval for dissemination fo
Executive Branch agencies/departments and also for use in finished intelligence products provided fo Congressicnal
Intelligence Committees, Other caveats used fo communicate other ORCON pre-approval agreements remain valid and
shall be applied as appropriate,

{U) Note: USG Executive Branch Departments and Agencies must contact their Office of Legislative Affairs {OLA) for
guidance In determining the appropriate Congressional Intelligence Committee recipient(s).

{U) Further Guldance (cite additional issuances):

= EO 13526
= ICD710
= CPGT710.1

{U) Applicability: Available for use by all IC agencies.

(U) Additlonal Marking Instructions:
= Applicable level(s) of classification: May only be used with TOP SECRET, SECRET, CONFIDENTIAL.

(V) Relatlonship(s) to Other Markings:
s  May nol be used with ORCON in a portion mark or banner line.
« May be used with NOFORN, REL TO, DISPLAY ONLY.
= May not be used with RELIDO.
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(U) Precadence Rules for Banner Line Guldance: Whon a document contains both ORCON-USGOV portions and
ORCON portions, ORCON fakes precedence within the banner line.

{U) Commingling rule(s) within a portion;

= May be commingted within the same portion with SCI/SAP, AEA, FGI, and other dissemination controls, to include
foreign disclosure and release markings, when appropriate, if the commingled information meets one or more of
the ORCON use criteria as described in ICPG 710.1 paragraph D.3 and is pre-approved for dissemination to the
USGOV. (USGOV is defined as the Execulive Depariments/Agencies and to Congressional Intelligence
Committee(s) with oversight functions and responsibilities.)

» |t a portion contains both ORCON and ORCON-USGOV information, ORCON takes precedenoe fn the portion
mark.

= All rol-up rules for control markings used In conjunction with the ORCON-USGOV marking remain applicable,
See specific templates for additional roll-up guidance.

{U) Notes:

* Information marked ORCON-USGOV may be shared on [C SCOls in accordance with ICPG 710.1.

» Information bearing the new marking may be stored, transmitted, posted or retrieved from CLASSIFIED electronic
systems, databases, repositories, networks, or WebPages in IC secure collaborative environments that have the
ability to limit access to users who are employed by, assigned to, or acting on behalf of an Executive Branch
department/agency.

» Finished intelligence products bearing the marking may be stored, fransmitted, posted, or retrieved from
CLASSIFIED electronic systems, databases, repositories, networks, or WebPages in secure ¢oliaborative
environments by Congressicnal Infelligence Committee(s) who have oversight functions and responsibilities
{reciplents must consult with their legistative affairs offices on guidance to determine appropriate oversight
committees),

s Information marked ORCON-USGOV may not reside or be transmitted over unclassified syslems or unclassified
sharing environments of any kind. —

s (U) Legacy Information {e.g., portions exiracted, reintroduced into &he working enwronment from a resting state):
The ORCON-USGOV marking may be authorized for use on legacy ORCON information only by originators, as
appropriate. Contact the originating agency for guidance. The QRCON-USGOV marking does not replace any
legacy marking.

(U) Derivative Use: {i.e., re-use of information in who!e or in part in other intefligence products): Information
bearing this marking may be extracted and used in other finishad intelligence briefings and products, provided the
briefings or products are presented or distributed only to original and pra-approved recipients of the Executive Branch
departments/agencies or Congressional Intelligence Committees. If the producer wishes to disseminate to other
organizations oulside the Executive Branch or Congressional Intelligence Committees; they must seek approval from the

originaling agency.

(U) Distribution Statements, Wamings, etc: Thare may be certain types of ORCON-USGOV Information that require
the addition of a distribution or waming statement in addition to the new marking. When this occurs, the required
distribution or waming statement should not repeat or re-state what the new marking means, but rather will provide the
necessary additional direction.
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(U) Notional Example Page 1:

TOP SECRET//SI-G/ORCON-USGOVINOFORN

(TS/SI-GHOC-USGOV/NF) This is the portion mark for a portion that is classified TOP SECRET, coniains SI-G
information, is controlled as QRCON-USGOV information, and Is not authorized for release to foreign nafionals. These
markings are for training purposes only.

(C/INF) This is the portion mark for a portion that is classified CONFIDENTIAL and is not authorized for release to
foreign nationals. These marking are for training purposes only.

' (U} Note: The classification authority block is required on all US classified NSI, See the ISOO Implementing Directive
and General Marking Guidance Section of this document for more information,

TOP SECRET//SI-G//ORCON-USGOV/NOFORN

{U) Notlonal Example Page 2:

TOP SECRET//SI-G/ORCON/NOFORN

(TS/SI-GHOC-USGOV/NF) This is the portion mark for a portion that is classified TOP SECRET, contains 8I-G
information, is controlled as ORCON-USGOV information, and is not authorized for foreign release to foreign -
nationals. These markings are for training purposes only.

(S/OCINF) This is the partion mark for a portion that is classified SECRET, is controlied as ORCON information, and
is not authorized for foreign release to forelgn nationals, These marking are for training purposes only.

{U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive
and General Marking Guidance Section of this document for more information.

TOP SECRET//SI-G//ORCON/NOFORN
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(U) CONTROL LED IMAGERY

(V)] Authnﬂzed Banner Line Marking Title: CONTROLLED IMAGERY

(U) Authorized Banner Line Abbreviation: IMCON

(U) Authorized Portion Mark: IMC

(V) Example Banner Line: SECRET//CONTROLLED IMAGERY//[Explicit FD&R]
(U) Example Portlon Mark: , (SHIMC/I[Explicit FD&R])

(U) Marking Sponsor/Policy Basis: DNI/National Security Act of 1947, §103 (c)(5)

Definition:

(U) Further Guldance:
= DCID 6/6, §1X.C and Annex B

= NGA, Sensitive Analytical Techniques Procedural Guide, Feb 2006 ——— —

(U) Applicability: Available for use by all IC agencies.

(U) Additional Marking Instructions:
=  Applicable level(s) of classification: IMCON material must be classified as SECRET.
= IMCON Information, without NOFORN, no longer carries an implied release to AUS, CAN, GBR, and NZL and
requires explicit use of REL TO per ICD 710 (i.e., S/IMC/REL TO USA, AUS, CAN, GBR, NZL).

(U) Relationship(s) to Other Markings: May be used with NOFORN when appropriate and approved by the SATP.

(U) Precedence Rules for Banner Line Guldance:
s |MCON must always appear in the banner line if any portion contains IMCON information.
= A document that contains both IMCON and NOFORN portions must be marked [class levell//IMCON/NOFORN

in the banner line.

(U) Commingling Rule(s) Within a Portion: If IMCON information is included in a portion containing additional TOP
SECRET releaseable to Five Eyes information; the paragraph would be marked as (TS//IMC/REL TO USA, AUS, CAN,
GBR, NZL. The overall classification level would be TOP SECRET//IMCON/[Explicit FD&R].

(U) Notes:

= |[MCON information is not releasable to third parties without specific approval from the originating agency and
the SATP.

= Information bearing (S/IMC/REL TO USA, AUS, CAN, GBR, NZL) at the beginning of a paragraph may be
disseminated to those countries without receiving prior approval from the originating agency. Dissemination to
other entities is prohibited without the prior written approval of the originating agency and the SATP.

s This information may be used freely in Community and Command databases and may be disseminated to US
military units and Intelligence Community agencles. However, products containing IMCON information are not
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paermitted on SECRET Networks (SIPRNET) without prior written approval by the SAT Pane! Chair, (202) 284-
5926 or secure 813-7121,

{U) Distribution Statements, Wamings, etc:

»  (U) Although DCID 6/6 indicates that the IMCON notice is no longer required beyond 1 April 2002, the Imagery
Policy and Security Committee {({PSCOM) approved its continued use indefinitely, For additional informalion on
releasability and NOFORN Issues, pleass contact the SAT Panel Chair, (202) 284-5926 or secure 813-7121.

= (U) Imagery and/or text reporting bearing the IMCON restriction requires the following "Notice” slatement:
“(UHFOUO) NOTICE: This document contains references to Sensitive Analytical Technlques {(IMCON
information}. Further reuse or dissemination of this information beyond USA requires written approval
of the NGA Disclosure Officer, (571) 557-5650 or sscure 576-5650. IMCON Information (s not permitted
on SECRET Networks (SIPRnet) without prior written approval by the SAT Panel Chair.”

{U) Derivative Use (l.e., re-use of information in whole or in part in Intelligence products): IMCON Information may
be sourced in accordance with relevant IC policy andfor procedures. See above precedence and commingling rules.

{U) Notional Example Page 1:
SECRET/IMCON/REL TO USA, AUS, CAN, GBR, NZL
{Insert IMCON Notice]

(SHIMC/REL TO USA, AUS, CAN, GBR, NZL) This is the portion mark for a portion that is classified SECRET
CONTROLLED IMAGERY, and is authorized for release to Australia, Canada, United Kingdom, and New Zealand.
This portion must contain only US classified Information that is releasable to Australla, Canada, United Kingdom,
and New Zealand. This portion is marked for tralning purposes only.

{U) Note: The classification authority block is required on all US classified NSi. See the ISOO Implementing
Direclive and General Marking Guidance Section of this document for more information.

SECRET/IMCON/REL TO USA, AUS, CAN, GBR, NZL
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(U) Notlanal Example Page 2:

TOP SECRET/IMCON/NOFORN
[/risart IMCON Notlca]

(S/IMC/REL TO USA, AUS, CAN, GBR, NZL) This Is the portion mark for a portion that is classified SECRET
CONTROLLED IMAGERY and is authorized for release to Australla, Canada, United Kingdom, and New Zealand.

This portion must contain only US classified information that is releasable to Australia, Canada, United Kingdom, and
New Zealand. This portlon Is marked for training purposes only.

(TS/INF) This is the portion mark for a portion that is classified TOP SECRET and not releasable to foreign nationals.
This portion is marked for iraining purposes only.

{U) Note: The classification authority block is required on ali US classified NSI. See the 1SOO Implementing
Directive and General Marking Guidance Section of this document for more information.

TOP SECRET/IMCON/NOFORN
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{U) NOT RELEASARLE TG TOREIGN NATIONALS

{U) Authorized Banner Line Marking \ o1 pey FASABLE TO FOREIGN NATIONALS

Title:

{U) Authorizad Banner Line

Abbreviation: NOFORN

{U) Authorized Portion Mark: NF

() Example Bannar Line; TQP SECRET/NOFORN
{U) Example Portion Mark: (S/INF)

(U) Marking Sponsor/Policy Basis: DNI/National Security Act of 1947, as amended, §103 (c){5)

{V) Definition: NOFORN is an explicit foreign release martking used to indicate the information may not be released in any
form to forelgn govermments, foreign nattonals, forelgn organizations, or non-US citizens without permission of the
originator and in accordance with provisions of DCID 6/7, ICD 403, NDP-1, and implementation guidance in this document.

{U) Further Guidance;
s |IRPTA 2004
EO 13526
EO 12333, as amended
DCID &/6, §IX.E
ICPG 403.1

ICD 710

NDP-1

Specific DNI CONOPS or other policy issuances specific to US support to ensure proper handling requirements
are met

{U) Applicability: Avaitable for use by all IC agencies.

{U) Additional Marking Instructlona: Applicable level{s) of classification: May be used with TOP SECRET, SECRET,
CONFIDENTIAL, or UNCLASSIFIED.

{U) Relationship(s) to Other Markings: Cannot be used with REL TO, RELIDO, EYES ONLY, or DISPLAY ONLY,

(U} Precedence Rutes for Banner Line Guldance:

» NOFORN always rolls-up to the banner line if it appears in any portion of a document. As the most restriclive
foreign disclosure and release marking, NOFORN takes precedence in the banner line over all other FP&R
markings (REL TO, RELIDO, EYES ONLY, or DISPLAY ONLY). (Example 1)

* NOFORN shall be used in the banner line If all portions contain the REL TO marking, but there is not a common
trigraph or tetragraph code among all the REL TO portions.

= NOFORN shall be used in the banner line when a document contains a mixture of RELIDO portions and REL TO
portions. (Example 2)

= NOFORN shall be used in the banner line if alt portions contain the DISPLAY ONLY marking, but there is not a
common trigraph or {etragraph code amaong all the DISPLAY QONLY portions.

s NOFORN rolls-up to the banner line if any portion contains SBU-NF and/or LES-NF and other portions contain
classified or unclassified IC information with Explicit FD&R marking(s). (Example 3)

(U) Commingling Rula(s} Within a Portlon: May be combined with other caveated information when appropriate and the
NF marking is conveyed in the portion mark,
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{U) Notes:

*  NOFORN Is the most restrictive foreign disclosure and release marking.

»  Unclassified information and unclassified information with dissamination controls may be explicitly marked with
NOFORN at the portion and banner leve! as circumstances warrant. Explicit foreign disclosure and release
markings are noi required on unclassified information. Foilow intemna) agency procedures for the use of NOFORN
with unclassified information.

(U) Derivative use (i.e,, re-use of information in whole or in part in intelligence products): NOFORN information may
be sourced in accordance with relevant IC policy and/or procedures. See above precedence and commingling rules.

{U) Notional Exampla Page 1.
TOP SECRET/NOFORN

{TS/INF) This is the portion mark for a portion that is classified TOP SECRET not releasable to foreign nationals. This
portion is marked for training purposes only.

(S/REL TO USA, JPN) This is the portion mark for a portion that is classified SECRET and is authorized for release to
Japan. This portion must contain only US classfified informalion that is releasable to Japan. This portion is marked for
tralning purposes only.

{U} Note: The classification authority block is required on all US classified NSI. See the ISQO Implementing Directive
and General Marking Guidance Saction of this document for more information,

TOP SECRET/NOFORN

(U) Notional Example Page 2:
SECRET//NCFORN
{S//IREL TO USA, JPN) This is the portion mark for a portion that is classified SECRET and is authorized for release to

Japan. This portion must contain only US classified information that is releasable to Japan. This portion is marked for
training purposes only.

(C//RELIDO) This is the portion mark for a portion that is classified CONFIDENTIAL and the originator has determined
is releasable by an Information disclosure official. This portion is marked for training purposes only.

(U) Note: Documents containing muitiple portions with different foreign disclosure or relaase markings must be marked
overall with the most protective marking, in this case NOFORN is appropriate because not all portions are marked
releasable to JPN. _ .

(U) Note: The classlification authority block is required on all US classified NSI, See the ISOQO Implementing Directive
and General Marking Guidance Section of this document for more information.

SECRET//NOFORN
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{U) Notional Example Page 3:

SECRET//INOFORN//LES

(S//REL TO USA, JPN) This Is the portion mark for a portion that is classified SECRET and is authorized for release to

Japan. This portion must contain only US classified information that is releasable to Japan. This portion is marked for
training purposes only.

(U/LES-NF) This is the portion mark for a portion that is UNCLASSIFIED and contains LAW ENFORCEMENT
SENSITIVE information not releasabla to foreign nationals. This portion is marked for training purposes only.

(U) Note: The classification authority block is required on ail US classified NSl See the |SOO lmplementlng Directive
and General Marking Guidance Section of this documant for more information,

SECRET//NOFORN//LES
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(U) CAUTION-PROPRIE TARY INFORMATION INVOLVED

(1) Authorized Banner Lina Marking Title: CAUTION-PROPRIETARY INFORMATION INVOLVED
(U) Authorized Banner Line Abbreviation: PROPIN

{U) Authorized Portion Mark: PR

{U) Example Banner Line: CONFIDENTIAL/PROPINAExplicit FD&R]

(U) Exampla Porilon Mark: (S/PR/Explicit FD&R])

(U) Marking Sponsor/Pollcy Basis: _ DNI/DCID 6/6, §1X.D

(U) Definition: Marking used to identify information provided by a commercial firm or private source under an express or
implied understanding that the information will be protected as a proprietary trade secret or proprielary data believed to
have aclual or potential value. This marking may be used on government proprietary information only when the
govemnment proprietary information can provide a contractor(s) an unfair advantage, such as US Government budget or
financial information,

(U} Further Guldance: Trade Secrels Act (18 USC 1905)
(U) Applicability: Available for use by all IC elements.

{U) Additional Marking Instructions: Applicable level{s) of classification: May be used only with TOP SECRET,
SECRET, CONFIDENTIAL or UNCLASSIFIED.

{U) Precedence Rules for Banner Line Guidance:
» The PROPIN marking must always appear in the banner line if any portion contains PROPIN information.
=  When a document cantains PROPIN and FOUO portions, PROPIN supersedes FOUO in the banner lina.

(U) Commingling Rule{s) Within a Portion: May be combined with other cavealed information when appropriate and the
PR marking is conveyed in the portion mark.

(U) Notes:
=  Shall not be disseminated outside the Federal Government in any form without the express pemmission of the
originator of the intelligence and provider of the proprietary information.
« Pracludes dissemination to conlractors irrespective of their status to, or within, the US Government without the
authorization of the originator of the intelligence and provider of the information.

{U) Derivative use (i.e., re-use of information in whole or in part in intelligence products): PROPIN informatlon may
be sourced in accordance with relevant IC policy and/or procedures. See above precedence and commingting rules.
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(U) Notfonal Example Page:

CONFIDENTIAL/NOFORN/PROPIN

(C//NF/PR) This is the portion mark for a portion that Is classified CONFIDENTIAL CAUTION-PROPRIETARY
INFORMATION INVOLVED and not releasable to foreign nationals. This portion Is marked for training purposes oniy.

(U) Note: The classification authority block Is raquired on all US classified NSI. See the ISOO Implementing Directive
and General Marking Guidance Section of this document for more information.

CONFIDENTIAL/NOFORN/PROPIN
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I(U AUTHORV’EI‘ FOR I\ELI:A:\L TO

(U) Authorized Banner Line Marking Title: AUTHORIZED FOR RELEASE TO [USA, LIST]
(U) Authorized Banner Line Abbreviation: REL TO [USA, LIST]

{U) Authorized Paortion Mark {when the REL TO [USA, LIST]

porlions country trigraphs and/or tetragraph lst :

is differant from the banner line REL TO

marking):

{U) Authorized Partlon Mark (when the REL

portion's counlry trigraphs and/or tetragraph list
is the same as the banner line REL TO marking):

(U) Example Banner Line: TOP SECRET//REL TO USA, EGY, ISR

{U) Example Portlon Mark: (S//REL TO USA, TEYE) or (S//REL) when the portion's country
trigraphs and/or tetragraph list is different from the banner fine REL
TO marking

(1) Marking Sponsor/Policy Basls: DNI/National Security Act of 1947, as amended, §103 (c)(5)

{U) Definitlon: REL TO is an explicit foreign release marking used to indicate the information has been predetermined by
the originalor to be releasable or has been released to the foreign country(ies)/intemational organization(s) indicated,
through established foreign disclosure procedures and channels, and implementation guidance in this document. Itis
NOFORN to all other foreign country(ies)fintemational organization(s) not indicated in the REL TQ marking. Per ICD
403, retease is defined as the provision of classified intelligence, in writing or in any other medium, to authorized foreign
reciplents for retention.

(U) Further Guldance;
» IRPTA 2004

EO 13526

EO 12333, as amended

DCID 6/6, §IX.F

DCID 6f7

ICD 403

ICPG 403.1

ICB 710

NDP-1

Specific DNI CONOPS or cother policy issuances specific to US support to ensure proper handling requirements

are met

{U} Applicability: Available for use by all IC elemsents.

(V) Addltlonal Marking [nstructions:
Applicable level(s) of classification: May be used with TOP SECRET, SECRET, CONFIDENTIAL, or

UNCLASSIFIED.
= "JUSA, LIST]" pertains to the stn‘ng that contains “USA” followed by one or more CAPCO Register, Annex C

trigraph country code(s) or CAPCO Register, Annex A and B tetragraph code(s) used with the REL TO marking.
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"USA" must always appear first whenever thae REL TO string is used to communicate release decisions either by
the US or a Non-US enlity,

After “USA", list the required one or more trigraph country codes in alphabelical order followed by tetragraph
codes listed in alphabetical order. Each code is separaled by a comma and a space,

"REL TO USA" or “REL USA" (i.e., there is not at least one counlry trigraph code or tetragraph code following the
USA code), is not an authorized marking and is not allowed on US intelligence information.

Country trigraph codes/teiragraph codes are followed by a single forward stash if more dissemination controls
follow, or a double forward slash if non-IC dissemination control markings follow. if no markings follow, then no
text or separating characters follow the last country code/tetragraph code.

{U) Relatlonah!p(i) to Other Markings:

Cannot be used with NOFORN or EYES ONLY.
May be used with RELIDO,
May be used with DISPLAY ONLY.

{U) Pracedaence Rules for Banner Line Guidance:

When a document contains both NF and REL TO portions, NOFORN takes precedence for the markings within
the banner line,

When a document containg a mixture of REL TO and EYES ONLY portions, REL TO takes precedence and
common country(ies) listed. Note, the EYES ONLY marking will no longer be an IC authorized marking after 09
September 2014,

When all portlons are marked REL TO, and there Is at least one common irigraphitetragraph code in every
portion, REL TO will appear in the banner line. Note: At this time only the individua! countries of the TEYE,
ACGU, and FVEY tetragraphs codes may be used to determine common country roll-up, To determine if common
country roll-up is appropriate for all other tetragraphs, seek guldance from the local foreign disclosure office.
(Example 2)

For a mixture of RELIDO portions and portions marked with REL TO, the result is NOFORN (most restriclive) in

tha banner line. (Example 3)

When all portions are marked with REL TO and there is no common trigraph country coda(s) or tetragraph
code(s), the result is NOFORN in the banner line.

Whaen REL TO portions include the “Three Eyes” (TEYE), "Four Eyes” (ACGU) or “Five Eyas” (FVEY) tetragraphs,
for the purposes of determining if there is a common country, either the tetragraph code or the member countries
of each tetragraph may be used.

{U) Commingling Rule(s) Within a Portion: Information marked with a REL TO caveat may be combined with other
caveated information when appropriate; however, the REL TO marking wili convey in the portion mark only if all
information in that portion is releasables to the same "[LIST]" value(s}).

(V) Notes:

Further foreign dissemination of the material {in any form) is authorized only after obtaining permission from the
originator and in accordance with DCID 6/7, ICD 403, and NDP-1, Follow internal agency procedures for
obtaining foreign disclosure and release guidance on dassified Information,

Unclassified information and unclassified information with dissemination controls may be explicily marked with
REL TO at the portion and banner level as circumstances wamrant. Explicit foreign disclosure and release
markings are not required on unclassified information. Follow intemal agency procedures for the use of REL TO
with unclassified information.

{U) Derivative Use {i.0., re-usa of information In whole or in part In intelligence preducts): May be sourced when
appropriate provided that:

When extracting a portion marked with the "REL" abbreviation {e.g., S//REL) from a source document, carry
forward the trigraphftetragraph code(s) listed in the source document’s banner line REL TO marking to the new
portion mark. (Example 1)

When extracting a portion marked with the "REL TO [iist}" from a source document, carry forward the
trigraph/tetragraph code(s) listed in the source document or taken from the instructions in the appropriate
classification guide to the new portion mark. See above praecedence and commingling rules.
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{U) Notional Example Page 1:

TOP SECRET/REL TO USA, EGY, ISR

(TS//REL) This is the portion mark for a portion that is classified TOP SECRET authorized for release to Egypt and
Israel (same as banner line). This portion Is marked for fraining purposes only.

{U) Note: When extracting a portion marked from a source document with the REL TO marking abbreviation "REL",
carry forward the trigraph/tetragraph code(s) listed in the source document’s banner line REL TO marking to the new
portion mark, e.g., (TS//REL TO USA, EGY, [SR).

(U) Note: The dassification authority block is required on all US classified NS), See tha ISOO implementing Directive
and General Marking Guidance Section of this document for more information,

TOP SECRET//REL TO USA, EGY, ISR

{U) Notional Example Page 2:

SECRET//REL TO USA, NZL

(S//REL TO USA, JPN, NZL) This is the portion mark for a portion that is classified SECRET authorized for release to
Japan and New Zealand. This portion is marked for training purposes only.

{S//REL) This Is tha portion mark for a portion that is classified SECRET and authorized for release to New Zealand.
The abbraviated "REL" portion mark may be used when a portion is releasable to exacily the same list of
countries/organizations as ere listed in the banner line REL TO marking®. This portion is marked for training purposes

only.

(U) Note: When extracting a portion marked with the "REL" abbreviation from a scurce document, carry forward the
trigraph/tetragraph codes listed in the source document’ banner line REL TO marking to the new portion mark, e.g.,
(S/REL TO USA, NZL).

{U) Note: REL TO with an overlap in the country lists, rolt-ups to the most rastrictive list. New Zealand appears in the
~ banner line because this country appears In all portions,

(U) Note: The classification authority block is requirad on all US classified NSI. See the ISOO Implementing Directive
and General Marking Guidance Section of this document for more information.

SECRET/REL TO USA, NZL
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{U) Notional Example Page 3:

SECRET//NOFORN

(S//REL TO USA, AUS) This is the portion mark for a portion that is classified SECRET authorized for release to
Australia. This portion is marked for fraining purposes only.

(C//RELIDO) This is the portion mark for a portion that is classified CONFIDENTIAL and that the originator has
daterrnined is releasable by an Information disclosure officlal. This portion is marked for training purposes only,

(V) Note: Documents containing muitiple portions with different foreign disclosure or release markings must be
marked overall with the most protective marking.

(V) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive
and General Marking Guidance Section of this document for more information.

SECRET//NOFORN
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RELEASABLE BY INFORMATION DISCLOSURE

{U) Authorized Banner Line Marking Title: OFFICIAL

{U) Authorized Banner i.ine Abbreviation: RELIDO

{U) Authorized Portion Mark: RELIDO

(L) Example Banner Ling: TOP SECRET/TK//RELIDO

(U) Example Portion Mark: (SHREL TO USA, AUS/RELIDO)

(U) Marking Sponsor/Policy Basis: ?l;&{gr)\lalional Security Act of 1947, as amended, §103
c

{U) Definition: RELIDO is a permissive foreign release marking used on information to indicate that the onginator has
authorized a Senior Foreign Disclosure and Release Authority (SFDRA) to make further sharing decisions for
uncaveated intelligence matenial (intelligence with no restrictive dissemination controls) in accordance with the existing
procedures, guldelines, and implementation guidance in this document.

{U) Further Guidance:
« DCID8&7
= |CD403
« ICD401.1
= ICD710

{U) Applicability: Avallable for use by all IC elements.

{U) Additlonal Marking Instructions: Applicable level(s) of classification: May be used with TOP SECRET, SECRET,
CONFIDENTIAL, or UNCLASSIFIED.

{U) Relationship(s) to Other Markings:
= May be used independently or with REL TO.
= Cannot be used with NOFORN or DISPLAY ONLY.

{U) Pracedance Rules for Banner Line Guldance:
» Al classified portions and any unclasslified portions explicitly marked for FD&R must be marked as RELIDO for
the RELIDO marking to appear in the banner line.
*  When a document contalns both RELIDO and NF porlions, NOFORN takes precedence in the banner line.
» When a document contains both RELIDO and DISPLAY ONLY portions, NOFORN is applied in the banner line.

{U) Commingling Rule{s) Within a Partion:
» May be combined with other caveated information when appropriate; howevar, the RELIDO marking is conveyed
in the portion mark only when all combined information carries a RELIDO declsion.

{U) Notas:
= Authorizes only SFDRAs to make further sharing decisions without consulting the eniginator.
» Unclassified information and unclassified information with dissemination conlrols may ba explicitly marked with
RELIDO at the portion and banner level as circumstances warrant. Explicit foreign disclosure and release

146

UNCLASSIFIED//£6U6—




UNCLASSIFIED//¥Pouo-

markings are not required on unclassified information. Follow intemal agency procedures for the use of RELIDO
with unclassified information,

(U) Derivative use {l.e., re-use of iInformation in whola or in part in Intelligance products); RELIDO informalion may
_ ba sourced in accordance with televant IC policy andfor procedures. See commingling and precedence rules above.

{U) Notional Example Page 1:

TOP SECRET/TK//RELIDO

. {TSHTKARELIDO) This is the portion mark for a portion that is classified TOP SECRET and contains TALENT
KEYHOLE informaltion that fhe originator has determined is releasable by an information disclosure official. This
. portion Is marked for tralning purposes only. This portion is marked for fraining purposes only.

{(U) Note: The classification authority block is required on all US classified NSI. See the 1ISQO Implementing Directive
and Generai Marking Guidance Section of this document for more information.

TOP SECRET/TK/RELIDO
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(U) Notlonal Example Page 2:

SECRET/RELIDO

(S//RELIDO) This is the portion mark for a portion that is classified SECRET and that the originator has determined is
releasable by an information disclosure official, This permissive dissemination control marking has exactly the same
effect in terms of future sharing decisions by a SFDRA as uncaveated SECRET, but explicitly states that a SFDRA
may make further sharing decisions in accordance with the existing procedures for uncaveated Infelligance material
{e.g., intelligence without restriclive dissemination controls). This portion is marked for training purposes only.

{S/REL TO USA, AUS, CAN/RELIDO) This is the portion mark for a portion that is classified SECRET for which the
originator has made a release declslon for the listed countries and for which the originator has further determined Is
releasable by an informalion disclosure official. This portion Is marked for fraining purposaes only.

{U} Note: RELIDO Indicates that the originator has authorized SFDRAs to make further sharing decisions in
accordance with the existing procedures for uncaveated Intelligence material {e.g., intelligence without restrictive
dissemination controls), Redaction of the “REL TO" designators by the SFDRA may be required before the matenial is
released in accordance with existing guidance. This portion is marked for training purposes only.

(U) Note: The reason the RELIDO marking is carried forward to the banner line is because it is stated throughout ail
portions. Australia and Canada cannot be applied to the overall classification of the document, because a positive
release decision has not been mada for poriion 1. NOFORN would not be added because RELIDO removes the
limited exception to NOFORN in portions 1 and 2, The overall classification still allows further release by a SFDRA in

accordance with existing sharing guidelines.

(U) Note: The classificalion authority block Is required on all US classifled NSI. Ses the ISOO Implementing Directive
and General Marking Guidance Section of this document for more information.

SECRET/RELIDO
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{U) Notional Example Page 3:

SECRET/NOFORN

(S//RELIDO) This is the portion mark for a porlion that is classified SECRET and for which the originator has
determined is releasable by an information disclosure officlal. This parmissive dissemination control marking has
exaclly the same effect as uncaveated SECRET in terms of future sharing decisions by a SFDRA, but explicitly states
that a SFDRA may make further sharing decisions in accordance with the existing procedures for uncaveated
Intelligence material (e.g., intelligence without restrictlve dissemination controls). This portion is marked for fraining

purposas only.

(S/REL TO USA, AUS, CAN) This is the portion mark for a portion that is classified SECRET in which the originator
has made a release decision for the listed countries, This portion is marked for tralning purposes only,

{U) Note: NOFORN must be added to the banner line, because it is the most protective marking. All portions must be
marked as RELIDO for the RELIDO marking to appear in the banner line.

{U) Note: The classification authorily block is required on all US classified NSI. See the ISOO Implementing Direclive
and Genaral Marking Guidance Section of this document for more information.

SECRET/INOFORN
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(Uyusa

{U) Authorized Banner Line Marking Title: USAJ[Country Trigraphs] EYES ONLY
{U) Autharized Banner Line Abbraviation: None
{U) Authorizad Portion Mark: EYES

Note: Countries do not need to be fisted unless they are
different from the countries listed in the EYES ONLY statement
within the header and footer. If countries are different, the
portion mark has the same format as the page marking listed
above (i.e., USA/{country trigraphs) EYES ONLY).

{U} Example Banner Line: SECRET/USA/CAN/GBR EYES ONLY
{U} Example Portion Mark: (TS/EYES)
{U) Marking Sponsor/Policy Basis: NSA/CSS Cilassification Manual 1-52

(U) Applicabllity: Agency specific.

{U) Additional Marking Instructions:

s Applicable level(s) of classification: May be used only with TOP-SEGRET, SECRET and CONFIDENTIAL— --——

»  For use on eleclirical SIGINT reporting only.

{U) Relationship(s) to Other Markings:
= Used with one or mote Second Party CAPCO Register, Annex C trigraph country codes.
s Counlry trigraph codes are separated by single forward slashas (USA first, others in alphabetical order).
= Cannot be used with NOFORN or REL TO.
» Can be used with RELIDO.

{V) Precedonce Rules for Banner Line Guldance;
When a document contains both NF and EYES ONLY portions, NOFORN takes precedence in the banner line.
= When extracting EYES ONLY portions from SIGINT reporting, convert the EYES ONLY portion marks to REL
TO.
= REL TO [common countries listed] takes precedence in the banner line.
»  [fthere are no common countries listed for the REL TO and EYES ONLY portions, NOFORN must be used in the
banner line.

(U) Notes: The DNI has approvad a waiver for the continued yse of this marking through 9 September 2014 at which
time the waiver will expire gutomatically. All IC systems that mark and disseminate intelligence information shall be
modified to reject information with the EYES ONLY markings beginning 10 September 2014,

{U) Derivative use (i.e,, re-use of information In whole or in part In Intelligence products): When extracling EYES
ONLY portions from SIGINT reporting, convart the EYES ONLY portion marks to REL TO.
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{U) Notlonal Example Page:

TOP SECRET//USA/CAN/GBR EYES ONLY

(TSHEYES) This s the portion mark for a portion that is classified TOP SECRET USA/CAN/GBR EYES ONLY. This
portion is marked for training purposes only.

{U) Note: When extracting "EYES" abbreviated portions from SIGINT reporting convert the “EYES” portion marks to
REL TO and carry forward the trigraph/tetragraph codes listed in the source document banner line fo the new pertion

mark.

(V) Note: The classification authority block is required on all US classified NSI. Saee the ISOO Implementing Direclive
and Genera) Marking Guidance Section of this document for more information.

TOP SECRET//USA/JCAN/GER EYES ONLY
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(U} Note: This marking will be evaluated for continued CAPCO registration with implementation of the Controlled
Unclassified Information (CUI) Program.

{u) Auth.orized Banner Line Marking Title: DEA SENSITIVE

{U) Authorized Banner Line Abbreviation: None

(U) Authorized Portion Mark: DSEN

{U) Example Bannar Lina: | UNCLASSIFIED/DEA SENSITIVE

{U) Example Portlon Mark: (U//DSEN)

(U} Example Banner Line: . SECRET//NOFORN/DEA SENSITIVE

{U) Marking Sponsor/Policy Basis: DEAJPlanning and Inspection Manual, Chapter 86

{U} Definition: Unclassifted information originated by DEA that requires protection against unauthorized disclosure to
protect sources and methods of investigative activity, evidence, and the integrity of pretrial investigative reports.

V) Furthar Guldance: Control and Deconlrol of DEA Sensitive Infonnahon Po!lcy

(V) Applicability: DoJ and DoD.,

{U) Additional Marking Instructions: Applicable level(s) of classification: For use with UNCLASSIFIED.

{U) Precaedence Rules for Banner Line Guidance: If DSEN is contained in any portion of a document (classified or
unclassified); it must appear in the banner line.

{U) COmmIngllng Rule(s) Within a Portion:

When a portion contains both DSEN and FOUQ information, DSEN supersedes FOUQ in the portion mark.

= DSEN information may be commingled in the same portion with non-DSEN information (classified or unclassified)
when appropriate and if the document includes source reference citalions in accordance with ICD 208, Sourcing
Requirements for Disseminated Analytic Products, dated 17 October 2007,
+ The DSEN marking is conveyed in the portion mark.
o The DSEN information must be identified in the source reference citations as endnotes keyad to the relevant

DSEN information in the document.

= [f the document does not include source reference citations in accordance with ICD 206 the DSEN portions must

be segregated from all non-DSEN portions.

{U) Derivative Us¢ (i.e., ra-use of information in whole or in part in intelligance products): DSEN information may
be sourced in accordance with relavant policy andfor procedures. See above precedence and commingling niles.

(U) Distribution Statements, Wamings, etc:
= DEA SENSITIVE information, material, or media will not be distibuted outside of DEA except where there is a
specific need for the information to be refemred to other agencies for their information or actlion.
= The following notation wil| be typed, labeled or stamped on each DEA SENSITIVE document or media sent to

another agency: “(U) This document is the property of the DEA and may be distributed within the Federal
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Government (and its contractors), and to US Intelligence, law enforcement, and public safety or protection
officlals with a need to know. Distribution beyond these entities without DEA authorization Is strictly
prohibited. Precautlons should be taken to ensure this Information Is stored and/or destroyed In a manner
that precludes unauthorized access. The use of informatlon in this report Is pre-approved for US government
Intelligence Community products, including finished analytic products distrlbuted to US Executive Branch
departments/agencles. Cited portions must carry the same classification and controls, and readers of this
report must hold all appropriate clearances. The information in this report may not be used in legal
proceedings, for operational or intelligence collection activities, shared with foreign persons or agencles,
entered into non-DEA databases for operational purposes or reproduced in additional formats unless express
permission Is granted by the DEA based on a written request submitted to| [ op Secret),

Secret), o/ S U ssifed)

(U) Notional Example Page 1:

UNCLASSIFIED/DEA SENSITIVE

[/nsert DSEN Warning]

(U//DSEN) This is the portion mark for a portion that is classified UNCLASSIFIED DEA SENSITIVE. This portion is
marked for training purposes only.

UNCLASSIFIED//DEA SENSITIVE

(U) Notional Exampte Page 2:

° SECRET/NOFORN/DEA SENSITIVE

[/nsert DSEN Warning]

(U/DSEN) This is the portion mark for a portion that is classified UNCLASSIFIED DEA SENSITIVE. This portion is
marked for training purposes only.

(S//NF/DSEN) This is the portion mark for a portion that is classified SECRET DEA SENSITIVE and nof releasable to
forelgn nationals. This portion is marked for training purposes only. This document must include source reference
citations as endnotes keyed to the relevant DSEN information, as required by ICD 206.

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Direclive
and General Marking Guidance Section of this document for more information.,

SECRET//NOFORN//DEA SENSITIVE
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[U) FOREIGN INTE1 IGENCE SURVEILLANCE ACT .-

(U} Authorized Banner Line Marking Title: FOREIGN INTELLIGENCE SURVEILLANCE ACT
{U) Authorized Banner Line Abbreviation: FISA

{U) Authorized Portion Mark: FISA

{U) Example Banner Line: TOP SECRETH[Explicit FD&R)/FISA

{U) Example Portion Mark: (S/H[Explicit FD&R]/FISA)

{U) Marking Sponsor/Policy Basis: DNI/US Code Title 50, Chapter 36

(V) Definition: The Foreign Intelligence Surveillance Act (FISA) {as amended) of 1978 prescribas procedures for the
physical and electronic surveillance and collection of "foreign intelligence inforrmation” between or among "fereign
powers” on termitory under United States control.

[(1)] Further guldance:
The FISA statute provides that information collected pursuant to the slatule "may not be disclosed for law
enforcement purposes unless the disclosure is accompanied by a statement that such information, or any
inforrnation derived therefrom, may be used in a criminal proceeding only with advance authorization of the
Attommey General.” (50 USC 1806, 1825, 1845).

» Thestatement required by the FISA slatute Is commonly referred to-as a"FISA Warning."
Cantact originating agency or local securily/legal office for specific guldance.

{U} Applicability: Agency specific.

() Addltlonal Marking Instructions:
Applicable lavel(s) of classification: May be used only with TOP SECRET, SECRET, CONFIDENTIAL, or
UNCLASSIFIED,
= Marking denctes the presence of FISA material in the document,
= This is an informational marking only to highlight FISA centent and does not eliminate or alter the requirement to
carmry a FISA waming as required by law or organizalional procedures.

{U) Precedence Rules for Banner Line Guidance: If the FISA marking is contained in any portion of a document
(classified or unclassified) it must appear in the banner line.

(U) Commingling Rule(s) Within a Portion: May be combined with other cavealed information when appropriate and
the FISA marking must be conveyed in the portion mark.

{U) Derlvative Use {i.e., re-use of information in whole or in part in intelligence products): FISA marked information
may be sourced in accordance with relevant policy andfor procedures. See ahove precedence and commingling rules,

{U) Distribution Statements, Warnings, etc: Applicable FISA Waming(s}) are to be collocated with the FISA information

within the body of the document; however, due to formatting constraints of some elsctronically generated documents, the
FISA Waming may appear in the header or footer of the document.
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{U) Notional Example Page:

TOP SECRET/NOFORN/FISA
[Insert Applicable FISA Waming]

(TS/INFIFISA) This is the portion mark for TOP SECRET FOREIGN INTELLIGENCE SURVEILLANCE ACT
information that is not releasable to foreign nationals. This portion is marked for training purposes only.

{U) Note: The classification authority block is required on all US classified NS See the 1SOO Implementing Directive
and General Marking Guidance Section of this document for more information,

TOP SECRET/NOFORN/FISA
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[(U)DISPLAY UMY

(U) Authorized Banner Line Marking Title: DISPLAY ONLY [LIST)

{U) Authorized Banner Line Abbreviation: None

(U) Authorized Portion Mark: DISPLAY ONLY [LIST]

(U) Example Banner Line: SECRET/DISPLAY ONLY IRQ
(V) Example Portion Mark: {S//IDISPLAY ONLY IRQ})

{U) Example Banner Line with Multiple Countries: CONFIDENTIAL/DISPLAY ONLY AFG, IRQ
{U) Example Portlon Mark with Multiple Countries: (C/HINSPLAY ONLY AFG, IRQ)

{U) Marking Sponsor/Policy Basis: DNI National Security Act of 1947, as amended

{U) Definitlon {Description): This marking is used to indicate the information is authorized for disclosure without

ding the foreign recipient with g physica for retention, reqgardless of medium to the foreign
country(les)intemational organization(s} Indicated, through established forelgn disclosure procedures and channels, and
implementation guldance In this document. Per ICD 403, disclosure is defined as displaying or revealing classified
intelligence whether orally, in writing, or in any other medium to an authorized foreign recipient without providing the
forelgn recipient a_copy of such information for retention.

(U) Furthar Guldance:

IRPTA 2004

EO 13526

EOQ 12333, as amended

DCID 6/7

ICD 403.1

ICD 710

Specific DNI CONOPS or other policy issuances specific {0 US support to ensure proper handling requirements
are met

{U) Applicabifity: Available for use by all {C agencies.

(U) Addlttonal Marking Instructions:
Applicable level(s) of classification: May be used only with TOP SECRET, SECRET, CONFIDENTIAL, or

UNCLASSIFIED.

= “ILIST]® pertains to the CAPCO Annex C country trigraph code(s) or CAPCO Annexes A and B tetragraph
code(s) used with the DISPLAY ONLY marking. Country codes are listed alphabetically followed by tetragraph
codes in alphabetical order. Multiple codes shall be separated by commas with an interjected space. Authorized
codes are provided in the CAPCO Reglster Annexes.

() Relatlonshlp(s) to Other Markings:
May not be used with any other dissemination control marking In the portion and banner line, upless consistent

with IC directives and established intelligence shering amangements and procedures, For example, DNI policy
may authorize the use of REL TO in conjunclion with DISPLAY ONLY under certain circumstances.
» Cannot be used with RELIDO or NOFORN.
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(U} Precedence Rules for Banner Line Guidance:

= DISPLAY ONLY appears in the banner ling when alf portions are only marked DISPLAY QNLY, and there is at
least one common “[LIST]" value among all portions. (Examples 1 and 2) If no common "[LIST]" value exists
among the DISPLAY ONLY portions, then NOFORN shall be applied. (Example 3)

= DISPLAY ONLY [LIST] appears in the banner line when some portions are marked DISPLAY ONLY and other
portions are marked REL TO, and there is al Jeast one common value among all the [LIST] values in all portions
{Example 4). Note: In this case, the roll-up {o DISPLAY ONLY is the most restrictive marking and reflects the
concept that any US intelligence informalion approved for release to a given audience has automatically been
approved for disclosure to that audience.

* REL TO and DISPLAY ONLY both appear in the banner ling when all portions are marked with both REL TO and
DISPLAY ONLY, and there is af least one common *[LIST]" value among ail REL TO [USA, LIST] portions and at
least one common "[LIST]" value among all the DISPLAY ONLY [L1ST] portions. (Example 5)

=  NOFORN appears In the banner fine when there Is a mixture of REL TO portions and DISPLAY ONLY portions,
but not a single common "[LISTJ* or “[USA, LIST)" value(s) among any of the portions. {(Example 6)

» NOFORN appears in the banner line when there is a mixture of RELIDO portions and DISPLAY ONLY portions.
(Example 7)

{U} Commingling rule(s} within a portlon: DISPLAY ONLY can be used in conjunction with REL TO when all
information within the pertion has been reviewed through the originator's foreign disclosure channels and approved for
disclosure and release to separate CAPCC Register, Annex G trigraph country code(s) or CAPCO Register, Annex A and
B tetragraph code(s).

(U) Notes:

= Classified intelligence marked with DISPLAY ONLY s eligible for disclosure {(nof release) to the one or more
CAPCO Register, Annex C trigraph country code(s) or CAPCOQ Register, Annex A and B tetragraph code(s)
consistent with appropriate Executive Orders and IC directives/guidslines pertaining to the release and disclosure
of classified intelligence information and in accordance with established-internationat arrangements and -
appropriate forsign disclosure approval processes and procedures.

» Classified intelligence marked DISPLAY ONLY may not be further disclosed beyond ffs original authorized
intended yse without prior approval of the originator and consistent with IC directives/quidelines and established

intelligence sharing arrangements and procedures.
« Classified intelligence marked DISPLAY ONLY must remain under US control and follow specified US conlro),

handling, and storage procedures for ¢lassified information at all times.

= Unclassified information and unclassified information with dissemination controls may be expliciily marked with
DISPLAY ONLY at the portion and banner level as circumstances wamrant. Explicit foreign disclosure and
release markings are nof required on unclassified information. Follow internal agency procedures for the use of
DISPLAY ONLY with unciassified information.

{U) Legacy documents (e.g., portions extracted, relntroduced into the working environment from a resting state):
Information marked as SECRET SENSITIVE DISPLAY ONLY, DISPLAY ONLY TO [LIST], FOR DISPLAY ONLY [LIST],
or other marking to denote a disclosure decision shall not be used. Any documents dated before publication of Register
Version 4.1, which contain these markings should be referred to the eriginaling agency prior to re-use.

(U) Derivative Use: (i.e., re-use of information In whole or in part in other intelligence products): When the
DISPLAY ONLY caveat statement (noted below) Is present on US classifled intelligence Information, derivative use of this
information into other products, including other purposes, and other countries or international organizations is prohibited
without prior authorization from the originating agency. Once authorization to use as a derivative source Is received, the
caveat must be removed from the derived product.

{U) Distribution Statements, Wamings, etc: Information marked DISPLAY ONLY or when REL TQO is used in
conjunction with DISPLAY ONLY that s not authorized to be used as a derivative source into other products, shall be
marked with the following caveat conspicuously located on the first page - top preferred: “{U) Derivative use of this
DISPLAY ONLY or REL TO In conjunctlon with DISPLAY ONLY marked Information into othar products Is
prohibited without prior authorization from the originating agency. Disclosure of DISPLAY ONLY or REL TO in
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conjunction with DISPLAY ONLY information is not authorized for other purposes or for disclosure or release
and disclosure to other countries, International organlzations, or coalitions not specified In the banner lina or
portion mark. Removal of this caveat Is required once authorization is received by tha originating agency.”

{U) Notlonal Example Page 1;
SECRET//DISPLAY ONLY AFG g
;,I [Insert DISPLAY ONLY caveat when derivatlve use Is pot authorized by the orig/nator]

(S/IDISPLAY ONLY AFG) This portion is classified SECRET and Is authorized for DISPLAY ONLY Afghanistan. ‘o
t* This portion Is marked for training purposes only. i

- (S/DISPLAY ONLY AFG) This portion Is classified SECRET and Is authonized for DISPLAY ONLY Afghanistan, iy
This portion s marked for tralning purposes only. :

. (SIMISPLAY ONLY AFG) This portion is classified SECRET and is authorized for DISPLAY ONLY Afghanistan.
© This portion is marked for training purposes only.

f (U) Note: The dassification authority block is required on all US classHlied NSI. See the ISOO Implementing {
; Directive and General Marking Guidance Section of this docurent for more information. ‘

SECRET/DISPLAY ONLY AFG

(U) Notional Example Page 2;

SECRET//DISPLAY ONLY AFG
. linsert DISPLAY ONLY caveat when derivative use Is not authorized by the criginator]

* {SHDISPLAY ONLY AFG) This portion is classified SECRET and is authorized for DISPLAY ONLY to Afghanistan.
. This portion is marked for training purposes only.

" (SHDISPLAY ONLY AFG, IRQ) This portion Is classified SECRET and Is authorized for DISPLAY ONLY to
Afghanistan and lraq. This portion Is marked for tralning purposes only.

. (U)Note: The classification authority block is required on all US classified NSi. See the ISOO Implementing
" Directive and General Marking Guidance Section of this document for more information.

SECRET//DISPLAY ONLY AFG
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(V) Notionat Example Page 3:
SECRET/NOFORN
{insert DISPLAY ONLY caveat when derivative use is not authorized by the originator]

- (8// DISPLAY ONLY AFG) This portion is classified SECRET and is authorized for DISPLAY ONLY to
- Afghanistan. This portion Is marked for training purposes only.

~ (S// DISPLAY ONLY IRQ} This portion s classified SECRET and Is authorized for DISPLAY ONLY to Iraq. This
" portion is marked for training purposes only.

~ (U) Note: The classification authority block is required on alt US classified NSi. See the ISOO Implementing
Directive and General Marking Guidance Section of this document for more information.

SECRET/NOFORN
{U) Notional Example Page 4:

SECRET//DISPLAY ONLY IRQ

{insert DISPLAY ONLY caveat when derivative use Is pnot authorized by the originator]

(S//REL TO USA, IRQ) This is the portion mark for a portion that is classified SECRET authorized for releasa to
fraq. This portion is marked for training purposes only.

. (S//DISPLAY ONLY IRQ) This is the portion mark for a portion that is classified SECRET authorized for DISPLAY
ONLY Afghanistan. This portion Is marked for training purposes only.

{U) In this case, the roll-up to DISPLAY ONLY IRQ is the most restrictive marking and reflects that any US
intelligence information approved for release to a given audience has automatically been approved for disclosure to
that audience.

(U) Note: The classification authority block is required on all US classified NSI. See the SO0 implementing
Directive and General Marking Guidance Section of this doecument for more information.

SECRET//DISPLAY ONLY IRQ
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{U}) Notlonal Example Page 5:

[/nsert DISPLAY ONLY caveat when derivative use Is not authorized by the originator}

_ (SHREL TO USA, IRQ/DISPLAY ONLY AFG) This portion is classified SECRET and is authorized for release to
Iraq and DISPLAY ONLY to Afghanistan. This portion Is marked for tralning purposes only.

(S/REL TO USA, IRQ/DISPLAY ONLY AFG) This portion Is classifled SECRET and Is authorized for release to
Iraq and DISPLAY ONLY to Afghanistan. This portion is marked for training purposes only.

(U) Note: The classification authority block Is raquired on all US classified NSI. See the ISOQ implementing
Directive and General Marking Guidance Section of this document for more information,

SECRET//REL TO USA, IRQ//DISPLAY ONLY AFG
{U) Notional Example Page 6:
SECRET/NOFORN
[insert DISPLAY ONLY caveat when derivative use is not authorized by the originator]

5 (S/REL TO USA, AFG/DISPLAY ONLY IRQ) This portion is classified SECRET and Is authorized for release to
" Afghanistan and DISPLAY ONLY to lrag. This portion is marked for tralning purposes only,

(S/REL TO USA, GBR/DISPLAY ONLY PAK) This portion Is classified SECRET and is authorized for release to
United Kingdom and DISPLAY ONLY to Afghanistan. This portion is marked for training purposes only.

(U} Note: The classification authority block is required on all US classified NSI. See the ISOOQ implementing
Directive and General Marking Guldance Section of this document for more information.

SECRET/NOFORN
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{U) ﬁotlona! Example Page 7:

SECRET/NOFORN
tinsert DISPLAY ONLY caveat when derivative use is not authorized by the originator)

(S/ DISPLAY ONLY IRQ) This portion Is classified SECRET and is autherized for DISPLAY ONLY to Irag. This
portion is marked for training purposes only.

(S//RELIDO) This portion Is classified SECRET and the orginator has determined is releaseabls by an information
disclosure official. This portion is marked for training purposes only.

(U) Note: The classHication authority block is required on ali US classified NSI. See the ISOO implementing
Directive and General Marking Guidance Section of this document for more information.

SECRET/NOFORN

UNCLASSIFIED/ AFEUO-
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9. (U) Non-Intelligence Community Dissemination Control Markings

(U} General Information

(U) Non-Intelligence Communily dissemination conlrol markings are markings authonzed for use by enlilies outside of the
Intelligence Community, They are included in the Register to provide guidance on handling documents that bear them.
Their inclusion in the Register dees rot authonze other Agencles to use these markings.

{U) Multiple entries may be used in the Non-Intelligence Community Dissemination Control Markings category if
applicable. If mulliple entries are used, they are listed in the order in which they appear in the Register, Use a single
. forward slash with no interjecled space as the separator between mulliple Non-Intelligence Community dissemination
control markings. _

(U) ICD 710 Forelign Release Markings

(U) Classified information, as defined by and under the purview of ICD 710, shall be explicitly marked for appropriate
foreign disclosure and release at the portion and banner level. Originators of intelligance information are responsible for
determining appropriate classification markings for the information they produce, and for applying the appropriate control
markings that implement DNI guidelines for dissemination (foreign and domestic),

(U) ICD 710 is not applicable to classified military information falling under the purview of National Policy and Procedures
for the Disclosure of Classified Military Information to Foreign Governments and International Organizations {shor tiile:
National Disclosure Policy-1 [NDP-1]). Within the Depariment of Defense, application of forelgn release markings is
accomplished by the Foreign Disclosure Officer (FDO) whan foreign release is needed.

{U} Non-IC Classified Information with dissemination controls used as a derivative source

{U) When sourcing from Non-IC originated classified material that bears a dissemination control(s) but without an explicit
foreign disclosure and release decision, in the absence of a formal agreement or notification between the non-IC
organization and the IC element on hendling requirements (Including guidance from the Non-IC element marking sponsor
includad in this document), contact the originating agency or local foreign disclosure office for further guidance.

(U) The following Non-Intelligence Community dissemination control markings and their respective marking sponsor(s) are
listed in the order as they appear In the Regisfer:

« LIMITED DISTRIBUTION (NGA)

= EXCLUSIVE DISTRIBUTION (DoS)

= NO DISTRIBUTION (DoS)

« SENSITIVE BUT UNCLASSIFIED (DoS)

» SENSITIVE BUT UNCLASSIFIED NOFORN (DoS)

» LAW ENFORCEMENT SENSITIVE (Various Agencles)

s LAW ENFORCEMENT SENSITIVE NOFORN (Various Agencies)
s SPECIAL SECURITY INFORMATION {DHS)

162

UNCLASSIFIED/ /Fou6—




UNCLASSIFIED//FéY0—

(U LI

{U) Note: This marking wili be evaluated for continued CAPCO registration with implomentation of the Controlled
Unclassified Information (CUI} Program.

(U) Authorized Banner Line Marking Title; LIMITED DISTRIBUTION

(V) Authorized Banner Line Abbraviation: LIMDIS

{U) Authorized Portion mark: DS

{U) Example Bannar Line: UNCLASSIFIED//LIMITED DISTRIBUTION
{U) Example Portion Mark: (U/DS)

{U) Marking Sponsor/Policy Basis: NGA/M0 USC, §455

{U) Definitlon: Marking used to Identify unclassified geospatial products and data sets, which the Secretary of Defanse
may withhold from public release.

(U} Further Guldance:
«NSG GEOINT Security Classification Guide
»NSGM documentation

{U) Applicabllity: Natlonal Geospatial-Intelligence Agency (NGA).

{U) Additional Marking Instructions: Applicabls level(s) of classification: For use with UNCLASSIFIED.

{U) Precedance Rules for Banner Line Guidance; If LIMDIS is contained in any portion of a classified or unclassified
document; it must appear in the banner line.

{U) Commingling Rule(s) Within a Porilon: May not be combined with non-LIMDIS UNCLASSIFIED, specific
copyrighted, or FOUQ information.

(U) Notes: LIMDIS data may not be disseminated outside DoD or DoD contractor control without the express permission
of a NGA Release Officer.

{U} Derivative Use (i.e., re-use of Information in whole or in part in intelligence products): Those that receive and
source L.IMDIS information MUST carry the LIMDIS marking and the caveat statement forward on the inforrmation
designated and marked as such.

{U) Distributlon Statements, Warnings, etc: LIMDIS geospatial data must be marked wilh the LIMDIS caveat. See the
Notional Example for the text of the required LIMDIS caveat (bolded text),
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{U) Notlonal Example Page 1:

UNCLASSIFIED/LIMITED DISTRIBUTION

{U//DS) This is the portion mark for a portion that is UNCLASSIFIED LIMITED DISTRIBUTION. This portion is
marked for training purposes only,

(U} Distribution authorized to DoD, IAW 10 U,S.C. §§130 & 455, Release authorized to U.S. DoD contractors
IAW 48 CF.R, §252,245-7000, Refer other requests to: Headquarters, NGA, ATTN: Release Officer, Mail Stop
586-0lA, 7500 GEOINT Drive, Springfield, VA 22150. Destroy 1AW DoDD 5030.59.

UNCLASSIFIED//LIMITED DISTRIBUTION

(U} Notional Example Page 2:
SECRET/NOFORN//LIMITED DISTRIBUTION
{U//DS) This is the portion mark for a portion that is UNCLASSIFIED LIMITED DISTRIBUTION. This portion is

marked for fraining purposes only.

{S/INF) This is the portion mark for a portion that is classified SECRET and not releasable to foreign nationals. This
portion is marked for fraining purposes only.

{U) Note: The classification authorily block is required on all US classified NSi. See the ISCO Implementing
Dirgclive and General Marking Guidance Section of this document for more information.

{U) Distribution authorized to DoD, AW 10 U.S.C. §§130 & 455. Release authorized to U.S. DoD contractors
IAW 48 C.F.R. §252.245-T000. Refer other requests to: Headquarters, NGA, ATTN: Release Officer, Mail Stop
§86-01A, 7500 GEOINT Drive, Springfield, VA 22150. Destroy IAW DoDD 5030.59.

SECRETHNOFORN/LIMITED DISTRIBUTION
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ST RIBUTION
(V) Authorized Banner Line Marking Title: EXCLUSIVE DISTRIBUTION
{U) Authorized Banner Line Abbreviation: EXDIS
{U) Authorized Portion Mark: X0
{U) Example Banner Line: SECRET/NOFORN/IEXDIS
{U) Example Portion Mark: (SIMNFIFXD)
{U} Marking SponsoriPolicy Basls_: DoS/6 FAH-2 §H-442.6

(V) Definition: Information with exclusive distribution to officers with essential need-to-know. This caption is used only
for highly sensitive traffic batween the White House, the Secretary, Daputy, or Under Sscretaries of State and Chiefs of
Missions.

(U) Further Guldance:
» 12FAM539.3
= 5FAH 4 §H-213

{U) Applicabitity: Department of State.

{U) Additional Marking instructions: Applicable levsl(s) of classlification: Used with classified or administratively
controlled information {administratively controllad is SBU information).

{U) Relationship(s) to Other Markings:
= EXDIS and NODIS markings cannot be used together.
* Raquires NOFORN.

{U) Procedoncs Rules for Banner Line Guidance:
NODIS has priority over EXDIS in the banner lina if both NODIS and EXDIS poriions are In the sams document.
v |f EXDIS is contained in any portion of a document that does not contain one or more NODIS portions, EXDIS
must appear in the banner line,
= REL TO s not authorized in the banner line If any portion containg EXDIS information. In this case, NOFORN
would convey in the banner line.
» EXDIS takes precedence over SBU or FOUOQ in the banner line in an unclassifiad document,

{U) Commingling Rule{s) Within a Portion:

s EXDIS information may be commingled with SBU/SBU-NF or FOUO information within the same portion, and the
EXDIS (XD) supersedes the SBLJ, SBU-NF, and/or FOUQ in tha portion mark.

*  When a portion contains both EXDIS and NODIS information, NODIS (ND) supersedes EXDIS (XD) in the
portion mark,

=« EXDIS information may be commingled In the same portion with non-EXDIS information (classified or
unclassified) when appropriate and if the document includes source refgrence citations in accordance with ICD
208, Sourcing Requirements for Disseminated Analytic Products, dated 17 October 2007.
s The XD marking Is conveyed in the portion mark.
s The EXDIS Information must be identified in the source reference citations as endnotes keyed to the relevant

EXDIS information in the document. .
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If the document does not include source refarence citations in accordance with ICD 206, Sourcing Requirements
for Disseminated Analytic Products, dated 17 October 2007, the EXDIS portions must be segregated from all

non-EXDIS poriions.

(U) Derivative Usae (i.e., re-use of iInformation in whole or in part in intelligence products}: Reuse of material
marked EXDIS requires State Department Execulive Secretariat approval. They can be contacted at 202-647-1512.
EXDIS information in documents bearing this special distribution caption must ba treated and marked as NOFORN when

re-used In Intelligence products. :

{U) Notlonal Example Page:

SECRET/MNOFORN/EXDIS
(SI/NF//XD) This is the portion mark for a portion that is claésiﬁed SECRET EXCLUSIVE DISTRIBUTION and not
releasable to foreign nationals. This portion is marked for fraining purposes only.

(U) Note: The classification authority block is required on all US classified NSI. See the 1ISOO Implementing Directive
and General Marking Guidance Section of this document for more information.

SECRET//NOFORN//EXDIS

UNCLASSIFIED//Foye-
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(U) NG BB Tiib s
(U) Authorizad Banner Line Marking Title: NO DISTRIBUTION
(U} Authorized Banner Line Abbraviation: NODIS
(V) Authorized Portion Mark: ND
{U) Example Banner Line: SECRET/NOFORN/NO DISTRIBUTION
(U) Example Portion Mark: {S//NF//IND)
(U) Marking Sponsor/Policy Basls: DoS/5 FAH-2 §H-442.3

(U) Definitlon: This caption is used only on messages of the highest sensitivity between the President, the Secretary of
State, and Chief of Mission. No distribution is allowed other than the addressee without the approval of the Executive

Secretary.

(U) Furthar Guidance:
= 12FAM539.3
» 5FAH 4 §H-213

(U) Applicability: Dspariment of State.

{U) Additlonal Marking instructions: Applicabie lavel(s) of classification: Used with classified or administratively
controlied information (administratively controlled is SBU information).

{U) Relationship(s) to Other Markings:
» NODIS and EXDIS markings cannot be used together,
* Requires NOFORN.

{U) Pracedence Rules for Banner Line Guidance:
= NODIS has priority over EXDIS in the banner line if both NODIS and EXDIS porlions are in the same document.
= [fFNODIS is contained in any portion of a document, it must appear in the banner line.
= REL TO is not authorized in the banner line if any portion contains NODIS information. In this case, NOFORN
would convey in the banner line.
= NODIS takes precedence over SBU or FOUQ in the banner line in an unclassified document.

{U) Commingling Rule(s) Within a Portion:

= NODIS information may be commingled with SBU/SBU-NF or FOUOQ information within the same porlion, and the
NODIS (ND) supersedes the SBU/SBU-NF or FOUQ in the portion mark,

= [f a portion contains both NODIS and EXDIS information, NODIS (ND) supersedes EXDIS (XD} in the portion
mark,

»  NODIS information may be commingled in the same portion with non-NODIS information {classified or
unclassified) when appropriate and if the document includes source reference citations in accordance with ICD
206, Sourcing Requiremsnts for Disseminated Analytic Products, dated 17 October 2007,
¢+ The ND marking Is conveyed in the portion mark.

* The NODIS information must be identified in the source reference citations as endnotes keyed to the relevant
NODIS information in the document.

167

UNCLASSIFIED/ /frouer-




UNCLASSIFIED/ /Feder

= |f the document does not include source reference citations in accordance with ICD 206 the NODIS portions must
be segregated from all non-NODI!S portions.

{U) Derivative Use (l.0., re-use of information In whole or In part in intelligonce products): Reuse of material
marked NODIS requires State Depariment Executive Secretariat approval. They can be contacted at 202-647-1512,
NOBRIS information in documenis bearing this special distibution caption must be treated and marked as NOFORN when
re-used in intelligence products.

{U} Notlonal Exampls Page:
SECRET/NOFORN//NODIS

{S/INFIMND) This Is the portion mark for a portion that is classified SECRET NO DISTRIBUTION and not releasable to
foreign nationals. This portion Is marked for training purposes only.

(U} Note: The classification authority block is required on all US classified NSI. See the (SO0 Implementing Directive
and General Marking Guidance Section of this document for more information.

SECRET/NOFORN/NODIS
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{U) Note: This marking will be evaluated for continued CAPCO registration with implementation of the Controlled
Unclassified Information {CUI) Program.

(U} Authorized Banner Line Marking Title: SENSITIVE BUT UNCLASSIFIED

(U} Authorized Banner Line Abbreviation: SBU

{U) Authorized Portlon Mark: SBU

{V) Exampla Banner Line: UNCLASSIFIED//SENSITIVE BUT UNCLASSIFIED
(U} Example Portion Mark: {U/SBU)

{U) Marking Sponsor/Policy Basis: DoS/12 FAM, §540

(U) Definitlon: Administrative information originated from within the Depariment of State, which warrants a degree of
protection and administrative control and maets criteria for exemption from mandatory public disclosure under the
Freedom of Information Act.

(U) Applicability: Department of State.

{U) Additional Marking Instructions:
=  Applicable level(s) of classification: For use with UNCLASSIFIED.

(U) Pracedence Rules for Banner Line Guidance:
= When a document contalns only SBU and FOUO portions, SBU supersedes FOUQ in the banner line.
»  When a document contains SBU and classlified portions, SBU is not used in the banner line,

() (:ornrningllng Rule{s) Within a Portion:

When a portion contains both SBU and FOUO Information, SBU supersedes FOUQ in the portion mark.

= SBU information may be commingled in the same portion with non-SBU Information (classified or unclassified)
when appropriate and if the document includes source reference citations in accordance with ICD 206, Sourcing
Requirements for Disseminated Analytic Products, dated 17 October 2007,
¢ The SBU marking is conveyed in the portion mark only if the commingled portion Is unclassified.
o If the portion is classified, tha classification level of the porlion adequately protects the SBU information, so it

is not reflected in the portion mark.
¢ If commingled, the SBU information must be identifled In the source reference citations as endnotes keyed to
. the relevant SBU information in the document.

= |f the document does not include source reference citations in accordance with ICD 208, the SBU portions must

be segregated from all non-SBU portions.

{U) Darivative Use (i.e., re-use of Information in wholg or In part In Intslligence products): SBU information may be
sourced in accordance with relevant policy and/or procedures. See above precedence and commingling rules.
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{U) Notional Example Page 1:

UNCLASSIFIED/SBU/SSI

(U#SBU) This is the porticn mark for a portion that is SENSITIVE BUT UNCLASSIFIED. This portion is marked for
training purposes only.

{U/ISBU/SSI) This Is the portion mark for a portfon that is SENSITIVE BUT UNCLASSIFIED and confains Special
Security [nformation (SS1). This documant must be sourced in accordance with 1CD 206 to ensure the 851 information
inciudes source reference citations as endnoies keyed to the relevant S| information in the disseminated analytical
product. This portion is marked for training purposes only.

(U/FOUQ) This is the portion mark for an UNCLASSIFIED FOR OFFICIAL USE ONLY porlion. This portion Is
marked for training purposes only.

UNCLASSIFIED//SBU/SSI

(U} Notional Example Page 2:

SECRET//NOFORN

(U//SBU) This Is the portion mark for a portion that is SENSITIVE BUT UNCLASSIFIED. This pertion is marked for
tralning purposes only.

(S//NF) This Is the portion mark for a SECRET porlion that Is not releasable to foreign nationals. This portion is
marked for training purposes only,

(U} Note: The classification authority biock is required on all US classified NSI. See the 1SOO Implemanting Direclive
and General Marking Guidance Section of this document for more information.

SECRET/NGFORN
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;U; SENS =r!v»*m’_aﬁs NG ASSIFIED NOFORN

(U) Nota: This marking will he evaluated for continued CAPCO registration with implementation of the Controlled
Unclassified Information {CUI) Program.

(U) Authorized Banner Line Marking Title: SENSITIVE BUT UNCLASSIFIED NOFORN
{U) Authorized Banner Line Abbreviation: SBU NOFORN |
{U) Authorized Portion Mark: SBU-NF

{U) Example Banner Line: UNCLASSIFIED//SBU NOFORN

(U) Example Portlon Mark: (U//SBU-NF)

(U) Marking Sponsor/Policy Basis: DoS/12 FAM, §540

(U) Definition: Information originated within the Department of State that warrants a degree of proteclion and
administrative conirol, meels criteria for exemption from mandatory public disclosure under the Freedom of Information
Act, and is prohibited for dissemination to non-US citizens.

{U) Applicability: Department of State.

(U) Additional Marking Instructions: Applicable level(s) of classification: For use with UNCLASSIFIED.

{u) Pmcedenco Rules for Banner Lineé Guidance:

When a document contains both SBU-NF and FOUO portions, SBU-NF supersedes FOUO In the banner line.

» When a document contains both SBU-NF and SBU portions, SBU-NF suparsedes SBU in the banner line.

= REl TO /s not autherized in the banner line if any portion contains SBU NOFORN information. In this case,
NOFORN would convey in the banner line.

= When a document contains both SBU-NF portions and IC dissemination control NOFORN portions or a mixture
of FD&R markings that requires an overall NOFORN the IC dissemination confrol marking NOFORN takes
precedence In the banner fine (Example 3).

{U) Commingling Rule(s) Within a Portion:
= When a portion contains both SBU NOFORN and FOUOQ information, SBU-NF supersedes FOUQ In the portion
mark.
= SBU-NF information may be commingled in the same portion with non-SBU-NF information (classified or
unclassified) when appropriate and if the document includes source reference citations in accordance with ICD

2086, Sourcing Requirements for Disseminated Analytic Products, dated 17 October 2007,

» The SBU-NF marking is conveyed in the portion mark only if the commingled portion is unclassified and there
is no other NOFORN information included in the portion. If there is other NOFORN information in the
commingled porlion, the *SBU" marking Is used and a NOFORN marking is added (e.g., (U/NF/SBU}).

s [f the portion Is classified, the classification leve! of the portion adequately protects the SBU information, so it
is not reflected in the portion mark; however a NOFORN marking is added to the portion mark {e.g., (C//NF)),

¢ If commingled, the SBL-NF information must be identified In the source reference citations as endnotes
keyed to the relevant SBU-NF information in the document.

= [fthe document does not include source reference citations in accordance with ICD 206, the SBU-NF portions
must be segregated from all non-SBU-NF portions.,
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{U) Darivative Use (i.e., re-use of information In whole or in part in intelligence products): SBU-NF information
may be sourced in accordance with relevant policy andfor procedures. See above precedence and commingling rules.

(U) Notional Example Page 1:

UNCLASSIFIED//SBU NOFORN

{U//SBU-NF) This is the portion mark for a portion that is SENSITIVE BUT UNCLASSIFIED NOFORN. This portion is
marked for training purposes only.

{U//rOUO) This is the portion mark for an UNCLASSIFIED FOR OFFICIAL USE ONLY portion. This portion is
marked for training purposes only.

UNCLASSIFIED/SBU NOFORN

{U) Notlonal Example Page 2:

SECRET//NOFORN

{(U//SBU-NF) This Is the portion mark for a portion that is SENSITIVE BUT UNCLASSIFIED NOFORN. This portion is
marked for training purposes only.

(UIFOUO) This is the portlon mark for an UNCLASSIFIED FOR OFFICIAL USE ONLY portion. This portion is
marked for training purposes only,

(S//REL TO USA, AUS) This [s the portion mark for a portion that is classified SECRET authorized for release to
Ausfralia. This portion is marked for training purposes only.

{U) Note: The classification authority block is required on all US classifted NSI. Ses the SO0 Implementing Directive
and General Marking Guidance Seclion of this document for more information.

SECRET//NOFORN
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(U) Notlonal Example Page 3:

UNCLASSIFIED//NOFORN/SBU

(U//SBU-NF) This is the portion mark for a portion that is SENSITIVE BUT UNCLASSIFIED NOFORN. This portion is
marked for tralning purposes only, ’

(U//FOUO/NF) This is the portion mark for an UNCLASSIFIED FOR OFFICIAL USE ONLY portion. This porion is
marked for training purposes only.

UNCLASSIFIED/NOFORN//SBU
{U} Notlonal Example Page 4:

UNCLASSIFIED/NOFORN//SBU

(U//SBU-NF) This is the portion mark for a portion that Is SENSITIVE BUT UNCLASSIFIED NOFORN. This portion is
marked for training purposes only.

(U/REL TO USA, FVEY) This is the portion mark for an UNCLASSIFIED FOR OFFICIAL USE ONLY portion. This
portion is marked for training purposes only.

UNCLASSIFIED/NOFORN/SBU
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(U) LAW P80 Ok

I

{U) Note: This marking will be evaluated for continuad CAPCO registration with implementation of the Controlled
Unclassified Information (CUI} Program.

{U) Authorizad Banner Line Marking Title: LAW ENFORCEMENT SENSITIVE
{V) Authorized Banner Line Abbrevlation: LES

{U) Authorized Portion Mark: LES

{U) Example Banner Line: UNCLASSIFIED/LES

{U) Example Portion Mark: (U/ILES)

Various Agencies or elements/Various applicable agency

{U) Marking Sponsor/Policy Basis; policies and directives

(U) Definitlon: LAW ENFORCEMENT SENSITIVE {LES) information Is unclassified information originated by agencies
with law enforcement misslons that may be used in ciminal prosecution and requires protection against unauthorized
disclosure to protact sources and methods, investigative activity, evidence, or the Integrity of pretnial investigalive reports.
Any law enforcement agency employse or contractor in the course of performing assigned duties may designate
Information as LES if authorized to do so pursuant to department specific policy and directives.

(U) LES is a content indicator and handling caveat that indicates the information so marked was complled for law
enforcement purposes and contains operational law enforcement Information or information that would revea! sensitive
investigative tachniques. LES information may be released or disciosed fo foreign persons, organizations or
govemments with prior approval of the originating agency and In accordance with all applicable DNI foreign sharing
agreements and directives.

(U) Further Guidance: Agencles that use the LES marking must maintain agency-specific implamentation guidelines.

(U) Applicabllity: Agencles or elamenis with a Law Enforcemant mission.

(U) Additional Marking Instructions: Applicable level(s) of classification: May be used only with UNCLASSIFIED
information.

(U) Relatlonship(s) to Other Markings:
s LES in Classified Documents:

.« [f the originating agency has granted release of the LES information to spacific countries, the banner line
may contain the appropriate REL TO [LIST] marking if all classified portions are releasable and there is at
least one common "[LIST]" value among all the portions.

« When the originating agency has granted release to foreign nationals, appropriate tearlines may be used to
ensure proper dissemination of the LES information,
» LES in Unclassifted Documents:
« Mark all portions containing only LES information with *(L//LES)".
» If the whole document is LES, portlon mark every portion *(U//LESY" and use "UNCLASSIFIED//LAW
ENFORCEMENT SENSITIVE" or "UNCLASSIFIED//LES" as the banner line.
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(U) Pracedance Rules for Banner Lina Guidance:
= The LES marking always appears In the banner line if contained in any portion, regardless of classification level.
*  When a document contains both (U//FOUQ) and (U//LES) information, LES takes precedence in the banner line.

{U) Cnmmingllng Rula{s)Within a Portion:

When a portion contains both LES and FOUOQ information, LES supersedes FOUQ in the portion mark.

= LES information may be commingled in the same portion with non-LES information (classified or unclassified)
when appropriate and i the document includes source reference citations in accordance with ICD 206, Sourcing
Requirements for Disseminated Analytic Products, dated 17 October 2007,
¢ The LES marking is conveyed in the portion mark.
+ The LES information must be identified in the source reference citations as endnotes keyed to the relevant

LES information In the document,

= If the document does not include source reference citations in accordance with ICD 206, the LES portions must

be segregated from all non-LES portions.

{U) Notes:

= Agencies that orginale LES information may choose to disseminate the information that they have caveated LES
by posting on a website on a classified network or an unclassified virlual private network with proper access
controls. However, if the originating agency chooses to disseminate such intelligence only on a point-fo-point
basis, the warning statement wiil be expanded to Include the statement: "Reclplents are prohibited from
subsaequently posting the information marked LES on a wehsite or an unclassified network."”

= Information bearing the LES warning statement may not be used in legai procesdings without first receiving
authorization from the onginator.

= The originating organization may authorize other sharing of LES information (for example, with victims of a crime)
when the specific circumstances fustify it. If such request Is granted, it is the responsibility of the individual who
is sharing the information to educate its recipient on how the informatian must be used and protected.

»  Unclassified LES information is withheld from public release until approved for release by the originator.

(U) Darivative Use {l.0., re-use of information In whole or In part in intelligence produets): Those that receive and
source LES information should carry the LES markings (to include the LES warning statement) forward on the informalion
designated and marked as such. See above precedence and commingling rules.

{U) Distribution Statements, Warnings, etc:
= Documents containing LES information shall be marked on the first page with the following warning statement:

“(U) LAW ENFORCEMENT SENSITIVE: The information marked (U//LES) in this decument is the property
of (ingert agency name hare) and may be distributed within the Federal Government (and its contractors},
US intelligence, law enforcemant, public safoty or protection officlals and individuals with a need to
know. Distribution beyond these antitles without (ingert agency name hare) autherization is prohibited.
Precautions should be taken to ensure this Informatlon is stored and/or destroyed in a manner that
precludes unauthorized access. Information bearing the LES caveat may not be used In legal
proceedings without first recelving authorization from the originating agency. Recipients are prohibited
from subsequently posting the information marked LES on a webslte or an unclassified network."”
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(U) Notional Example Page 1:

UNCLASSIFIED//LES
[Insert LES Warning]

{U/ILES) This is the portion mark for a portion that Is UNCLASSIFIED and contains LES information. This portion is
marked for training purposes only.

(U) This is the portion mark for a portion that is UNCLASSIFIED.

UNCLASSIFIED/LES

{U) Notlonal Example Page 2:

UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE
{insert LES Warmning}

{U//LES) This is the porlion mark for a portion that Is UNCLASSIFIED and contains LES information. This portion is
marked for training purposes only,

(U//FOUOQ) This is the porlion mark for a portion that is UNCLASSIFIED and contains FOR OFFICIAL USE ONLY
information. This porlion is marked for training purposes only.,

UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE
{U) Notional Example Page 3:

SECRET//REL TO USA, FVEY/ILES
[insert LES Warning]

{SHREL TO USA, FVEY) This is the portion mark for a portion that is classified SECRET, AUTHORIZED FOR
RELEASE TO USA and Australia, Canada, New Zealand, and United Kingdom. This portion Is marked for training

purposas only.
(U//LES) This is the portion mark for a portion that is UNCLASSIFIED and contains LES information. This portion is
marked for training purposes only. Because the originating agency has given authorization (in accordance with all DNI

and applicabte criginating agency foreign disclosure and release policy) to release the LES information to the FIVE
EYES it is includad in this documaent. This portion Is marked for trainlng purposes only.

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing Directive
and General Marking Guidance Section of this document for more information.

SECRET/REL TQ USA, FVEY//LES
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{U) Notlonal Exampls Page 4:

SECRET//NOFORN//LES

[insert LES Wamning]

{S//NF) This is the portion mark for a portion that is SECRET and not authorized for forelgn disclosure or release.
This portion is marked for training purposes only.

{U//LES) This is the portion mark for a portion that Is UNCLASSIFIED and contains LES information, This portion Is
marked for training purposes only. The originating agency of the LES information has not restricted foreign disclosure
and release of the LES information; however, because the classified information is NOFORN, the banner line must be
NOFORN. This portion is marked for training purposes only.

(U} Note: The classification authorily block is required on all US classified NSL. See the ISOO Implemanting Diractive
and General Marking Guidance Saction of this document for more information,

SECRET//NOFORN/LES
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(U} Note: This marking will be avaluated for continued CAPCO registration with implementation of the Controlled
Unclassified Information (CUI) Progrann,

(U) Authorized Banner Line Marking Tltle: LAW ENFORCEMENT SENSITIVE NOFORN

{U) Authorized Banner Line Abbreviation; LES NOFORN

(U) Authorized Portion Mark: LES-NF

(U) Example Banner Line: UNCLASSIFIED/LES NOFORN
{U) Examp!e Portion Mark: (U/LES-NF)

Various agencies or elements/Varlous applicable agency

{U) Marking Sponsor/Policy Basis: policles and directives

(U) Definition: LAW ENFORCEMENT SENSITIVE NOFORN (LES-NF) information is unclassified information originated
by agencies with law enforcement missions that may be used in criminal prosecution and requires protectlon against
unauthorized disclosure to protect sources and methods, investigative aclivity, evidence, or the integrity of prefrial
investigative reports, and is prohibited from dissemination to foreign nationals. Any law enforcement agency employee or
contractor in the course of performing assigned duties may designate information as LES NOFORN if authonzed to do so

(U) LES NOFORN is a content indicator and handling caveat that indicates the information so marked was compiled for
taw enforcement purposes and contains operaticnal law enforcement Information or information that would reveal
sensitive invastigative techniques. LES NOFORN information may not be released or disclosed to foreign persons,
organizations or governments,

{U) Further Guldance: Agencies that use the LES NOFORN marking must maintain agency-specific implementation
guidelines.

(U) Applicabllity: Agencies or elements with a Law Enforcement mission.

{l}) Additional Marking Instructions: Applicable level(s) of classification: May be used only for UNCLASSIFIED
information.

{U} Relationship(s) to Other Markings:
» LES NOFORN in Classified Documents:
¢ When a classified document contains LES NOFORN information, the "LES" marking is used in the banner
line and NOFORN is added as a Dissemination Control Marking. For example: SECRET//NOFORN/LES.
» LES NOFORN in Unclassified Documents:
« Mark all portions contalning only LES NOFORN information with "(U/LES-NF)".
» If the whole documant is LES-NF, portion mark every portion "(U//LES-NF)" and use "UNCLASSIFIED/LAW
ENFORCEMENT SENSITIVE NOFORN" or "UNCLASSIFIED/LES NOFORN" as the banner line.

{L}) Pracedence Rules for Banner Line Guidance:

= The LES marking always appears in the banner line if LES information (either LES or LES NOFCRN) is
contalned in the document, regardless of the document's classification level.
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»  When an unclassified document contains both (U//FOUO) and (U//LES-NF} information, LES-NF takes
precedence in the banner line.

s When a document contains both LES-NF portions and IC Dissemination Control NOFORN portions or a mixture
of FD&R markings that requires an overall NOFORN (e.g., FD&R markings REL TO, RELIDO, and DISPLAY
ONLY for guidance), the IC dissemination control marking NOFORN takes precedence in the banner line
{Example 5).

(V) COmmlngllng Rule(s) Within a Portion:
When a portion contains both LES-NF and FOUO Information, LES-NF supersedes FOUQ In the portion mark.
= LES-NF information may be commingled in the same portion with non-LES-NF information {classified or
unclassified) when appropriate and if the document includes source referance citations in accordance with |CD
206, Sourcing Requlrements for Disseminated Anslytic Products, dated 17 Qctober 2007.
o If the commingled portion contains both LES-NF and IC information that is also NOFORN, the *LES" marking
is used in the portion mark and a NOFORN marking is added to the portion mark {i.e., {(S/NF//LES).
¢ The LES-NF information must be identified in the source reference citations as endnotes keyad to the
relevant LES-NF information In the document.
» |f the document does not include source reference citations in accordance with ICD 206, the LES-NF postions
must be segregated from all non-LES-NF portions.

{U) Notes

Agencies that eriginate L ES NOFORN information may choose to disseminate the information which they have
caveated LES NOFORN by posting on a website on a classified network or an unclassified virual private network
with proper access controls. However, if the originating agency chooses to disseminate such irtelligence only on
a point-to-point basis, the waming statement will be expanded to inciude the statement: "Reclplents are
prohiblted from subsequently posting the Information marked LES NOFORN on a website or an
unclassifled network.”

= |nformation bearing the LES NOFORN waming statement may not be used inlegal proceedings without fist———— -
receiving authorization from the originator.

= The originating organization may authorize other sharing of LES NOFORN information (for example, with victims
of a crime) when the specific circumstances justify it. If such request is granted, it is the responsibility of the
individual who is sharing the information to educate its recipient on how the information must be used and
protected.

=  Unclassifled LES NOFORN information may not be disseminated to foreign nationals without the express written
permission of the originating agency.

» Unclassifled LES NOFORN information Is withheld from public release until approval for release by the originator.

{U) Derivative Use (i.e., re-use of information in whele or in part In intelligence products): LES information may be
derivatively sourced provlded that the LES NOFORN marking is carried forward (to include the LES NOFORN wamlng
statement) in the derivative documaent for information designated and marked as such.

{U) Distribution Statements, Warnlngs, etc: Documants contafning LES NOFORN information shall be marked on the
first page with the following waming statement: “{U) LAW ENFORCEMENT SENSITIVE NOFORN: The Information
marked (U//LES-NF)} in this documaent Is the property of (Insert agency name here) and may be distributed within
the Federal Government (and its contractors), US Intelligence, law enforcement, public safety or protection
officlals and individuals with a need to know. Distribution beyond these entitles without (insert afjency name
here) authorization Is prohibited, Precautions should be taken to ensure this Information is stored and/or
destroyed in a manner that precludes unauthorized access. Information bearing the LES NOFORN caveat may
not be used in legal proceedings without first receiving authorization from the originating agency. Recipients are
prohibited from subsequently posting the information marked LES on a webslte or an unclassited network.”
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{U) Notional Example Page 1:

UNCLASSIFIED//LES NOFORN

[Insert LES NOFORN Warning}

{U//LES-NF) This is the portion mark for a portion that is UNCLASSIFIED and contains LES information which is not
authorized for foreign disclosure or release. This portion Is marked for training purposes only.

{U) This is the portion mark for a portion that is UNCLASSIFIED.

UNCLASSIFIED//LES NOFORN

{l}) Notional Example Page 2:

UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE NOFORN
[Insert LES NOFORN Warning]

(UNLES-NF) This is the portion mark for a portion that is UNCLASSIFIED and contains LES information which is not
authorized for foreign disclosure or release. This portion is marked for training purposes only.

(U/IFOUO) This is the portion mark for a portion that is UNCLASSIFIED and contains FOR OFFICIAL USE ONLY
information, This portion is marked for fraining purposes only.

UNCLASSIFIED/ILAW ENFORCEMENT SENSITIVE NOFORN

(U) Notional Example Paga.:":

SECRET//NOFORN/LES
[Insert LES NOFORN Warning]

{S//REL TO USA, FVEY) This is the portion mark for a portion that is classified SECRET AUTHORIZED FOR
RELEASE TO USA and Australia, Canada, New Zealand, and United Kingdom. This portion is marked for training

purposes only.
(U/LES-NF) This is the portion mark for a portion that is [JNCLASSIFIED and contains LES NOFORN information.
Becausé this portion is LES and not authorized for foreign disclosure or release, the banner line must contain both the

LES and NOFORN markings: howevar, the IC dissemination control markmg NOFORN always takes precedence in
the banner line.. This portion is marked for iraining purposes only.

(U) Note: Tha classification authority block is required on all U.S classified NSI, See the ISOO Implementing
Directive and General Marking Guidance Section of this document for more information.

SECRET//MNOFORN//ILES
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(U) Notional Example Page 4:

SECRET//NOFORN/LES

[/nsert LES NOFORN Warning]

{S//NF) This is the portion mark for a portion that is SECRET and not authorized for foreign disclosure or release.
This portion is marked for lraining purposes only.

(U/fLES-NF) This is the portion mark for a portion that Is UNCLASSIFIED and contains LES NOFORN information.
This portion is marked for training purposes only.

{U) Note: Because both portions are not authorized for foreign disclosure or release, the banner line must contain
NOFORN.

{U) Note: The classification authority block is required on all U.S classified NSI. See the ISOO Implementing
Directive and General Marking Guidance Section of this document for more information.

SECRET/NOFORN//LES

{U) Notlonal Example Page 5:

SECRET/NOFORN/MLES

Iinsert LES NOFORN Warning]

(S/REL TO USA, GBR) This is the portion mark for a portion that is SECRET and authorized for release to USA and
United Kingdom. This portion is marked for iraining purposes only.

(U/ILES-NF) This Is the portion maik for a portion that is UNCLASSIFIED and contains LES NOFORN information,
This portion is marked for training purposes only.

(V) Note: Because the second portion is not releasable to forefgn nationals and overall the document s classified, the
banner line must contain NOFORN.

(V) Note: The classification authority block is required on all U.S classified NSI. See the ISQO Implemanting
Directive and General Marking Guidance Section of this document for more information.

SECRET//NOFORN/ILES
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 (U) SENSITIVI S

{U) Note: This marking will be evaluated for continued CAPCQ registration with implementation of the Contralled
Unclassified Information (CUI) Program.

) Authorized Banner Line Marking SENSITIVE SECURITY INFORMATION

{U) Authorized Banner Line Abbreviation:  SSI

{U) Authorized Portion Mark: ssl

{U) Example Banner Line: UNCLASSIFIED//SSI

() Example Portion Mark: (U#ssl)

{U) Marking Sponsor/Pollcy Basls: DHS/49 USC 114 AND 40119

(L) Definition: As defined in 49 C.F.R. 15.5 and 1520.5, Information obtained or developed in the conduct of security
activities, including research and development, the disclosure of which Department of Homeland Security

{DHS ) Transportation Security Administration (TSA) or Department of Transportation {DOT) has determined would (1)
constltute an unwarranted invasion of privacy {including, but not limited to, information contained in any personnel,
medical, or similar file); (2) raveal trade secrets or privileged or confidential Information obtalned from any person; or (3)

be detrimental to the safety or security of transportation,

(U) Further Guildance:
= Homeland Security Act of 2002, Public Law 107-296, 116 Slat. 2135 (2002}, as amended
=  Aviation and Transporiation Security Act, Public Law 107-71, 115 Stat. 597 {2001}
= Maritime Transportation Security Act of 2002, Public Law 107-295, 116 Stat. 2064 (2002), as amended
= 49 CFR Parts 15 and 1520, Protection of Sensitive Sacurity Information
» DHS Management Directive 11056.1, Sensitive Security Information

(U) Applicabllity: Government (Federal, State, and Local) and private sector entities requiring access to Federally-
owned informalion pertaining to the conduct of transportation security. DHS and DOT are the primary users that create
S8l and originally apply this marking. With the coordination of DHS, other Federal, state, local, or tribal agencies may
use the SSI dasignation to protect transportation security-related information identified in 49 CFR Parts 15 or 1520,

(U) Additicnal Marking Instructions: Applicable level(s) of classification: May be used only with UNCLASSIFIED.

(U) Relationshin(s) to Other Markings:
= S§Slin Classified Documents:
s If the originating agency has granted release of the SS| information to specific countries, the banner line may
contain the appropriate REL TO [list] marking.
+ When the originaling agency has granted re'ease to foreign nationals, appropriate tearlines may be used to
ensure proper dissemination of the SS1 information.
s 88l in Unclassified Documents:
o Mark all pertions containing only $S! information with "(U//SS!)".
« If the whole document is SS, porlion mark every portion "(U/SSI1)" and use "UNCLASSIFIED/SENSITIVE
SECURITY INFORMATION™ or "UNCLASSIFIED/SSI” as the banner line.
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{U) Precedences Rules for Bannar Line Guidance: _
= |f the SS| marking is contained in any portion of a document it must appear in the banner line, regardiess of the
document’s overall classification level,
=  When a document contains both (U/FOUQ) and (U/SS!) portions, SSI takes precedence in the banner line.

{V) Commingllng Rule(s) Within a Portion:
When a portion contains both SSI and FOUO information, S5i supersedes FOUO in the portion mark,
= S8l information may be commingled in the same portion with non-SS! information (classified or unclassified)
when appropriate and if the document includes source reference citations in accordance with ICD 208, Sourcing
Requirements for Disseminated Analylic Producis, dated 17 October 2007.
« The SSI marking is conveyad in the portion mark.
s The S8 information must be identified in the source reference citations as endnoles keyed to the relevant
S8l information in the document,
= [f tha document does not include source reference citations in accordance with ICD 206, the SS) portions must
be segregated from all non-SS| portions.

{U) Notes:
= Unclassified SSlinformation is withheld from public release until approved for release by the originator,
« SSlis a caveat approved by statute to protect information, the release of which, among other things, would be
detrimental to the safety or security of transportation. As it s in statute, it has absolute protections against public
release through a Freedom of Information Act (FOIA) request.

{U) Derivative Use (i.e., re-use of Information in whole or In part in intelligence products): While both DHS and
DOT have SSI authorities, $SI encountered in the IC will be mostly DHS equities. Foreign retease questions should
primarily be directed to DHS at ssi@dhs.gov, who will consuit with DOT as required. Should DOT need to be contacted
directly, they can be reached at ssi@dot.gov.

(U} Distribution Statements, Wamings, etc:

» Documents containing SSI information shall be marked with the following waming statement placed at the bottom
of each page: "(U)} Waming: This record contains Sensitive Security Information that is controllad under
49 CFR paris 15 and 1520, No part of this record may be disclosed to persons without a “nead-to-know,”
as defined in 49 CFR parts 15 and 1520, except with the written parmisslon of the Administrator of the
Transportation Security Administration or the Secretary of Transportation. Unauthorized release may
resuft in civil penalty or other actlon. For U.S. government agencies, public disclosure is govemed by 5
USC 552 and 49 CFR parts 15 and 1520."

{U) Notional Example Page 1:

UNCLASSIFIED/Y/SS]

{U//SSH) This is the portion mark for a portion that is UNCLASSIFIED and contains SENSITIVE SECURITY
INFORMATION. This portion is marked for training purpeses only.

[insert $Si Waming]
UNCLASSIFIED//SS! i
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(V) Notional Example Page 2:

SECRET//REL TO USA, ACGU//SSI

(SIIREL TO USA, ACGU) This is the portion mark for a portion that Is classified SECRET and contains SENSITIVE
SECURITY INFORMATION and authorized for release to Ausltralla, Canada, and United Kingdom. This portion is
marked for training purposes only.

(U//S8S1) This is the portlon mark for a portion that Is UNCLASSIFIED and contains SENSITIVE SECURITY
INFORMATION authonzed for release to Australia, Canada, and United Kingdom. This portion is marked for
training purposes only.

[insert 851 Warning]

(U) Note: The classification authority block is required on all US classified NSI. See the ISOO Implementing
Directive and General Marking Guidance Section of this document for more information.

SECRET//REL TO USA, ACGU/SSI
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(U) Markings History

{U) Generally, information at rest marked with legacy markings does not need (o be re-marked. When information
containing legacy contro! markings Is to be shared outside the originating agency, or where the information Is to be
incorporated, paraphrased, restated, or reintroduced into the working environment from a resling state, legacy
classification and control markings, to include the classification authority block, banner line, and portion marks, shall not
be carried forward to any newly created information. The Information shall be marked in accordance with the CAPCO
Register and Manual and any re-marking guidance provided in the CAPCO Unauthorized IC Classification and Control
Markings List or other applicable agenc icy dir i

(U) The CAPCO Unauthorized IC Classification and Confrof Markings list {(not exhaustive) is available on the CAPCO
websites and is updated as unauthorized markings are identified. The list contains the following items:

= |C element infemal markings not authorized for information transmitted oulside of the IC element
= legacy markings no longer authorized for intelligence information
=  Non-IC markings not authorized for use on intelligence Information {(Note: Markings are authorized only for non-IC

information)
»  Other unauthorized markings
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(U) Banner Line Syntax History

(U) The following changes to the banner line syntax have been made since inception of the standard:

(U) This table is UNCLASSIFIED,

December 2011

Removed repeating "SAR-" for muiltiple SAR marking in the
SAP category. Exparided SAP guidance to include an
optional, standard, program hlerarchy. [dentified the first "“SAR-
* as the SAP category designator and mirrored SCl separators
for SAP hierarchical levels.

Remarking of legacy
information is not required.
Upon re-use, if possible, the
markings shall be modified o
reflect the current standard, if
applicable. SAP program
hierarchy is optional and
based on operational need.

December 2010

Created new Atomic Energy Act informalion Markings category
in the Banner Line. The AEA markings in this category were
previously in the Dissemination Control Markings category of
the banner and include: RD, -CNWDI, - SIGMA, FRD,-SIGMA,
DOD UCNI, and DOE UNCI,

Remarking of legacy
information is not required.
Upon re-use, markings shall
be modified, if possible, to
reflect the current standard.

December 2010

Identified ATOMAL, BOHEMIA, and BALK as NATO control
markings not NATO Classifications. Modified the title of the

- INon-US Classification Markings category to “Non-US

Protective Markings® to refiect that the NATO markings
included in the catagory are both classificalion levels and
control markings.

Remarking of legacy
information is not required.
Upon re-use, markings shall
be modified, If possible, to
reflact the current standard.

February 2008

Eliminated the Declassification Value category in the Banner

Line per DD, CAPCO memo, dated 22 January 2008. This

Jaction:

= Made the Manual Review (MR) marking obsolete - MR
was never intended nor authorized as a marking for the
“Declassify On" line on documents classified under EQ
13526. Eliminates the need to link a declassification value
in the banner line to the "Daclassify On" fine in the
classificalion authority block as required by 1SQ0
implementing Directive.

»  Makes proper use of the *Declassify On" line even mora
critical as this value reflects applicable declassification
review and exemption informalion.

Remarking of legacy
informalion is not required.

Does not efiminate or rescind
ISOQ’s requirement for a
*Declassify On® value in the
classification authority block
on the first page of each
classified document,
regardless of media.

July 2005

Changed separators from commas to a single forward slash
for multiple Dissemination Confrol Markings and Non-
Intelligence Community Dissemination Control Markings
cateqories. For the "REL TO" marking, the lower case "and"
was gliminated as the indicalor for the end of a couniry code
and/or tetragraph code list.

Remarking of legacy
information is not required.
Upon re-use, markings shall
be modified, if possible, to
reflect the new standard.

October 2003

Moved the Special Access Required (SAR) marking from the
Non-Intelligence Community Dissemination Conirol Markings
category to a new calegory called Special Access Program

Markings. The new category follows the exisling SCI Control

Remarking of legacy
documents is not required.
Upon re-use, markings shatl
be modified, if possible, lo

Markings category.

reflact the current standard.

UNCLASSIFIED//EQUQ.
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(U) Marking Examples
(U) Note: All markings are for training purposes only.
(U) Basic Example:
Banner Line: CONFIDENTIAL//REL TO USA, FVEY/RELIDO

Portion Mark: (C//REL/RELIDO) or (C//REL TO USA, FVEY/RELIDO)
Note: “REL" may be used when the portion's [LIST] matches the REL TO [LIST] in the banner.

(U) Multiple SCI Control Systems Example:

Banner Line: TOP SECRET//SI-GAMMA/TALENT KEYHOLE//RISK SENSITIVE/
ORIGINATOR CONTROLLED/NOFORN

Or abbreviated as: TOP SECRET//SI-G/TK//RSEN/ORCON/NOFORN
Portion Mark: (TS//SI-GITK/IRS/OCINF)
(U) Multiple Notional SCl Compartments Example:

Banner Line: TOP SECRET/SI-ABC-DEF/ORCON/NOFORN

Portion Mark: (TS//SI-ABC-DEF//OC/NF)
(U) Multiple Notional SCI Sub-Compartments Example:
Banner Line: TOP SECRET//SI-G ABCD EFGH-XYZ//ORCON/NOFORN

Portion Mark: (TS//SI-G ABCD EFGH-XYZ//OC/NF)

{U) Multiple Notional Unpublished SCI control systems with AUNPUB (ANB) and XUNPUB (XNB) unpublished

control systems and Sl and TK published control systems Example:
Banner Line: TOP SECRET//AUNPUB/SI/TALENT KEYHOLE/XUNPUB//NOFORN
Or abbrevlated as: TOP SECRET//ANB/SI/TK/XNB/NOFORN
Portion Mark: (TS//ANB/SITK/XNB//NF)
(uireve) IIE xample:
Bannor Lino: [ S A s M 3655 |
or abbreviated as: [ NG
Portion Mark: [

UNCLASSIFIED/ /FoUQ_
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Porion Mark: I
(wiroue) S o po:

Banner Line:

Or abbroviated as: I
Portion Mark: [

(U) Muitiple SAP Notlonal Example:

Banner Line: TOP SECRET/SAR-BUTTER POPCORN-123/CANDY APPLE-XYZ YYY//
NOT RELEASABLE TO FOREIGN NATIONALS

Or abbrevlated as: TOP SECRET//SAR-BP-123/CA-XYZ YYY//INOFORN

Portion Mark: (TS//SAR-BP-123/CA-XYZ YYY/INF)

(U) Atomic Energy Act (AEA) Markings Examples: — —

Banner Line Example 1: TOP SECRET//RD-CNWDI//NOFORN

Portion Mark Example 1: (TS//RD-CNWDI//NF)

Banner Line Example 2: SECRET//[FRD-SIGMA 14 18//REL TO USA, ACGU

Portion Mark Example 2: (S/FRD-SIGMA 14 18//REL)

Note: “REL" may be used when the portion's [LIST] matches the REL TO [LIST] in the banner.
(U) Non-US Protective Markings Examples:

Banner Line Example 1: //COSMIC TOP SECRET//BOHEMIA

Portion Mark Example 1: (//CTS//BOHEMIA)

Banner Line Example 2: //DEU SECRET/REL TO USA, DEU

Portion Mark Example 2: ({/DEU S//REL TO USA, DEU)

Banner Line Example 3: //INATO SECRET/ATOMAL/ORCON

Portion Mark Example 3: (/NS//ATOMAL//OC)
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(U) JOINT Classlification Example:

Banner Line: //JOINT SECRET CAN GBR USA//REL TO USA, CAN, GBR

Portion Mark: (f{JOINT S/REL)

Note: "JOINT [class level]’ and “REL" abbreviations may be usad when the portion's [LIST] matches the JOINT
and REL TO markings' [LIST] values in the banner.

(U) FGI Examples:
Banner Line Example 1: TOP SECRET/FGI DEU GBR/REL TO USA, DEU, GBR
Portion Mark Example 1: (TS/FGI DEU GBR/REL TO USA, DEU, GBR) [Commingled US TS and FGI portion]
Banner Line Example 2; SECRET/TK//FGI/NOFORN
Portion Mark Example 2; (/FGI S/INF}
(U) Dissemination Control Markings Examples:
Banner Line Example 1;: SECRET/REL TO USA, DEU/RELIDO

Portion Mark Example 1: (S/REL TO USA, DEU/RELIDO)

Banner Line Exemple 2: SECRET/NOFORN
Portion Mark Example 2: (S//NF)
Banner Line Example 3: SECRET/NOFORN/FROPIN
Portion Mark Exampla 3: (S//NF/PR)
Banner Line Example 4: UNCLASSIFIED/REL TO USA, FVEY
Portion Mark Example 4: (U/REL TO USA, FVEY)
Banner Line Example 5: UNCLASSIFIED/fFOUONOFORN)
Portion Mark Example 5: (U/FOUO/NF)
(V) Non-lb Dissemination Control Markings Example:
Banner Ling: UNCLASSIFIED/SSI

Portion Mark: (U/551)
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