
Onh:L o, 1 ;~:·DlHCC'IOH or N,\TION.\1. lNn.J.!.Jt<J>'J<:" 

MEMORANDUM FOR: 

SUBJECT: 

REFERENCE: 

C•II£F :•lANA<.a:~IENT on·Jcrn 
W.hiHNGTO~I. DC 2(!311 

Mr. William A. Cim 
Acting Direcll)f, Information Security Oversight Office 
700 Pennsylvunia Avenue:, NW, Room 500 
Wnshington, DC, ~040R 

ODNJ Funuumcnt:•l Clas~ification Guidm1cc Redcw 

JSOO Memorandum. Same Subject, dutcd J<~nwu-y 27,2011 

fn response to your request Cor an update on agency efforts conducting Funclam..!nl/1! 

All deletions this 
page b2, b6 

Cla~sificatiou Guidance Reviews, we are providing a summary (A!IIIcbmcul I) for the Oftice or 
the Director of N:ltionnl fntelligcnce lODNI) tltrough June 30. 2011. The ODNI's ongoing 
efforts include a comprehensive review of policies affecting the progr;tnl, ns well <L~. 
cla~sifieation guidance issued to ensure the infom1a1ion is up to dnl<: JnJ :1C:CUJ ;:tc. 

PI else contact me al······ or -..ia E.-mail :u: ····-with :my que~lil)Jl~. 

r;~l ':] lL.LJl 
jlohn E Htt.:kl:lt 

Dir.:cl••r, lnf,,n,lalion M1magement 

Att:.~chmenl I: Statu:-. tlf ODNr Fundamental Cln~~ific<~Jjon Guid:uu:c Review Ert\:m~ 



ATTACUMI~NT 1 -Summary ofODNl Jo'undamculal Clnssificalion Guidance ROlview 
Efforts as of 30 .lunc 2011 

Total numb~r of SCGs for which an FCGR has been initiated: 8 
Totalr~~.:rnbl!~ ofSCGs for which iln FCGn has not been Initiated: 14 
Tot~ I number of SCGs for which •m FCGR has been completed: 6 
Tot~ I number of SCGs efimlnated as a result of the FCGR: l 
Tot& I number of active OONI·~pMsorecl SCGs: 22 

1'.:~bh• 1: ()[)Nl ('lu.\i.~ilirulinn Guide FCGR Sunltl!lH') 

(h-t:rvicw; 
The ODNf'~ initial review COIJlln.:nced in March 2010, and included a general review uf 

policies, classifi,.:ation aurhoritics, and proccchres to dctcrmiHc ifrcvi~inns orrruxiificalinns were 
nccesS11ry ba~cd on EO 13526. As an additional measul'c, we r.:viewed the rHnnbcr uf origin:~ I 
cl<!);Sificn!ion dc.:is.ions made ovcrtbe pasr 24 montlts ill ordcno determine if;l rc;bdil'fl h 
Original C!ussifictllion Authorities {OCA) could be made. The results ~bowed th;ll a nurnh<'r of 
po$itiun~ preVI<.•usly designated as OCA had not used their authority. Tins :11!11wed ll:e ODNI to 
reduce I he IIUIIlbC!' of ocA.~ hy almost40 percent without impact to the missinl Sl!I)SClJUer.dy. 
:m cxtC'n . .;iw int.:mal r.:nrganizati<m of the ODNI added several senior lc\·cl po,,tion~ ll!tp.Jlling 
OCA. A new 1'<:\'is,•d OC I\ listing w:rs ~igneJ by U1c DNI on Fcbrumy 2. 20 II. 

Th~ ODNI madtl significant prt)grcss in its classilic:itlion monagcmcnt program. As noted 
in the Ammull.SOO Report 10 the President for 2010. the ODNI w:~s listed as l:he only IC agency 
to meet the dc:u.llinc for complying with the provb;ions for implemcn!ing EO l3526 guidance. 
During the llli>l year, !he ODNl n.:viscd a number ofinlernal ODNI policy and procedliral 
t.louumcnts in response loan extensive internal reorganization. 111c ODNI /mplt!mcnration Pla11 
Wll" created lO integrate the nnmerous elements eonlainerl in rhe O.rc.!er and rsoo Directive, and 
to help guide the full range of ODNI classification mnnagem<:nt cff011s. The ISOO-approved 
Pla11 also includes an ODNI Self-Inspection Guide to assess !he at.lequacy and compliance of our 
classification m01nagcment progr:uu which we intend !o execute l~ler !his year. 

Determining if lh~ (dassifica!ion) guidance confnrms to current +Jp~tr..!liOnal and 
technical cil"cumstanccs: The ODN\ laas 22 ci.:Issificalion guides under it$ purview. 
Classilicatinn guid.::.lo: nre crc;Hcd tllmugh a cenlr:tlizetl proccs.s to cn;,ure uniformity, consi~lcn..:y 
nnd ndhen:ncc tolbc Order, ISOO, and ODNI policies. This centruliLcd approach helps dcler 
and rcduc~ tluplicarion of cJTcll1 and ovcr-cla;<;$i!le:uion. 1\ll classirit.:n.l.ion gu;dcs urc signed by~ 
Je~ignnled tU1t.ltr,tincd OCA. Systematic reviews of non-compartmented ODNI cladfic;llion 
guides bcga11 in c.unc~!l:t~l yc:;U' und were documented on lhc ODNI'~ ;mnual S~-111 • Agency 
Semril)' C/assifirrlfimr Mmla,r::.cmc•llf PrtJ¢:1'<1111 Dtlfa Nc'fmrr ~ubmillcd !o ISOO in Nuv\'ftil,.;, 

2010. Must classilkmion guides arc rcvkwt.d nnnu;:~lly to cn•urc current npcr.llinnwl .,n.l 
Illi$-<;ion reqlliremcnts l'clllnin v.ali.! Rcqucsl~ f(,r chUll~;•:~ ro cl<t~~iJ:culion guide>. .11·~ rc\·rl:wr<! 
nml validate.d by ODNf elcmcntnu~~j,,n HJ,llloii;O::rs and ~IIIJJCt't tnall.;r c·xpcrts. 'I h.· rnj'""'~ arc 
then centrally validated by 11m DH~.:J,•r. InL•inllllln l\l.m,,J,:<:I11\'Ill Olli•.e lfl/1\10) H•r wrn­
t:ompartrncntcd guidr.~: nnd by th~ Cumrolktll\cc.::~s Program c,~,)n.Jiuahm l'fli~:c tCAPCO) 



for conlroHet.l guides. Approved changes are incorpor:.lcd inlo revisions and forwarde<.llo !he 
re~pcctive OCA forsignuture and appropriate distnbulion. Dming the O.DN!'s rc~·icw, one 
dassilication guide wa.~ eliminated because 1he progmm it supporled was lc<minalc<.l. The 
centrali7..ed review aud validation process was a key factor in linking the program's tcrminaiion 
to the guide's dimjnation. · 

D~:terruining if the guidnnce meets the shmd:1rds fo1· classification under section 1.4 or the 
Orde•·untlnn assessment of likely damage unclel' sectinu 1.2 of the Order: The stan<.lards for 
dussift,;~lion urt: mel nnd docmncnte<.l i1\ cnch ODNl·developed clussil1t•ation guide by citing t.hc 
applicnhlc ''1-cason'' 11ext to the information requiring classificalilm. While !he majo1ity or 
l~:l$on~ used within the ODNl classification guides cite I .4 (c)- intdli~:encc attMties. 5evcral 
sections contnin ndditionnl standard~ uppmpri;~te to the inl'ormutim\ being prott'clcd. The 
upprorwi:Jtc clt~>:;ifica!h)ll I<! vel is lilt u.~~c~sment determined by the cxtt:nt to which d:mmge will 
be c:mscd to U1e national security and the impact on ~cnsitive sources ail<.lmclhmb. 

Determining if lhc dissemination and avuilabilily c.r the guidance is appmprinte, timely, 
and en·eclive: The availability nn<.ltimelincss of DONI cl~:;siflcntion guidance is achieved in 
several ways. The effcctivenc:;~ of creating am.l disseminaling cf:lsslficalion guides was reccnlly 
cvidellced by the amounl of queries rmcl dixcu~sions thr.t took place prior to the crc<l!ifm of the 
NutiOIHtllmelligencc Pri01·itie~ Framework (NfPF) Cla.ssific;ltinn Guide in July 2010. On.:~· lhcc 
NIPF Guide wa~ crcaled and <.li~scmi11a!cd, queries conceming cla.~sifica!ion of N£Pfl 
information were reduccu to neat· zero. Approved ODNI classificnlion guide:; arc l.lblributed 1~1 
all approprimcly cleared mission manug.:rs an<.luscn: or tl1c information: posted to applicable 
Community of lr1tercst (CO!) and ODNl element wcbsites; and ph1ccd in a rcposi10ry maint·aincd 
by t.he ODNI/lMO (for non-contwlled guide.~) and CAPCO (fnr controlh::d guides). 
Clussification decisions rctlc.:tcd in !he guide nrc then electronically inc:orpomted into 1he TC'e. 
tool for mnkjng deri\.'Hlive classiJicntion decisions. 

Au examination or r-ec<:nl dassifiealirm decisions that facu~cs on ensuring clns:>ification 
decisions reflect I he intent of the guid:mcens !o wbnt is clossified, !be appropriate level, lh~! 
rluration, and nssodal~d nmrldngs: 1l1e ODNI'R centralized process for crea[jng clussification 
gu1dcs cuupled with dcdicntcd training for OCAs, helps eusurc original decisions reflect only the 
critic::~l program information r.:quiring protection along with the appropriate disscmimltion 
control markings. Original deci!'ions are cross-referenced wi!J1 other internal and external 
ctas~ification guide.~ to ensure duplication does no\ occur. P~f Freedom of Information Acl 
(f-OLA) and Mandatory Declassification Review (MDR) rclen.~c decision;, <If< 11bo ra-:wred in 
prior to final imp!cmenlation. All cl<L<;sification markings applied (original :u1d rkriv:.1i1•c) ,:!.: 
vulidatctll.hmugh DNl's CAPCO RegL1·tcr wi1kh serves as !he :mlhorilativc dl)..:uul•~llt I• •r 
anlhorized IC-wide clas$ilicnrion markings. Changes to cxis!ing lt:vcls or Jur:.tiun , ,Jl"''· [or 
cl,ts$ificd informal ion arc uccompJi~hed ns ne.:cssary anilju~tilied. cousi~lent wnh pl•H<:c!ifl,; cur 
11aliom!l security itJtt.r<!SL~ ::~swelt tl~ sensitive intelligence source~ and melhods. 
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Estublishing a secure c!lpability to r~ceive information, ~llegalions, ot· complaints 
rl'garding over-cJnssificn.tiou or incorrect clnssi!ication :md 10 provide guit!anrc to 
pt·rsonnel on pnlpcr-cfassificalion as uteded: 

The ODNf Instruction 80. 12, Ckmification of ODNI Infomrativll, was created lo inclurle 
provisions for a secure capability to receive information or comptaints conccming the 
ODNl's classificution munagcment progrum. Tn addition, a Hot-Liue phone-in capability, 
in use since early 2009, provides the workforce with an alternative method ror 
cummunic<~ting clnssiCicution i~sues. 

• The ODNlusc~ a dcdicult~ll cmnil group address (DNI-Clm.lific(l[ioa) on a cla~siJrcd 
nc:twork which all()Wh easy access to the inronnation nMnagcrnemtc:tm fof all issue~ 
irwolvin~ ciM~ilklltinn nmnagemelll. This emnil group is used e:uensivdy and !iCrvcs as 
n primary enlt'Y f:ll>int to !'ClJUt51 guidtlnt:c 01 report bsot:s invtllving classification nt~llers. 
In all cm.cg, ovcr-cl:lssific:arinn t11ltl "default'' classification levels except in the rnrest 
circumstances arc pmhibitcd. 

Odhcr highlights impacting ou1· [und;lrne.ntal classification guidance •·cview inchtdc: 
• Crcnting lC-widc murk.ing challenge pwcedure.s. 
• Completing initial ;rncVor tmnu:rl training for all ON! delegated OCAs (completed us of 

Jun.: 30'11>. 
Updating or cre:Hing three ODNL internal regulation., to incorpor·atc the provision~ o( the 
Order where uppropdatc (compleh!d). 

• Creating the IC Tnfonnmion Managcmcm Council (IC-LMC); <1 fom1al sub-group of the 
lC-ClO Council. chartered Ill develop recommcndatiolls for issues within the 
classification, dcclussiJ!cntion, pre-publication review, record~ man~gemcnt. and 
Freedom <lf Information Act (FOTA} lrrcilS of lntcresL Tilis effort will help guide the IC 
in standtudizing processes and procedures in lllcsc dynmnie and chnllcnging areas. 

• In~talling the Aulom,ued Clasr.i11calion M:u;ngcment'Tool onto lhe DNI SIPRNet which 
will stund:.~rdi7..c c!assific:'!Lion mrutings applicrl by all user~ of this network. Pruj.:.:t 
complmion is c:.:pccted by November 20 I ) . 

• On the tmining front, we hold bi-monthly dedicated clas.<>if1cation management training 
d;t:>ses on .. ,ito and :-rt select IC :1gcncy and contr.:ctor .:upportcd locations. Inuddilion, we 
are working with NSA lo $hare already developed web :md co111purer-bascd lr.tining. 
coUJ.~cs wlrich comply with EO 13526 dassificalion ma.nagemcnttrairung reqoiJ·cmcnts 
LO reduce eo:;t and overhead support rcquircmenK 

• Updating pnmpblcls used to promote the cduc:ttion and awarene~s of clussific:llim\ 
m<!rkings and pulicics; these are al~o provid<::c! to ODNl staff nnd contractor personnel 
during their orientation. 

• Updat.ing the ODNI lC -CLO/lnfonn:1tion Munagemcnt website to address and explain in 
clclail the changes to clnssification management <~long with ils imp•1clun the ODNl 
workli1n:e. rn <lddition, u Cla.s~irication Management Qumtcrly Ncwslcflcr was created 
:md P•>slcd ll) help keep <:rnpluyecs up hl dute in classification mttmtge.mcnt policies and 
pt·u.-.:tlurc5. 

• Docutnl~lltcd ODNl leadership ~uppurt for the JSOO FCGR cffon through n PDDNl 
mcmunmdtun signed on M:ry ::!6, 20J llo all IC .JfCilCY hcm:Js und imc!Hc;r:n.;.: c:.:m,;ilL~ 
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