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ODNI Fundamentat Classification Guidance Review

1500 Memorandum, Siwme Subject, dated January 27, 2011

In response 1o your request (or an update on ayency cfferls conducling Fundameatal
Classification Guidance Reviews, we are providing a sunynary (Atachment 1) for the Office of
the Director of National Intelligenee (ODNT) through June 30, 201 1. The ODNI's ongoing
efforts include a comprehensive review of policices affecling the program, as well as,
classification guidance issued 10 ensure the informaion is up 1o daic dud acomrte.

Plcase contacl me al— or via E-mail at:-- with any guestions.
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;f Tohn F. Hackett

Daif

Dircelor, Inforination Management

Attachmenl 1: Siatus of ODNI Fundamental Classificalion Guidanee Review Effors



APTACHMENT 1 - Summary of ODNI Fundamental Classificalion Guidance Review
Efforts as of 30 June 2011

Total aumbes of SCGs for which an FCGR has been initiated: 8
Total rumber of 5CGs for which an FCGI has not been initiated: 14
Total number of SCGs for which an FCGR has been completed: 6
Total number of SCGs etiminated as a result of che FCGR: 1

Tutsl numbar of active ODMI-spansored SCGs: 22
Table 1: ODNI Clugsificution Guide FCGR Sumsuary

(yeryyiow:

"The ODNI's injtial seview commenced in March 2010, and included a general review of
policies, classification authoritics, and procedures to detenmine if revisions o medifications were
necessary based on EQ 13526, As an additional measure, we reviewed the number of vrigina!
classification decisions made over the past 24 months jn ordec 1o determing 18 3 sesfsciion i
Original Classification Authorities {OCA) could be made, The results showed that o nmuber af
positiuns previgusly designated as OCA had not used their authority. Tins alinwed the ODNI to
reduce the number of OCA< by alroost 40 percent without impact 1o the missicn  Subscqueraly.
an extensive internal reorganization of the ODMI added severa) sepioe fevel pesitions sequiring
OCA. A new revised OCA listing was signed by the DNI on Febroary 2, 2011

The ODNI made significant progress in its classification management program. As noted
in the Annual 1ISOQ Report to the President foc 2010, the ODNI was listed as the only 1C agency
to meet the deadiine for complying with the provisions for inplementing EO 13526 guidance.
During the last yoag, the ODNI revised a number of internal ODNI policy and procegura
documents in response (o an extensive internal reorgunization. The ODNI Implementation Plan
was crealed 1o integrate the numerous elements eonlained in the Order and ISOO Directive, and
10 help guide the full range of ODNI classification management efforts. The ISO0-approved
Plan also includes on ODNI Seif-Inspection Guide to asscss the adequacy and compliance of our
classification management program which we intend {o cxecule lafer this year.

Jetermining if the (elassification) guidance confarms Lo curcent sperational and
technical cireusmstances: The ODNI has 22 classification gaides under its purview,
Classification guides are crented through a centralized provess (o ensure unifornily, consistency
and adherenee 10 the Order, 1SO0, and ODNI policies. This centralized approuch helps deter
and reduce duplication of effost and over-clissification. A1l classilication zusdes are signed by o
Jesignated and irained OCA. Systematic revicws of non-compartmentcid ODNI chisificatlion
guides begar in samest fast yewr and werg docunnented nn the ODNI's annual SF-3)1 - Agency
Secnrity Classifivation Mugagement Frogram Data Report submilled o 1800 in Novetibier
2010, Most classiftcation guides are reviowed annually (o cieare current operional and
mission requirements remain valid  Requests for changes o clissificution guides an: veviewsed
and validated by ODNI element nussinn vuvagers and subject watter expens, The rajuesis are
then centrally validated by e Drechor, Inforvvnton Mansgenwat Otitue {NAMOY 1or van-
compartmented guides: and by the Controlled Access Program Coordivalion Uillice {CAPCO)
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for conirolled guides. Approved changes are incorporaled into revisions and forwarded to the
respeclive OCA for signuture and approprialc disinbution. During the ODNYV's revicw, one
classification gwide was eliminated because the program it supporied was terminated. The
centralized review and validation process was a key luctor in linking the program's termination
to the guide's elimination. ’

Determining if the puidance meets the standards for classification under section 1.4 of the
Ovder uni an assessment of likely damage sader section 1.2 of the Order: The standurds for
clossifieation are et and documented in cach ODNL-developed classifieation guide by ciling e
applicalle *reason” next fo the information requiring classification, While the majority of
fensons used within the QDN classification guides cite 1.4 (¢) ~ intelligence avtivities, severnl
sectiony conlain additionad standards appropriate (0 the information being protecicd. The
appropriate classification level is an ussessment determined by the extent Lo which damage will
be caused to the national sceurily and the impact on sensilive sovrces and mcthods.

Deulermining if the dissemination and availability of the guidance is appropriate, tinely,
and effective: The availability and timelincss of ODNI classification guidance is achieved in
soveral ways. The elfectivenass of ereating and disseminuting clussilication guitles was recently
cvidenced by (he amount of querics and discussions that ook place prior (o the creation of the
National Intelligence Priovitics Framework (NIPF) Classification Guide in July 2010, Once she
NIPF Guide was ercated and disscatinated, querics concerning classification of NIPF
information were reduced 1o neat zero. Appeoved ODNI classification guides arc distributed to
all approprintely cleared mission managers and users of the information: posted to applicable
Conmunity of Interest (COI and ODNI element websites; and plieed in a reposilory maintzined
by the ODNIIMO (for non-controlledt guides) and CAPCO (for convrolled guides).
Classificalion decisions reflected in the guide dre thien electronically incorporated into the 1C°s
tool for making derivudive classilication decisions.

An examination of recent clussilicalinn decisions that focuses an ensuring dassification
decistons reflect the fntent of the puidance as to what js classified, the appropriate level, the
thuration, and associated markings: The ODNI's contralized process for crealing clussification
guides coupled with dedicated training for OCAs, helps ensurc original decisions reflect only the
critieal program information requiring protection along with the appropriale disscmination
control markings. Original decisions «re cross-refercnced with other internal and externil
classification guides to ensure duplication does not occur. Past Frecdown of Information Act
(FOLA) and Mandalory Declassification Review (MDR) release decisions are alwo factored in
prior to final implementation. All classification markings applied (original and derivaitve) we
validated tirough DNI's CAPCO Regisrer which sctves as (he authorilative documaent Loy
aathorized 1C-wide classification markings. Changes lo exiztiag Javels or durativg + e for
classified information arc accomplished as necessary and justified, consistent wih praleciing our
nationy security interests as well as sensitive intelligence sources and methods,
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Establishing a secure capability to receive infurmation, allegations, or coniplaints
reparding over-clossification or incarrect classification and to provide puidance o
personnel on praper-classificalion as ngeded:

‘The ODNI Instruction 80.12, Clussification of ODNI Informuation, was created 1o jnclude
provisions for a secure capability (o receive information or complaints conceming the
ODN1's classificution management program. Tn addition, u Hot-Live phone-in capability,
in use since enrly 2009, provides the wotkforee with an alternative method for
commumicaling classification issues,

The ODNT uses u dedicated email group addvess (DNI-Classification) on a classified
network which allows easy access to the information management team fov all issuey
involving classification management. This email group is uscd extensively and serves as
a primacy enlry point 10 reyuest guidance of report issoss involving classification nitiers,
T all cases, over-classilication and “default” clussification levels except in the rarest
circumstanees ace prohibited.

Other highlights impacting our {undamential chassification guidance veview include:

Creating 1C-wide marking challenge procedures.

Completing initial unclor gnnual training for ull DN{ delegated OCAs (compleied us of
June 30™,

Updating or creating three ODNL internal repulations 1o incorporate the provisioos of the
Order where appropriutc (compleled).

Crealing the IC Information Management Conncit (1C-IMCY); a formal sub-group of the
IC-CIO Cooncil, chartered s develop recommendations for issues within the
classilication, declassification, pre-publication review, records manugement, und
Ereedom of Information Act (FOTA) areas of interest. This cffart will help guide the IC
in standardizing proccsses and procedutes in these dynamic and challenging arcas.
Instadfing the Avlomared Classification Masagement Tool onto the DN1 SIPRNet which
will standardize classification markings applicd by alt users of this network. Projec
completion is expected by November 201,

On the training front, we hold bi-monthly dedicaled classification management training
classes onsite and at select IC agency and contructor supporied locations. In sddition, we
are working with NSA to share already developed web and computer-based training
cowscs which comply with EQ 13326 classification management Iraimng reqoircments
1o redoge cost and ovechead support requircments.

Updating paraphiets used to pramote the cducation and awareness of clussification
markings and policies; these are also provided to ODNI staff and contractor personrel
during their oricniation.

Updating the ODNIIC-ClO/Information Management website to address and expluin in
detail the chunges to classificalion management along with its impact on the ODNI
wotkfoeree. In addition, a Classification Management Quarterly Newslerter was ercated
and posted to help keep srployees up 1o dite in classifieation management policies and
prvedures, :

Documented ODNT keadership support for the 1SO0 FCGR cffort through a PRDNY
mesormduny signed on My 26, 200 L o il 1C upency heads and intelityenes ciumeon



