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capability; ensuring access by Program personnel to 
insider threat-related information and data drawn from 
across the agency; establishing a centralized capability 
to 'analyze that information and to direct appropriate 
agency responses to insider concems; ensuring legal, 
privacy, civil rights, and civilliberty issues are addressed; 
p€rforming agency self-assessments of compliance with 
the Policy and Standards; reporting results of agency 
insider threat efforts to a Senior Information Sharing and 
Safeguarding Steering Committee (SC), as established by 
E.O. 13587; and enabling independent assessments of 
agency compliance. 

U) E.O. 13587 applies only to the safeguarding and ( 
sharing of classified national security information 

ed under the Atomic וfand information that is classi 
hreat זhe National Insider 1954 .ז Energy Act of 

F) recognizes, however, that an חask Force (NI ז

agency may possess information that it considers 
sensitive but that is not classified. While the principles 
and practices discussed herein are writlen to 
help agencies execute E.O. 13587 and the Policy 

10 and Standards, they can be applied generally 
. protecl a sensilive but unclassified environment 

o ensure that Program activities are conducted ז) U ( 
within le9al authorities, this Guide emphasizes the 
value of close collaboration with agency counsel 

he ז. and agency privacy and civil liberties officials 
acquisition and use of personal information to detect 
and prevent insider threats is permitted under the 
E.O. 13587 and other national policies. Collected 
information is subject to oversight by civil liberties 
and privacy authorities to ensure that personally 
identifiable information is only gathered and used for 
legitimate and authorized purposes; such information 

. must be strictly controlled within the Program 

(U) INTRODUCTION 

Reforms ןU) Executive Order (E.O.) 13587, Structura ( 
assified Nefworks and the ןmprove the $ecurity of C ןo ז

assified ןe Sharing and Safeguarding of C ןResponsib 
nformation, in conjunction with the White House ן

icy and ןhreat Po זnsider ןןMemorandum on Nafiona 
nsider Threat ןMinimum Standards for Executive Branch 

Programs (hereinafter "Policy and Standards"), direct all 
executive branch departments and agencies (hereinafter 
agency, agencies") that have access to classified " 

information to implement an insider threat detection and 
he purpose ז.)" prevention program (hereinafter "Program 

of the Program is to deter, detect, and mitigate insider 
his Guide provides instructions, ideas, and ז. threats 

possible options to assist agencies as they establish and 
. tailor a Program to meet their particular needs 

he Program requirements contained in the ז) U ( 
E.O. 13587 and the Policy and Standards extend 
beyond the safeguarding of information on computer 
networks and systems. 8y the definition contained in 
the Policy and Standards, insider threat requires the 
establishment of capabilities that apply to classified 
information in all its forms, including information stored 
electronically or contained on systems as well as to 
the activities of p€rsons who use that information. For 
that reason, an agency Program will be required to 
implement standards that apply to computer usage and 

, system access, and encompass detection, prevention 
and reporting capabilities that cover information that 

. resides outside the network environment 

(U) Agency heads are responsible for approving the 
agency's insider threat policy; establishing a Program, 
and promulgating additional agency guidance. if 
needed; designating a Senior Official responsible for 
the Program; establishing a user activity monitoring 

............................................................................................................. ······0 ··············································· ...................................................... .......... .... . 
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................................. ................................................................................................................ .................. , ..... ...... .. ... . 

threat program for agencies that have not yet instituted 
their Programs. Finally, each minimum standard is 

, icy and Standards ןdiscussed (see fmpfementing the Po 
page 17) with a view toward providing helpful tools 

, and techniques that an agency can employ to deter 
. detect, and mitigate malicious Insider activity 

(U) Some redundancy and repetition has been 
intentionally woven into the Guide to reinforce important 
themes as they appear in different contexts throughout 
the Guide. For example, a point-such as the need for 
collaboration among various agency stakeholders-may 
be pertinent in the context of the Policy and Standards, 
may play a role in the analysis of information, may 
be significant from the perspective of protecting the 
privacy of personal information, is certainly an important 
consideralion for an agency insider threat working group 
to consider, and may be important to an agency's 
insider threat training program. Collaboration, then, 
as a theme is discussed in each of those contexts. 

U) Questions about the classification of insider threat ( 
o assist, the NITTF is ז. materials are anticipated 

preparing a classification guide for insider threat-related 
activities and materials that will answer questions about 

. cation of insider threat information וfthe proper classi 
Upon completion, it will be disseminated to all agencies 
that handle classified information and added as an 

. appendix to this document 

n establishing their Programs, agencies are כןU ( 
. expected to implement the Policy and Standards 

AII minimum standards must be met, but that does 
not mean that Programs should necessarily remain 
static or that a solution that works for one agency 
will necessarily work well for another. A "one size 
ts all" model for the federal government is not וf

required. Agencies are provided a great deal of 
latitude to develop a Program tailored to their unique 

, organization and mission, capabilities, resources 
and, most importantly, its perception of the threat from 

 malicious insiders. As an agency sets its own patlך
toward compliance, it should bear in mind that the 
Policy and Standards are only minimums. Agencies 

eir ךwill want to peri6dically evaluate and reassess tl 
his may result in an agency's ז. insider threat posture 

, determination that they should raise their standards 
. even above those set in the minimum standards 

(U) There is no single right solution to insider 
threat detection and prevention: each agency 
must determine its own pathway to accommodate 
its specific environment and resource priorities, 
while implementing the Policy and Standards. 

his Guide begins with a compilation of useful כזU ( 
References, page 3), followed ןpfu ןreferences (see He 

oping ןbya discussion of the steps (see To 8egin ... Deve 
, mplemenfalion Pfan ןan Insider Threaf Po/icy and 

page 5) needed to implement a functional insider 

.............................................................................................................. ·····8····························· .. ·················· .................................................................. . 
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The references provide a ready resource for agency 
, sel, privacy and civilliberties coordinalors חcou 

, cy leaders חnel, and age חProgram perso 

d purposes of a חU) Fourth, although the structure a ( 
formation חsitive i חProgram can be applied readily to se 

ot classified, the focus of E,O, 13587 is on חthat is 
improving the safeguards associated with classified 

a better understanding of the basic חinformation, To gal 
10 individual's access חa חrequirements that gover 

g access by the government חcludi חclassified material-i 
refer to E.O. 12968, Access -חto personal informatiO 

d to חto Cfassified fnformation, 4 August 1995 a 
section 3 of E.O. 13467, Reforming Processes 

, Related fo Suitability for Government Employment 
Fifness for Contracfor Empfoyees, and Eligiblllfy for 

, Access to Classified Nationaf Security Jnformatfon 
. 2008 30 June 

U) Fifth, the process for classifying and declassifying ( 
information, along with agency responsibilities within 
those processes, are covered in E.O. 13526, Classifled 
Nafional Security Informafion. Similar information 
pertaining to classified nuclear information can be found 

 in the Atom;c Energy Act of 1954 at wwwח. rc.govן
.» about-nrclgoveming-Iaws (unclassified 

U) Sixth, the guidelines that address classified ( 
information requirements pertaining to the agency 

, 12829 . contractor workforce are discussed in E.O 
, 1993 fndustriaf Security Program, 6 January ןNationa 

Modifications to the National Industrial Security 
Program are presently being drafted within the 
executive branch to speclfically apply the Policy and 

. Standards to the cleared contractor workforce 

F encourages agencies that חU) Seventh, the NI ( 
do not yet have counterintelligence (CI) capabilities 
to develop those capabilities concurrentJy with their 
Program. The two will be mutually reinforcing. This 

(U) HELPFUL REFERENCES 

(U) Several useful references warrant menlioning, 

U) First, the basic requirements for insider threat ( 
programs are contained in E.O. 13587, Structural 

mprove the Security of CJasslfled ןo זReforms 
Networks and the Responsible Sharing and 
Safeguarding of Classified Information; White House 

Insider Threat Policy and ןMemorandum on Nati ona 
Minimum Standards for Executive Branch Insider 

hreat Programs, 21 November 2012; and White ז

iance with Presldenf's וHouse Memorandum on Comp 
icy, 19 July 2013. These national וnsider Threat Po ו

I executive branch departments and וpolicies' direct a 
agencies (hereinafter "agency, agencies· ) to implement 

. insider threat detection prevent programs 

cy must understand that it חU) Second, an age ( 
investigate any סalready possesses the authority t 

information that comes to its attention that indicates 
g any officer or employee of the agency may חretaini 

. sistent with national security interests חnot be cO 
• ed in E.O חtai חrity is cO סThis investigative auth 

10450, Security Requfrements for Government 
oyment, as amended, and provides authority ןEmp 

to conduct inquires both prior to an actual hirlng and 
, after an individual has been hired by the agency 

U) Third, the FBI Otfice of General Counsel has ( 
assembled a Summary of Federal Citations for 

nsider Threat Task Force. This ןthe National 
document provides extensive authorities, derived 
from U.S. law and policy, that pertain to insider 
threat activities. Reference materials have been 

ited States Code, executive חextracted from the U 
orders, Code of Federal Regulations, presidential 

, d security directives חnational security and homela 
. dards חIntelligence community directives and sta 

.............................. , .......... , .. .......... , .................................. , .................................... .................................................................................... ................. ............ . 
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U) Eleventh, behavioral science specialists may serve ( 

as a valuable resource in defining conduct indicative of 
insider threat concern. Additional information on 
deployment of behavioral science expertise may be found 
on the ONCIX classified website 
Two other publications of note are the University of 
Nebraska's Behavioraf Science Guidefines for 

nsider Threats, which was published in ןAssessing 
2008 for the Oepartment of Oefense (000), and 
ONCIX's Counterproductive Work Behavior and 

. 2012 ience, August וResi 

(b)(3) 

F recommends the employment of חU) Twelfth. NI ( 

security, information security, and counterintelligence skills 
prominently within an agency's Program. The Intelligence 
Community (IC) and the 000 have done considerable 

. work to outline the competencies in these skill areas 
, Agencies, regardless of whether they are part of the IC 

may find useful the skill descriptions developed in the 
: following documents 

Office of the Oirector of National Intelligence's 
) figence Community Standard (fCS וnte ן) OONI ( 

, 610-13, Competency Directory for Security 
; 2010 4 October 

ements of the וE וONCIX's Fundamenta 
 Counterinteוו lgence Discipו ine, Technicaו

igence וCompetencies for Counterintef 
; 2007 ume 2,8 1 August וFunctions, Vo 

CS 610-9, Competency Directory וOONl's 
ogy (Mission and וnformation Techno וfor 

; 2010 Enterprise), amended 4 October 

, 8570.1-M וOoO's Department of Defense Manua 
mproveme"t וnformatlon Assurance Workforce ו

. 2012 Program, Change 3, 24 January 

U) Most of these references are retrievable through ( 

. links provided in the electronic version this Guide 
Eventually these and other materials will be available 
on classified and unclassified websites that the 

F is constructing. AII of the materials may זזNI 
F via זזalso be requested by contacting the NI 

e-mail at (b )(3) 

; 
i 
1; 

I1 
! 

I 
:1 

suggestion is consistent with E.O. 13587, which 
requires that each Insider Threat Program develop 
policies, objeclives, and priorilies for CI capabilities and 
practices. CI capabllitles are outlined in the Defensive 

ueprint- 2010. An וigence Program B ווCounterinte 
important component of any CI capability is Ihe agency 
commitment 10 periodically assess the risks posed by 

ical assets. The Office of the ןadversaries to agency cri 
National Counterintelligence Executive (ONCIX) has 

lgence! ווpublished an instructional manual, Counterinte 
Security Risk Assessment Framework for Federaf 
Partners, March 2012, which agencies should 

. find useful in conducting a CI risk assessment 

U) Eighth, in Oecember 2012, Carnegie Mellon ( 
University Software Engineering Institute's CERT 
Program published a useful unclassified reference 
document on insider threat entitled A Common Sense 

nsider Threats, 4th Edition. The וGuide to Mitigating 
guide provides nineteen positive practices drawn from 

s experience working insider threat situations יזCER 
over the past decade. The practices, supplemented by 
case studies and examples, can help agencies 
formulate their own programs and provide materials for 
the insider threat awareness training component of their 
Program. Also in 2012, CERT published its unclassified 

nslder Threats (available from CERT וCERT Guide To 
insider_threat), which provides ןwww.cert.org :ןןat http 

numerous case studies of malicious insider activities 
. drawn largely f rom private sector examples 

U) N inth, there are two recent documents that deal ( 
cally with the components of insider threat וfspeci 

programs. First is the National lnsider Threat Working 
nsider Threat Detection וGroup's U.S. Government 

Guide, 2011;a its contents c!osely parallel the Policy and 
nsider וStandards and this Guide. Second is ONCIX's 

2011.
8 

,) PS סN סperations (C סThreat Concept of 

enth, most agencies possess a document or ז) U ( 
charter, issued at the time the agency was initially 
organized, that estabiished the mission and its 

his charter should be ז. opera tional parameters 
reviewed for possible guidance and authorities that an 

. agency can incorporate into its Program 

a This is classiffed docurnenl. 

.............................................................. ··· .. · .. · .. ········· .. · .... ··························0 ····· .......................................................... .................................................... . 
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of insider threats is a security concern, making Ihe 
association between the Program and the agency's 
security structure natural and mutually reinforcing. 

(U) Step 2: Obtain Visible Support 
from the Agency Head 

UIIFOUO) Along with the designation of the Senior ( 
, ong זtOfficial, the agency head should demonstrate s 

personal, and visible support for the new Program and 
. its senior responsible official 

he agency head may already have various internal ז) U ( 
communications methods to inform the workforce of 

" I hands וthe importance of the insider threat risks. "A 
, meetings, community forums, newsletters, and blogs 

for example, may already be in use by the agency head 
and can be effective communication vehicles through 
which the agency head can frame and emphasize the 

, agency insider threat discussion 

U) Agency heads who are vlsibly involved in Program ( 
of emphasis to the וawareness provide a valuable leve 

workforce. leadership endorsement of the Program is 
also greatty enhanced when agency heads lend their 
name and/or image in workforce communications about 

. the Program 

Periodic ןU) Step 3: Form Working Group ( 
Feedback to the Community 

eJ)'fr8!!!J8) Once deslgnated, the Senior Official may ( 
wish to assemble an ad hoc cross-agency working 

meet regularly over the months ahead ןןgroup that wi 
to develop the Program and implement the Policy 

he Senior Official should consider ז. and Standards 
providing in-person periodic updates to the agency 

his ז, head and leadership on Ihe group's progress 
interaction will serve 10 reinforce senior leadership 

(U) TO BEGIN ... DEVELOPING 
AN INSIDER THREAT POLICY AND 
IMPLEMENTATION PLAN 

he following ten sleps should be implemented when ז) U ( 
he steps ז. developing a functional insider threat program 

cover the insider threat minimum standards contained 
. 2012 In the president's memorandum of 21 November 

hese steps are comprehensive and designed tor ז

hreat זagencies that have not yet instituted an Insider 
hreat Program: Enlerprise זProgram. Figure 1: Insider 

, View (see page 6) illustrates the primary roles, E.O.s 
policy, systems and data sources that are needed for an 

. hreat Program זJnsider 

(U) Step 1: Designate the Senior OfficiaJ 

l:Jf/FOI:JO) Agencies are required to designale a Senior ( 
Official responsible to the agency head for implementing 
and overseeing the Program. Recommend only one 
official be designated to manage and oversee the 
Program; however, If an agency appoints more than 
one Senior Official (such as in the case where an 
agency has many subordinate elements or multiple 
geographically separated facilities), a coordination 
process should be eslablished so that the Program 

he Senior Official should have ז. speaks with one voice 
direct access 10 the agency head for matters of insider 
threat concern. 1I Is recommended that the Senior 

. Official's performance plan reflect this responsibility 
In a number of agencies with maturing. Programs, the 
responsibility for the Program is vested in a senior 
executive who is also responsible for the agency's 

hough ז. security and/or counterintelligence activities 
not required, this does seem to be a natural fit, since 
many of the capabilities that will be important to the 
Program may already be resident within the CI or 
security structure of the agency. Additionally, the pursuit 

 •...•....••......•.... , ............................................................................................................................................. , ............................. " .......................... " ..........י ••...

 .. ..• ..........••. •י .................. '.י .................................................י ....................................... " ......י .•••••..•••••.. , ......... , ............. , •....••.•••••...•...•• ~ ....•....•.•.•...•••••...•......•... ,.

...................................... , ............................................................... , ............ 0 ......... , ............................. ..... , .... ," ............ , ................................................ ," 
IIiB;\'FQ' 'Q ;ןib2Qil וr" il 

~ 



Approved for release by ODNI on 7-21-2017, FOIA Case DF-2017-00003.

IFI!!B)) F8e9B !!: ;ו: fI8 ~ 

........... ............................ .... .................... ............ .. ................................................... ............ .......... ............. .. ................... 

F חNI ~ hreat Program: Enterprise View זU) Figure 1: Insider ( 

~ ' gRpI>c is (1 IfoiFQ $י" T 

, lios tוon Aul 
D,ivers 

~ ~ ~ ~ ~ • ~ ~ ~ ~ 
Minimum Na[ona\ . E.O . EO . E.O .. . E.O A ןD DlA FISMA 

Slandilfds PoIicy 12966 12333 10450 13567 Porcy ImplementaUon 
Plan 

Agoncy Hoad/Senlor Loadershfp 

Non-811 R.r.,,,,I •• "d Mltlg.llon Eflorta 

• • r.n rוiD 
EAP HR 

4 
LE 

A Security .וon וlIgence & N.t וnte וCounter 
 .......---R.f.rra , •• ~ .•• ...... 1 "1(ן

IA • A. 
Scc 

• A.. 
IG 

.. .. 
Senlor Officlal otlonAa זit jg.nctAutbc ~ J(t .. {אוt81101 n &kו Soc 

1995 f.,FY rסu1 9 <וnJi,* nw., WotkJng G ן~.. _ Afso 
 r ____________________________________________________י

<iו. ! 
 t ~ , ~ fn"'s1Iga ~ • Rtpcw\Sנ. •

.~. t ן~ .. ~ .....~יי?~ 
'"~ td ~ ~ ~ ,_ ~ p •. 

l rוalיו: A ~ r נ~Man 

~ ,-"" /An''Y
1
,. Tools -' __ , '.nd ~~ P" ןן

$:: iIii+ iiiii ~ ---a' ג
lng ,ןlso Aud 'pוe"IO 

) (EA CIO 

. --- ------
F_ t2j 

rll.nes s wגt ning and A iמיT 

c."ttalz.d 

HUB 
Priv'te Endavo 

Sem~Auto""''''d 
PushoslP.II. 

Action 

Analysis and 
R.por1ing 

a Stotage וDa 

rtd Nttvo"", P •• dl .. l.tו c ling eוחGa aוOa 
Extemany וng Inc:lucf ( 

) Controllod Oal8 Sourcu 

'. , 
; 

I 
I 
! 

! 
r 
I 

............... .......................... , ..... , ............................... , ............................... ····8 ·············· .. ························ .. ·········................................................................ I .""" .. "".,,"... __j 

AdM!Y Rcports. כןfclous SUS ARsכ S 

ips among lhe varfous slוlioח vel of the interre)a eוure is an overvievl allhe enlerprlse gוXhe r 59כ

' ' Q '" (ו
. insider Ihreat program discussed in Ihis Guide וcomponents o( a lypica 

 ...........•••••••...•••••.•.•••••••••.••••••••••••••.•.•••••••••••••••••••..•.•.••..•....•••• , ...............................................................י ••••••••י ••••••• , •••••••••••••••••••••••••••••••••••••.•••••••••••••••.••••••••

...................................................... , .......................... - ............. ............................................................................................................ .. ................................. . 



Approved for release by ODNI on 7-21-2017, FOIA Case DF-2017-00003.

BOIFII!B;;'FBIJ8 ההI!.ני IJ' IQ 

..................................................................................................................... .......................................................... ...... 

ow ווawareness of and suppor1 for the Program and a 
the agency head to incorporate the positive results of 
the Program development effor1 into his/her portrayal 

he working ז, of the agency's status and posture 
group can also help 10 develop relationships between 
components!offices, leading to better informalion 

his also will serve to ז, sharing and cooperation 
minimize the possibility of unwanled surprises from 
Program developmenl efforts and should provide early 
notice 10 the leadership team of the need to restructure 

. ocations to support Ihe new Program ווcurrent funding a 

he working group should consist of representatives כזU ( 
from all stakeholder offices wlthln the agency, A 
stakeholder,' in this context, is an agency office whose " 

business activities place them in a position 10 receive 
, and retain information pertinent to the background 

conduct. and activities of agency employees. As a 
rule of thumb. stakeholders would certainly Inc!ude 
representatives from the security!counlerinlelligence 
staff. the Office of the Inspector General (OIG). the 
law enforcement elements of the agency. the Human 
Resources (HR) offJce. the Information Assurance 
IA) Office. and the Office of the Chief Information ( 

Officer (CIO). However. any office within the agency 
that possesses information about the activities of 
agency employees could be consldered a stakeholder 
for purposes of the working group. In short. tailor the 

, working group 10 your agency 

.) U) Critically. the Office of the General Counsel (OGC ( 
Solicitor General. or Corporation Counsel should be 
included as a working group member in order to heip 
sort through questions that may arise about authoritles 

Civil liberties and privacy הand legal impediments 
office(s) should also be represented, As the agency 
develops a Program that provides a more in-depth 
iook into the professional and personal activities of 
agency employees. legaJ advice and particlpation 
at every stage of the working group effort will be 

Citations for ןessential, (See Summary of Federa 
). 3 nsider Threat Task Force, page ןthe Nationaf 

: .............................................................................................................. : 

: : 
::::; . uestions for the 'i1 ( ג F Iii זז'( ~ . 

hreat Working Group זInsider ~~ 

1 8 6 8) The working group should consider the כ;w ( 
followlng during its discussion 

? What are we trying to protect 

How will the Program be Implemented and over what • 
? period of time 

? Who wi" write the pollcy and implementation plan 

/) OC (יl1y יWhen can we reach Inltlal operating capabi • 
?) operatJng capability (FOC ווfu 

place within the agency that חWhat capabilities are i 
? will contribute 10 the Program 

? What capabilities are mlssing? What is needed 

cy will be useful חWhat Information resources In the age • 
? to the Program? Where do they reside in the agency 

the ןחformation involved חAre the "keepers· of that I 
: 1 ? working group 

What possible vehicles does the agency have to 
? promulgate a Program policy 

How will the Program deal with subordinate elements • 
ements that are geographicalJy removed from יsnd/or e 
cy headquarters? WilJ there be a need for חthe age 

?" ior responsible officials חseveral ·se 

How Y/ill the agency fund and staff a Program office to • 
implement the agency's insider threat policy? 

il1 the sgency's "hub" or centralized וHow and where y • 
II וW? analysis and response capability be established 

there need to be several "hubs· to servlce the agency's 
formstion interconnect? חneeds? How wi!1 their i 

What action can and should the agency undertake to 
apply Its insider Ihreat policy to its contractor workforce 

? and personnel located in remote locations 

,:! Determine what safeguards should be Included • 
in the Program 10 ensure the protection of insider 
threat information and t.he civil iiberties and privacy 

. of individuals 
: . ................................................................................................................. : 

......................... ' ..... , ...... ", ............. , ........ , ........... , ... , ......... , .... , ... , .. , .. , .... ····,·8,··,·················,,··,,·················,,···, ............... , ... , .... " ... , .. " ... , ..................... , ..... . 
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(U) As the agency insider threat working group reviews 
the various requirements and guidance that applies, 
the working group, with agency counsel participation, 

should take care to initiate a dialogue with their CSAs 
to ensure that, at the appropriate time, the Policy 
and Standards are applied to the agency's cleared 
contractor workforce. Among the points that the 
v/orking group may wish to clarify in discussion with its 
respective CSAs are the following: 

How will insider threat awareness training 
best be accomplished and documented 

? for the agency workforce 

How will user activity monitoring be accornplished 
ac!ors? This discussion may also זtcon זfO 

require contacL with service providers (see 
page 42) from other organizations when those 

ed computer ifו organizations operate class 
systems and networks that the agency 
uses (see JmpJementing a Host-Based User 

.) 35 Activity Monitoring CapabiJity, page 

What relationship will exist between the 
agency Program and the insider threat 
programs established by the various cleared 
contracting firms that work for the agency7 

How will the Senior Official responsible for 

insider threat mitigations at contracting firms 
? interface with the agency's Program 

be the relationship between the agency ןןWhat wi 
Program and the CSA Program? How will the 

,. information integration and analysis function (i.e 
the "hub;" see CentraJized Hub: Jnformafion AnaJysis 
and Response. page 20) required by the Policy and 

? Standards be accomplished for cleared contractors 

How will the CSA, agency, and contractor 
rms collaborate to respond to and resolve וf

? insider threat concems and issues 

How will the access to information requirements 
of the Policy and Standards apply to 

? information held by the contracting f1rm 

Are there records retention issues to consider 
? when the records contain contractor information 

:~ 

~ • [ 

Ij 

_ _j 

(U) The broad membership of the working group 
should guarantee wide input from across the agency, 
which in itself should be seen as an advantage for the 
Program and should assist in familiarizing the agency 
staff leaders with the requirements of the Policy 
and Standards. 

U) It should be emphasized that the Policy and ( 
Standards address agency actions that should apply 
to all employees. The definitions of "employee" and 
cleared employee" contained in the Policy and " 

. Standards, respectJvely, include contract personnel 
With the advice of counsel, agency efforts 10 establish 
a Program shouid inciude measures to incorporate 
the requirements of the Policy and Standards into 
the provisions of the agency's commercial contracts 
that involve classified information and access by 
contract personnel to that information. As this Guide 
is being written, efforts are under way to modify the 
Nationaf Jndustriaf Security Program Operating Manuaf 
NISPOM) and imp!ementing guidance, which govern ( 

, access to ciassified information by contract personnel 
expressly apply the Policy and Standards to the סt 

. contract workforce 

(U) When considering the contractor environment. there 
is a unique three-cornered relationship that should be 
taken into account: the agency, its cleared contractors, 
and the Cognizant Security Agency (CSA). CSAs are 
established under E.O . 12829, and have exclusive 
authority within the executive branch to establish 
industrial security programs. Every agency that desires 
to emp!oy c!eared contractors must affiiiate wi th one or 
more CSAs and must fo llow industrial security program 
requirements established by its respective CSA(s). 
Four entities are estabiished in E.O. 12829 as CSAs: 
000, Oepart.ment of Energy, the Nuclear Regulatory 
Commission, and the Oirector of Nationallntelligence 
(ONI). Every agency that employs cleared contractors 
has responsibilities to one or more CSAs. CSAs, in 
tum. are expected to develop and implement their 
industrial security programs according to the national 
security guidance found in the NISPOM. AI! agencies 
with cleared contractors must follow the security 
programs established by their respective CSAs. 
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Access to Information כU ( 

The working group should identify offices within כU ( 
the agency that possess information needed for 
insider threat analysis. The agency's policy and 

dix B, page 54 and חimplementation plan (see Appe 
clude חAppendix C. page 59 for templates) should i 

sufficient direction to ensure that Program access to 
needed information is provided and that the authority 

. to access that information is part of agency policy 

U) A program may require access to the following ( 
: sources חformatio חi 

Informatlon Assurance - system or network 

audit logs 

Security - security v iolation reports 

serious incident reports -

security clearance adjudication files -

ancial disclosure reports חemployee fi -

facility access records -

travel reports חforeig -

foreign contact reports -

) Statement of Personal History (SF-86 -

polygraphs reports. if applicable -

Human Resources - employee 
disciplinary records 

employee employment history -

job descriptions -

performance plans 

employee performance evaluation reports -

Counterintelligence - investigative reports 

IG - investigative reports 

Law Enforcement - serious incident reports 

investigative reports -

U) In addition. the working group may wish to keep ( 
the workforce informed about Program developments 

. to reduce rumors and employee misconceptions 
The agency probably has established means for 

• disseminating important information to the workforce 
perhaps through newsletters, leadership e-mails, and 

all hands" or large group meetings. Such vehicles " 
can serve the dual purpose of keeping the workforce 
informed about the Program while encouraging a 
sense of insider threat awareness. These same 

vey חserve to cO חcommunications forums also ca 
. Program emphasis by the agency head 

cy may receive חg group or the age חU) The worki ( 
g to the work of the NITTF חi חexternal queries pertai 

and E.O. 13587. Refer these queries to NITTF 
1. the FBI Public Affairs 

Office (NPO@ic.fbi.gov), or the ODNI PublicAffairs 
ication ח. A commu Office 

guide (see Appendix A, page 51) is provided to 
. assist with and to respond to external queries 

(b)(3) 

(U) Step 4: Review Current 
Requirements and Guidance 

t;,';lFSUS) The working group should identify policies ( 

place wilhin חd procedures that are already i חa 
the agency. which may have an impact on the 
establishment of the Program. The working group 

sider how current agency policy and the חshould then cO 
 current agency environmeח ft may require modiו cation iח

order to comply with the Policy and Standards. These 

discussions of the agency's particular environment will 
g group to tailor its Program to meet the חhelp the worki 

; distinct needs, mission. and systems of the agency 
guarantee privacy, civil rights. and civil liberties of agency 
personnel; and accomplish the president's insider threat 
objectives. Agency responses to the Key Jnformalion 

rs (KISSI) (see סtica dחSharing and Safeguarding I 
dix 0, page 65) may offer a usefuJ measure of חAppe 

sider threat capabilities for the working חagency i 
. group's discussion 

 . ................................................ , ..... ,י ........................... , ................................... 1 •••• •• •• •• •• ••••••• ..... ••••••••• .. ••••••••• .. •••••• .........................................................
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~ ;~ (U) Records Retention 

J insider threat inquiries shouJd be וU) Records of a ( 

tion regulations חmainlained according to Ihe records rete 
formalion and any system of records חg agency i חi חgover 

that is established 10 document Program activities. If the 

clear records retention reguiations םחagency possesses 
applicable to insider threat inquiries, the agency records 
retention professionals should collaborate with the 

10 ) National Archjves and Records Administration (NARA 

establish an appropriate system of records and. where 
appropriate, issue public notification of that system of 

records. In most cases. however. an agency will already 
have retention guidelines approved by NARA. perhaps 
covering files associated with Ihe agency's securi ty 

spector חactiviUes. counterintelligence activities. or i 
any event. the agency's Jnformalion חgeneral activities. J 

Management Office. or its equivalent, should guide the 
. Program personnel in proper records management 

e: (1) what type חeed to determi חcy will חage חU) A ( 
d/or systems will be created and used חof records a 

d/or חin support of its Program; (2) if these records a 
; sidered permanent or temporary חsystems should be cO 

d (3) whether the appropriate dispositions are חa 
d/or systems (i.e .• how long חapplied to the records a 

) ed חthese records and/or systems should be maintai 
tact its חcy shouJd cO חto support the Program. The age 

10 t חt Office (IMO) or equivale חageme חMa חfonnatio חI 
tly has a NARA-approved Standard חe if it curre חdetermi 

 Form (SF) 115, Request for Records Disposifioח
Authorily, or a Records Schedule that supports its 

approved SF-115(s) or Records חProgram records. If a 
Schedule(s) exists to support the program. the Program 

ee should work closely with its חManager or desig 
respective IMO or equivalent in implementing these 
guidelines to ensure the Program records and/or 

ce חaccorda חsystems are managed and preserved i 
. with these guidelines 

 .ו
r 
· i 
i ., 
~ 

."i 
\: 
~. agency does not have an approved SF-115 or חU) If a ( 

a Records Schedule, the Program Manager or designee 
should coordinate with the respective IMO or equivalent 

External Sources - External reporting should be 
,. ificant value, e.g חidentified that may be of sig 

LexisNexis 10 cross check information. Exterior 
ot חinformalion sources can provide alerts 

. om internal sources זfavailable 

U) Records Management Requirements ( 

d חg a Program. departments a חimplementi חן) U ( 
d חagencies will be required to establish policies a 

procedures. obtain dala from multiple sources, and 
ts to ensure חgenerate reports and other docume 

compliance with E.O. 13587 and the Policy and 
support of חerated i חStandards. The records ge 

your Program must be managed and preserved in 
accordance with the guidelines set forth by your 

d Records חal Archives a חagency and the Natlo 
.) Administration (NARA 

g חtly 44 U.S.C. Chapter 31 and other existi חU) Curre ( 
laws and regulations require federal agencies to 

t records management policies חdevelop and impleme 
: and programs that 

Identify records needed to conduct 
. agency business 

Create and preserve records that document 
, s. programs, policies חthe organization, functio 

sactions חtial tra חdecisions, procedures. and esse 
cludes records necessary חhis i ז. of the agency 

to protect the legal and financial rights of the 
governmenl and of persons direclly affected by 

. the agency's activities 

Manage records according to NARA-approved 
d חrecords schedules that determine where a 

ed, and חhow long records should be maintai 
. transfer permanent records to NARA 

Ensure Ihat an agency addresses the 
d disposition חce. use, a חa חte חcreation, mai 

of databases, e-mail, web records, digital 
audiovisual materials. and records crealed 

. ogies ןfrom new and emerging techno 
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U) General Counsel ( ~ 

U) Some agencies have found that a letter or memorandum ( 

he Office of General Counsel outlining the זfrom 
-hreal Program functions זau!horities for specific Insider 

such as the inquiries of Inslder !hreat conduct and 
operation and סcuser activity monitoring - facilitates 

. collaboration across the agency with the Program 
: ............................................................................................................ : 

(U) Step 6: Protect Privacy and Civil Liberties 
by Applying Appropriate Safeguards 

icy and Standards require וU) E.O.13587 and the Po ( 
agency insider threat programs to include appropriate 

, liberties. This includes וproteclions for privacy and civi 
but is not iimited to, ensuring the protection of the 

n סiat וmprivacy and civilliberties of employees. Info 
llikely be subject to וlected, retained, and shared wi וco 

. the Priv8cy Act of 1974 and the Federal Records Act 
12333 . ements will be subject to E.O וFurther, all lC e 

; 1981 igence Activities, 4 December ןןUnited States Inte 
approved United States ו-and their Attorney Genera 

persons guidellnes (see Summary of Federal Cilalions 
.) 3 nsider Threal Task Force, page ןfor the Nalional 

d consult with וU)To assist in this regard, agencies shou ( 
cials in developing ffו their civil liberties and privacy o 

ementation plans and וtheir agency insider threat imp 
cials should be integrally involved ffו policies. These o 

activities ווin all working groups established and a 
. ement the Program וdesigned to develop and imp 

 ) U) The consolidation and sharing of personaו
information for irisider threat programs create privacy 
and civii liberties risks. Thus, certain minimum 
procedures are required to safeguard information and 
people from privacy and civil liberties abuses. These 

: include the following 

 Mandatory training of aוו insider threat personneו
ing of information וregarding the proper hand 

applicable ווand consequences of misuse) and a ( 
ations, and וcivilliberties and privacy laws, regu 

. icies governing their activities וpo 

e to support the records וto develop a Records Schedu 
be associated with the agency's ווor systems that wi ןand 

Program. Once the Records Schedule is developed, the 
agency's IMO or equivalent should work closely with 

, NARA to obtain the required approval. Upon approval 
d coordinate וthe agency's IMO or equivalent shou 

cial or Program Manager (or their ffו with the Senior O 
. designee) to implement these guidelines 

U) Decisions will have to be made by the agency ( 
with respect to the retention period for information 

ves וand for stored electronic data. The question invo 
ance of the equities of the Insider Threat וa proper ba 

Program (i.e" the Program need to possibly refer back 
, y acquired ווto information years after it was origlna 

even if the information was originally not tied to an 
insider threat concern), the responsibility to protect the 
privacy and civilliberties of employees, and the need 

. lnes approved for the agency וow retention guide ווto fo 
Discussions among the agency proponents in each of 

I be necessary to arrive at a suitable וthese areas wi 
data and information storage plan for insider threat 

. information and data 

(U) Step 5: Seek Legal Input 

y ו) Q.s the working group proceeds, regular ~ ' ' ~ IF ':זs ז( 

coordlnate each step of the implementation process with 
e וiance with applicab וGeneral Counsel to ensure comp 

ities may וlaws and policies. Since Program responsibi 
ly identifiable וdeal with a significant quantity of persona 

ve the indivlduat conduct of וinvo ווinformation and wi 
employees, great care should be exercised to ensure 

privacy וthat the Program provides adequate persona 
eblower" protections. All lnvestigative וand "whist 

s and procedures should be וand response manua 
ncorporating ו. coordinated with OGC personnel 

active counsel and civilliberties membership in 
the working group should ensure an appropriate 
level of legal review and guidance for the new 
Program. (See Summary of Federal Citations for 

). 3 the Natfonallnsider Threat Task Force, page 

........................ .................................... ........................... , ...................... .................................................................. .............................................................. . 
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• g וParticularized data standards for decision-makiI 
including consideration of requiring human review 
at those pOints in each specific business process 

10 where the potential exists for adverse impact 
Ihe individual; agencies should pay particular 

• ol acquire חey do ווattention to ensuring that I 
retain. or share information that relates solely to 
constltutionally protected activities (e.g .• freedom 

.) of religion or speech 

Limitations on the disseminalion of protected 
information-including appropriate guidance on 

. retention and use of such information 

(U) Step 7: Identify Classified and Other 
Critical Assets 

U) E.O. 13587 and the Policy and Standards are ( 
focused on safeguarding classified information and 

he working group should determine whether ז. nelworks 
the agency has identified its other critical assets-those 
elements of the agency's mission thal are essential 
to the agency and to national security and which. if 
damaged. stolen. or otherwise exploited. would have 

the agency. its mission, and חסa damaging effect 
. national security 

(U) Although the Program will apply to clear personnel, 
the working group should consider whether it wishes to 
apply its Program to other agency critical assets that are 
sensitive bul unclassified. 

U) The agency should have a process in place for ( 
determining its critical assets and assessing its risk 
posture as a cornerslone of an effective Program. If the 
agency has not identified its critical assets. then it 
should immediately begin the effort to do so and to 
assess the risks to those assets, parallel to the effort to 

. establish the Program 

he empanelling of the insider threat working group ז) U ( 
see Step 3: Form Working GrouplPeriodic Feedback to ( 

the Community. page 5) provides an opportunity to 
review, across the agency. the maturity of its critical 

. asset risk assessment process 

~ ! 

Oversight mechanisms or procedures to ensure 
proper handling and use of systems auditlogs 

. and related employee information 

Procedures to ensure the protection of particularly 
sensitive or protected information (e.g., medical 
or financial information) and to ensure that 
information is restricted to those trained insider 
threat personnel who need such information to 

. perform their authorized functions 

• Training of all employees on agency standards 
. policies, and implementation activilies 

e monitoring of ווNotificalion 10 employees on t 
government syslems through written nol ification 

. and banners on government computer systems 

Agencies should also consider supplementing these כU ( 
minimum requirements with addilional safeguards 
tailored to their organization(s). If more intrusive insider 
threat detection measures are deemed necessary by an 
agency-including as part of any periodical reevaluation 
or assessment of the agency threat posture-additional 
safeguards should be adopted to compensate for 
those measures. Consideration should be given to 

• applying additional safeguards that are. at a minimum 
proporlional to any increased risks to privacy and civil 

: hese can include such safeguards as ז. liberties 

Progressively higher standards for the acquisition, 
retention, and sharing of information that is more 
sensitive or intrusive. 

Increased security, access controls, and 
auditing of data forwarded to the hub, (see 

, Informafion Integralion. Analysis, and Response 
page 20) including application of privacy 

. enhancing technologies 

Requirements to delete protected or sensitive 
information that has not been affirmatively 
determined to relate to an insider threat after fixed 
periods; extensions of retention periods may be 

ustified based on particularized נrequired to be 
. findings and approved by more senior officials 

.......................... _ ..................................... ......................................... .................................................. , ............................................... , ................................... . 
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(U) Step 8: Write Agency Policy and 
Implementation Plan 

Each agency is required to issue an insider •••• 
threat policy and implementation plan. Understanding 

) 11 the authorities (see Step 5: Seek Legal Input. page 
• under which the Program shall function in the agency 

the working group should examine each individual 
minimum standard in the context of the agency's 

his should aid the group In ז. unique environment 
, applying each standard in a way that makes sense 

supports the agency mission. and safeguards the 
agency's classified information. Remember that the 
agency pollcy and implementation plan should apply 
to all agency elements, not solely to the agency 

he Guide discusses in detail each ז. headquarters 
. indivldual standard in the next section 

(U) An agency policy will form the framework for 
implementing the Program. A policy template has 
been provided that can be tai lored to the specific 
needs of the agency (see Appendix B, page 54). 

(U) An Implementation plan will provide an agency a 
detailed way forward to establish the Program and a 
mechanism to allocate for resources, both internally 
and within the executive branch budgeting process. 
An implementation plan template has been provided 
(see Appendix C, page 59) which can be tailored to the 
speciflc needs of the agency. 

(U) A comprehensive list of Program functions may 
be found in the section entitled "Implementing 
the Pol icy and Standards-Responsibilities 
of the Senior Official(s)" (see page 17). In the 
implementation plan, the working group should 
explain how the agency intends to accomplish 
various agency-specific functions, including: 

Setting timelines and milestones for establishing 
each element of the Program; 

Explaining Program staffing and resourcing; 

OuUining the responsibilities for a Program Office; 

here are many risk assessment models that an ז) U ( 
agency may choose from. One model that looks at an 
agency from a security and counterintelligence perspective 
can be found in a small document published by the ONCIX 
entitled CounlerinlelligencelSecurily Risk Assessmenl 

F חfor Federal Partners and may be found on the NI 
ed website or may be requested by contacting וfclassi 

F via e-mail at חthe NI (b )(3) 

j···~~·····~~;·~·~~~;~·~·~~~;·;~~·i·~~; ··· ·· · ········ · .............. : 
~ (~ Threat Policy 

(U) While the agency policy should cover all of the 
polnts contained in the Whlte House Memorandum on 
Nalionallnsider Threat Po/icy and Minlmum Standards 
for Executive Branch Inslder Threat Programs. and this 
Gulde. as a minimum it should: 

• Establish the Program and direct functional or office 
managers to support. 

. Describe Ihe purpose of the Program (detecting 
text of ןdeterring, mitigating insider threats) in the cor 

. c agency's mission וfthis speci 

Designate the Senior Official(s) responsible for 
. oversight and management of the agency's Program 

alized זtEstablish a Program office. including a cen 
. analysis and response "hub" or center 

Ensure Program personnel have authorized access to 
rmation and data from across סfinsider threat-related in 

. the agency and other agencies as appropriate 

• Ensure legal, privacy, civil rights, and civilliberties 
issues are addressed. 

: • Mandate Insider awareness tralnlng. 

ed וfEstablish a user monltoring capability on classi • 
. networks and systems 

Require agency self-assessments of compliance • : 
10 with Ihe Pollcy and Slandards and repor1 results 

. Steering Committee 

. Enable independent assessments of agency compliance • ~ 

~ ............................... , .............................................................................. : 

............................................................................................................ ·······8 ························ ······················ .......................... ....................... .................... . 
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(U) Step 9: Obtain Approval , Establish 
Program Office, Implement Plan 

he working group and the Senior Official should ז) U ( 
present the agency's Program draft implementalion 
plan and a draft insider Ihreat policy 10 the agency head 

he approval should ז. for approval as soon as possible 
cienl 10 immedialely ffו include resource allocations su 

establish a Program Office to execute the new insider 
. threat policy and the Program implementation plan 

Should resources nol be immediately available to 
plement all the minimum standards, agencies should ןin 

use a risk assessment 10 determine which standards 
will be funded. At the very minimum, however, agencies 
should seek to establish a centrallzed analytic and 
response capability- a hub-no matter how basic 

, T1afion Integratlon, Analysls, and Response וrsee 'nfo ( 
 page 20). Acceptance of rlsk should be Idenlified iח

plan and briefed to and approved חthe implementatio 
ce the policy and חby senior agency leadership. O 

implementalion plan are approved, the worklng group 
should establish a Program Office-with a Program 

nel dedicated to implement the חManager and perso 
policy. With the establishment o( the Program Office, it 

hreat Working Group זmay be possible for the Insider 
or most of its ווto meet less frequently and transfer a 

responsibilities to the new Program Office. As the 
Program Office personnel is being assembled, it should 
be introduced to the entire agency workforce, preferably 

 by the agency head, as part of an agency-wide "r-ווס
out" of the agency's new policy and implementation 

-out can serve to introduce the new ווhis ro ז. plan 
as act as an initlal tralnlng activity by ןןpolicy, as we 

the agency, whlch will help meet the requirements 
of the trainlng and awareness mlnlmum standard 

.) 34 see Employee Training snd Awsreness, page ( 
r 

f.י 
; 

i 
j 

i 
;j 
l' 

~i 

Dellneating how information from various agency 
; be provided to the insider threal hub ווoffices wi 

nlng the agency methodology to conduct ווOut 
; ts חself-assessme 

the clר Determining the process through whi 
agency will respond to agency reporting 
requirements (including designating the agency 

sible for gathering KISSI חoffice that will be respo 
information) (see Appendix 0 for additional 

;) 65 information on KISSI, page 

Deciding whether to solicit outside assistance
; F or other agencies זזperhaps from the NI 

g capability and full חDetermlning Initial operati 
; operating capability dates 

Formulating current and subsequent fiscal 
year budgets; and 

. Satisfying agency reporting requirements 

............................................................................................................. . . . . 

~ U) Agency Reporting Requirements ( ן

(U) E.O. 13587 and the PoIicy and Standarcls eslabJish 
certaln periodic agency reporting requirements: 

1. Agency head annual self-assessment report 10 
Senior Informatlon Sharlng and Safeguarding 
Steering Commlttee 

2. Senlor Officlal annual Insider threat progress report 
10 agency head 

3. Quarter1y Key Information Sharing and Safeguardlng 
Indicators (KISSI) report to the Senlor Information 

: ........ ~~~~i.~~ .~.~~ .~.~f~~.~.~~~ .. ~.t.~.~~~~~ .. ?~~~.i~.~~~ .................. , ..... : 

able to assist agencies in ןF is avai חhe NI ז) U ( 
. developing their Program implementation plans 

Any support arrangements should be documented 
. in the plan 

................ .............................................................................................................................................................................................................................. 

.. .................. , ..... , ........... , ............... , ..................... , ........ ................................................................................... ..... . ........................................................... .. 

........................................................... ····················,· .. ·· .. ········ .. · .. ···· .. ··· .. · .. ·8 .... · ............................................................................................................. . 
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E.O. 13587) the results of agency self-assessments of 
compliance with policies and standards issued pursuant 

or Official ןto E.O. 13587. The agency head and Sen 
may want to sequence and structure both of these 
reporting requiremcnts to satisfy all or part of the agency 

o do this, the ז. sibility to the SC חhead's reporting respo 
Senior Official's annual report should include an internal 

tity חcy e חage חducted by a חevaluation or assessment cO 
the Program חperhaps the Inspector General) other tha ( 

. Office itself 

ual reporting requirements. the חU) In addition to an ( 

a חסagency is required 10 submit responses 10 KISSI 
quarterly basis. These KISSI resulls provide the agency 
wilh a ready-made information source that should 

F זזhe NI ז. cy self-assessments חage חbe useful i 
, recommends that the Senior Official be responsible for 

ally review, the content of each quarter!y חand perso 
he KISSI questions can serve as ז. KISSI submission 

a good internal measure of an agency's current insider 
he KISSI questions are ז. threat mitigation capability 

um ןןnpliance with Ihe minil זconstructed to determine cO 
standards by an agency's Program. As such, analysis 
of the results of the agency's periodic KISSI reporting 

cy חto the SC should be a component of the age 
self-assessment process. KISSls can provide the agency 
with a useful gauge of progress metrics and challenges 
over time. (See Appendix 0 for additional lnformation on 

.) 65 KISSI, page 

(U) Step 10: Conduct Scheduled 
Self·assessments 

(U) After the agency assigns day-to-day responsibilities 
for the Program to a Program Office and begins 
executing the implementation plan, the senior 
responsible official may want to release the working 
group. Since, however, the agency policy and 
implementation plan should have included provisions for 
periodic Program self-assessments, the Senior Official 
may wish to confer with the agency head, the General 
Counsel, and the Inspector General to determine 
when and how to assess the agency's progress. The 
senior leaders may decide to reconvene the working 
group periodically to conduct an interim assessment 
of the agency's posture or to assign the assessment 
function to a separate office, such as the IG. 

U) Remember, the Policy and Standards require two ( 

reports, at least annually, on the agency's insider threat 
posture. First, the senior responsible offlcial is required 
to provide an annual progress or status report to the 

he Senior Official's ז. agency head on the Program 
report should provide an update on the implementation 

, plan that was previously approved by the agency head 
, document annual accomplishments, resources allocated 

insider threat risks identified, recommendations and 
90als for Program improvement, and major impediments 
or challenges. Second, the agency head is required 
to report annually to the Senior Information Sharing 
and Safeguarding Steering Commiltee (established by 

............................................................................................................ ·······e ······················· .. ·········· .. ······ .. · .. ·· ................................................................. . 
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to be negotiated by the Senior Official. The Senior 
Official and the agency head should be a visible 
and positive symbol of the agency's commltment 
to insider threat detection and prevention. 

(!s1;\'F8'i8) [.0. 13587 directs the Senior Official 
to issue an agency insider threat policy, approved by 
the agency head, and to develop and promulgate a 
Program Implementation Plan-both within 180 days 
of the effective date (21 November 2012) of the Policy 
and Standards. It is recognized that many agencies 
were unable to achieve this goal. 

(t "'f&Q' !Qj In the previous section of the Gu;de, NITTF 
recommended ten steps the agency and the Senior 
Official should follbw for Program implementation. 
Among these steps are for the Senior Official to 
designate an interagency working group (chaired by 
the Senior Official) and to establlsh a Program Office. 
The working group can provide the Senior Official 
with the initial interagency collaboration necessary to 
draft the policy and implementation plan and to obtain 
approval of these documents from the agency head. 
The Program Office, once approved, resourced. and 
functioning under the management direction of the 
Senior Official, should implement the policy and operate 
the Program. If the Program Office is established at an 
earlier stage or is assembled within an existing office, 
then it can contribute to the working group as the latter 
completes its tasks of writing the policy and developing 
the Program Implementation Plan. 

•••• The Senior Offlcial and Program Office 
should foster integration of the Program into the 
operational fabric of the agency by promoting 
collaboration among stakeholders (see discussion of 
"stakeholders," page 7) to actively engage in preventing, 
detecting, or mitigating insider threat activity. The focus 

, (U) IMPLEMENTING THE POLICY 
AND STANDARDS 

he Policy and Standards address six ;ן) fF8e18 ~ eI ( 
;) major topic areas: designation of a Senior Official(s 

; information integration, analysis, and response 
Program personnel; access to information; employee 
training and awareness; and monitoring user activity on 

. networks. Each topic area is discussed below 

(U) Responsibilities of Senior Official(s) 

he Policy and Standards require that the ז) eI;'{P81!!18 ( 

) agency head designate one or more Senior Official(s 
as responsible for the management, accountabiJity, and 
oversight of the Program. The Policy and Standards list 
the responsibilities that should be accomplished by that 

.) Senior Official(s 

he Policy and Standards envision that, for 0 ' ' 0 (ז .''' '( 
most agencies, one senior individual shall act as the 
senior responsible official. However, recognizing that 
there may be situations where insider threat detection 
and prevention requires dividing responsibility among 
several officials (for example, where an agency has 
multiple agencies or elements subordinate to it and/or 
distributed over many geographically separated 
facilities). flexibility is permitted to allow the designation 

. of more than one senior responsible official 

1!!I//P8e18) Insider threat detection and prevention ( 
, require an integrated effort across the entire agency 

• cial should facilitate the integration effort ffו The Senior O 
acting as the primary interface between senior leaders 
across the agency to explain Program requirements 

aboration from the offices led ןןand elicit continuing co 
by those senior leaders. In some situations, access to 
a particularly sensitive information source may need 

..................... ..................................................... ······· .. ·················· .. ···········e ·· .. · .... · .. ······ ............................................................................... ................. .. 
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Disseminate across the agency information 
about insider threat activities that should 

, be reported to the Program Office 
. along with reporting mechanisms 

Employ an insider threat risk assessment 
capability for the agency, and Incorporate 
the results into the agency's critical asset 

. identification and riSK assessments processes 

reat awareness training ךDevelop agency insider tl 
. for the workforce per the Policy and Standards 

aborative arrangelnent whereby ןןDevelop a co 
advice of counsel is regularly provided to the 
senior responsible official and the Program 
Office to ensure that agency insider threat 

. activities stay within legal boundaries 

Establish appropriate mechanisms to ensure the 
proper use of information and the adherence to 

! privacy and civil liberties protections within al 
insider threat activities in concert with the 
agency General Counse! and civil liberties and 

/ of Federa yוprivacy officials. (See Summa 
Citations for lhe Nalional Insider Threal Task 

). 3 Force, page 

, Leverage Information-gathering. analytic 
investigative. and operational resources 
from across the agency to ensure that 

, each insider threat concern is documented 
. promptly investlgated, and resolved 

Establish a system of records, as required 
by the NARA, to properly record and 

. document Program activities 

Provide agency substantive responses to the 
. Steering Committee's quarterly KISSI surveys 

Establish a system to obtain current 
U.S. Government reporting on insider 

. hreats. trends, and methods ! 

Conduct periodic self-assessments of the 
adequacy of the agency insider threat posture 
and compliance with E.O. 13587 and the 

he objec!ive should ז. Policy and Standards 
be to conduct periodic reviews of the agency 

should be on structuring, planning. and overseeing 
execution of agency insider threat prevention efforts 
across the agency. A single Program office should 

, centralize agency insider threat knowledge. authorities 
and capabilities; address all agency insider threat 
concerns; and provide insider threat direction, guidance 
and training, al!owing the Program to provide a 
near-continuous assessment of the strengths and 

. esses of the agency's insider threat efforts krר wea 
Information should flow from across the agency to 

, a central anafytlc hub (see Informafion Inlegralion 
Analysis, and Response, page 20) in the Program 

he hub should fuse and analyze the incoming ז. Office 
information and initiate an appropriate agency response 
to investigate or otherwise resolve each insider threat 

he result should provide an integrated ז. concern 
and holistic Program that incorporates participation 

. and information sharing from across the agency 

(U) Note, however, the hub cannot look at everything, 
so the need exists to constantly refine what "access to 
information" means. Additionally, the Program Office 
should consider at establishing automated linkages to 
facilitate the flow of information and automated analytic 
tools to facilitate the review of information on a near
real-time basis, if possible. 

8) No matter where the initial organizational ~ 8 iןjrjr ~ t 
work is performed-in a working group or in a new 
Program Office-the Senior Official must accompfish the 
same key functions. Each function should be covered 
in the policy and be described as fully as possible in the 

: implementation plan. Functions include the following 

Establish a central Program Office to collect 
and analyze information from all sources 
to identify insider threat concerns and to 
initiate appropriate response action. 

Establish procedures by which information 
from across the agency will be accessible 
by Program personnel. 

Establlsh processes to centrally manage all 
agency insider threat response actions. 

Establish response protocols and procedures. 

oeo ,):ג(, t:!1.CEAS3.1 
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ate חAct as the agency focal point to coordi 
 and respond to requests for informatio.ח

ovation. creativity. and efficiency חcourage in חE 
. sider threat problems חsolving i חi 

ternal and חecessary i חtaln 8חuild and mai 
al partnerships to draw in expertise and חexter 

aboration from other sources as a part of ווco 
the agency Program. In particular. the F81 can 

cy חage חsights to help a חprovlde invaluable i 
ants זrwa חcer חsider threat cO חi חf a וdetermine 

, In addition ח.vestigatio חal to the F81 for i זrrefe 
 ageח cies that have mature programs iח place wiוו

. d advice חformation a חalso be good sources of i 

6','066) 1 he Program Office should be staffed ( 
• with personnel who possess expertise in security 

alysis. information technology. and חformation a חi 
investigative חce. Expertise i חige ווterinte חcou 

d behavioral science חprocedures is a lso needed, a 

) expertise (or behavioral science consultants 
may be valuable. To the extent possible. over the 
course of an individual's professional deve!opment 
training, the Program should seek to cross-train its 

. personnel in more than a single area of expertise 

llere is no single "so!ution" defining where 1 (ז!IIF81!8 ( 

the Program should be located within an agency. The 
dependent. reporting through the חProgram may be i 

 designated Senior Official to the agency head. It caח

the agency security office, because חbe situated withi 
t one חtlon and detection represe חinsider threat preve 

aspect of an agency's security posture, and because a 
security office will usually be the agency foca! point to 

volving the unau!horized disclosure חts i חresolve incide 
formation. Alternatively, it may be situated חed i וfof classi 

might ךce office. whicl חwithin a separate counterintelllge 
t for handling incidents חormally be the agency focal poi ח

age. Wherever the Program Office חof suspected espio 
the agency structure, it should develop חis situated withi 

close collaborative ties with the agency חd maintai חa 

, Director of Security. Director of Counterintelligence 
! era חOfficer, Inspector General, Ge חChief Informatio 

Counsel, civilliberties and privacy officials, Chief 
. ancial Officer, and Human Capital Resource Officer חFi 

Program using expertise external to the Program 
Office. Two levels of assessment should 

cy חd efficie חbe considered: effectiveness a 
ce חof the agency Program; and complia 

of Program Office activities with applicable 

laws. regulations, and rules. The agency 
may be a component נresponses to KISS 

. of the agency self-assessment process 

dent assessments חFacilitate external indepe 
. F and others) of Program adequacy חנby N ( 

the חסDraft an annual report for the agency head 
progress and/or status of Program. Incorporate 
analysis of KISSI results, where deemed 
appropriate. As part of the Program startup 

a חסeffort, progress reports might be warranted 
quarterly basis, perhaps synchronized with KISSI 

. til the Program is fully established חsubmissions, u 

Draft the agency head's annual report to the 
Senior Information Sharing and Safeguarding 

. 13587 . g Committee, as required by E.O חSteeri 
atysis of KISSI results, where חcorporate a חI 

cial's report ffו ior O חdeemed appropriate. The Se 
d the agency head's חcy head a חto the age 

nual report to the Steering Committee may חa 
. clude some of the same information חi 

isms to regularly d iscuss agency חDevelop mecha 
cy חinsider threat issues with the same age 

t of חstakeholders that assisted in the developme 

. plan חthe agency's policy and implementatio 

g חby contributi חAssist the agency missio 
, insider threat perspectives to decision makers 

Identify resources necessary to operate an 
. d comprehensive Program חeffective a 

Regular1y col/aborate with agency leaders as the 
sider threat חcy head's primary advocate for i חage 

ships חg these relatio חess. Key amo חprepared 
cy חwi" be the partnerships forged with the age 

cial חa חanclal Officer or Chief Fi חChief Fi 
el חExecutive to identify and justify future person 

. and budgetary requirements for the Program 

.............................. ..................................................................................... 4P) .................. , ............ " .......... " ................. " ................................................... . 
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Program and agency leadership should establish 
procedures to ensure that information is provided to 

al חd from exter חub from across the agency a ~ the 
t to the analytic חsources that are deemed imporfa 

cluded in Ihe חeffort. These procedures should be i 
 agency Program Implementation Pla.ח

Once gathered, the analytic component of the 
hub integrates that information and analyzes ils 
content to detecl patterns of individual conduct 

usual and that may indicate malicious חthat are u 
formation from חactivity. The analysis of gathered i 

 mulliple sources should create a picture of aח
individual's activities that would not be available or 
apparent by reviewing information records or data 

. from only a single source or office 

1 

'1 

i 

~ ...................................................................................... ~ ... j 

" hreat aHub ז(U) The Insider ~ I 

U) The hub is par1 of an agency's insider threal Program ( 
Office. It funclions under the direclion of the agency senior 

d חinsider Ihreat official, and is responslble for gathering a 
 aח alyzז ng insider threal inforrnalion, idenlifying polentiaז

insider Ihreal concerns, and ensuring Ihat an appropriate 
 inquiry is conducled 10 resolve the concer.ח

S or ח!e ןחU) For agencies with multiple subordinate ele ( 

numerous facililies spread over a wide geographical 
area, particular care will have to be exercised 10 ensure 
Ihat the hub funclion is adequate 10 Ihe breadth of the 

Ihese cases, an agency may choose חחן.agency's missio 
10 establish several analylic cenlers, linked by a cenlral 

. information repository 

, U) An agency wilh a mature security, counlerinlelligence ( 
or investlgative capabilitles may opt 10 employ those 
capabilities 10 perforrn all or part of its insider threat hub 

10 funclion. In such cases, care will have to be taken 
sure Ihat access 10 insider threat information is striclly חe 

limited 10 those designated 10 support insider threat 
activities and 10 ensure thal the capability is responsive to 

. the direclion of the agency senior insider threat official 

U) These funclions may occur in physically separate ( 
d under centralized חaled a חlocalions but are coordi 

. oversighl ~ I 
................................................................................................................ 

e) Along with the agency head, the Senior ובFe ;;בו( 

Official(s) should be the primary advocate within 
d overseeing חthe agency for Program resources a 

. Program resource distribution across the entjre agency 
The Senior Official should look across all initialives 
comprising the Program 10 advocate for mission 
critical Program requirements, and to make informed 
recommendations to the agency head regarding 

. resource trade-offs 

(U) Information Integration, Analysis, 
and Response 

(U) Integrat ion 

61!!16) Integration should occur on two levels wilhin וייl!!Iii ( 
the agency. First, it occurs through the outreach and 
interface by the Senior Official with agency senior 
leaders who. together, should work to integrate the 
efforts of individual offices toward successful Program 
implementation. Second, information from individual 

formation should חoffices that "own" discrete pieces of i 
a centraJized office or hub where חbe inlegraled i 

is analyzed, insider threat concerns חthe informalio 
idenlified, and response recommendations developed 

. and, where appropriate, pursued to resolve the concern 

(U) Centralized Hub: Information Analysis 
and Response 

iiFOOOj Establishment of a centralized insider ט( 

e of the milestones for Program חthreat hub should be o 
implementation. The hub should function under the 

The .aנ direction of the agency senior insider threat offici 
ctions: to gather and integrate חhub has three primary fU 

from various offices and sources, to חpieces of informatio 
to idenlify indications of possible חanalyze that informalio 

malicious insider activity, and to ensure that Ihe agency 
. responds approprialely 10 all insider Ihreat concems 

i 
:~ 
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, UIIFOUO) In some agencies, the information, analysis ( 
and response functions all may be conducted within 

the hub. In other agencies--particularly those that 

igence, or ווalready have mature security, counterinte 

investigative elements in place--senior leadership may 

opt to have some or all of the hub functions performed 

by the already-existing elements. However the agency 

, decides to implement its information integration 

analysis, and response functions, the conduct of the 

functions should be overseen by and responsive to the 

. agency Senior Official responsible for insider threat 

Implementing arrangements should be included in the 

. agency insider threat implementation plan 

( ' ' "
5 0 ' 19) 'Nhere already-existlng elements are 

employed to accomplish hub functions, care will 

have to be exercised to ensure that access to insider 

Once a possible insider threat concern or anomaly 

has been identified Ihrough analysis, the hub 

should ensure that further inquiry or investigation 

. is conducted in order to resolve the concern 

8) Determining what information should flow נee!.1'F8 ( 
to the hub should be one of the tasks discussed early 

on by the agency working group (see Step 3: Form 
, Working GrouplPeriodic Feedback to the Community 

page 5) and included in the agency implementation 

plan. The fact that the working group is composed of 

agency stakeholders should facilitate the development 

. of procedures 10 provide hub access to information 

Since the stakeholders will understand the conlent of the 

various information held by their respective offices, their 

knowledge should assist the Program Office and hub in 

. identifying which information must flow to the hub 

 : ......................................................................................................................י ............................................................................................................. :

\ ... -~; .... ~: 
 :כי.. .

f • 

. l .' I ret:te) Five Prerequisites for Implementing a Hub ;;י='( 

Does the information lend itself to electronic 
ly items that respond חscreening to pull ou! o 

to aulomated queries or indicators Ihat have 
ds חle חbeen predetermined? If the informatio 

itself to automated screening, technical expertise 
will have to be employed to build a suitable 

. g protocol or mechanism חeleclronic screeni 
Agencles may not want 10 disseminate 

y the indicators or triggers developed ןwide 
. for insider threat screening purposes 

10 5. A cross-domain solulion should be implemented 
sider threal actlvlty to only those חrestrict access 10 i 

persons designated by agency leadership as requiring 
such access. 8ecause of the sensitivity of insider threal 

information, activitles of the Program should not be the information dחechnical Program personnel a 4 .ז ~ 
. shared wilh the general agency workforce owner" should determine how relevant items of • ~ 

 : .................................................................................................................................................................. , ..............................................................י .. :

here are ז. can efficiently f!ow to the hub חinformatio 
at least two sub·questions that the agency should 

: explore in answering this question 

the information flow 10 the hub through ווWi 
ual חan electronic pathway or Ihrough ma 

means employing actual human inlerface 
with the information? If the latter. define a 
discreel process for hub personnel to oblain 

. ner חneeded information in a timely ma 

l' "'Pi' 'i) Prior to analyzing its first item of information, there 
ve Important threshold events that must occur for a וfare 

: central hub to function effectively 

1. Identify what agency components are likely to possess 
. information of insider threat interest 

2. Give direction for individual components or offices within 
an agency to share their Informatlon to a central faclllty as 

. mandated by the Policy and Standards 

ent individually to determine 3ח. Collaborate with each compo 
what informallon withjn an indMdual componenfs holdings 

. would be useful to detect malicious insider activity 

dersland the possible insider threat חU 
. can provide חindicators Ihat various informatio 

e that the consolldation and fOlWarding חDetermi 
of information to the hub will mainlaln the 

n of civilliberties and prlvacy and is סiprolect 
; consistent with: federal statutes; executive orders 

d, for חpresidenlial directives; agency policy; a 
ey General-approved guidelines for חthe IC, Attor 

tion. and disseminatlon of חection. rete ווthe co 
. ited States persons חinformation concerning U 

..................... ........................ ... ......................................... ................................ ' ........................................... , ............. .. ..... ......................................... .. .......... . 
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U) In some cases, procurement of automated sorting ( 

 and processiח g tools can assist the aח alyst and result iח
greater insider threat detection than could be achieved 
through human analysis alone. For the procurement 
of automated search and analysis 1001s, the CIO office 
can be a significant resource in identifying and testing 
such capabilities. However, even where automation is 

, possible to streamline information access and ana(ysis 
the analyst's viewpoint will still be essential in building 

any automated information triage process in order to 
. determine what is important and what is not 

i. 

" 

U) The agency also will require personnel to conduct ( 

investigations. Program investigators. who may also 
perform the analysis, will pursue anomalies and issues 

. of concern that arise from the hub's analytic efforts 
Whether the investigative personnel are actually 

the hub or some other agency office חsituated i 
such as the agency's CI office, IG office. or Security ( 

through to its חissue of concer חg a חoffice). runni 
logical conclusion requires a combination of trained 

vestigative skill coupled with an appreciation for the חi 
es and to חsteps necessary to stay within legal guideli 

ensure steps are not taken that might compromise any 
. future prosecution 

i 

i 
ו

ce חFO' '0 ) NITTF would expect that counterintellige '" '( 

tially rich sources of חand security files would be pote 
• formation for hub analysis. Beyond these sources חi 

there may be several others that a Program should 
formation fusion and analysis. Additional חconsider for i 

anomaly חprovide greater fidelily i חdata sources ca 
ificant חand resolution as well as produce sig חdetectio 

efficiencies. such as quicker resolution times. As 
Program personnel seek to access each of these 

sources, they should work with the agency's חinformatio 
, sel. and privacy and civilllberties officials חGeneral Cou 

is always חformatio חto ensure that Program access to i 
. obtained within proper legal and regulatory authority 

1 
:f 

I 
I 
I 
I 

5$ ' ' $) 6.s noted previously, the Program should '" ( 

Security Officer to חwork with its Chief Informatio 
automate the f!ow of information from sources into the 

threat information is restricted to only those persons 
authorized by the senior official. Arranging appropriate 
access restrictions will require close coordination 

ior leaders, particularly between the senior חamong se 
d the senior official(s) whose חinsider threat official a 

 element(s) ·OW"ח informatio.ח

i ) ;'\s has been noted. however. the hub will not נsזt's;';'fii 
g data and information. A חbe able to analyze all incomi 

critical role for the hub wil l be to define and continually 
refine indicators on which the hub shouid concentrate 

alysis. Part of this process of definition and חits a 
refinement should include an understanding of what 

• informat ion resides in the various agency offices and 
within each category of information, what content might 

. reasonably be of analytic interest to the hub 

 ) U) Analysis can be performed manually, through humaח
effort alone, or, ideally, through the combination of 

. s and information technology tools ןןhuman analytic ski 

Not everything can or should f!ow into the hUb. With 
t details may get lost חtoo much information, releva 

s and anomalies may be חa volume of data; patter חi 
. d data חobscured by large amounts of information a 

d, the NITTF strongly suggests that the חWith this in mi 
ced in CI and חcy staff its hub with analysts experie חage 

ced חsecurity. However, even with the best. most experie 
alysts. there must be some effort to triage the חa 

formation owners within חinformation flow. To do this. i 
the agency should meet with the Program Office to 
define what information is likely to be of importance 
to the Program. That information should flow to the 

 hub for analysis. Involving the components that OWח

various agency information in setting parameters or 
lter information will reduce the quantity of וfguidelines to 

flowing to the hub without increasing the risk חinformatio 
points will be overlooked. Thls חthat critical informatio 

fact, the process חן. task will be difficult but is essential 
flow to the hub is a form or סiחformat חing the i חof defi 

9 page ח,rmatio סft. (See Access to In חrisk assessme 
). 31 d page חa 

............................................................................... · .... · .. · .. ·· .. · .. · ...... · .. · .... · .. e· .. ···· .... ···· .. ··· .. · .. ··· .. · .. ···· ............................................................................. .. 
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External Information Sources-

U.S. travel data-reporting of U.S. border 
crossings and travel into and out of ports 
of entry. These data are particularly useful 
in detecting unreported foreign travel as 
well as providing illuminating additional 

. details for self-reported travel 

Public records data-·could include arrests and 
, detentions, bankruplcy, liens/holds, real property 

, vehicles. licensure (firearms, pilot, explosives 
. pharmaceutical), and some forms of social media 

These data can often provide additional analytic 
. insight into apparent anomalous conduct 

Financial data-provided by centralized credit 
reporting agencies, U.S. Treasury Financial 

, Crimes Enforcement Network (FinCEN) reporting 
. and various other sources 

ntelligence Community (IC)-information drawn ן

, from counterintelligence investigaUve reports 
technical intelligence collection, and human 

. intelligence reports may provide unique insights 
Given the sensitivity of the information from these 
sources, specific sharing arrangements may have 

. to be put in place with each information source 

. alysts will be essential to the hub function חU) Trained a ( 

The hub will rapidly assemble large quantities of 
information from multiple offices and sources. Some 

 of the information gathered willח ot be germane iח
every case or situation, or will be relevant in a different 
manner or to a different extent from one case to the 
next. Comblnlng relevant salary information, travel 
records, IG, and serious incident reports, criminal 
allegations, foreign travel records, and performance 

-evaluation report information- among other sources 
requires the skill of a person trained in link analysis 

one חections v/here חחed to find cO חiques, trai חtech 
alysts possess חwould otherv/ise appear to exist. A 

into a חformatio חk disparate pieces of i חthe skill to li 
. mosaic portraying the activities of each employee 

Analysts also have the necessary skills, working in 
with individual agency offices, to identify חcollaboratio 

formation that should be accessed from חthe salient i 
. among all records maintained by each office 

terests of חo accomplish this, it may serve the i ד. hUb 
ical expertise from חcy to have dedicated tech חthe age 

ed or detailed to the Program חthe CIO offlce assig 
, alysts could חce (IA) a חformation Assura חOffice. I 

the Program's analytic חfor example, participate i 
. hub adding their expertise to the hub analylic effort 

g חg and interpreti חprovidi חIA analysts can assist i 
. enterprise audit data and user activity monitoring data 

U) Examples of information sources-some of which ( 
may be externally controlled bY'another agency-that 

: should be accessible to the Program include 

-les and personnel records וfHuman Resource 
d biographic חdescriptions; resumes a חpositio 

 informatio;ח hiring, traח sfer, relirement. and terminalioח·
records; promotions and demotions; tardiness 
complaints; counseling statements; performance 
evaluations; award recommendations; pay, care and 

; ishments חbenefits information, including payroll gar 
organizational training records; substance abuse and 

; mental health records; outside employment records 
travel vouchers; foreign visitor and assignee control 

. records; and equal opportunity complaints 

Chief Information Office and Information 
les-copier, facsimile וfce וfAssurance Of 

ter usage logs; enterprise audit חmachine, and pri 
results; incidents of misuse of U.S. Government 

. computers; and misuse of removable media 

I 
ז
I 

~ 

Telephone usage log5-often, an organization keeps 
d policy enforcement. These חcall data for billing a 

data usually consist of the phone numbers assigned 
to the agency, their locations, dates/times of outgoing 

al phone חand incoming calls, and sometimes the exter 
nUmber that was connected. These data can often provide 

. additional analytic insight into anomalous conduct 

Inspector General files- results of inquiries as they 
pertain to individual employees. 

General Coun5el-leads developed that suggest 
insider conduct, 
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U) An agency investigative response should be centrally ( 
. managed in order to oversee the quality of the effort 

Central management should ensure that al! investigative 
activlties remain within the bounds of legal and regulatory 

also help provide ווauthorities. Central management wi 
for proper training of investigative personnel, and ensure 
that investigative activity is accurately documented for 

. accountability and future reference 1 
j 
I 

·1 

U) In larger agencies with several subordinate ( 
entities, central management may require investfgative 

, cases ווmanagement at multiple locations. In a 
 however, the agency should seek to have alר

investigation managed by a single office. If such an 
arrangement is not possible, great care will have to 
be taken to ensure continuity of effort. protection of 
the evidentiary chain, and protection of privacy and 

g employee רcivilliberties of all individuals. Protectil 
. reputations is paramount 

O) If the inquiry reveals that there is a basis for וefJr O eז( 

a more formal review or investigation, the results of the 
rst step in a more wide-ranging וfinquiry become the 

response. Most likely, the appropriate response will be 
to refer the body of the inquiry to a law enforcement 
or CI investigative authority with jurisdiction to conduct 

. a more comprehensive investigatlon of'the concem 
Exactly when a preliminary insider threat inquiry 
reaches the point of maturity or concern that it should 
be referred to another entity-inc!uding to an outside 
investigative agency such as the FBI-differs in each 
case. As a result, close coordination between the 

be ןןProgram and the agency General Counsel wi 
essential to determine if and when the Program should 

. enlist the help of 8nother authority 

he Policy and Standards emphasize the ז) Q ' וFQ " וו( 

, importance of integrating counterintelligence, security 
information assurance, and human resources information 

he Program ז. to identify potential malicious insiders 
while protection of וnnel should be mindful that rsס pe 

classified information and the ability to mitigate the 
damage that a malicious insider can do are principal 
reasons for implementing insider threat programs, the 
same information may serve as the predicate for an 

. espionage investigation by CI authorities 

(U) Response 

, 6))1 666) As integrated information is being analyzed ( 
an insider threat concern may surface. The agency should 

ncem to additional scrutiny through a limited סcsubject the 
inquiryb to further clarify the facts and circumstances. The 
Program Office should determine the agency office entity 

nducting the investigation. It may be the סcresponsible for 
sole investigator in the hub or a separate office of trained 
investigators. That designation should be specified in the 
agency insider threat policy and within guidelines that 
detail the investigative procedures and authorities that will 
be followed in the agency. The agency implementation 
plan should specify the manner in which insider threat 

. nducted סcbe ווinquiries wi 

(U) As a minimum, agencies possess clear authority 
under E.O. 10450 to conduct investigative activity 
to resolve any matter that may suggest whether an 
individual should be granted initial or continued access 
to classlfied Information. In addition, some IC agencies 
may have investigative authorities under E.O. 12333, 
or associated with specific Attorney General guidelines. 

('e{;'f8'e8) It will be crucial that Program managers 
and personnel responsible for the actual analysis and 
reporting process receive thorough training in the 
conduct and Ilmitations of inqulries. To facilitate such 
training and to ensure proper oversight, the NITTF 
recommends that, where possible. Program analytic 
and investigative personnel should be directed by CI 
andJor security professionals. 

U) If the inquiry concludes that there is no basis for ( 
further action, the investigative report should be labeled 
as unfounded and no further action taken. A copy of 
the preliminary inquiry should be filed to document the 

, results of the matter for future reference, Note however 
that the agency should establish guidelines for t.he 

. proper classification of insider threat inquiry information 
An Insider Threat Classification Guide is currently under 

agency upon ווdevelopment and will be circulated to a 
completion. 1I will also be added asAppendix F to this 
Guide. Note also, that the agency should establish 
retention guidelines for all insider threat-related 
information, including information pertaining to concerns 
that are ultimately determined unfounded (see Records 

.) 10 Management Requirements, page 

b 
. angeably CIר ry" inter זlerms "invesligatloo" and "inqu ןeווNote: For lhe purposes of response aclioos, this Guide uses 

............................................................ ············· .. · .. · .. ····· .. ·· .. ··· .. · .. ·· .. ····· .. ····e·· .. · .. · ........................................................................................................... . 
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. quiries תthe conduc! 01 i חalto assist agency i marוtl g a procedural חF is deveJopl חC Note: NI 

................................................................. ·············· .. · .. · .............................. 8 ................................................... " .................................................. . 
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he agency must have internal procedures to ז) t;HF8t;8 ( 
hose זguide the conduct of the insider threat inquiry 

procedures should spell out how response actions will 
. be coordinated with the Office of the General Counsel 

Such coordination should ensure that inquiries are 
conducted within proper limits, should ensure that the 
individual's privacy and civilliberties are protected, and 
that the inquiry does not taint evidence or jeopardize a 
possible investigation or prosecution by a law 

 enforcement agency. (See Summary of Federaן
, rce סFsider Threat Task ןחןa חs for the Natio חCitatio 

). 3 page 

t;;';'F8e18) Program personnel should receive training ( 
, on how and to whom to make referrals. For example 

Program personnel must be aware that the FBI must be 
advised immedlately of any information, regardless of 

, ed information is being וforigin, that indicates that classi 
or may have been, disclosed in an unauthorized manner 
to a foreign power or agent of a foreign power-as 

igence Aulhorization ווnle ןrequired by Section 811 of the 
uld be noted that the סhYear 1995. (It s ןAct for Fisca 

FBI has investigative tools to gather evidence that may 
not be available to an individual agency. These may 
include National Security Letters, Foreign Intelligence 

, Surveillance Act warrants, technical collection activities 
and surveillance teams.) Likewise, should the matter 
indicate that a referral to the Security Office, Inspector 

, General, or a law enforcement agency is warranted 
place to ensure that חpolicy and procedures should be i 

. a timely and efficient manner חthe referral is made i 

age חts':':'FQts'Q) If the matter becomes an espio ( 
investigation, the status of the subject under 
investigation (military, civilian) and the location of the 
alleged offense (in the United States or overseas) will 
have a direct bearing on which CI element has primary 

the coordination with ח,investigatlve jurisdiction. Agai 
. OGC will assist with such determination 

duct of חU) Additional guidance on the proper cO ( 
d under the חinquiries and investigations can be fou 

. section dealing with P.rogram Personnel (see, page 27)c 

he ability of the CI element to investigate ז) FQ' 'Q '" " 
and successfully gather evidence that is admissible at 
trial may hinge on the manner in which the insider threat 
inquiry Is conducted. In other words, while the goal of 
the insider threat inquiry is to gather enough infonnation 
to fonn the basis for a response to the insider threat 
concern, that inquiry must not prejudice any future 
investigative prerogatives that fall under the purview 
of the CI element. Once again, close coordination 
between the Program personnel and the agency General 
Counsel should minimize the possibility that preliminary 
investigative activity would taint any subsequent 
counterintelligence inquiry or that visible actions would 

. tial insider חalert a pote 

, 
i 
:.. 
I 

I 
I 

f 
1 
: 

~ 
;~ (U) 811 Referrals 

(U) Section 811 c, Inteflfgence Authorization Act for 
Fiscaf Year 1995 

U) ·The head of each department and agency within the ( 

executive branch shall ensure that ... the [FBlj ·is advised 
, immediately of any information, regardless of its origin 

assified information is being, or may זwhich indicates that c 
have been, disclosed in an unauthorized manner to a 

... reign power סfforeign power or an agent of a 

I ensure Ihat espionage זU) "The Director of the (FBlj sha ( 
j pertaining 10 the זinformalion obtained by the [FB 

personnel, operaUons, or information of departmenls or 
agencies of the executive branch, is provided Ihrough 
appropriate channels to the departmenl or agency 
concerned and thal such departments or agencies 
are consulted with respect to espionage invesligations 

, undertaken by the [FBlj whlch involve the personnel 
". operalions, or information of such department or agency 

, al/o the FBI חU) No/e: after an agency makes 8n 811 refe ( 
no activity on Ihe part of Ihe agency should occur wllhout 

. coordinal;on ןFB 

 . ........................... , ••••• , •• , ••י •• , •••••י ........................................................... :.

~ 

~ 
t 
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al sample is provided al Appendix E הU) An 811 Refe ( 

igence or ווte חsee page 68), Note also thal counteri ( 
counter1errorism matters may also be of interesl to the 
FBI and should be reported, even if they do not meet 
the 811 reporting criteria close working relationship 

. with the FBI should facilitate these matters 

ך

(U) Access to Behavioral Science Services 

:! 
i 

! 
,! 

Behavioral science subject matter experts 1 ' !גס '''FO ( 
sludy human behavior and the social and cultural context 
in which the behavior occurs. Behavioral Science can 
identify conduct of concem, contribute to analysis within 
the hub, and support inquiries and investigations into 
insider threat concerns. Current mature Programs use 
behavioral science subject matter experts (SMEs) for 

, a broad range oftasks to support the mission to deter 
F זזhe NI ז. delect, and mitigate the insider threat 

recommends thal agencies incorporate behavioral 
. science expertise as part of Iheir Program personnel 

The agency may obtaln, elther through Intemal resources 
or via external agreement, national securlty psychologist 

. expertise for insider threat consultation 

:1 

'i 
! 
1 · 

1 ; 

I 
! 

ij 

il 
 !נ
1 ' 

~ 
'( 

t9JJP8t96) \ 'Vhen embedded and fully integrated in a ( 
Program, behavioral science SMEs bring a unique 
perspective and a balanced view of the "whole 

 perso ח", to the Program missio.ח The whole persOח
approach takes into consideralion as much information 
as possible, including a person's psychological and 

, physical slate, as well as the individual's social 
ce חcultural, and physical environments. Behavioral scie 

SMEs provlde objective, unbiased assessments and 
Ihe analysis and integration חסrecommendations based 

hey are skil led ז. of many dlfferenl types of information 
at identifying and analyzing suspicious patterns of 

. conduct and insider Ihreat indicators on many levels 
They can help evaluate training and repor1ing relating to 

. an individual's anomalous conduct 

(:< 

I1 

UIIFOUO) Following referral of a concern 10 an ( 
administralive or investigalive enlity, the agency 

e referral to ורshould continue to monitor the status of t 
cy receives timely feedback on the חsure that the age חe 

hrough feedback, the agency can determine ז. outcome 
if other actions, in coordination with the investigative 
entity, should be taken. Knowing the final disposition of 
the matter also provides valuable informalion that can 

process and program improvements and in the חaid i 
. ongoing training of inslder threat detection personnel 

aining Program Personnel in זtto חU) In additio ( 

811 Referrals, the response function of a Program 
Office can be strengthened by using the 811 Referral 
process as a means to establish a substantive working 
association with the FBI. Not only will this help ensure 
that referrals are made to the FBI in a timely manner, it 
will also open a dialogue between the agency and the 
FB! that can yield FBI insights on potential matters of 
insider threat concern, In this way, the FBI can serve 
as a valuable resource to assist the Program Office in 

 y deciding its response options and, when necessaז,
guide agency inquiries and investigations in a way 
that ensures, to the maximum extent possible, that the 
admissibility as evidence of any agency-developed 
information is preserved in the event that the matter 

. reachesthe levelofalegal prosecution 

: ....................... ...................................... ' ... ' ........................... -.................. ~ 

' 0 

~D 
; ..................................... ......................... " ...... .. ........................................ : 
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Therefore, to ensure proper use of this information 
Program personnel must understand security and 

. counterintelligence principles, techniques, and tools 

be ווMost of these security and CI capabilities wi 
employed to analyze information and to investlgate and 
resolve insider threat concerns that surface through the 

. analysis of the information that is received in the hub 

, U) The agency should ensure that the Program Office ( 

the Office of the General Counsel, and the agency 
civil liberties and privacy officials establish strong 

aborative relationships to ensure that Program ווco 
personnel become intimately familiar with the laws and 
regulations goveming privacy, use, and protection of 
personal information, and the civil rights and civilliberties 
of individual employees. The Program Office should 
consult with agency counsel and the privacy/civil 

. liberties professionals during insider threat investigations 
The Program personnel should receive training to 

, understand the important contributions legal, privacy 

. and civilliberties advisors make to the Program 

U) Program personnel also must understand the ( 

parameters of their agency's authority to conduct 
inquiries or investigations. Agencies must be able to 
answer the question: What authority does the agency 
have to conduct inslder threat investigations and in 
what agency office(s) is that aulhority vested? In some 
agencies, a distinction is made belween administrative 
inquiries and Investigations, with the latter performed 
only by entities having law enforcement authority 
under the law. In other communities, investigations 

fall completely within the legal authority granted to 
the agency head, albeit \'IIith some stipulations that, in 

certain matters or under certain conditions, the role of 
, the FBI may take precedence. In all cases, however 

an agency does have the authority and responsibility 
to investigate concerns that arise with respect to the 

. ed information within the agency וfsafeguarding of classi 
he limits of that authority, however, are matters ז

on which agency legal counsel must advise. (See 
nsider ןןCitations for the Nationa ןSummary of Federa 

). 3 Threat Task Force, page 

- . -- - - ------_ --

, he activities, methods, techniques 8 (ןצ t:Jf,'P8 t; ( 
and tools used by a behavioral science SME vary 
depending on the specific mission of the department 
or agency in which they are embedded. Regardless 

of mission, the primary role of behavioral science 
SMEs within a Program is to support the team via 

. consultation, research. aod trajning and awareness 
, Programs make decisions with significant impact 
, based on the assessment of employees' conduct 

50 having a trained and experienced behavioral 
science SME 00 the team can provide additional 

. validity and credibility to those decisions 

I 
U) Additional information on the employment of ( 

Behaviorai Science expertise may found on the 
, ed web portal וfF classi חNI 

The University of Nebraska's Behavioral Science 
, nsider Threats וGuidelines for Assessing 

which was published in 2008 for the DoD, can be 
F via e-mail at חrequested by contaeting the NI 

(b )(3) 

(b )(3) 

(U) Insider Threat Program Personnel 

U) Program personnel will have access to user ( 
activity information that could be career-damaging 

mind, the חןy embarrassing. With this זor high 

, imits for the official use זagency should establish 
information זretention, and safeguarding of persona 

by Program personnel. Program personnel should 
, receive periodic training in the proper use, retention 

-and safeguarding of this and ali insider threat 

he vast ז. related information that they receive 
ot pan out, reinforcing חmajority of insider leads do 

. the need for ioformation to be used discreetly 

he amount of personal information that will 8 (ז tי:i IIP8 tי:i( 

ffow to Program personoel stems from the fact that the 
Program Office, once established, will serve as the 
agency's integration and analysis hub. It will be to that 
hub that information will f!ow from offices across the 

. agency as well as from sources external 10 the agency 
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U) General Counsel and the agency's civilliberties ( 
and privacy office should advise the agency and the 
Program Office regularly on limits that may exist to 
the agency's investigative authority. the boundaries 

can be חwithin which an agency inquiry or investigatio 
ship חaborative relatio ווconducted. and the proper co 

al חthat should exist between the agency and an exter 
tity, such as the FBI. A thorough חforcement e חlaw e 

ding of investigative limits should be included חundersta 
. el חoחas part of the regular training for Program pers 

eral Counsel חSuch training-perhaps taught by Ge 
tatives-should חand privacy/civil liberties represe 

emphasize how to provide proper privacy and civil 
g חi חhe trai ז. liberties protection to individual employees 

should ensure that an agency inquiry or investigation 
a manner חinto an inslder threat concern is conducted i 

preserve the integrity of information for use as ווtha! wi 
a subsequent criminal proceeding. should חevidence i 

the need arise. Insider Inquiries must not be used 
for political purposes, obst.ructing first amendment 

. rights, or retaliating against whistleblowers 

I!!If4elABBIFIE8,;'r81!!18 
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1 
ן

j 
I 
j 
j 

I 
i 

prosecutions if it appears that the evidence was 
der threat. or perceived חobtained from a defendant u 

threat. that the defendant would lose his or her job for 
g חagency conducti חfailing to provide the evidence. A 

sider threat concern חto an i חi חvestigatio חan inquiry or i 
probably not know at that time that a criminal ווwi 

will result. However. if the agency's חprosecutio 
• vestigative actions present a coercive appearance חi 

then a court may prohibit the use of those investigative 
o ז. t criminal trial חresults as evidence in a subseque 

want to ווt possible. an agency wi חthe maximum exte 
conduct its inslder threat activities in a manner that will 

forcement officials to use חpreserve the ability of law e 
formation from those activities as legal evidence חthe i 

t חhls becomes a judgme ז. Y future prosecution חin a 

:~ I ~ (U) Garrity Warning 

t of rights usually administered חU}An adviseme ( 
internal חtractors i חto federal employees and co 

. s חvestigatio חi 

d חal a חU) Advises interviewees of their crimi ( • 
. ts they may make חY stateme חadministrative liability for a 

silent on חU) Advises interviewees of their right to remai ( • . 
. any issues that tend to implicate them in a crime 

. Garrity v חU) Promulgated by U.S. Supreme Court i ( • 
.) 1967 ( 493 . New Jersey 35 U.S 

U) Helps preserve the evjdentiary value of statements ( • 
al administrative חprovided by Individuals during inter 

criminal חinquiries. should the matter also resuit i 
. vestigation חi 

: g חyplcal Waml ז) U ( • ; 

You are befng asked to provide informafion as a part " 
of an internal andlor administratfve investfgatlon. This 

untary interview and you do not have to answer ןis a vo 
questions if your answers would tend to Imp/icate 

be taken ווary action wi חyou in a crfme. No discipJi 
. agafnst you solely for refusing to ansvler questions 

tiary value of your sl7ence may חHowever, the evide 
sidered in administrative proceedings as part חbe cO 

unding your case. Any statement זסro( the facts sU 

you do choose to provide may be used as evidence 
". slrative proceedings ח;al andlor admi חcrimi חן

.............................................. , ................................................ , ............. . 

" 

U) General Counsel should provide Program personnel ( 
with appropriate advice and guidelines 10 determine 
when information received meets criteria requiring 

formation to other investigative חal of the i חrefe 
agencies. For example. 000 has established rules 

has חg that, once a threshold of informatio חrequiri 
been attained, certain types of investigative actions 

ed by 000 agencies to specific DoD entities חbe refe 
 for all further investigative activity. Some large civiliaח

• ls חcies. with multiple subordinate compone חage 
likewise may require that all investigative activity 
meeting certain parameters be conducted by a 
particular office or another investigative agency (such 

.) as the FBI through an 811 Referral 

cy counsel can provide חwhich age חU) Another area i ( 
important assistance is in guiding agency insider threat 
activities-particularly investigations of employees 
for anomalous activities-through the evidentJary 

siderations that surfaced in the Garrity v. New חcO 
his 1967 Supreme Court case ז. Jersey law case 

g the introduction of חestablished a rule prohibiti 
self-incriminating evidence into federal criminal 
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terviews. As close ךcall as agencies cannot avoid all ir 
advisors to the Program. agency counsel and the FBI 
can advise on Garrity concems and assist in preserving 
the evidentiary integrity of all information gathered 

. through the agency's internal investigative actions 
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Subject matter expertise: 

- Academicfprofessional disciplines 

- Certification and Accreditation process 

- Classification management 

- Communications security 

- Continuity of operations planningl 
mission assurance 

igence ווCounterinte -

Counterproliferation -

Counterterrorism -

Cultural expertise -

Incident response -

Information assuranceJcyber security 

- Intelligence disciplines (SIGIN,ז HUMIN,ז
). etc ז,IMIN 

Investigations -

Languages -

Law enforcement -

Operations security -

Personnel security -

Physical security -

Polygraph 

Protective services -

Security education and training -

Vulnerabilities assessment and management -

U) Note. this skilllist was extracted from ODNI's (CS ( 

. 2010 610-13, Competency Direcfory for Security, October 
his document contains skill descriptions and can be ז

F via e-mail at זזrequested by contactlng the NI 
(b)(3) 

(U) Program personnel should: 

Safeguard investigative information, to include 
; appropriate limitations on access and use 

8e trained on all applicable laws and policies and 
the consequences of misuse of information for 

; personal or other unauthorized purposes 

Sign nondisclosure agreements and an 
acknowledgment of governing policies and 

; standard operating procedures 

Be recused from any activities conducted due to 
personal relationships with persons under review 
or investigation; and 

in one ןןHave significant experience and ski 
, owing areas: Security ווor more of the fo 

nformation Assurance/Cyber ן, igence ווCounterinte 
. Security 

 ) U) Security Skills-ז he foןן owing represent skiןן
competencies that should be considered for persons 
who are brought into the Program Office to provide 

: security technical expertise 

, 

~ 

s associated with ווProfessional tradecraft ski 
: s ןןsecurity ski 

Elicitation -

Evidence gathering -

Information security -

Management and compliance -

Observation -

Researching -

Security program management -

s dסools and meth ז-
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Ability to Interview and elicitation information -

Ability to analyze information -

Problem solving and decisionmaking -

, Ability to organizing, planning -
coordinating work 

Vulnerability assessment 

U) Note, this skilllist was extracted from ONCIX's ( 
Fundamental Elements of the Counterinleffigence 

ligence ןDiscipline, Technical Compelencies for Counlerinte 
his document 2007 .ז Functions Volume 2,d August 

contains skill descriptions and can be requested by 
F via e-mail at זזcontacling the NI 

" 

(b)(3) 

Additionally, the ODNI is preparing a __ 
directory of counterintelligence competencies, which 

. ace the August 2007 ONCIX document ןwill rep 

I 

I 
j 

I 
.1 
! 
i 
., 

I 
I 
I 
I 
i 
I 
'1 
I 

:1 

'1 

~I 

he ז-U) Information Assurance/Cyber Securlty ( 
followfng represent information assurance skill 
competencies that should be considered for persons 
who are assigned to the Program Office for the 
purpose of establishing and managing the 
organization's user monitoring capability and 

: automated information processes 

Experience as Information System Security 
Officer or Manager (ISSOIISSM), information 
security, information assurance (security 
architecture and applications security), systems 
engineering, computer engineering, network 
engineering, or program management 

Possesses a Certified Information Syslem 
Security Professional (CISSP) certificalion 

Understands Public Key Infrastruclure 
PKI) and access security ( 

Underslands how 10 oblain artifacts needed to 
,. conduct a se_curity conlrol assessment (e.g 

, policies, procedures, plans, specifications 
designs, records, administrator/operator 

 manuals, information system documeח latio,ח
) agreemenls חInterconnectio 

t skill חhe following represe ז-U) Counterintelligence ( 
S חd be considered for perso ןcompetencies that shou 

lo the Program Office to provide חwho are brought i 
counterintelligence technical expertise. For ease of 
discussion, the skills are subdivided inlo those that 
apply to CI investigators and those that apply to CI 
analysts. though they all are often commonly found 

: experts from both areas חi 

: s ווCI analytic ski 

Knowledge of intelligence collection 
systems and operations 

Knowledge of organizational cullure -

Ability to analyze informalion 

Informatlon ordering ability 

dge of CI operational eוKnow 
techniques and perspectives 

Information gathering and assessing 

Pattern recognition 

Analytic tools and methods -

ships חKnowledge of inlerrelatio -
among organizalions 

Knowledge of home organization's -
operations and requirements 

Knowledge of adversary or target -

: CI investigative skills 

, s חowledge of applicable laws, regulatio חK 
d organizational procedures חpolicies, a 

Knowledge of various cultures and 
adversary modus operandi 

Investigative expertise -

Abilily to relate and Interact with others -

formation חg i חCommunicalion and presenti -

s/inquiries חInformation-gathering for invesligalio -

Written communication -

 d Thls is clsssilied dooumenו .
 ...........................................•.......י ................ , .................................................................................................................. , .................. , ..... , .. , ......................... , ..
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Understands various user monitoring 
technical tools 

Understands how to obtain and employ the 
results of the organization's system audit 
capabilities for insider threat analysis 

Understands the difference between an 
organization's system audit capabilities 
and user monitoring capabil ities 

Has the ability to analyze technical threats and 
challenges related to insider threat programs 

Underslands applicable laws. regulalions, 
policies, and organizational procedures governing 
informalion assurance and insider threat 

- - --.-.------------------- ------------------- - ----. 
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(U) Access to Information 

U) For the Program 10 succeed, it should have ( 
continuing access to information "owned" or maintained 
by other offices wilhin the agency. Several informalion 
source types-human resources fi les, information 
assurance alerts and logs, security records. and 
counterintelligence informalion- are identified in the 

. Policy and Standards as important to the Program 
here are other information sources Ihal are not ז

mentioned in Ihe Policy and Standards that may be 
equally important-for example, Inspeclor General 

, files, serious incident reports. law enforcement reports 
he source of ז. and LexisNexis-type service feeds 

informallon Is particularly sensitive Iherefore procedures 
should be established by which the Program can obtain 

. access 10 that informalion for Program purposes 

ne may not always know what type of ס)@ JlP@I!!I eו( 

informalion may be needed by insider threat personnel 
to resolve a concern. Some concerns may involve 
extremely sensitive informalion, such as information 
held in a compartmenled program or in the personal 
file of an executive. In such cases, Ihe Senior Official 
should define the rules of access by Program personnel 

. to ensure security and need-Io-know are respected 

(U) As collaboration develops between Ihe Program 
Office and other offices across the agency. it will 
become possible to idenlify. in advance, categories 
of information of insider Ihreat inleresl. Idenlifying 
such categories as soon as possible should 
permit controls to be put in place to facilitale a 
near-automatic flow of such informalion 10 the 
Program's central analytic hub. As mentioned 
earlier, the agency should attempt to aulomate 
access 10 Ihis information if feasible and effective. 

here also may be records of agencies where an ז) U ( 
hese are ז. employee previously sought employment 

not generally shared. one agency 10 another. and 
oblaining access to other agency information may 
prove challenging; however, Ihe Program should 
attempt 10 establish interagency agreemenls to 
permit an exchange of information for insider threat 
analytic purposes on employees who were previously 

. considered for employment by another agency 

I 

I 
I 
I 
I 
~ 

Underslands information technology 10 include 
compuling design concepts and implemental ion 

Has the ability to assess technical 
characteristics of cutting-edge developments 

Understands of the organization's diverse 
, information technology infrastructure 

including operaling systems. major application 
systems, and network architeclure 

Unders!ands the data transfer responsibilities 

igence and the ווUnderslands counterinte 
InterneVCI implications of lechnology 

U) Nole. this skill lisl was extracted from ONDl's ( 
ICS 610-9, Compefency Directory for Information 

ogy (Mission and Enterprise). amended ןTechno 
4 October 2010; and DoD's Department of Defense 

nformafion Assuraf1ce Workforce ן, ManuaI8570.1 -M 
. 2012 Improvement Program, Change 3, January 

hese documents contain skill descriptions and can ז

F via e-mail זזbe requesled by contacting the NI 
(b )(3) a .----.--

I 
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.................................................... ,., ........................................... ' 

ed tזf;'f"et;e) I::Jnrepo ~ ( _ ~ i 
Foreign Activit ies I ~ 

_ • 1 '. ~ 

ed pסrt !s\'/F8U8) ihe followlng is an expanded list of unre { 

activities that should be of concem to the insider threat 

,: 
: program 

: Unreported personal contacts with • 

Known or suspected foreign 
intelligence services 

Forelgn governments or organizalions 

Unauthorlzed persons seeking 
ation ךclassified Inforn 

Unreported close and conlinuing contacl with foreign • : 
limale encounters, sharing living חg I חcludi חals, i חnatio 

quarters, or marrlage 

reported actual or suspected approaches by foreign חU • 
d security services or non-state sctors חce a חintellige 

Unreported rela\ives. associates. or persons sharing • 
: nected with חliving quar1ers co 

ts חme חForeign gover 

Foreign intelligence services 

al or terrorist activities חCrimi 

ited S\ates חDisloyalty \oward the U 

Y unreported חtravel, defined as a חUnreported foreig • ,~ 
travel or unreported or unusual חal foreig חperso 

cial foreign travel ffו itinerary during o חchanges i 

~ 

e) 1he agency should mount a campaign ~ re "~( 

10 make all cleared employees 8ware of Iheir 
responsibllilies 10 report foreign Iravel and forelgn 
contact, Thls awareness initialive should include 

how to report and whom wilhin חסs חuctio זtclear ins 
, the agency 10 approach with questions or Issues 

f feaslble, securlty and counterintelligence officials ו

in the agency should provide threat awareness 
cleared employees prior to traveling סinforrnat.ion t 

overseas and should condud post-travel debriefings 
to ascertain any threats encountered during the 
travel, If individual briefings and debriefings are not 
posslble, an information packet and!or questionnaire 
can be provided to the traveler, both before and after 

(~ 

t 

(~,Ire~e) f oreign Travel and Foreign 
Contact Reporting 

hese are necessary elements of an ז) et:Je יןןrt::J ( 

insider threat detectlon program, Research shovvs that 
unauthorized travel outside Ihe United States and close 
and continuing contad with foreign nationals have often 
been factors in esplonage cases, Thus, anomalous foreign 
travel and contact with foreign nationals have emerged 

, as indicators of potential insider threat aclivity. As a result 
, it is incumbent upon agencles 10 require this reporting 

aps as part of a larger. comprehensive agency rtו pe 
security program, The Program should have access to this 
reporting and review it regularly for conduct that might be 

, indical ive of inappropriate insider threat activities 

(U) Agencies should: 

t060 6111ז) I (equire cleared personnel to repo ( 

uing contact with foreign nationals חclose and conti 
and report both personal and official foreign travel 

he information ז, to an appropriate agency office 
reported should be accessible to the Program. As 
soon as practicable, the agency should establish 
an automated capability through which cleared 
personnel can report foreign travel and foreign 
contacts, The 8utomated system should be 

: searchable and contain the following information 

name ןןFu 

CJearance level 

Travel destination 

Designation of travel (as either 
) official or personal 

Dates of foreign travel 

ravel companions ז

Name and nationality of foreign contact 

Location of foreign contad 

Date(s) of foreign contact 

 ••••••••••••••••••••••••••••••••••.••י ••••••••••••י ••י ................................................................................- .....................................................................................................
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I 
I 
! , 

J 
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travel. Though personal interface with the traveler is 
aire חd question חpacket a חformatio חpreferred, an i 

d alert the traveler חa חformatio חstill elicit valuable i חca 
. travel חgers associated with foreig חto the da 

I 

I 

l 
f 
I 
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 ) Uיל( F8U8) Beyoח d the basic biographic iח formatloח
al חprovide additio חavailable through HR, that office ca 

g job חof value to the Program, includi חinformatio 
, uses, awards חce reviews. bO חts, performa חme חassig 
. s, and proposed reductions in force חary actio חdiscipli 

g unmet חThis information is valuable for identifyi 
s as well as providing mitigation חemployee expectatio 

 for other negative indicators that may have arise.ח

(' "'50 1 10 ) 'nformation Assurance and 
Information Technology 

ce and Information חhe Information Assura ז) eee וe,J ( 
Technology components of the agency-often situated 

-formation Officer חwithin the Office of the Chief I 
d audit חcollect network information, system logs, a 

t to an effective Program. The חdata that can be releva 
sure that חProgram should establish procedures to e 

el חd Program person חtral ized hub a חdata flow to the ce 
s with the skills to חed perso חinclude technically trai 

 traח slate the data iח to useful iח formatio,ח

 ) U) Siח ce both the CIO and the Program both deal iח
d חnetworks a חסomalies that occur חd a חactivities a 

CIO experts חmay arise betwee חfusio חsystems, cO 
, tiality חf1de חtegrity. co חsystem i חg to maintai חseeki 

ed חcer חel cO חחd Program perso חd availability a חa 
e area חthose systems. This is O חסwith user activity 

cy חior age חce by se חd guida חa חwhere prompt actio 
resolve a problem before it materializes חleadership ca 

dation for what should be חalso lay the fou חd ca חa 
. the future חi חmutually beneficial collaboratio 

fused and analyzed with data and חU) Particularly whe ( 
d system חetwork a ח, from other sources חformatio חi 

text for user conduct חg cO חdata can provide missi 
, ally חtify potential anomalies. Additio חas well as ide 

................................................................................................................ . . 
: .. \;~ ~ 

(U) Frequency of Meetings I : 

...... I '. ~ 

U) Meetings between Ihe IA program and the insider threal ( ~ 
ar basis 10 compare וj Program should occur on a regu 

y-ldentlfied pattems of וas to discuss new ווj anomalies as we 
s חof prevlous palter חresolutio וj concem or the successfu 

. . 1 for users and computer systems 
: .............................................................................................................. : 

cy automates its flow of ח'eI:"F8'e18 ) ,9;S the age ( 
clude a חtral hub, it should i חto the ce חi חinformatio 

for employees to חfor a centralized appllcatio חprovisio 
 eח ter foreigח travel aח d foreigח coח tact informatioח. Aח

the detection חautomated reporting process can aid i 
travel or contact that goes unreported by the חof foreig 

 cleared employee. Uח reported foreigח travel aח d foreigח
sider threat indicators חtact can be significant i חcO 

, duct חceal cO חbecause they suggest a desire to cO 
, d security protocols חce a חtellige חteri חt cou חcircumve 

. age tradecraft חd, perhaps, mask espio חa 

Personnellnformation Retained by יt;II'fe ue ( 
Human Resources Offices 

ed by Human חI'FO' !O) Personnel information retai ' '( 

Resources (HR) offices is an important component 
el חחeffective Program. Biographic perso חof a 

 iח formatio,ח such as job title, supervisor, 10catio,ח
date, break חatio חemployment status, start date, termi 

g context חprovidi חin work history, etc., is valuable i 
 for an Iח dividual aח d hisן her actions .ז his iח formatioח

g חduct, savi חomalous cO חmay resolve apparent a 
provide the חtime, money, and resources. It also ca 

insight needed to make timely and effective decisions 
s required חand future actio חing dispositio חcer חcO 
tial risk. For חto resolve an anomaly or mitigate pote 

ce from the private sector חexample, there is some evide 
is at the greatest risk for theft חizatio חorga חthat a 

 of cOח trolled or seח sitive data by an individual withiח
 days prior to an employee's employme 30ח t terminatioח.

s that govern חF8t;e) There are laws and regulatio lJiו'( 

g of HR personnel חand shari ,חtlo חrete ,חthe collectio 
 iח formation. Aח effective Program will, iח collaboratioח

sel, become conversant with חeral Cou חwith its Ge 
establish a healthy working זes and wil וthese ru 

is חership with HR to ensure that informatio חpart 
 shared, used, haח dled, stored, and protected iח

. d regulations חce with those laws a חaccorda 
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training of the workforce will be a necessary element 
in overcoming the "failures to report" described in 
the preceding paragraph. Furthermore, training 
drives home the message that vigilance is necessary 
because of the enormous damage that can be caused 
by malicious insiders. One has only to look at the 
over 700,000 sensitive and classified documents 
released to the public through the 2010 WikiLeaks 
disclosures to realize the damaging effects that can 
result from an undetected or unreported malicious 
insider. When properly trained on insider threat 
indicators and reporting procedures, the workforce 
can become a force multiplier forming, in effect, an 
insider threat early warning system for the agency. 

;ן

fi' rograms should maintain an employee )סU ס,., Ui ( 
awareness and training campaign, focusing on insider 

personnel, but particularly for cleared ןןthreat for a 
personnel. If possible, awareness training should not be 

. restricted soiely to employees with security clearances 
While not everyone wlll have access to classified 
information and systems, everyone can be aware of and 

. report anomalous or unusual conduct in the workplace 
he campaign should start with entry-on-duty orientation ז

for new employees and, as a minimum, include 
he campaign ז. awareness education annually thereafter 

can be conducted in person or via computer-based 
training and, in addition to the specific requirements set 
forth in the Policy and Standards, might also indude 

: the following 

~ 

lmportance of reporting-don't assume 
a concern is unimportant 

lnsider threat indicators 

Methodology of foreign intell igence services 
or lerrorist organizalions 10 target and elicit 
information from cleared personnel 

Procedures for reporting suspected 
insider threat activities 

Foreign travel reporting requirements 

Foreign contact reporting requirements 

Financial disclosure reporting requirements 

User activity monitoring 

.~ 

be necessary for the ןןcollaboration with the CIO wi 
Program to install its user activity monitoring capability 
within agency-owned systems. Likewise, the CIO may 
have unique contacts with exlernal system service 
providers-that is, organizations outside the agency 
that own classlfied networks and permit the agency 
to access to those networks under rules set by the 

he 000 is an example of a ז. providing organizalion 
service provider. 000 owns the secret-Ievel SIPRNet 
and provides agencies acoess based on rules 
usual/y set forth in a memorandum of agreement or 
service level agreement. Since many agencies draw 
all or most of their classified systems support from 
external service providers, the Program can build on 
those relationships 10 establish ils insider threat user 
monitoring capability for externally owned systems 

, ng Capabfllty iוsee Establfshed User Activity Monilo ( 
page 41). CIO collaboration with those providers can 
assist. Also, while the agency will want 10 limit access 
to the user monitoring results to only those within 
the Program, collaboration with the CIO may provide 
to the Program a degree of technical expertise that 

. might otherwise not be available 10 Ihe Program 

(U) It may also serve the interests of the agency 10 

have dedicated technical expertise from the CIO office 
assigned or detailed to the Program Office. IA analysts 
could, for example, participate in the Program's hub. 

(U) Employee Training and Awareness 

UIIFOUO) A highly trained and aware workforce is ( 

key to the early detection of malicious insider threat 
conduct. Analyses of espionage cases provide 
examples of employees who disclose-only after an 

est-that they had noticed suspicious conduct of a חa 
hey may have kept silent because they did ז. colleague 

not consider it sufficientty important to take action, did 
not recognize the observed conduct as significant, did 
not want to be identified as a ·snitch," or did not know 

. how to report the conduct 

OIJPOOO) It is important to invest time and ( 
resources to educate the workforce, systematically 

the risks associated with insider סח, and repeatedly 
threats. This includes training on how to recognize 
and appropriately report basic threat conducts. Proper 

................................................................................................ · .. · ............ · .. e· ...... · .. · .. · .. · ...... · .. · .. · .. · .. · .. ···· .... ······· .............................................................. . 
4eLA551 FIEB;,'F81:18 זU 



Approved for release by ODNI on 7-21-2017, FOIA Case DF-2017-00003.

e ) Care should be exercised to familiarize ~ 6 'fיf;~( 

employees with agency procedures for reporting 
, susplcious or anomalous activity to the Program Office 

security office, counterintelligence office or other 
. centrally designated location appropriate to the agency 

Consider creating an electronic reporting system for 
. all employees 
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ONCIX and the FBI produced an excellent training vldeo 
tiUed "Betrayed" that is available at their websites 
for downloading. 

Implementing a Host-Based )י'w י'w;'/r ( 
User Activity Monitoring (UAM) Capability 

U) Introduction ( 

U) How an agency establishes a UAM capability ( 
wjll depend largely on whether the agency owns 
and operates its own system or subscribes 
to another system owned and operated by 

his fact should be determined ז. another agency 
. before any other UAM work is considered 

U) Overview ( 

he Guide assists agencies that זhis chapter of ז) U ( 
are starting the initiai implementation of a host-based 

he ז. solution for computer user activity monitoring 
nes UAM and contrasts it wlth enterprise וfrst de וfGuide 

audit. Second, it provides some necessary background 
hird and finally, it recommends nine ז. about UAM 

, steps to implement a host-based software solution 
. as required by the Policy and Standards 

(~"F6~6) A UAM solution helps the Program with 
the foJlowing: 

Collecting highly detailed computer user 
activity data and send it to the hub as an 
information source for inciusion in the hub's 
analytical process to detect insider threats 

Allowing near-real-time revlew of computer user 
activities on a host computer to assist in inquiries 

Providing clear, non-refutable evidence of 
her host computer ןspecific user actions on his 

Providing storage for the collected data 

U) Figure 2 (see page 36) shows how a UAM ( 
program could operate across multiple security 
domains and networks to consolidate the data 

. the hub חat the highest classified network i 

g חI חess program trai 11ח "50110) Insider threat aware ( 

e individual course module that חcan consist of o 
be addressed חincorporates the key topic areas or CGl 

g modules. Often. such חthrough several separate traini 
d may חcies a חplace in other age חmodules are already i 

cy should חg. However, an age חbe available for the aski 
cies is חg borrowed from other age חsure that traini חe 

sider threat and חi חסproperly tailored and focused 
t and mission of the employees חthe unique environme 

. g חreceiving the traini 

I 
! .. 

ed of all חrecord should be maintai .ןג} U:,lfOUO ( 

receiveזemployees who receive-and who do NO 
his will perrnit ז. insider threat awareness training 

follow-up action by the Senior Official with those agency 
appears weak. as well as חoffices where participatio 

g the Program Office to highlight individuals חpermitti 
. who have yet to receive awareness training 

cy חage חg. a 111 (8ח providing awareness traini ~ teJ;!;!F8 

d חshould solicit feedback regularly from audiences a 
ess of the חtain metrics to gauge the effective חmai 

g the metrics that an agency might חg. Amo חtraini 
nel required חselect would be the percentage of perso 

. ; g חto receive training that actually undergo the traini 
numbers of incident reports received by the Program 

perhaps 30 days-of the -סd Office within a short peri 
ing event; and recorded comments חcompletion of a trai 

. ces using feedback forms חfrom audie 

1, 

t 

U) Additional guidance on building an insider threat ( 
the חd i חbe fou חg and awareness campaigns ca חi חtrai 
2011 , Guide חU.S. Government Insider Threat Detectio 

al חwhich is a classified document written by the Natio 
hreat Working Group and published by the זInsider 

F חtacting the NI חONCIX, and can be requested by cO 
via e-mall at (b)(3) 

. Also, 
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) e) Figure 2: User Activity Monitoring (UAM ~ e ויH ~( 

This graphic is (UIJFOUO). 

;'1' 
; 

; 
; 

... User 

Analysl 

Anaiytic HUB (Private Enclave) 
'" '" "'", 

elworkC א

c1assified networks and sends the co11ecled data 10 the hub for in-depth ווro' '0) "P,M is performed on a " '( 
. monitoring and analysis 

Kernel processes 

s executed by user חApplicatio 

USB port activity 

Removable media activity 

t חE-mail conte 

(U) UAM Defined 

U) UAM refers to the technical capability to observe ( 

d activities of an individual, at חs a חd record the actio חa 
ment חY device accessing U.S. Gover חa חס, Y time חa 

sider threats and חorder to detect i חformation i חi 
vestigations. UAM should have חsupport authorized i 

: the minimum capability to observe and record 
d חalysis a חU) UAM data should be available for a ( 

he product of UAM will ז. ear real-time חחg i חprocessi 
, captures חs, scree חbe in the format of text descriptio 

. video capture חd fuJI-scree חa 
Key strokes 

t of chat חte חCO 

d documents חtent of files a חCO 

Screen capture of dispJay 

Video capture of display activities 

s as they are edited חCapture of f ile versio 

Web browser activity 

Clipboard (copy, cut, and paste) activity 

FiJes accessed 

ts provides חU) Analysis of these various data eleme ( 
formation about the activities of the user on a חi 

. particular computer 

g the חU) UAM applies software logic while collecti ( 
sider threat חdata to identify computer activity that is of i 

his software logic is sometimes ח.זcer חterest or cO חi 
. referred to as alerts, policies, algorithms, or triggers 

For purposes of consistency, the Guide uses the term 
. t these terms חIogic" to represe " 

.............................................................................. ··· .. · .... · .... · .. · .... ·· .. · .. · ...... 0 .. ·· .. · .... · .. · .. ·· .... ·· .. ·· .... · .. ···· ............ ................................................... ........ .... . 
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U) The collecting and storing of user activity data ( 
uld be done in accordance with all applicable laws סhs 

and policies to avoid conflict with privacy and civil 
liberty laws. The parameters within which UAM will 
be conducted should be developed in collaboration 
wlth OGC and incorporated into the insider threat 
implementatlon pfan to be submitted to the agency 

. ahead for approval 

FeeJe ',לeJ ' 18LA66IFIE8 
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U) Enterprise Audit is NOT User Activity Monitoring ( 

U) Enterprise audit (EA) is an independent review ( 
of records and activities, employed חlectio lסand c 

by the Chief Information Officer of an agency, to 
trols on computer חassess the adequacy of system cO 

systems operated by that agency and to ensure 
compliance with established poIicies and operational 

, procedures. EA invofves the identification, gathering 
elation, analysis, storage, and reporting of חcO 

information about the system. EA usual/y wil l employ 
the use of records-called audit log files- that 
chronologically record the activities that occur on 
a system, including records of system accesses 

. and operations performed in a given period 

U) EA informatlon is one of several data sources used ( 
insider threat detectfon. However, many activities חi 

performed by an individuaf on his/her computer will not 
be detected or colfected using EA. It will not gather the 
substantive content of the user 's computer activity, an 

. important information source for insider threat detection 
. For that, a host-based UAM capability is required 

d Protecting UAM data חU) Safeguarding a ( 

U) UAM activlties and data are highfy ( 
: owing reasons ווsensitive for the fo 

Privacy Information-UAM data may 
such as sociaf חprivate informatio חcontai 

; security numbers and passwords 

Potentlal to Damage an fndividual's 
Reputation- The fact that an individual is being 
monitored for insider threat conduct is sensitive 
information. ff divulged, it could impact a user's 
career or an ongoing investigation; and 

Alert Malfeasance-UAM tactics, techniques 
and procedures, if generally known, woufd 
permit insiders to change their tradecraft 

. or computer activity to avoid detection 

(U) UAM data may incfude classified information. 
Cfassificatlon of UAM data wilf be equal to the hlghest 
classification from which the data was obtained. 

U) UAM Using Host·Based Software ( 

or some ווU) Host-based UAM software can colfect a ( 
, omputer user's activity on the host computer סof a 

including keystrokes, and screen capture (stiff and 
ful/·motion video). UAM is necessary because alf of the 

ot חdetails of a user's activities on a host computer can 
be col/ected efsewhere by other means. Examples 
of actions of interest would be a user typing specific 
sensltive keywords into the computer, copying or cuttjng 
text from a document, and executing any search on 
the focal computer, network drive, or website. Effective 
UAM would collect the detaifs of each of these activities 

. for analysis to detect questionabfe conduct (' 

J. 
of host-based UAM capabilities dסU) A meth ( 

must be impfemented. Any host-based UAM 
capabifities shoufd communicate with a server 

, and database, providing configuration information 
. ficensing, and data storage capablfitles 

U) There are several commercial-off-the-sheff ( 
UAM software packages avaifabfe for an agency to 

F can assist the agency in obtaining חconsider. The Nf 
F חinformation about these various vendors. Nf 

. afso can assist by introducing agencies to other U.S 
Government agencies that have experience individual 

. ucts and capabif ities dסvendor pr ~: 
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Supporting Program activities to 
monitor the deployment and use of 
the host-based software; and 

Suppor1ing the routing of UAM data across 
the network into the analytic hub. 

be involved in זhe CIO normally should NO ז) U ( 
: the following insider threat Program activities 

Defining, developing, and testing 
the UAM software logic; 

Storing and retaining the UAM data; and 

Reviewing and analyzing UAM data. 

(' Jf'FQ' 'Q) 0 dministrative access by Ihe CIO staff to 
Insider Threal Program equipment and software should 
be limited to the fullesl extent possible. 

(U) Note, in smaller agencies, it may be necessary 
for CIO personnel to par1icipate in UAM activities. 
If so, care must be taken to ensure thal these 
personnel operate under the slrict managemenl of 
the Program Manager and do not share Iheir program 
knowledge with others, except as authorized by the 
Program Manager. Note also, the Senior Official 
and CIO may agree 10 assign CIO personnel to 
the hub to perform technical analysis and system 
design activities for the program. In such situations 
however, knowledge of the Program activities 
by these persons should be clearly delineated in 
advance by the senior Program officiaJ and CJO. 

(U) The Program shouJd be involved in the 
following activities: 

 Iח itiating and completiח g any certificatioח
and accreditation activities required to 

; deploy UAM software updates 

g, and testing חDefining, developi 
; the software logic 

Preparing software deployment packages 
; for the initial deployment and updates 

Specifying the UAM data routing 
; requirements to the CIO 

. U) It is importanl 10 limit access to the UAM data ( 
8ecause of Ihe sensitivity of the information, the UAM 

, a separate private enclave חsolution should be hosted i 
which would be accessibie only by Program personnel 

d have very limited connectivity to systems outside חa 
his approach will safeguard the UAM ז. the network 

data by limiting access while protecting the operational 
. etwork from analytic activity within the private enclave ח

U) UAM data must move from the agency production ( 
ments 10 the private חor operationaJ network enviro 

s into the UAM private חnectio חenciave. Network cO 
clave should be protected using automated, trusted חe 
e-way transfers (a cross-domain solution). The routing חo 

of the data across the network is a technicaJ issue that 
wilJ be the responsibiJity of the Program staff or service 

. provider in colJaboration with the CIO, as appropriate 

(U) Jmportance of Coordination and 
Communication with CIO 

U) A significant Jesson learned from several of the ( 
ts and agencies with established insider חdepartme 

threat programs and UAM capabiJities is to develop a 
g relationship with the CIO, which חworki חclose and ope 

eficial to both offices. The Program חwill be mutually be 
Office will benefit by receiving valuabie guidance 
about the current environment, future plans. technical 

by tזef חbe חd solutions. The CIO ca חenges a ווcha 
, g of the Program plans חg a complete understandi חhavi 

order to חchallenges, policies and issues; however, i 
limit exposure of the UAM software logic outside the 
Program, the CIO's knowledge of the UAM capability 
shouid not include access to' the software logic and 

. collection details 

(U) The CIO should be responsible for the 
followlng activities: 

Deploying the host-based software (based 
;) cy policy חd age חdepar1ment a חס

; updates חDeploying regular configuratio 

g performance test repor1s of חReviewi 
the impact of the host-based software 

; computers and networks חס

................................................................................................. ...... ........ ... ............................................ .......................................................................... , ...... . 

................................................................................................. ................................................................................................................................. .............. ................................... , .............................................. · ...... ·· .. ·· .... · .. ······ .. ·· .. ·e .. · .. ········· .... ······· .. · .... ·· ............................................................................... .. 
0 8L4 iן';; IEIii iןI!I JOL;2:88I 



Approved for release by ODNI on 7-21-2017, FOIA Case DF-2017-00003.

; Storing and retaining the UAM data 

Reviewing and analyzing UAM data; and 

Monitoring whether the client is deployed and 
. host computers on the network ןןrunning to a 

331i IE&}f vvv ח[ v ץI ס
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2. Evaluate the Current Underlying Information 
Technology Environment: UAM requiremenls 
are driven by Ihe underlying information lechnology 
environment, because it is the activities within 

F חthat environment that should be monitored. NI 
recommends askfng the following basic questions 

: to gain a basic understanding of the environment 
Who owns the network? Who conlrols!manages the 

? network and computers? Where are the computers 
How many users are in each environment? How 

? many computers 

3. Evaluate the Future Underlying IT 
T environments supporting וEnvironment: The 

many of the classified network environmenls 
are continually changing. Cloud technologies 
and the availability of common services will 

the solutions חt changes i חintroduce significa 
as they are developed and deployed. The 

sidered when רrfuture environment should be cO 
. developing and implementing a UAM capability 

4. Establish the UAM Capabillty: Using 
the knowledge of the current and future IT 
environments, select the software to perform 
UAM. Then, based on the software, select and 
implement the information resources necessary 
to deploy the capability. If the agency is unable 
to deploy UAM software because of resource 
limitations or because it is a subscriber rather 

need to ןןowner of the computers, it wi חthan a 
implement a service level agreement (SLA) with 

. its service provider to obtain UAM capability 

5. Identify, Evaluate and Prioritize Potential 
Jnsider Threat Conduct: Behavioral analysis 
may be important in detecting and deterring 

F חanomalous insider threat conduct. NI 
recommends the Program identify insider threat 
conduct applicable to the agency prior to attemptlng 
to deploy host-based software. The result of 
Ihis step will be an ordered list of behaviors 
used in developing the UAM data gathering 

. plan, including software logic development 

(U) Coordination and Communication with 
General Counsel 

i 

I 

I 
.י

ו
(U) Programs should have a close working relationship 
with the agency General Counsel to ensure all actions 
taken are legal and within policy. The OGC should review 
the UAM data information-gathering plans before 
implementation to avoid spending time and resources 
on an effort that might later be deemed unauthorized. 

U) The OGC should be responsible for the ( 
: owing activities ווfo I 

I 
1: 

1: 

1: 

Reviewing UAM data information-gathering 
. plans before devel6pment 

Occasionally reviewing data produced from 
UAM to detect unexpected, unintended, and 

. egal data gathering and use ןןi 

be involved דU) The OGC should NO ( 
: in the following activities 

Defining, developing and testing the UAM 
software logic. 

Analyzing UAM data. 

I~ 
1 
1) 

'8) Gteps to Implement UAM ווF'8 וייו( 

(U) The following are the basic steps recommended 
to implement UAM. 

1. Revlew Policies: AII UAM activities must be 
covered by agency insider threat policy and the 
Program implementation plan. If the policies 
do not cover desirable UAM activities, then 
action should be taken to update the policies 

and וin coordination with the General Counsel 
. agency privacy and civil liberties officials 
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(U) The following U.S. law and national 
policies set the framework for UAM: 

: s חPrivacy Consideratio 

Consti(ution of United States -

) PrivacyAct of 1974 (Pub. L. 93-579; 5 U.S.C. 552a -

igence ןExecutive Order 12333. United States Intel 
4.1981 Activities. as amended. December 

Executive Order 12968. Access (0 C/assified 
Information, August 4, 1995, revised by Executive 
Order 13467, Reforming Processes Related 

, to Suitabilify for Govemmenf Employmenf 
ity ןigibi ןFifness for Contracfor Employees, and E 

Security ןfor Access to Classified Nationa 
 Information, JUח e 30.2008 (sectioח 3.5 (

Executive Order 13587. Structural Reforms to 
assified Nefworks ןmprove the Security of C ן

and the Responsible Sharing and Safeguarding 
2011 • 7 nformation, October ןof Classified 

White House Memorandum on Nafional 
Insider Threaf Policy and Minimum 
Standards for Executive Branch Insider 

21,2012 Threat Programs, November 

iance with ןComp חסWhite House Memorandum 
. 19,2013 President's Insider Threat Policy, July 

Committee on National Security Systems Directive 
No. 504 Directive on Profecting National SecLlrity 

2012 Systems from Insider Threat, January 

(U) Step 2: Evaluate the Current Underlying 
Information Technology Environment 

the Program חg withi חU) The IT professionals worki ( 
. should evaluate the current underlying IT environment 

d חThey may need to seek information from the CIO a 
security offices. The evaluation should be conducted 

: with the goal to leam the following 

, of computers חd 10catio חNumber a 
etwork equipment connected חters חpri 

. to the classified networks 

6. Develop a UAM Data Gathering Plan: The UAM 
information-gathering plan defines the data of 

. interest and the conditions for collecting the data 
A very important aspect of the data gathering plan 
is the logic used to identify specific conduct of 
insider threat interest. The UAM plan should be 

. part of the overall Program implementation plan 

7. Test and Deploy the Capability: The capability 
ment that is חshould be tested in an enviro 

segregated from any operational or production 
environment to verify the data gathering 
requirements are met. including the logic 
requirements. Next. the capability should be 
deployed to the operational environment in a 
controlled, measured approach to mitigate the risk 

. of system failures and negative impact to users 

8. Send Data to the Program Analytical 
Hub: UAM data should be ingested into 
the Insider Threat Program Office's central 
analysis hub, where it should be integrated 

. with other data sources for analysis 

9. Establish Oversight: Establish an agency 
oversight mechanism to ensure that all UAM is 

, ducted within applicable laws. regulations חcO 
. and privacy and civilliberties protections 

U) The steps to implementing UAM are further ( 
. expanded in the following pages 

(U) Step 1: Review Policies 

U) The Program should review the agency insider ( 
threat policies to make a clear determination that the 
activlties to be performed by the UAM capability are 

. legal, proper and do not violate employee civilliberties 
It is likely that polfcy will need to be continually reviewed 
and updated to meet the evolving requirements and 
threats posed by insiders. Subsequently, if policies 

• do not cover the specific activities to be monitored 
should be taken to update the policies in חthen actio 

. coordination with the General Counsel 

...................................................................... ···· .. ·· ········· .. ·········· .. ··············e······ .. ···· ................................. .............................. ........................................ . 
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professionals working within the Program זןhe ז) U ( 
 should conduct the evaluation of the futureןז

hey may need to seek information from ז. environment 
he evaluation should be conducted with the ז. the CIO 

: owlng ווgoal to learn the fo 

What changed in the Service 
? Provider agreements 

? my provider continue ןןWi -

? What other options exist -

Will the number and type of users 
requiring access to the classified 

? systems and networks change 

What new technologies or services will 
? impact these users of technologies 

Wireless networks -

e devices ןMobi -

available UAM software ןןHow wi 
? solutions c:ontinue to evolve 

How will the architecture and solutions 
offered by your service provider change? 

(U) Step 4: Establish the UAM Capability 

U) Using the knowledge of the current and future ( 
environments, the Program should establish זן

resources required to support the UAM זthe l 
capability. A primary task in this step should be 

, hen ז. to select the software to perform UAM 
select and Implement the information resources 

. necessary to deploy and operate the software 

he Program should be prepared to make the כדU ( 

: following decisions 

What UAM software will to be used, or 
integrated into via hybrid service relationship 

What network location V/ill UAM data be stored 

What amount of storage will be procured 

What hardware and software will 
requlred to operate the capability 

units that own and וOrganizationa 
. operate the equipment 

Number of network users and a 
. summary of their usage pattems 

Any SLA or Memorandum of Understanding 
services provided זןMOU) that defines the ( 

. to access the classified networks 

. POCs for supporting organizations 

. Use or availability of software to support UAM 

 ) uכז he characteristics of the currentדן environment wiוו
he ז. affect the design decislons of the UAM capability 

environment, so it זןty wlll reslde In the ןןUAM capabl 
is very important to understand how that environment 

he ד. operates and the capabilities being offered 
d understand the capabiiities of the וProgram shou 

network, systems, and so(tv/are available for use and 
the process for certifying, accrediting and deploying 

. software and systems 

U) Step 3: Evaluate the Future Underlying ( 
Information Technology Environment 

environment (זו)he future Information technology ז) U ( 
. should be considered when planning a UAM capability 

is to understand the architecture and software וhe goa ד

to be used in the next two to five years and then begin 
align with the future ןןclesigning a capabllity that wi 

and not require slgnificant changes to the capability 
. implemented in the near term 

environments supporting many of the ןדhe כדU ( 
y ןןvironments are continua חclassified network e 

changing. For example, many agencies are moving 
,) g software as a service (SaaS חto the Cloud, includi 

infrastructure as a service (laaS). elastic storage, and 
virtual desktops. It is very important that agencies 
understand the features and capabil ities of these 
new environments to ensure compatibility with the 
current systems. An agency should seek to develop an 

ution that has the maximum potential lסimmediate UAM s 
. any planned future environment חtinued use i cסn for 
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(U) Service Level Agreements 

(U) Agencies that are subscrlbers 10 networks owned or 
operated by anolher agency (called a service provider) 
will need 10 establish an SLA or MOU with their provider 
to detail how UAM data will be collected and transmitted 
to the subscriber. 

I , 

:i 
.' 
\ 

! 
: 

U) The SLA should focus on establishing accountability ( 
. for the UAM service to be provided to the subscriber 

The service provider should be responsible to provide 
: ut the following user activities סbdata a 

AII types of data removal 

AII types of data reproduction 

AII types of data access 

AII types of data transmission 

AII types of search 

(U) SLAs should be negotiated with the service provider 
before a UAM solution is implemented. SLAs should: 

Identify the UAM software that the service 
provider employs; 

Define costs and terms; 

Document the responsibilities of all parties; 

Define the start of the agreement, its initial term. 
and the provision for reviews; 

Define in detail the service to be delivered by 
the service provider and the level of service the 
subscriber can expect; 

Institute a clear. formal, and accountable list of 
tasks to be performed by service provider; 

Provide a common understanding of service 
requirements/tasks and the organizations/teams 
involved in performing those services; 

Provide for all parties a single reference 
describing all objectives and listing the following 
types of information: 

- Description of the service 

- Agreed service hours 

U) The IT professionals working within the Program ( 

ndings from evaluations of both וfshould consider the 
the current and future IT environments when making the 
UAM capability decision. The following issues should be 

: given consideration when selecting UAM software 

Requirements coverage 

Require additional software 
? development required 

) Total·cost of ownership (initial + operating costs 

ution's וAlignment of the software so 
product roadmap to the future technology 
environment and Program goals 

ution וPerformance history of the so 
who else is using it, where limitations ( 

) exists, what problems are occurring 

Difficulty to change the solution later 

) Continuity of Operations Planning (COOP 

Disaster recovery strategy 

f agencies are unable to deploy UAM software ו) U ( 
because the agency is a subscriber and is not owner of 
the computer system, it wl" need to implement a SLA 
with its service provider to obtain UAM capability. More 

ishing an SLA is provided in the וinformation about estab 
. Service Level Agreements section below 

1 .. ~··~·~ .. ··· .. ·~·· .. ······· .. · .. ···················· ·· ···· ................................... ............... , 

j ..... - (U) Service Providers 
. I 
~ I .. t _ - • 

be made that זhe assumption should NO ;ן} .fj·FeI:lO ~ t : 
because another agency owns or operates a system or ~ 

g חitori חnetwork that agency is performing user activity mO ~ 
cies. Experience has shown 1ח for its various clienl age 

where a service provider Is 1ח that this is not the case, eve 
. the same system חסg UAM of ils employees חducli חCO : 

: ............................................................................................................... : 

............................................................ ························· .. ···· .. ··· .. ·················e · ................................................................................................................. .. 
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, Accessing or attempting to access websites 
lרe files, and data beyond the srope of t 

individual's responsibililies and need-to-know 

Adding user accounts used 
later to access systems 

Reviewing or manipulating system log files 

Downloading large number of files 

Remotely accessing the system and performing 
tasks atypical to the indivldual's responsibilities 

Writing scrfpts to delete, modify, or move files 

Copying data to removable media 
without aulhorization 

Sending classified documents 10 persons 
withoul a need to know or the proper 
security accesses!clearance 

Accessing systems remolely 

ator roles זtElevating or assigning adminis 
to unauthorized users or accounts 

Changing the permissions of files and folders 

mpuler סcr user's lרe Accessing anot 
when left unattended 

Printing documents to a printer at a location 
that differs from location of the host computer 

ow policies and controls ןןFailing 10 fo 

Copying a larger number of files to a laptop 
computer over a short or long period of time 

' Accessing users' and administrators 
accounts after termination of employment 

, Having been recently terminated, disciplined 
demoted or changed duties/roles 

Communlcation, in any form, regarding 
disgruntlement over an action or policy 

Using computer resources to conduct a 
side business 

Reliabllity or warranty -

, ntact, how סcCustomer support (who to -
). priority, response times, etc 

Change management procedures (who has -
) aulhority to make a change 

) Service continuity (e.g., COOP 

) Frequency of UAM (e.g., near-real-time 

) Frequency of reportlng (e.g., daily 

typed ווOata format (e.g., XML, LOG .txt (ASC -
) files or ZIP binary 

Delivery mechanisms ( I.e. network or DVO -
) ROM physical media 

Provider Incident Response POC -

Subscriber Incident Response POC -

) 99.9990/0 ,. jedive (e.g bסUptirnelquality of service -

Oata accessibility requirements, if applicable -

Length of data accessibility, if appropriate -

Oata Protection and safeguarding requirements -

(U) Step 5: Identify, Evaluate, and Prioritize 
Concerning Insider Threat Conduct 

should identify וe1 OI!!lO) Il le Program personn ))eו( 

nsistent with the known patterns of סcuser conduct 
he UAM plan should be designed ז. malicious activity 

. to capture the data needed to identify this conduct 
Agencies are encouraged to identify insider threat 
conduct patterns that apply to their users by reviewing 

owing list of insider ווhe fo ז. known insider threat cases 
threat patterns of activity was culled from known insider 

Sense חs Commo זיthreat cases provided in the CER 
Guide to Mitigating Insider Threats, 4th Edition (see 

he list is not inclusive of 3 (.ז References, page ןp(u ןHe 
: all insider threat conduct 

Accessing, without proper authorization, 
proprietary or classified information in the 
30 days prior to termination of employment 

............................................ .. .............................................................. ······8 ······· ········································ ............................................................... .... . 
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formation חltrate classified i וfted to ex חIf I wa " 
g detected. how would I go חwilhout getti 

"? about that 

al capability חted to damage the operatio חIf I wa " 
d computers without חetworks a חcy's חof my age 

"? getting caught. how would I do that 

 " How could a foreigח iח telligeח ce service use aח
formation or cause חsider to gather i חg i חwitti חu 

?" damage to networks and computers 
~ 

(U) Step 6: Develop an Information
Gathering Plan 

as part of the overall Program 666 ;((6,ח) I he UAM pla ( 
ne the data to be וftation plan. should de חimpleme 

duct, UAM is most חsider threat CO חgathered 10 detect i 
effective if it is designed to capture data about user 

• g conducl (hablts חactivities that ref!ect the concerni 
the חed i וfli חiques. and Iradecraft) of insiders ide חlech 

clude a team of חprevious step, The Program should i 
als חd IT professio חalysts. behavioral specialists, a חa 

e the חshould defi חThe pla 10.ח develop the UAM pla 

g with known criminals or חAssociati 
suspicious persons 

Attempting 10 gain employees' passwords 
or oblain access through Irickery or 

of a trusted relationship חexploitatio 

t:J"l"et:Je) An Example of Potential Malicious ( 
Conduct: An example of polential malicious conduct is 

" led in Figure 3: Malicious Behavior, "User A חreprese 
t from the חdiffere חat a 10catio חlo a workstatio חlogs O 

dicale חThis may i ח.of Ihe most recent badge i 10חcatio 
. thal a user is using another person's account or badge 

. This could be an effort 10 conceal malicious aclivity 
Furthermore. Ihe same user e-mails a large number of 
files 10 an extemal e-mail address.This may Indlcate 
thal a user is Irying 10 exfiltrale proprietary or classlfied 

. information 

U) An effective practice of established Insider ( 
Threal Programs is 10 gather the Program personnel 

storm threats that חa regular basis to brai חס

insiders may pose 10 their organization. Here are 
: sidered חsome questions that should be cO 

(t1))1'8t18) Figure 3: Malicious Behavior 

,) ic is (Lf{IFOUO ~ 9r.p TIן{S 

Building B 

I 

I 

Login 
08:12 

Building A 

" '. 
' " 

Badgeln 
08:10 

 ) S כ(! 3S3) Poteח lial behavior of cOח cer:ח aח iח dividuallogs iח a compuler Iocaled i 10ח a facilily olher thaח
 where the person has badged iח .

..... " ..... "." ... ,"'" ... , ..... ,,, .. ,"","',, .. ,","'''''',,, .... ,,,,.,,.,·······"· .. · .. ··· .. ,,· ...... · .. ,,8 ···,,· .. · .... · .. ·· .... · ........ ·,,··,, .... · .......... " ..... " .... " ................. " ...... " ... " .. " ....... " .. . 
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: ...................... -.............................. -................................ , ..................... : 

1 e' Oensitive Nature ~ fffe ~( ~,; 
.i ~ l' I - of the UAM Plan 

r "1ii' ' i ) iThe UAM Plan should be classified per the . 
j Insider Thre8t Security ClassirIC8lion Guide, presently 
i under developmenl by FBI and ONCIX, as Co-Direclors of 

gic, may סIparticularly Ihe ח,a זF. Detalls of Ihe p חj the NI 
reveal laclics, lechniques, and procedures and may need ! 

 ~ be classified, II Is possible thal UAM will be conducted 10חס
thal case, Ihe implemenlalion of a ןח. i unclassified networks 

an unclassified network should be prolecled סחi UAM plan 
 i in a manner 10 preveח I disclosure of classified iח formaliO.ח

trol the 1 (333 3111ח he Program should limil and CO ( . 
, persons Ihat have knowledge 01 the UAM plan. Ideally ~ 

the Program wlll know all the details סחi onlya few people 
he detaDs of the plan, especially advanced ז. i of the plan 

be shared wilh anyone oulside the זj logic, should NO 
The CIO staff \vill be .זrarly Ihe CIO sta זi Program, perticu 

g Ihe software and \vill חes responsible for deployi חIhe o ! 
lion of privileged users under וra have Ihe highesl concen ~ 

their area(s). Privileged users typically have a greal ! 
vironmenls חe זוdeal of access 10 dala and syslems in ~ 

. and musl Iherefore be monilored wilh diligence ~ 

conceming insider threat conduct is "excessive printing 
of classlfied documents' the following computer user 
activities may be of inleresl: 

AII print activity 

Prinl aclivity specific 10 documents or malerial 
that Is classified 

Copy and paste activitJes 10 remove or 
obfuscate Ihe classiflcation of a documenl 

1 0"0) t:lAM dala gathering Is besl organized inlo ""( 
s cכe two categories: basic and advanced. The differen 

: of Ihe two calegories are 

8aslc UAM information-galhering collects and 
stores ALL of lhe activltJes in a general category 
without logic. For example, collect data every 
time a user prinls a document and collect data 

. nto the host computer ןevery lime a user logs 

data to be collected to support the analytic approach 
employed in the analytic hub 10 detect insider threat 

T professionals add value to this process ן. conduct 
because they have a slrong understanding of the user 
activities Ihat are available to capture on a host computer 
for each targeted user behavlor. The behavioral specialist 

uct dחaid in the translation of the insider threat co ןwil 
identified in Step 5 (see page 43), The analysts wil l help 
identify how the data will be used. The roles of these 
professionals should be consistent with the Program's 

. plan to control and Ilmlt the exposure of the UAM p!an 

(OJJPOOO) The recommended processes to identify, 
implement, and refine the UAM p!an are: 

Determine classes of users to be monitored 

Identify User Activities 

Implement Information-Gathering Methods 

ne Plan וfRe 

: riginate groups of users 10 be monitored כE, fet:le ;ן/י;( 
Each agency should assess whether users \vith 

) elevated access or privileges -- privileged users, (PU 
- will be monitored differently than Ihe typical (noח

privileged) user. PU may have the abilily to overcome 
, protection measures, change software configurations 

. and change the access of users or programs 
Therefore, PU pose a higher risk and may warrant 
closer UAM. Also. each agency may wanl 10 implement 
an increased level of UAM for users who are officially 

der investlgation. The determination of how users will חu 
be categorized and the users 10 be included in Ihese 
categories should be developed in consultation with 

. agency counsel and governed by appropriate policy 

(U) The following steps to develop the plan must 
be performed for each user group created, 

10 Ittentjfy User Actlvities: The approach 1ב1 8י !:I;\'F8 ( 
idenlifying the user actlvitles should begin with Ihe 
list of concern(ng insider threal conduct idenlified in 
Step 5. For each concerning behavior Ihe team should 

indicale ווdelermine whal computer user aclivity wi 
the subject conduct is occurring. For example, if a 

..... ............ . ..................... .. ... .................... . ..... .. . .. . . ... . . .. . .. ... ... ........ . . ... ... , ••• • , ......... ........................... , ................ .. ............ . .............. .... ...... 0-•••••••••••••• • ••••• • ••• ••••• • • 

 •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••.•••••••••••••••••••י •••י •...••••••••••••••••••••• , •••••••••••••••••••..••••••.••••.••..י., ................. , ....................................
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~11@t::; 1@@IFII!S;)F8"O 



Approved for release by ODNI on 7-21-2017, FOIA Case DF-2017-00003.

 j!(33I ~ eJi;eוי !'IIיית iס eJס

 •••••.•••••.•••••• , ••••••..•••••••••••••••.••.....••••••• , .........................י ••••••...••••••.•......•.......••.••.••••• , •..י .................• , .........................••....

This environment will be referred to as the "PilotlLab." 

(U) Funclional tests should be conducted on the 
implementation to evaluate if Ihe software collecls the 
aclivity as defined in Ihe plan. 

ne Plan: An important characleristic of וfRe 59כ' 'Q ':: " 
an effective UAM Plan is continual improvement. The 
conduct of malicious insiders will constantly evolve and 

, herefore, Ihe insider threat detection program ז. adapt 
, specifically the UAM plan and analytical approach 

he Program should regularly ז. ntinue to adapt סcshould 
evaluate the effectiveness of the plan. The following 

: questions should be considered 

נ

J 

Is the data produced helpful? 

Is additional data required to support 
advanced analytical requirements? 

Have additional activities of 
COncern been identified? 

(U) The answers 10 these questions may necessilale 
updates to the UAM plan. 

(U) Step 7: Test and Deploy the Capability 

U) The Program will be responsible for preparing ( 
the software for deployment, including the 
delivery of software configuration files to the CIO 

he CIO staff wil l be responsible ז. deployment team 
 for deploying the software and configuratioח

files in a systematic phased method to meet the 
. requirements ofthe phased deployment plan 

I 
I ,. 

he execulion of UAM software on host ין\!JffP8\!J8 ( 
canl amount of וfcompulers can requlre a signi 

. etwork and slorage resources ח, processor, memory 
he increased demand for these resources can produce ז

d systems across any חa negative impact on users a 
enterprise. Therefore, the deployment of UAM software 

a careful, incremental approach חshould be conducted i 
that includes functional and performance testing 
designed to minimize risks. Agencies with established 
insider threat Programs use an approach that deploys 

Basic informalion-gathering may be needed to 
support network and pat1ern analysis with the 

. the analytic hub חlarger, integrated dataset i 

Advanced UAM information-gathering applies 
. logic to one of more details about a user activity 

For exampJe, collect data about a print job 
and the document being printed WHEN the 

t contains specific keywords, perhaps חdocume 
-a cJassification level. Advanced information 

gathering produces more meaningful alerts of 
. potential malicious conduct 

FQ' "i) The team should attempt 10 implement " וו( 

order 10 produce חadvanced information-gathering i 
data thal is more valuable and meaningful to 

ced חhe abilily to implement adva ז. the analysts 
the חinformation-gathering directly depends UPO 

d Ihe type of חcapabilities of the UAM software a 
. activities to be monitored 

8) 1:: 'plement Infonnation·Gathering ~ J'P8 ·'~( 

he specific approach to implement basic and ז: Methods 
dent upon the חadvanced data gatherjng is highly depe 

UAM software. However, the followlng details should be 
: included in each information-galhering implementation 

Identifier of the subject or actor (e.g., the 
) name or userlD of the individual user 

Date and time of the event using 
etwork חd time of חcommon date a 

t חype of eve ז

Details of any object 

IP and MAC address of the host 
e location 10ח determi 

U) The UAM plan should be implemented in a tesl ( 
environment thal is separate from the operational or 
production environment. The test environmenl should 

his is a standard ז. clave חbe within the UAM private e 
precaution in system development practices to control 

ducted חthe environment where the tests are being cO 
while protecting the operational environment from 

. being impacted by untested software and systems 

................................................................................ -............................................................................... , ................................................... , .......................... . 
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he goal of ז: U) Phase 1: Initial Operating Phase ( 
d impact of חality a חPhase 1 is to evaluate the functlo . 

a sma" number of users on the חסthe UAM software 
system. Oeploy to 10% of חoperational or productio 

he desired חז.ed user populatio חחthe entire pla 
. ext phase חoutcome is approval to proceed to the 

Enterprise: The goal of ן.U) Phase 2: Local Partia ( 
ality and impact of חPhase 2 is to evaluate the functio 

the UAM software when deployed to a sizeable number 
ed user חtire plan חof users. Oeploy to 40 percent of the e 

to proceed (may ןpopulation . The outcome is approva 
) approval חrequire some certification and accreditatio 

3 U) Phase 3: Enterprise-wide: The 90al of Phase ( 
ity and impact of the ןctiona חis to evaluate the fU 

UAM software to the entire enterprise. Oeploy to 
. t of the entire planned user population 100ח perce 

The desired outcome is the completion of 
. t חenterprise-wide deployme 

(t;;~'F@t;@) 6tep 8: Send Data to the 
Program Hub 

F9' '9 ) The primary outcome of the UAM sofiware ''' '( 
is data that wi" be ingested into the hub for processing 

d חalysis. Processes should be established a חand a 
tation חsider Threat Impleme חthe agency's I חined i ןout 

sure this flow occurs. As stated in the Policy חto e חPla 
e of חd Standards (paragraph E.1), UAM data wi" be o חa 
. hreat hub זsider חmany data sources moved into the I 

t חAdditiona"y. the UAM data should flow into a permane 
read-only repository as the system of record to support 

s or analysis. Agencies should חfuture investigatio 
sider threat hub חtheir i חaddress both these issues withi 

tation חT infrastructure and within the Program Impleme ן

cy Record Management expertise will be חAge .חPla 
t חsure that UAM data is retained consiste חrequired to e 

es (see Record חwith agency and records guideli 
.) 10 Msnsgement Requirements, page 

11159' '9) ;rhe amount of UAM data is likely to be very " 
large. In the hub, it wi" gain value as it is combined with 
other data and analyzed. UAM data alone wi" not detect 

sider threats; rather, it detects patterns of activity that חi 
. insider threats חindicate conduct matching to know 

tally larger user חthe software and updates to an increme 
he goal of this approach ז. each phase חi חpopuiatio 

t while minimizing the חoyme זish ful l dep זis to accomp 
y affected זrisk that that user experience is negative 

he ז. etwork performance is adversely degraded חor 
: approach has 4 phases 

oyment זotJLab Oep זPhase 0: Pi 

Phase 1: Initial Operating Phase 

Phase 2: Local Full-Enterprise 

terprise-wide חPhase 3: E 

ce חst performa חU) UAM software should be tested agai ( 
t. The חg each phase of the deployme חdards duri חsta 

performance standards should be defined in advance 
hls approach ז. ation with the CIO חwith some coordi 

creases the scope of the deployment חtally i חincreme 
. each phase to minimize the risk of negative impacts חi 

Performance testing will evaluate the impact of the 
he testing should ז. resources ןזUAM sofiware on the 
and network ,זy evaluate how the processor. memo 

resources on the user's computer are impacted by 
. the UAM software under a variety of circumstances 

Performance evaluation should also assess the impact 
storage. Performance control ןon network and database 

gates should be assigned to each phase to enforce 
. the standards 

U) Phase 0: PilotJLab Deployment: The goal of ( 
Phase 0 is to evaluate the functionality of the UAM 

ce of the computers and חsoftware and the performa 
he ז. a non-operational or test environment חnetwork i 

assess whether the UAM sofiware ווctionality tests wi חfU 
. requirements חcollects the data per the defined pla 

includes חFor example, if the information-gathering pla 
ecl each time a user prints a ווt to co חa requireme 

the tests will effectively evaluate חdocument, the 
he performance of ז. arios to that effect חseveral sce 

baseline of חow חthe computers will be compared to k 
activities. For example, the amount of time to conduct 

owing actions on the computer should be ווthe fo 
, print a document, send an e-mail ,1090ח : evaluated 

e-mail, open Microsoft Word, and save a file from חope 
an e-mail. Use of a test environment will restrict the 

. potential impact of the software on other systems 

....................................................... " .... " ............... " ................. , ................ :8 ........................... ............... , ................... , ............................. " ............ , ........ . 
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nit ions Related To UAM וfU) De ( 

ctions that cause an חs or fu חU) Activity: Specific actio ( 
. teraction or change on the computer or network חi 

(U) Conduct : Observable act.ivities of a person (user). 

U) Data access activ,ח ities: Attempts or actio ( 
successful and unsuccessful. to open or execute a 

. computer file, or view the properties of the computer file 

I 

I 
I 
I .\ 
I 
I 
I 

I 

! 
I 
.1 

" I 

I 
I 
:1 

I 

, U) Data removal activit ies : Attempts or action ( 
successful, to copy a file to removabJe חd u חsuccessful a 

.) media (CD. USB. DVD 

, U) Data reproductio n activities: Attempts or action ( 
le to another וfsuccessful and unsuccessful. to copy a 

storage location (Iocal drive, shared drive, network 
.) drive, website 

, U) Data transmission activities: Attempts or action ( 
other חsuccessful and unsuccessful, to send a file to a 

. P חFTP, or H ו,user via e-mai 

and processing חU) Enclave: A set of informatio ( 
he ז. capabilities that are protected as a group 

clude networks, hosts, or חcapabilities may i 
applications. Enclaves are required when the 

dentiality. integrity, or availability of a set וfcon 
eral חof resources differs from those of the ge 

. computational environment 

U) Enterprise Audit (EA): An independent examination ( 
of records and activities, employed by the Chief 

Officer of an agency. to assess the חInformatio 
adequacy of system controls on computer systems 
operated by that agency and to ensure compliance with 

. established policies and operational procedures \: 
j ! 

1 • 

1 ; 

1 ( 
1 : 
 tו
). 
1 ' 

il 
· 1 

U) Host : A host is a computer connected to a network ( 
resources, services. and חand may offer info"matio 

. applications to other computers on the network 

U) Host·Based Software: In the UAM context. this ( 
executed within the local computer חis an applicatio 

. configured by a central server to monitor user activity 

U) The direct responsibility for UAM falls on the ( 
. designated Senior Official and should not be delegated 

The Senior Official should oversee all activities of the 
Program. including UAM. Additionally, the agency head 
is required by the Policy and Standards to include a 

ism that involves the employment of program חmecha 
UAM as well as oversight that employs periodic reviews 
by cleared evaluators selected by the agency head and 

. drawn from sources external to the program itself 

he Program office should ensure the יזt;HF8t;8 ( 
following UAM policies are included in the agency's 

. insider threat policy approved by the agency head 

ning how the וfUser Notification: A policy de 
, ed of their right to privacy וfusers are noti 

and that their activities on the IT systems 
are monitored through banners, signed 

. duct חuser agreements and rules of CO 

ning וfUser Activity Data Gathering: A policy de 
 the data that may be collected, data classificatio.ח

requirements in accordance with חand retentio 
applicable standards (e.g., Committee on National 

; Security System Dlrectives and Instructions 
echnology זNationallnstitutes of Standards and 

al Archives and Records חSecurity Controls; Natio 
icy and וAdministration directives; and Po 
Gathering Plan ח-he UAM Informatlo ז.) Standards 

. will implement this policy 

Chain of Custody: A policy controlling access 
to data to preserve data integrity for admissibility 

. in court 

ning וfSystem of Record: A policy de 
whether the UAM component repository is 
the system of record. The determination 

with חtatio וsu חshould be made in close CO 

. agency record management officials 
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U) Operational or Production System: The ( 
at support t!ו information and processing capabilities 

n of the organization in the סithe daily operat 
. accomplishment of its mission 

(U) Service Level Agreement (SLA): A formal. 
negotiated document that defines in quantitative 
and qualitative terms the services being offered to 
a customer. 

he agency providing the 8 :ז ervice Provider ס)U נeU/IF ( 

he owner ז. classified network service to another agency 
and operator of a classified system issued to and used 

. by another agency 

agency that accesses a חe) Subscriber: A ~ l"e 'נj ~( 

classified network owned and managed by another 
cy likely has no granular חagency. A subscrlber age · 

visibility into their user's computer activity, as they do 
. icaiiy administer the network חnot tech 

 ) U) User: Indlvldual or (system) process actingחס
orized to access an t!ו dividual, au חbehalf of an i 

. information system 

he technical ז:) U) User Activity Monitoring (UAM ( 
capabllity to observe and record the actions and 

dividual, at any time, on any device חactivities of an i 
accessing U.S. Government information in order to 

. detect insider threats 

Activities include, but are not limited 10: 

keystrokes. copy and paste, printing, viewing 
document content. web browser use, e-mailing. 
messaging. and use of removable media. 

Observe and record the format of text 
descriptions. screen capture. and ful l-screen 
video capture. 

UAM Is near real-time. 

UAM operates in conjunction with inputs from 
other data sources such as enterprise audit and 
continuous monitoring . 

............................ .......... ................................................. ...... ................................................ , ................. ........................................................................... . 
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der חF u חprevention programs, and established the NI 
t leadership of the U.S. Attorney General and the חthe joi 

cies חal Intelligence (DNI) to assist age חDirector of Natio 
in developing and implementing their insider threat 

, programs. In developing standards for these programs 
the task force specifically sought to ensure they not 
erode civilliberties, civil rights, or privacy protections 

, 2012 for government employees. In November 
following an extensive interagency coordination and 
vetting process, the President issued the Nafional 
nsider Threat Policy and fhe Minimum Standards / 
for Executive Branch /nsider Threat Programs 

F with חmemorandum. E.O. 13587 charged the NI 
designing and implementing insider threat policies 
and standards that take into account the mission risks 

. and resources of affected agencies and departments 
, While developing ways to protect classified information 

F is also ensuring that Insider threat program חthe NI 
measures maintain the civil liberties and privacy 

. protections due government employees 

(U) Talking Points and Possible Questions 

(U) Who runs the NITTF, and which agenc;es 
are involved? 

U) Under E.O. 13587. the U.S. AttomeY 'General and ( 

hey deslgnated the ז. F co-chairs חthe DNI are NI 
Federal Bureau of Investigation (FBI) and the National 
Counterintelligence Executive to co-direct the daily 

F. Employees and contractors זזactivities of the NI 
, F חfrom a variety of federal agencies comprise the NI 

and its services impact more than 70 federal agencies 
that handle dassified material. It reports directly to 
the Information Sharing and Safeguarding Steering 
Committee, which the President established under 

he steering committee is largely made 13587 .ז . E.O 
cludes חup of Intelligence Community agencies. 1I i 

• representalives from the Departments of State, Energy 
Justlce, Defense, and Homeiand Security; CIA; FBI; the 

(U) Appendix A : 
Guidelines for Media Interface 

U) As an agency begins to implement its Program, it ( 
, F חprobabiy will develop a relationship with the NI 

F directly assists an agency זזparticularly if the NI 
cy program חestablishing its program. As the age חi 

develops, and becomes a matter of public record, that 
terest on the part of the public חerate new i חfact may ge 

he following guidelines provide ז. and news media 
F and insider threat חusefullnformation about the NI 

programs, in general, that may provide an agency wjth 
the content through which to appropriately address 

. quiries חd media i חpublic a 

(U) Mission Statement 

cies with developing חF assists federal age זזhe NI ז) U ( 
insider threat programs to prevent, detect, and deter 

he ז. siders חformation by i חcompromises of classified i 
formation from חF goal is to protect classified i חNI 

people, groups and nations that can harm the national 
. security of our country 

(U) Background 

ed וfhe release of hundreds of thousands of classi ז) U ( 
and sensitive U.S. Govemment documents through the 
WikiLeaks internet site demonstrated to the government 
and the public that current sharing and safeguarding 
procedures for classified information were inadequate 

, response חן. and put our nation's security at risk 
President Obama in October 2011 issued Executive 
Order (E.O.) 13587 Structura/ Reforms to Improve the 
Security of Classified Networks and the Responsfbfe 
Shar;ng and Safeguarding of Cfassified Information to 
improve the security of classified computer networks 

, 13857 . and classified information. As part of the E.O 
ts and חthe President directed all federal departme 

agencies to institute insider threat detection and 

............................................................. · .. · .. · .. · .... ···· .. ········· .. ········· .. ···· .... · .. ·8 ·········· ......................................................................................................... . 
ret1e לייiII"II: י:י:ttA ~ t1 r 
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supporting standards and guidance designed to help 
prevent a simi!ar incident, or any other unauthorized 

; ed informatlon וfdisc!osures of c!assi 

(U) What is an insider threat7 

U) The threat that an insider will use her/his ( 

zed access, wittlngly or unwittingly, to do חautho 
harm to the security of United States; This threat 
can include damage to the United States through 

authorized disclosure of חespionage, terrorism, u 
formation, or through the loss or חational security i ח

; degradation of departmental resources or capabilities 
,; tity with authorized access (i;e חe חAn insider is a 

the security domain) that has the potential to חwithi 
terprise through חinforrnation system or e חharm a 

dI חof data, a חcatio וfdisclosure, modi ח,destructio 
sider חor denial of service. Whistleblowers are not i 

. der federal statutes חthreats and are protected u 

F operate7 חU) How does the NI ( 

j 
I 
I 
יג

F draws expertise from across the חU) The NI ( 
. terintelligence חareas of security, cou חt i חgovernme 

and information assurance in order to develop the 
policies and standards necessary for agencies to 

t insider threat detection and prevention חimpleme 
ificant part of the NITTF effort involves חprograms. A sig 

g personnel חd tralni חassisting with educating a 
to recognize insider threats, without creating an 

t their חatmosphere of distrust. After agencies impleme 
program, the NITTF may evaluate the insider threat 

. d agencies חts a חprograms within individual departme 
F חWhile interfacing with individual agencies. the NI 

d חtify and share best practices for detecting a חwlll Ide 
g threats, and contlnue 10 assist חdeterring emergi 

. g issues חagencies in resolvi 

(U) How do you detect an insider threat? 

g חU) Detecting potentially damaging behavior amo ( 
volves חemployees with access to classified information i 

d analyzing information from many sources חgathering a 
Depression, alcohol or drug ;חfor behaviors of concer 

use, personal stress, financial trouble, and being 
dicators that חdisgruntled with an employer are all i 

age cases; Combining חactual espio חhave appeared i 
these indicators with other behaviors like working 
unexplalned hours, accessing information unrelated 
to an employee's job, a sudden increase in wealth, or 

J 

allntel ligence (ODNI); the חOffice of the Director of Natio 
g Executive; the National חONCIX; the Inforrnation Shari 

; Security Agency; Office of Management and Budget 
s;e Intelligence חthe National Security Staff; the Defe 

; d the Inforrnation Sequrity Oversight Office חAgency; a 

n anyone's סIs this new push going to impinge כU ( 

? civil rights 

U) The Government's efforts are guided by the National ( 
icy and the Minimum Standards וhreat Po זnsider ו

d חhreat Programs a זfor Executive Branch Insider 
individual civil rights. The Policy חסdo not impinge 

and Standards do, however, mandate training and 
awareness. The training simply educates employees 
about when activities or behavior observed might 

, be indlcative of insider threats or, at the very least 
ot); The חsuggestive of improper activity (criminal or 

ded to raise the awareness of חawareness piece is inte 
these cleared employees whose classlfied placement 
and access make them the possible targets of foreign 
intelligence and security services. These do not require 
special talents; Just as if in the course of normal 

g חe removi חduties, an employee was to see someo 
, classified documents that they should not be removing 

, for example, especially if this happens multiple times 
d the person appears חwithout apparent reason, a 

nervous, that is suspicious activity that should be 
reported. The agency insider threat Program team 
then looks at the facts surrounding that activity and 
deterrnines recommendations for actions that may be 
appropriate and necessary to respond to the reported 
activity. 11 is not that different from the situation where 
an employee sees someone with a suspicious package 

past חן; at a subway sta1ion, and reports it; Same thing 
esses saw things 1hat may have חespionage cases, wit 

helped iden1ify a spy or other malicious insider, but 
never reported them. In many cases they were unaware 

cance or relevance of what they וfof the possible signi 
had observed. That is why the awareness effort of 
the program teaches n01 only what types of activity to 
report, bu1 how to report i1 and WHY it is so important 

; 10 report it 

? F set up זזU) Why was the NJ ( 

TF was set up in response to the WikiLeaks זU) The NI ( 
. ed documents וfpublic release of thousands of classi 

F developed national insider threa1 policy and חThe NI 

e ~ 86Irl!e,) re : s6118ו 
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U) What harm can someone do to our ( 

government based on the unauthorized 
? assified information ןease of c ןre 

he reason information is classified is to restrict ז) U ( 
the information to only those who require it to support 
our national security objectives. When people divulge 

nes of the וfclassified information outside the con 
U.S. Government national security structure, the 
contents of that information can create situations that 
are harmful to U.S. interests and, in some cases, be 
potentially life-threatening. Classified information in 
the wrong hands can provide a unique and potentially 
dangerous advantage to states and non-state actors 

, whose interests are opposed to ours. For example 
ed information can provide details about the וfclassi 

, vulnerabilities of our most sensitive weapons systems 
which could be used to defeat those weapons or render 
them less effective; provide information about our 
adversaries' intentions and U.S. plans to counter their 

, actions; provide sensitive information about the identity 
; location, and future plans of terrorist organizations 

be used to produce nudear, chemical, and biological 
weapons; identify critical weaknesses in the national 

. infrastructure that, if exploited, could damage intemal U.S 
. transportation, health, and communications capabilities 

oyee who is accused of ןU) What happens to an emp ( 

? assified information ןeasing unauthorized c ןre 

(U) Possible responses range from being reprimanded 
to being prosecuted for violation of a criminal statute. 
Each case has different factors that determine the 
course of action an agency takes. 

? F exist חןthe N ןןong wi ןU) How ( 

F will be in place until the applicable זזhe NJ ז) U ( 
icy ןnsider Threaf Po ןןagencies implement the Nationa 

and fhe Minimum Sfandards for Executive Branch 
nsider Threat Programs and until the President ן

determines that the assistance and assessment work 
. F has concluded זזof the NI 

? nformation ןןU) Need additlona ( 

U) Additional assistance may be obtained from ( 

, the FBI Public F at חNI 
Affairs Office (NPO@ic.fbi.gov), or the ODNI Public 
Affairs Office 

displaying unusual behavior on the agency network, 
for example, could suggest a threat. An insider threat 
Program combines relevant information from multiple 
sources to determine if an employee deserves closer 
scrutiny or if the matter should be formally brought to 
the attention of an investigative or administrative entity, 
such as the FBI or an inspector general. Fortunately, it 
is rare to find reasons to suspect a federal employee of 
being an insider. 

s every agency required to impfement the new ן) U ( 

? ications ןprocedures and security app 

U) Every executive agency with employees who access ( 

ed information is required by E.O. 13857 to וfclassi 
. implement and maintain an insider threat program 

? der threat ןs there any way fo stop an ins ן) U ( 

here is no fool-proof method that will work in all ז) U ( 
cases. One way to increase the odds of catching an 
insider is to examine relevant information regarding 
the conduct of those who access classified information 

. and then act to resolve concerns as soon as possible 
. his is what insider threat programs attempt to do ז

For example, an agency may identify inappropriate 
employee activity on computers and through other 
traceable means that produce red flags. When those 
flags appear the agency can begin looking more 

he agency can ז. closely into the employee's conduct 
combine flags and anomalies with information from 
other files, records, and sources to see if patterns 
suggest conduct of serious concern. An insider threat 
program also seeks to better educate workforces 
about conduct that might be consistent with an 

. insider threat and how to report such conduct 

s this new push golng to implnge on anyone's ן) U ( 
. ? rights ןcivi 

U) Govemment employees who are authorized to ( 

handle classified information understand and accept 
. the additional oversight of their workplace activities 

Employees often sign waivers before beginning 
employment, and warning banners on computers and 
in facilities remind employees that their activities are 
subject to monitoring. Employees should know that if 
they are doing nothing wrong they have little to worry 

he goal is to deter or detect only the people ז. about 
. who pose a threat to national security 

.................................. .... .................... , ... ............ ······ .. · .. · .. ··· ...... · .... · .. ····· .. · .. 8 ······ .. ·· .. ······ .. ··· .. · ........................................................................................ .. 
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- Establishes and assigns responsibilities for 
D/A Insider Threat Program ("Program"). 

Establishes authorities and relationships 
specific to the implementation and 
oversight of the program. 

- Directs the integration of counterintelligence (CI), 
information assurance (IA), antiterrorism, 

force proteclion, security/law enforcement, 
and human resources (HR); information for 
the purpose of insider threat delec!ion 
and prevention. 

- Directs material support from and coordination 
with D/A legal and civilliberties entities. 

his policy applies to all ז: U) APPLICABILITY ( 
he policy requires specific action by al D/A ז. personnel 

programs, location, and employees (including personnel 
.) A ןemployed under contract by the D 

(U) REFERENCES: 

A. U.S. Govemment Insider Threat Defection 
GuJde, 2011* 

Insider ןB. White House Memorandum on Nationa 
Threat Policy and the Minimum Standards for 

nsider Threat Programs, dated ןExecutive Branch 
2012 21 November 

igencelSecurity Risk Assessmenf ןןC. Counterinfe 
2012 ners, dated March tוFramework for Federa/ Pa 

igence Program ןD. Defensive Counterinfel 
ueprinf-2010 ןB 

___ ,) AGENCY (D/A ןMENT זE. DEPAR 
POLICY זHREA זINSIDER 

* This is classified document . 

: U) Appendix B ( 
Agency Pollcy Template 

U) INSIDER THREAT PROGRAM ( 
E זPOLICY TEMPLA זDRAF 

U) The following template is offered as a starting point ( 

icies fhaf ןfor agencies fo craft internal insider threat po 
are relevanf to the unique environment of each individual 
agency. Addifional assistance and reference documenfs 

Insider Threat ןcan be obfained from the Nationa 
F) a חTask Force (NI (b)(3) 

13587 ). HORITY: Executive Order (E.O זU) AU ( 
Sfrucfuraf Reforms fo Improve the Security of 

assified Networks and the Responsible Sharing and ןC 
12333 . nformation; E.O ןSafeguarding of Cfassified 

10450 . United States Intelligence Activities; E.O 
; Security Requirements for Government Employees 

E.O. 13467 Reforming Processes Refated to Suitability 
for Government Empfoyment, Fitness for Contractor 

oyees, and Efigibifity for Access to Cfassified ןEmp 
Nafionaf Security; E.O. 13526 Classified Nationaf 

Indusfrial ןSecurity Informafion; E.O. 12968 Nationa 
Security Program; White House Memorandum on 

nsider Threaf Poficy and the Minimum ןNafionaf 
Sfandards for Executive Branch Insider Threat 

. 2012 Programs, dated 21 November 

U) PURPOSE. Under the authorities vested in ( 
DepartmenVAgency (D/A), as appropriate Director], by [ 

A Goveming Documents], E.O. 13587 directs ןSite D [ 
structural reforms to improve security of classified 
networks and responsible sharing and safeguarding 

he E.O. 13587 applies to all ז. of classified Information 
departments and agencies that access and/or maintain 

or classified information systems ןclassified material and 
and all individuals assigned thereto with access to 

: same. The policy 

......................................................................... · ........ ·· .... · .. · .. ···· .... · .. ·· .. · .. ···e· .. · .. ······ ........ ··· .... · .. ··· ......................................................................... ......... . 
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A General Counsel and ןel::le) E!ollaborale with D וייt;IJ ( 
appropriale privacy and civil liberties officials to ensure 
Ihat all insider Ihreal program activities are conducled 
in accordance with applicable laws and privacy & civil 

. liberties policies 

5 U5 ) Eslabllsh oversighl mechanisms or ןii UiI ( 
procedures 10 ensure proper handling and use of 
records and data described below and ensure access 
to such records and data is restricted to insider threat 
personnel who require the information to perform their 

. authorized functions 

(6!!! 666) Ensure the establishment of guidelines and 
procedures for the retention of records and documents 
necessary to document D/A activities required by 
E.O.13587. 

ret;e) f acilitate oversight reviews by cleared officials ;;tכ\ 

designated by the D/A head 10 ensure compliance with 
. national and D/A insider threat policies and standards 

ION, ANA LYSIS A ND זEGRA זON IN זןNFORMA ן) U ( 
: he Senior Official shall ז: NSE סRESP 

U) (*"Considerations: Integrate resources; Ensure ( 
data gathering complies with rules and reporting 
processes established for each program detection 

, capability component; Establish an analysis, reporting 
and response capability to support insider threat 

n doing so, correlate in a centra! location ן. detection 
and analyze, when available, the following information 
to identify anomalous conduct that may reveal insider 

; threat activity: Information collected from audit data 
Foreign travel & foreign contact data; Polygraph 

: screening and vetting data; Financial disclosure data 
and Personnel security vettlng data. Also, ensure best 
practices of DA's CI, Security. IA & HR organizations 
are shared. As appropriate, the offices of the Inspector 
General/legal counsel. civil liberties and staff of the 
employee assistance program should be included in 

) •••. reviews of best practices 

(1rJ;;'FQ' 'Q) Establish an insider threat program office 
with an analytic response capability to manually and/or 
electronically gather. integrate. review. assess and 

; 1 ) POLICY 1וI W;;'FI ( 

he D/A head shall establish a program for ז) U ( 
the D/A and all subordinate elements to prevent 

• ed information וfunauthorized disclosure of classi 
deter cleared employees from becoming insider 
threats. detect employees who pose a risk to 

ed information. and mitigate the risks to זfclassi 
the security of classified information through 

. administrative. investigative or other responses 

(U) AII D/A offices shall establish procedures within 
their respective offices to ensure that information is 
accessible to and shared with insider threat program 
personnel for the purposes set forth in this policy. 

: ES ןזןL ןA LS RESPONSIB ןC ןFF סR סU) SENI ( 

e ןhe Senior Official responsib ז: U) ('''*Considerations ( 
for the insider threat Program should be experienced 
in the Security and Counterintelligence disciplines and 

.) work closely with the Chief Information Officer (CIO 
as well as the HR. Antiterrorism/Force protection. Law 
Enforcemenl. and Legal/Civil Liberties enlilies (as 
applicable and relevanl). in the coordination of activities 

)* ••. in support of this policy 

LE of D/A head) is responsible for זI זER זhe (EN ז) U ( 
eslablishing. wilhin the D/A, an insider threal detection 

. and prevention program 

ER TITLE) is hereby designated זhe (EN iן) I!!I:: F61!!16 ( 
the Senior Official responsible for providing the 
management, accountability and oversight of D/A 
insider threat program. as well as provide resource 

: A head. The Senior Official shall ןrecommendations to D 

(l::IIJ f et;e) EJevelop and promulgate a comprehensive 
agency insider threat policy and implementation plan , to 
be approved by the agency head within 180 days of the 
effective date of the national insider threat policy. 

I!!I;;P!J 1!!I 6) ;?(nnually report to the D/A head program ( 
reports ןprogress and/or status within D/A. Annua 

accomplishments. resources ןshall document annua 
• allocated. insider threats identified. program goals 

. or challenges ןimpediments and 

.......... ............................. ,. ................... ...... .... ···· .......... , .. · ........ ,. .· .. .. .......... 8 .· .................... " ..... , .................................................................................. " .. 
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intemal entity, such as a security office or Office of 
Inspector General, or external investigative entities 
such as the FBI, the Department of Justice, or military 
investigative services. 

11. (U) ACCESS TO INFORMATION: The Senior 
Official shall: 

(U) (*··Considerations: Agencies may want to consider 
establishing an Insider Threat Working Group, led by 
a designated Senior Executive, to ensure appropriate 
policies. objectives and priorities as it relates to access 
to and sharing of pertinent information CI, security, IT 
and HR data in furtherance of program development, 
implementation, management and oversight.*·") 

,9:. (" rirF~!zI~) Direct all D/A elements, including, but 
not limited to CI, Security, IA, HR to securely 
provide insider threat program personnel regular, 
timely, and, if possible, electronic acceSS to 
the information necessary to identify, analyze, 
and resolve insider threat matters. Reporting 
gufdelines shall also be established for these 
components DfA elements to ensure that 
relevanl information is directly and regularly 
accessible by the insider threat program office. 
Such information includes, but is not limited to: 

1. ("HF8eJ8) CounterintelligencefSecurity. AII 
relevant databases and files 10 include but 
not limited 10 personnel security files, law 
enforcement files, polygraph examination 
reports, facility access records, security violation 
files, foreign travel records, foreign contact 
reports, and financial disclosure filings. 

j 
I 
'! 

2 (' "'62 ' '2) Information Assurance. AII relevant 
unclassified and classified network information 
generated by IA elements to include but no! 
limi!ed to, personnel usernames and aliases, 
levels of network access, enterprise audit, 
unauthorized use of removable media, print 
logs, and other data needed for clarification or 
resolution of an insider threat concern. 

: 
i .! 
'. 
י "
1 : 

: i 

j [ 

~ 
נ

Q) !rIuman Resources. AII relevant HR Iי!J a. (bJ/.'rQ 
, databases and files to include but not limited to 

respond to information derived from CI, Security, IA, 
HR, Law Enforcement, the monitoring of user computer 
activity, and other information sources as deemed 
appropriate. 

t!!JHF8t!!J8) Ensure the insider threat program office ( 
se חA insider threat respo ןestablishes procedures for D 

action(s), such inquiries, to clarify or resolve insider 
threat matters. Procedures wfll ensure that response 
action(s) are centrally managed and documented by the 

. insider threat program office 

U,','FOUO) Ensure insider threat program office ( 
establishes access to the behavioral science services 
of a psychologist either on staff, under contract, or via 
agreement with another federal agency. This individual 

, igence. security ווshould have experience in counterinte 
, or insider threat and be able to provide consultation 

. or training ןresearch and 

: 1. (U) TRAINING OF INSIDER THREAT PERSONNEL 
 The Seniorס fficial sha:וו

U) (···Considerations: Agencies should consider ( 
providing tailored training to certain higher risk 
personnel depending on mission, access and 

; ows: CI and Security Personnel ווvulnerabilities as fo 
Supervisors and managers; Insider threat detection 
program leads; Information assurance, IT systems 
administrators and engineers, and IT close support 
team members; Employees cleared for Special Access 
Programs and other compartmented programs; and 

) .. ••. Investigators and personnel security adjudicators 

A. (t:tfll"'et:Je) Ensure insider threat program personnel 
are appropriately trained in counterintelligence and 

A procedures ןas in D ווsecurity fundamentals as we 
. for conducting insider threat response actions 

B. (t:t""et:Je) Ensure insider threat program office 
provides training in applicable laws and regulations 
goveming privacy and civilliberties; safeguarding 
of records and data, including the consequences of 
misuse of such information; and the investigative 
referral requirements of Section 811 ofthe lnte1figence 

orization Act for FY 1995, as well as other policy וןAut 
or statutory requirements that require referrals 10 an 

 ••• ~ ....................... , ••••••••••••••••••••••••••••••••••••••••••••••••• , ............. , ••••••••••••••••• '" •• , ..............................ייי' •••••••••••••••••••••••י •••.••י_י , ••י" , •• , •••••••••••• 0 ......... •••• ••••••••• '" •• , .' 0 •••••

 . .................... , .................................................י ..... , .........................................................................................................................- ........................................
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evelop and implement policies כt) 1666 )) 6 ( . 15 
, and procedures for properly protecting 

interpreting. storing. and limiting access 
to user activlty monitoring methods and 

. results to authorized personnel 

e. ,O))r e06) Ensure agreements are signed byall 
cleared employees acknowledging that their activity 

• ed or unclassified network וfon any agency classi 
• to include government portable electronic devices 

is subject to monitoring and could be used against 
them in a criminal. security. or administrative 
proceeding. Agreement language shall be 

. developed in close consultation with legal counsel 

Ii( ( ' "'FQ' 'Q) i:nsure use of classified and 
ed network banners shall be employed וfunclassi 

within the D/A informing consenting users that 
. the network is being monitored for lawful U.S 

Government-authorized purposes and can result 
in criminal or administrative actions against 
the user. Banner language shall be developed 

. in close consultation with legal counsel 

IV. (U) EMPLOYEE TRAINING AND AWARENESS: 
The Senior Official Shall: 

(U) C***Recommendations for Employee Training: 
AII employees should receive annual training. Agencies 
should work together to share briefings and materials. 
seek out assistance on mentoring and share training 
models. methodologies and best business practices. 
Points of training emphasis should be on behavioral 
issues; espionage indicators; substance abuse and 
mental health issues; inappropriate interpersonal 
behavior; hostile or vindictive conduct; criminal conduct; 
finances; foreign contacts and foreign travel; mishandling 
of classified and security violalions; divided andl 
or conflicted loyalty to the U.S. Further. the following 
training awareness methods should be considered: 
formal classroom training to include refresher briefing. 
computer-based training. awareness videos, and 
automated e-Iearning course ..... *) 

personnel files. payroll and voucher files, outside 
worklactivities requests disciplinary files. and 
personal contact records. as may be necessary 
for resolving or clarifying insider threat matters. 

g (' '''FQ' IQ) Knsure the insider threat program office 
establishes procedures for access requests by 
the insider threat program involving particuiarly 
sensitive or protected information, such as 
information held by law enforcement, Inspector 
General. or other investigative sources. 

C. (UIIFOUO) Ensure the insider threat program 
has timely access as otherwise permitted. to 
available U.S. Government intell igence and 
counterintelligence reporting information and 
·analytic products relative to foreign intelligence 
services and other adversarial threats. 

111. (U) MONITORING USER ACTIVJTY ON 
NETWORKS: The Senior Official shail: 

: C***Considerations for Auditable User Events כU ( 
logons/logoffs; fi le and object access; user and group 
management; security & audit policy changes; system 
restarts/shutdowns; fiie and object manipulation such 

cation, to include change וfas addition. deletion, modi 
of permissions and/or ownership; print activity; use 
of privileged/special rights; writes/downloads to local 

; devices such as USB drives, DVDs and CD-ROMs 
uploads from local devices; file(s) printed to .include 

cation of printed וfdescriptive information. enabling identi 
item; root level access; query strings; and 

)*** . query results 

;' •. (l!IjJF8U8) Either internally or via agreement with 
external agencies. develop a capability to monitor 
user activity on all classifled networks in order to 
detect activity indicative of insider threat behavior. 
When necessary. Service Level Agreements (SLAs) 
shail be executed with all other agencies that 
operate or provide classified network connectivity 
or systems. SLAs shall outline the capabilities the 
provider will employ to identify suspicious user 
behavior and how that information shall be reported 
to the subscriber's insider threat personnel . 

............................................................................................................ ·······8 ·············································· .................................................. ................... . 
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: IONS זU) DEFINI ( 

U) "Agency Head" means the head of any: "Executive ( 
agency," as deflned in 5 U.S.C. §105; "military 
depar1ment" as defined in 5 U.S.C. §102; independent 

telligence 5ח U.S.C. §104; i חestablishment" as defined i 
d חE.O. 12333; a חed i חcommunity element as defi 

ch that חthe Executive Bra חY other entity withi חa 
 comes iח lo the possessioח of classified iח formatioח.

that חmeans informatio "חformatio חU) "Classified I ( 
has been determined pursuant to E.O. 13526, or 
any successor order, E.O. 12951, or any successor 

. order, or the Afom;c Energy Act of 1954 (42 U.S.C 
2011), to require protection against unauthorized 

dicate its חdisclosure and that it is marked to i 
. tary form חdocume חclassified status when i 

U) "Cleared Employee" means a person who has ( 
formation, other חbeen granted access to classified i 

, than the President and Vice President, employed by 
, ed to, a depar1ment or agency חor detailed or assig 

including members 01 the Armed Forces; an exper1 or 
consultant to a depar1ment or agency; an industrial 

, or commercial contractor, licensee, cer1ificate holder 
or grantee of a depar1ment or agency including all 
subcontractors; a personal services contractor; or 
any other category of person who acts for or on 
behalf of a depar1ment or agency as determined 

. by the appropriate depar1ment or agency head 

U) "Insider Threat" means the threat that an insider ( 
will use his/her authorized access, wittingly or 

. unwittingly, to do harm to the security of United States 
This Ihreat can include damage to the U.S. through 
espionage, terrorism, unaulhorized disclosure of 
national security information, or through the loss or 

. degradation of depar1mental resources or capabilities 

hreal Response Action(s)" means זU) "Insider ( 
activities 10 ascer1ain whether cer1ain matters or 
information indicate the presence of an insider 

. threat, as well as activities to mitigate the threat 
quiry or investigation can be conducled חSuch an i 

, der the auspices of counterintelligence, security חu 
law enforcement, or Inspector General elements 
depending on statutory authority and internal policies 

. cy חeach age חgoverning the conduct of such i 

t 

~ 
'1 

(1 
'i 

J 
1 

, A. ( .... ::1 000, Ensure insider threat awareness training 
or computer-based, is provided חeither in-perso 

10 all cleared employees within 30 days of inilial 
employment, entry-on-duty (EOD), or following the 
granting of access to classified information, and 
annually thereafter. Training shall address current 
and potential Ihreats in the work and personal 
environmenl, and shall include, al a minimum, the 

: following topics 

1. ('zl ','Fi' '8) The importance of detecting 
potentlal insider threals by individuals 

ed informalion and זfwith access to classi 
repor1ing suspected activity to appropriale 

; insider threat or security offices 

ethodologies of foreign ~ F8W8) r ';,""( .ם

intelllgence entities 10 recruit sources 
; and collect classified informalion 

, e) Indicalors of insider Ihreat behavior tי:J re "tי:J\ . S 
and procedures 10 repor1 such behavior; and 

4. (U,','FOI::JO} Counlerinlelligence and security 
repor1ing requirements, as applicable. 

6. (I::J"FOI::JO) Privacy and civil liber1ies 
instruction, as per1ains to the D/A 
insider threat policy and program. 

P . ZU:,'F8UO) _nsure insider threat 
programs do the following : 

e) 'Jerify that all cleared employees have נere ;;tי:J( . 1 

compleled the required insider threat awareness 
. training contained in Ihese standards 

_. (~,;I 000) Establish and promole an internal 
network site accessible to all cleared employees to 
provide insider Ihreat reference material, including 
indicators of insider threat behavior, applicable 
reporting requirements and procedures, and 
provide a secure electronic means of repor1ing 
matters 10 the insider Ihreal program. 

............................................................................................ · ...... · ...... ·· ...... ·8 · .. · .. · .... · .. · .. · .... ·· .. · .... · .. · .. · .......... ··· .. ···· .......................................................... . 
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(U) Appendix C: 
Agency Implementation Plan Template 

ce וntelligel 1ן. Executive Order 12333 United States 
1981 Activities, as amended, 4 December 

J. Executive Order 10450 Security Requirements 
, for Government Empfoyment, 27 April1953 (U) JNSJDER THREAT DETECTION PROGRAM 

IMPLEMENTATION PLAN 
K. (Insert any references related to your agency, 

especially the statutes that created your 
agency. Your agency derived many powers 
in the "charter"legislation or regulations.) 

(U) References: 

 A. White House Memorandumחס
Complience wifh President's Insider 

2013 icy, dated 19 July ןThreat Po I Objective: By [date], establlsh an Insider Threat גU ( 
Detection program within (List your department or 
agency) in accordance with References A through K and 

. within funding and resource allocations 

National חסB. White House Memorandum 
Insider Threat Policy and the Minimum 

nsider Threat ןStandards for Executive 8ranch 
Programs, dated 21 November2012 

Reforms To ןC. Executlve Order 13587 Sfructura 
assified Neiworks ןmprove the Security of C ן

e Sharing and Safeguarding ןand the Responsib 
2011 of Cfassified fnformafion, 7 October 

(U) 11 Tasks: The following tasks will be completed 
in order to meet the above objective. The person 
responsible for the completion of the task is identified 
next to the task: 

1. [Title of person responsible] will designate 
a Senior Official with authority to provide 

agement, accountability and oversight חma 
of the organization's insider threat program 

. and make resource recommendations 
: The Senior Official 's duties include 

, a. Establishing a process to gather, integrate 
and centrally analyze, and respond to 
Counterintelligence (CI), Security, Information 
Assurance (IA), Human Resources (HR), Law 
En(orcement (LE), and other relevant information 

. indicative of a potential insider threat 

ed Uncfassified ןןD. Executive Order 13556 Contro 
2010 nformation,4 November ן

assified National ןE. Executive Order 13526 C 
2009 nformafion, 29 December ןSecurity 

F. White House Memorandum on Ear/y Detection 
of Espionage and Other fntefflgence 

dentification and Referraf ןActivities Through 
1996 ies, dated 23 August ןof Anoma 

G. Section 811 of the Inteffigence Aufhorization 
1995 Act for FY b. Providing management and oversight of the 

insider threat program and provide resource 
recommendations to the agency head. 

H. Presidential Decision Directive/NSC-12 
ing of tוSecurlfy Awareness and Repo 

1993 Foreign Confacfs, 5 August 

..................................................................................... ................... ...... ....... .. ......... ' ....................................................... .................. , .................................... . 

................................................ ....................................... · .... · .... · ........ · .. · .. · .. 0 .. · .. ·· .. .. ·· .. · .. ··· ...... · .. · .. · .. ·· .. · .... · .. ···· ........... .. ........... .. ..................................... . 
i'4""tASSIf' Ic.Dlfrvuv ט

l' 
I 
1, 



Approved for release by ODNI on 7-21-2017, FOIA Case DF-2017-00003.

יeי eJ8!;',88IFIEB,\'F8י 8

• • •••••••••••••••••••••••••••••••••• ••• •••••••• • ••••••••••••••••••• • • ••• •••• • ••• • •••• • •••••••••••••••••••••••••••••••• •••••••• •••• • • • ••••• •••••• • ••••• •• ••••••• ••• ••• • '1 ••••••••• • • • • • 

I 
'1 
\ 
I 

'\,~ 

i , 
I 
I 

I 
I 
i 
I 

j 

a. Identify the Senior Official, by name or title, with 
authority to provide management, accountability 
and oversight of the organization's insider threat 
program and make resource recommendations. 

b. Ensure personnel assigned 10 the insider 
threat program are fully trained in : 

i. Counterintelligence and 
security fundamentals; 

ii. Department or agency procedures for 
conducting insider threat response actions; 

iii. Applicable laws and regulations regarding 
the gathering, integration. retention, 
safeguarding, and use of records and 
data, including the consequences 
of misuse of such information; 

iv. Applicable civil liberties and privacy 
laws, regulations and pollcies; 

v. Investigative referral requirements of 
igence AuthorizBtion ןןnte ןSection 811 of the 

Act for FY 1995, as well as other policy 
or statutory requirements that require 

. referrals to an internal entity 

c. Direct CI, Security, IA, HR and other relevant 
organizational components to securely provide 
insider threal program personnel regular, 
timely, and. if possible, eleclronic access 
10 the information necessary to identify, 
analyze. and resolve insider threat matters. 

d. Establish procedures for access requests by 
insider threal program involving particularly 
sensitive or protected information. 

e. Establish reporting guidelines for CI, Security. 
IA, HR and other relevant organizational 
components 10 refer relevant insider threat 
information directly to the insider threal program. 

f. Ensure Inslder threal program has timely 
. itted, to available U.S nהaccess, as otherwise pe 

c. Developing and promulgating a comprehensive 
agency insider threat policy to be approved by 
the agency head by 21 May 2013. 

d. Submitting to Ihe agency head an implementation 
plan for establishing an insider threat program. 

e. Submitting to the agency head an annual report 
regarding the progress and/or status of the 
insider threat program. 

f. Ensuring the insider threat program is 
developed and implemented in consultation 
with the Office of General Counsel and 
civilliberties and privacy officials. 

g. Oversee the preparation and submission 
of quarterly Key Information Sharing and 

ation nהSafeguarding Indicators to the Senior Info 
. Sharing and Safeguarding Steering Committee 

h. Establishing oversight mechanisms or 
procedures to ensure proper handling and 
use of records and data. 

i. Ensuring access 10 such records and data is 
restricted to insider threat persoonel who require the 

. ation to perform their authorized functions nהinfo 

j. Ensurlng the establishment of guidelines and 
procedures for the retention of records and 
documents necessary to complete assessments 
required by Executive Order (E.O.) 13587. 

k. Facilitating oversight reviews by cleared officials 
designated by the agency head to ensure 
compliance with insider threat policy guidelines. 

2. [TitJe of person responsible] will establish a working 
group comprised of agency personnel who have 
equity in this program, i.e. Security, HR, iA, Inspector 

Office of the General Counsel, civil ו,General, C 
his group will assist in ז. liberties and privacy officials 

. the development and implementation of this program 

3. [Title of person responsible} will write 
: insider threat program policy, which will 

.................................................................................. · .. ·· .... · .... ·· .. · .. ·· .. · .. ·····e .... ·· .. ······ .. · ...... · .. · .. · ...... · ...... · ...................................................................... .. 
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hreat awareness training will זiii. Insider 
address current and potential threats in the 
work and personal environment and shall 

: inciude, at a minimum, the foilowing topics 

Government intelligence and counterinteiligence 
reporting information and analytic products 
pertaining to adversarial threats. 

g. Ensure insider threat program includes: 

he importance of detecting insider 1 .ז 

; threats by cleared employees 

he importance of reporting suspected 2 .ז 
; activity to insider threat personnel 

i. Either internaily or via agreement with 
, external agencies. the technical capability 

subject to appropriate approvals, to 
all classified חסmonitor user activity 

networks in order 10 detect activity 
. indicative of insider threat behavior 3. Methodologies of adversaries 

siders and חto recruit trusted i 
; ed information וfcoilect classi ii. Policies and procedures for property 

protecting, interpreting, storing, and limiting 
4. Indicators of insider threat behavior and 

procedures to report such behavior; g methods חaccess to user activity monitori 
. and results to authorized personnel 5. Counterinteiligence and security 

. g requirements חreporti 

iv. Verifies that all cleared employees have 
completed the required insider threat 

. awareness training 

iii. Agreements signed by all cleared 

employees acknowledging that their activity 
ed or unclassified וfon any agency classi 

network, to include portable electronic 
devices, is subject to monitoring and 

• could be used against them in a criminal 
. security. or administrative proceeding 

v. Establishes and promotes an internal 
network site accessible to all cleared 
employees to provide insider threat 

reference material. including indicators of 
insider threat behavior, applicable reporting 
requirements and procedures, and provide 
a secure electronic means of reporting 
matters to the insider threat program. 

ed network banners וfiv. Classified and unclassi 
informing users that their activity on the 
network is being monitored for lawful United 
States Government authorized purposes 
and can result in criminal or administrative 

. e users ווactions against t 

i. Establish an integrated capability 10 
monilor and audit information for insider 
threat detection and mitigation. 

j. Address evaluation of personnel 
security information. 

h. Ensure the insider threat program: 

k . Establish and implement employee 
. hreat Awareness training זInsider 

Provides insider threat awareness 
training, either in person or computer 

based . to all cleared employees within 
30 days of Inltlal employment, entry on 

g חti חg the gra חduty (EOD). or followi 
. of access to classified information 

i. 

1. Detail employee reporting responsibility. ii. Provides insider threat awareness 
. y ווtraining annua 

m. Establish a centralized analysis, reporting 
and response capability. 

........ ................................................................................................................................... , ..... .. ............................................. .. .......... .. .... .. ........................... . 

............................................................................... ................................................................................................................................................................. 
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tle of your department or agency head] will [T6 . ו 
direct CI, Security, IA, HR and other relevant 
organizational components to securely provide 

, insider threat program personnel regular, timely 
and, if possible, electronic access to the information 
necessary to identify, analyze, and resolve insider 

. threat matters 

7. [Title of your department or agency head] will 
establish procedures for access requests by 
the insider threat program involving particularly 

. sensitive or protected information 

8. [Title of your department or agency head] will 
, establish reporting guidelines for CI, Security, IA 

HR and other relevant organizational components 
to refer relevant insider threat information directly to 

. the insider threat program 

9. [Title of your department or agency head] will 
ensure insider threat program has timely access, as 
otherwise permitted, to available U.S. Government 
intelligence and counterintelligence reporting 
information and analytic products pertaining to 

. adversarial threats 

10. [Title of your department or agency head] wi!1 
ensure insider threat program includes: 

a. Either internally or via agreement with external 
agencies, the technical capability, subject to 
appropriate approvals, to monitor user activity on 
all classified networ!<s in order to detect activity 
indicative of insider threat behavior. 

b. Policies and procedures for properly 
protecting, interpreting, storing, and limiting 
access to user activity monitoring methods 
and results to authorized personnel. 

\{ 

c. Agreements signed by all cleared employees 
acknowledging that t.heir activity on any agency 
classified or unclassified network, to include 
portab!e electronic devices, is subject to 
monitoring and could be used against them in a 
crimina!, security, or administrative proceeding. 

'j 
" 
'j 

1 
! 

! 

J 

icies וn. Develop and implement sharing po 
: and procedures 

i. Counterintelligence 

ii. Security 

iii. Information Assurance 

iv. Human Resources 

o. Address legal, privacy, civil rights and civil 
liberties issues. 

p. Detail how to perform self assessments 
of compliance with insider threat 
policies and standards. 

q. Detail how to report the results of the self 
assessments to the Senior Information Sharing 
and Safeguarding Steering Committee. 

. r. Detail support to independent assessments 

he insider threat program policy wil! be approved 4 .ז 
.] by [Title of person responsible 

5. . [Title of your department or agency head] will 
ensure personnel assigned to the insider threat 

: program are fully trained in 

; a. Counterintelligence and security fundamentals 

b. Department or agency procedures for 
conducting insider threat response actions; 

c. Applicable laws and regulations regardin9 the 
gatherin9, integration, retention, safeguarding, 
and use of records and data, including the 
consequences of misuse of such information; 

, d. Applicable civil liberties and privacy laws 
; regulations and policies 

e. Investigative referral requirements of 
Jigence Aufhor;zaf;on ןSecfion 811 offhe Jnfe 

Act for FY 1995, as well as other policy 
or statutory requirements that require 

. referrals to an internal entity 

................................................................................. . " ............................................. .. ......... .. ............................................................ .. ................................... . 
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, cluding indicators of insider threat behavior חi 
applicable reporting requirements and 
procedures, and provide a secure electronic 
means of reporting matters to the insider 

. threat program 

f. Establishes oversight mechanisms or 
procedures 10 ensure proper handling 
and use of records and data. 

g. Ensures access to such records and dala 
is restricted 10 insider Ihreal personnel 
who require Ihe information to perform 
their authorized functions. 

h. Ensures the establishment of guidelines 
and procedures for the retention of records 
~nd documents necessary to complete 
assessments required by E.O. 13587. 

i. Facilitates oversight reviews by cleared officials 
designated by the agency head to ensure 

. ce with insider threat policy guidelines חcomplia 

Title of person responsible] will establish 12 .ן 
an integrated capability to monitor and audit 
information for insider threat detection 

. and mitigation 

13. [Title of person responsible] will establish 
and implement employee Insider Threat 

. Awareness training 

itle of person responsible] will establish [14 .ז 
a centralized analysis, reporting and 

. response capability 

ime Allocation: Each task will be completed 111ז ) U ( 
: on the date indlcated 

1. Designate a Senior Official(s) wilh authority to 
provide management, accountability and oversight 
of the organization's insider threat program and 
make resource recommendations in accordance 
with minimum standards, complete dd-mmm-yyyy. 

d, Classified and unclassified network banners 
informing users that their activity on the network 
is being monitored for lawful U.S. Government 

criminal חauthorized purposes and can result i 
. or administrative actions against the users 

11. [Title of your department or agency head] 
will ensure the insider threat program: 

a. Provides insider threat awareness training, 
either in person or computer based, to all 
cleared employees within 30 days of initial 
employment, entry on duty (EOD), or following 
the granting of access to classified information. 

b. Provides insider threat awareness 
training annual'y. 

c. Includes in the insider threat awareness 
trainlng the current and potential threats in 
the work and personal environment and shall 

: llowing lopics סfinclude, at a minimum, the 

i. The importance of delecting insider 
threats by cleared employees; 

ii. The importance of reporting suspected 
activity 10 insider threat personnel; 

iii. Methodologies of adversaries 
10 recruit trusted insiders and 
collect classified information; 

iv. Indicalors of insider threat behavior and 
procedures 10 report such behavior; 

v. Counlerintelligence and security 
reporting requirements. 

d. Verifies Ihat all cleared employees have 
completed the required insider threat 
awareness training. 

e. Establishes and promotes an internal network 
site accessible to all cleared employees to 
provide insider threat reference material, 

 . ..........................................................................י ....................................................................................................................................................................
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States Govemment authorized purposes and 
criminal or administrative adions חcan result i 

. against the users, complete by dd-mmm-yyyy 

insider threat awareness 9ח. Develop a 
, dards חtraining program to minimum sta 

. complete dd-mmm-yyyy 

10. Develop a method 10 verify that all 
cleared employees have completed 

ess חthe required insider Ihreat aware 
. training, complete by dd-mmm-yyyy 

11 . Establish and promole an Internal network site 
cleared employees to provide ווaccessible to a 

insider threat reference material, complete 
. by dd-mmm-yyyy 

12. Establish an integrated capability 10 monitor 
rmation for insider Ihreal detection סfand audit in 

. and mitigation, complele by dd-mmm-yyyy 

. 13. Establish a centralized analysis, reporting and 
. response capability, complete by dd-mmm-yyyy 

IV Progress: The individuals Identified in the Tasks כU ( 
a weekly חסparagraphs are responsible for reporting 

basis the slatus and completion percenlage of each 
task. If there are delays detail the delays and the 

. recommended solutions 

J 

2. Eslablish a working group comprised of 
agency personnel who have equity in this 
program, I.e. Security, HR, IA, Inspector 
General, Counlerinlelligence, Office of the 
General Counsel, civilliberties and privacy 

. officials, complete by dd-mmm-yyyy 

3. Wrjte insider threat program policy in accordance with 
. References A through J, complete by dd-mmm-yyyy 

, 4. Approve insider threat program policy 
. complete by dd-mmm-yyyy 

5. Hire or Irain insider threat personnel to minimum 
. slandards, complete by dd-mmm-yyyy 

y or via agreement 6וו. Develop, either interna 
, with external agencies, the lechnical capability 

subject to appropriate approvals, 10 monilor 
user aclivily on all classified networks in order 
to detect activity indicative of insider threat 

. behavior, compIete by dd-mmm-yyyy 

cleared 7וו. Develop agreements to be signed by a 
employees acl<nowledging that their activity on 

, any agency classified or unclassified network 
to include portabIe electronic devices, is subject 
to monitoring and could be used against 
them in a criminal, security, or adminislrative 

. proceeding, complele by dd-mmm-yyyy 

ed and unclassified וf8. Develop and deploy classi 
network banners informing users that their activity 

. on the network is being monilored for lawful U.S 

 Oi4CEA3Sii lEO))Pט Oס
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U) Key Information Sharing and ( 

~ ) Safeguarding Indicators (KISSI -
A quarterly reporting requirement established under 
Executlve Order (E,O.) 13587 Structural Reforms To '.! 

Improve the Security of Classified Nefworks and the 
e Shsring and Safeguarding of Classified ןb ןRespons 

. r all agencies ס(on ןnformat ן

Focus on five priority areas under E.O. 13587. 

. One priority focus area is insider threat 

Insider threat KISSI responses should be prepared 
laboration from coו by Inslder Threat Program, with 

across the agency, as appropriate, and approved by 
. \he Senlor Official 

: Provides an excellent self-assessment \vindO\v 

? al been designaled וcl Hes Senior Off' 

? Inslder Ihreat policy approved 

? Program Implemenlallon Plan developed 

? Program established 

? General Counsel consultalion 

? Resourcos ollocaled 

? ace ןOverslght mechanlsms in p 

? Program access 10 informallon eslablished 

? Documenlalion of inslder Ihreal mallers 

? s In place eוRecords relenlion ru 

? Cenlralited analysis In place 

? Cenlrallzed response mechanism in place 

? place מiAwareness training 

? User moniloring capabilily in place 

? SeNlce level agreernents in ptace 

? Compuler monrtoring banners implemented 

? consent rorms signed וng MonitO( 

? Training ror Ins'der Threat Program personnel 

............ -.............................................................................................. : 

: Appendix D כU ( 
Insider Threat Priority Area Questionnaire 

U) Executive Order 13587 Structural Reforms To ( 
mprove the Security of Classified Nelworks and the ן

assified ןe Sharing and Safeguarding of C ןResponslb 
nformalion creates new requirements for ן

self- and independent asse'ssments of the securjty 
status of federal classified networks. To address these 
responslbilities, the Classified Informatjon Sharjng and 
Safeguardjng Office (CISSO), at the direction of the 
Steerjng Committee, developed a set of Key Information 
Sharlng and Safeguarding Indicators (KISSls) and 
issued a basfc reporting tool. KISSI questions were 
developed, and subsequently improved, through a 

aboratfve fnter-agency review process. The data ןןco 
is collected from 8gencies on a quarterly basis and is 
used to establish a comprehensive federal baseline 
of capabilities to share and safeguard cla·ssified 
informatlon. The results are intended to highlight both 
government-wide and agency specific strengths and 
weaknesses, thereby enabling prioritized response 
strategles and technlcal implementations. The quar1er1y 
KISSI reportlng mechanism is meant to serve as an 
assessment tool to track progress. Questions related 
to an agency's insider threat posture will be used as 
a reference point In any subsequent comprehensive 

. independent assessments 

(U) The agency insider threat implementation plan 
should identify the specific office responsible for 
compiling and submittlng KISSI information. 

(U) Below is a list of the KISSI questions deating 
with insider threat, extracted from the KtSSI manuaJ 
(request a copy of the KISSI manual via e-mail at 

(b)(3) 

.. .................. , ............................................................................... · .. · ........ · .. CD .......... · .. · .. ·· .. · .. ····· ........ , .. ·· .... ·· .. ··· .... · .. · .. , ............ , ..................................... .. 
FQWQ '\~ו ;;ןF ןQb Q,ISIS ןWt 

i: 
1. 
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............ ......... .............. ........ ............... .. .... .. .................. ........ ... .......... ....... ........ ................................................... .......... 

..................... ....................................................................... .... , .. .......... ........ .... .... ... .... .... ... ... .... .... ...... .. ....... .......... ... .... ............ .... , ... ... .. , .. .... ... .. ... .. .... .... .. , .. .. 

............................................................ · .. · .. ·· .. · .... · .. ·· .. .. .... ·· .. · ...... ·· .... · .. · .. · .. ·0· .. ·· ...... ·· .. .. · .... · ........................................................................................... .. 
e ~ pe \81 ;י,e .. )I'Be!FII! ~ 

15.6 Is there a written process that involves 
stakeholders across the Agency 10 identify and assess 
risks to critical assets from malicious insiders? 

15.7 Ooes every classified system used by the Agency 
displaya waming banner informing users that their 
computer activities are subject to monitoring and could 
be used as a basis to take adminislrative or criminal 
action against them? 

15.8 00 we have network capabilities to help 
identify insider threats? 

15.8.1 00 we monitor user activities on 
classified networks for anomalous or suspicious 
insider behaviors? 

el conducting 15.8.2ח Are insider threat-trained person 
omalies/behaviors in חthese network user a חסanalyses 

? sider threat hub חsupport of the i 

15.8.3 Are insider threat automated "triggers" employed 
as part of the Agency user monitoring? 

15.8.4 Are the insider threat automated triggers 
regularly reviewed and updated by insider threat 
program personnel? 

15.8.5 Is there adequate compartmentation 
to ensure insider threat technical lools, 
procedures, and reporting are secure? 

15.9 Is our CIO responsible for Ihe security of all 
classified systems to which the Agency has access? 

systems 00 15.10זן our employees access classified 
? provided by another Agency service provider 

15.10.1 Is there a written document (e.g., Service-Level 
,) Agreement (SLA), Memorandum of Agreement (MoA 

or Memorandum of Understanding (MoU) that describes 
operate external Agency's classified ווhow Subscriber wi 

• operate ןןsystems (e.g. address services, how it wi זן

priorities. responsibilities of involved parties, guarantees 
?) and warranties 

15.1 Have we implemented an insider 
threat program? 

15.2 Have we designated in writing a Senior 
Official(s) to be responsible for insider threat 
program efforts? 

15.3 00 "insider threat program" accomplishments 
account for a portion of the designated Senior 
Official's written annual performance? 

15.4 Are Insider threat program requirements 
fully documented? 

15.4.1 00 we have an insider threat policy? 

15.4.2 Was the insider threat policy approved by 
the Agency's senior executive leadership? 

15.4.3 Ooes Agency policy establish a centralized 
insider threal program "hub(s)" fully empowered 
to gather information from components across the 
Agency (e.g., security, counterintelligence. information 
assurance, Inspector General, human resources, 
law enforcement) when that information is deemed 
necessary by hub personnel for insider threat analysis 
and response? 

15.4.4 Ooes the insider threat policy ensure legal 
authorities and civil rights/privacy concems are 
addressed in regard to hub operations? 

15.4.5 Ooes the insider threat policy establish written 
standards for Agency components as to what types of 
potential anomalies and insider threat concerns must be 
reported to the centralized hub? 

15.4.6 Ooes the insider threat policy require hub 
personnel to have counterintelJigence training. to include 
familiarity with "Section 811 " reporting requirements? 

15.4.7 Ooes the insider threat policy include a 
mechanism to ensure that anomalies and insider threat 
concerns are resolved or reported to appropriate Agency 
or outside entities in a secure and timely manner? 

15.5 Is there a periodic self-inspection process to gauge 
the effectiveness and efficiency of the insider threat 
program and correct its shortcomings? 



Approved for release by ODNI on 7-21-2017, FOIA Case DF-2017-00003.

C ... ..... \",.r(§<JI . :26;;: '-'v'-' 

15.12.2 Does our Agency employ polygraph 
ns to assess ellgibility for tiס examina 

? access to classified informatlon 

15.12.3 Does our Agency halle a Security 
Financial Disc(osure program? 

15.12.4 Are security clearance adjudicators, security 
officers, and polygraphers trained on what matters to 
refer to insider threat personnel? 

15.12.5 Are insider threat personnel granted access to 
Agency security program databases for analysis? 

15.13 Do we halle a foreign trallel program? 

15.13.1 Is foreign trallel reporting required by Security 
? cieared employees ןןfor personal travel of a 

15.13.2 Is the foreign trallel reporting program required 
? by Security for official trallel of all cleared employees 

15.13.3 Are security brieflngs conducted for trallel 
igence for ןןto countries assessed to be high-risk inte 

? security threats 

15.13.4 Are debriefs conducted for travel to countries 
? igence or security threats ןןassessed to be high-risk inte 

15.14 Do we have a foreign contact reporting program 
for employees with security clearances? 

? igence (CI) capabilities 15.15ןן Do we use counterinte 

15.15.1 Does our.Agency have a CI program? 

15.15.2 Is the CI program implemented through wrltten 
policies and procedures? 

15.15.3 Does the CI program prollide analysis and 
assistance to support our insider threat program? 

science expertise used by insider וa15.161s behavlor 
threat personnel for insider threat deterrence. detection 

? n סior di8rupt ןand 

15.10.2 Does SLA, MoA, or MoU detail how the extemal 
Agency will prollide insider threat user monitoring and 
reporting to support our insider threat program? 

15.11 Do we conduct inslder threat awareness tralning? 

15.11 .1 18 insider threat awareness training for 
employees conducted at least on an annual basis? 

15.11.2 Is insider threat awareness training mandatory 
for employees with security clearances? 

15.11.3 Does insider threat awareness training explain 
the indicators of Insider threat behavior and the 
importance of insider threat reporting? 

15.11.4 Does the Insider threat awareness training 
explain proper procedures for employees to report 
suspected in8ider threat actillities? 

15.11.5 18 insider threat awareness training a mandatory 
component in orientation programs for all new 
employees with securlty clearances? 

for tracking which d15.11.6ס Is there a system or meth 
cleared employees halle completed insider threat 

? awareness tralning 

15.11.7 Does our Agency's senior leadership 
personaily promote insider threat awareness 
through e-mails, videos, or other outreach 

? eir names or images חttechniqu8S uslng 

15.11.8 Does our Agency have a publicized intemal 
, website prolliding insider threat case examples 

 ect explaining insider threat indicators, and outlining coח
? reporting procectures 

15.11 .9 Are our Human Resources personnel 
specifically trained on what matters to refer to insider 
threat personnel? 

15.12 Do we have a Security program? 

15.12.1 Does our Security program cOmprise of 
personnel security, physlcal security, and information 
security components? 

................................................................................................. · .. ·· ...... ·8 ............ .. · .... · ........ ·· ............ · .. · .. ·· .. ············· .. · .................................... . 
ט IQCLM.כ 3iF IEDJI ?טטס
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(U) Appendix E: 
811 Referral Template 

Espionage/Counterintelligence ReferraJ to the 

Federal 8ureau of Investlgation 8 c וי'ו'fיO4 4 ~0יI ""'wז'e :~"$גי(J.J(" ,.s (I ~יO("' p ~,,,, יfJ/O י.. J חl'f<O ltfי lgt"l<C a ןlti ח,)It/(OllTlltr l אאיןבI יfJ I'ג' o(,eClc;.n ' 

f ~ I,oIt ..-r;fיfI.! CAi ~"·י'י-יlוי d "ט"" ffll :'ייJ 'lOJ'ו f Slייc~ 1S..-c:Wt'J :ח,,~~· .ןtדt 4I Iיוoecו (N ק'
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"O~ CoIIוf'I P "~ ו»lCf'I S ) 0-4 (, 9נ f\l ~ S p)'."ח. Iגוג W. W ~ \o1t ן.,ח f '"זmtו. lOS ,>0י S. 'cr "~'~ .•••ו Jeויי Ie.r 
c-tS66 ןנ· OJ ן,.( 
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J ____ J 
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1 
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(U) Appendix F: 
Inslder Threat Classlflcatlon Guide 
(to be published) 

···· .. 8 
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6 . J~t)(331! :(8,,: 066 

···········8 -········ 
 i: I!IflOLJ :eeן: Ee ;;: 6ס 6



Approved for release by ODNI on 7-21-2017, FOIA Case DF-2017-00003.

OO 61טQCLASSiF IED/)F 

Q 
0 1 
~ I 

~ '1 ~ I ... 
59IIIEa;)lob6 גttsICC 

. ! 

lons וfor ques •••••••• וrנirזו••••••••• F at חזe8SC. Contact the N זlc rC זs not 3pproved lor pub זc documont זh ז




