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€ -ument: a classified document whose information is used as the basis for a new derivative
fication decision.

any prr am, which may or may not contain SCI, imposing need-to-
Know and access controls beyond those normally provided for access to Confidential, Secret and Top
Secret information.

St or ns*~ Tutity: an office, command, or similar organization, subordinate to the agency, which
manages its own insider threat program.

Ur-—«----~d sclosure: communication or physical transfer of classified information to an
unauthorized recipient.

U.S. iterests: matters of vital interest to the United States to include national security, public
safety, national economic security, the safe and reliable functioning of “critical infrastructure,” and the
availability of “key resources,” as these terms are used in Homeland Security Presidential Directive
(HSPD)-7, Critical Infrastructure, Identification, Prioritization, and Protections, 17 December 2003.
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weaknesses or vulnerabilities.
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(p) Executive Order 13587, “Structural Reforms To Improve the Security of Classified
Networks ar the Responsible Sharing and Safeguarding of Classified Information,” October
7,2011

(q) Presidential Memorandum, “National Insider Threat Policy and Minimum Standards for
Executive Branch Insider Threat Programs,” November 21, 2012

(r) Information Security Oversight Office booklet, “Marking Classified National Security
Information,” December 2012

(s) Intelligence Community Directive (ICD) 403, “Foreign Disclosure and Release of
Classified National Intelligence”

(t) Intelligence Community Directive (ICD) 710, “Classification Management and Control
! 1 ngs rstem”

(u) Home¢ d Security Pres zntial Directive (HSPD)-7, Critical Infrastructure,
Identification, Prioritization, and Protections, 17 December 2003.
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